Configure Cert Mapping for Secure Client Auth
on FTDviaFMC
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This document describes how to set up Cisco Secure Client with SSL on FTD via FMC using certificate
mapping for authentication.

Prerequisites

Requirements



Cisco recommends that you have knowledge of these topics:

* Cisco Firepower Management Center (FMC)
» Firewall Threat Defense (FTD) Virtual
* VPN Authentication Flow

Components Used

 Cisco Firepower Management Center for VMWare 7.4.1
» Cisco Firewall Threat Defense Virtual 7.4.1

e Cisco Secure Client 5.1.3.62

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Certificate mapping is a method used in VPN connections where a client certificate is mapped to alocal user
account, or attributes within the certificate are used for authorization purposes.Thisis a process where a
digital certificate is used as a means of identifying a user or device. By using certificate mapping, it
leverages the SSL protocol to authenticate users without the need for them to input credentials.

This document describes how to authenticate the Cisco Secure Client using the common name from an SSL
certificate.

These certificates contain a common name within them, which is used for authorization purposes.

CA : ftd-ra-ca-common-name

Engineer VPN Client Certificate: vpnEngineerClientCN
Manager VPN Client Certificate: vpnManagerClientCN
Server Certificate: 192.168.1.200

Network Diagram

This image shows the topology that is used for the example of this document.
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Configurations

Configuration in FMC
Step 1. Configure FTD Interface

Navigate toDevices > Device M anagement, edit the target FTD device, config outside interface for FTD
inl nter facestab.

For GigabitEthernet0/0,

* Name: outside
» Security Zone: outsideZone
* |IP Address: 192.168.1.200/24

(i F?leﬁlal!__Mf._f}:a??rn?gt._ﬁfmer Overview  Analysis  Polickes  Devices  Objects  Integration epoy O @& & @ admn~ Ml secume
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Cisco Firepower Threat Defense for Widware

Device Routing Interfaces Inling Sets DHCP VTEP

Virtual Tunnels @ Search by name Syne Device Add Interfaces *
Interface Logical Name Type Security Zanes MAG Address (Active/Standby) 1P Address Path Monitoring  Virtual Router
® Managementdfn ranagement Physical Disabled Glotal a<
I B GiabiEthemet/ outside Physical outsidezone 192 168.1.200/24(Statc) I Drsabled Global 7

FTD Interface
Step 2. Confirm Cisco Secure Client License

Navigate toDevices > Device M anagement, edit the target FTD device, confirm the Cisco Secure Client
license inDevicetab.

License

Lizense Types
Performance Tier:

Essentials: ¥

Export-Controlled Features:
Malware Defense:

L8

Caerier:

URL:

Secure Chent Premiar:

Secure Client Advantage:

Secure Client VPN Only:

Secure Client License

Step 3. Add 1Pv4 Address Pool

Navigate toObject > Object Management > Address Pools > | Pv4 Pools, clickAdd | Pv4 Poolsbutton.



L Firewall Management Center
. ey . Crvarview Analysis Policies Dovices Objects Integration Depley O F £ @  admin v Mol

IPv4 Pools Add Pt Pools [l DL TS

1P pool contains kst of IPv4 addresses, it is used for management/disgnostic interface with elustering, of for VPN remote sccess profles

Name Valeo Crvemice

Add I1Pv4 Address Pool

Input necessary information to create an |Pv4 address pool for engineer VPN client.
» Name: ftd-vpn-engineer-pool

* |Pv4 Address Range: 172.16.1.100-172.16.1.110
* Mask: 255.255.255.0

Edit IPv4 Poaol

Mama®

fid-vpn-engineer-pool

Description

IPvd Adkdress Rangea®
17216 1.100-172.16.1.110

Fofmat: ipaddr-ipaddr e.g., 10.72.1.1=10./2.1.120

Mask®

255,255, 255.0

Allow Overrides

@ Conbgure device overrides in the address pool object 1o
avold IP sddress Sonflicts in case of object & shaned acroes
muliphy Qpdcns

»  Owverride (O)

IPv4 Address Pool for Engineer VPN Client

Input necessary information to create an 1Pv4 address pool for manager VPN client.



» Name: ftd-vpn-manager-pool

» IPv4 Address Range: 172.16.1.120-172.16.1.130

* Mask: 255.255.255.0

Add IPv4 Pool

Mamee”

fid-vpn-manager-pool

LreEscnpinsn

IPvd Address Range®

172.16.1.120-172.16.1.130

Formeat: ipaddr-ipaddr e.g.. 10.72.1.1-10.72.1.150

Mask*®

255.255.255.0

Allow Overrides

"CEH'!!'I'I]U!EI chiryicl Crabnrices in fhe addness po=H object [
ivild IP address conflicts In case of object |5 shanred acnoss

mulliple degdhcas

»  Owverride (0)

IPv4 Address Pool for Manager VPN Client

Confirm the new |Pv4 address pools.

L Firewall Management Center

Overview Analysis Policies
IPv4 Pools
IPvd pool contains list of IPvd , it is used for

Objects Inegration

Name

Hid-vpn-engineer-posl

fd=vpr-manager-posl

New |Pv4 Address Pools

Step 4. Add Group Palicy

ic interface with chustein

or for VPN remote acce: 55 profiles.

Value

172.16.1.100-172.16.1.110

172.16.1.120=172.16.1.130




Navigate toObject > Object Management > VPN > Group Poalicy, clickAdd Group Policybutton.
i Firewall Mar?f':gcmcn: Center Overview Analysis Policies Devices Integration Deploy @ f £ @ admin v b

Group Policy Add Group Policy | EREIEY

A Group Palicy is a set of attribute and value pairs, stored in a group policy object, that define the remate access VPN experience The RADIUS authorization server assigns the group pelicy ar it i obtained from the
cuMant connaction profils.
Mog

ity Intelligence Fame

DitGroPolicy ra

Add Group Policy

Input necessary information to create a group policy for the engineer VPN client.

+ Name: ftd-vpn-engineer-grp
* VPN Protocols: SSL

Add Group Policy (7]

Mama®

fAd-wpn-englnesr-grp

Description:

Garwsal Sacura Cliem dhchransed

VPN Profotols ] VBN Tunnel Protocod;

ppp— po— Spaciy (e VPN el types hal user can use. AL Batl one tunnelng moda
riess Poos .
et ' must be configured for users 1o connect over a VPR turingl

RS VIS IiPsec-IKEY:

Split Tunneling

Group Palicy for Engineer VPN Client

Input necessary information to create a group policy for manager VPN client.

* Name: ftd-vpn-manager-grp
* VPN Protocols: SSL



Add Group Palicy 7]

[ g, e

fid-vpn -manager-grp

DeEzeripion:

General Secune Cher Achmnced

YWPHM Prodocals WiFM Tunned Prodocol;

P Adds Paa Spacity tha VPN DEnnel Types thal ESar Con use. AL Rbs ong tunnaling modae
b . sl be confgilaned for Esais 10 ConmecT oar & VPN Tunsel.

Banngr 5L |

DSANINS IPsec-IEEVE

SRE Tuminglimg

Group Policy for Manager VPN Client

Confirm the new group policies.

Firewall Management Center
L 9 Overview Analysis Policies Devices Objects Integration Deploy Q, dj 9 admin w  cau

Group Policy Add Group Poicy IR

A Group Policy is a set of atiribute and value pairs, stored in a group policy object, that define the remote access VPN experience The RADNUS authorization server assigns the group policy or it is obtained from the
current connection profile.

Hame

DMtGyPeiey

e -vpan -engineer-grp |

fid=vpa -Mranager-grp i

New Group Policies

Step 5. Add FTD Certificate

Navigate toObj ect > Object Management > PK| > Cert Enrollment, clickAdd Cert Enrollmentbutton.

i Firewall Mgrpgemem Center Overview Anatysis Palicies Devices Integratian Deploy O, @F 5 @  sdmin v cdub

A certificate enoliment object contains the Certification Authority (CA) server
Cenificates from the specibied CA. These activities ocowr in your Private Key infra

smaticn and enroliment parameters that are required for creating Certificate Signing Requests (CSRs) and obtaining ldentity
tructure (PKI)

Hamna Type Crverride




Add Certificate Enrollment
Input necessary information for FTD certificate and import a PKCS12 file from local computer.

* Name: ftd-vpn-cert
* Enrollment Type: PKCS12 File

Add Cert Enrollment 7]

Mame®

Md=vpn=car

Dascription

Ihis cerficate is already ennalled on devices. Remove the snrclmeant rom

Device>Certiicate page (o edit/delete this Certificate.

Ca Inforrmation Carificate Paramaiars Ky Renvocation
L

Enrgliment Type: FKCS12 File v
PRCS12 File™ | paCen pix Browse PECS12 File

Fassphrase": [ amaa

Validation |sage: IPsec Client SSL Cliemt SSL Server
Skip Check for CA g in basic constraints of the CA Centificate

Details of Certificate Enrollment

Confirm the new certificate enrollment.

E Firewal ngggemenz(}en:ew Owerview  Analysis  Policies  Devices  Objects Integration Deply © @ O @ admin~ B o

Cert Enrollment a

A certificate enrollment bject containg the Certihcation Authority (CA) server information and enrelifnent parameters that are required for creating Certibeate Signing Requests (CSRs) and ebtaining ldentity
Certificates from the specified CA. These activities occur in your Private Key Infrastructure (PEI).

Name Type Overrice

File Lis PHES12 Fle /%
; a

New Certificate Enrollment



Navigate toDevices > Certificates, clickAdd button.

- Firewall Management Center

Overview Analysis Policies Objects Integration

Filter
All Certificates

Hame Domain Enroliment Type Identity Certificate Expiry GA Gertihcate Expiry

Add FTD Certificate

Input necessary information to bind the new certificate enrollment to FTD.

» Device: 1.x.x.49
 Cert Enrollment: ftd-vpn-cert

Add New Certificate

Status

Add a new certificate to the device using cert enrcllment object which is used to

generate CA and identify certificate.,
Device®:

1.0, 49 v

Cert Enrollment®:

ftd-vpn-cert v 4

Cert Enrollmeant Details:

Marme ftd-vpn-cert
Enroliment Type: PECS12 file
Enrollment LIRL: MNSA

Bind Certificate to FTD

Confirm the status of the certificate binding.

4 Firewall Management Center

Overview Analysis Policles Devices Objects Inmegration
—
Filner
All Certificates
Name Domain Enroliment Type Identity Certificate Explry CA Certificate Expiry stat
B3l i
ne-vpercon Giobal PICS1Z e Jun 16, 2024 Jun 16, 2029 ACA 4D

Satus of Certificate Binding

concel | N

Deploy C, @ £ @  admi

|+

i w

PCE

mea SECURE
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Step 6. Add Policy Assignment for Engineer Connection Profile

Navigate toDevices > VPN > Remote Access, clickAddbutton.

-}, Firewall Management Center

Name Status

Add Remote Access VPN

Input necessary information and clickNextbutton.

» Name: ftd-vpn-engineer
* VPN Protocols: SSL
e Targeted Devices: 1.x.X.49

= Firewall Management Center Overview Analysis Policies Devices Objects Inegration
Remote Access VPN Policy Wizard
o Folicy Assignment z  Gonnection Profile 3 Secure Client 4 Access & Certificate

Targeted Devices and Protocols

This wizard will guste you through the required minimal steps to confgure the Remote
Access VPN policy with a new user-defined connection prafile.

Narme:*

frd-vpn-engineer

Description

VPN Protocols:
IPsec-IKEV2

Targeted Devices:

4, Search 1oLt 49

Policy Assignment

Deploy

5 Summary

Before You Start

o & ¢+ @

or interface group 1o enable VPN sccess

Step 7. Configure Detailsfor Engineer Connection Profile

Input necessary information and clickNextbutton.

* Authentication Method: Client Certificate Only
» Username From Certificate: Map specific field
* Primary Field: CN (Common Name)

» Secondary Field: OU (Organizational Unit)

* |Pv4 Address Pools: ftd-vpn-engineer-pool
» Group Policy: ftd-vpn-engineer-grp

admin



Overdew  Analysis Policies  Devices  Objects Integration Deploy O @ & @ somin~ T secupe

Firewall Management Center

o Wizard

Remote Access VPN Policy Wizard
1) Policy Assigneent © connection Protie 3 Secure Client & Access & Certifcate 5 | Summary
Connection Profile:
Connection Profiles specify the tunnel group policies for 5 VPN connection. Thess policies pertain 1o craating the

runnel itsell, how AAA is accomplished and how addresses ane assigned. They also include user attributes, which
are defined in group policies,

Connection Profile Mame:* | frd-vpn-engineer
I D This narme is configured 55 & connection slias, it can be used to connect 1o the VPN gatewsy

A ation. Auth BA ting (AAA):

Specity the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Auhentication Method:

Username From
May e fielc Lise entire DN uished Name]
Cartiicater - PSP L1 (Disting ) 83 usemame
Primary Field: | CN {Common Name) hd
Secondary Field: | OU (Organisational Unit) hd
Autherization Server: | +
{Rowairm or RAL
Aceounting Server: | +
(RADILS)
Client Address Assignment:

Clignt IP address can be assigned fom ARA seiver, DHCP server and IP s8diess pools. Whan muliple sptions are
selcted, |P address assignment ks tried In the order of AAA server, DHCP servar and IP address pool.

Use AAA Server (Realm or RADIUS only) @
Use DHCP Servers

Use IP Address Pools
1Pv4 Address Pools: | fed-vpn-angineed- pool ’

1Py Address Pools:

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to clent when a VPN
eonnection it established. Salect or create a Group Policy abject.

Ftoup Policy:* fid-vpn-engineer-grp I v |+

Edit Group Palicy

Cancel Back

Details of Connection Profile
Step 8. Configure Secure Client Image for Engineer Connection Profile

Select secure client image file and clickNextbutton.

[y Firewall Management Center o,y pasisis  Poicies  Devices  Objects  lntegration Doy Q € £ @ admin~ b secume

Remote Access VPN Policy Wizard

1| Policy Assignment 2 Connection Profe © secure Cliem 4 Access & Certifcate 5 Summary
3 == - ‘
L U b T,
Rmote Dutside VPN Inside Catparate
User Secure Chent Intemet Device Resources
ARA

Secure Client Image

The VPN gateway can automatically download the latest Secure Client package 1o the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download Secure Clienmt packages from Cisco Software Download Center,

Show Re-odder butions

Secure Client File Object Name Secure Chent Packoge Naamse Opaerating System

I i it in-5.1.3.6... i i in-5.1.3.62 - Windows M I

Slect Secure Client



Step 9. Configure Access and Certificate for Engineer Connection Profile

Select value for I nterface group/Security Zone and Certificate Enrollment items, click Next button.

* Interface group/Security Zone: outsideZone
* Certificate Enrollment: ftd-vpn-cert

Firewall I\-"Iana.gement Center Overview  Analysis Pelities Devicas Objects Integration Deploy O, @ & @ admin o

Remote Access VPN Policy Wizard

1) Pulicy Assignment 2 Connection Profike 3 Secure Client o Access & Cerlificate 5 Summary

=
AAR

Metwork Interface for Incoming VPN Access

Salect or craste an Imarface Group of & Security Zone that containg the Network iMeraces users
will sccess for VPN connections.

Security Zome:® outsideZone ] - +

Enable DTLS on member interfaces

Ak Al the devices Fust have interfaces as part of the Interfsca Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) idertifes the VPN gateway to the remate access
cherits. Select a certificate which is used 16 suthenticate the VPN gatewsy

Cartifica

Enroliment:* M- vpn-gert ] - |+

Access Control for VPN Traffic

All decrypted trafhic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option 10 bypass decrypted trafe from the Access Control Policy.

¥ Sypass Access y for decrypted traffic (sysopt

Details of Access and Certificate
Step 10. Confirm Summary for Engineer Connection Profile

Confirm the information entered for remote access VPN policy and click Finish button.

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy C, @ & @  admin v

Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3 | Secure Client 4 | Access & Certificate a Summary

mote A P li nfiguration e - -
Remate Access VPN Palicy Configuratior Additional Configuration Requirements

" ps : A VPH Pol f .
Firewall Management Center will configure an RA VPN Policy with the following settings After the wizard completes, the following
= engineer cmhgulatiﬁll neads 10 be completed for VPN 1o
149 work on all device targets.

DMl vp- e Access Control Policy Update
Rd-vpn- enginaer
An A trol rube must be defined to allow
VPN traffic on all targeied devices.

Clignt Ceetibeate Onlby
MNAT Exemption

I NAT is enabled on the targeted devices, you
must define a NA ¥ 10 exempt VPN trafic.

DNS Configuration

To resolve hostname specified in AAA Senvers
ar CA Servers, configure DNS using rifig

y O tha targated devices.
#hd-vpn-angineor-pocl v v
Port Configuration

fd-vpn-engineer-grp S5L willl be enabled on port 443,

IPsec-IKEV2 uses port 500 and Clent Senvices
q will be enabled on pon 443 for Secure Client
outsideZone image download NAT-Traversal will be enabled
by default and will use port 4500.

Please enswre that these poris are not used in
or other services before deoclovina

eisco-secure-cliant-win-5.1.3.62-webdaploy- k. pk

Mhl-vp-cadt

Details of Remote Access VPN Policy

Step 11. Add Connection Profile for Manager VPN Client



Navigate to Devices > VPN > Remote Access > Connection Profile, click + button.

Firewall Management Center i .
Overview Analysis

Oijects Integration Deploy
ftd-vpn-engineer
Local Realm:
Connection Profile Aecess Interfaces Advanced
Name Group Policy
DetaultWEBVPNGroup ¢! DfieGrpPobicy

Client Cestiheate Only

fiel-vpn-engireer iy frd-vpn-engineer-grp

Add Connection Profile for Manager VPN Client

Input necessary information for connection profile and click Save button.

* Name: ftd-vpn-manager
» Group Policy: ftd-vpn-manager-grp
* |Pv4 Address Pooals:. ftd-vpn-manager-pool

a & ¢ e

dmin v ol
admin w b

Dynamic Access Polcy



Add Connection Profile

Connection Profile:® | frd-vpn-manager
M -vpn-mansger-grp +  +

Group Policy:*

Client Address Assignment

= LWL PO

Al

Allages

IP Address for the remoabe clients can be assigned from kocal 1P address pools/DHCP Sereers /Ao
Servers. Configure the "Chent Address Assignment Palicy” in the Advanced tab to define the

assignment criteria.
Address Pools:

Mame

tod-vpn-manager-poal

DHCP Servers:

Mamo

IP Address Range

172.16.1.120-172.16.1.130

DHCP Server IF Address

Details of Connection Profile for Manager VPN Client

Confirm new added connection profiles.

L, Firewall Management Center

fodl- vpn- franager- pool

_____ Ovarview Analysis Policies Davices Objacts Integration Depley O, @F 4 @  asdmin~  dub cocing
ftd-vpn-engineer You have unsaved changes [T I
Enter Description

Policy Assigaments (1}
Local Realm: Nare Dynamic Access Policy: None
Connection Profile Access Imerfaces Adchanced
+
Hame ARA Group Policy
Authentication =
DefaultWEBNPNGroup Authorization: [y, OMGpPolicy U
Sy
Authentication: Cliend Certificate Only _
ftd-vpn-engineor Authorization: [y fid-vpn-engineer-grp “u
Accounting:
Authenitication: Client Certitcate Only _
ftd-vpn-manager Authorization; [y fid-vpn-manager-grp u
Accounting:

Confirm Added Connection Profiles



Step 12. Add Certificate Map

Navigate to Objects > Object Management > VPN > Certificate Map, click AddCertificate M ap button.

r Firewall Management Center P Analysia Policies Lo Integration Deploy O, @F £33 @  admin ~ -l
—
Certificate Map a

Certificate Map Object is used 1o provide an association between a received certificate and a Remole Access VPN connection profile.l a received cenificate matches the mles conained in the cerificate map, the
connection ks associated with the specified connection profile.

Add Certificate Map

Input necessary information for the certificate map of the engineer VPN client and click Save button.

* Map Name: cert-map-engineer
* Mapping Rule: CN (Common Name) Equals vpnEngineerClientCN

Add Certificate Map Q

Map Nama®:

corf-map-engneer

Confgure the cerificaie malching mnle

H Fizid Component Operator Valuz

F 7
] ISuI:IjL'I:: CH [Commaoan M) Eqjuals spnEnginesnClie. . I.-l"'- i




Certificate Map for Engineer Client

Input necessary information for the certificate map of the manager VPN client and click Save button.

* Map Name: cert-map-manager
* Mapping Rule: CN (Common Name) Equals vpnManagerClientCN

Add Certificate Map Q

bap Name*®

Gt =T = AN apar

Configure the certificate matching rule

H Field Companent Operabos Yalue

L L2
1 I Sk CH [Comimon Mame) Equals wpnidanagarChe, . I..-l"’ i

Certificate Map for Manager Client

Confirm new added certificate maps.

Firewall Ma_',\'agemem Center Overview  Analysis Policies Devices Objects Integration Deploy O, @ £ @ admin v
Certificate Map a

Certificate Map Object is used to provide an association between a received certificate and a Remode Access VPN connection profile.If a received centificate matches the rules contained in the certificate map, the
connection is associated with the specified connection profile.

Name
cort-maprerginger 1 Criteria e
cort-map-manager 1 Criteria "'

New Certificate Maps
Step 13. Bind Certificate Map to Connection Profile

Navigate to Devices > VPN > Remote Access, edit ftd-vpn-engineer. Then, navigate to Advanced



> Certificate Maps, click Add Mapping button.

it Firewall Mal]a.gemen[ Center Overview Analysis Palicies Objects Integration Deploy Q f & @  admin v e
—
You have unsaved changes m m

I ftd-vpn-engineer I

Enter Description

Connection Profile Access Interfaces
st IF

General Settings for Connection Profile Mapping
The dovice procisses the policies in the order Isted below untd it inds & match

Local Realm: Mone Dynamic Access Policy: None

Use group URL if group URL and Certificate Map match different Connection Profiles
I Use the eonfgured rules to match a cerificate 1o a Connection Profile I

Certificate to Connection Profile Mapping
Client request is checked against each Certificate Map, associated Connection Profile will be used when rules are matched, If none of the Certificate Mag is matched, default connection profile will

be chosen,
@ Please provide at least one Centificate Mapping _
Certificate Map Connection Profile

Certificate Maps

Bind Certificate Map

Binding certificate map to connection profile for engineer VPN client.

» Certificate Map Name: cert-map-engineer
» Connection Profile: ftd-vpn-engineer
Add Connection Profile to Certificate Map 7]

Chodase a Certficate Map and associate Connection Profiles 1o
selectad Certficate Map,

Cartifcatle Map Mame®,

CEr-Map-engindéer - -|—

onnection Profle®;

fldd-vpin-engIneer w

Binding Certificate Map for Engineer VPN Client

Binding certificate map to connection profile for manager VPN client.

 Certificate Map Name: cert-map-manager
» Connection Profile: ftd-vpn-manager



Add Connection Profile to Certificate Map 7]

Choose a Certificate Map and associate Connection Profiles to

selected Certhcate Map,

Certificate Map Mame*;

Cert-map-manager

Connection Prahle®;

fid-vpn-manager

Binding Certificate Map for Manager VPN Client

Confirm the setting of certificate binding.

Firewall Manalg.ement. Center Overview Analysis Policies Devices Objects

ftd-vpn-engineer

Enter Description

Connection Profile Access Interfaces Advanced

Inte-gration

Deploy  Q, @ 3 @  admin . alh cpl o

e - | - |

Local Realm: Mone Dynamic Access Policy: None

General Settings for Connection Profile Mapping
The device processes the poficies in the order listed below until it finds a match

Use the configured rules 1o match a certificate 1o & Connection Profile
Certificate to Connection Profile Mapping

be chosen,

Certificate Map

Use group URL if group URL and Certificate Map match different Connection Profiles

Connection Profile

COM-FIp-engineer

car-map-manager

fad-vpn-engineer

ftd-vpn-managar

Confirm Certificate Binding

Confirmin FTD CLI

Client request is checked against each Certificate Map, associated Connection Profile will be used when rules are matched. If none of the Certificate Map is matched, default connection profile wil

Confirm the VPN connection settingsin the FTD CLI after deployment from the FMC.

// Defines IP of interface
interface GigabitEthernet0/0
nameif outside



security-level 0
ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-vpn-engineer-pool 172.16.1.100-172.16.1.110 mask 255.255.255.0
ip local pool ftd-vpn-manager-pool 172.16.1.120-172.16.1.130 mask 255.255.255.0

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

keypair ftd-vpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftd-vpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867

certificate ca 5242a02e0db6f7fd
3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Certificate Map for Engineer VPN Clients
crypto ca certificate map cert-map-engineer 10
subject-name attr cn eq vpnEngineerClientCN

// Defines Certificate Map for Manager VPN Clients
crypto ca certificate map cert-map-manager 10
subject-name attr cn eq vpnManagerClientCN

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

certificate-group-map cert-map-engineer 10 ftd-vpn-engineer
certificate-group-map cert-map-manager 10 ftd-vpn-manager
error-recovery disable

// Configures the group-policy to allow SSL connections from manager VPN clients
group-policy ftd-vpn-manager-grp internal

group-policy ftd-vpn-manager-grp attributes

banner none

wins-server none

dns-server none

dhcp-network-scope none



vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vph-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vph-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the group-policy to allow SSL connections from engineer VPN clients
group-policy ftd-vpn-engineer-grp internal
group-policy ftd-vpn-engineer-grp attributes

banner none

wins-server none

dns-server none

dhcp-network-scope none

vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vph-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ssl-client

split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none

default-domain none

split-dns none

split-tunnel-all-dns disable

client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20

anyconnect ss1 rekey time none



anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the certificate authentication for engineer VPN clients
tunnel-group ftd-vpn-engineer type remote-access

tunnel-group ftd-vpn-engineer general-attributes

address-pool ftd-vpn-engineer-pool

default-group-policy ftd-vpn-engineer-grp

tunnel-group ftd-vpn-engineer webvpn-attributes

authentication certificate

group-alias ftd-vpn-engineer enable

// Configures the tunnel-group to use the certificate authentication for manager VPN clients
tunnel-group ftd-vpn-manager type remote-access

tunnel-group ftd-vpn-manager general-attributes

address-pool ftd-vpn-manager-pool

default-group-policy ftd-vpn-manager-grp

tunnel-group ftd-vpn-manager webvpn-attributes

authentication certificate

Confirm in VPN Client
Step 1. Confirm Client Certificate

In engineer VPN client, navigate toCertificates - Current User > Personal > Certificates, check the client
certificate used for authentication.

ﬁ_ Conscle] - [Console Root\ Certslicates - Current User' Personal Cedificates] . o X

ﬂ-_f_llz Gction  Niew Favgntes Wndow Help B o=
s nm 0| Hrm

Expiration Date  Infended Purposes Friendly Name

oF Certificates - Current User

| vpnEngineerClientCH ftd-ra-ca-common-name B 671872025 Client Authentication vpnEngineesCli
w Perianal

Certificates

wities

Confirm Certificate for Engineer VPN Client

Double click the client certificate, navigate toDetails, check the detail of Subject.

* Subject: CN = vpnEngineerClientCN



& Certsheate o

General Detals  Certficaton Path

ohow: | <Al e

Yakue N
Wedresday, e 18, HGS 5:...
yprEngnesarChentCh, vprlbndg. . .

BSA (2045 Bete)

05 00

Chenit AustherBeation [1.3.6. 1.....

wea certificate

t.ll

EditProperbes...  Copy boFle...

-

Details of Engineer Client Certificate

In manager VPN client, navigate toCertificates - Current User > Personal > Certificates, check the client
certificate used for authentication.
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Double click the client certificate, navigate toDetails, check the detail of Subject.

» Subject: CN = vpnManagerClientCN
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Details of Manager Client Certificate

Step 2. Confirm CA




In both engineer VPN client and manager VPN client, navigate toCertificates - Current User > Trusted
Root Certification Authorities > Certificates, check the CA used for authentication.

* Issued By: ftd-ra-ca-common-name
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Step 1. Initiate VPN Connection

In engineer VPN client, initiate the Cisco Secure Client connection. No need to input the username and
password, the VPN connected successfully.

(5 Cisco Secure Client = >

AmyConnect VIPN:
Connected to 192. 168. 1. 200.

192.158. 1. 200

& O r—

Initiate VPN Connection from Engineer Client

In manager VPN client, initiate the Cisco Secure Client connection. No need to input the username and
password, the VPN connected successfully.



AmyConnect YIPN:
Connected to 192, 168. 1. 200.

192,158, 1. 200

siflice)i:
Ll s
Initiate VPN Connection from Manager Client

Step 2. Confirm Active Sessionsin FMC

Navigate toAnalysis > Users > Active Sessions, check the active session for VPN authentication.

Firewall Managlement Center Overview Analysis Policies Devices Objects Integration Deploy a @ o @ admin « e op

@l ) Switch to legacy UL

T Select, X
(2 Showing all 2 sessions 4 K.
Login Time RealmUsermame Last Seen Authentication Type Cuarent I Reabm Username .. First Name Laxt Map
2024-06-1911:01:19  Discovered Identitics\wvpnManagerClientCN - 2024-06-19 11:01:19 VPN Authentication 172160120 Discovered Identities | vpnManagerChentCN
©-19 11200:35 Discovered Idantiies\vpnEngineanClientCN 2024-06-19 11:00:35 VPN Authentication 172.16.1.101 Discovered dentities vpREngmneerClentCN

Confirm Active Session
Step 3. Confirm VPN Sessionsin FTD CLI

Runshow vpn-sessiondb detail anyconnect command in FTD (Lina) CLI to confirm the VPN sessions of engineer and
manager.

ftd702# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 13

Assigned IP : 172.16.1.101 Public IP : 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14782 Bytes Rx : 12714

Pkts Tx : 2 Pkts Rx : 32

Pkts Tx Drop : 0 Pkts Rx Drop : 0

Group Policy : ftd-vpn-engineer-grp Tunnel Group : ftd-vpn-engineer

Login Time : 02:00:35 UTC Wed Jun 19 2024



Duration : Oh:00m:55s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb0071820000d00066723bc3
Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 13.1

Public IP : 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50225 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 Bytes Rx : 0

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 13.2

Assigned IP : 172.16.1.101 Public IP : 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 50232

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 Bytes Rx : 1775

Pkts Tx : 1 Pkts Rx : 2

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID : 13.3

Assigned IP : 172.16.1.101 Public IP : 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 50825

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 10939

Pkts Tx : 0 Pkts Rx : 30

Pkts Tx Drop : O Pkts Rx Drop : O

Username : vpnManagerClientCN Index : 14

Assigned IP : 172.16.1.120 Public IP : 192.168.1.21

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384

Bytes Tx : 14782 Bytes Rx : 13521



Pkts Tx : 2 Pkts Rx : 57

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : ftd-vpn-manager-grp Tunnel Group : ftd-vpn-manager
Login Time : 02:01:19 UTC Wed Jun 19 2024

Duration : Oh:00m:11ls

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb0071820000e00066723bef

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 14.1

PubTlic IP : 192.168.1.21

Encryption : none Hashing : none

TCP Src Port : 49809 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 Bytes Rx : 0

Pkts Tx : 1 Pkts Rx : 0O

Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 14.2

Assigned IP : 172.16.1.120 Public IP : 192.168.1.21
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 49816

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 Bytes Rx : 3848

Pkts Tx : 1 Pkts Rx : 25

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID : 14.3

Assigned IP : 172.16.1.120 Public IP : 192.168.1.21
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 65501

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 9673

Pkts Tx : 0 Pkts Rx : 32

Pkts Tx Drop : O Pkts Rx Drop : O



Troubleshoot

Y ou can expect to find information about VPN authentication in the debug syslog of Lina engine and in the
DART file on Windows PC.

Thisis an example of debug logs in the Linaengine during VPN connection from engineer client.

<#root>

Jun 19 2024 02:00:35: %FTD-7-717029: Identified client certificate within certificate chain. serial num
Jun 19 2024 02:00:35: %FTD-6-717022:

Certificate was successfully validated
. serial number: 7AF1C78ADCC8F941, subject name:
CN=vpnEngi neer C i ent CN

,0U=vpnEngineerClient0OU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:00:35: %FTD-7-717038: Tunnel group match found.

Tunnel G oup: ftd-vpn-engi neer

, Peer certificate: serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerClientCN,OU=vpnEnginee
Jun 19 2024 02:00:35: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-engineer-grp) for user
Jun 19 2024 02:00:46: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50

Thisis an example of debug logs in the Linaengine during VPN connection from manager client.

<#root>

Jun 19 2024 02:01:19: %FTD-7-717029: Identified client certificate within certificate chain. serial num
Jun 19 2024 02:01:19: %FTD-6-717022:

Certificate was successfully validated
. serial number: 1AD1B5EAE28C6D3C, subject name:
CN=vpnManager Cl i ent CN

,0U=vpnManagerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:01:19: %FTD-7-717038: Tunnel group match found.

Tunnel G oup: ftd-vpn-manager

, Peer certificate: serial number: 1AD1B5EAE28C6D3C, subject name: CN=vpnManagerClientCN,OU=vpnManagerC
Jun 19 2024 02:01:19: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-manager-grp) for user :
Jun 19 2024 02:01:25: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.21/65

Related | nfor mation

Configure Anyconnect Certificate Based Authentication for Mobile Access



https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf

