Troubleshoot ASDM TL S Security, Certificate and
Vulnerability Problems
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| ntroduction

This document describes the troubleshooting process for ASDM Transport Layer Security (TLS) security,
certificate and vulnerability problems.

Background

The document is part of the Adaptive Security Appliance Device Manager (ASDM) troubleshoot series
along with these documents:

¢ Troubleshoot ASDM Launch Problems
* Troubleshoot ASDM Configuration, Authentication and Other Problems
» Troubleshoot ASDM License, Upgrade and Compatibility Problems

ASDM TLS Cipher Problems

Problem 1. ASDM cannot connect to thefirewall dueto TL S cipher problems

ASDM cannot connect to the firewall. One or more of the these symptoms are observed:

» ASDM shows the "Could not open device" or the “Unable to launch device manager from <ip>"
error messages.


https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html

» The output of the show sdl error command containsthe “SSL lib error. Function:
ssl3 get_client_hello Reason: no shared cipher” message.

» The Java console logs show the “javax.net.ss.SSL Handshak eException: Received fatal alert:
handshake failure’ error message:
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Device IP Address / Name: 192.0.2.1 i
Username:
Pasoword:

|| Remember the username of the specified device on this computer

0K Close
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<#root>

j avax. net . ssl . SSLHandshakeExcepti on: Received fatal alert: handshake_failure

at sun.security.ssl.Alerts.getSSLException(Alerts.java:192)
at sun.security.ssl.Alerts.getSSLException(Alerts.java:154)
at sun.security.ss1.SSLSocketImpl.recvAlert(SSLSocketImpl.java:2033)

Troubleshoot — Recommended Actions

A common root cause of the symptomsisthe TL S cipher suite negotiation failure between the ASDM and
ASA. In these cases, depending on the cipher configuration, the user needs to adjust the certificate on the
ASMD and/or ASA side.

Go through one or more of these steps until the connectivity is successful:

1. In the case of ASDM with OpenJRE if strong TL S cipher suites are used, apply the workaround from
the software Cisco bug ID CSCvv12542 “ASDM open JRE should use higher ciphers by default”:

2. Start Notepad (run as an administrator)

3. Open thefile: C:\Program Files\Cisco Systems\ASDM\jre\lib\security\java.security

4. Search for: crypto.policy=unlimited


https://tools.cisco.com/bugsearch/bug/CSCvv12542

5. Remove# in front of that line so that all encryption options are available
6. Save

2. Change the TL S cipher suites on the ASA.

<#root>

ASA(config)#

ssl cipher ?

configure mode commands/options:
default Specify the set of ciphers for outbound connections
dtlsvl Specify the ciphers for DTLSv1l inbound connections
dtlsvl.2 Specify the ciphers for DTLSv1.2 inbound connections
tlsvl Specify the ciphers for TLSvl inbound connections
tlsvl.1 Specify the ciphers for TLSvl.1 inbound connections
tlsvl.2 Specify the ciphers for TLSv1l.2 inbound connections
tlsvl.3 Specify the ciphers for TLSv1.3 inbound connections

The cipher options for TLSv1.2:

<#root>

ASA(config)#

ssl cipher tlsvl.2 ?

configure mode commands/options:
all Specify all ciphers
Tow Specify low strength and higher ciphers
medium Specify medium strength and higher ciphers
fips Specify only FIPS-compliant ciphers
high Specify only high-strength ciphers
custom Choose a custom cipher configuration string.

A Warning: The changesin the ssl cipher command are applied to the entire firewall, including the site
to site or remote access VPN connections.

Problem 2. ASDM cannot connect to dueto TL S1.3 handshake failure

The ASDM cannot connect to due to TLS1.3 handshake failure.

The Java console logs show the “java.lang.l llegal ArgumentException: TLSv1.3” error message:



(

Q@ Cisco ASDM-IDM Launcher iaco

Device IP Address [ Name: 192.0.2.1 - |
Username:
Password:

[ ] Remember the username of the specified device on this computer

| oK | Close
. a[Zle

<#root>
java.lang. |11 egal Argunent Exception: TLSv1.3

at sun.security.ssl.ProtocolVersion.valueOf(Unknown Source)
at sun.security.ssl.ProtocolList.convert(Unknown Source)
at sun.security.ssT.ProtocollList.<init>(Unknown Source)
at sun.security.ss1.SSLSocketImpl.setEnabledProtocols(Unknown Source)
at sun.net.www.protocol.https.HttpsClient.afterConnect(Unknown Source)

Troubleshoot — Recommended Actions

TLS 1.3 version must be supported on both ASA and ASDM. TLSversion 1.3 issupported in ASA
versions 9.19.1 and later (Release Notes for the Cisco Secure Firewall ASA Series, 9.19(x)). The Oracle
Java version 8u261 or later isrequired to support TLS version 1.3 (Release Notes for Cisco Secure Firewall
ASDM, 7.19(x)).

References

1. Release Notes for the Cisco Secure Firewall ASA Series, 9.19(x)
2. Release Notes for Cisco Secure Firewall ASDM, 7.19(x)

ASDM Certificate Problems


https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html

Problem 1. “The certificate present in thisdeviceis not valid. The certificate dateis
expired or not valid asa per current dates.” error message

The error message is shown when running ASDM: "The certificate present in this deviceis not valid. The
certificate date is expired or not valid as a per current dates.”

fw Cisco ASDM Launcher M=l E3
&L, Cisco ASDM-IDM Launcher 2112l
Softwiars update complated,
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Similar symptoms are described in the release notes:

“ ASDM's self-signed certificate not valid due to a time and date mismatch with ASA—ASDM validates the
self-signed S certificate, and if the ASA's date is not within the certificate's Issued On and Expires On
date, ASDM will not launch. See ASDM Compatibility Notes

Troubleshoot — Recommended Actions

1. Check and confirm expired certificates:

<#root>

#

show cl ock

10: 43:36. 931 UTC Wed Nov 13 2024

<#root>


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25477
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25476

#

show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=asa.lab.local

Validity Date

start date: 10:39:58 UTC Nov 13 2011

end date: 10:39:58 UTC Nov 11 2022

Storage: config

Associated Trustpoints: SELF-SIGNED

PubTlic Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de99186445f45187510a
SHA1 PublicKeyInfo hash: 29055b2efddcf92544d0955f578338a3d7831c63

1. Inthe ASA Command Line Interface (CLI), removethe line sdl trust-point <cert> <interface>,
where the <interface> is the nameif used for ASDM connections. The ASA uses self-signed
certificate for ASDM connections.

2. If thereis no self-signed certificate, generate one. In this example, the SEL F-SIGNED nameis used
as atrue point name:

<#root>

conf t

crypto ca trustpoint SELF-SI GNED

enrol | rent self

fqdn <fqdn>

subj ect - name CN=<cn>, O=<or g>, C=<count ry>, St =<st at e>, L=<I| ocat i on>



exit

crypto ca enroll SELF-SI GNED

crypto ca enroll SELF-SI GNED

WARNI NG The certificate enrollnent is configured with an <fqdn>

that differs fromthe systemfqdn. If this certificate will be

used for VPN authentication this may cause connection probl ens.

Wul d you like to continue with this enrollnent? [yes/no]: yes

% The fully-qualified donain nanme in the certificate will be: asa.lab.local

% I ncl ude the device serial nunber in the subject nane? [yes/no]:

Generate Self-Signed Certificate? [yes/no]: yes

3. Associate the generated certificate with the interface:

<#root>

ssl trust-point SELF-SIGNED <interface>

4. Verify the certificate:

<#root>

#

show crypto ca certificates

Certificate
Status: Available



Certificate Serial Number: 673464d1l

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=CN1

Validity Date

start date: 12:39:58 UTC Nov 13 2024

end date: 12:39:58 UTC Nov 11 2034

Storage: config

Associated Trustpoints: SELF-SIGNED

PubTlic Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de9912sach3772777
SHA1 PublicKeyInfo hash: 29055b2efdd3737c8bb335f578338a3d7831c63

5. Verify the certificate association with the interface:

<#root>

#

show run all ssl

Problem 2. How to install or renew certificatesusing the ASDM or ASA CLI?

The users want to clarify the stepsto install or renew certificates using the ASDM or ASA CLI.

Recommended Actions

Refer to the guidesto install and renew certificates:

 ASA: SSL Digital Certificate Installation and Renewal
» Install and Renew Certificates on ASA Managed by CL |



https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938

ASDM Vulnerability Problems

This section covers the most common ASDM V ulnerability-related problems.
Problem 1. Vulnerability detected on ASDM

In case you detect a vulnerability on ASDM.

Troubleshoot — Recommended Steps

Step 1: Identify the CVE ID (for example, CV E-2023-21930)

Step 2: Search for the CVE in the Cisco Security Advisories and Cisco Bug Search tool:
Navigate to the advisory page:

https://sec.cloudapps.cisco.com/security/center/publicationL isting.x

Cisco Security

Cisco Security Advisories

Enter the CVE number and
press "Enter’

Vulnerabilities Filter By Product
Quick Search “JCVE-2021-1585
Advanced Search
For this CVE there is
an advisory
ADVISORY IMPACT CVE LAST UPDATED VERSION

b a Gisco Adaptive Security Device Manager Remote Code Execution CVE=-2021-1585

Medi
Vulnerability ks

2022 Aug 25 1.4

tems per page: B Showing 1=10of 1] <Prev B Mext =

Open the advisory and check if ASDM is affected, for example:

The left column lists Cisco software releases, and the right column indicates whether a release was
affected by the vulnerability that is described in this advisory and which release included the fix for
this vulnerability.

Cisoo ASDM Release First Fixed Release
717 and earlier Migrate to a fixed release,
| 7.18 7.18.1.152

In case there is no advisory found, search for the CVE ID in the Cisco Bug Search Tool
(https://bst.cisco.com/bugsearch)



https://sec.cloudapps.cisco.com/security/center/publicationListing.x
https://bst.cisco.com/bugsearch

Cisco Security

Cisco Security Advisories

Vulnerabilities  Filter By Product

Quick Search Q CVE-2022-21426 s
Advanced Search
ADVISORY IMPAGT CVE LAST UPDATED VERSION
No advisory hd =
found
No matches
Bug Search Tool
Specify the
CVE ID M Save Search [ Email Search
Search Fo Specify the Product 'Cisco
o Secure Firewall ASDM' x @
Product
Seresoc | e i < | @)
Examples: Cisce 1800, 1801, ete.., Q e
Release
Affecting or Fixed in Releases v @
The search returned one defect
Com ) QEEEDD

1 Results | Sorted by Severity Sort By:  Show All

Filters Clear Filters i1 o
CSCwk58092 Vulnerabilities in openjdk 1.8.0u252 CVE-2023-21939 and others
Symptom: This product inchudes Third -party Software that is affected by the wulr ilities i i by the

Severity Comman Vulnerabdsty and Exposures (CVE) IDs: CVE-2021-2163 -

Show All v Severity: 3 | Status: Fixed | Updated: Jul 26,2024 | Casesi0 | (0)

In this case adefect was identified. Click on it and check its details and the ‘ Known Fixed Releases section:



Severity
3 Moderate

Known Fixed Releases |2 of 2)

088.037(000.044)

007.022(001.181)

The defect isfixed in 7.22.1.181 ASDM software release.

If the searches in the advisory tool and bug search tool for the specified CVE ID didn’t return anything, you
need to work with Cisco TAC to clarify if ASDM is affected by the CVE.
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https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776

