Deploy FDM VM from Azure Marketplace Using
Template
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This document describes deployment of Cisco Secure Firewall Threat Defense Virtual (FDM) on avirtual
machine using Azure Marketplace and templates.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco Secure Firewall Management Center (FMC)
* Cisco Secure Firewall Threat Defense (FTD)
* Azure Account/Access

Components Used

The information in this document is based on these software versions:
- Cisco Secure Firewall Threat Defense Virtua versions: 7.4.1, 7.3.1, 7.2.7, 7.1.0, 7.0.6, and 6.4.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Customers have encountered issues when attempting to deploy a Firepower Device Manager (FDM) on a
virtual machine from Azure, specifically when using the Azure Marketplace and templates.



Deploy FDM from Template on Azure Portal

To deploy the FDM from the Azure portal, use this procedure:

1. Navigate to the Azure portal and locate the M ar ketplace within Azure Services. Search for and select
Cisco Secure Firewall Threat Defense Virtual - BYOL and PAYG.

= Microsoft Azure

Home

Marketplace -

Get Started

Service Providers

[ Azure services anly

Management )
Showing 1 to 3 of 3 results for “firepower’, Clear search

Private Markeiplace

Frivate Offer Management "[‘(Uii

Cisco Firepower eStreamer Cisco Secure Firewall

My Marketplace hdanagement Center Virtual

Cirop Syrtems, Ing. Clitg Syrtems, ing.
Favorites

sure s Azu
My solutions Saam Fragower Syrem Seens o e

Mlcrogof Senmne far
Recently created =

lass
Frivate plans ¢
. Price vares Price vares
Categories
Create - b Create <

Metwoiking (3)
Security (3]

Page [1 | of1

£ Search resources, senvices, and docs (G+/)

|

Cisco Secure Firewall Threat
Defense Virtual - BYOL and

Clide Systems, Ing.

Frice vares

Create - &

Search for Firepower and Select Cisco Secure Firewall Threat Defense Virtua - BOYL

2. Click Create to start the configuration process for the FTD.
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3. In the basic configuration page, create a Resource Group for the device, choose the region, and select a

name for the VM.



Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings Review + create

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources,

Subscription * (0 | fuw-azure v

Resource group * (0

‘

Instance details A resource group is a container that holds
Region * O related resources for an Azure solution,
Virtual Machine name * (0 Mame *

| ok || Cancel

Licensing (D

JLL

Software Version (0

Create a new Resource Group

4. Choose the desired version for the VM deployment from the available options.

Software Version (1) [ 741172 v
_— _ 7.4.1-172
FAovailability Option * (D
7.3.1-19
7.2.7-500
Usernare for primary account (not the
FTOw admin user account) * (0 T.1.0-92
Authentication type * (D 7.08-236
£.4.0-110

Versions Available to Deploy on Azure Market

5. Set up ausername for the Primary account, choose Passwor d as the Authentication type, and set the
Password for VM access and the Admin password.



= Microsoft Azure ol
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Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription* O | fuw-azure v |

Resource group * (O | (New) FDM v |
Create new

Instance details

Region* (@ | EastUS v |
Virtual Machine name * (O [ fdm v ]
Licensing (& | BYOL : Bring-your-own-license o |
Software Version (@ | 74.1-172 v |
Availability Option * (@ (@) None

(O Availability Zone

Username for primary account (not the - v

FTDwv admin user account) * (@

Authentication type * O @ Password
() SSH Public Key

Password * () | sesssssssRBEeRRS \/]
Confirm password * I I YT Y v ]
Admin Password * @O I ssossBosOBRRBORS vy ]
Confirm Admin Password * (@O [ SRS ERNNBRRRIORE ' ]
FTDv Management * (D) [ FDM : Firepower Device Management ~ l

Username and Admin Passwords.

6. For management type, select FDM for the purpose of this document.



FTDwv Managerment * (0 FMC : Firepower Management Center s

) o ) ) FOM : Firepower Device Managernent
Enter FMC registration information * (0

FMC : Firepower Management Center

Management Device.

7. Inthe Cisco FTDv Settings tab, review the VM size, Storage Account, Public P Address, and DNS
label, which are created by default after compl eting the basic configuration.

Ensure that the Virtual Network, Management subnet, and other Ether net settings are correct.



Home > Marketplace >

Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings  Review + create

Virtual machine size * () 1x Standard D3 v2
4 vcpus, 14 GB memory
Change size
Storage account* (D | (new’ b08%e65 ~
Create New
Public IP address () | {new pip e
Create new
DNS label @ N 5265 »
eastus.cloudapp.azure.com
Attach diagnostic interface * © (® No
O Yes
Virtual network (O | (New) vneto1 [ OM NN v
Edit virtual network
Management subnet * (0 | (New) subnet1 v
Edit subnet 172.18.0.0 - 172.18.0.255 (256 addresses)
GigabitEthernet 0/0 subnet * Q)] | (Mew) subnet2 “
Edit subnet 172.18.1.0 - 172.18.1.255 (256 addresses)
GigabitEthernet 0/1 subnet * (O | (New) subnet3 £
Edit subnet 172.18.20 - 172,18.2.255 (256 addresses)

Public inbound ports (mgmt. interface) * (®) None
© O Allow selected ports

ﬂ All traffic from the Internet will be blocked by default. You will be able to change inbound port rules in the VM
Networking page later.

Cisco FTDv ettings.

8. Select Allow selected Port to enable ports SSH (22), SFTunnel (8305), and HTTPS (443) for HTTPS
access to the VM and SFTunnel port for migrating the device to FMC.



Virtual network (@ | (New) vnet01 [ liFov v |

Edit virtual network

A4 |

172.18.00 - 172.18.0.255 (256 addresses)

A4 |

172.18.1.0 - 172.18.1.255 (256 addresses)

A4 |

Management subnet * (0 | (New) subnetT
Edit subnet

GigabitEthernet 0/0 subnet * (O | (New) subnet2
Edit subnet

GigabitEthernet 0/1 subnet * (O | (New) subnet3
Edit subnet

172.18.20 - 172.18.2.255 (256 addresses)

Public inbound paorts (magmt. interface) * O None
@© (®) Allow selected ports

Select Inbound Ports (mgmt. interface) * l 3 selected

e
g

S5H (22)

A Selected ports will be open for access fi

Metworking page later. SFTunnel (8305)

HTTPS (443)
o

. SSH: ssh connectivity to the VM,

ol SFTunnel: [FMC Management]: default tcp port 8305: management center
and managed devicel(s) communication.

HTTPS: [FDM Management]: FDM Ul accessibility.

Ports to be allowed on Cisco FTDv

Verify Configuration for VM

9. Review the configuration in the Review + Create tab and create the VM.
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Basics

Subscription
Resource group
Region

Virtual Machine name
Licensing

Software Version

Availability Option

Username for primary account (not the ...

Password
Admin Password

FTDOwv Management

-2z [
O
East US
- I
BYOL : Bring-your-own-license
74.1-172

Mone

R R AR

HEREE R R R ER

FDM : Firepower Device Management

Cisco FTDv settings

Virtual machine size Standard_D3_v2

Storage account | ELUERE
Public IP address e i
Domain name label o I - 352265¢
Attach diagnostic interface Mo

Virtual network vnetll

Management subnet subnetl

Address prefix (Management subnet) 1721800424
GigabitEthernet 0/0 subnet subnet2

Address prefix (GigabitEthernet 0/0 su...  172181.0/24
GigabitEthernet 0/1 subnet subnet3

Address prefix (GigabitEthernet 0/1 su...  172.18.2.0/24

Public inbound ports (mgmt. interface)  Allow selected ports

Select Inbound Ports (mgmt. interface)  SSH (22), SFTunnel (8305), HTTPS (443)




Review and Create.

At this point we can submit the VM creation.

10. Monitor the deployment progress in the Over view tab, where a message indicates Deployment isin
progress.
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Deployment in progress.

Check VM Deployed on Azure

11. When the VM is created, locate it within the Virtual M achines section to find its characteristics and the
assigned Public IP address.
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Virtual Machines Location

12. Use abrowser to navigate to the assigned I P address of the device and begin the initial configuration of
FDM.
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Basic Configuration for FDM

13. Configure the basic settings by selecting an | P within the assigned range, setting up NTP, and registering

the device with the license.

Here you can find the documentation for the EDM Initial Configuration .
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14. After registering the device, ensure no pending deployments remain.


https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html

Pending Changes

o

There are no Pending Changes yet.

Nothing to deploy.

Last successful deployment was on 12 Jun 2024 07:49 AM.

You can see what was deployed in previous jobs in the Deployment History




