Migrate FDM to cdFM C Using FM T within CDO
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This document describes how to migrate a Firepower Device Manager (FDM) to Cloud-Delivered FMC
(cdFMC) using Firepower Migration Tool (FMT) in CDO.

Prerequisites
Requirements
» Firepower Device Manager (FDM) 7.2+

* Cloud-delivered Firewall Management Center (cdFMC)
» Firepower Migration Tool (FMT) included in CDO

Components Used

This document was created based on the aforementioned requirements.
* Firepower Device Manager (FDM) on version 7.4.1
* Cloud-delivered Firewall Management Center (cdFMC)
* Cloud Defense Orchestrator (CDO)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

CDO admin users can perform migrations of their devicesto cdFM C when the devices are on version 7.2 or
higher. In the migration described in this document, cdFMC is already enabled on CDO Tenant.

Configure

1.- Enable Cisco Cloud Services on FDM

To begin the migration, it is necessary to have the FDM device with no pending deployments and register to



Cloud Services. In order to register to Cloud Services navigate to System Settings > See More > Cloud
Services.

Within the Cloud Services section, you find device is not registered, therefore, it is necessary to perform the
enrollment with the type Security/CDO Account. Y ou must configure a Registration Key, then Register.
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Over Cloud Servicesit is shown that is not registered. Select the CDO Account enrollment type and provide
the Registration Key from CDO.
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Registration to Cloud Services

The registration key can be found inside CDO. Navigate to CDO, go to Inventory > Add symbol.

A menu appears to select the type of device you have. Select the FTD option. Y ou must have the FDM
option enabled; otherwise, the corresponding migration cannot be performed. The type of registration uses
Use Registration Key. In this option, the Registration Key appearsin step number 3, which we must copy
and paste into the FDM.
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Onboard FDM, add option

A menu appears to Select aDevice or Service Type.



Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices. Set up a Secure

Device Connector

ASA

Adaptive Security Appliance
(B.4+)

Merak]

Meraki

Meraki Security Appliance

-l.-

Duo Admin

Duo Admin Panel

Select Device or Service Type

Multiple ASAs

Adaptive Security Appliance
(8.4+)

Integrations

Enable basic CDO functionality for
integrations

Jmbrella

Umbrella Organization

View Umbrella Organization Policies
from CDO

For this document, Select Registration Key has been selected.
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Cisco Secure
Firewall Threat Defense

AWS VPC

Amazon Virtual Private Cloud
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Import

Import configuration for offline
management

Follow the steps below

Cancel

A Important: This method of onboarding allows for local co-management of the firewall via FOM. Te manage your device with cloud-

Firewall Threat Defense

Management Mode:
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Registration Type

delivered Firewall Management System, click the FTD button instead. Learn more &

=

Use Registration Key
Onboard a device using a registration
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Manager.
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configured devices using their sedal
b
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Use Credentials (Basic)

Onboard a device using its IP

address, or host name, and a
username and password.



Here, it shows the Registration Key needed on the previous step.

FTD - £ Important: This method of onboarding allows for local co-management of the firewall via FOM. To manage your device with cloud-
I = ] delivered Firewall Management System, click the FTD button instead. Learn more (&'

Firewall Threat Defense

D @® FDM Use Registration Key Use Serial Number
' Onboard a device using a registration o S
Recommended Kkey generated from CDO and applied

on the device using Firepower Davice
Manager.

o Database Updates Enabled
o Smart License (Skipped)

O Jone Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

Go to Inventory

Registration Process

Once the Registration Key has been obtained, copy and paste it into the FDM and click Register. After
registering the FDM within Cloud Services, it is displayed as Enabled as shown in the image.

The Smart License has been skipped as the device is going to be registered once the device is up and
running.
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Device Summary

Cloud Services

9 Mot Registered

You can register the device with the Cisco cloud to use additional cloud -based services. If you want 1o
use Cisco Defense Orchestrator (CDO) for management or want to remain in evaluation mode, then
register with the cloud using your CDO or other security account registration key. You can alternativelhy
auto-enrcll with CDO or a Secure Firewall Management Center using the device serial number. If you
want to use Secure Firewall device manager for management and are ready to license the device, then
configure Smart Licensing, which automatically registers the device with the Cisco cloud. After you
register with the cloud, you can enable or disable features as needed.

Enrocllment Type

Security/CDO Account Smart Licensing

Region

US Region w

Registration Key

7asac2 i

@ Service Enroliment

Cisco Defense QOrchestrator

Cisco Defense Orchestrator is a cloud-based management tool used for managing network
devices. Select this option if you want to register the device in your Cisco Defense Orchestrator
account.

Enable Cizco Defense Orchestrator

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics to Cisco which are
essential for Cizco to provide technical support.This information also allows Cisco to improve the
product and to make you aware of unused available features so that you can maximize the value
of the product in your network.

Check out the Sampla Data that will be sent to Cisco. See.mara v

T

Enroll Cisco Success Network

FDM Registration

When registering FDM, it shows the Tenancy, Cloud services connected, and Registered.
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Cisco Success Metwork enablement provides usage information and statistics to Cisco which
are essentlal for Cisco to provide technical support.This information also allows Cisco to
improve the product and to make you aware of unused available features so that you can
maximize the value of the product in your network. Check out the Sa }ata that will be sent
to Cisco,

Within CDO, in the Inventory menu, the FDM can be found in the process of being on-boarded and
synchronizing. The progress and flow of this synchronization can be reviewed within the Wor kflows

section.

Once this processis completed, it appears be displayed as Synced and Online.
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FDM Onboarded

When the FDM has been successfully on-boarded to CDO, we must log out of the FDM. After logging out
of the FDM, navigate within CDO to Tools & Services> Migration > Firewall Migration Tool.

F  Tools & Services Tools & Services Migrations
) & Dynamic Attributes Connector i Firewall Migration Tool
{E}} Settings 3
= Secure Connectors & ASA to FOM Migration

¢= Firewall Management Center g2 Migrate FTD to cdFMC

M ASA Templates

Click the Add symbol, and a random name appears, indicating that the name needs to be renamed to initiate
the migration process.
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After renaming, click on Launch to begin the migration.

Initialize Migration X

To initialize the migration process, name this migration and click OK. CDO will
notify you when the migration tool is ready for use. When ready, select this named
migration and launch the tool.

Mame *

[_fdm_migratinri

& This is an auto-generated name. You can change it if you wish.

Cancel m

Initialize Migration

Click Launch to start the migration configuration.



Firewall Migration Tool
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Migration Launch process
After clicking Launch, awindow is going to open for the migration process where the option Cisco Secure

Firewall Device Manager (7.2+) is selected. As previously mentioned, this option is enabled starting from
version 7.2.

cisco Firewall Migration Tool (Version 6.0.1)

Select Source Configuration ®

source Firewall Vendor

Cisco ASA (8.4+)

Cisco Secure Firewall Device Manager (7.2+)

Check Point (r75-r77)
Check Point (r80-r&1)
Fortinet (5.0+)

Palo Alto Networks (8.0+)

FMT Select Source Configuration

Once selected, three different migration options are presented: Shared Configuration Only, Includes Device
& Shared Configurations, and Includes Device & Shared Configurationsto FTD New Hardware.

For this instance, the second option, Migrate Firepower Device Manager (Includes Device & Shared
Configuration), is performed.



How would you like to migrate from Firepower Device Manager :

@ Click on text below to get additional details on each of the migration options

() Migrate Firepower Device Manager (Shared Configurations Only) >

@ Migrate Firepower Device Manager (Includes Device & Shared Configurations) A4

« This option migrates both device and shared configuration. Same FTD is moved from FDM managed to FMC
managed.

« The migration process is to be done over a scheduled downtime or maintenance window. There is
device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
« User should provide FDM credentials to fetch details.
« FDM Devices enrolled with the cloud management will lose access upon registration with FMC

« Ensure out-of-band access to FTD device is available, to access the device in case of accessibility issues
during migration.

« It is highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.

« lithe FTD devices are in a failover pair, failover needs to be disabled (break HA) before proceeding with
moving manager from FDM to FMC.

« FDM with Universal PLR cannot be moved from FDM to FMC.

« FDM with flexConfig objects or flexconfig polcies cannot be moved from FDM to FMC. The flexconfig objects
and policies must be completely removed from FDM before migration.

« FMC should be registered to Smart Licensing Server.

Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD Device (New Hardware) >

Note :

Migration Options

Once the migration method has been selected, proceed to select the device from the list provided.



Live Connect to FDM

«  Select any FOM device onboarded on CDO from the below dropdown.

« Only devices with online connectivity and synced status will be
displayed in the dropdown_

«  Click on change device status button to update the FDM device status
from In-Use to Available.

Select FDM Managed Device
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FDM Device Selection

FDM device config extraction successful

100% Complete

Config Extraction Completed

It is recommended to open the tab located at the top to review and understand at which step we are when the
device has been selected.



Firewall Migration Tool (Version 6.0.1) =3 60 °

Note; Steps 7,8 and 3 should be carried out in a maintenance window,

Source; Cisch Secure Finewal

Extract Cisco Secure Firewall Device Manager (7.2+) Information © Selected Migration: Inchu

Exftraction Mathods *
FOM IP Address:
Parsad Summary W
3 0 4 0 1
Ace L Matwork Objects Post Objcts
0 2 2 1 1
Dymamic-Route Objerts Hetwork: Address Translation Lagical Interfaces Routes DHCP
icy List Stabe Routes, ECUP Sarver Retay DOHS
ni n n n /

Seps for Migration Process

Being a new migration, select Cancel when prompted with the option "Do you want to use an Existing
Access Control Policy, NAT or RAVPN Policy on FMC?"

Do you wanl 1o use an Exisling Access Conirol Policy. NAT or RAVPHN Policy on FMC

Yes (#) Mo

Cancel option for Existing Configuration

Afterwards, there are going to be options to select the Features to be migrated as shown in the image. Click
Proceed.



Note: Steps 7.8 and 9 should be carried out in & maintenance window.

Select Target © Source: Cisco 5
Selected Migration:

Firewall Management - Cloud-deliveéred FMC >
Select Fealures N
Device Configuration Shared Configuration Optimization

Access Control u Migrate Only Refarenced Objects

Object Group Search (3)

DHCP

B Sserver

-
| Proceed )

Mote:Platform seilings and file and malware policy maigration is supported in FMC 7.4 and later versions,

Features to be selected

Then Start Conversion.

Firewall Migration Tool (Version 6.0.1)

Select Target [T ——

Note: Steps 7.8 and 9 should be carried owlin a maintenance window.

Select Target 0] Seurce: u
Selected Migration: Includes De

Firewall Management - Cloud-delivered FMC >
Select Features >
Riile Comversion’ Process Config o

Sart conversion.

Once the parsing process has concluded, two options can be used: Download the document and continue
with the migration by clicking Next.



Select Target ©

Firewall Managemen! - Cloud-defivered FMC

Select Features

Rule Conversion/ Process Conflg

Mo parsing error found. Refer to the pre-migration report for more details

Please download the Pre-Migration repon for 3 detailed summary of the parsed configuratio

Access Conlrol List Lines

0

Dynamic-Route Objeds

(AS5-Path, Community-List, Policy-List
Prifec-List, Floite-Map)

0

Site-to-Site VPN Tunnels

Network Address Translation

0

Remote Access VRN

Source: C
Selected Migration: It

——
smiload Repo
. Download Repost J

HNetwark Objecis Pard Objecis

URL okjects and

ule Group:

Logical Interfaces Routes DHCP
Static Routes, ECMP) Server, Relay, DONS

(Connection Profiies) \
Ech

Download Report.

The device interfaces are set to be displayed. Asabest practice, it is advisable to click Refresh to update the
interfaces. Once validated, you can proceed by clicking Next.
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Note: Staps 7.2 and 9 should be carried out in a maintenance window,

Map FTD Interface ©

Source:
Selected Option:

FTD Interface Hame

Succas

. . Successhdly gatherad details!

Navigate to the Security Zones and I nterface Groups section, where you need to add manually with Add
SZ & |G. For this example, Auto-Cr eate has been chosen. This helps to automatically generate the
interfaces within the FM C to which you are migrating. After finish, click on the Next button.

M | perpage

Interfaces Displayed
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Hote: Staps 7,8 and 3 should be carried aut in a maintenance window.

Map Security Zones and Interface Groups @

Source: Cisco Se
Option: I

(Crutocreate )|t

cutate outaide_zott GigaBEE tharnet) sstaitn_zone (A) Select Eorface Groves

e Paside_zene GigabREhernetnr made_zoss (4) Select oartace Geowes

Mote:Click on Aule-Create bution to aulo map the FOM nameif as the name of the FMC imerface abjects and security Zones. Click an next button to proceed ahead

Security Zones and Interface Groups

Auto-Create option maps FDM interfaces to existing FTD Security Zones and interfaces groupsin FMC that
have the same name.

[ L™ LY W g N L y K [ 1™ ] L™ i

ool Auto-Create

Gigabit Auto-create maps FDM interfaces to existing FTD security zones and interface prs

groups in FMC that have the same name. If no match iz found, the Migration Tool
creates a new FTD security zone and interface group with the same name in FMC.

Select the objects that you want to map to FDM interfaces

EHESecurity Zones Interface Groups

(Autn—lﬁ:reate )

Auto-Create Option.

Then select Next.
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Hote: Steps 7.8 and 9 should be canied sut in a maintenance window.

Map Security Zones and Interface Groups © Source: Cisco Secure Firewall Device
Selected Option: Includes Device a

(rsaszaic ) (CAuocreate )

GigabeEthemesn outakie_zons (A etaide_ig (4]

aice inaide_zone GigabEEthemesr inside_zone (A

Note:Click on Auto-Create bution to aute map the FDM nameif a5 the name of the FMC interface objects and security zones. Click on next bution to proceed ahead

10~ | peipaan

In step 5, as shown in the top bar, take the time to examine the Access Control Policies (ACP), Objects, and
NAT rules. Continue by carefully reviewing each item and then click on Validate to confirm that there are
no issues with names or configurations.

After Auto-Creation option.

Firewall Migration Tool (Version 6.0.1)

Hede: Steps 7.8 and 3 should be carried out in a mainenance window.

Optimize, Review and Validate Shared Configuration Only © Wﬁ:;’;:'ﬁl'ﬁ'ﬂmﬁ:

Access Control Objects  NAT

e Access List Objects mﬂ Port Objects | Access Controd Policy Objects | VPH Objects | Dynamic-Route Objects. D

Select all 3 entres Selecled 0/3
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Access Control, Objects and NAT Configurations

Then Push Shared Configuration Only



Validation Status

Successfully Validated

51 validation Summary (Pre-push)

1d
3 4 3
Access Control List Lines hMetwork Objects Access Control Policy
Objects
m {Geo, Application, URL objects
and Intrusion Rule Group)
w0
1
v Metwork Address
| Translation

Push Shared Configuration Only

Push Shared Configuration Only

The percentage of completion and the specific task being worked on can be observed.

rewall Migration Tool (\Version 6.0.1)

Push Shared Config to FMC t Q,Lﬁ
PUSHING Selected Migration

—
24% Complete

Pushing Percentage

After completion of step 5, proceed to step 6, as displayed in the top bar, where the Push Shared
Configuration to FM C takes place. At this, select the Next button to advance.
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Hote: Steps 7.8 and 9 should be camied out in & maimenance window.

Push Shared Config to FMC
Migration Status
[®) Migration of Shared Config is compieta, policy is pushed to FMC
Haxt Step - Login bo FMC to deploy the policy to FTD.
Live Connact:
Solocted Context: Single Context Mode
Migration Summary (Post Push)
3 4
Acoess Control List Lings Natwork Objets

2

Hetwork Addrass Translation

Push Shared Config to FMC Completed

This option triggers a confirmation message, prompting the continuation of the manager migration.

Push Sharvd Conlig
o PG

Source: C Setune F
Selected Migration: Inciud

3

Acorss Control Policy Objects

Gen, Agphcation, URL obects ang
Farcsion Rule Ge0up)




Confirm Move Manager

Requires maintainence window to be scheduled

FDM manager will be moved to be managed in FMC.

The steps outlined below should be performed in a maintainence window as

there is device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from
FDM to FMC using FDM.

« FDM devices enrolled with the cloud management will lose access upon
registration with FMC.

« Ensure out-of-band access to the FTD device is available during migration.

= |t is highly recommended that a backup (export) of the FDM configuration is
performed to restore the onginal state of the firewall managed by FDM.

« FMC should be registered to Smar Licensing Server.

] | acknowledge all the steps mentioned above have been completed.

Cancel

Confirm Move Manager

Proceeding with the manager migration requires having the Management Center ID and NAT ID at hand,
which isessential. These IDs are retrievable by selecting Update Details. This action initiates a pop-up
window where the desired name for the FDM representation within the cdFMC is entered, followed by
saving the aterations.
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Note: Staps 7.8 and 9 should be carried out in a maintenance window,

Move Manager Selacted Mlgration: mcy
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Manager Center ID & NAT ID

Firewall Migration Tool (Version 6.0.1)

\_;_ Update Device Name for Registration - -

o |
Nate: Steps 1.8 and 9 should be carried o L

Sauree! g L
Move Manager m B Selected Migration:

d FMC, you can no lenger use the device manager i manage it

Daotn Interface

Threat Defense Hostn.. DNS Server Group

=
[R—— zone. memalcbudape v CacoUmbrelDNSServerGoug ~ (%) Data || Mansgement Select Data tertace -

foroa-fdm-4

Update Device Name for Registration.

After this action, the IDs for the af orementioned fields are shown.



Warning: Do not make any changes to the Management Center Interface. By default, the
Management option is selected, leave this option as the default setting.

Firewall Migration Tool (Version 6.0.1)

Nate: Staps 7.8 and 9 should be carried out in a maintenance windaw.

Move Manager Source;




Managment Center ID & NAT ID.

After choosing Update Details option, the deviceit is going to start syncing.

on Tool (Version 6.0.1)

Uave Uirsges
Hote: Steps 7.8 and 9 should be carried out in a maintenance window.

Source:
Move Manager Selected Migration:

SYNCING the FOM Device

This step is mandatory and should be performed during a downtime window. — % Complet yd-delivered FMC, you can no longer use the device manager to manage it.
omplete
Managemeant Cant... Management Cente... [ ] NAT ID @ . Management Center! ... Data Interface
ciect Data Intertace v

cisco 5.c00... | ogug EEGW. 104 Y fdm-A7ure Clscol mbrelaONSServerGmoup ~ | Dt Management

Syncing FDM Device

After the migration isfinalized, the next step is to examine the interfaces, routes, and DHCP settings
configured in the FDM by selecting Validate.

Firewall Migration Tool (Version 6.0.1)
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Hote: Steps 7.8 and 9 should be corried out in o maimenance window,

Optimize, Review and Validate Device Configuration Page &

Source; Cisco 5
Selected Migratio|
Interfaces  Routes DHCP

Select all 2 entries  Selected 012

GgesiEthemet® culsde_zone Ensbled

[erere—— waide_zenn Enssied

Vabdate

Validate FDM configuration Settings

After validation, choose Push Configuration to initiate the configuration push process, which is going to
continue until the migration concludes. Additionaly, it is possible to monitor the tasks that are being
executed.



Validation Status
Successfully Validated

Validation Summary (Pre-push)

Mot selected for migration Mot selected for migration 2 1

Access List Objects Dynamic-Route Objects Logical Interfaces Routes

(A5-Path, Community-List (Static Routes, ECHF)
Policy-List, Prefoc-List, Route-

Map)

Mot selected for migration D 0

Site-to-Site VPN Tunnels Fistiimicekinga Rahyare & His Falley

(snmp,hitp)

Push Configuration

Validation Status - Push Configuration.

Pop-up window with the percentage pushing configuration.

PUSHING

10% Gomglile
Push to Clowd-deliversd FMC is In progress. Please
wiad flor entire push process to complete the megration.

Pushing Percentage Completed

Upon completion, an option to initiate a new migration is presented, marking the end of the migration
process from FDM to cdFMC.
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Mota: Stops 7,8 an

Source:

Complete Migration Selected Migration:

Migration Status

Live Connect
Selected Context: Single (
a ummary (Post P
3 4 3

gtwork Address Transiaton Logical Intarfaces Routes

Complete Migration
Verify

To verify that the FDM has been successfully migrated to the cdFMC.

Navigateto CDO > Tools & Services> Firepower Management Center. There, you find the number of
registered devices has increased.
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cdFMC Registered Devices

Check the device within Devices > Device M anagement. Additionally, within the tasks of the FMC, you
can find when the device was successfully registered and the first deployment was completed successfully.
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cdFMC Registration Task Completed.

Deviceison cdFMC > Device > Device M anagement.
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Device Registered on cdFMC

Access Control Policy migrated under Policies > Access Control.
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Migration Policy

Likewise, you can review the objects created in the FDM which were correctly migrated to the cdFMC.
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A network object represents one of more P addresses. Network obgects are used in vanous places, includng access control policies, network varables, intrusion rules, identity rules, network discovery rules, event searches, repors, and so on,
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Objects Migrated from FDM to cdFMC

Object Management interfaces Migrated.

Anadysis Policies Devices Objects

Interface

Interface chiects segment your netwerk ta help you manage and classify trafc flow. An intorface object simply groups interfaces. These groups may span mul
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Object Management Intefaces Migrated.



