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Introduction

This document describes how to monitor the progress of a Firepower Threat Defense (FTD) or Firewall 
Management Center (FMC) device upgrade via CLI.

Are There Ways to Monitor the Progress of an Ongoing Service 
Upgrade Outside of the FMC GUI?

Yes, the ability to monitor the progress of an ongoing upgrade is available via the CLI of the device. When 
an upgrade is pushed to an FMC managed device (or the FMC itself), a directory associated with the 
upgrade is created on the device. Included in this directory is a status.log file which can be monitored for 
progress throughout the upgrade. These instructions walk through how to access and monitor the status of an 
upgrade via CLI.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Firepower Threat Defense (FTD)•
Firewall Management Center (FMC)•

Components Used

FMC 4600 version 7.2.5•
FTD 2110 version 7.0.4•
Note: Instructions applicable to all FTD/FMC versions.•



The information in this document was created from the devices in a specific lab environment. All of the 
devices used in this document started with a cleared (default) configuration. If your network is live, ensure 
that you understand the potential impact of any command.

Instructions

Push Upgrade from the FMC GUI

The upgrade needs to be pushed from the FMC GUI prior to the upgrade directory becoming available via 
the device CLI.

Enter Root Prompt of the Device

Whether connected to the device via SSH or console, from the prompt, type expert followed by sudo su and 
the password to enter root:

CLI Prompts

Navigate to the Directory Associated with Upgrade

FTD: The directory is /ngfw/var/log/sf/Cisco_FTD_SSP_FP2K_Upgrade-7.2.5

FTD Directory Example

FMC: The directory is /var/log/sf/Cisco_Secure_FW_Mgmt_Center_Patch-7.2.5.2

FMC Directory Example

Note: The final part of the directory path depends on different factors including software, platform, and 
version.

Once in the Directory, Tail the Existing status.log File

Command: tail -f status.log

FTD:



FTD status.log

FMC:

FMC status.log



Note: The status.log file automatically updates as the upgrade progresses.

Additional Information

FMC version 7.2+ now includes the ability to monitor the upgrade progress of managed devices directly 
from the FMC GUI. Once an update is pushed, navigate the the FMC GUI notification tab and locate the 
task associated with the upgrade. Clicking the view details option on the task opens a monitoring window 
specific to the upgrade.

 



FMC GUI Upgrade Task

The monitoring window includes useful information for the upgrade in progress. Information includes 
upgrade details, upgrade stages, progress percentages, and log details from the status.log file.



FMC GUI Upgrade Monitoring Window


