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| ntr oduction

This document describes how to request, install, trust, and renew certain types of certificates on Cisco ASA
Software managed with ASDM.

Prerequisites
Requirements

» Before you start verify that the Adaptive Security Appliance (ASA) has the correct clock time, date,
and time zone. With certificate authentication, it is recommended to use a Network Time Protocol
(NTP) server to synchronise the time on the ASA. Check Related Information for reference.

» Torequest acertificate that uses Certificate Signing Request (CSR), it isrequired to have accessto a
trusted internal or third-party Certificate Authority (CA). Examples of third-party CA vendors
include, but are not limited to, Entrust, Geotrust, GoDaddy, Thawte, and VeriSign.

Components Used

The information in this document is based on these software and hardware versions:

+ ASAv9.18.1
» For PKCS12 creation, OpenSSL is used.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

The type of certificates this document addresses are:

» Self-signed certificates
 Certificates signed by a 3rd party Certificate Authority or internal CA

The Secure Socket Layer (SSL), Transport Layer Security (TLS) and IKEv2 rfc7296 for EAP authentication
protocols mandate that the SSL/TL S/IKEv2 server provides the client with a server certificate for the client
to perform server authentication. It is recommended to use trusted third-party CAsto issue SSL certificates
to the ASA for this purpose.

Cisco does not recommend use of a self-signed certificate because of the possibility that a user could
inadvertently configure a browser to trust a certificate from arogue server. Thereis aso the inconvenience
to users to have to respond to a security warning when it connects to the secure gateway.

Request and Install a new Identity Certificate with ASDM

A certificate can be requested from a Certificate Authority (CA) and installed on a ASA in two ways:

» Use Certificate Signing Request (CSR). Generate a Key Pair, request an Identity Certificate from CA
with aCSR, install the signed Identity Certificate obtained from the CA.
» Use PKCSI12 file obtained from a CA, or exported from a different device. The PKCS12 file contains



Key Pair, Identity Certificate, CA certificate(s).

Request and Install a New I dentity Certificate with Certificate
Signing Request (CSR)

A CSRis created on the device that needs an Identity Certificate, use aKey Pair created on the device.
A CSR contains:

* certificate request information - requested subject and other attributes, public key from the Key Pair,
* signature algorithm information,
« digital signature of certificate request information, signed with the private key from the Key Pair.

The CSR is passed to the Certificate Authority (CA), so that it signsit, in a PKCS#10 form.

The signed certificate is returned from CA in a PEM form.

% Note: CA can dter the FQDN and Subject Name parameters defined in the Trustpoint when it signs
the CSR and creates a signed Identity Certificate.

Generate a CSR with ASDM
1. Createa Trustpoint with a Specific Name

a. Navigate to Configuration > Device Management >Certificate M anagement > I dentity
Certificates.
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b. Click Add.
c. Define atrustpoint name.



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage
Add Identity Certificate

Trustpoint Name: [SL-Trustpoint)

(C) Import the identity certificate from a file (PKICS 12 format with Certificate(s)+Private Key):
Dearyption Passphrase:

File to Import From: Browse...

I@ Add a new identity certificate: I

Key Pair: <Default-RSA-Key = ~ Show... New...
Certificate Subject DN: | CN=asavpn,example. com Select...

[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLSProxy

| Advanced...

[] Enable CA flag in basic constraints extension

Wt Add Certificate Cancel Help
[ T S — o

d. Click the Add a New Identity Certificate radio button.

2. (Optional) Create a New Key Pair

Public Key Type

% Note: By default, the RSA key with the name of Default-RSA-Key and a size of 2048 is used.

However, it is recommended to use a unique private/public Key Pair for each Identity

Certificate.

a. Click New to generate anew Key Pair.

Configuration > Device Management > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type |
- - : General Purpose
=) Add Identity Certificate X -—
il General Purpose  RSA (2048 bits)
Trustpoint Name: 55L-Trustpaint

(C) Import the identity certificate from a file (PKICS 12 format with Certificate(s)+Private Key):
Decryption Passphrase:
File to Import From: Browse...

(®) Add a new identity certificate:
Key Pair: <Default-RSAKey> ) Show...
Certificate Subject DN: | CN=asavpn.exampie.com Select...

[[] Generate self-signed certificats

Act a5 local certificate authority and issue dynamic certificates to TLS-Proxy

{ Advanced...
[ Enable CA fiaq in basic consiraints extensiont
we Add Certificate Cancel Help
L L o e B e e e e e

b. Choose the option Enter new Key Pair name and enter a name for the new Key Pair.

c. Choosethe Key Type- RSA or ECDSA.
d. Choose the Key Size; for RSA, choose General purpose for Usage.
e. Click Generate Now. The Key Pair is now created.

Add

Show Details

Delete



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type
= General Purpose  RSA (2048 bits)
Trustpoint Name: |55L-Trustpoint |
O Impor [F) Add Key Pair X
Decry|
Key Type: (®)RSA ()Ecosa (D EDDSA
File to
@® Adda

Name: () Use default key pair name

keyl I@ Enter new key pair name: |5SL-Keypar I
Certifi e
06 ysage: (®) General purpose () Speaal [>
1
o o
Oen
e Add Certificate Cancel Help
L o e e e e e e g

3. Choosethe Key Pair Name

Choose the Key Pair to sign the CSR with, and to be binded with the new certificate.

Configuration > Device Management > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type |
- - : General Purpose
B ki ey Caitihcta Ol | CeneralPupose |
il General Purpose  RSA (2048 bits)
Trustpoint Name: 55L-Trustpaint

(C) Import the identity certificate from a file (PKICS 12 format with Certificate(s)+Private Key):
Decryption Passphrase:
File to Import From: Browse...

(®) Add a new identity certificate:

Key Pair: New...

Certificate Subject DN: | CN=asavpn.exampie.com

[[] Generate self-signed certificats

Act a5 local certificate authority and issue dynamic certificates to TLS-Proxy E

{ Advanced...

[[] Enable CA flag in basic constraints extension

o ol vt

el s e e

4. Configurethe Certificate Subject and Fully Qualified Domain Name (FQDN)

Add

Show Details

Delete

Add

Show Details

Delete

_& Caution: The FQDN parameter must match the FQDN or the | P address of the ASA interface
that the Identity Certificate is used for. This parameter sets the requested Subject Alternative

Name (SAN) extension for the Identity Certificate. The SAN extension is used by
SSL/TLSYIKEVZ client to verify if the certificate matches the FQDN it connectsto.

a. Click Sdlect.



ration > Device Mal > Certificate > Identity Certificates

1

[E) Add Identity Certificate

Trustpoint Name: SSL-Trustpoint
() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase:
File to Import From: Browse. ..
(®) Add a new identity certificate:
Key Pair: S5L-Keypair w show... Mew...

Certificate Subject DN: | CN=asavpn.example.com
[[] Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy
Advanced...

[[] Enable CA fiag in basic constraints extension

L) Add Certificate Cancel

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage

Help

Public Key Type

*

Add

Show Details

Delete

Export

Install

ReEnrol

b. In the Certificate Subject DN window, configure certificate attributes - choose attribute from

drop-down list, enter the value, click Add.

ration > Device Ma > Certificate > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
Trustpoint Name: SSL-Trustpoint
O Import the identity &= (3 cificate Subject DN
)
Decryption Passphrast
File to Import From: Attribute Value
(®) Add a new identity cef DN Attribute to be Added
Key Pair: Attribute: |Common Name (CN) -
Value: .vpn. \
Certificate Subject DN ‘alue: asa.vpn.example.com Delete
[[] Generate seif-sign
Act as local cej
oK. Cancel Help
[ Enable CA flagint
: == =
ration > Device Ma > Certificate > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
Trustpoint Name: SSL-Trustpoint
O Import the identity &= (3 Cenificate Subject DN
)
Decryption Passphrasi
File to Import From: Attribute Value

| Common Name (CN)_Jasa.von.exam...

Add
Show Details
Delete
Export
Install

ReEnrof

Add
Show Details
Delete
Export
Install

Re-Enrol

(®) Add a new identity cal DN Attribute to be Added
Key Pair: Attribute: |Country (C) w Add>>
Comman Mame (CN)
§ i Value:
Certificate Subject DI % |pepartment (oU) peete
) Company Name (0}
[[] Generate self-sign Country (C)
Act as local cej State (5t)
Location (L)
Email Address (EA)
o [ ol |[ Wb
[[] Enable cA fiagink
| == =
Attribute Description

CN The name through which the firewall can be accessed (usually the fully-qualified




Attribute Description
domain name, for example, vpn.example.com).
Oou The name of your department within the organization
0] The legally registered name of your organization/company
C Country code (2 letter code without punctuation)
ST The state in which your organization is located.
L The city in which your organization is located.
EA Email address

% Note: None of the previous fields values can exceed a 64-character limit. Longer value
could cause problems with the Identity Certificate installation. Also, It is not necessary to
define all the DN attributes.

Click OK after al the attributes are added.
c. Configure the device FQDN - click Advanced.

Configuration > Device Management > Certificate Management > Identity Certificates
. Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage . Public Key Type . Add
[E Add Idéntity(ertif:cate ) ) - - -X
Trustpoint Mame: SSL-Trustpoint

() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From:

(®) Add a new identity certificate:
Key Pair: S5LKeypair w Show... New...
Certificate Subject DN: | CNi=asa.vpn.example.com Select...
[[] Generate self-signed certificate

Act as bocal certificate authority and issue dynamic certificates to TLS-Proxy

[] Enable CA fiag in basic constraints extension

W Add Certificate Cancel Help

d. Inthe FQDN field, enter the fully-qualified domain name through which the deviceis
accessible from the internet. Click OK.

Configuration > Device Management > Certificate Management > Identity Certificates o
Issued To JsgiBe PSSR . FISSEE SRR S ad b Public Key Type Add
1 - | [B Advanced Options X B - —
=]

Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates.
S Certificate Parameters EnrolmentMode SCEP Challenge Password
() Import the identity certifica

Decryption Passphrase: || | FQON:

Trustpoint Mame:

File to Import From: E-mai:
IF Address:
(®) Add a new identity certifica
[] Include serial number of the device
Key Pair:

Certificate SubjectDN: | C
[[] Generate self-signed c&

Act as local certifica

[ Enable cA fiag in basicy

" OK Cancel Help



5. Generate and Savethe CSR

a. Click Add Certificate.

ra > Device Mai > Certificate > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
(53 Add Identity Certificate X SuowDetats
Delete
Trustpoint Name: SSL-Trustpoint
O Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key): Export
Decryption Passphrase: o
File to Import From: Browse... Re-Enrol
(®) Add a new identity certificate:
Key Pair: S5L-Keypair w show... Mew...
Certificate Subject DN: | CN=asa.vpn.example.com Select...
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

[[] Enable CA flag in basic constraints extension

] Add Certificate Cancel Heb L

b. A prompt displaysin order to save the CSR to afile on the local machine.

ra = Device Mai > Certificate > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
& Ade y Show Details
Delete
Trustpoint Name: SEL-Trustpoint|
Ex t
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key): st
Decryption Passphrase: - Lo
- [ \dentity Certificate Request * Re-Errol

File to Import From:

To complete the enrollment process, please save the PKCS10 enrollment

Add identi tificate:
® . ty cer request (CSR) and send it to the CA.

Key Pair: SsLKeypa
i | You will then need to install the certificate that is returned from the CA by

Certificate SubjectDN: | CN=asa.ng  Clicking the Install button in the Identity Certificates panel.

[[] Generate self-signed certificate Save CSR to File:

Act as local certificate author
1 Advanced... |

[[] Enable A flag in basic constraints extension

W Add Certificate Cancel Help

Click Browse, choose alocation in which to save the CSR, and save the file with the .txt
extension.

% Note: When the file is saved with a .txt extension, the PK CS#10 request can be opened
and viewed with atext editor (such as Notepad).

c. Now the new trustpoint is displayed in a Pending state.

Issued To Issued By Expiry Date Assodated Trustpoints Public Key Type | Add
Mot Avaiable [Pendng..._________[SSLTsipont] _ Show Detais
Delete
Export
Install

Re-Enrol



Install the Identity Certificatein PEM format with ASDM

The installation steps assume that the CA signed the CSR, and provided a PEM encoded (.pem, .cer, .crt)
Identity Certificate and CA certificate bundle.

1. Install CA Certificatethat Signed the CSR

a. Navigate to Configuration > Device Management >Certificate M anagement >, and choose
CA Certificates. Click Add.

Confiquration > Remote Access VPN > Certificate Management > CA Certificates a
Issued To 1ssued By Expiry Date Associated Trustpoints ~1 Usage Active Iml
IdenTrust Commerdal Root... CN=IdenTrust Commerdgal ... 19:12:23 CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose Ne
QuoVadis Root CA 2 CM=QuoVadis Root CA 2, ... 19:23:33 CEST Nov 24 2031 _SmartCalHome _ServerCaz General Purpose Mo

b. Enter the Trustpoint name and select Install From File, click on Browse button, and select the
intermediate certificate. Alternatively, paste the PEM encoded CA certificate from atext file
into the text field.

Issued To Issued By Expiry Date Assodizted Trusipoints Usage Active Add
IdenTrust Commercial Root... CN=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA Genaal Furpose Edit
_
Show Details
Install Certificate b4
Request CRL
Trustpoint Name: =

(@) Install from a file: Browse...

() Paste certificate in PEM format:

% Note: Install the CA certificate that signed the CSR. Use the same Trust Point name as
the Identity Certificate. The other CA certificates higher in the PK1 hierarchy can be
installed in separate Trust Points.

c. Click Install Certificate.



Issued To Issued By Expiry Date Assodated Trustpeints ~1 Usage Active Add
IdenTrust Commercial Root... CN=IdenTrust Commerdal ... 19:12:23 CEST Jan 16 2034 _SmartCallHome _ServerCA General Purpose Mo Edit
QuoVadis Root CA 2 CN=QuoVads Root CA 2, ... 19:23:33 CEST Mov 24 2031  _SmartCallHome_ServerCA2 General Purpose No
=] Show Details

Request CRL
Trustpoint Name: S5L-Trustpoint
Delete

(O Install from a file: Browse. .
(®) Paste certificate in PEM format:

qTeWHuTDLRnQQBS 1Q|)cEA45ArL 2G932ewSBMDOBGN kxWay forwLASUIWZVTZsVN -

4noWaXH 1boGED 7 +5vkDesfL 2B 7pERGodLh 76k 1TaKogL IDMILgkzOctZkCT 7f

SkXvFik 1Z 1cZEGNSb: ;BVZ8 lewluTHOX 48! (TPHE+85QG0 +d IwaOsbCwk

ok SSEPpHZ 3IQuVxGiirp,emomzx] 4G ftel6e yMOpipnVtDYiQEHNKQAQT SLKwR X

Cj9xKnYChPfgIp2FdH7wIh 11K 3prAgMBAAGUDBOM AWGA IUEEWQFMAMBABWHQYD

VROOBBYEFESSkZshragbatl FVS 2U47em9uXaMBAGA 1UdTwQYMBaAFE S5kZshrath

9 FVS2U4Tem3uXaMADGCSaGSTh IDQEECWUAAIBAQAr WK JINBWOS YhSmaT =
cGaeyDMRhs3R.s fwD2SM2wkAF 4AY ZHONSGKIVCK +ModKMQZy 4 fuhis SNDU7oF fef
29kaRisx L 53]V YLKESESOATANA QX BV + T Arimesn B 14 2 AE L AL S A At

R yjalHSEEFlackNe AR Aty B3sfEbFhl [ Please wait XL
QWEYNHOVMOSSyy TXSLIIFOUCAmAY -HGD :
deVeovOiPAXnr AL +Ng 2P WENIMXWZO! (@ Information ks
=-==-END CERTIFICATE - Please wait while ASDM is delive
device
() Use EST: E @ INFO: Certificate has the following attributes:
Specy source Interface: [=fone — | ] Fingerprint: e3ad165¢ 2673424c 627e0cSf b30b4a02
EST URL: https://
Certificate Subject DN: | Ch=risavpn31 | Trustpoint CA certificate accepted.
alow-untrusted-connection
Ouesc
Spedify source Interface: |- Mane - T
SCEP URL: http://
Retry Period: 1 minutes
Retry Count: 0 {Use 0 to indicate unlimited retries)

ol e

2. Ingtall Identity Certificate

a. Choose the Identity Certificate created previously during the CSR generation. Click I nstall.

m
Issued To ~1 Issued By Expiry Date Assodiated Trustpoints Usage Public Key Type Add
e el N Al T T T N ... ...
Delete
Export

% Note: The Identity Certificate can have I ssued By field as Not available and the Expiry
Datefield as Pending.

b. Choose afile that contains the PEM encoded Identity Certificate received from the CA, or open
the PEM encoded certificate in atext editor and copy and paste the Identity Certificate provided
by the CA into the text field.

! Issued Bv ASSOCB‘JEd Trustpoints Pubic Key Type Add
W S
[E) Install Identity certificate X tpoint General Purpose RSA (2048 bits) e
Identity Certificate Export

Install from a file: r
® Bl

(C) Paste the certificate data in base-64 format: .
Re-Enroll

Install Certificate Cancel Help




% Note: Identity certificate can be in .pem, .cer, .crt format to install.

c. Click Install Certificate.

Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
[ Gon.exampie.com] ——otAvadable ———[pendng.———— [SSiegont | ioom | R
} General Purpose RSA (2048 bits)
= ; point General Purpose RSA (2043 bits) | Delete
Identity Certificate ik-L Export
() Instal from a file: .
1 [ Information X Instal
(®) Paste the certificate datain bz Pleass wait while ASDM is delivering tH
device... Re-Enroll
[CANETZEXgDm VG FEEMUR R E
Gyer 3x 26XML MAHBptyMcHD @ Certificate import sucreeded.
T8y9YiaTpogMnamGkaQpckAF
KdNQFBLrSVWINTUF 2DowH3 L]
-——END CERTIFICATE——
< |
I
Install Certificate Cancel Help

3. Bind the New Certificateto I nterface with ASDM

The ASA needs to be configured to use the new Identity Certificate for WebV PN sessions that
terminate on the interface specified.

a. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings.

b. Under Certificates, choose the interface that is used to terminate WebV PN sessions. In this
example, the outside interface is used.

Click Edit.

c. In the Certificate drop-down list, choose the newly installed certificate.

Confiquration > Remote Access VPN > Advanced > SSL Settings

Edit

B Select SSL Certificate ¥

spedify enrolled trustpaints to be used for SSL authentication and VPN load balancing on the
OUTSIDE-direct interface. To enroll a trustpoint, go to Device Management > Certificate
Mar > Identity Certificates.

Certificates |
Spexify which certificates, ifan Interface: OUTSIDE-direct

s not assodated with a certificate of their own.
Primary Enrolled Certificate: S5L-Trustpoint:unstructurediame =asavpn.exampl... - -
Interface Key-Type Edit
toad g ol ortcte e - <
inside
e I
management
Fallback Certificate: —Nane — w
Forced Certification Authentication Timeout: 2| minutes

d. Click OK.

e. Click Apply.



Certificates
Specify which certificates, if any, should be used for S5L authentication on each interface. The falback cerfificate will be used on interfaces not assodated with a certificate of their own.

Interface Primary Certificate Load Balandng Certificate Key-Type | Edit M%
OU'IS]DE-tirer.t SSL-TrustpointunstructuredName=...|  [Primary: RSA (2048 bits), Load Balancing: ...

inside

nside -vian

management

Now the new Identity Certificateisin use.

Install an Identity Certificate Received in PKCS12 Format with
ASDM

PKCS12 file (.p12 or .pfx format) contains Identity Certificate, Key Pair, and CA certificate(s). It is created
by the CA, e.g in case of wildcard certificate, or exported from a different device. It isabinary file, cannot

be viewed with text editor.
1. Install the ldentity and CA Certificatesfrom a PKCS12 File

Identity Certificate, CA certificate(s) and Key Pair needs to be bundled into asingle PKCS12 file.
a. Navigate to Configuration > Device Management > Certificate Management, and choose

| dentity Certificates.
b. Click Add.
c. Specify a Trustpoint Name.
nagement > Identity Certificates a
Tssued To Tssued By Expiry Date Assocated Trustpoints Usage Public Key Type Add
[T show Details
Add Identity Certificate X Delete
Trustpoint Name: I S5L-Trustpoint-PKC512 I Export

(@) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Erowse...

() Add a new identity certificate:
Key Pair: <Default-RSA-Key> Show...

Certificate Subject DN: | CN=risavpn3l

Generate self-signed ficate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy
Advanced

[ Enable CA flag n basic consirainis exiensior

Add Certificate Cancel Help

d. Click the Import The Identity Certificate from aFile radio button.




Tssued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add |

@ Add Identity Certificate m l IE_
Import ID certificate file x
Tosponttane

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

oo ] P I—
= %3 {2 vpn.ecample.com.pf

Fie to Import From: | | [ eromse... | Recent Items
() Add a new identity certificate: .
Key Pair: [<pefauitRsAkey> U [ stow.. | [N Desktop
Certificate Subject DN:  |Chi=risavpni1 || select... | |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

File name: [vpn.ewlde.mm.pfx | | Import ID certificate file I
T

[[] Enable CA fiag in basic constraints extension

| AddCertificate | | Cancel | [ Help |

e. Enter the passphrase used to create the PK CS12 file.

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add |

[ Add Identity Certificate X Delete |
Trstpont Name: [

(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): E
Decryption Passphrase: | ssese | Re-Enroll

Fie toTmportFrom: | Cr\Wsers\cisco.DESKTOP-R2CHEG| | Browse... |

(O Add a new identity certificate:
Key Pair: [ <Default-RsAKey> Ul [ stow.. | [ReRET
Certificate SubjectDN:  |Chi=risavpn1 || seleet.. |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[] Enable CA fiag in basic constraints extension

[ Add Certificate | | Cancel | Help |

f. Click Add Certificate.

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add |

@ Add Identity Certificate X &
Tespontene: ]

(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): E
Decrypton Passphvase: =
Fie t From: i

Please wait...
e B

© B Information x
kel Please wait while ASDM is delivering the command(s) to the
Cert device... . B . . . o

Created trustpeints for CAs higher in the hierarchy as the CA certificate was not self-signed.

WARNING: CA certificates can be used to validate VPN connections, by default. Please adjust E |
the validation-usage of this to limit the validation scope, if necessary E

[[] Enable CA fiag in basic constraints extension Import PKCS 12 operation completed successfully.

Gaomes | a1 v =1




% Note: When you import a PKCS12 with CA certificates chain, the ASDM creates the
upstream CA trustpoints automatically with names with added -number suffix.

Configuration > Remote Access VPN = Certificate Management > CA Certificates
Issued To ~ 1 Issued By Expiry Date Associated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-sub1 12:16:00 CEDT Oct 19 2028 SSL-PKCS12 Signature Yes
KrakowCA-sub1 CN=KrakowCA 12:16:00 CEDT Oct 19 2023 SSL-PKCS12-1 Signature Yes
KrakowCA CN=KrakowCA 12:16:00 CEDT Oct 19 2028 S5L-PKCS12-2 Signature es

2. Bind the New Certificateto I nterface with ASDM

The ASA needs to be configured to use the new Identity Certificate for WebV PN sessions that
terminate on the interface specified.

a. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings.

b. Under Certificates, sdlect the interface that is used to terminate WebV PN sessions. In this
example, the outside interface is used.

Click Edit.

c. In the Certificate drop-down list, choose the newly installed certificate.

Configuration > Remote Access VPN > Advanced > SSL Settings

Edit

() Select SSL Certificate %

Specify enrolled trustpoints to be used for SSL authentication and VPN load balandng on the
QUTSIDE-direct interface. To enrol a tr int, go to Davice I 1t > Certificate
— | Management > Identity Certificates. B

Certificates | 1S
Specify which certificates, if an Interface: QUTSIDE-dract s not assodated with a certificate of their own.
Primary Enrolled Certificate: S5L-Trustpoint-PKCS12:unstructuredName=FTD72-ek, U... -
Interface Key-Type Edit
Load Balandng Enrolled Certificate: | -- Mone -~ w
OUTSIDE direct 2 —
inside
inside-vian e (=2
management
Fallback Certificate: —MNone — w
Forced Certification Authentication Timeout: 2| minutes

Apply Reset

d. Click OK.
e. Click Apply.

Certificates
Spedify which certificates, if any, should be used for S5L authentication on each interface. The fallback certificate will be used on interfaces not assodated with a certificate of their own.

Interface Primary Certificate Load Balancing Certificate Key-Type Edit
OUTSIDE-drect SSL-TrustpointPKCS 12instructuredMame=F... | [Primary: RSA (2048 bits), Load Balan....

Now the new Identity Certificateisin use.
Certificate Renewal

Renew a Certificate Enrolled with Certificate Signing Request (CSR) with ASDM



Certificate renewal of CSR enrolled certificate requiresto create and enroll anew Trustpoint. It needsto
have a different name (for example, old name with enroll year suffix). It can use the same parameters and
Key Pair asthe old certificate, or can use different ones.

Generatea CSR with ASDM
1. Createa New Trustpoint with a Specific Name.

a. Navigate to Configuration > Device Management >Certificate Management > | dentity
Certificates.

File View Tools Wizards Window Help

@) Home |0 coniguraton [:]mm‘ e sove Qb retresn | () mack () Forvard ?Heh cisco

Device Management o B Confiqg jent > Identity Certificates =]
[ (I Management Access

41 98 Licensing Issued To 3 Issued By Expiry Date Agsociated Trustpoints Usage Public Key Type
5188 System Image/Configuration unstructredhame =asa. example. com, L=5an Jos... |unstructurediame =asa.example... 15:09:09 CEDT 3l L., TP o

i kit and Sty | [ e L L R General Purpose  RSA (2043 bits)
+ Hgh Av; ity = ty
+-{] Logging

{F] Smart CalHome

Clowd Web Security

% Service Module Settings
g Usersfass

[E3 Certificate Management

= E CA Certificates

b. Click Add.
c. Definea Trustpoint Name.

]
Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
unstructurediame =asa.example.com, L=5an Jos... unstructuredMame =asa.example... 15:09:09 CEDT Ml L... TP General Purpose  RSA (2048 bits) how D
(5 Add |dentity Centificate bd =
| Trustpoint Name: | Expo
(®) Impart the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrass: Red
File to Import From: Browse. ..

() Add a new identity certificate:

Key Pair: <Default-RSA-Key> Show...

Certificate Subject DN:

avanced...

Enable CA flag in basic constraints extension

Add Certificate Cancel Help

L ey

d. Click the Add a New Identity Certificate radio button.

2. (Optional) Create a New Key Pair

% Note: By default, the RSA key with the name of Default-RSA-Key and a size of 2048 is used,
however, it is recommended to use a unique private/public Key Pair for each Identity
Certificate.

a. Click New to generate anew Key Pair.



Issued To Issued By Expiry Date Associated Trusmownts Public Key Type
unstructurediame=. .. |CN=ca.example.com, OU... | 15:10:00 CEST Feb 6 2024 RS54 (2048 bits)
[E) Add Identity Certificate x
Trustpoint Name: 55L-Trustpoint-2023

[[] Generate seif-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase:

File to Import From: Browse. ..
(@ Add a new identity certificate:

Key Pair: <Default-RSAKey> w Show...

Certificate Subject DN:  CN=asavpn.example.com Select...

Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

b. Choose the option Enter new Key Pair name and enter a name for the new Key Pair.

c. Choose the Key Type- RSA or ECDSA.

d. Choose the Key Size; for RSA, choose General purpose for Usage.
e. Click Generate Now. The Key Pair is now created.

Issued To Issued By Expcrv Date Associated Trusmownts Usage Public Key Type |
unstructurediame=. .. |CN=ca.example.com, OU... |15:10:00 CEST Feb 6 2024 RS54 (2048 bits)
Trustooint Name: |SSL-Trustpaint-2023

q [ Add Key Pair

Key Type: (@)RSA

@ Mame:  (O)Use default key pair name

(®) Enter new key pair name:

Key):

() ECDSA () EDDSA

SSL-KeyPai-NZSII Ew...

sae: [ <09 =

Usage: (@) General purpose

T e

O Spedal L

g

Help

e iy

" == o

3. Select the Key Pair Name

Choose the Key Pair to sign the CSR with, and to be binded with the new certificate.

Add
Show Details
Dalete
Export
Install

Re-Enrol

Add
Show Details
Dalete
Export
Install

Re-Enrol



Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
Show Detais
Add Identity Certificate X Delete
Trustpoint Name: 55L-Trustpoint-2023 =2l
O Import the identity certificate from a file (PKCS12 format with Certificate s) +Private Key): Install
Decryption Passphrase: ReEnral
File to Import From: Browse. ..
(®) Add & new identity certificate:
Key Pair: |/sstkeypair-2023 < show..
Certificate Subject DN:  CN=asavpn.example.com Select...

[[] Generate self-signed certificate

Act as local certificate m_:tgul_. and issue dynamic certificates to TLS-Proxy

Advanced...
[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help I

4. Configurethe Certificate Subject and Fully Qualified Domain Name (FQDN)

_& Caution: The FQDN parameter must match the FQDN or the | P address of the ASA interface

that the certificate is used for. This parameter sets the Subject Alternative Name (SAN) for the

certificate. The SAN field is used by SSL/TLS/IIKEV2 client to verify if the certificate matches
the FQDN it is connects to.

% Note: CA can alter the FQDN and Subject Name parameters defined in the trustpoint when it
signs the CSR and creates a signed Identity Certificate.

a. Click Sdlect.

Configuration > Device Management > Certificate Management > Identity Certificates (m]
Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructurediame=. .. |CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RS54 (2048 bits) Tou Do
Add Identity Certificate b4 Delete
Export
Trustpoint Name: 55L-Trustpoint-2023
() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase: Re-Enrol
File to Import From: Browse...

(®) Add & new identity certificate:

Key Pair: SSL-KeyPair-2023 ~ Show...

New..
Certificate Subject DN:  CN=asavpn.example.com Select...
[[] Generate seif-signed certificate E
Act as local certificate authority and issue dynamic certificates to TLS-Proxy
|
Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help I

b. In the Certificate Subject DN window, configure certificate attributes - select attribute from
drop-down list, enter the value, click Add.



Confiquration > Device Management > Certificate Management > Identity Certificates o

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

Show Detals
Delate

Trustpoint Name: 55L-Trustpoint-2023 | =i

[ Certificate Subject DN X
Attribute Value
DN Attribute to be Added Common Name {CN) ____ 2s2vpn.example. com
Attribute: | Country (C) ~ Add>> Comensitanec) -
value:  |Ug| Delete ‘
|I| Cancel Help
| Enable CA Mag i basic consraints extension T
w cancel Help
Attribute Description
CN The name through which the firewall can be accessed (usually the
fully-qualified domain name, for example, vpn.example.com).

Oou The name of your department within the organization
O The legally registered name of your organization/company
C Country code (2 letter code without punctuation)
ST The state in which your organization is located.
L The city in which your organization is located.
EA Email address

% Note: None of the previous fields can exceed a 64-character limit. Longer value could
cause problems with the Identity Certificate installation. Also, It is not necessary to define
all the DN attributes.

Click OK after al the attributes are added.
c. To configure device FQDN, click Advanced.



Issued To Associated Trustpoints

SSL-Trustpoint General Purpose

[E) Add Identity Certificate x

Trustpoint Name: 55L-Trustpoint-2023 |

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase: |
Fetommportfrom: | || Gowse. |

(®) Add a new identity certificate:

Key Pair: | S5L-KeyPair-2023 ~|| show. | | New.. |

Certificate Subject DN: :m.exarmle.m,0=exanpleh:|_ Select... |

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[JEnable CA flag in basic canstraints extension

| addcertficate || concd || Help |

d. Inthe FQDN field, enter the fully-qualified domain name through which the deviceis
accessible from the internet. Click OK.

Issued To Issued By Associated Trustpoints

General Purpose

B Advanced Options X
Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates.
Certificate Parameters  Enrolment Mode  SCEP Challenge Password
FQDN: |asavpn.emmlg.m| |
E-mail: | |
IP Address: | |
[ Indude serial number of the device
(N
w
oK || cancdl || hebp

5. Generate and Savethe CSR

a. Click Add Certificate.



Issued To

General Purpose |r: )
[B Add Identity Certificate X | Delete
T | Export
Trustpoint Name: |s5L-Trustpeint-2023 | EER
(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase: | | Re-Enrol
File to Import From: [ | Browse...
(®) Add a new identity certificate:
Key Pair: |sSLKeypair-2023 o| [ show.. | [ new.. |

Certficate SubjectDN:  /pn.example.com,O=example inc | | Select... |

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

General Purpose |RSA (
@ Add Identity Certificate X | Delete
[ [ Export
Trustpoint Name: _Sﬂ.-TruBlDOi‘!t—ZJZB I—
() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): iz
Re-Enroll

§ [E) Identity Certificate Request X

To complete the enrollment process, please save the PKCS 10 enrollment
@) request (CSR) and send it to the CA.

K You will then need to install the certificate that is returned from the CA by
dicking the Install butten in the Identity Certificates panel.

=

Save CSR to File: |C:\Users\cisco.DESKTOP-R2CHSGS\Docun| [ Brawse... |

N == = =

Advanced...

[[] Enable CA flag in basic constraints extension

w [ [ e ][ ] I+

Click Browse. Choose alocation in which to save the CSR, and save the file with the .txt
extension.

%‘ Note: When the file is saved with a .txt extension, the PK CS#10 request can be opened
and viewed with atext editor (such as Notepad).

c. Now the new trustpoint is displayed in a Pending state.

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add |
CN=ca.example.com, OU.., 15:10:00 CEST Feb 6 2024 S5L-Trustpoint General Purpose RSA (2048 bits) ’—|S|‘|0|Ft0!'ﬂs

[asavpn.example.c ot Available




Install the Identity Certificatein PEM Format with ASDM

The installation steps assume that the CA signed the CSR, and provided a PEM encoded (.pem, .cer, .crt)
new |dentity Certificate and CA certificate bundle.

1. Install CA Certificatethat Signed the CSR

The CA certificate that signed the Identity Certificate can be installed in the Trustpoint created for
|dentity Certificate. If the Identity Certificate is signed by intermediate CA, then this CA certificate
can be installed in the Identity Certificate Trustpoint. All the CA certificates upstream in the hierarchy

can beinstaled in separate CA Trustpoints.
a. Navigate to Configuration > Device M anagement >Certificate Management >, and choose

CA Certificates. Click Add.

Configuration > Device Management > Certificate Management > CA Certificates (m}
Issued To Issued By 1 Expiry Date Assodiated Trustpeints Usage Active
ca.example.com CM=ca.example.com, QU=l,.. 15:10:00 CEST Feb & 2030 SSL-Trustpoint General Purpose fes =
QuoVadis Root CA 2 CM=QuoVadis Root CA 2, ... 19:23:33 CEST Mov 24 2031 _SmartCalHome _ServerCAZ General Purpose Mo
IdenTrust Commercial Root... CN=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA General Furpose No

b. Enter the Trustpoint name and choose I nstall From File, click Browse button, and choose the
intermediate certificate. Alternatively, paste the PEM encoded CA certificate from atext file

into the text field.

Configuration > Device Management > Certificate Management > CA Certificates D
Issued To Issued By 1 Expiry Date Assodiated Trusipoints Usage Active Add
ca.example.com CM=ca.example.com, OU=l,., 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose Yes

[E) Install Certificate

Trustpoint Name: ISS'.‘Tlus!poht-ZDR I

(®) Install from a file:

(C) Paste certificate in PEM format:

% Note: Install the intermediate certificate with same trust point name as Identity Certificate
trust point name, if Identity Certificate is signed by intermediate CA certificate.

c. Click Install Certificate.



Issued To Issued By 1 Expry Date Assodated Trustpoints Usage Active Add
ca.example.com CM=ca.example.com, OU=l... 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose Yes Edit

@ Install Certificate ) Show Detais
Trustpoint Name: SSL-Trustpoint-2023 Request CRL
() Install from a file: Browse.. Delete

(@) Paste certificate in PEM format:

[gTeBHgToLRNGOBS 1IXEA4SArL 2658aewBEMDOBG oW ay forwLASLISWZVTZSWN ~
|4noViaxH1boGGD 7+ 5vkDes i 28 FpEhGodL h 76K 1T 4#oqL DMSLekz0ctZkCT 7F

| SkxvFik 12 1cZEGnSb2umnlqaVZs 1ewIuTHOX 4815 3uXTPHS +8 5QG0 +d 1waOsbCwk

| oK SSEPPHEZ 31QuVGiirp/zmomzxd4G ftelse yMOpipnVID YjQEHNKQAQT SLKwWRSX

|Qj9xKnY CbPfg 3p2FdH 7w Jh 1K 3pr AgMBAAGUDBEOMAWGA LUdEWQFMAMBAFEWHQYD

|VROOBS YEFES SkZsbra9bStLFV 52U 47em2uXaMBBG A 1UdIw YMBaAFE 55kZsbradh

|9tLFV 5204 7em3uXaMADGCSqGSIb3DQEBCWUAAIBAOArsXIFwK 3ilNBwOsYh5maT

|cGoeyDMRhs3Rs WD 25M 2wkAF4AYZHgNSgK E

|29kqaRijsx 153jV/YLkBESoALaA fQFXEV +h7

|0jRyjalH 56BFackNc FKRddtV X YBSsEDFhNBoe L
| QWEYrHOVMOSs vy THSLIIFLCAmAY HG0agh

|deVeovifP AxnrAll HNg 2 WFN SMXWZO0453C INFO: Certificate has the following attributes:
weenEND CERTIFICATE weer

Fingerprint: e9ad 165¢ 2673424c 6e7e0c5f b30b4a02
() Use EST:

Specify source Interface: | —Hans — | Trustpoint CA cerfificate accepted.
EST URL: https://
Certificate Subject DM: | Cl=risavpn31
allow-untrusted-connection
() Use SCEP:
Specify source Interface: | —None —
SCEP URL: http:/f
Retry Period: 1 minutes
Retry Count: a (Use 0 to indicate unlimited retries)

Install Certificate Cancel Help

In the example, the new certificate is signed with the same CA certificate asthe old one. The
same CA cert|f|cate IS associ ated with two Trustpoints now.

)
Tssued To Issued By ~* Expiry Date Assodiated Trustpoints Active Add
|c2.example.com _______[CN=ca.example.com, OU=!... SSL-Trustpoint-2023, SSL-Trustpoint _ Edit
QuoVadis Root CA 2 CN=QuoVadis RootCA 2, ... 19:23:33 CESTMov 242031 _SmartCalHome_ServerCA2 General Purpose No
IdenTrust Commercial Root... CM=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose No ‘ Show Details
Request CRL
Delete
2. Ingtall Identity Certificate
a. Choose the Identity Certificate created previously with the CSR generation. Click I nstall.
Configuration > Device Management > Certificate Management > Identity Certificates m]
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
unstructurediame=... Ch=ca.example.com, QU... 15:10:00 CEST Feb6 2024  SSL-Trustpoint General Purpose RS5A (2043 bits) Show Detais
Delete
Export
Re-Enrol

% Note: The Identity Certificate can have | ssued By field as Not available, and the Expiry
Datefield as Pending.

b. Choose afile that contains the PEM encoded Identity Certificate received from the CA, or open
the PEM encoded certificate in atext editor, and copy and paste the Identity Certificate
provided by the CA into the text field.



Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
unstructurediames. .. CN=ca.example.com, OU... 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpose RSA (2048 bits)
Tozavon.exampie-conl SSL Trustoont-2023
[ Install Identity certificate x
Identity Certificate
(®) Install from a file: - Browse

(") Paste the certificate data in base-64 format:

T

Instal Certificate Cancel Help

% Note: Identity certificate can be in .pem, .cer, .crt format to install.

c. Click Install Certificate.

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
unstructurediame=... CN=ca.example.com, OU... 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpose RSA (2048 bits)
e Trosont2023

1

Identity Certificate
Om !ﬁ Ple . "
B Information x
Please wait wh

device... . .
@ @ Certificate import succeeded.

Issued To Issued By Expiry Date Assodated Trusipeints ~1 Usage Public Key Type
unstructuredame=... CN=ca.example.com, OU... 16:10:00 CEDT Apr 6 2024 S5L-Trustpoint-2023 General Purpose RSA (4096 bits)
15:10.00 CEST Feb 6 2024 RSA (2048 biz)

3. Bind the New Certificateto I nterface with ASDM

Add
Show Details
Delete
Export
Install

Re-Enrcl

Add
Show Details
Delete
Export
Install

ReEnrol

The ASA needs to be configured to use the new Identity Certificate for WebV PN sessions that

terminate on the interface specified.

a. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings.

b. Under Certificates, choose the interface that is used to terminate WebV PN sessions. In this

example, the outside interface is used.

Click Edit.



c. In the Certificate drop-down list, choose the newly installed certificate.

Configuration > Remote Access VPN > Advanced > 551 Settings (]

(B Select S5L Centificate X

Specify enrolled trustpoints to be used for SSL authentication and VPN load balancing on the
QUTSIDE-direct interface. To enroll 3 trustpoint, go to Device Management > Certificate
Management > Identity Cerlificates.

Certificates | 3
Specify which certificates, ifan  Interface: OUTSIDE-drect £es not associated with a certificate of their own.

1 Primary Enrolled Certificate: SSL-Trustpoint-2023:unstructuredMame =asavpr.exampl... « | F
Interface ] ; Key-Type Edit
QUTSIDE-direct ResdbatcHI Ex R il ] = None = Ral [Frinary: RSA (2048 bils), Load Balandng: n...

inside

inside-vlan Cancel Help
ar it

d. Click OK.

e. Click Apply. Now the new Identity Certificateisin use.

Configuration > Remote Access VPN > Advanced > S5L Settings (]

Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The falback certificate will be used on interfaces not assodated with a certificate of their own.

Interface Primary Certificate Load Balandng Certificate Key-Type
QUTSIDEdirect SSL-Trustpoint-2023wmstructure,..] —|Primary: RSA (4096 bits), Load Balandng: n...

inside
inside-vian
management

Renew a Certificate Enrolled with PK CS12 Filewith ASDM

Certificate renewal of PKCS12 enrolled certificate requires to create and enroll a new Trustpoint. It needs to
have a different name (for example, old name with enroll year suffix).

PKCS12 file (.p12 or .pfx format) contains Identity Certificate, Key Pair, and CA certificate(s). It is created
by the CA, for example, in case of wildcard certificate, or exported from a different device. It isabinary
file, and cannot be viewed with text editor.

1. Install the Renewed Identity Certificate and CA Certificatesfrom a PK CS12 File

The Identity Certificate, CA certificate(s) and Key Pair needs to be bundled into a single PKCS12 file.
a. Navigate to Configuration > Device Management > Certificate Management, and choose
| dentity Certificates.
b. Click Add.
c. Specify anew Trustpoint Name.




Tssued To Issued By Expiry Date Assodated Trustpoints Usage

Public Key Type

Add Identity Certificate X
ity

Trustpoint Name: I S5L-Trustpoint-PKCS12 I

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

A

Fie to Import From: | || eromse... |
() Add a new identity certificate:
Key Pair: | <Defauit-RsAKey> O] [ stow... | [TRe
Certficate SubjectDN: [CN=risvpn3t | [ Select. |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
I| [ showetais
B Add Identity Certificate m l I Delete |
Import ID certificate file X
——
Lockin: | 2] Documents v| #ee@-

(@) Import the identity certificate from a fle (PKCS12 format with Certificate(s) +Private Key):

S —

Fie toImport From: | | [ erowse... |
(O Add a new identity certificate:
Key Pair: | <Default-RsAKey> Ul [ shom. | [N
Certicate SubjectON: [Chereaveris | [ESEE]
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[] Enable CA fiag in basic constraints extension

e. Enter the passphrase used to create the PKCS12 file.

Tssued To Issued By Expiry Date Assodated Trustpoints Usage

Public Key Type

Add Identity Certificate X
ity

Toapontane:

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase: I seene I
Fie to Import From: | Ci\Jsers\cisco.DESKTOP-R2cHaG| | Browse... |

() Add a new identity certificate:
Key Pair: | <Defauit-RsAKey> O] [ stow... | [Thew
Certhcate SubectON: [Csavprst | [SeEl
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA fiag in basic constraints extension

[ Add certificate | | Cancel | [ Help |




f. Click Add Certificate.

Issued To Issued By Expiry Date
Trustpoint Name: S5L-Trustpoint-PKC512

Decaryption Passphrase: (esess
File to Import From:

Ond B

|C:\Wsers\cisco. DESKTOR-R 2CHBE |

Key |
4 Please wait while ASDM is delivering the command(s) to the

Certl @ device. ..

[[] Enable CA fiag in basic constraints extension

Add Certificate

W

(@) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Browse... |

Assodated Trustpoints Usage Publc Key Type Add
| Show Details
Delete
Export
[E) Information X

Created trustpeints for CAs higher in the hierarchy as the CA certificate was not self-signed.

®

WARNING: CA certificates can be used to validate VPN connections, by default. Please adjust
the validation-usage of this trustpeint to limit the validation scope, if necessary

Import PKCS12 operation completed successfully,

% Note: When a PKCS12 with CAs certificates chain isimported the ASDM creates the
upstream CAs trustpoints automatically with names with added -number suffix.
Configuration > Remote Access VPN = Certificate Management > CA Certificates

Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-subl 12:16:00 CEDT Oct 19 20258 SSL-PKCS12 Signature Yes
KrakowCA-sub1 CN=KrakowCA 12:15:00 CEDT Oct 19 2023 S5L-PKCS12-1 Signature fes
KrakowCA CN=KrakowCA 12:16:00 CEDT Oct 19 2028 SSL-PKCS12-2 Signature fes

2. Bind the New Certificateto I nterface with ASDM

The ASA needs to be configured to use the new Identity Certificate for WebV PN sessions that

terminate on the interface specified.

a. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings.

b. Under Certificates, choose the interface that is used to terminate WebV PN sessions. In this

example, the outside interface is used.

Click Edit.

c. In the Certificate drop-down list, choose the newly installed certificate.



Configuration > Remote Access VPN > Advanced > SSL Settings

Edit
Delete
[ Select SSL Certificate *
Spedify enrolled trustpaints to be used for 551 authentication and VPN load balancng on the
OUTSIDE-direct interface. To enrol a tri int, go to Device 1t > Certificate
Mar > Identity Certificates.
Certificates - | P
Specify which certificates, if an Interface: QUTSIDE-drrect s not assodated with a certificate of their own.
Primary Enrolled Certificate: SSL-Tr int-PKCS 12:unstructured FTD72ek, u... -
Interface Key-Type Edit |
toud el Evoled Certce: |-tone - v
inside
side-vien [ ]I conel b
management
Fallback Certificate: —None - o
Forced Certification Authentication Timeout: 2 | minutes
v
Apply Resat
Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The fallback certificate will be used on interfaces not associated with a certificate of their own.
Interface Primary Certificate Load Balancing Certificate Key-Type | E Edit !

OUTSIDE-drect S5L-Trustpoint PKCS 12nstructuredame=F... | |primary: RSA (2048 bits), Load Balan...
|

Now the new Identity Certificateisin use.
Verify

Use these steps in order to verify successful installation of the third-party Vendor Certificate and use for
SSL VPN connections.

View Installed Certificatesvia ASDM

1. Navigate to Configuration > Remote Access VPN > Certificate M anagement, and choose | dentity
Certificates.

2. The Identity Certificate issued by the third-party vendor can appear.

Certificates
Spedfy which certificates, if any, should be used for S5L authentication on each interface. The fallback certificate will be used on interfaces not assocated with a certificate of ther own.
Interface Primary Certificate Load Balanding Certificate Key-Type | E Edit ’
OUTSIDE-drect SSL-Trustpoint-PKCS12wnstructuredMame=F... [ |Primary: RSA (2048 bits), Load Balan...

Troubleshoot

This debug command is to be collected on the CLI in the case of an SSL Certificate Installation failure.

* debug crypto cal4

Frequently Asked Questions



Q.What isaPKCS12?

A.In cryptography, PKCS12 defines an archive file format created to store many cryptography objects as a
singlefile. It iscommonly used to bundle a private key with its X.509 certificate or to bundle al the
members of achain of trust.

Q.What isaCSR?

A.In public key infrastructure (PKI) systems, a certificate signing request (also CSR or certification request)
is amessage sent from an applicant to aregistration authority of the public key infrastructure in order to
apply for adigital Identity Certificate. It usually contains the public key for which the certificate can be
issued, information that is used to identify the signed certificate (such as adomain name in Subject) and
integrity protection (for example, adigital signature).

Q.Where is the password of the PKCS12?

A.When certificates and Key Pairs are exported to a PK CS12 file the password is given in the export
command. For importing a pkcsl2 file the password needs to be delivered by the owner the CA Server or
person that exported the PK CS12 from another device.

Q.What is the difference between the root and the identity?

A.In cryptography and computer security, aroot certificate is a public key certificate that identifies aroot
certificate authority (CA). Root certificates are self-signed (and it is possible for a certificate to have
multiple trust paths, say if the certificate was issued by aroot that was cross-signed) and form the basis of an
X.509-based public key infrastructure (PK1). A public key certificate, also known as adigital certificate or
|dentity Certificate, is an electronic document used to prove the ownership of a public key. The certificate
includes information about the key, information about the identity of its owner (called the subject), and the
digital signature of an entity that has verified the certificate's contents (called the issuer). If the signature is
valid, and the software that examins the certificate trusts the issuer, then it can use that key to communicate
securely with the certificate's subject.

Q.l installed the cert, why it does not work?
A.This could be due to many reasons, for example:

1. The certificate and trustpoint are configured, but they have not been bound to the process that usesit. For
example, the trustpoint to be used is not binded to the outside interface which terminates Anyconnect
clients.

2. A PKCSI12fileisinstalled, but gives errors due to the intermediate CA certificate missing in the PKCS12
file. The clients that have the intermediate CA certificate as trusted, but do not have root CA certificate as
trusted, are not able to verify the whole certificate chain and report the server Identity Certificate as not
trusted.

3. A certificate populated with incorrect attributes can cause installation failure, or client side errors. For
example, certain attributes are encoded using wrong format. Another reason is that the Identity Certificateis
missing Subject Alternative Name (SAN), or the domain name used to access the server is not present as a
SAN.

Q. Does aiinstallation of a new cert require a maintenance window or causes downtime?

A. Installation of anew certificate (identity or CA) is not intrusive and does not cause downtime or requre a
maintenance window. To enable a new certificate to be used for a service that existsis a change and require
a change request / maintenance window.

Q.Can adding or changing a certificate can disconnect the connected users?
A.No, the users that are currently connected stay connected. The certificate is used at connection
establishment. Once the users reconnect, the new certificate is used.



Q.How can | create a CSR with awildcard? Or a Subject Alternative Name (SAN)?
A.Currently, the ASA/FTD cannot create a CSR with wildcard; however, this process can be done with
OpenSSL. In order to generate the CSR and ID key, you can run the commands:

openssl genrsa -out id.key 2048

opensd req -out id.csr -key id.key -new
When atrustpoint is configured with Fully Qualified Domain Name (FQDN) attribute, the CSR created by

ASA/FTD contains the SAN with that value. More SAN attributes can be added by the CA when it signsthe
CSR, or the CSR can be created with OpenSSL

Q.Does certificate replacement take effect immediately?

A. The new server Identity Certificate is used only for the new connections. The new certificate is ready to
be used immediately after the change, but is actually used with new connections.

Q.How can | check if the installation worked?
A.The CLI command to verify: show crypto ca cert <trustpointname>

Q.How to generate PKCS12 from The Identity Certificate, CA certificate, and private key?
A. PKCS12 can be created with OpenSSL, with the command:
openssl pkcsl2 -export -out p12.pfx -inkey id.key -inid.crt -certfile ca.crt

Q. How to export acertificate to install it in anew ASA?
A.

» With CLI: use the command: crypto ca export <trustpointname> pkcsl2 <passwor d>
* With ASDM:

a. Navigate to Configuration > Device M anagement > Certificate Management > | dentity
Certificates and choose the | dentity Certificate. Click Export.
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b. Choose where to export the file, specify the export password, click Export Certificate.
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The exported certificate can be on the computer disk. Please take note of the passphrasein a
safe place, the file is useless without it.

Q.If ECDSA keys are used, isthe SSL certificate generation process different?
A.The only difference in configuration is the keypair generation step, where an ECDSA keypair can be
generated instead of an RSA keypair. The rest of the steps remain the same.

Q.Isit dwaysrequired to generate anew Key Pair?

A.The Key Pair generation step is optional. Existing Key Pair can be used, or in case of PKCS12 the Key
Pair isimported with the certificate. Please see the Select the Key Pair Name section for the respective
enrollment / re-enrollment type.

Q.Isit safe to generate anew Key Pair for anew Identity Certificate?
A.The process is safe as long as a new Key Pair name is used. In such a case, the old Key Pairs are not
changed.

Q.Isit required to generate key again when afirewall isreplaced (like RMA)?

A.The new firewall by design does not have Key Pairs present on the old firewall.

The backup of running-configuration does not contain the Key Pairs.

The full backup done with ASDM can contain the Key Pairs.

The Identity Certificates can be exported from an ASA with ASDM or CLI, before it fails.

In case of failover pair, the certificates and Key Pairs are synchronised to a standby unit with write standby
command. In case of one node of failover pair isreplaced it is enough to configure the basic failover and
push the config to the new device.

In case aKey Pair islost with the device and there is no backup, a new certificate needs to be signed with
Key Pair present on the new device.






