Secure Shell (SSH) Client User
Authentication Settings on Sx500 Series
Stackable Switches

Objective

The Secure Shell (SSH) server feature enables you to establish an SSH session with the
Sx500 Series Stackable Switches. An SSH session is just like a telnet session but it is more
secure. The security is obtained by the device when it generates the public and private keys
automatically. These keys can also be changed by the user. An SSH session can be opened
through the use of the PUTTY application.

This article provides information on how to select the authentication method for a SSH client.
It also explains how to set up a username and password for the SSH client on Sx500 Series
Stackable Switches.

Applicable Devices

* Sx500 Series Stackable Switches

Software Version

»1.3.0.62

Client SSH User Authentication Configuration

This section explains how to configure user authentication on the Sx500 Series Stackable
Switches.

Step 1. Log in to the web configuration utility and choose Security > SSH Client > SSH
User Authentication. The SSH User Authentication page opens:



SSH User Authentication

Global Configuration

S8H User Authentication Method: & By Password
™ By RSA Public Key
" By DSA Public Key

Credentials
Usemame: usemame1
Password. * Encrypted |AUy3Nne84DH TuVuz

O Plaintext |

|—-ﬁpﬁr—| Cancel || Restore Default Credentials | | Display Sensitive Data As Plaintext

S55H User Key Table

[T KeyType Kay Source Fingerprint

[T RSA User Defined b4:47:70:474d:50:fd:f2:20:10: ba:c8:80:cc.cBch
[T DsA Auto Generated c5ec15:a7:3d:a3:b9:c5:90:4156:5a18:2b:3a:b0

Step 2. In the Global Configuration area, click the radio button for the desired SSH User
Authentication Method. The available options are:

» By Password — This option lets you configure a password for user authentication

* By RSA Public Key — This option lets you use an RSA public key for user authentication.
RSA is used for encryption and signing.

* By DSA Public Key — This option lets you use a DSA public key for user authentication.
DSA is for only signing.

Step 3. In the Credentials area, in the Username field, enter the user name.

Step 4. If you chose By Password in Step 2, then in the Password field, click the method to
enter the password. The available options are:

* Encrypted — This option lets you enter an encrypted password.

* Plaintext — This option lets you enter a plain text password. Plain text is entered so that
you can log in to the device and view the password if you forget.

Step 5. Click Apply to save your authentication configuration.

Step 6. (Optional) To restore the default username and password, click Restore Default
Credentials.

Step 7. (Optional) To show the sensitive data of the page in plain text format, click Display
Sensitive Data as Plaintext.

SSH User Key Table

This section explains how to manage the SSH User Table on the Sx500 Series Stackable
Switches.



Step 1. Log in to the web configuration utility and choose Security > SSH Client > SSH
User Authentication. The SSH User Authentication page opens:

SSH User Authentication

Global Configuration

53H User Authentication Method: & By Password
" By RSA Public Key
" By DSA Public Key

Credentials
& Usermame: |u5ernarne1 (Default Usemame: anonymous)
& Password: * Encrypted |AUy3Nne84DHjTuVuz

" Plaintext I (Default Password: anonymaous)

|whpplyed | Cancel || Restore Default Credentials | | Display Sensitive Data As Plaintext |

[ KeyType Key Source Fingerprint

o RSA User Defined bAATTO A 4d 50T T2 a0 f0ba:cB:80 oo el ch
[~ DSA Auto Generated cSec15:a7:3d:a3:b9:c59b4f56:5a:18:2b:3a:b0

: e o o

Step 2. Check the check box of the key you wish to manage.

Step 3. (Optional) To generate a new key , click Generate. The new key overrides the
checked key.

Step 4. (Optional) To edit a current key, click Edit. The Edit SSH Client Authentication
Settings window appears.

When a Key is entered, it should contain the "BEGINT and "END" markers

Key Type: RSA =
© Public Key: — BEGIN 33H2 PUBLIC KEY —

Comment RSA Public Kay

AAMARIMZAC TYCZEAAAABIWAAAIEAT 3ZGKT SERD S SMWLVOPVFFDnwRyDH+CWxuSUNODGAHDjNBRP
Diwgd 181 4Bu3yKOZWSRN0KT SuLzaKLLcHNGx+rSalY Sihc+ axfHZMpzHD A InHOZS dyh pGRRIE+. 19
HiD=pleJawnliuGJIKBUEIWgxYbSGCEhkoQASBOeDoAPU=

— EMD 55H2 PUBLIC KEY —

@ Private Key: & Encrypled [ BEGIN S5H2 ENCRYPTED PRIVATE KEY — -
Comment RSA Private Key
EZZeldvgdKThicrGGAbLaF arPIESIINe iSHmmABMRWHDpMDWWe+WHI1UnSSq2a Ty
ZjaBheVOYTZTEhDNFIE MGG YaxKyMziaoIMGE3aPTYirmPuDmSZ el s fBjgillT kI T3KpAg

P BEROnwYZR 1FY sFzbybJ 200k
ITugVCPTejdgeaXOfTMirmiTaXFHDzd32Cwa 2w HKjel9eMhillSo35E 1WXuMopnUitorcDSevZTl =]
Dl IzZ pwAMZ bbSS el mwevii=gFMXgWeMmfp+MSzPUXZS0yHNAMWNT gpwhyrfmeeDgOUITsHg

" Plaintext

ftpptpes| | Close || Display Sensitive Data As Plainted |

The options you can edit are:



» Key Type — This option lets you choose from the Key Type drop-down list the key type of
your preference. You can choose RSA or DSA as the key type. RSA is used for encryption
and signing, while DSA is for only signing.

* Public Key — In this field, you can edit the current public key.

* Private Key — In this field, you can edit the private key, and you can click Encrypted to
see the current private key as an encrypted text, or Plaintext to see the current private key
in plain text.

Step 5. Click Apply to save your changes.

S5H User Authentication

Global Configuration

S5H User Authentication Method: g By Password
71 By RSA Public Key
(71 By DSA Public Key

Credentials
& Username: example Default Username: anonymous
& Password: @ Encypted [AUy3Nne84DH|TuVuzd1
(7} Plaintext | i e T e
|- Apply || Cancel || Restore Default Credentials || Display Sensitive Data As Plaintext |

55H User Key Table

D Key Type Key Source Fingerprint

E

|:| OSA Auto Generated  49:fa:5b:8c37.c2:fd:10:45:0f:.2d:d42:01:f8:01:4b

[ Genesate H Edit... H Delste H Details... ]

Step 6. (Optional) To delete the checked key, click Delete.

Step 7. (Optional) To view the details of the checked key, click Details. Below is an image of
the user key details.



SSH User Key Details

55H Server Key Type:

Public Key:

Private Key (Encrypted):

RSA

— BEGIN 55H2 PUBLIC KEY —

Comment: RSA Public Key

AAAABINZECT yc2EAAAAB IWAAAIEAZZGyPUuoBooaMNa32PR2ELMMNIT Ua GRExFEPoHT
JdGj3Lte 7 LHkRAMSXIvaifua/B4pL1 fCL

/I 2ZFjGWg TsTUUsMNOjj vtR SopHRE udh PGggdzA4hHOy o CGyB OIuRY MILD g8 UHWWT
GMNXAnD4WphlxeY CHa2AIWzmsu 14p8GR2Ec~

— END 55H2 PUBLIC KEY —

— BEGIN 55H2 ENCRYPTED PRIVATE KEY —

Comment: R5A Private Key

mF32ZKmMsoygrut 480y Has i4GpPchdlzh T Dyxe b+ A 8skn 3bAo

fbm 7 MNshmbzf0 SPgERGmMdWHATDScD AZUaE pHePTp TE3 lyuBitjfobB84S

MK rwhvZhRvll4g8hI BfZnCOXz0H1 mgvzoY BphkgegBZId TdY OIRW+3W25z8 +ex2r
ILycEtNyEzivDRGhCiS£zat3aPGCpNX3IH 1 DY SasfNAnIKDcRvqOnO4heBY +aCinSs3ws
®HPS1mIrBUdhUBD X 4mibzH 1 g JJPEdLuxE AW srNRY 1 2XmM3WG ey NGsUgC
2dEmPZodIstK Tv4xg 1 3huxFBrzd 300 7 2ofCSRmMEWD 18852 JNNR 1 IRLEVOI

PV pfuuZUDDmOgmegrEsODvWFREDEeWPisCOvR O O3Y 2094 TiW1 sFpW0 B4zB3nMN
QOMs04/dQnliQabofi ObzwWVNmmahhXd K

IMYPXROGJEZSMcLoB41 VNY mKWpBELTgS

MvujygonygqDpgUw2XJxZ9nmhp1mytegI NTUNV4QNnsscBnobYoffPdyNEwoxBLOrm T
LgMalpdeSRECPThyNDAcSwGgBMwngBd=z2fUSplhuZwgNULmaRg UIKRZEWVImSBWLX
S8CRiDFnt3gB3UMRLouMssWWELGTClaAATzhDbeqDRuct
({EiPWLg=zYBqGbCvTB4EZtbblQebmFphngrcaX T CuxmUSklwUkZ TVhjoQbTrjySbCybP
wd Txepxi B Su8ABkyhCHwpWBIdSC4 020 B TzDUSnhobw+anl 8
1118p08lkwn+hCsqZJAMphmagShjUscQadZgltz4wisBEVpj T3 fyBNZ2HKB0 30 Qi8I CsP
O+ao1vhnfBSPiug RYBFPHW Qyfhiiv G
[RIGaDlho3+pL™VUdgZ FudCyY B+pnrZEpsx818qRuGHgi TDMSiZyWy

fp+JBlIhLYwhil 2L 2wpeggRwl4HU ZpGr+0 55051 ot8+1 [tikFhogA1 +Z3C25hT TvNyBGI
gblgl PskaZwaHIzHE

NKTEquMs0Ob52DPJTIvMNeljtjiflAvPjwDdCunkEzjoo3 Ly xli E3aDtMCBACVPUEGnCHE
hCA==

— END S5HZ PRIVATE KEY —

l

Back J [ Display Sensitive Data As Plaintesxt ]
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