Understand and Configure EAP-TLS with
Mobility Express and ISE
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Introduction

This documents describes how to set up a Wireless Local Area Network (WLAN) with 802.1x
security in a Mobility Express Controller. This document also explains the use of Extensible
Authentication Protocol (EAP) -Transport Layer Security (TLS) specifically.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
- Mobility Express initial setup

- 802.1x authentication process
- Certificates

Components Used

The information in this document is based on these software and hardware versions:



- WLC 5508 version 8.5

- ldentity Services Engine (ISE) version 2.1

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is

live, ensure that you understand the potential impact of any command.

Background Information

EAP-TLS Flow
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Steps in EAP-TLS Flow

1. Wireless Client gets associated with the Access Point (AP).

2. AP does not permit the client to send any data at this point and sends an authentication

request.

3. The supplicant then responds with an EAP-Response Identity. The WLC then communicates

the user-id information to the Authentication Server.

4. RADIUS server responds back to the client with an EAP-TLS Start Packet. The EAP-TLS

conversation starts at this point.

5. The peer sends an EAP-Response back to the authentication server which contains a

EAP Type=EAP-TLS
Start bit set, no data

Authentication

EAP-Type=EAP-TLS
TLS server_hello
TLS certificate
TLS server_key_exchange
TLS certificate _request
TLS server _hello_done

.

EAP-Type=EAP-TLS
TLS change_cipher_spec
TLS finished
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“client_hello" handshake message, a cipher that is set for NULL.

6. The authentication server responds with an Access-challenge packet that contains:




TLS server_hello
handshake message
certificate
server_key_exchange
certificate request
server_hello_done.

7. Client responds with a EAP-Response message that contains:

Certificate - Server can validate to verify that it is trusted.
client_key_exchange

certificate_verify - Verifies the server is trusted
change_cipher_spec

TLS finished

8. After the client authenticates successfully, the RADIUS server responds with an Access-
challenge, which contains the "change_cipher_spec" and handshake finished message.
Upon receiving this, the client verifies the hash in order to authenticate the RADIUS server. A
new encryption key is dynamically derived from the secret during the TLS handshake.

9. At this point, the EAP-TLS enabled wireless client can access the wireless network.

Configure

Cisco Mobility Express

Step 1. The first step is to create a WLAN on Mobility Express. In order to create a WLAN,
navigate to WLAN > Add new WLAN as shown in the image.
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Step 2. A new popup window will appear once you click Add new WLAN. In order to create a
Profile name, navigate to Add new WLAN > General as shown in the image.
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Step 3. Configure the authentication type as WPA Enterprise for 802.1x and configure RADIUS
Server under Add new WLAN > WLAN Security as shown in the image.
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Step 4. Click Add RADIUS Authentication Server and provide the IP address of the RADIUS
server and Shared Secret which must match exactly what has been configured on ISE and then
click Apply as shown in the image.
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ISE with Cisco Mobility Express
EAP-TLS Settings

In order to build the policy, you need to create the allowed protocol list to use in your policy. Since
a dotlx policy is written, specify the allowed EAP type based on how the policy is configured.

If you use the default, you allow most EAP types for authentication which might not be preferred if
you need to lock down access to a specific EAP type.

Step 1. Navigate to Policy > Policy Elements > Results > Authentication > Allowed Protocols
and click Add as shown in the image.
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Step 2. On this Allowed Protocol list, you can enter the name for the list. In this case, Allow EAP-
TLS box is checked and other boxes are unchecked as shown in the image.
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Mobility Express Settings on ISE

Step 1. Open ISE console and navigate to Administration > Network Resources > Network
Devices > Add as shown in the image.
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Step 2. Enter the information as shown in the image.
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Trust Certificate on ISE

Step 1. Navigate to Administration > System > Certificates > Certificate Management >
Trusted certificates.

Click Import in order to import a certificate to ISE. Once you add a WLC and create a user on ISE,
you need to do the most important part of EAP-TLS that is to trust the certificate on ISE. For that,
you need to generate CSR.

Step 2. Navigate to Administrauon > Certificates > Certificate Signing Requests > Generate
Certificate Signing Requests (CSR) as shown in the image.
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Step 3. In order to generate CSR, navigate to Usage and from the Certificate(s) will be used for
drop down options select EAP Authentication as shown in the image.
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Step 4. The CSR generated on ISE can be viewed. Click View as shown in the image.

Step 5. Once CSR is generated, browse for CA server and click Request a certificate as shown
in the image:

Microsoft Active Directory Corfificate Services — fixer-WIN-87Q5HOKPSIG-CA.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA cedificate, certificate chain, or CRL




Step 6. Once you request a certificate, you get options for User Certificate and advanced
certificate request, click advanced certificate request as shown in the image.

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPSIG-CA
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Step 7. Paste the CSR generated in Base-64 encoded certificate request. From the Certificate
Template: drop down option, choose Web Server and click Submit as shown in the image.
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Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.
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Submit >

Step 8. Once you click Submit, you get the option to select the type of certificate, select Base-64
encoded and click Download certificate chain as shown in the image.

Microsoft Active Directory Certificate Services - fixer-WIN-97Q5HOKPSIG-CA
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Step 9. The certificate download is completed for the ISE server. You can extract the certificate,
the certificate will contain two certificates, one root certificate and other intermediate. The root
certificate can be imported under Administration > Certifictes > Trusted certificates > Import
as shown in the images.
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Step 10. Once you click Submit, the certificate is added to the trusted certificate list. Also, the
intermediate certificate is needed in order to bind with CSR as shown in the image.
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Step 11. Once you click on Bind certificate, there is an option to choose the certificate file saved
in your desktop. Browse to the intermediate certificate and click Submit as shown in the image.
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Step 12. In order to view the certificate, navigate to Administration > Certificates > System
Certificates as shown in the image.
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Client for EAP-TLS
Download User Certificate on Client Machine (Windows Desktop)

Step 1. In order to authenticate a wireless user through EAP-TLS, you have to generate a client
certificate. Connect your Windows computer to the network so that you can access the server.
Open a web browser and enter this address: https://sever ip addr/certsrv---

Step 2. Note that the CA must be the same with which the certificate was downloaded for ISE.

For this, you need to browse for the same CA server that you used to download the certificate for
server. On the same CA, click Request a certificate as previously done, however this time you
need to select User as the Certificate Template as shown in the image.
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Microsoft Active Directory Certificate Services - fixer-WIN-97Q5HOKP9IG-CA
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To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.
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Step 3. Then, click download certificate chain as was done previously for server.

Once you get the certificates, follow these steps in order to import the certificate on windows
laptop.

Step 4. In order to import the certificate, you need to access it from the Microsoft Management
Console (MMC).

. In order to open the MMC navigate to Start > Run > MMC.
. Navigate to File > Add / Remove Snap In

. Double Click Certificates.

. Select Computer Account.

. Select Local Computer > Finish

. Click OK in order to exit the Snap-In window.

. Click [+] next to Certificates > Personal > Certificates.

. Right click on Certificates and select All Tasks > Import.
. Click Next.

10. Click Browse.

11. Select the .cer, .crt, or .pfx you would like to import.

O© 0o ~NO Ul WDN P



12. Click Open.

13. Click Next.

14. Select Automatically select the certificate store based on the type of certificate.
15. Click Finish & OK

Once import of certificate is done, you need to configure your wireless client (windows desktop in
this example) for EAP-TLS.

Wireless Profile for EAP-TLS

Step 1. Change the wireless profile that was created earlier for Protected Extensible
Authentication Protocol (PEAP) in order to use EAP-TLS instead. Click EAP Wireless Profile.

Step 2. Select Microsoft: Smart Card or other certificate and click OK as shown in the image.
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Step 3. Click Settings and select the root certificate issued from CA server as shown in the image.
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Step 4. Click Advanced Settings and select User or computer authentication from the 802.1x
settings tab as shown in the image.
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Step 5. Now, try to connect again to the wireless network, select the correct profile (EAP in this
example) and Connect. You are connected to the wireless network as shown in the image.
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Verify

Use this section in order to confirm that your configuration works properly.

Step 1. The client EAP-Type must be EAP-TLS. This means that the client has completed
authentication, with the use of EAP-TLS, obtained IP address and is ready to pass the traffic as
shown in the images.
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Step 2. Here are the client detail from CLI of the controller (output clipped):

(Cisco Controller) >show client detail 34:02:86:96:2f:b7

Client MAC AdAresSS. .« i it i ittt et et e 34:02:86:96:2f:b7
Client USername . .. ... ..ttt eeneeeneeeneenns Administrator
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Wireless LAN Network Name (SSID) . ... vvviiennenenn. ME_EAP

Wireless LAN Profile Name. ... ...t iiennneenn. ME_EAP

Hotspot (802.11U) & vviii ittt ettt et eeeeeeenn Not Supported
2 15 c8:£f9:£9:83:47:ba
Connected FOr ...ttt ittt ettt ettt e 18 secs

Channel . .. ... e e e e 56

TP AdQr eSS . i ittt ittt e e e e e e e e e e e e e e e 10.127.209.55
Gateway AddreSS. . v i i ittt ittt et e et e e 10.127.209.49
Netmask. . oo e e 255.255.255.240

I 2 T SO Ve [ Y= = fe80::2818:15a4:65£9:842
--More-- or (g)uit

Security Policy Completed..........iiiiiiieennn. Yes

Policy Manager State..........uiiiiiiiiininnennnn RUN

POLACY Ty i ittt et e e e e e e e e e e e e e e e e WPA2
Authentication Key Management...............c..... 802.1x

Encryption Cipher. ........i ittt eneennnnnn CCMP-128 (AES)
Protected Management Frame ...........ooueeeennnn. No

Management Frame Protection...................... No

Nl 7 T EAP-TLS

Step 3. On ISE, navigate to Context Visbility > End Points > Attributes as shown in the images.



el ldentity Services Engine - ¥ Oparstons » Policy i Admnistration

Encpoitts  Mebwonk Divices

Endpoints = 30288:-98:2F BT

34:02:86:96:2F:B7 o=

MAC Addross: 34:02:86:96:2F 87
Usamame: ddministraton@fixer.com
| Endpoint Profike; Irvbel-Device
Q Current IP Addeass:
Location:

Anres AUTENBCATon Threats Wulrarandines

General Attributes

Dascrpton

Static Aspigrenent faise
Endpaint Policy Iriesl-Derviad

Static Groud ASSIgHMEnL [T
Elantty Group AsEgnmant  Prafiled

Custom Aftributes
¥ Fikor - &~
X Asiribuie Mame Alirte Voo

o divta found, Add Cusiom atinbutes here

Other Attributes
A, Senear sty

LAl BB Q00T o0 0800 -5a: 26 58 50 6T -S8-E1: T1 a8 Bocf B 9T bd
Alrespace-Wiar-Id &

Alowid ProtocciMatcheaRiule Dot

AuthantcationidenttySion Inemal Lsers

Authéantcationid sthod xSl

Aunhonzaman Policy e hadRues Baric_Authertcansd Atcess



BYODRegstration Linknown

Callad-Station-ID CA-19-10-B3-4T-bO:ME_EAP
Caling-Station-ID 34-02-86-06-21-07

Days to Expry 344

DestnationIPAddress 10.106.32.31

DestinationPor 1812

Detailedinfo Invalid usemame or password specified

Dewica P Address 10,127 200.56

Device Port 32775

Device Type Device Type®Al Device Types
DevteRegstratonStats NotRegistered

ElapsedDays 21

EnableFlag Ensabiod

EnaPointMACAddress 34-02-86-06-2F-B7

EndPoirtPolicy Intek-Device

EngPoirProfierServer i, C.COm

EnaPoimSource RADIUS Probe

Extonded Koy Usage - Name 130, 132, 138

Extended Key Usage - 0ID 136166732 1.36.1.657.34, 1.36.1.4,1.311,1
FaiureReason 12935 Supplicant S1OpPEd responding 16 ISE during
IdentityGroup Profind

InactveDays 0

LN WIN-9T QS HOKPH G-CA\ DCxfmant, DCegg

fioar-WIN-3TQSHOKPRIG-CA
1550 - Dofmdin Companant Timid, o

Kay Usago 0,2

Location Lecaton# Al Locataons

MACADSNES 0288982787



MatchadPolicy
MassagaCode
NAS-IP-Addrass
HAS-ldentifier
NAS-Port
NAS-Por-Type
Nistwork Davics Profibe
NatworkDevicaGroups
NetworkDevicaMamea
NetworkDeviceProfileld
WetworkDeviceProfieName

ol

OpenGSLEmoiiassaga

OpenSSLEmorSiack
PolcyVersion
PostureAppicable
POSIUMMASSRESMBRISIaS
RadiusFlowType
RadiusPackelType

53D

SelectedAccessService

Intel-Device

5411

10012720856

_ap

1

Wireless - |EEE 80211

Cigco

Location#all Locations, Device TypadAll Davica Typas

ryo_sp

4(3ealdfc-Ta2T-41c3-B000-2T964.031 a08d

Clsco

Intel Corporate

S5L aler: code=0x230=560 \; sourck=local \; type=fatal \; message="Unknawn CA - arror unable 1o get issuer certificats

locally™

1401 60653813504 emror: 14089082 551 routines; 55L3_GET_CLIENT_CERTIFICATE:no certificate returned:s3_smr.cc 3370

o

s

MolApplicabie
WirelessBOZ_1x

Drop
ch-f9-18-83-4T-b0:ME_EAP

Defaull Network Access

SelectedAuthentcatonidentitySiones

EAF’TLEI

SelectedAuthorizationPrafiles
Sarial Mumbar

Senvice-Type
StaticAssignment
SanciGroupAssignment

StepData

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

Parmilhocess

1028 41 78 00 00 00 0D 00 11
Framed

false

false

4=Dotix
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