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Cisco ACI GOLF

The Cisco ACI GOLF feature (also known as Layer 3 EVPN Services for Fabric WAN) enables much more
efficient and scalable ACI fabric WAN connectivity. It uses the BGP EVPN protocol over OSPF for WAN
routers that are connected to spine switches.
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Figure 1: Cisco ACl GOLF Topology

T

L30ut WAN

GOLF over OSPF at the Spine S Connections

= Single BGP session for all Tenant/WVRFS

« Support for 95xx and 93xx s o

BRe GOLF OSPF Connectivity to
MNexus 7K, ASR 9K, ASRH 1K
Opflex Push to N7K, ASRI9K

Leaf L30ut BGP session
, for each Tenant/VRF

L30ut WAN
Connections

500983

All tenant WAN connections use a single session on the spine switches where the WAN routers are connected.
This aggregation of tenant BGP sessions towards the Data Center Interconnect Gateway (DCIG) improves
control plane scale by reducing the number of tenant BGP sessions and the amount of configuration required
for all of them. The network is extended out using Layer 3 subinterfaces configured on spine fabric ports.
Transit routing with shared services using GOLF is not supported.

A Layer 3 external outside network (1.3extout) for GOLF physical connectivity for a spine switch is specified
under the infra tenant, and includes the following:

* LNodeP (13extInstP is not required within the L3Out in the infra tenant. )
* A provider label for the L3extout for GOLF in the infra tenant.
» OSPF protocol policies

* BGP protocol policies

All regular tenants use the above-defined physical connectivity. The L.3extout defined in regular tenants
requires the following:

* An 13extInstP (EPG) with subnets and contracts. The scope of the subnet is used to control import/export
route control and security policies. The bridge domain subnet must be set to advertise externally and it
must be in the same VRF as the application EPG and the GOLF L3Out EPG.

* Communication between the application EPG and the GOLF L30Out EPG is governed by explicit contracts
(not Contract Preferred Groups).

. Cisco ACI GOLF



| Cisco ACI GOLF
Using Shared GOLF Connections Between Multi-Site Sites .

* An 13extConsLbl consumer label that must be matched with the same provider label of an 1.30ut for
GOLF in the infra tenant. Label matching enables application EPGs in other tenants to consume the
LNodeP external 1.3out EPG.

» The BGP EVPN session in the matching provider 1.3extout in the infra tenant advertises the tenant
routes defined in this L3out.

Using Shared GOLF Connections Between Multi-Site Sites

APIC GOLF Connections Shared by Multi-Site Sites

For APIC Sites in a Multi-Site topology, if stretched VRFs share GOLF connections, follow these guidelines
to avoid the risk of cross-VREF traffic issues.

Route Target Configuration between the Spine Switches and the DCI

There are two ways to configure EVPN route targets (RTs) for the GOLF VRFs: Manual RT and Auto RT.
The route target is synchronized between ACI spines and DCIs through OpFlex. Auto RT for GOLF VRFs
has the Fabric ID embedded in the format: — ASN: [FabriclD] VNID

If two sites have VRFs deployed as in the following diagram, traffic between the VRFs can be mixed.

Site 1 Site 2

ASN: 100, Fabric ID: 1 ASN: 100, Fabric ID: 1

VRF A: VNID 1000 VRF A: VNID 2000

Import/Export Route Target: 100: [1] 1000 Import/Export Route Target: 100: [1] 2000
VRF B: VNID 2000 VRF B: VNID 1000

Import/Export Route Target: 100: [1] 2000 Import/Export Route Target: 100: [1] 1000

Route Maps Required on the DCI

Since tunnels are not created across sites when transit routes are leaked through the DCI, the churn in the
control plane must be reduced as well. EVPN type-5 and type-2 routes sent from GOLF spine in one site
towards the DCI should not be sent to GOLF spine in another site. This can happen when the DCI to spine
switches have the following types of BGP sessions:

Site] — IBGP ---- DCI ---- EBGP ---- Site2
Site] — EBGP ---- DCI ---- IBGP ---- Site2
Site] — EBGP ---- DCI ---- EBGP ---- Site2
Site] — IBGP RR client ---- DCI (RR)---- IBGP ---- Site2

To avoid this happening on the DCI, route maps are used with different BGP communities on the inbound
and outbound peer policies.

When routes are received from the GOLF spine at one site, the outbound peer policy towards the GOLF spine
at another site filters the routes based on the community in the inbound peer policy. A different outbound peer
policy strips off the community towards the WAN. All the route-maps are at peer level.
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Configuring ACI GOLF Using the GUI

Step 1
Step 2

Step 3

The following steps describe how to configure infra GOLF services that any tenant network can consume.

Procedure

On the menu bar, click Tenants, then click infra to select the infra tenant.

In the Navigation pane, expand the Networ king option and perform the following actions:
a) Right-click L30utsand click Create L 30ut to open the Create L 30ut wizard.

b) Enter the necessary information in the Name, VRF and L 3 Domain fields.

¢) Inthe UseFor: field, select Golf.

The Provider Label and Route Target fields appear.

d) Inthe Provider Labdl field, enter a provider label (for example, go1 £).
e) Inthe Route Target field, choose whether to use automatic or explicit policy-governed BGP route target
filtering policy:

» Automatic - Implements automatic BGP route-target filtering on VRFs associated with this routed
outside configuration.

* Explicit - Implements route-target filtering through use of explicitly configured BGP route-target
policies on VRFs associated with this routed outside configuration.

Note Explicit route target policies are configured in the BGP Route Target Profilestable on
the BGP Page of the Create VRF Wizard. If you select the Automatic option the in
Route Target field, configuring explicit route target policies in the Create VRF Wizard
might cause BGP routing disruptions.

f) Leave the remaining fields as-is (BGP selected, and so on), and click Next.

The Nodes and Interfaces window appears.

Enter the necessary information in the Nodes and I nterfaces window of the Create L 30ut wizard.

a) In the Node D drop-down list, choose a spine switch node ID.
b) Inthe Router ID field, enter the router ID.
¢) (Optional) You can configure another IP address for a loopback address, if necessary.

The Loopback Address field is automatically populated with the same entry that you provide in the
Router ID field. This is the equivalent of the Use Router 1D for L oopback Address option in previous
builds. Enter a different IP address for a loopback address, if you don't want to use route ID for the loopback
address. Leave this field empty if you do not want to use the router ID for the loopback address.

d) Leave the External Control Peering field checked.
e) Enter necessary additional information in the Nodesand I nterfaces window.

The fields that are shown in this window vary, depending on the options that you select in the L ayer 3
and L ayer 2 areas.

f) When you have entered the remaining additional information in the Nodesand Interfaces window, click
Next.

The Protocols window appears.
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Step 4 Enter the necessary information in the Protocols window of the Create L 30ut wizard.
a) Inthe BGP Loopback Policiesand BGP Interface Policies areas, enter the following information:

* Peer Address: Enter the peer IP address

« EBGP Multihop TTL: Enter the connection Time To Live (TTL). The range is 1-255 hops; if zero,
no TTL is specified. The default is zero.

* Remote ASN: Enter a number that uniquely identifies the neighbor autonomous system. The
Autonomous System Number can be in 4 byte as plain format 1-4294967295.

Note ACI does not support asdot or asdot+ format autonomous system numbers.

b) In the OSPF area, choose the default OSPF policy, a previously created OSPF policy, or Create OSPF
Interface Policy.

¢) Click Next.
The External EPG window appears.

Step 5 Enter the necessary information in the External EPG window of the Create L 30ut wizard.
a) Inthe Name field, enter a name for the external network.
b) Inthe Provided Contract field, enter the name of a provided contract.
¢) Inthe Consumed Contract field, enter the name of a consumed contract.

d) Inthe Allow All Subnet field, uncheck if you don’t want to advertise all the transit routes out of this
L3Out connection.

The Subnets area appears if you uncheck this box. Specify the desired subnets and controls as described
in the following steps.

e) Click Finish to complete the necessary configurations in the Create L 30ut wizard.
Step 6 In the Navigation pane for any tenant, expand the tenant_name > Networking > L 30uts and perform the
following actions:
a) Right-click L30utsand click Create L 30ut to open the wizard.
b) Enter the necessary information in the Name, VRF and L 3 Domain fields.
¢) Check the box next to the Use for GOLF field.
d) In the Label field, select Consumer.

e) Assign a Consumer Label. In this example, use golf (which was created earlier).
f) Click Next, then click Finish.

Distributing BGP EVPN Type-2 Host Routes to a DCIG

Distributing BGP EVPN Type-2 Host Routes to a DCIG

In APIC up to release 2.0(1f), the fabric control plane did not send EVPN host routes directly, but advertised
public bridge domain (BD) subnets in the form of BGP EVPN type-5 (IP Prefix) routes to a Data Center
Interconnect Gateway (DCIG). This could result in suboptimal traffic forwarding. To improve forwarding,
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in APIC release 2.1x, you can enable fabric spines to also advertise host routes using EVPN type-2 (MAC-IP)
host routes to the DCIG along with the public BD subnets.

To do so, you must perform the following steps:

1. When you configure the BGP Address Family Context Policy, enable Host Route Leak.

2. When you leak the host route to BGP EVPN in a GOLF setup:

a. To enable host routes when GOLF is enabled, the BGP Address Family Context Policy must be
configured under the application tenant (the application tenant is the consumer tenant that leaks the
endpoint to BGP EVPN) rather than under the infrastructure tenant.

b. For a single-pod fabric, the host route feature is not required. The host route feature is required to
avoid sub-optimal forwarding in a multi-pod fabric setup. However, if a single-pod fabric is setup,
then in order to leak the endpoint to BGP EVPN, a Fabric External Connection Policy must be
configured to provide the ETEP IP address. Otherwise, the host route will not leak to BGP EVPN.

3. When you configure VRF properties:

a. Add the BGP Address Family Context Policy to the BGP Context Per Address Families for IPv4 and
IPv6.

b. Configure BGP Route Target Profiles that identify routes that can be imported or exported from the
VRE.

Distributing BGP EVPN Type-2 Host Routes to a DCIG Using the GUI

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Enable distributing BGP EVPN type-2 host routes with the following steps:

Before you begin

You must have already configured ACI WAN Interconnect services in the infra tenant, and configured the
tenant that will consume the services.

Procedure

On the menu bar, click Tenants> infra.
In the Navigation pane, navigate to Policies> Protocol > BGP.

Right-click BGP Address Family Context, select Create BGP Address Family Context Policy and perform
the following steps:

a) Type a name for the policy and optionally add a description.

b) Click the Enable Host Route L eak check box.

¢) Click Submit.

Click Tenants> tenant-name (for a tenant that will consume the BGP Address Family Context Policy) and
expand NetworKking.

Expand VRFsand click the VRF that will include the host routes you want to distribute.

When you configure the VRF properties, add the BGP Address Family Context Policy to the BGP Context
Per Address Families for IPv4 and IPv6.
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Step 7 Click Submit.
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