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Endpoint Locator

The Endpoint Locator (EPL) feature allows real-time tracking of endpoints within a data center. The tracking
includes tracing the network life history of an endpoint and getting insights into the trends that are associated
with endpoint additions, removals, moves, and so on. An endpoint is anything with at least one IP address
(IPv4 and\or IPv6) and MAC address. Starting from Cisco DCNM Release 11.3(1), the EPL feature is also
capable of displaying MAC-Only endpoints. By default, MAC-Only endpoints are not displayed. An endpoint
can be a virtual machine (VM), container, bare-metal server, service appliance and so on.

|

Important * EPL is supported for VXLAN BGP EVPN fabric deployments only in the DCNM LAN fabric installation
mode. The VXLAN BGP EVPN fabric can be deployed as Easy fabric, Easy eBGP fabric, or an External
fabric (managed or monitored mode). EPL is not supported for 3-tier access-aggregation-core based
network deployments.

« EPL displays endpoints that have at least one IP address (IPv4 and/or IPv6). Starting from Cisco DCNM
Release 11.3(1), EPL is also capable of displaying MAC-Only endpoints.Select the Process MAC-Only
Advertisements checkbox while configuring EPL to enable processing of EVPN Route-type 2
advertisements having a MAC address only. L2ZVNI:MAC is the unique endpoint identifier for all such
endpoints. EPL can now track endpoints in Layer-2 only network deployments where the Layer-3 gateway
is on a firewall, load-balancer, or other such nodes.

EPL relies on BGP updates to track endpoint information. Hence, typically the DCNM needs to peer with the
BGP Route-Reflector (RR) to get these updates. For this purpose, IP reachability from the DCNM to the RR
is required. This can be achieved over in-band network connection to the DCNM eth2 interface.

Some key highlights of the Endpoint Locator are:
* Support for dual-homed and dual-stacked (IPv4 + IPv6) endpoints
* Support for up to two BGP Route Reflectors or Route Servers

* Support real-time and historical search for all endpoints across various search filters such as VRF,
Network, Layer-2 VNI, Layer-3 VNI, Switch, IP, MAC, port, VLAN, and so on.

Endpoint Locator .



Endpoint Locator |
. Configuring Endpoint Locator

* Support for real-time and historical dashboards for insights such as endpoint lifetime, network, endpoint,
VRF daily views, and operational heat map.

* Support for iBGP and eBGP based VXLAN EVPN fabrics. From Release 11.2(1), the fabrics may be
created as Easy Fabrics or External Fabrics. EPL can be enabled with an option to automatically configure
the spine or RRs with the appropriate BGP configuration (new in DCNM 11.2).

» Starting from Cisco DCNM Release 11.3(1), you can enable the EPL feature for upto 4 fabrics. This is
supported only in clustered mode.

» Starting from Cisco DCNM Release 11.3(1), EPL is supported on Multi-Site Domain (MSD).
« Starting from Cisco DCNM Release 11.3(1), IPv6 underlay is supported.
* Support for high availability

* Support for endpoint data that is stored for up to 180 days, amounting to a maximum of 100 GB storage
space.

* Support for optional flush of the endpoint data in order to start afresh.

* Supported scale: 50K unique endpoints per fabric. A maximum of 4 fabrics is supported. However, the
maximum total number of endpoints across all fabrics should not exceed 100K.

Starting from Cisco DCNM Release 11.4(1), if the total number of endpoints across all fabrics exceeds
100K, an alarm is generated and is listed under the Alarms icon at the top right of the window. This icon
starts flashing whenever a new alarm is generated.

For more information about EPL, refer to the following sections:

Configuring Endpoint Locator

The DCNM OVA or the ISO installation comes with three interfaces:
* eth0 interface for external access
« cthl interface for fabric management (Out-of-band or OOB)

* eth2 interface for in-band network connectivity
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Configuration
The Server Hosting DCNM has IP connectivity to BGP RR(s)
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The ethl interface provides reachability to the devices via the mgmtO interface either Layer-2 or Layer-3
adjacent. This allows DCNM to manage and monitor these devices including POAP. EPL requires BGP
peering between the DCNM and the Route-Reflector. Since the BGP process on Nexus devices typically runs
on the default VRF, in-band IP connectivity from the DCNM to the fabric is required. For this purpose, the
eth2 interface can be configured using the appmgr setup inbandappmgr update network-properties
command. Optionally, you can configure the eth2 interface during the Cisco DCNM installation.

If you need to modify the already configured in-band network (eth2 interface), run the appmagr setup
inbandappmgr update network-properties command again. Refer Editing Network Properties Post DCNM
Installation to run the appmgr setup inbandappmgr update network-properties command.

)

Note The setup of eth2 interface on the DCNM is a prerequisite of any application that requires the in-band
connectivity to the devices within fabric. This includes EPL and Network Insights Resources (NIR).

\}

Note For configuring EPL in standalone mode, you must add a single neighbor to EPL. DCNM eth2 IP address is
EPL IP.

On the fabric side, for a standalone DCNM deployment, if the DCNM eth2 port is directly connected to one
of the front-end interfaces on a leaf, then that interface can be configured using the epl_routed_intf template.
An example scenario of how this can be done when IS-IS or OSPF is employed as the IGP in the fabric, is
depicted below:
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Edit Configuration

Name: terry-leaf1:Ethernet1/34
Policy: | epl_routed_intf
General

Interface IP | 10.3.7.1 @ IPaddress of the interface
* IP Netmask Length | 24 @ 1P netmask length used with the IP address
Routing TAG @ 0-4294967295
IPV6 Address @ 1Pv6 address of the Interface
IPv6 Prefix Length @ Prefix length associated with IPv6 address (Min:64, Max:127)
MTU | 1500 @ MTU for the Interface (Min:576, Max:9216)
SPEED | Auto @ Interface Speed

Description @ Add description to the Interface (Max Size 254)

@ Note ! All configs should
strictly match 'show run’ output,
Freeform Config with respect to case and newlines.
Any mismatches will yield
unexpected diffs during deploy.

Interface Admin State @ Admin state of the interface

B e | (o

However, for redundancy purposes, it is always advisable to have the server on which the DCNM is installed
to be dual-homed or dual-attached. With the OVA DCNM deployment, the server can be connected to the
switches via a port-channel. This provides link-level redundancy. To also have node-level redundancy on the
network side, the server may be attached to a vPC pair of Leaf switches. In this scenario, the switches must
be configured such that the HSRP VIP serves as the default gateway of the eth2 interface on the DCNM. The
following image depicts an example scenario configuration:
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HSRP: 10.3.7.1

VLAN 596

10:8:7:0 ¥0:3.72.3
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In this example, the server with the DCNM VM is dual-attached to a vPC pair of switches that are named
Site2-Leaf2 and Site2-Leaf3 respectively. VLAN 596 associated with the IP subnet 10.3.7.0/24 is employed

for in-band connectivity. You can configure the vPC host port toward the server using the interface vpc trunk
host policy as shown is the following image:

Add Interface

* Type: |virtual Part Channel (vPC) Y
*
SelectavPC | o0 | eaf2—Site2-Leaf3 ¥
pair
*vPCID | 1
*Palicy: int_wpc_trunk_host_11_1 v

Note : PeerOne = Site2-Leaf2 & PeerTwo = Site2-Leaf3

General
Peer-1 Member Interfaces | e1/47 @ A list of member interfaces for Peer-1 [e.g. e1/5,eth1/7-9]

Peer-2 Member Interfaces | e1/47 @ A list of member interfaces for Peer-2 fe.g. e1/5,eth1/7-9]

* Port Channel Mode | on ¥ @ Channel mode options: on, active and passive

* Enable BPDU Guard | true ¥ | @ Enable spanning-tree bpduguard

Enable Port Type Fast €) Enable spanning-tree edge port behavior

*

MTU |jumbo Y | @ MTU for the Port Channel

* Peer-1 Trunk Allowed... | 596 @ Peer-1 Trunk Allowed Vians

¥ Done® Tenl Alland (ST L) Bonr? Trmk Allnwed WViane

- Preview Deploy

For the HSRP configuration on Site2-Leaf2, the switch_freeform policy may be employed as shown in the
following image:
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Edit Policy A
Policy ID: POLICY-237060 Template Name: switch_freeform_config
Entity Type: SWITCH Entity Name: SWITCH

* Priority (1-1000): | 500

General

feature hsrp
vian 596
interface vian 596
ip address 10.3.7.3/24

ip router ospf UNDERLAY area 0.0.0.0
" Freeform Config CLI no sh "

Variables: noip

€) Additional CLI not in othe

no ipvt redirects
hsrp 10

ip 10.3.7.1

m Deploy Cancel

You can deploy a similar configuration on Site2-Leaf3 while using IP address 10.3.7.2/24 for SVI 596. This
establishes an in-band connectivity from the DCNM to the fabrics over the eth2 interface with the default
gateway set to 10.3.7.1.

After you establish the in-band connectivity between the physical or virtual DCNM and the fabric, you can
establish BGP peering.

During the EPL configuration, the route reflectors (RRs) are configured to accept DCNM as a BGP peer.

During the same configuration, the DCNM is also configured by adding routes to the BGP loopback IP on
the spines/RRs via the eth2 gateway.

\)

Note

Cisco DCNM queries the BGP RR to glean information for establishment of the peering, like ASN, RR, IP,
and so on.

To configure Endpoint Locator from the Cisco DCNM Web UI, choose Control > Endpoint Locator >
Configure. The Endpoint Locator window appears.
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X alule Data Center Network Manager SCOPE: DataCenter v A @ admin f¥

Endpoint Locator

Endpoint Locator enables real-time tracking of current and past location information about network endpaints.

Please select a fabric to configure endpoint locator feature

Select a fabric from the Scope drop-down list on which the endpoint locator feature should be enabled to track
endpoint activity. You can enable EPL for one fabric at a time.

X bl Data Center Network Manager BCOPE:| Deta Corter v | 7A@ eamin’ K%
~ o D G
vt MsD1
Endpoint Locator S sptasste
terry-fx2
Endpoint Locator enables real-time tracking of current and past location information about network endpoints. © Default LAN

Please select a fabric to configure endpoint locator feature

Select the switches on the fabric hosting the RRs from the drop-down list. Cisco DCNM will peer with the
RRs.
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X ahalh Data Center Network Manager SCOPE: | epbexste v | A @ aimn §

@ Dashboard

Endpoint Locator 0

‘.&.‘ Topology

Endpuint Locator enables real-iime tracking of current and past focation informalion aboul nelwo'k endpoints.
& Control >]
Configure My Fabric Process MAC-Only Advertisements

© Monitor
* Spine/Route Reflector (RR1)

f‘ Administration ‘

epl-leafl

g Applications epl-leaf2

Collect Additional Information (Port, VLAN, etc.) @

@VYes  No

Database Clear-Up

By default, the Configure My Fabric option is selected. This knob controls whether BGP configuration will
be pushed to the selected spines/RRs as part of the enablement of the EPL feature. If the spine/RR needs to
be configured manually with a custom policy for the EPL BGP neighborship, then this option should be
unchecked. For external fabrics that are only monitored and not configured by DCNM, this option is greyed
out as these fabrics are not configured by DCNM.

Select the Process MAC-Only Advertisements option to enable processing of MAC-Only advertisements
while configuring the EPL feature.

\ )

Note IfEPL is enabled on a fabric with or without selecting the Process Mac-Only Advertisements checkbox and
you want to toggle this selection later, then you have to first disable EPL and then click Database Clean-up
to delete endpoint data before re-enabling EPL with the desired Process Mac-Only Advertisements setting.

Select Yes under Collect Additional Information to enable collection of additional information such as
PORT, VLAN, VRF etc. while enabling the EPL feature. To gather additional information, NX-API must be
supported and enabled on the switches, ToRs, and leafs. If the No option is selected, this information will not
be collected and reported by EPL.

)

Note For all fabrics except external fabrics, NX-API is enabled by default. For external fabrics, you have to enable
NX-API in the external fabric settings by selecting the Enable NX-API checkbox in the Advanced tab of
the External Fabric 11 1 fabric template.

You can also watch the video that demonstrates how to configure EPL using Cisco DCNM. See Configuring
Endpoint Locator.

Starting from Cisco DCNM Release 11.4(1), click the i icon to view a template of the configuration that is
pushed to the switches while enabling EPL. This configuration can be copied and pasted on spines or border
gateway devices to enable EPL on external monitored fabrics.
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ER X b Data Center Network Manager SCOPE: opiexste v | A& @ o O

@ Dashboard
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@ Yes  No

Database Clean-Up

Once the appropriate selections are made and various inputs have been reviewed, click Submit to enable EPL.
If there are any errors while you enable EPL, the enable process aborts and the appropriate error message is
displayed. Otherwise, EPL is successfully enabled.

When the Endpoint Locator feature is enabled, there are a number of steps that occur in the background.
DCNM contacts the selected RRs and determines the ASN. It also determines the interface IP that is bound
to the BGP process. Also, appropriate BGP neighbor statements are added on the RRs or spines in case of
eBGP underlay, to get them ready to accept the BGP connection that will be initiated from the DCNM. For
the native HA DCNM deployment, both the primary and secondary DCNM eth?2 interface IPs will be added
as BGP neighbors but only one of them will be active at any given time. Once EPL is successfully enabled,
the user is automatically redirected to the EPL dashboard that depicts operational and exploratory insights
into the endpoints that are present in the fabric.

Fore more information about the EPL dashboard, refer Monitoring Endpoint Locator.

Enabling High Availability

Consider a scenario in which EPL is enabled on a DCNM deployment that is in non-HA mode and then,
DCNM is moved to HA-mode. In such scenarios, the Enable HA toggle appears on the Endpoint Locator
window. Toggle the Enable HA knob to enable high availability sync between primary and secondary DCNM.
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Xl Data Center Network Manager e e R
@ Dashboard

Endpoint Locator

* Topology

Endpoint Locator enables real-time tracking of current and past location information about network endpoints.
@ control

v Configure my Fabric
©® Monitor X Process MAC-Only Advertisements
v [EEZER Route-Reflector (RR1)

3 o)
&’ Administration v BGP Route-Reflector (RR2)

This enables A sy etween pimary [N
E Applications e y
Enable HA @)

Database Clean-Up

To enable high availability sync from the Cisco DCNM Web Ul, perform the following steps:

Procedure

Choose Control > Endpoint Locator > Configure.
Toggle the Enable HA button.

Flushing the Endpoint Database

Step 1

After you enable the Endpoint Locator feature, you can clean up or flush all the Endpoint information. This
allows starting from a clean-slate with respect to ensuring no stale information about any endpoint is present
in the database. After the database is clean, the BGP client re-populates all the endpoint information learnt
from the BGP RR. Starting from Cisco DCNM Release 11.4(1), you can flush the endpoint database even if
you have not re-enabled the EPL feature on a fabric on which the EPL feature was previously disabled.

To flush all the Endpoint Locator information from the Cisco DCNM Web UlI, perform the following steps:

Procedure

Choose Control > Endpoint Locator > Configure, and click Database Clean-Up.

Endpoint Locator .



Endpoint Locator |
. Configuring Endpoint Locator in DCNM High Availability Mode

X hale Data Center Network Manager SCOPE: | eplexsite YA @ admn &

@ Dashboard

Endpoint Locator
‘,‘,‘ Topology

Endpoint Lacator enables real-time tracking of current and past location information about network endpoints.
@ Control

+ Configure my Fabric
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v Route-Reflector (RR1)

o fa G
L Administration v EEZE] BGP Route-Reflector (RR2)

v Collect additional information

Enale HA @)

Detabase Clean-Up

g Applications

A warning is displayed with a message indicating that all the endpoint information that is stored in the database
will be flushed.

Step 2 Click Delete to continue or Cancel to abort.

Configuring Endpoint Locator in DCNM High Availability Mode
Y

Note For configuring EPL in native HA mode, you must add 2 neighbors to EPL. EPL IP being DCNM Primary
eth2 and DCNM Secondary eth2 address respectively.

For production deployments, a native HA pair of DCNM nodes is recommended. Since the DCNM active
and standby nodes need to be Layer-2 adjacent, their respective eth2 interfaces should be part of the same IP
subnet or vlan. In addition, both DCNM nodes should be configured with the same eth2 gateway. The
recommended option is to connect the DCNM active and standby nodes to a vPC pair of nexus switches (they
may be leafs) so that there is enough fault-tolerance in case of single link failure, single device or a single
DCNM node failure.

The following example shows a sample output for the appmgr update network-properties command for a
Cisco DCNM Native HA Appliance. In this example, 1.1.1.2 is the primary eth2 interface IP address, 1.1.1.3
is the standby eth2 interface IP address, 1.1.1.1 is the default gateway and 1.1.1.4 is the virtual IP (VIP) for
inband.

On Cisco DCNM Primary appliance:

appmgr update network-properties session start
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Step 2
Step 3
Step 4

Step 5

Configuring Endpoint Locator in DCNM Cluster Mode .

appmgr update network-properties set ipv4 eth2 1.1.1.2 255.255.255.0 1.1.1.1
appmgr update network-properties set ipv4 peer2 1.1.1.3

appmgr update network-properties set ipv4 vip2 1.1.1.4 255.255.255.0

appmgr update network-properties session apply

appmgr update ssh-peer-trust

On Cisco DCNM Secondary appliance:

appmgr update network-properties session start

appmgr update network-properties set ipv4 eth2 1.1.1.3 255.255.255.0 1.1.1.1
appmgr update network-properties set ipv4 peer2 1.1.1.2

appmgr update network-properties set ipv4 vip2 1.1.1.4 255.255.255.0

appmgr update network-properties session apply

appmgr update ssh-peer-trust

After the in-band connectivity is established from both the Primary and Secondary nodes to the Fabric, to
configure endpoint locator in DCNM HA mode from the Cisco DCNM Web UI, perform the following steps:

Procedure

Choose Control > Endpoint Locator > Configure.

The Endpoint Locator window appears and the fabric configuration details are displayed.

Select a fabric from the SCOPE dropdown list to configure endpoint locator in DCNM HA mode.
Select the Route-Reflectors (RRs) from the drop-down lists.

Select Yes under Collect Additional Information to enable collection of additional information such as
PORT, VLAN, VRF etc. while enabling the EPL feature. If the No option is selected, this information will
not be collected and reported by EPL.

Click Submit.

What to do next

After you configure the Endpoint Locator in HA mode, you can view details such as Endpoint Activity and
Endpoint History in the Endpoint Locator dashboard. To view these details, navigate to Monitor > Endpoint
Locator > Explore.

Configuring Endpoint Locator in DCNM Cluster Mode

\)

Note For configuring EPL in cluster mode, you must add a single neighbor to EPL. DCNM EPL container Inband

IP address is EPL IP.

With the DCNM cluster mode deployment, in addition to the DCNM nodes, an additional 3 compute nodes
are present in the deployment. For information about deploying applications in cluster mode, see Cisco DCNM
in Clustered Mode.
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{ - ) BGP Route-Reflector

...... BGP Peering

Distribute 10.3.7.0/24
reachability into fabric

VXLAN
EVPN Fabric

(Connected to mgmt0

Ethl” ethl ethl
eth2 S ) etha] eth?
| Computel Compute2 Compute3 —
10.3.7.131/24 J
eth0 eth0 eth0 eth0
Secondary Primary

External Network

In DCNM Cluster mode, all applications including EPL run on the compute nodes. The DCNM application
framework takes care of the complete life cycle management of all applications that run on the compute nodes.
The EPL instance runs as a container that has its own IP address allocated out of the inband pool assigned to
the compute nodes. This IP address will be in the same IP subnet as the one allocated to the eth2 or inband
interface. Using this IP address, the EPL instance forms a BGP peering with the spines/RRs when the EPL
feature is enabled. If a compute node hosting the EPL instance will go down, the EPL instance will be
automatically respawned on one of the remaining 2 compute nodes. All IP addresses and other properties
associated with the EPL instance are retained.

The Layer-2 adjacency requirement of the compute nodes dictates that the compute node eth2 interfaces should
be part of the same IP subnet as the DCNM nodes. Again, in this case, connecting the compute nodes to the
same VPC pair of switches is the recommended deployment option. Note that for cluster mode DCNM OVA
setups, ensure that promiscuous mode is enabled in the port group corresponding to eth2 interface in order to
establish inband connectivity as depicted below:
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EPL-Inband - Edit Settings

Properties
7 Promiscuous mode i Override Accept
- E
Traffic shaping MAC address changes Override  Accept

Teaming and failover
Forged transmits COverride  Accept

Gl “

The enablement of the EPL feature for DCNM cluster mode is identical to that in the non-cluster mode. The
main difference is that on the spine/RRs, only a single BGP neighborship is required that points to the IP
address allocated to the EPL instance. Recall that for the DCNM native HA deployment in the non-cluster
mode, all spines/RRs always had 2 configured BGP neighbors, one pointing to the DCNM primary eth2
interface and other one pointing to the DCNM secondary eth2 interface. However, only one neighbor would
be active at any given time.

#

Configuring Endpoint Locator for External Fabrics

In addition to Easy fabrics, DCNM Release 11.2(1) allows you to enable EPL for VXLAN EVPN fabrics
comprising of switches that are imported into the external fabric. The external fabric can be in managed mode
or monitored mode, based on the selection of Fabric Monitor Mode flag in the External Fabric Settings.
For external fabrics that are only monitored and not configured by DCNM, this flag is disabled. Therefore,
you must configure BGP sessions on the Spine(s) via OOB or using the CLI. To check the sample template,
click icon to view the configurations required while enabling EPL.

In case the Fabric Monitor Mode checkbox in the External Fabric settings is unchecked, then EPL can still
configure the spines/RRs with the default Configure my fabric option. However, disabling EPL would wipe
out the router bgp config block on the spines/RRs. To prevent this, the BGP policies must be manually created
and pushed onto the selected spines/RRs.

Configuring Endpoint Locator for eBGP EVPN Fabrics

From Cisco DCNM Release 11.2(1), you can enable EPL for VXLAN EVPN fabrics, where eBGP is employed
as the underlay routing protocol. Note that with an eBGP EVPN fabric deployment, there is no traditional RR
similar to iBGP. The reachability of the in-band subnet must be advertised to the spines that behave as Route
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Servers. To configure EPL for e BGP EVPN fabrics from the Cisco DCNM Web U], perform the following

steps:

Procedure

Select the fabric to configure eBGP on or create eBGP fabric with the Easy Fabric_eBGP template.

Bootstrap Configuration Backup

@ 1-4294967295 | 1-65535[.0-65535]

v @ Multi-AS: Unique ASN per Leaf/Border
Dual-AS: One ASN for all Leafs/Borders

@ o512

v @ Mask for Underlay Subnet IP Range

[i @ Checking this will disable Dynamic Underfay IP Address Allocations

Step 1 Choose Control > Fabric Builder.
Add Fabric
* Fabric Name : ebgp
* Fabric Template : | Easy_Fabric_eBGP v
General EVPN vPC Advanced Manageability
* BGP ASN for Spines | 65535
* BGP AS Mode | Multi-AS
* Routing Loopback Id | 0
* Underlay Subnet IP Mask |30
Manual Underlay IP
Address Allocation
" Underlay Routing Loopback IP 10.2.0.0/22
Range
* Underlay Subnet IP Range | 10.4.0.0/16
* Subinterface Dot1q Range | 2-511
NX-OS Software Image Version
Step 2

. Endpoint Locator

@ Typically Loopback0 IP Address Range

Q Address range to assign Numbered and Peer Link SVI IPs

@ Per Border Dot1q Range For VRF Lite Connectivity (Min:2, Max:511)

v @ I Set, Image Version Check Enforced On All Switches.
Images Can Be Uploaded From Control:image Upload

Cancel

Use the leaf_bgp_asn policy to configure unique ASNs on all leaves.
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Add Policy X
* Priority (1-1000): | 500 ‘
* Policy: ‘ leaf_bgp_asn v J

‘ General

* Leaf BGP AS # \ 65530 ‘ @ Leaf BGP Autonomous System number

Variables:

Cancel J

Step 3 Add the ebgp_overlay_leaf _all_neighbor policy to each leaf.
Fill Spine IP List with the spines’ BGP interface IP addresses, typically the loopbackO IP addresses.
Fill BGP Update-Source Interface with the leaf’s BGP interface, typically loopbackO.
Add Policy X
* Priority (1-1000): | 500 |
* Policy: l ebgp_overlay_leaf all_neighbor v ‘
‘ General
* Spine IP List i 10.2.0.5, 10.2.0.6 | @ list of spine IP address for peering list e.g. 10.2.
* BGP Update-Source Interface [ loopback0 ! 0 Source of BGP session and updates
Enable Tenant Routed Multicast E] 0 For Overlay Multicast Support In VXLAN Fabrics
Enable BGP Authentication ] @ BGP Authentication needs to match the fabric setting
Variables:
Add Policy
( Cancel ]
Step 4

Add the ebgp_overlay_spine_all_neighbor policy to each spine.

Fill Leaf IP List with the leaves” BGP interface IPs, typically the loopback0 IPs.
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Fill Leaf BGP ASN with the leaves” ASNs in the same order as in Leaf IP List.
Fill BGP Update-Source Interface with the spine’s BGP interface, typically loopbackO0.

Add Policy X

* Priority (1-1000): | 500

* Policy: ebgp_overlay_spine_all_neighbor b. 4
General
* Leaf IP List | 10.2.0.1, 10.2.0.2, 10.2.0.3, 10.2.0.4 Q list of leaf IP address for peering list e.g. 10.2.0.
* Leaf BGP ASN | 65530, 65531, 65532, 65533 € BGP ASN of each leaf, separated by ,
* BGP Update-Source Interface l loopback0 } @ Source of BGP session and updates

Enable Tenant Routed Multicast D 0 Tenant Routed Multicast setting needs to match the fabric setting
Variables: Enable BGP Authentication [_J @ BGP Authentication needs to match the fabric setting

After the in-band connectivity is established, the enablement of the EPL feature remains identical to what is
listed so far. EPL becomes a iBGP neighbor to the Route Servers running on the spines.

EPL Connectivity Options

Sample topologies for the varios EPL connectivity options are as given below.

Cisco DCNM supports the following web browsers:

DCNM Cluster Mode: Physical Server to VM Mapping

We recommend a minimum of 3 physical servers, or a maximum of 5 physical servers in which each DCNM
and compute is located on an individual physical server.
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Figure 1: A minimum of 3 physical servers

EPL Connectivity Options .

Physical
Server
Computel Compute2 Compute3
Figure 2: A maximum of 5 physical servers
: Computel Compute2 Compute3

Endpoint Locator .



Endpoint Locator |
. EPL Connectivity Options

DCNM/Compute VM Physical Connectivity

IP Reachability to
External web access mgmtO0 port of the
to the DCNM switches

IP Reachability to
switches via the front-
panel port

peessssssssssssMWsssssssssssssss VLAN 10 - 172.28.8.0/24 for eth0 (external)
f VLAN 11-10.0.9.0/24 for eth1 (out-of-band)
VLAN 12 — 10.3.7.0/24 for eth2 (inband)

vPC Pair of
Nexus Switches

Computel Compute2 Compute3
Port-channel trunk
with vlan 10-12
DCNM Cluster Mode
O BGP Route-Reflector
Advertise 10.2.0.2/32, 10.2.0.3/32 BGP Loopback: | BGP Loopback: |+ * """ " BGP Peeri ng
reachability out of fabric 10.2.0.2 10.2.0.3
. ~ B X\ B
Distribute 10.30.7.0/24 - »Ad - VXLAN
reachability into fabric W W EVPN Fabric
Out-of- = — = * (Connected to mgmt0
band . K= c -2 | portsof switches)
Inband e,
ethl ethl ethl b ethl ethl
’ eth2 ’ eth2 EPL(10.30.7.135) t;hz oth? eth?
Computel = Compute2 L Compute3 |
| 10.30.7.131/24 | | 10.30.7.130/24
ethO eth0 eth0 eth0 eth0
Secondary Primary

External Network
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DCNM Multi-Fabric Connectivity

RR Loopback: 10.20.0.2

RR Loopback: 10.2.0.2

Advertise

Advertise

iint vlan 12:10.30.7.254/24

intvlan 12: 10.30.7.253/24
| 'HSRP VIP: 10.30.7.1

HSRP VIP: 10.30.7.1 !

DCNM Cluster — Llinks
= = = eBGP Peering
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EPL Connectivity for Native HA

1. Advertise 10.30.7.0/24 1. Advertise 10.30.7.0/24
reachability into the fabric < reachability into the fabric
2. Advertise 10.20.0.2/32

2. Advertise 10.2.0.2/32

: reachability outside the reachability outside the
BGP Loopback e fabric fabric
10.2.0.2
B VY
N
Fabric-1 .
> Border:
[—— Y ——>\ J ——\ \ W
E:

0O0B Network

Edge/Core
/10‘30.7.1/23
»)
etho | o2 eth0 Vlan 100
Secondary Primary L2 Switch

External Network
Vlan 100

BGP Route-Reflector

BGP Peering

Disabling Endpoint Locator

Step 1

Step 2

To disable endpoint locator from the Cisco DCNM Web UlI, perform the following steps:

Procedure

Choose Control > Endpoint Locator > Configure.

The Endpoint Locator window appears. Select the required fabric from the SCOPE dropdown list. The
fabric configuration details are then displayed for the selected fabric.

Click Disable.

Troubleshooting Endpoint Locator

There may be multiple reasons why enabling the Endpoint Locator feature may fail. Typically, if the appropriate
devices are selected and the IP addresses to be used are correctly specified, the connectivity of the DCNM to
the BGP RR may not be present due to which the feature cannot be enabled. This is a sanity check that is
present to ensure that basic IP connectivity is available. The following image shows an example error scenario
that was encountered during an attempt to enable the EPL feature.
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The log that provides details on what occurred when the EPL feature is enabled or disabled, is present in the
file epl.log at the location: /usr/local/cisco/dcm/fim/logs/epl.log. The following example provides a snapshot
of the epl.log that shows the EPL configuration progress for a fabric.

2019.12.05 12:18:23 1INFO [epl] Found DCNM Active Inband IP: 192.168.94.55/24

2019.12.05 12:18:23 1INFO [epl] Running script: [sudo, /sbin/appmgr, setup, inband-route,
--host, 11.2.0.4]

2019.12.05 12:18:23 1INFO [epl] Getting EPL configure progress for fabric 4

2019.12.05 12:18:23 INFO [epl] EPL Progress 2

2019.12.05 12:18:23 INFO [epl] [sudo, /sbin/appmgr, setup, inband-route, --host, 11.2.0.4]
command executed, any errors? No

2019.12.05 12:18:23 INFO [epl] Received response:

2019.12.05 12:18:23 INFO [epl] Validating host route input

2019.12.05 12:18:23 INFO [epl] Done configuring host route

2019.12.05 12:18:23 INFO [epl] Done.

2019.12.05 12:18:23 1INFO [epl] Running script: [sudo, /sbin/appmgr, setup, inband-route,

--host, 11.2.0.5]
2019.12.05 12:18:23 INFO [epl] [sudo, /sbin/appmgr, setup, inband-route, --host, 11.2.0.5]
command executed, any errors? No
2019.12.05 12:18:23 INFO [epl] Received response:
2019.12.05 12:18:23 INFO [ ] Validating host route input
2019.12.05 12:18:23 INFO [ ] Done configuring host route
2019.12.05 12:18:23 INFO [epl] Done.
2019.12.05 12:18:23 INFO [ ] Running command: sudo /sbin/appmgr show inband
2019.12.05 12:18:24 INFO [ ] Received response: Physical IP=192.168.94.55/24
Inband GW=192.168.94.1
No IPv6 Inband GW found

2019.12.05 12:18:26 INFO [epl] Call:
http://localhost:35000/afw/apps?imagetag=cisco:epl:2.0&fabricid=epl-ex-site, Received
response:

TRt Y B A SRS

2019.12.05 12:18:26 INFO [epl] Epl st

After the EPL is enabled successfully, all the debug, error, and info logs associated with endpoint information
are stored in /var/afw/applogs/ under the directory for the associated fabric. For example, if EPL is enabled
for the test fabric, the logs will be in /var/afw/applogs/epl cisco test afw log/epl/ starting with filename
afw_bgp.log.1. Depending on the scale of the network and the number of endpoint events, the file size will
increase. Therefore, there is a restriction on the maximum number and size of afw_bgp. 1og. Up to 10 such
files will be stored with each file size of maximum of 100 MB.

\)

Note

natively.

EPL creates a symlink in this directory inside the docker container, hence it appears broken when accessed

The EPL relies on BGP updates to get endpoint information. In order for this to work, the switch loopback
or VTEP interface IP addresses must be discovered on the DCNM for all switches that have endpoints. To
validate, navigate to the Cisco DCNM Web Ul > Dashboard > Switch > Interfaces tab, and verify if the IP
address and the prefix associated with the corresponding Layer-3 interfaces (typically loopbacks) are displayed
correctly.

In a Cisco DCNM Cluster deployment, if EPL cannot establish BGP peering and the active DCNM is able to
ping the loopback IP address of the spine, while the EPL container cannot, it implies that the eth2 port group
for Cisco DCNM and its computes does not have Promiscuous mode set to Accept. After changing this setting,
the container can ping the spine and EPL will establish BGP.

Endpoint Locator .
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In a large-scale setup, it may take more than 30 seconds (default timer set in Cisco DCNM) to get this
information from the switch. Ifthis occurs, the ssh. read-wait-timeout property (in the Administration
> DCNM Server > Server Properties) must be changed from 30000 (default) to 60000 or a higher value.

The endpoint data displayed on the dashboard may be slightly inaccurate in a large-scale setup. An
approximately 1% accuracy tradeoff is made at higher endpoint counts for performance. If the dashboard
greatly differs from what is expected, the validity can be checked with a verifier script that is packaged in
DCNM. As root, run the epl-rt-2.py script in /root/packaged-files/scripts/. This script needs the RR/spine IP
and the associated username and password. Note that the /root/packaged-files/scripts/ directory is read only,
so the script needs to be run outside that directory. For example, to run the script for a spine with IP 10.2.0.5,
username admin, and password cisco123, run /root/packaged-files/scripts/epl-rt-2.py -s 10.2.0.5 -u admin
-p cisc0123 while the working directory is /root/. If the EPL dashboard still does not display expected numbers
and the epl-rt-2.py script output differs significantly from the dashboard, please contact tech support.

In cluster mode, BGP is not established between the spines/RRs and DCNM. Check that the Promiscuous
mode setting for the port group corresponding to the eth2 DCNM interface is set to Accept. If a connection
is still not established, perform the following steps to check the connectivity between DCNM's BGP client
and the spine/RR:

1. Open a shell on the active DCNM and run the following commands:
a. docker servicels
*Note the ID for the EPL service
b. docker service ps$ID
*Note the NODE field
c. afw computelist -b
*Note the Hostlp matching the HostName (NODE) from before. This is the compute that the EPL
service is currently running on.
2. Open a shell on the compute noted from Step 1 - ¢ and run the following commands:
a. docker container Is

*Note the CONTAINER ID for EPL. If there are multiple EPL containers check the container name
to see which one corresponds to which fabric. The naming scheme is epl_cisco_$FabricName _afw.*

b. docker container inspect $CONTAINER _ID
*Note the value of SandboxKey

c. nsenter --net=3$SandboxKey

This command enters the network namespace of the EPL container. Now network commands such
as ifconfig, ip, and ping will act as if they're being ran from inside the container until "exit" is issued
in the shell.

3. Try pinging the spine/RR. Make sure that the Inband IP Pool that the DCNM cluster is configured with
does not conflict with any switch loopback IPs.

EPL with ISE Policies

Consider a scenario in which AAA configurations are configured on switches running Cisco NX-OS Release
9.3(4) or earlier releases. A sample AAA switch configuration is given below.
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feature tacacs+
tacacs-server host ISE ACS IP ADDDRESS 5 key 7 "Fewhgl2345"
aaa group server tacacs+ AAA TACACS

server ISE ACS_IP ADDDRESS

use-vrf management

source-interface mgmtO
aaa authentication login default group AAA TACACS local
aaa authentication login console local
aaa authorization config-commands default group AAA TACACS local
aaa authorization commands default group AAA TACACS local
aaa accounting default group AAA TACACS
aaa authentication login error-enable

The ISE server is configured such that the guestshell, run guestshell, and show commands, are permitted to
reach the discovery account or policies that are created in the ISE. The permitted commands are set in the
TACACS Command Sets window under the Policy Elements tab in the ISE.

* Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~Work Centers

» Network Access b GuestAccess b TrustSec  » BYOD  » Profiler  » Posture | ~Device Administration | » PassivelD
» Overview  » Identities  Userldentity Groups  Extld Sources  » Network Resources  ~Policy Elements  Device Admin Policy Sets  Reports  Seftings
———
o

TACACS Command Sets
» Conditions

» Network Conditions

= Refresh + Add Duplicate @ Trash~ Edit 3 Import 2 Export
~ Resuits 0O
Name Description
Allowed Protocols [] DenyAllCommands Default Command Set
TACACS Command Sets
[0 PermitAl
TACACS Profiles
[0 dcnm-admins-all-priv
O denm-discovery-priv
[0 nexus-admins-all-Priv

The eth0 IP of DCNM and the subnet for the fabric devices are also allowed. This is configured in the Device
Admin Policy Sets window under the Device Administration tab.

~NetworkAccess  » GuestAccess » TustSec »BYOD  » Profiler  » Posture | ~Device Administration | » PassivelD.

" Identity Services Engine

» Policy

» Administration

Home » ContextVisibilly  » Operations

Overview Userldentty Groups  Extld Sources  » Network Resources  » Policy Elements _ Device Admin Policy Sets  Reports  Sefings
— —
Identiies —
14 Groups Set Name Description Condtions Allowed Protocols / Server Sequence  Hits
Ex10 Sources
Network Resources
Policy Elements
Set_News T3 DEVICE Device Type EQUALS Al Devi Defaut Device Admin PR
Pollcy Sets B
Troutleshoot
Reports @
Setings
Dictionaries
Name Conditions Use Hits  Actions
L TACACSUser EQUALS denmrc
ess STARTS_WITH 10.195.198
ST Intemnal Users
p Discovery Account Permit AND ) o
OR STARTS_WITH 17: > options
STARTS_WITH 192.168.10
ess STARTS_WITH 172282
L TACACSUser EQUALS denmio
Address NOT_STARTS_WITH 17229140
ress NOT_STARTS_WITH 10.195.198 Denyhccess
7’ Discovery Account Deny AND 0 &
OR NOT_STARTS_WITH 172.25.158 > options
ress NOT_STARTS_WITH 192.168.10
mote-Address NOT_STARTS_WITH 172282
Internal Users

Now, DCNM is configured to use the discovery account to run all the show commands that are required for
the Endpoint Locator feature. However, due to an issue with the switch NXAPI, AAA validation fails as the
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requestor IP is not populated in the remote AAA authorization requests. Since the show commands are not
seen as originating from an IP address, the commands are blocked which prevents the EPL dashboard from
displaying the required endpoint information.

As a workaround, we recommend relaxing AAA rules and allowing requests from "blank" senders. To allow

requests from “blank” senders, click the icon under the Status column for both Discovery Account
Permit and Discovery Account Deny in the Device Admin Policy Sets window, choose Disabled, and click
Save.

Also, this issue is not seen on switches running Cisco NXOS Release 9.3(5) and later releases.

Monitoring Endpoint Locator

Information about the Endpoint Locator is displayed on a single landing page or dashboard. The dashboard
displays an almost real-time view of data (refreshed every 30 seconds) pertaining to all the active endpoints
on a single pane. The data that is displayed on this dashboard depends on the scope selected by you from the
SCOPE drop-down list. The DCNM scope hierarchy starts with the fabrics. Fabrics can be grouped into a
Multi-Site Domain (MSD). A group of MSDs constitute a Data Center. The data that is displayed on the
Endpoint Locator dashboard is aggregated based on the selected scope. From this dashboard, you can access
Endpoint History, Endpoint Search, and Endpoint Life.

Endpoint Locator Dashboard

To explore endpoint locator details from the Cisco DCNM Web Ul, choose Monitor > Endpoint Locator >
Explore. The Endpoint Locator dashboard is displayed.
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X ulwbe Data Center Network Manager SCOPE: | tery-FX2 v A @ owmn B

)

Endpoint Locator cFac

Switch: All VRF: All Network: Al Type: Al

Active Endpoints Active VRFs Dual Attached Endpoints Dual Stack Endpoints
A 2ComporedtoLast Days A 15Compared to Last Days
Total YAC Active Networks Single Attached Endpoints

A 1 Compared to Last Days

A 10 Compared to Last Days No deviation Compared to Last 0 Days

A 26 Compared to Last Days

Top 10 Networks by Endpoints Top 10 Switches by Endpoints Top Switches by Networks

— ) 6 1 30018 3 3
Networks
LIST OF ACTIVE ENDPOINTS L

Time VRF Endpoint Identifier MAC Switch Name Port VLAN
04/06 09:03 PM test_vrf Pv4:192.168.36.5 00:50:56:9d:4d:60 terry-bg vPC Peer-Lini 36
04/06 09:03PM  test_vf PV4:192.168.36.5 terry-leaf3 Eth1/22 3
04/06 09:03 PM test_vrf 1Pv4:192.168.34.65:30034 terry-leaf3 34
test_vrf Pv4:192.168.34.6 0034 prry-bg 34
MAC:00:50:5 034 y-bg 3
MAC: 0:3003¢ = 00:50:56:9d:0eca0 tem leaf3 34
MAC:00:50:5¢ df:30019 43
04/06 09:02 PM MAC:00. 43

\)

Note

Due to an increase in scale from Cisco DCNM Release 11.3(1), the system may take some time to collect
endpoint data and display it on the dashboard. Also, on bulk addition or removal of endpoints, the endpoint
information displayed on the EPL dashboard takes a few minutes to refresh and display the latest endpoint
data.

You can also filter and view the endpoint locator details for a specific Switch, VRF, Network, and Type, by
using the respective drop-down lists. Starting from Cisco DCNM Release 11.3(1), you can select MAC type
of endpoints as a filter attribute. Starting from Cisco DCNM Release 11.4(1), the name of the network is also
displayed in the Network drop-down list. By default, the selected option is All for these fields. You can also
display endpoint data for a specific device by entering the host IP address, MAC address, or the name of the
virtual machine in the Search Host IP/MAC/VM Name field.

)

Note

You can initiate a search by using the available options from the dropdown lists or by using the Search Host
IP/MAC/VM Name field. You cannot initiate a search by using a combination of dropdown lists and the
search field.

Endpoint Locator .



Endpoint Locator |
. Endpoint Locator Dashboard

X bl Data Center Network Manager SCOPE: | tery-fx2 v & @ admin B
Endpoint Locator c Pacu
Switch: All VRF: All Network: Al Type: All ® O
Active Endpoints Active VRFs Network: MyNetwork_30000 paints Dual Stack Endpoints
Network: MyNetwork_30001
Network: MyNetwork_30003
No deviation Comparer 10 Compared to Last 5 Days
43441 ® P Network: MyNetwork_30004
® Pva
MAC 3
Total Active Networks Networie Mitletwerk 50005 \dpoints

No deviation Compared to Last 5 Days

w6 Compared to Last 5 Days A 23412 Compared to Last 5 Days
W 16 Compared to Last 5 Days

You can reset the filters to the default options by clicking the Reset Filters icon.

Endpoint Locator c@a e

Switch: All VRF: All Network: All Type: All ® O

The 'top pane' of the window displays the number of active endpoints, active VRFs, active networks, dual
attached endpoints, single attached endpoints and dual stacked endpoints, for the selected scope. Support for
displaying the number of dual attached endpoints, single attached endpoints and dual stacked endpoints has
been added from Cisco DCNM Release 11.3(1). A dual attached endpoint is an endpoint that is behind at least
two switches. A dual stacked endpoint is an endpoint that has at least one IPv4 address and one IPv6 address.

Active Endpoints Active VRFs Dual Attached Endpeints Dual Stack Endpoints

A 7Compared to Last Days A 15Compared toLast Days

2 6 ® P
® P
MAC

Total Active Networks Single Attached Endpoints

A 1 Compared 1o Last Days

A 10 Compared to Last Days No deviation Compared to Last 0 Days
A 76 Compared to Last Days

Historical analysis of data is performed and a statement mentioning if any deviation has occurred or not over
the previous day is displayed at the bottom of each tile.

Click any tile in the top pane of the EPL dashboard to go to the Endpoint History window.
The 'middle pane' of the window displays the following information:

* Top 10 Networks by Endpoints - A pie chart is displayed depicting the top ten networks that have the
most number of endpoints. Hover over the pie chart to display more information. Click on the required
section to view the number of IPv4, IPv6, and MAC addresses.

« Top 10 Switches by Endpoints - A pie chart is displayed depicting the top ten switches that are connected
to the most number of endpoints. Hover over the pie chart to display more information. Click on the
required section to view the number of IPv4, IPv6, and MAC addresses.

« Top Switches by Networks - Bar graphs are displayed depicting the number of switches that are associated
with a particular network. For example, if a vPC pair of switches is associated with a network, the number
of switches associated with the network is 2.
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Top 10 Networks by Endpoints Top 10 Swilches by Endpoints Top Switches by Netwarks
6
30048 2 o arry-ians 10
3009 2 po— £
H
o
s :
&2 ()
29 10
-
2
o
0018 0
N soains N ez 13 30006 30014 30018 30019 30034

Networks

The 'bottom pane' of the window displays the list of active endpoints.

LIST OF ACTIVE ENDPOINTS i
Time VRF Endpoint Identifier MAC Switch Name Port VLAN
+ 0406 09:03 PM test_vrf IPv4:192.168.36.55:30006 00:50:56:9d:4d:60 terry-bg VPC Peer-Link 36
+  04/06 09:03PM test_vrf IPv4:192.168.36.55:30006 00:50:56:9d:4d:60 terry-leaf3 Eth1/22 36
+ 0406 09:03 PM test_vrf IPv4:192.168.34.65:30034 00:50:56:9d:0e:a0 terry-leaf3 Eth1/22 34
+  04/06 09:03PM test_vrf IPv4:192.168.34.65:30034 00:50:56:9d:0e:a0 terry-bg VPC Peer-Link 34
+  04/06 09:02 PM MAC:00:50:56:9¢:0e:a0:30034 )0:50:56:9¢:0:a0 terry-bg VPC Peer-Link 34
+  04/0609:02 PM MAC:00:50:56:9d:0e:a0:30034 00:50:56:9c:0e:a0 terry-leafd Eth1/22 34
+ 0406 09:02 PM MAC:00:50:56:9d:cb:df:30013 00:50:56:9d:cb:df terry-bg VPC Peer-Link 43
+ 0406 09:02PM MAC:00:50:56:9d:cb:df:30019 00:50:56:9d:cb:df terry-leafd Eth1/22 43

2>

Click + to display more information for a specific endpoint. If a virtual machine has been configured, the
name of the VM is displayed in the Node Name field. Note that it can take up to 15 minutes for the name of
the VM to be reflected in the EPL dashboard. Until then, the EPL dashboard displays No DATA in the Node
Name field.

LIST OF ACTIVE ENDPOINTS i
Time VRF Endpoint Identifier MAC Switch Name Port VLAN
D 06/11 09:39 AM myvrf_50001 IPv6:2188:1::99:30001 00:50:56:be:71:e9 leg-fab2-bgw2 Po606 2344
L3_VNI: 50001 (0

Switch_Type: N9K
Origin_IP: 40.4.0.1,0.0.0.0,0.0.0.0,0.0.0.0
Switch_NextHop_IP: 40.3.0.2
Operation: ACTIVE

Seq_Num: 0

Cluster: £0.3.0.2:0

RouteDistinguisher: 40.2.0.1:35111
Node Name: ppp-leg-fab2-188

Click the Host Life icon to display the Endpoint Life window for that endpoint.
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e

cisee. Data Cen

Endpoint Life

- =y
( Resetto defautt )

LIST OF ACTIVE ENDPOINTS * 1P: 192.168.36.55
Time VRF Endpoint Identifier MAC Switch Name Port VLAN
E 04/06 09:03 PM test_vrf IPv4:192.168.36.55:30006 00:50:56:9d:4d:60 terry-bg VPC Peer-Link 36 v .
L3_VNI: 52000 c©
Switch_Type: N9K
Origin_IP: 10.2.0.5,0.0.0.0,0.0.0.0,0.0.0.0
Switch_NextHop_IP: 10.3.0.4 e
Operation: ACTIVE
Seq_Num: 0
Cluster: 10.3.0.4:0 o
RouteDistinguisher: 12.2.0.1:32803
Node Name: No DATA
Click the search icon in the Endpoint Identifier column to search for specific IP addresses.
LIST OF ACTIVE ENDPOINTS Al
Time VRF Endpoint Identifier Q MAC Switch Name Port VLAN
+  04/06 09:03 PM test_vrf IPv4:192.168, 00:50:56:9d:4d:60 terry-bg vPC Peer-Link 36
+  04/06 09:03 PM test_vrf IPv4:192.168, 00:50:56:9d:4d:60 termy-leaf3 Eth1/22 36
04/06 08:03 PM test_vrf IPv4:192.168. ———" 00:50:56:90.0:30 termy-leaf3 Eth1/22 34
04/06 08:03 PM test_wrf 1Pv4:192.168.34.65:30034 00:50:56:9d:0e:a0 terry-bg vPC Peer-Link 34
04/06 08:02 PM MAC:00:50:56:9d:0e:a0:30034 00:50:56:9d:0e:a0 terry-bg vPC Peer-Link 34
04/06 08:02 PM MAC:00:50:56:9d:06:a0:30034 00:50:56:9d:0e:20 tery-leafd Eth1/22 34
04/06 08:02 PM MAC:00:50:56:9d:cb:df:30019 00:50:56:9d:cb:df terry-bg vPC Peer-Link 43
04/06 08:02 PM MAC:00:50:56:9c:cb:d£:30019 00:50:56:90:cbi:df terry-leafd Eth1/22 43
11]2 »

In certain scenarios, the datapoint database may go out-of-sync and information, such as the number of
endpoints, may not be displayed correctly due to network issues such as -

* Endpoint moves under the same switch between ports and the port information needs some time to be

updated.

» An orphan endpoint is attached to the second VPC switch and is no longer an orphan endpoint.

* NX-API not enabled initially and then enabled at a later point in time.

* NX-API failing initially due to misconfiguration.

» Change in Route Reflector (RR).

* Management IPs of the switches are updated.

~
In such cases, clicking the Resync * icon leads to the dashboard syncing to the data currently in the RR.
However, historical data is preserved. We recommend not clicking Resync multiple times as this is a

compute-intense activity.

Endpoint Locator

Click the Notifications icon 9
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Notificati

Time
06/11
06/11 |

06/10 |
Endpoint Locator

Information such as the time at which the notification was generated, the description of the notification,
severity level, and the name of the node is displayed.

Notifications are generated for events such as duplicate IP addresses, duplicate MAC-Only addresses, VRF
disappears from a fabric, all endpoints disappear from a switch, endpoint moves, endpoints on a fabric going
to zero, when endpoints are attached to a switch, when a new VRF is detected, and when the RR BGP
connectivity status changes. The RR connected status indicates that the DCNM can connect to the RR through
BGP (DCNM and RR are BGP neighbors). The RR disconnected status indicates that the RR is disconnected
and the underlying BGP is not functioning. Click the download icon to download the list of notifications as
a CSV file.

Starting from Cisco DCNM Release 11.4(1), an alarm is generated if there are any endpoint-related anomalies.
For more information on endpoint alarms, refer Endpoint Locator Alarms.

Click the Pause Il icon to temporarily stop the near real-time collection and display of data.

Endpoint Locator

Consider a scenario in which EPL is first enabled and the Process MAC-Only Advertisements checkbox is
selected. Then, EPL is disabled and enabled again without selecting the Process MAC-Only Advertisements
checkbox. As the cache data in elasticsearch is not deleted on disabling of EPL, the MAC endpoint information
is still displayed in the EPL dashboard. The same behavior is observed when a Route-Reflector is disconnected.
Depending on the scale, the endpoints are deleted from the EPL dashboard after some time. In certain cases,
it may take up to 30 minutes to remove the older MAC-only endpoints. However, to display the latest endpoint
data, you can click the Resync icon at the top right of the EPL dashboard.

Endpoint History

Click any tile in the top pane of the EPL dashboard to go to the Endpoint History window. A graph depicting
the number of active endpoints, VRFs and networks, dual attached endpoints and dual stacked MAC endpoints
at various points in time is displayed. The graphs that are displayed here depict all the endpoints and not only
the endpoints that are present in the selected fabric. Endpoint history information is available for the last 180
days amounting to a maximum of 100 GB storage space.
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Hover over the graph at specific points to display more information. The points in the graph are plotted at
30-minute intervals. You can also display the graph for a specific requirement by clicking the color-coded
points at the bottom of each graph. For example, click on all color-coded points other than active (IPv4) in
the Active Endpoints window displayed above such that only active (IPv4) is highlighted and the other points
are not highlighted. In such a scenario, only the active IPv4 endpoints are displayed on the graph. You can
also hover over the color-coded points at the bottom of the graph to display the graph for a specific requirement.
For example, hover over active (IPv4) to display only the active IPv4 endpoints on the graph.

Click on any point in the graph to display a window that has detailed information about that point of time.
For example, click on a specific point in the Active Endpoints graph to display the Endpoints window. This
window has information about the endpoints along with the name of the switch and the VRF associated with
the endpoint. Click the download icon at the top right of the Endpoints window to download the data as a
CSV file.
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Starting from Cisco DCNM Release 11.3(1), you can compare endpoint data at two specific points in time.
To display the Endpoint Snapshot window, click the Endpoint Snapshot icon at the top right of the Active

Endpoints graph in the Endpoint History window.
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By default, endpoint snapshot comparison data for the previous hour is displayed.
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To compare endpoint snapshots at specific points in time, select two points in time, say T1 and T2, and click
Generate.
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A comparison of the endpoints, VRFs, and networks at the selected points in time are displayed. Click each
tile to download more information about the endpoints, VRFs, or networks. Click the Difference icon to
download details about the differences in data for the specified time interval. Snapshots are stored for a
maximum of three months and then discarded.
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Endpoint Search

Click the Endpoint Search icon at the top right of the Endpoint Locator landing page to view a real-time plot
displaying endpoint events for the period specified in a date range.
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The results displayed here are dependent on the fields listed under Selected fields located in the menu on the
left. You can add any field listed under Available fields to Selected fields to initiate a search using the required
fields.
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Endpoint Life

Click the Endpoint Life icon at the top right of the Endpoint Locator landing page to display a time line of
a particular endpoint in its entire existence within the fabric.
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Specify the IP or MAC address of an endpoint and the VXLAN Network Identifier (VNI) to display the list

of switches that an endpoint was present under, including the associated start and end dates. Click Submit.

Initiate a search by using an IPv4 or IPv6 address to display the Endpoint Life graph for [Pv4/IPv6 endpoints.
Initiate a search by using a MAC address to display the Endpoint Life graph for MAC-Only endpoints.
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The window that is displayed is essentially the endpoint life of a specific endpoint. The bar that is orange in
color represents the active endpoint on that switch. If the endpoint is viewed as active by the network, it will
have a band here. If an endpoint is dual-homed, then there will be two horizontal bands reporting the endpoint
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existence, one band for each switch (typically the vPC pair of switches). In case the endpoints are deleted or
moved, you can also see the historical endpoint deletions and moves on this window.
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