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            Introduction

            
            
               
               The HyperFlex Data Platform works in tandem with the ESXi hypervisor and UCS hardware components to provide a seamless customer experience. From a great
                  out of box experience to easy ongoing maintenance, HyperFlex is designed to run optimally throughout its lifecycle. To ensure the best experience with your HyperFlex deployment, we recommend
                  following these guidelines to ensure proper interoperability between HX Data Platform and ESXi software layers.
               

               
               
                  
                     	
                        Important

                     
                     	
                        
                           
                           Using VMware Update Manager (VUM) or VMware Lifecycle Manager (vLCM) for upgrading the ESXi on HyperFlex node is not supported.
                              Using these upgrade methods may delete Cisco custom drivers and cause cluster outages. We recommend using Cisco Intersight
                              or HyperFlex Connect for ESXi upgrades including the security patches from VMware or manually installing patches using the
                              offline zip bundle with ESXCLI commands.
                           

                           
                           
                        

                     
                  

               

               
            

            
         
      

   
      
         
            ESXi Hypervisor

            
               
                  
                  ESXi serves as a core foundational element for the HyperFlex data platform. Customers should therefore ensure that they are
                     running an approved build that has been tested and known to work well with all HX platform features. For the latest list of
                     tested ESXi versions, reference the section Supported VMware vSphere Versions and Editions in the Cisco HX Data Platform Release Notes.
                  

                  
                  It is common for VMware to release major, minor, bugfix, and security patches as part of the normal vSphere/ESXi product lifecycle.
                     Customers are encouraged to use the specific version of ESXi called out in the release notes to ensure full compatibility.
                     The rules for deviating to any other ESXi version is as follows:
                  

                  
                  
                     	
                        
                        Major Releases (e.g. 5.5, 6.0, 6.5) – No deviation is allowed outside of the versions listed in the release notes.

                        
                     

                     	
                        
                        Update Releases (e.g. 6.0 U1, U2, U3) – No deviation is allowed outside of the versions listed in the release notes. Cisco
                           will attempt to qualify these releases within a 90-day time window on a best effort basis.
                        

                        
                     

                     	
                        
                        Bugfixes (Patch releases and Express Patches) – May be installed so long as you stay within the current update release. Cisco
                           cannot guarantee full HX operation on untested ESXi builds. Customers are encouraged to try builds first in a lab or pre-production
                           environment to ensure full operating capability. In the event the patch yields undesired results, customers may be asked to
                           revert the patch. Cisco will attempt to qualify these releases within a 90-day time window on a best effort basis.
                        

                        
                     

                     	
                        
                        Security Only Patches – May be installed so long as you stay within the current update release. Patch reversal may be necessary
                           if incompatibility is determined.
                        

                        
                        Example

                        
                         VMware Security Advisory VMSA-2017-0006 – this may be applied so long as you select the patch corresponding to a supported
                           update release.
                        

                        
                     

                  

                  
                  
                     
                        	
                           Important

                        
                        	
                           
                              
                              In all cases, it is strongly encouraged to remain on one of the specific versions listed in the release notes for long-term
                                 stability.
                              

                              
                           

                        
                     

                  

                  
               
               
                  Notable Exceptions

                  
                  
                  ESXi 6.5 and later must be coupled with HX Data Platform 2.5(1a) as a minimum version. Earlier versions of HXDP will not function with ESXi 6.5 installed. Please upgrade HXDP to
                     2.5(1a) or later before upgrading to ESXi 6.5.
                  

                  
               
               
                  Patch Removal

                  
                  
                  The modular ESXi architecture provides dual boot banks to allow safe and easy reversal from patch installation. Customers
                     should install patches manually using the offline zip bundle with ESXCLI commands. Alternatively, VUM can be used but only
                     for single host remediation after the host has entered HX maintenance mode by the administrator. 
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Cluster level VUM remediation is not permitted at any time.

                              
                           

                        
                     

                  

                  
                  In the event a patch removal is required, please reference VMware KB: 1033604. Customers should avoid applying multiple patches sequentially until full stability has been determined. This ensures the
                     alternate boot bank can be used to revert to a known working state with HyperFlex.
                  

                  
               
            

         
      

   
      
         
            
            Communications, Services, Bias-free Language, and Additional Information

            
            
            
               
               
                  
                  
                     
                     	
                        
                        To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
                        

                        
                     

                     
                     	
                        
                        To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
                        

                        
                     

                     
                     	
                        
                        To submit a service request, visit Cisco Support.
                        

                        
                     

                     
                     	
                        
                        To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit Cisco Marketplace.
                        

                        
                     

                     
                     	
                        
                        To obtain general networking, training, and certification titles, visit Cisco Press.
                        

                        
                     

                     
                     	
                        
                        To find warranty information for a specific product or product family, access Cisco Warranty Finder.
                        

                        
                     

                     
                  

                  
               
               
               
                  Documentation Feedback

                  
                  
                  To provide feedback about Cisco technical documentation, use the feedback form available in the right pane of every online
                     document.
                  

                  
               
               
               
                  Cisco Bug Search Tool

                  
                  
                  Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system that maintains a comprehensive list of
                     defects and vulnerabilities in Cisco products and software. BST provides you with detailed defect information about your products
                     and software.
                  

                  
               
               
               
                  Bias-Free Language

                  
                  
                  The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free
                     is defined as language that does not imply discrimination based on age, disability, gender, racial identity, ethnic identity,
                     sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language
                     that is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language
                     that is used by a referenced third-party product.
                  

                  
                  
               
               
            

            
         
      

   
      
         
            Full Cisco Trademarks with Software License

            
               
                  
                  THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
                     MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
                     RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
                     WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
                     RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
                     
                  

                  
                  THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
                     ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
                     INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
                     LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
                     
                  

                  
                  The Cisco implementation of TCP header compression is an adaptation of
                     a program developed by the University of California, Berkeley (UCB) as part of
                     UCB's public domain version of the UNIX operating system. All rights reserved.
                     Copyright © 1981, Regents of the University of California.
                     
                  

                  
                  NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL
                     FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
                     THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE,
                     OR TRADE PRACTICE.
                  

                  
                  IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
                     SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
                     LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
                     USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
                     POSSIBILITY OF SUCH DAMAGES. 
                     
                  

                  Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
                     numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
                     for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
                     coincidental.
                  

                  
                  All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version
                     for the latest version.
                     
                  

                  
                  Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

                  
               
               
                  
                  The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free
                     is defined as language that does not imply discrimination based on age, disability, gender, racial identity, ethnic identity,
                     sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language
                     that is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language
                     that is used by a referenced third-party product.
                  

                  
                   Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its
                     affiliates in the U.S. and other countries. To view a list of Cisco
                     trademarks, go to this URL: https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the
                     property of their respective owners. The use of the word partner
                     does not imply a partnership relationship between Cisco and any
                     other company. (1721R)
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