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     [bookmark: pgfId-1010433]Preface
 
    [bookmark: pgfId-1010926]Welcome to the Software Developer Guide for Cisco Secure Access Control System 5.8!
 
    [bookmark: pgfId-1011494]This document provides details about the interfaces that Cisco Secure Access Control System (ACS) offers that you can use to interact with external customer-developed applications.
 
    [bookmark: pgfId-1012166]This includes several web services for application access and scriptable access for bulk provisioning using the command-line interface (CLI). It also allows you to create a replica of the Monitoring and Troubleshooting database for application development.
 
     
      [bookmark: pgfId-1010450]Audience
 
     [bookmark: pgfId-1010466]This guide is intended for software engineers and programmers who create custom applications to interact with ACS. The software engineers and programmers must be familiar with:
 
     [bookmark: pgfId-1011122]n Web Services Description Language (WSDL) File
 
     [bookmark: pgfId-1012033]n Web Application Description Language (WADL) File
 
     [bookmark: pgfId-1011120]n Web Services Tools
 
     [bookmark: pgfId-1012041]n REST Services Tools
 
    
 
     
      [bookmark: pgfId-1010444]How This Guide Is Organized
 
      
       
        
        [bookmark: pgfId-1015838]Table 1 [bookmark: 70193]Organization 
 
        
       
         
         	 
           
           [bookmark: pgfId-1010340]S.No
          
  
         	 
           
           [bookmark: pgfId-1010342]Title 
          
  
         	 
           
           [bookmark: pgfId-1010344]Description
          
  
        
 
         
         	[bookmark: pgfId-1010346]1
  
         	[bookmark: pgfId-1010348]Overview
  
         	[bookmark: pgfId-1010350]Provides an overview of the ACS 5.8 features in the form of web services. It also gives CLI commands that you can use in your custom applications to interact with ACS.
  
        
 
         
         	[bookmark: pgfId-1010352]2
  
         	[bookmark: pgfId-1010354]Using the UCP Web Service
  
         	[bookmark: pgfId-1010356]Describes the User Change Password web service, the methods that it provides, and how you can use it in your application.
  
        
 
         
         	[bookmark: pgfId-1010358]3
  
         	[bookmark: pgfId-1010360]Using the Monitoring and Report Viewer Web Services
  
         	[bookmark: pgfId-1010362]Describes the web services that the Monitoring and Report Viewer component of ACS provides, and it also explains how to use these web services in your application.
  
        
 
         
         	[bookmark: pgfId-1012043]4
  
         	[bookmark: pgfId-1012045]Using the Configuration Web Services
  
         	[bookmark: pgfId-1012055]Describes the Configuration Web Services, the CRUD methods that it provides, and explains how to use it in your application.
  
        
 
         
         	[bookmark: pgfId-1010364]5
  
         	[bookmark: pgfId-1010366]Using the Scripting Interface
  
         	[bookmark: pgfId-1010368]Describes the scripting interface that ACS provides. This interface allows you to perform bulk create, update, and delete operations on various ACS objects.
  
        
 
         
         	[bookmark: pgfId-1010981]6
  
         	[bookmark: pgfId-1010983]Monitoring and Report Viewer Database Schema
  
         	[bookmark: pgfId-1010985]Provides the Monitoring and Report Viewer database schema that allows you to create custom reporting applications.
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-1010370]Conventions
 
     [bookmark: pgfId-1010573]Table 2 describes the conventions followed in this document.
 
     [bookmark: pgfId-1010416]
 
      
       
        
        [bookmark: pgfId-1016283]Table 2 [bookmark: 33249]Conventions
 
        
       
         
         	
           
           [bookmark: pgfId-1016287]Convention
          
  
         	
           
           [bookmark: pgfId-1016289]Description
          
  
        
 
         
         	[bookmark: pgfId-1016291]bold font
  
         	[bookmark: pgfId-1016293]Commands and keywords.
  
        
 
         
         	[bookmark: pgfId-1016295]italic font
  
         	[bookmark: pgfId-1016297]Variables for which you supply values.
  
        
 
         
         	[bookmark: pgfId-1016299][ ]
  
         	[bookmark: pgfId-1016301]Keywords or arguments that appear within square brackets are optional.
  
        
 
         
         	[bookmark: pgfId-1016303]{x | y | z }
  
         	[bookmark: pgfId-1016305]A choice of required keywords appears in braces separated by vertical bars. You must select one.
  
        
 
         
         	[bookmark: pgfId-1016307][ x | y | z ]
  
         	[bookmark: pgfId-1016309]Optional alternative keywords are grouped in brackets separated by vertical bars.
  
        
 
         
         	[bookmark: pgfId-1016311]string
  
         	[bookmark: pgfId-1016313]Nonquoted set of characters. Do not use quotation marks around the string or the string will include the quotation marks.
  
        
 
         
         	[bookmark: pgfId-1016315]courier font
  
         	[bookmark: pgfId-1016317]Examples of information displayed on the screen.
  
        
 
         
         	[bookmark: pgfId-1016319]bold courier font
  
         	[bookmark: pgfId-1016321]Examples of information you must enter.
  
        
 
         
         	[bookmark: pgfId-1016323]< >
  
         	[bookmark: pgfId-1016325]Nonprinting characters, such as passwords, appear in angle brackets.
  
        
 
         
         	[bookmark: pgfId-1016327][ ]
  
         	[bookmark: pgfId-1016329]Default responses to system prompts appear in square brackets.
  
        
 
         
         	[bookmark: pgfId-1016331]!, #
  
         	[bookmark: pgfId-1016333]An exclamation point (!) or a pound sign (#) at the beginning of a line of code indicates a comment line.
  
        
 
       
      
 
     
 . Notes contain helpful suggestions or references to material not covered in the manual.
     
 . You can save time by performing the action described in the paragraph.
     
 
    
 
     
      [bookmark: pgfId-1011880]Documentation Updates
 
     [bookmark: pgfId-1011923]
 
      
       
        
        [bookmark: pgfId-1015748]Table 3 Updates to the Software Developer’s Guide for Cisco Secure Access Control System 5.8
 
        
       
         
         	
           
           [bookmark: pgfId-1011906]Date
          
  
         	
           
           [bookmark: pgfId-1011908]Description
          
  
        
 
         
         	[bookmark: pgfId-1011979]9/29/2015
  
         	[bookmark: pgfId-1011981]Cisco Secure Access Control System Release 5.8.
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-1010332]Related Documentation
 
     [bookmark: pgfId-1011742]Table 4 lists a set of related technical documentation available on Cisco.com. To find end-user documentation for all products on Cisco.com, go to:
 
     [bookmark: pgfId-1011743]http://www.cisco.com/go/techdocs
 for any updates.
     
 
     [bookmark: pgfId-1011569]
 
      
       
        
        [bookmark: pgfId-1014892]Table 4 [bookmark: 24859]Product Documentation 
 
        
       
         
         	
           
           [bookmark: pgfId-1014896]Document Title
          
  
         	
           
           [bookmark: pgfId-1014898]Available Formats
          
  
        
 
         
         	[bookmark: pgfId-1014900]Cisco Secure Access Control System In-Box Documentation and China RoHS Pointer Card
  
         	[bookmark: pgfId-1014903]http://www.cisco.com/c/en/us/support/security/
secure-access-control-system/products-documentation-roadmaps-list.html
  
        
 
         
         	[bookmark: pgfId-1014905]Migration Guide for Cisco Secure Access Control System 5.8
  
         	[bookmark: pgfId-1014908]http://www.cisco.com/c/en/us/support/security/
secure-access-control-system/products-installation-guides-list.html
  
        
 
         
         	[bookmark: pgfId-1014910]User Guide for Cisco Secure Access Control System 5.8
  
         	[bookmark: pgfId-1014913]http://www.cisco.com/c/en/us/support/security/
secure-access-control-system/products-user-guide-list.html
  
        
 
         
         	[bookmark: pgfId-1014915]CLI Reference Guide for Cisco Secure Access Control System 5.8
  
         	[bookmark: pgfId-1014918]http://www.cisco.com/c/en/us/support/security/
secure-access-control-system/products-command-reference-list.html
  
        
 
         
         	[bookmark: pgfId-1014920]Supported and Interoperable Devices and Software for Cisco Secure Access Control System 5.8
  
         	[bookmark: pgfId-1014923]http://www.cisco.com/c/en/us/support/security/
secure-access-control-system/products-device-support-tables-list.html
  
        
 
         
         	[bookmark: pgfId-1014925]Installation and Upgrade Guide for Cisco Secure Access Control System 5.8
  
         	[bookmark: pgfId-1014928]http://www.cisco.com/c/en/us/support/security/
secure-access-control-system/products-installation-guides-list.html
  
        
 
         
         	[bookmark: pgfId-1014930]Release Notes for Cisco Secure Access Control System 5.8
  
         	[bookmark: pgfId-1014934]http://www.cisco.com/c/en/us/support/security/
secure-access-control-system/products-release-notes-list.html
  
        
 
         
         	[bookmark: pgfId-1014941]Regulatory Compliance and Safety Information for Cisco Secure Access Control System
  
         	[bookmark: pgfId-1014944]http://www.cisco.com/c/en/us/td/docs/net_mgmt/
cisco_secure_access_control_system/5-6/regulatory/compliance/
csacsrcsi.html
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-1010586]Obtaining Documentation and Submitting a Service Request
 
     [bookmark: pgfId-1010318]For information on obtaining documentation, submitting a service request, and gathering additional information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical documentation, at:
 
     [bookmark: pgfId-1010320]http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
 
     [bookmark: pgfId-1010228]Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free service and Cisco currently supports RSS Version 2.0.
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-1052831][bookmark: 74328]Overview
 
    [bookmark: pgfId-1017196]The Cisco Secure Access Control System (ACS) is a policy-based access control system and an integration point for network access control and identity management.
 
    [bookmark: pgfId-1053331]ACS 5.8 provides web services and command-line interface (CLI) commands that allow software developers and system integrators to programmatically access some ACS features and functions. ACS 5.8 also enables you to access to the Monitoring and Report Viewer database that you can use to create custom applications to monitor and troubleshoot ACS.
 
    [bookmark: pgfId-1053682]You can use these web service and CLI commands to:
 
    [bookmark: pgfId-1053683]n Integrate external applications directly with ACS.
 
    [bookmark: pgfId-1053684]n View and modify the information stored in ACS.
 
    [bookmark: pgfId-1053959]The User Change Password (UCP) web service allows users, defined in the ACS internal database, to first authenticate and then change their own password. ACS exposes the UCP web service to allow you to create custom web-based applications that you can deploy in your enterprise.
 
    [bookmark: pgfId-1053960]The Monitoring and Report Viewer web services allow you to create custom applications to track and troubleshoot events in ACS.
 
    [bookmark: pgfId-1054228]ACS REST web services allows you to manage the entities such as users, identity groups, hosts, network devices, network device groups, network device group types, and maximum user sessions on your own management applications and use ACS PI to transfer these entities into ACS. This allows you to define these entities and use them on your own systems and on ACS. 
 
    [bookmark: pgfId-1057389]ACS REST web services allows your to change the internal user password through REST API client. For more information on this, see Changing Internal User Password from REST API.
 
    [bookmark: pgfId-1053961]The scripting interface in ACS allows you to perform create, read, update, and delete (CRUD) operations on ACS objects. You can create an automated shell script to perform bulk operations.
 
    [bookmark: pgfId-1053962]ACS allows you to export data from the Monitoring and Report Viewer database. You can use this data to create custom reporting applications. Monitoring and Report Viewer Database Schema in this document contains the Monitoring and Report Viewer database schema to help you create your custom application.
 
    [bookmark: pgfId-1053810]ACS 5.8 provides:
 
    [bookmark: pgfId-1053335]n UCP web service to perform the following operations:
 
    [bookmark: pgfId-1053336]— Authenticate User
 
    [bookmark: pgfId-1053337]— Change User Password
 
    [bookmark: pgfId-1053338]n Monitoring and Report Viewer web services that provide:
 
    [bookmark: pgfId-1053339]— Monitoring and Report Viewer version
 
    [bookmark: pgfId-1053372]— Monitoring and Report Viewer web services version
 
    [bookmark: pgfId-1053787]— Authentication status of a user by date
 
    [bookmark: pgfId-1053373]— Authentication status of a user by time
 
    [bookmark: pgfId-1053374]— A list of records that give the reasons for failures 
 
    [bookmark: pgfId-1053639]— A list of RADIUS accounting records
 
    [bookmark: pgfId-1054263]n Configuration web services to perform the following operations:
 
    [bookmark: pgfId-1054264]— Create, read, update and delete objects, including creating and removing any associations to the objects
 
    [bookmark: pgfId-1054265]— Get a list of objects of the same type (For example, a list of all Users) 
 
    [bookmark: pgfId-1054267]— Retrieve associated objects, including filtering capabilities
 
    [bookmark: pgfId-1054268]— Execute queries
 
    [bookmark: pgfId-1054261]n CLI commands to perform bulk operations on ACS objects for the following functions:
 
    [bookmark: pgfId-1053355]— Import
 
    [bookmark: pgfId-1053361]— Export
 
    [bookmark: pgfId-1053375]You can perform bulk operations on the following ACS objects—users, hosts, network devices, identity groups, network device groups (NDGs), downloadable access control lists (DACLs), and command sets.
 
    [bookmark: pgfId-1053424]Before you begin to use the ACS web services and CLI commands in scripts, you must have a working knowledge of:
 
    [bookmark: pgfId-1053434]n Web Services Description Language (WSDL) File
 
    [bookmark: pgfId-1054132]n Web Application Description Language (WADL) File
 
    [bookmark: pgfId-1053437]n Web Services Tools
 
    [bookmark: pgfId-1053428]This chapter contains the following sections:
 
    [bookmark: pgfId-1053613]n Understanding Web Services
 
    [bookmark: pgfId-1053622]n Understanding WSDL
 
     
      [bookmark: pgfId-1053318][bookmark: 70374]Understanding Web Services[bookmark: marker-1053716]
 
     [bookmark: pgfId-1053481]Web services are a subset of web-based applications that use the XML protocol to exchange data between the client and the server. Web services use:
 
     [bookmark: pgfId-1053483]n Hypertext Transfer Protocol Secure (HTTPS)—Transports messages between client applications and the web service server.
 
     [bookmark: pgfId-1053527]n Simple Object Access Protocol (SOAP)—Encodes messages in a common XML format so that they can be understood at either end (web service consumer and web service server) of a network connection. SOAP standardizes the format of the requests to the web service server. Any client application can interface with the ACS web server using SOAP over HTTPS.
 
     [bookmark: pgfId-1053529]n WSDL file—Describes the web service, its location, and its operations. ACS 5.8 exposes the following WSDL files:
 
     [bookmark: pgfId-1053487]— UCP WSDL
 
     [bookmark: pgfId-1054298]— Monitoring and Report Viewer WSDL
 
     [bookmark: pgfId-1054299]n Representational State Transfer (REST)—REST is a software architecture style for distributed systems. ACS Configuration web services are built using the REST architecture. This service provides a uniform set of operations for all resources.
 
     [bookmark: pgfId-1054365]RESTful web services typically map the four main HTTP methods; POST, GET, PUT, and DELETE to common operations; that is, create, retrieve, update, and delete, respectively.
 
     [bookmark: pgfId-1054300]n WADL file—Describes the REST interface. This includes description of objects and methods for the REST interface.
 
    
 
     
      [bookmark: pgfId-1053589][bookmark: 58883]Understanding WSDL[bookmark: marker-1053717]
 
     [bookmark: pgfId-1053590]The Web Services Description Language (WSDL) is an XML format that describes network services as a collection of ports that operate on messages. WSDL is extensible to allow the description of endpoints and their messages, regardless of the message formats or network protocols that you use.
 
     [bookmark: pgfId-1053929]For more information on WSDL documentation and software downloads, refer to the World Wide Web Consortium website.
 You can use any third-party applications to transform your WSDL file.
     
 
    
 
     
      [bookmark: pgfId-1054334]Understanding WADL
 
     [bookmark: pgfId-1054449]The Web Application Description Language (WADL) file describes REST Interface schema (object structure), HTTP methods, and URLs that are available for each object to invoke REST request. 
 
     [bookmark: pgfId-1054647]The WADL files are designed to provide a machine processable description of HTTP based web applications. They are supplemented with XML schema for XML based data formats. ACS also provides XSD files that describe the objects structure. You can generate object classes out of XSD files, using third party tools.
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-1052831][bookmark: 38089]Using the UCP Web Service
 
    [bookmark: pgfId-1056297]This chapter describes the environment that you must set up to use the User Change Password (UCP) web service and explains how you can use it.
 
    [bookmark: pgfId-1056357]The UCP web service allows you to authenticate an internal user and change the internal user password. You can use this web service interface to integrate ACS with your in-house portals and allow users in your organization to change their own passwords.
 
    [bookmark: pgfId-1056407]The UCP web service allows only the users in your organization to change their passwords. They can do so on the primary or secondary ACS servers.
 
    [bookmark: pgfId-1056442]The UCP web service compares the new password that you provide with the password policy that is configured in ACS for users. If the new password conforms to the defined criteria, your new password takes effect. After your password is changed on the primary ACS server, ACS replicates it to all the secondary ACS servers.
 
    [bookmark: pgfId-1058330]The Monitoring and Report Viewer provides a User_Change_Password_Audit report that is available under the ACS Instance catalog. You can generate this report to track all changes made to user passwords in the internal database, including the changes made through the UCP web service. You can use this report to monitor usage and failed authentications.
 
    [bookmark: pgfId-1062099]Now, you can download the UCP.war file from ACS 5.8 and use it in the JBoss 5.1.0.GA application with jdk6. 
 
    [bookmark: pgfId-1059470]Enabling the Web Interface on ACS CLI 
 
    [bookmark: pgfId-1058409][bookmark: marker-1058876]You must enable the web interface on ACS before you can use the UCP web service. To enable the web interface on ACS, from the ACS CLI, enter:
 
    
     [bookmark: pgfId-1058410]acs config-web-interface ucp enable
    

    [bookmark: pgfId-1058483]For more information on the acs config-web-interface command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
    [bookmark: pgfId-1058413]Viewing the Status of the Web Interface from ACS CLI 
 
    [bookmark: pgfId-1059509]To view the status of the web interface, from the ACS CLI, enter:
 
    
     [bookmark: pgfId-1058414]show acs-config-web-interface
    

    [bookmark: pgfId-1061544]For more information on the acs config-web-interface command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
    [bookmark: pgfId-1061296]This following sections describe how to use the UCP web service:
 
    [bookmark: pgfId-1053834]n Understanding the Methods in the UCP Web Service
 
    [bookmark: pgfId-1053849]n Using the WSDL File
 
    [bookmark: pgfId-1055097]n Using the Python Scripts
 
    [bookmark: pgfId-1067737]n Using UCP.war File
 
     
      [bookmark: pgfId-1053811][bookmark: 90386]Understanding the Methods in the UCP Web Service[bookmark: marker-1055691]
 
     [bookmark: pgfId-1053927]The UCP web service comprises the following methods:
 
     [bookmark: pgfId-1054010]n User Change Password
 
      
       [bookmark: pgfId-1053956][bookmark: 63166][bookmark: 75159]User Change Password
 
      [bookmark: pgfId-1054281]The User Change Password method authenticates a user against an internal database and changes the user password.
 
      [bookmark: pgfId-1054284]Input Parameters
 
      [bookmark: pgfId-1054285]n Username
 
      [bookmark: pgfId-1055308]n Current password
 
      [bookmark: pgfId-1055311]n New password
 
      [bookmark: pgfId-1054286]Purpose
 
      [bookmark: pgfId-1054408]Use the changeUserPassword method for applications that require a single-step procedure to change the user password. Changing a user password is normally a two-step procedure. The first step is to authenticate the user and the second step is to change the user password.
 
      [bookmark: pgfId-1059758]The changeUserPassword method allows you to combine the two steps into one. A script or a single-page web application is an example of applications that require a single-step procedure to change the user password.
 
      [bookmark: pgfId-1059768]To change a password:
 
      [bookmark: pgfId-1059769] 1. Connect to the UCP web application
 
      [bookmark: pgfId-1059770]A login page appears.
 
      [bookmark: pgfId-1059771] 2. Enter the username and password. 
 
      [bookmark: pgfId-1067894]The authenticateUser web service function is invoked. If your credentials match the data in the ACS internal store, your authentication succeeds.
 The user authentication process does not perform any change and does not authorize you to perform any task. You use this process only to verify if the password is correct.
      
 
      [bookmark: pgfId-1054409]If authentication succeeds, the web service compares the new password against the password policy that is configured in ACS. 
 
      [bookmark: pgfId-1059808]If your new password meets the defined criteria, the changeUserPassword web service function is invoked to change your password. 
 
       
        [bookmark: pgfId-1059816]
 
       [bookmark: pgfId-1057531]Output Parameters
 
       [bookmark: pgfId-1057532]The response from the User Change Password method could be one of the following:
 
       [bookmark: pgfId-1057533]n Operation Succeeded
 
       [bookmark: pgfId-1057534]n Operation Failed
 
       [bookmark: pgfId-1057535]Exceptions
 
       [bookmark: pgfId-1057536]This method displays an error if:
 
       [bookmark: pgfId-1057537]n The authentication fails because of an incorrect username or password.
 
       [bookmark: pgfId-1057538]n The user is disabled.
 
       [bookmark: pgfId-1057539]n The password change operation fails because the password does not conform to the password complexity rules defined in ACS.
 
       [bookmark: pgfId-1057540]n A web service connection error occurs, such as network disconnection or request timeout error.
 
       [bookmark: pgfId-1057541]n A system failure occurs, such as the database being down and unavailable.
 
      
 
     
 
    
 
     
      [bookmark: pgfId-1054214][bookmark: 35861][bookmark: 33673]Using the WSDL File
 
     [bookmark: pgfId-1054600]This section describes the WSDL file and the request and response schemas for the User Authentication and User Change Password methods. This section contains:
 
     [bookmark: pgfId-1056974]n Downloading the WSDL File
 
     [bookmark: pgfId-1054821]n UCP WSDL File
 
     [bookmark: pgfId-1054826]n Request and Response Schemas
 
      
       [bookmark: pgfId-1056930][bookmark: 75801]Downloading the WSDL File[bookmark: marker-1056929]
 
      [bookmark: pgfId-1060268]To download the WSDL file from the ACS 5.8 web interface:
 
      [bookmark: pgfId-1060269] 1. Log into the ACS 5.8 web interface.
 
      [bookmark: pgfId-1060270] 2. Choose System Administration > Downloads > User Change Password.
 
      [bookmark: pgfId-1056934] 3. Click UCP WSDL to view the UCP WSDL file.
 
      [bookmark: pgfId-1056935] 4. Copy the WSDL file to your local hard drive.
 
      [bookmark: pgfId-1056936] 5. Click UCP web application example to download a sample web application and save it to your local hard drive.
 
       
        [bookmark: pgfId-1056937]
 
      
 
     
 
      
       [bookmark: pgfId-1054793][bookmark: 79844]UCP WSDL File[bookmark: marker-1055693]
 
      [bookmark: pgfId-1055020]n User Authentication Request
 
      [bookmark: pgfId-1055038]n User Authentication Response
 
      [bookmark: pgfId-1055051]n User Change Password Request
 
      [bookmark: pgfId-1055064]n User Change Password Response
 
     
 
      
       [bookmark: pgfId-1054873][bookmark: 73141]User Authentication Request
 
      
       [bookmark: pgfId-1054895]<message name="AuthUserRequest">
      

      
       [bookmark: pgfId-1054896]<part name="user_name" element="changepass:usernameType" />
      

      
       [bookmark: pgfId-1054897]<part name="password" element="changepass:passwordType" />
      

      
       [bookmark: pgfId-1054887]</message>
      

     
 
      
       [bookmark: pgfId-1054875][bookmark: 23940]User Authentication Response
 
      
       [bookmark: pgfId-1054931]<message name="AuthUserResponse">
      

      
       [bookmark: pgfId-1054932] <part name="authUserResponse" element="changepass:ResponseType" />
      

      
       [bookmark: pgfId-1054933]</message>
      

     
 
      
       [bookmark: pgfId-1054842][bookmark: 48268]User Change Password Request
 
      
       [bookmark: pgfId-1054954]<message name="ChangeUserPassRequest">
      

      
       [bookmark: pgfId-1054955]<part name="user_name" element="changepass:usernameType" />
      

      
       [bookmark: pgfId-1054956]<part name="current_password" element="changepass:passwordType" />
      

      
       [bookmark: pgfId-1054957]<part name="new_password" element="changepass:passwordType" />
      

      
       [bookmark: pgfId-1054952]</message>
      

     
 
      
       [bookmark: pgfId-1054843][bookmark: 86957]User Change Password Response
 
      
       [bookmark: pgfId-1054984]<message name="ChangeUserPassResponse">
      

      
       [bookmark: pgfId-1054985]<part name="changeUserPassResponse" element="changepass:ResponseType" />
      

      
       [bookmark: pgfId-1054986]</message>
      

     
 
    
 
     
      [bookmark: pgfId-1054582][bookmark: 20079]Using the Python Scripts[bookmark: marker-1058925]
 
     [bookmark: pgfId-1056487]You can create custom web-based applications to enable users to change their own password for your enterprise. This section describes how you can run a sample application that is developed using Python and provides the sample client code.
 
     [bookmark: pgfId-1057015]The ACS web interface provides a downloadable package that consists of:
 
     [bookmark: pgfId-1057027]n Python SOAP libraries for Linux and Windows
 
     [bookmark: pgfId-1057028]n Python script
 
     [bookmark: pgfId-1057029]n ReadMe—Contains installation instructions
 
     [bookmark: pgfId-1057023]To download this package:
 
     [bookmark: pgfId-1056489] 1. Log into the ACS 5.8 web interface.
 
     [bookmark: pgfId-1056490] 2. Choose System Administration > Downloads > Sample Python Scripts.
 
     [bookmark: pgfId-1058570]The Sample Python Scripts page appears.
 
     [bookmark: pgfId-1058571] 3. Click Python Script for Using the User Change Password Web Service.
 
     [bookmark: pgfId-1068122] 4. Save the .zip file to your local hard disk.
 After installing ACS 5.8 patch 4, you must run the modules packaged in the Downloads option in ACS on RH 7 which has Python 2.7.5 and OpenSSL 1.0.1e that supports TLSv1.2/1.1 to use the python scripts of UCP on the Linux machine.
     
 
     [bookmark: pgfId-1068187]Sample Client Code shows a sample.zip file. This file contains a .war file. You have to deploy this .war file within a web server, such as Tomcat. This example allows your application to communicate with ACS through the UCP web service.
 The Cisco Technical Assistance Center (TAC) supports only the default Python Script. TAC does not offer any support for modified scripts.
     
 
      
       [bookmark: pgfId-1059135][bookmark: 70026]Sample Client Code[bookmark: marker-1059134]
 
      
       [bookmark: pgfId-1059128]from SOAPpy import SOAPProxy
      

      
       [bookmark: pgfId-1056592]
      

      
       [bookmark: pgfId-1056593]# Get the ACS host / IP
      

      
       [bookmark: pgfId-1056519]host = raw_input('Please enter ACS host name or IP address:\n') 
      

      
       [bookmark: pgfId-1056586]targetUrl = 'https://' + host + '/PI/services/UCP/'
      

      
       [bookmark: pgfId-1056587]
      

      
       [bookmark: pgfId-1056588]server = SOAPProxy(targetUrl, 'UCP')
      

      
       [bookmark: pgfId-1056582]
      

      
       [bookmark: pgfId-1056583]# Get the username
      

      
       [bookmark: pgfId-1056576]username = raw_input('Please enter user name:\n')
      

      
       [bookmark: pgfId-1056577]
      

      
       [bookmark: pgfId-1056578]# Get the old password
      

      
       [bookmark: pgfId-1056571]oldPassword = raw_input('Please enter old password:\n')
      

      
       [bookmark: pgfId-1056572]
      

      
       [bookmark: pgfId-1056573]# Get the new password
      

      
       [bookmark: pgfId-1056531]newPassword = raw_input('Please enter new password:\n')
      

      
       [bookmark: pgfId-1056532]
      

      
       [bookmark: pgfId-1056533]# Call the changeUserPassword with the given input
      

      
       [bookmark: pgfId-1056534]ans = server.changeUserPass(username, oldPassword, newPassword)
      

      
       [bookmark: pgfId-1056535]
      

      
       [bookmark: pgfId-1056536]# Password changing failed
      

      
       [bookmark: pgfId-1056596]if ans.status == 'failure':
      

      
       [bookmark: pgfId-1056597]print '\nFailure:' 
      

      
       [bookmark: pgfId-1056598]
      

      
       [bookmark: pgfId-1056540]# Print all failure reasons
      

      
       [bookmark: pgfId-1056541]for err in ans.errors: 
      

      
       [bookmark: pgfId-1056542]print err
      

      
       [bookmark: pgfId-1056543]else:
      

      
       [bookmark: pgfId-1056544]# Password was changed successfully
      

      
       [bookmark: pgfId-1056545]print 'Success'
      
You must have Python software to run this script.
      
 
       
        [bookmark: pgfId-1067734]Installing UCP.war in JBoss Server
 
       [bookmark: pgfId-1067802]To deploy UCP.war in the JBoss server, complete the following steps:
 
       [bookmark: pgfId-1062124] 1. Ensure that the JAVA_HOME is set correctly. JAVA_HOME is the location where JDK is installed. 
 
       [bookmark: pgfId-1062125] 2. Download and extract the JBoss 5.1.0.GA from the link http://www.jboss.org/jbossas/downloads/.
 
       [bookmark: pgfId-1062126] 3. Start the JBoss server. You need to navigate to <JBOSS_HOME>\bin\ and run the run.bat (for Windows) or run.sh (for Linux) commands from this location to start the JBoss server. Check the command prompt for the clean startup of JBoss server. Contact the JBoss support team if the JBoss server does not start properly. 
 
       [bookmark: pgfId-1062127] 4. Enter http://<JBOSS_Installed_Server_IP/HOSTNAME>:< PORT_CONFIGURED> in a browser to launch the JBoss server. If the JBoss server does not start properly, then you need to contact the JBoss support team. 
 
       [bookmark: pgfId-1062128] 5. Stop the JBoss server using <JBOSS_HOME>/bin/shutdown.bat or shutdown.sh command.
 
       [bookmark: pgfId-1062129] 6. Login to Cisco Secure ACS and download UCP.war from the path System Administration > Downloads > User Change Password.
 
       [bookmark: pgfId-1062130] 7. Place the UCP.war file in the location <JBOSS_HOME>\server\default\deploy of the JBoss server. 
 
       [bookmark: pgfId-1062131] 8. Start the JBoss server. You need to navigate to <JBOSS_HOME>\bin\ and run the run.bat (for windows) or run.sh (for Linux) commands from this location to start the JBoss server. You need to verify the JBoss server for a clean startup. 
 
       [bookmark: pgfId-1062132] 9. Ensure that if the UCP directory is present in the location <JBOSS_HOME>\server\default\work\jboss.web\localhost\. If you cannot find the UCP directory, then you need to download the UCP.war again and repeat the steps 7 to 10. 
 
       [bookmark: pgfId-1062133] 10. In case if you find any errors or exception even after you deploy UCP.war for the second time, you need to collect the logs from the following location <JBOSS_HOME>\server\default\log\ for further analysis.
 
        
         [bookmark: pgfId-1062134]
 
       
 
      
 
     
 
    
 
   

  
 
  
   
   
   
    
     [bookmark: pgfId-1052831][bookmark: 22564]Using the Monitoring and Report Viewer Web Services
 
    [bookmark: pgfId-1053603]This chapter describes the environment that you must set up to use the web services provided by the Monitoring and Report Viewer component of ACS 5.8. Hereafter this is referred to as Viewer web services. You can use these web services to create custom applications for tracking and troubleshooting ACS events.
 
    [bookmark: pgfId-1055157]The Viewer web services comprise the following methods:
 
    [bookmark: pgfId-1055168]n getVersion()—Returns the version of the Monitoring and Report Viewer server.
 
    [bookmark: pgfId-1055196]n getAuthenticationStatusByDate()—Returns the authentication status of a user by date.
 
    [bookmark: pgfId-1055215]n getAuthenticationStatusByTimeUnit()—Returns the authentication status of a user by time.
 
    [bookmark: pgfId-1055227]n getFailureReasons()—Returns a list of reasons for failure.
 
    [bookmark: pgfId-1055232]n getRadiusAccounting()—Returns a list of RADIUS accounting records.
 
    [bookmark: pgfId-1055237]n getAPIVersion()—Returns the version of the Viewer web services.
 
    [bookmark: pgfId-1066303]Enabling the Web Interface on ACS CLI 
 
    [bookmark: pgfId-1065801]You must enable the web interface on ACS before you can use the Viewer web services. To enable the web interface on ACS, from the ACS CLI, enter:
 
    
     [bookmark: pgfId-1065802]acs config web-interface view enable
    

    [bookmark: pgfId-1074805]For more information on the acs config-web-interface command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
    [bookmark: pgfId-1074798]Viewing the Status of the Web Interface from ACS CLI 
 
    [bookmark: pgfId-1065805]To view the status of the web interface, from the ACS CLI, enter:
 
    
     [bookmark: pgfId-1065806]show acs-config-web-interface
    

    [bookmark: pgfId-1071232]For more information on the acs config-web-interface command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
    [bookmark: pgfId-1053674]The following sections describe how to use the Monitoring and Report Viewer web services:
 
    [bookmark: pgfId-1055442]n Understanding the Methods in the Viewer Web Services
 
    [bookmark: pgfId-1055494]n Understanding the WSDL Files
 
    [bookmark: pgfId-1055507]n Integrating the Viewer Web Services with Your Application
 
    [bookmark: pgfId-1060490]n Working with the Viewer Web Services
 
     
      [bookmark: pgfId-1055353][bookmark: 96023]Understanding the Methods in the Viewer Web Services[bookmark: marker-1062529]
 
     [bookmark: pgfId-1055556]This section describes the methods that are available in the Viewer web services:
 
     [bookmark: pgfId-1055671]n Get Version
 
     [bookmark: pgfId-1055692]n Get Authentication Status By Date
 
     [bookmark: pgfId-1055713]n Get Authentication Status By Time Unit
 
     [bookmark: pgfId-1055734]n Get Failure Reasons
 
     [bookmark: pgfId-1055755]n Get RADIUS Accounting
 
     [bookmark: pgfId-1055771]n Get API Version
 
     [bookmark: pgfId-1059813]Table 1 describes the classes that are used in the Viewer web services.
 
     [bookmark: pgfId-1059827]
 
      
       
        
        [bookmark: pgfId-1078070]Table 1 [bookmark: 36629]Viewer Web Services Class Information
 
        
       
         
         	
           
           [bookmark: pgfId-1064109]Class
          
  
         	
           
           [bookmark: pgfId-1064111]Description
          
  
        
 
         
         	[bookmark: pgfId-1064113]ACSViewWebServices
  
         	[bookmark: pgfId-1064115]Contains all web services that a client views in the client applications.
  
        
 
         
         	[bookmark: pgfId-1064117]UserContext
  
         	[bookmark: pgfId-1064119]Contains the ACS username and the user password, which the Monitoring and Report Viewer server uses to authenticate the user.
  
        
 
         
         	[bookmark: pgfId-1064121]AuthenticationParam
  
         	[bookmark: pgfId-1064123]Encapsulates the authentication query parameters, based on which records are queried and returned to you.
  
        
 
         
         	[bookmark: pgfId-1064125]AuthenticationStatus
  
         	[bookmark: pgfId-1064127]Contains the Authentication Status record that is the query output received from ACS.
  
        
 
         
         	[bookmark: pgfId-1064129]AccountingParam
  
         	[bookmark: pgfId-1064131]Encapsulates the accounting query parameters, based on which records are queried and returned to you.
  
        
 
         
         	[bookmark: pgfId-1064133]AccountingStatus
  
         	[bookmark: pgfId-1064135]Contains the Accounting Status record that is the query output received from ACS.
  
        
 
         
         	[bookmark: pgfId-1064137]AccountingDetail
  
         	[bookmark: pgfId-1064139]Contains a list of attribute values that comprise the query output received from ACS.
  
        
 
         
         	[bookmark: pgfId-1064141]ACSViewNBException
  
         	[bookmark: pgfId-1064143]Contains the errors that the Monitoring and Report Viewer displays for any issues with the web services.
  
        
 
       
      
 
     
 The Monitoring and Report Viewer places all web service classes in the com.cisco.acsview.nbapi package.
     
 
      
       [bookmark: pgfId-1064210][bookmark: 12160]Get Version
 
      [bookmark: pgfId-1064211]Input Parameter
 
      [bookmark: pgfId-1055810]userCtx—(Required) User context object
 
      [bookmark: pgfId-1063061]Purpose
 
      [bookmark: pgfId-1063073]Use the getVersion method to view the version of the Monitoring and Report Viewer that is installed on your ACS server. You can enter this command in the CLI to call this web service to view the Monitoring and Report Viewer version.
 
      [bookmark: pgfId-1055842]Output Parameters
 
      [bookmark: pgfId-1055867]Version of the Monitoring and Report Viewer server.
 
      [bookmark: pgfId-1064688]Exception
 
      [bookmark: pgfId-1064704]This method displays an error if:
 
      [bookmark: pgfId-1064736]n The user is invalid
 
      [bookmark: pgfId-1064749]n The input is invalid
 
      [bookmark: pgfId-1064775]n The ACS instance is not running as the Monitoring and Report Viewer server
 
     
 
      
       [bookmark: pgfId-1055592][bookmark: 63000]Get Authentication Status By Date
 
      [bookmark: pgfId-1055905]Input Parameters
 
      [bookmark: pgfId-1055952]n userCtx—(Required) User context object
 
      [bookmark: pgfId-1055968]n authParam—(Required) AuthenticationParam object
 
      [bookmark: pgfId-1055973]n startDate—(Required) The date from which you want the authentication status
 
      [bookmark: pgfId-1055985]n endDate—(Required) The date until which you want the authentication status
 
      [bookmark: pgfId-1063135]Purpose
 
      [bookmark: pgfId-1063163]Use the getAuthenticationStatusByDate method to view a user’s authentication status, arranged chronologically by date, for a specific period.
 
      [bookmark: pgfId-1055907]Output Parameter
 
      [bookmark: pgfId-1055908]Authentication status of the user, arranged chronologically by date, for the specified period.
 
      [bookmark: pgfId-1057079]Exception
 
      [bookmark: pgfId-1057083]This method displays an error if the:
 
      [bookmark: pgfId-1057148]n User context value is entered but passed as null
 
      [bookmark: pgfId-1057149]n Username and password are entered but passed as null
 
      [bookmark: pgfId-1057122]n Date value is entered but passed as null
 
     
 
      
       [bookmark: pgfId-1055593][bookmark: 46838]Get Authentication Status By Time Unit
 
      [bookmark: pgfId-1058965]Input Parameters
 
      [bookmark: pgfId-1056018]n userCtx—(Required) User context object
 
      [bookmark: pgfId-1065132]n authParam—(Required) AuthenticationParam object
 
      [bookmark: pgfId-1065133]n lastX—(Required) The time until which you need the authentication status
 
      [bookmark: pgfId-1065134]n timeUnit—(Required) Time unit, specified in minutes, hours, or days
 
      [bookmark: pgfId-1063184]Purpose
 
      [bookmark: pgfId-1063208]Use the getAuthenticationStatusByTimeUnit method to view a user’s authentication status, arranged chronologically by time, for a specific period.
 
      [bookmark: pgfId-1056022]Output Parameter
 
      [bookmark: pgfId-1058980]A list of the user’s authentication status, arranged chronologically by time, for a specific period.
 
      [bookmark: pgfId-1057248]Exception
 
      [bookmark: pgfId-1057295]This method displays an error if the:
 
      [bookmark: pgfId-1057307]n User context value is entered but passed as null
 
      [bookmark: pgfId-1057308]n Username and password are entered but passed as null
 
      [bookmark: pgfId-1057285]n Date value is entered but passed as null
 
     
 
      
       [bookmark: pgfId-1055604][bookmark: 40018]Get Failure Reasons
 
      [bookmark: pgfId-1059045]Input Parameter
 
      [bookmark: pgfId-1056088]userCtx—(Required) User context object
 
      [bookmark: pgfId-1063253]Purpose
 
      [bookmark: pgfId-1063289]Use the getFailureReasons method to obtain a list of records that contain failure reasons.
 
      [bookmark: pgfId-1056093]Output Parameters
 
      [bookmark: pgfId-1056094]List of records that contain failure reasons.
 
      [bookmark: pgfId-1064815]Exception
 
      [bookmark: pgfId-1064816]This method displays an error if the user credentials are invalid.
 
     
 
      
       [bookmark: pgfId-1056445][bookmark: 14456]Get RADIUS Accounting
 
      [bookmark: pgfId-1059148]Input Parameters
 
      [bookmark: pgfId-1059285]n userCtx—(Required) User context object
 
      [bookmark: pgfId-1064852]n acctParam—(Required) Accounting search parameters; valid values for matchOperator are valueLIKE, valueEQ, valueNE, valueGE, valueLE, valueGT, valueLT, attrEQ, valueIN, valueINNOT. The equation takes any one of the following forms:
 
      [bookmark: pgfId-1064963]— AttributeName, MatchArgument, MatchOp=[ valueLIKE | valueEQ | valueNE | valueGE | valueLE | valueGT | valueLT | attrEQ]
 
      [bookmark: pgfId-1064972]— AttributeName, MultipleValueMatchArgument, MatchOp=[ valueIN | valueINNOT ]
 
      [bookmark: pgfId-1064855]Attribute Name—As defined by standard RADIUS/Cisco A-V pair names. Attribute names are not case sensitive. However, the values are case sensitive.
 
      [bookmark: pgfId-1064891]valueLIKE—Looks for wildcard match (%). For example, %foo%.
 
      [bookmark: pgfId-1064896]valueEQ—Looks for an exact match.
 
      [bookmark: pgfId-1064925]valueNE—Performs a value not equal to comparison.
 
      [bookmark: pgfId-1064903]valueGE—Performs greater than or equal to comparison.
 
      [bookmark: pgfId-1064938]valueLE—Performs lesser than or equal to comparison.
 
      [bookmark: pgfId-1064939]valueGT—Performs a greater than comparison.
 
      [bookmark: pgfId-1064943]valueLT—Performs a lesser than comparison.
 
      [bookmark: pgfId-1064910]attrEQ—Compares a given attribute with another attribute; returns true or false.
 
      [bookmark: pgfId-1064859]valueIN—Multiple values are allowed for matchOperator valueIN.
 
      [bookmark: pgfId-1064975]valueINNOT—Multiple values are not allowed for matchOperator valueINNOT.
 
      [bookmark: pgfId-1059227]n returnAttributes—(Required) List of return attributes requested.
 
      [bookmark: pgfId-1059240]n startDate—(Required) Date from which you want the RADIUS accounting records.
 
      [bookmark: pgfId-1059253]n endDate—(Required) Date until which you want the RADIUS accounting records.
 
      [bookmark: pgfId-1063314]Purpose
 
      [bookmark: pgfId-1063338]Use the getRADIUSAccounting method to obtain a list of RADIUS accounting records.
 
      [bookmark: pgfId-1059153]Output Parameters
 
      [bookmark: pgfId-1059460]List of RADIUS accounting records.
 
      [bookmark: pgfId-1059461]Exception
 
      [bookmark: pgfId-1059481]This method displays an error if:
 
      [bookmark: pgfId-1059462]n User credentials are invalid
 
      [bookmark: pgfId-1059424]n The acctParam parameter contains invalid values for matchOperator
 
      [bookmark: pgfId-1059517]n The acctParam parameter contains invalid value for matchValues
 
      [bookmark: pgfId-1059522]n A database select error occurs
 
     
 
      
       [bookmark: pgfId-1056448][bookmark: 82528]Get API Version
 
      [bookmark: pgfId-1059543]Input Parameter
 
      [bookmark: pgfId-1059581]userCtx—(Required) User context object
 
      [bookmark: pgfId-1063355]Purpose
 
      [bookmark: pgfId-1063383]Use the getAPIVersion method to obtain the version of the Viewer web services.
 
      [bookmark: pgfId-1059556]Output Parameter
 
      [bookmark: pgfId-1059594]Version of the Viewer web services.
 
      [bookmark: pgfId-1059561]Exception
 
      [bookmark: pgfId-1059603]This method displays an error if an authentication failure occurs.
 
     
 
    
 
     
      [bookmark: pgfId-1055389][bookmark: 51401][bookmark: 22848]Understanding the WSDL Files
 
     [bookmark: pgfId-1064365]This section describes the WSDL files, the location from which you can download them, the class files, and the queries that you can use in the Viewer web services. This section contains the following:
 
     [bookmark: pgfId-1064369]n Downloading the WSDL Files
 
     [bookmark: pgfId-1064386]n Viewer WSDL Files
 
     [bookmark: pgfId-1064313]n Integrating the Viewer Web Services with Your Application
 
      
       [bookmark: pgfId-1064324][bookmark: 30133]Downloading the WSDL Files
 
      [bookmark: pgfId-1064325]You can download the WSDL files from the following location:
 
      [bookmark: pgfId-1067278]https://ip address or hostname/ACSViewWebServices/ACSViewWebServices?wsdl, where ip address or hostname is the IP address or hostname of your ACS server.
 
     
 
      
       [bookmark: pgfId-1064316][bookmark: 33289]Viewer WSDL Files[bookmark: marker-1064315]
 
      [bookmark: pgfId-1064318][bookmark: marker-1064317]WSDL is an XML document that describes a web service, the location of the service, and operations that the service exposes:
 
      
       [bookmark: pgfId-1061799]<definitions name="ACSViewWebServicesService" targetNamespace="http://nbapi.acsview.cisco.com/jaws" xmlns="http://schemas.xmlsoap.org/wsdl/" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tns="http://nbapi.acsview.cisco.com/jaws" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
      

      
       [bookmark: pgfId-1061800] <types>
      

      
       [bookmark: pgfId-1061801] <schema elementFormDefault="qualified" targetNamespace="http://nbapi.acsview.cisco.com/jaws" xmlns="http://www.w3.org/2001/XMLSchema" xmlns:soap11-enc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:tns="http://nbapi.acsview.cisco.com/jaws" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
      

      
       [bookmark: pgfId-1061802] <complexType name="getFailureReasons">
      

      
       [bookmark: pgfId-1061803] <sequence>
      

      
       [bookmark: pgfId-1061804] <element name="userCtx" nillable="true" type="tns:UserContext"/>
      

      
       [bookmark: pgfId-1061805] </sequence>
      

      
       [bookmark: pgfId-1061806] </complexType>
      

      
       [bookmark: pgfId-1061807] <complexType name="getAuthenticationStatusByDate">
      

      
       [bookmark: pgfId-1061808] <sequence>
      

      
       [bookmark: pgfId-1061809] <element name="userCtx" nillable="true" type="tns:UserContext"/>
      

      
       [bookmark: pgfId-1061810] <element name="authParam" nillable="true" type="tns:AuthenticationParam"/>
      

      
       [bookmark: pgfId-1061811] <element name="startDate" nillable="true" type="dateTime"/>
      

      
       [bookmark: pgfId-1061812] <element name="endDate" nillable="true" type="dateTime"/>
      

      
       [bookmark: pgfId-1061813] </sequence>
      

      
       [bookmark: pgfId-1061814] </complexType>
      

      
       [bookmark: pgfId-1061815] <complexType name="getAuthenticationStatusByDateResponse">
      

      
       [bookmark: pgfId-1061816] <sequence>
      

      
       [bookmark: pgfId-1061817] <element maxOccurs="unbounded" minOccurs="0" name="result" nillable="true" type="tns:AuthenticationStatus"/>
      

      
       [bookmark: pgfId-1061818] </sequence>
      

      
       [bookmark: pgfId-1061819] </complexType>
      

      
       [bookmark: pgfId-1061820] <complexType name="getAuthenticationStatusByTimeUnit">
      

      
       [bookmark: pgfId-1061821] <sequence>
      

      
       [bookmark: pgfId-1061822] <element name="userCtx" nillable="true" type="tns:UserContext"/>
      

      
       [bookmark: pgfId-1061823] <element name="authParam1" nillable="true" type="tns:AuthenticationParam"/>
      

      
       [bookmark: pgfId-1061824] <element name="lastX" type="int"/>
      

      
       [bookmark: pgfId-1061825] <element name="timeUnit" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061826] </sequence>
      

      
       [bookmark: pgfId-1061827] </complexType>
      

      
       [bookmark: pgfId-1061828] <complexType name="getVersion">
      

      
       [bookmark: pgfId-1061829] <sequence>
      

      
       [bookmark: pgfId-1061830] <element name="userCtx" nillable="true" type="tns:UserContext"/>
      

      
       [bookmark: pgfId-1061831] </sequence>
      

      
       [bookmark: pgfId-1061832] </complexType>
      

      
       [bookmark: pgfId-1061833] <complexType name="ACSViewNBException">
      

      
       [bookmark: pgfId-1061834] <sequence>
      

      
       [bookmark: pgfId-1061835] <element name="message" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061836] </sequence>
      

      
       [bookmark: pgfId-1061837] </complexType>
      

      
       [bookmark: pgfId-1061838] <complexType name="FailureReason">
      

      
       [bookmark: pgfId-1061839] <sequence>
      

      
       [bookmark: pgfId-1061840] <element name="authenFailureCode" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061841] <element name="possibleRootCause" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061842] <element name="resolution" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061843] </sequence>
      

      
       [bookmark: pgfId-1061844] </complexType>
      

      
       [bookmark: pgfId-1061845] <complexType name="AuthenticationParam">
      

      
       [bookmark: pgfId-1061846] <sequence>
      

      
       [bookmark: pgfId-1061847] <element name="AAAClient" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061848] <element name="clientIPAddress" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061849] <element name="clientMACAddress" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061850] <element name="userName" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061851] </sequence>
      

      
       [bookmark: pgfId-1061852] </complexType>
      

      
       [bookmark: pgfId-1061853] <complexType name="AuthenticationStatus">
      

      
       [bookmark: pgfId-1061854] <sequence>
      

      
       [bookmark: pgfId-1061855] <element name="authStatus" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061856] <element name="date" nillable="true" type="dateTime"/>
      

      
       [bookmark: pgfId-1061857] <element name="errorCode" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061858] <element maxOccurs="unbounded" minOccurs="0" name="moreDetails" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061859] </sequence>
      

      
       [bookmark: pgfId-1061860] </complexType>
      

      
       [bookmark: pgfId-1061861] <complexType name="getAuthenticationStatusByTimeUnitResponse">
      

      
       [bookmark: pgfId-1061862] <sequence>
      

      
       [bookmark: pgfId-1061863] <element maxOccurs="unbounded" minOccurs="0" name="result" nillable="true" type="tns:AuthenticationStatus"/>
      

      
       [bookmark: pgfId-1061864] </sequence>
      

      
       [bookmark: pgfId-1061865] </complexType>
      

      
       [bookmark: pgfId-1061866] <complexType name="getVersionResponse">
      

      
       [bookmark: pgfId-1061867] <sequence>
      

      
       [bookmark: pgfId-1061868] <element name="result" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061869] </sequence>
      

      
       [bookmark: pgfId-1061870] </complexType>
      

      
       [bookmark: pgfId-1061871] <complexType name="getFailureReasonsResponse">
      

      
       [bookmark: pgfId-1061872] <sequence>
      

      
       [bookmark: pgfId-1061873] <element maxOccurs="unbounded" minOccurs="0" name="result" nillable="true" type="tns:FailureReason"/>
      

      
       [bookmark: pgfId-1061874] </sequence>
      

      
       [bookmark: pgfId-1061875] </complexType>
      

      
       [bookmark: pgfId-1061876] <complexType name="UserContext">
      

      
       [bookmark: pgfId-1061877] <sequence>
      

      
       [bookmark: pgfId-1061878] <element name="password" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061879] <element name="userName" nillable="true" type="string"/>
      

      
       [bookmark: pgfId-1061880] </sequence>
      

      
       [bookmark: pgfId-1061881] </complexType>
      

      
       [bookmark: pgfId-1061882] <element name="getAuthenticationStatusByDate" type="tns:getAuthenticationStatusByDate"/>
      

      
       [bookmark: pgfId-1061883] <element name="getAuthenticationStatusByDateResponse" type="tns:getAuthenticationStatusByDateResponse"/>
      

      
       [bookmark: pgfId-1061884] <element name="getAuthenticationStatusByTimeUnit" type="tns:getAuthenticationStatusByTimeUnit"/>
      

      
       [bookmark: pgfId-1061885] <element name="getAuthenticationStatusByTimeUnitResponse" type="tns:getAuthenticationStatusByTimeUnitResponse"/>
      

      
       [bookmark: pgfId-1061886] <element name="getVersion" type="tns:getVersion"/>
      

      
       [bookmark: pgfId-1061887] <element name="ACSViewNBException" type="tns:ACSViewNBException"/>
      

      
       [bookmark: pgfId-1061888] <element name="getVersionResponse" type="tns:getVersionResponse"/>
      

      
       [bookmark: pgfId-1061889] <element name="getFailureReasons" type="tns:getFailureReasons"/>
      

      
       [bookmark: pgfId-1061890] <element name="getFailureReasonsResponse" type="tns:getFailureReasonsResponse"/>
      

      
       [bookmark: pgfId-1061891] </schema>
      

      
       [bookmark: pgfId-1061892] </types>
      

      
       [bookmark: pgfId-1061893] <message name="ACSViewNBException">
      

      
       [bookmark: pgfId-1061894] <part element="tns:ACSViewNBException" name="ACSViewNBException"/>
      

      
       [bookmark: pgfId-1061895] </message>
      

      
       [bookmark: pgfId-1061896] <message name="ACSViewWebServices_getAuthenticationStatusByDate">
      

      
       [bookmark: pgfId-1061897] <part element="tns:getAuthenticationStatusByDate" name="parameters"/>
      

      
       [bookmark: pgfId-1061898] </message>
      

      
       [bookmark: pgfId-1061899] <message name="ACSViewWebServices_getAuthenticationStatusByTimeUnitResponse">
      

      
       [bookmark: pgfId-1061900] <part element="tns:getAuthenticationStatusByTimeUnitResponse" name="result"/>
      

      
       [bookmark: pgfId-1061901] </message>
      

      
       [bookmark: pgfId-1061902] <message name="ACSViewWebServices_getAuthenticationStatusByDateResponse">
      

      
       [bookmark: pgfId-1061903] <part element="tns:getAuthenticationStatusByDateResponse" name="result"/>
      

      
       [bookmark: pgfId-1061904] </message>
      

      
       [bookmark: pgfId-1061905] <message name="ACSViewWebServices_getVersionResponse">
      

      
       [bookmark: pgfId-1061906] <part element="tns:getVersionResponse" name="result"/>
      

      
       [bookmark: pgfId-1061907] </message>
      

      
       [bookmark: pgfId-1061908] <message name="ACSViewWebServices_getAuthenticationStatusByTimeUnit">
      

      
       [bookmark: pgfId-1061909] <part element="tns:getAuthenticationStatusByTimeUnit" name="parameters"/>
      

      
       [bookmark: pgfId-1061910] </message>
      

      
       [bookmark: pgfId-1061911] <message name="ACSViewWebServices_getVersion">
      

      
       [bookmark: pgfId-1061912] <part element="tns:getVersion" name="parameters"/>
      

      
       [bookmark: pgfId-1061913] </message>
      

      
       [bookmark: pgfId-1061914] <message name="ACSViewWebServices_getFailureReasons">
      

      
       [bookmark: pgfId-1061915] <part element="tns:getFailureReasons" name="parameters"/>
      

      
       [bookmark: pgfId-1061916] </message>
      

      
       [bookmark: pgfId-1061917] <message name="ACSViewWebServices_getFailureReasonsResponse">
      

      
       [bookmark: pgfId-1061918] <part element="tns:getFailureReasonsResponse" name="result"/>
      

      
       [bookmark: pgfId-1061919] </message>
      

      
       [bookmark: pgfId-1061920] <portType name="ACSViewWebServices">
      

      
       [bookmark: pgfId-1061921] <operation name="getAuthenticationStatusByDate">
      

      
       [bookmark: pgfId-1061922] <input message="tns:ACSViewWebServices_getAuthenticationStatusByDate"/>
      

      
       [bookmark: pgfId-1061923] <output message="tns:ACSViewWebServices_getAuthenticationStatusByDateResponse"/>
      

      
       [bookmark: pgfId-1061924] <fault message="tns:ACSViewNBException" name="ACSViewNBException"/>
      

      
       [bookmark: pgfId-1061925] </operation>
      

      
       [bookmark: pgfId-1061926] <operation name="getAuthenticationStatusByTimeUnit">
      

      
       [bookmark: pgfId-1061927] <input message="tns:ACSViewWebServices_getAuthenticationStatusByTimeUnit"/>
      

      
       [bookmark: pgfId-1061928] <output message="tns:ACSViewWebServices_getAuthenticationStatusByTimeUnitResponse"/>
      

      
       [bookmark: pgfId-1061929] <fault message="tns:ACSViewNBException" name="ACSViewNBException"/>
      

      
       [bookmark: pgfId-1061930] </operation>
      

      
       [bookmark: pgfId-1061931] <operation name="getVersion">
      

      
       [bookmark: pgfId-1061932] <input message="tns:ACSViewWebServices_getVersion"/>
      

      
       [bookmark: pgfId-1061933] <output message="tns:ACSViewWebServices_getVersionResponse"/>
      

      
       [bookmark: pgfId-1061934] <fault message="tns:ACSViewNBException" name="ACSViewNBException"/>
      

      
       [bookmark: pgfId-1061935] </operation>
      

      
       [bookmark: pgfId-1061936] <operation name="getFailureReasons">
      

      
       [bookmark: pgfId-1061937] <input message="tns:ACSViewWebServices_getFailureReasons"/>
      

      
       [bookmark: pgfId-1061938] <output message="tns:ACSViewWebServices_getFailureReasonsResponse"/>
      

      
       [bookmark: pgfId-1061939] <fault message="tns:ACSViewNBException" name="ACSViewNBException"/>
      

      
       [bookmark: pgfId-1061940] </operation>
      

      
       [bookmark: pgfId-1061941] </portType>
      

      
       [bookmark: pgfId-1061942] <binding name="ACSViewWebServicesBinding" type="tns:ACSViewWebServices">
      

      
       [bookmark: pgfId-1061943] <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
      

      
       [bookmark: pgfId-1061944] <operation name="getAuthenticationStatusByDate">
      

      
       [bookmark: pgfId-1061945] <soap:operation soapAction=""/>
      

      
       [bookmark: pgfId-1061946] <input>
      

      
       [bookmark: pgfId-1061947] <soap:body use="literal"/>
      

      
       [bookmark: pgfId-1061948] </input>
      

      
       [bookmark: pgfId-1061949] <output>
      

      
       [bookmark: pgfId-1061950] <soap:body use="literal"/>
      

      
       [bookmark: pgfId-1061951] </output>
      

      
       [bookmark: pgfId-1061952] <fault name="ACSViewNBException">
      

      
       [bookmark: pgfId-1061953] <soap:fault name="ACSViewNBException" use="literal"/>
      

      
       [bookmark: pgfId-1061954] </fault>
      

      
       [bookmark: pgfId-1061955] </operation>
      

      
       [bookmark: pgfId-1061956] <operation name="getAuthenticationStatusByTimeUnit">
      

      
       [bookmark: pgfId-1061957] <soap:operation soapAction=""/>
      

      
       [bookmark: pgfId-1061958] <input>
      

      
       [bookmark: pgfId-1061959] <soap:body use="literal"/>
      

      
       [bookmark: pgfId-1061960] </input>
      

      
       [bookmark: pgfId-1061961] <output>
      

      
       [bookmark: pgfId-1061962] <soap:body use="literal"/>
      

      
       [bookmark: pgfId-1061963] </output>
      

      
       [bookmark: pgfId-1061964] <fault name="ACSViewNBException">
      

      
       [bookmark: pgfId-1061965] <soap:fault name="ACSViewNBException" use="literal"/>
      

      
       [bookmark: pgfId-1061966] </fault>
      

      
       [bookmark: pgfId-1061967] </operation>
      

      
       [bookmark: pgfId-1061968] <operation name="getVersion">
      

      
       [bookmark: pgfId-1061969] <soap:operation soapAction=""/>
      

      
       [bookmark: pgfId-1061970] <input>
      

      
       [bookmark: pgfId-1061971] <soap:body use="literal"/>
      

      
       [bookmark: pgfId-1061972] </input>
      

      
       [bookmark: pgfId-1061973] <output>
      

      
       [bookmark: pgfId-1061974] <soap:body use="literal"/>
      

      
       [bookmark: pgfId-1061975] </output>
      

      
       [bookmark: pgfId-1061976] <fault name="ACSViewNBException">
      

      
       [bookmark: pgfId-1061977] <soap:fault name="ACSViewNBException" use="literal"/>
      

      
       [bookmark: pgfId-1061978] </fault>
      

      
       [bookmark: pgfId-1061979] </operation>
      

      
       [bookmark: pgfId-1061980] <operation name="getFailureReasons">
      

      
       [bookmark: pgfId-1061981] <soap:operation soapAction=""/>
      

      
       [bookmark: pgfId-1061982] <input>
      

      
       [bookmark: pgfId-1061983] <soap:body use="literal"/>
      

      
       [bookmark: pgfId-1061984] </input>
      

      
       [bookmark: pgfId-1061985] <output>
      

      
       [bookmark: pgfId-1061986] <soap:body use="literal"/>
      

      
       [bookmark: pgfId-1061987] </output>
      

      
       [bookmark: pgfId-1061988] <fault name="ACSViewNBException">
      

      
       [bookmark: pgfId-1061989] <soap:fault name="ACSViewNBException" use="literal"/>
      

      
       [bookmark: pgfId-1061990] </fault>
      

      
       [bookmark: pgfId-1061991] </operation>
      

      
       [bookmark: pgfId-1061992] </binding>
      

      
       [bookmark: pgfId-1061993] <service name="ACSViewWebServicesService">
      

      
       [bookmark: pgfId-1061994] <port binding="tns:ACSViewWebServicesBinding" name="ACSViewWebServices">
      

      
       [bookmark: pgfId-1061995] <soap:address location="http://localhost:8080/ACSViewWebServices/ACSViewWebServices"/>
      

      
       [bookmark: pgfId-1061996] </port>
      

      
       [bookmark: pgfId-1061997] </service>
      

      
       [bookmark: pgfId-1061998]</definitions>
      

     
 
      
       [bookmark: pgfId-1061628][bookmark: 58639][bookmark: 98820]Integrating the Viewer Web Services with Your Application[bookmark: marker-1062532]
 
      [bookmark: pgfId-1055341]This section explains how to integrate the Viewer web services with your application.
 
      [bookmark: pgfId-1058108]To integrate your code with a Viewer web service and to ensure that you get a response after you invoke the web service:
 
      [bookmark: pgfId-1058170] 1. Obtain the certificate from the server to create the client certificate:
 
      [bookmark: pgfId-1058171] a. Verify the deployed web services from:
 
      [bookmark: pgfId-1067286]https://ip address or hostname/ACSViewWebServices/ACSViewWebServices?wsdl
 
      [bookmark: pgfId-1058176]For more information on the web services, see Understanding the Methods in the Viewer Web Services.
 
      [bookmark: pgfId-1058177] b. Click View Certificate and go to the Details tab.
 
      [bookmark: pgfId-1058178] c. Click Copy to File.
 
      [bookmark: pgfId-1058180] d. In the welcome window, click Next. 
 
      [bookmark: pgfId-1058181] e. In the Export File Format window, select DER encoded binary X.509(.CER), then click Next.
 
      [bookmark: pgfId-1065407] f. In the File to Export window, enter the filename and click Next. 
 
      [bookmark: pgfId-1058184] g. In the Completing the Certificate Export Wizard window, click Finish.
 
      [bookmark: pgfId-1058185]A copy of the certificate is saved in your local system as server.cer.
 
      [bookmark: pgfId-1058186] h. Import the server certificate and store it as client.ks (the Client Certificate) using the following command:
 
      [bookmark: pgfId-1058187]keytool -import -file server.cer -keystore client.ks 
 
      [bookmark: pgfId-1058188] 2. Verify the deployed Viewer web services from:
 
      [bookmark: pgfId-1067290]https://IPaddress(or)HostName/ACSViewWebServices/ACSViewWebServices?wsdl
 
      [bookmark: pgfId-1058193]For more information on the web services, see Understanding the Methods in the Viewer Web Services.
 
      [bookmark: pgfId-1058194] 3. View the source and copy the WSDL file to your local system using:
 
      [bookmark: pgfId-1067296]soap:address location='https://acsview-cars1:443/ACSViewWebServices/ACSViewWebServices'/
 
      [bookmark: pgfId-1058481]For more information on the WSDL files, see Understanding the WSDL Files.
 
      [bookmark: pgfId-1058482] 4. Download the JAX-WS 2.0 libraries from the Sun Microsystems website.
 
      [bookmark: pgfId-1067300] 5. To view the information related to your artifacts, enter the wsimport -keep command at: https://IPAddress:443/ACSViewWebServ/ACSViewWebServices?wsdl 
 
      [bookmark: pgfId-1058204]Include all the libraries in your location.
 
      [bookmark: pgfId-1058205] 6. Write the client code.
 
      [bookmark: pgfId-1060341] 7. Compile and run the client code.
 
       
        [bookmark: pgfId-1060305]
 
      
 
     
 
    
 
     
      [bookmark: pgfId-1060317][bookmark: 54926]Working with the Viewer Web Services
 
     [bookmark: pgfId-1060323]This section provides sample client code in Java. The requirements that this section describes apply only if you use Java as the client-side conversion tool. This section contains:
 
     [bookmark: pgfId-1060440]n Required Files
 
     [bookmark: pgfId-1064648]n Supported SOAP Clients
 
     [bookmark: pgfId-1060447]n Sample Client Code
 
      
       [bookmark: pgfId-1060403][bookmark: 43977]Required Files
 
      [bookmark: pgfId-1060404]To use Java (JAX-WS) 2.0 as the client-side conversion tool, you need the following JAR files. You can download the .jar files and the related tools from the Sun Microsystems website:
 
      [bookmark: pgfId-1060406]n activation.jar
 
      [bookmark: pgfId-1060407]n FastInfoset.jar
 
      [bookmark: pgfId-1060408]n http.jar
 
      [bookmark: pgfId-1060409]n jaxb-api.jar
 
      [bookmark: pgfId-1060410]n jaxb-impl.jar
 
      [bookmark: pgfId-1060411]n jaxb-xjc.jar
 
      [bookmark: pgfId-1060412]n jaxws-api.jar
 
      [bookmark: pgfId-1060413]n jaxws-rt.jar
 
      [bookmark: pgfId-1060414]n jaxws-tools.jar
 
      [bookmark: pgfId-1060415]n jsr173_api.jar
 
      [bookmark: pgfId-1060416]n jsr181-api.jar
 
      [bookmark: pgfId-1060417]n jsr250-api.jar
 
      [bookmark: pgfId-1060418]n resolver.jar
 
      [bookmark: pgfId-1060419]n saaj-api.jar
 
      [bookmark: pgfId-1060420]n saaj-impl.jar
 
      [bookmark: pgfId-1069498]n sjsxp.jar
 
     
 
      
       [bookmark: pgfId-1069500][bookmark: 35147]Supported SOAP Clients
 
      [bookmark: pgfId-1069501]The supported SOAP clients include:
 
      [bookmark: pgfId-1064656]n Apache
 
      [bookmark: pgfId-1067778]n JAX-WS
 
     
 
      
       [bookmark: pgfId-1067790]Connecting to the Viewer Web Services
 
      [bookmark: pgfId-1070195]To connect to the Viewer Web Services: 
 
      [bookmark: pgfId-1069788] 1. Verify the deployed Viewer Web Services from: 
 
      [bookmark: pgfId-1069789]https://ip address or hostname/ACSViewWebServices/ACSViewWebServices?wsdl 
 
      [bookmark: pgfId-1069792]For more information on the web services, see Understanding the Methods in the Viewer Web Services. 
 
      [bookmark: pgfId-1069794] 2. Right click and select View Source/View Page Source option to view the source information. 
 
      [bookmark: pgfId-1069795]The source information appears in a pop-up dialog box.
 
      [bookmark: pgfId-1069796] 3. Save the source information with the name ACSViewWebServices.wsdl on your local directory; <SERVICE_HOME>.
 
      [bookmark: pgfId-1069797] 4. Execute the following command to create the class files: 
 
      
       [bookmark: pgfId-1069798] wsimport <SERVICE_HOME>/ACSViewWebServices.wsdl -d <SERVICE_HOME>
      

      
       [bookmark: pgfId-1069799]
      

      [bookmark: pgfId-1069803] 5. Copy the Sample Client Code and save it as Client.java in <SERVICE_HOME> and compile it with the following command
 
      
       [bookmark: pgfId-1069804] javac -cp <SERVICE_HOME> <SERVICE_HOME>/Client.java -d <SERVICE_HOME>
      

      
       [bookmark: pgfId-1069805]
      

      [bookmark: pgfId-1069806] This compiles the client code and places the package in the <SERVICE_HOME> directory.
 
      [bookmark: pgfId-1069807] 6. To run the Client code, execute the following command
 
      
       [bookmark: pgfId-1069808] java -cp <SERVICE_HOME> com.cisco.acsview.nbapi.jaws.Client.
      

       
        [bookmark: pgfId-1069809]
 The above mentioned steps are done in Java 1.6.0_25. JAVA_HOME is java installed directory, and the “path” environment variable should be added with the value <JAVA_HOME>/bin.
       
 
      
 
     
 
      
       [bookmark: pgfId-1069813][bookmark: 46424]Sample Client Code[bookmark: marker-1069812]
 
      [bookmark: pgfId-1069814]This section provides sample client code for the Viewer web services.
 
      
       [bookmark: pgfId-1069815]package com.cisco.acsview.nbapi.jaws;
      

      
       [bookmark: pgfId-1069816]
      

      
       [bookmark: pgfId-1069817]import java.util.Calendar;
      

      
       [bookmark: pgfId-1069818]import java.util.GregorianCalendar;
      

      
       [bookmark: pgfId-1069819]import java.util.ArrayList;
      

      
       [bookmark: pgfId-1069820]import java.util.List;
      

      
       [bookmark: pgfId-1069821]import java.util.Iterator;
      

      
       [bookmark: pgfId-1069822]import com.sun.org.apache.xerces.internal.jaxp.datatype.XMLGregorianCalendarImpl;
      

      
       [bookmark: pgfId-1069823]import javax.xml.datatype.XMLGregorianCalendar;
      

      
       [bookmark: pgfId-1069824]import javax.xml.datatype.DatatypeFactory;
      

      
       [bookmark: pgfId-1069825]import java.security.cert.X509Certificate;
      

      
       [bookmark: pgfId-1069826]import javax.net.ssl.HostnameVerifier;
      

      
       [bookmark: pgfId-1069827]import javax.net.ssl.HttpsURLConnection;
      

      
       [bookmark: pgfId-1069828]import javax.net.ssl.SSLContext;
      

      
       [bookmark: pgfId-1069829]import javax.net.ssl.SSLSession;
      

      
       [bookmark: pgfId-1069830]import javax.net.ssl.TrustManager;
      

      
       [bookmark: pgfId-1069831]import javax.net.ssl.X509TrustManager;
      

      
       [bookmark: pgfId-1069832]
      

      
       [bookmark: pgfId-1069833]public class Client 
      

      
       [bookmark: pgfId-1069834]{
      

      
       [bookmark: pgfId-1069835]private static void install() throws Exception 
      

      
       [bookmark: pgfId-1069836]{
      

      
       [bookmark: pgfId-1069837]// Create a trust manager that does not validate certificate chains
      

      
       [bookmark: pgfId-1069838]TrustManager[] trustAllCerts = new TrustManager[] 
      

      
       [bookmark: pgfId-1069839]{
      

      
       [bookmark: pgfId-1069840]new X509TrustManager() 
      

      
       [bookmark: pgfId-1069841]{
      

      
       [bookmark: pgfId-1069842]public X509Certificate[] getAcceptedIssuers() 
      

      
       [bookmark: pgfId-1069843]{
      

      
       [bookmark: pgfId-1069844]return null;
      

      
       [bookmark: pgfId-1069845]}
      

      
       [bookmark: pgfId-1069846]
      

      
       [bookmark: pgfId-1069847]public void checkClientTrusted(X509Certificate[] certs, String authType) 
      

      
       [bookmark: pgfId-1069848]{
      

      
       [bookmark: pgfId-1069849]// Trust always
      

      
       [bookmark: pgfId-1069850]}
      

      
       [bookmark: pgfId-1069851]
      

      
       [bookmark: pgfId-1069852]public void checkServerTrusted(X509Certificate[] certs, String authType) 
      

      
       [bookmark: pgfId-1069853]{
      

      
       [bookmark: pgfId-1069854]// Trust always
      

      
       [bookmark: pgfId-1069855]}
      

      
       [bookmark: pgfId-1069856]}
      

      
       [bookmark: pgfId-1069857]};
      

      
       [bookmark: pgfId-1069858]
      

      
       [bookmark: pgfId-1069859]// Install the all-trusting trust manager
      

      
       [bookmark: pgfId-1069860]SSLContext sc = SSLContext.getInstance("SSL");
      

      
       [bookmark: pgfId-1069861]// Create empty HostnameVerifier
      

      
       [bookmark: pgfId-1069862]HostnameVerifier hv = new HostnameVerifier() 
      

      
       [bookmark: pgfId-1069863]{
      

      
       [bookmark: pgfId-1069864]public boolean verify(String arg0, SSLSession arg1) 
      

      
       [bookmark: pgfId-1069865]{
      

      
       [bookmark: pgfId-1069866]return true;
      

      
       [bookmark: pgfId-1069867]}
      

      
       [bookmark: pgfId-1069868]};
      

      
       [bookmark: pgfId-1069869]
      

      
       [bookmark: pgfId-1069870]sc.init(null, trustAllCerts, new java.security.SecureRandom());
      

      
       [bookmark: pgfId-1069871]HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
      

      
       [bookmark: pgfId-1069872]HttpsURLConnection.setDefaultHostnameVerifier(hv);
      

      
       [bookmark: pgfId-1069873]}
      

      
       [bookmark: pgfId-1069874]
      

      
       [bookmark: pgfId-1069875]public static void install1() throws Exception 
      

      
       [bookmark: pgfId-1069876]{
      

      
       [bookmark: pgfId-1069877]// Bypass hostname verification.
      

      
       [bookmark: pgfId-1069878]HttpsURLConnection.setDefaultHostnameVerifier(
      

      
       [bookmark: pgfId-1069879]new HostnameVerifier() 
      

      
       [bookmark: pgfId-1069880]{
      

      
       [bookmark: pgfId-1069881]public boolean verify(String arg0, SSLSession arg1) 
      

      
       [bookmark: pgfId-1069882]{
      

      
       [bookmark: pgfId-1069883]return true;
      

      
       [bookmark: pgfId-1069884]}
      

      
       [bookmark: pgfId-1069885]});
      

      
       [bookmark: pgfId-1069886]}
      

      
       [bookmark: pgfId-1069887]
      

      
       [bookmark: pgfId-1069888]public static void main(String args[])
      

      
       [bookmark: pgfId-1069889]{
      

      
       [bookmark: pgfId-1069890]try 
      

      
       [bookmark: pgfId-1069891]{
      

      
       [bookmark: pgfId-1069892]install(); 
      

      
       [bookmark: pgfId-1069893]ACSViewWebServicesService serviceObj = new ACSViewWebServicesService();
      

      
       [bookmark: pgfId-1069894]ACSViewWebServices service = serviceObj.getACSViewWebServices();
      

      
       [bookmark: pgfId-1069895]UserContext userCtx = new UserContext();
      

      
       [bookmark: pgfId-1069896]userCtx.setUserName("acsadmin");
      

      
       [bookmark: pgfId-1069897]userCtx.setPassword("Acs5.8");
      

      
       [bookmark: pgfId-1069898]getVersion(service,userCtx);
      

      
       [bookmark: pgfId-1069899]getAPIVersion(service,userCtx);
      

      
       [bookmark: pgfId-1069900]getAuthBydate(service,userCtx);
      

      
       [bookmark: pgfId-1069901]getAuthByTime(service,userCtx);
      

      
       [bookmark: pgfId-1069902]getRadiusAccounting(service,userCtx);
      

      
       [bookmark: pgfId-1069903]getFailureReasons(service,userCtx);
      

      
       [bookmark: pgfId-1069904]} 
      

      
       [bookmark: pgfId-1069905]catch (Exception ex) 
      

      
       [bookmark: pgfId-1069906]{
      

      
       [bookmark: pgfId-1069907]ex.printStackTrace();
      

      
       [bookmark: pgfId-1069908]}
      

      
       [bookmark: pgfId-1069909]}
      

      
       [bookmark: pgfId-1069910]
      

      
       [bookmark: pgfId-1069911]
      

      
       [bookmark: pgfId-1069912]/**
      

      
       [bookmark: pgfId-1069913]* getVersion provide the application version
      

      
       [bookmark: pgfId-1069914]*/
      

      
       [bookmark: pgfId-1069915]public static void getVersion(ACSViewWebServices service, UserContext userCtx)
      

      
       [bookmark: pgfId-1069916]{
      

      
       [bookmark: pgfId-1069917]try
      

      
       [bookmark: pgfId-1069918]{
      

      
       [bookmark: pgfId-1069919]String result = service.getVersion(userCtx);
      

      
       [bookmark: pgfId-1069920]System.out.println("-------------------------*** Application Version
      

      
       [bookmark: pgfId-1069921]***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1069922]System.out.println("Application Version : "+result);
      

      
       [bookmark: pgfId-1069923]
      

      
       [bookmark: pgfId-1069924]System.out.println("-----------------------------------------------------------------------------"+"\n");
      

      
       [bookmark: pgfId-1069925]}
      

      
       [bookmark: pgfId-1069926]catch(Exception e)
      

      
       [bookmark: pgfId-1069927]{
      

      
       [bookmark: pgfId-1069928]e.printStackTrace();
      

      
       [bookmark: pgfId-1069929]}
      

      
       [bookmark: pgfId-1069930]}
      

      
       [bookmark: pgfId-1069931]/**
      

      
       [bookmark: pgfId-1069932]*getAuthByDate provides the data of the authentication success/failure between
      

      
       [bookmark: pgfId-1069933]the specified date range
      

      
       [bookmark: pgfId-1069934]*/
      

      
       [bookmark: pgfId-1069935]private static void getAuthBydate(ACSViewWebServices service, UserContext userCtx)
      

      
       [bookmark: pgfId-1069936]{
      

      
       [bookmark: pgfId-1069937]try 
      

      
       [bookmark: pgfId-1069938]{
      

      
       [bookmark: pgfId-1069939]System.out.println("-------------------------*** Authentication Status by
      

      
       [bookmark: pgfId-1069940]Date Starts ***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1069941]AuthenticationParam authParam = new AuthenticationParam();
      

      
       [bookmark: pgfId-1069942]/**
      

      
       [bookmark: pgfId-1069943]*** The following Attributes are optional.
      

      
       [bookmark: pgfId-1069944]** If the parameters are not set, method will return all the authentications
      

      
       [bookmark: pgfId-1069945]success/failure between the specified date range.
      

      
       [bookmark: pgfId-1069946]** The Data will be filtered based on the attribute set which is falling
      

      
       [bookmark: pgfId-1069947]under the specified date range.
      

      
       [bookmark: pgfId-1069948]** The attributes set are exactly matched for filtering,ie., only the data
      

      
       [bookmark: pgfId-1069949]which is matching the below attributes 
      

      
       [bookmark: pgfId-1069950] and with in the specified date range are retrived.
      

      
       [bookmark: pgfId-1069951]*/ 
      

      
       [bookmark: pgfId-1069952]authParam.setAAAClient("MyClient");
      

      
       [bookmark: pgfId-1069953]authParam.setClientIPAddress("10.77.241.203");
      

      
       [bookmark: pgfId-1069954]authParam.setClientMACAddress("ABAC00019E05");
      

      
       [bookmark: pgfId-1069955]authParam.setUserName("user1");
      

      
       [bookmark: pgfId-1069956]/******* Optional Attributes Ends **************/
      

      
       [bookmark: pgfId-1069957]DatatypeFactory datatypeFactory = DatatypeFactory.newInstance();
      

      
       [bookmark: pgfId-1069958]GregorianCalendar gc1 = newGregorianCalendar(2011, Calendar.AUGUST, 4);
      

      
       [bookmark: pgfId-1069959]XMLGregorianCalendar startDate =
      

      
       [bookmark: pgfId-1069960]datatypeFactory.newXMLGregorianCalendar(gc1).normalize();
      

      
       [bookmark: pgfId-1069961]GregorianCalendar gc2 = newGregorianCalendar(2011, Calendar.AUGUST, 6);
      

      
       [bookmark: pgfId-1069962]XMLGregorianCalendar endDate =
      

      
       [bookmark: pgfId-1069963]datatypeFactory.newXMLGregorianCalendar(gc2).normalize();
      

      
       [bookmark: pgfId-1069964]java.util.List authStatusArray =
      

      
       [bookmark: pgfId-1069965]service.getAuthenticationStatusByDate(userCtx,authParam, startDate, endDate);
      

      
       [bookmark: pgfId-1069966]System.out.println("No of Records Retrieved : "+authStatusArray.size());
      

      
       [bookmark: pgfId-1069967]for(int i=0; i<authStatusArray.size();i++)
      

      
       [bookmark: pgfId-1069968]{
      

      
       [bookmark: pgfId-1069969]System.out.println("*************** Authentication Status : "+(i+1)+"
      

      
       [bookmark: pgfId-1069970]***************");
      

      
       [bookmark: pgfId-1069971]AuthenticationStatus status = (AuthenticationStatus)authStatusArray.get(i);
      

      
       [bookmark: pgfId-1069972]java.util.List sarray = status.getMoreDetails();
      

      
       [bookmark: pgfId-1069973]System.out.println(sarray.get(0) +" :: "+sarray.get(1));
      

      
       [bookmark: pgfId-1069974]for(int j=0;j<sarray.size();j++)
      

      
       [bookmark: pgfId-1069975]{
      

      
       [bookmark: pgfId-1069976]System.out.println(sarray.get(j)+" :: "+sarray.get(++j));
      

      
       [bookmark: pgfId-1069977]}
      

      
       [bookmark: pgfId-1069978]
      

      
       [bookmark: pgfId-1069979]System.out.println("******************************************************************");
      

      
       [bookmark: pgfId-1069980]}
      

      
       [bookmark: pgfId-1069981]System.out.println("-------------------------*** Authentication Status by
      

      
       [bookmark: pgfId-1069982]Date Ends ***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1069983]} 
      

      
       [bookmark: pgfId-1069984]catch (Exception ex) 
      

      
       [bookmark: pgfId-1069985]{
      

      
       [bookmark: pgfId-1069986]ex.printStackTrace();
      

      
       [bookmark: pgfId-1069987]}
      

      
       [bookmark: pgfId-1069988]}
      

      
       [bookmark: pgfId-1069989]
      

      
       [bookmark: pgfId-1069990]/**
      

      
       [bookmark: pgfId-1069991]* getAuthByTime provides the data of the authentication success/failure in the
      

      
       [bookmark: pgfId-1069992]specified time.
      

      
       [bookmark: pgfId-1069993]* Time can be provided in Minutes, Hours or Days
      

      
       [bookmark: pgfId-1069994]*/
      

      
       [bookmark: pgfId-1069995]private static void getAuthByTime(ACSViewWebServices service, UserContext userCtx)
      

      
       [bookmark: pgfId-1069996]{
      

      
       [bookmark: pgfId-1069997]try 
      

      
       [bookmark: pgfId-1069998]{
      

      
       [bookmark: pgfId-1069999]System.out.println("-------------------------*** Authentication Status by
      

      
       [bookmark: pgfId-1070000]Time Starts ***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1070001]AuthenticationParam authParam = new AuthenticationParam();
      

      
       [bookmark: pgfId-1070002]/**
      

      
       [bookmark: pgfId-1070003]*** The following Attributes are optional.
      

      
       [bookmark: pgfId-1070004]** If the parameters are not set method will return all the authentications
      

      
       [bookmark: pgfId-1070005]success/failure between the specified date range.
      

      
       [bookmark: pgfId-1070006]** The Data will be filtered based on the attribute set which is falling
      

      
       [bookmark: pgfId-1070007]under the specified date range.
      

      
       [bookmark: pgfId-1070008]** The attributes set are exactly matched for filtering,ie., only the data
      

      
       [bookmark: pgfId-1070009]which is matching the below attributes 
      

      
       [bookmark: pgfId-1070010] and with in the specified date range are retrived.
      

      
       [bookmark: pgfId-1070011]*/ 
      

      
       [bookmark: pgfId-1070012]authParam.setAAAClient("MyClient");
      

      
       [bookmark: pgfId-1070013]authParam.setClientIPAddress("10.77.241.203");
      

      
       [bookmark: pgfId-1070014]authParam.setClientMACAddress("ABAC00019E05");
      

      
       [bookmark: pgfId-1070015]authParam.setUserName("user1");
      

      
       [bookmark: pgfId-1070016]/******* Optional Attributes Ends **************/
      

      
       [bookmark: pgfId-1070017]java.util.List authStatusArray =
      

      
       [bookmark: pgfId-1070018]service.getAuthenticationStatusByTimeUnit(userCtx,authParam, 20, "Hours");
      

      
       [bookmark: pgfId-1070019]System.out.println("No of Records Retrieved : " + authStatusArray.size());
      

      
       [bookmark: pgfId-1070020]for(int i=0; i<authStatusArray.size();i++)
      

      
       [bookmark: pgfId-1070021]{
      

      
       [bookmark: pgfId-1070022]System.out.println("*************** Authentication Status : "+(i+1)+"
      

      
       [bookmark: pgfId-1070023]***************");
      

      
       [bookmark: pgfId-1070024]AuthenticationStatus status = (AuthenticationStatus)authStatusArray.get(i);
      

      
       [bookmark: pgfId-1070025]java.util.List sarray = status.getMoreDetails();
      

      
       [bookmark: pgfId-1070026]System.out.println(sarray.get(0) +" :: "+sarray.get(1));
      

      
       [bookmark: pgfId-1070027]for(int j=0;j<sarray.size();j++)
      

      
       [bookmark: pgfId-1070028]{
      

      
       [bookmark: pgfId-1070029]System.out.println(sarray.get(j)+" :: "+sarray.get(++j));
      

      
       [bookmark: pgfId-1070030]}
      

      
       [bookmark: pgfId-1070031]
      

      
       [bookmark: pgfId-1070032]System.out.println("******************************************************************");
      

      
       [bookmark: pgfId-1070033]}
      

      
       [bookmark: pgfId-1070034]System.out.println("-------------------------*** Authentication Status by
      

      
       [bookmark: pgfId-1070035]Time Ends ***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1070036]} 
      

      
       [bookmark: pgfId-1070037]catch (Exception ex) 
      

      
       [bookmark: pgfId-1070038]{
      

      
       [bookmark: pgfId-1070039]ex.printStackTrace();
      

      
       [bookmark: pgfId-1070040]}
      

      
       [bookmark: pgfId-1070041]}
      

      
       [bookmark: pgfId-1070042]
      

      
       [bookmark: pgfId-1070043]/**
      

      
       [bookmark: pgfId-1070044]** getAPIVersion provides the application API Version
      

      
       [bookmark: pgfId-1070045]*/
      

      
       [bookmark: pgfId-1070046]public static void getAPIVersion(ACSViewWebServices service, UserContext userCtx)
      

      
       [bookmark: pgfId-1070047]{
      

      
       [bookmark: pgfId-1070048]try
      

      
       [bookmark: pgfId-1070049]{
      

      
       [bookmark: pgfId-1070050]System.out.println("-------------------------*** API Version
      

      
       [bookmark: pgfId-1070051]***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1070052]String apiresult = service.getAPIVersion(userCtx);
      

      
       [bookmark: pgfId-1070053]System.out.println("API Version : "+apiresult);
      

      
       [bookmark: pgfId-1070054]
      

      
       [bookmark: pgfId-1070055]System.out.println("-----------------------------------------------------------------------------"+"\n");
      

      
       [bookmark: pgfId-1070056]}
      

      
       [bookmark: pgfId-1070057]catch(Exception ex)
      

      
       [bookmark: pgfId-1070058]{
      

      
       [bookmark: pgfId-1070059]ex.printStackTrace();
      

      
       [bookmark: pgfId-1070060]}
      

      
       [bookmark: pgfId-1070061]}
      

      
       [bookmark: pgfId-1070062]
      

      
       [bookmark: pgfId-1070063]/**
      

      
       [bookmark: pgfId-1070064]** getFailureReasons provide the Failure Code, Possible Root Cause and Resolution
      

      
       [bookmark: pgfId-1070065]*/
      

      
       [bookmark: pgfId-1070066]public static void getFailureReasons(ACSViewWebServices service, UserContext
      

      
       [bookmark: pgfId-1070067]userCtx)
      

      
       [bookmark: pgfId-1070068]{
      

      
       [bookmark: pgfId-1070069]try
      

      
       [bookmark: pgfId-1070070]{
      

      
       [bookmark: pgfId-1070071]// Get Failure reason - Example
      

      
       [bookmark: pgfId-1070072]System.out.println("-------------------------*** Failure Reasons Starts
      

      
       [bookmark: pgfId-1070073]***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1070074]List result1 = service.getFailureReasons(userCtx);
      

      
       [bookmark: pgfId-1070075]System.out.println("Failure reasons list is : " + result1.size());
      

      
       [bookmark: pgfId-1070076]for (int i=0;i<result1.size() ;i++ )
      

      
       [bookmark: pgfId-1070077]{
      

      
       [bookmark: pgfId-1070078]System.out.println("Authentication Failure Code :
      

      
       [bookmark: pgfId-1070079]"+((FailureReason)result1.get(i)).getAuthenFailureCode());
      

      
       [bookmark: pgfId-1070080]System.out.println("Possible Root Cause :
      

      
       [bookmark: pgfId-1070081]"+((FailureReason)result1.get(i)).getPossibleRootCause());
      

      
       [bookmark: pgfId-1070082]System.out.println("Resolution :
      

      
       [bookmark: pgfId-1070083]"+((FailureReason)result1.get(i)).getResolution());
      

      
       [bookmark: pgfId-1070084]}
      

      
       [bookmark: pgfId-1070085]System.out.println("-------------------------*** Failure Reasons Ends
      

      
       [bookmark: pgfId-1070086]***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1070087]}
      

      
       [bookmark: pgfId-1070088]catch(Exception ex)
      

      
       [bookmark: pgfId-1070089]{
      

      
       [bookmark: pgfId-1070090]ex.printStackTrace();
      

      
       [bookmark: pgfId-1070091]}
      

      
       [bookmark: pgfId-1070092]}
      

      
       [bookmark: pgfId-1070093]
      

      
       [bookmark: pgfId-1070094]/**
      

      
       [bookmark: pgfId-1070095]** getRadiusAccounting provides the accounting details between the specified
      

      
       [bookmark: pgfId-1070096]date range.
      

      
       [bookmark: pgfId-1070097]*/
      

      
       [bookmark: pgfId-1070098]public static void getRadiusAccounting(ACSViewWebServices service, UserContext
      

      
       [bookmark: pgfId-1070099]userCtx)
      

      
       [bookmark: pgfId-1070100]{
      

      
       [bookmark: pgfId-1070101]try
      

      
       [bookmark: pgfId-1070102]{
      

      
       [bookmark: pgfId-1070103]System.out.println("-------------------------*** Radius Accounting Starts
      

      
       [bookmark: pgfId-1070104]***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1070105]List acctParam = new ArrayList();
      

      
       [bookmark: pgfId-1070106]AccountingParam acParam = new AccountingParam();
      

      
       [bookmark: pgfId-1070107]List valList = acParam.getMatchValues();
      

      
       [bookmark: pgfId-1070108]valList.add("11");
      

      
       [bookmark: pgfId-1070109]acParam.setAttributeName("cisco-h323-disconnect-cause/h323-disconnect-cause");
      

      
       [bookmark: pgfId-1070110]acParam.setMatchOperator("valueINNOT");
      

      
       [bookmark: pgfId-1070111]acctParam.add(acParam);
      

      
       [bookmark: pgfId-1070112]List returnAttributes = new ArrayList();
      

      
       [bookmark: pgfId-1070113]returnAttributes.add("cisco-h323-disconnect-cause/h323-disconnect-cause");
      

      
       [bookmark: pgfId-1070114]DatatypeFactory datatypeFactory = DatatypeFactory.newInstance();
      

      
       [bookmark: pgfId-1070115]GregorianCalendar gc1 = newGregorianCalendar(2011, Calendar.AUGUST, 5);
      

      
       [bookmark: pgfId-1070116]XMLGregorianCalendar startDate =
      

      
       [bookmark: pgfId-1070117]datatypeFactory.newXMLGregorianCalendar(gc1).normalize();
      

      
       [bookmark: pgfId-1070118]GregorianCalendar gc2 = newGregorianCalendar(2011, Calendar.AUGUST, 7);
      

      
       [bookmark: pgfId-1070119]XMLGregorianCalendar endDate =
      

      
       [bookmark: pgfId-1070120]datatypeFactory.newXMLGregorianCalendar(gc2).normalize();
      

      
       [bookmark: pgfId-1070121]AccountingStatus acctStatus = service.getRadiusAccounting(userCtx,acctParam,
      

      
       [bookmark: pgfId-1070122]startDate, endDate, returnAttributes);
      

      
       [bookmark: pgfId-1070123]List attrNames = acctStatus.getAttrNames();
      

      
       [bookmark: pgfId-1070124]for(int x=0 ; x<attrNames.size() ; x++)
      

      
       [bookmark: pgfId-1070125]{
      

      
       [bookmark: pgfId-1070126]System.out.println("Attribute Names : "+attrNames.get(x));
      

      
       [bookmark: pgfId-1070127]}
      

      
       [bookmark: pgfId-1070128]List acctDetailsList = (ArrayList)acctStatus.getAcctDetails();
      

      
       [bookmark: pgfId-1070129]Iterator detailIterator = acctDetailsList.iterator();
      

      
       [bookmark: pgfId-1070130]while(detailIterator.hasNext())
      

      
       [bookmark: pgfId-1070131]{
      

      
       [bookmark: pgfId-1070132]AccountingDetail acctDetailObj = (AccountingDetail)detailIterator.next();
      

      
       [bookmark: pgfId-1070133]List acctDetails = (List)acctDetailObj.getAttrValues();
      

      
       [bookmark: pgfId-1070134]for (int i=0;i<acctDetails.size() ;i++ )
      

      
       [bookmark: pgfId-1070135]{
      

      
       [bookmark: pgfId-1070136]System.out.println("Attribute Details : "+acctDetails.get(i));
      

      
       [bookmark: pgfId-1070137]}
      

      
       [bookmark: pgfId-1070138]}
      

      
       [bookmark: pgfId-1070139]System.out.println("-------------------------*** Radius Accounting Ends
      

      
       [bookmark: pgfId-1070140]***-------------------------"+"\n");
      

      
       [bookmark: pgfId-1070141]}
      

      
       [bookmark: pgfId-1070142]catch(Exception e)
      

      
       [bookmark: pgfId-1070143]{
      

      
       [bookmark: pgfId-1070144]e.printStackTrace();
      

      
       [bookmark: pgfId-1070145]}
      

      
       [bookmark: pgfId-1070146]}
      

      
       [bookmark: pgfId-1070147]}
      

      
       [bookmark: pgfId-1070148]
      

     
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-1055969][bookmark: 74328]Using the Configuration Web Services
 
    [bookmark: pgfId-1055970]This chapter describes the environment that you must set up to use the Configuration web service and explains how to use it.
 
    [bookmark: pgfId-1055971]The Configuration web services are implemented as REST interfaces over HTTPS. There is no HTTP support. 
 
    [bookmark: pgfId-1055972]Configuring REST web services are available on all ACS servers in the deployment, but only the ACS primary instance provides the full service that supports read and write operations. Secondary ACS instances provide read only access to the configuration data. 
 
    [bookmark: pgfId-1062118]The Monitoring and Report Viewer displays the messages and audit logs for all REST activities.
 
    [bookmark: pgfId-1060063][bookmark: marker-1055973]Enabling the REST Web Interface on ACS CLI
 
    [bookmark: pgfId-1055974]You must enable the web interface on ACS before you can use the REST web service. To enable the web interface on ACS, from the ACS CLI, enter:
 
    
     [bookmark: pgfId-1055975]acs config-web-interface rest enable
    

    [bookmark: pgfId-1066982]For more information on the acs config-web-interface command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
    [bookmark: pgfId-1060078]Viewing the Status of the REST Web Interface from ACS CLI
 
    [bookmark: pgfId-1055978]To view the status of the web interface, from the ACS CLI, enter:
 
    
     [bookmark: pgfId-1066678]show acs-config-web-interface
    

    [bookmark: pgfId-1067088]For more information on the acs config-web-interface command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
    [bookmark: pgfId-1059440]Applications that interact with the ACS configuration REST service may use any administrator account to authenticate to the REST service. Authorization for the used account should be set to allow all activities that are done by the REST client. 
 
     
      [bookmark: pgfId-1059369]Supported Configuration Objects
 
     [bookmark: pgfId-1065477]The Rest PI in ACS provides services for configuring ACS, and it is organized for each configuration feature. In ACS 5.8, the following five subsets of the ACS configuration are supported: 
 
     [bookmark: pgfId-1070549]n Common configuration objects 
 
     [bookmark: pgfId-1070550]n Users configuration objects, Hosts configuration objects, and Identity group configuration objects. 
 
     [bookmark: pgfId-1070551]n Network Device configuration objects
 
     [bookmark: pgfId-1067252]n Device Group configuration objects
 
     [bookmark: pgfId-1067915]n Device Group Type configuration objects
 
     [bookmark: pgfId-1072467]n Maximum User Sessions
 
      
       
        
        [bookmark: pgfId-1077235]Table 1 [bookmark: 85539]Supported Configuration Objects
 
        
       
         
         	
           
           [bookmark: pgfId-1068068]Feature 
          
  
         	
           
           [bookmark: pgfId-1068070]Main Supported Classes
          
  
         	
           
           [bookmark: pgfId-1068072]Comments
          
  
        
 
         
         	 [bookmark: pgfId-1068074]Common
  
         	[bookmark: pgfId-1068076]Attribute Info
  
         	[bookmark: pgfId-1068078]Also known as dynamic attributes or AV pair. Attribute Info is composed within Protocol User.
  
        
 
         
         	[bookmark: pgfId-1068082]ACS Version
  
         	[bookmark: pgfId-1068084]Supports Get method only.
  
        
 
         
         	[bookmark: pgfId-1068088]Service Location
  
         	[bookmark: pgfId-1068090]Supports getall method only.
 [bookmark: pgfId-1068091]It allows you to find the ACS instance that serve as primary and the ACS instance that provide Monitoring and Troubleshooting Viewer.
  
        
 
         
         	[bookmark: pgfId-1068095]Error Message
  
         	[bookmark: pgfId-1068097]Supports getall method only.
 [bookmark: pgfId-1068098]It allows you to retrieve all ACS message codes and message texts that are used on the REST Interface.
  
        
 
         
         	 [bookmark: pgfId-1068100]Identity
  
         	[bookmark: pgfId-1068102]Protocol User
  
         	[bookmark: pgfId-1068104]Full CRUD (Create, Read, Update, and Delete) and query support.
  
        
 
         
         	[bookmark: pgfId-1068108]Identity Group
  
         	[bookmark: pgfId-1068110]Full CRUD and query support.
 [bookmark: pgfId-1068111]Query is used to retrieve subgroups of a specific node. The list of users for each group is fetched by querying on the users.
  
        
 
         
         	[bookmark: pgfId-1068115]Internal Host
  
         	[bookmark: pgfId-1068117]Full CRUD and query support.
  
        
 
         
         	[bookmark: pgfId-1068119]Network Device
  
         	[bookmark: pgfId-1068121]Network Device
  
         	[bookmark: pgfId-1068123]Full CRUD and query support.
  
        
 
         
         	[bookmark: pgfId-1068159]Device Group
  
         	[bookmark: pgfId-1068196]Network Device Group
  
         	[bookmark: pgfId-1068226]Full CRUD and query support.
  
        
 
         
         	[bookmark: pgfId-1068131]Device Group Type
  
         	[bookmark: pgfId-1068133]Network Device Group Type
  
         	[bookmark: pgfId-1068135]Full CRUD and query support.
  
        
 
       
      
 
     
 
     [bookmark: pgfId-1060671]This section contains:
 
     [bookmark: pgfId-1064850]n Identity Groups
 
     [bookmark: pgfId-1064927]n Attribute Info
 
     [bookmark: pgfId-1064939]n Group Associations
 
     [bookmark: pgfId-1067880]n Device Info
 
      
       [bookmark: pgfId-1064831][bookmark: 79743]Identity Groups
 
      [bookmark: pgfId-1060672]The Identity Group object is used to manipulate nodes on the Identity Group hierarchy. The group name defines the full path of the node within the hierarchy. When you add a new node, you should be aware that the name of the node (which includes the full path) specifies where in the hierarchy the node should be attached. For example:
 
      [bookmark: pgfId-1060673]n All Groups:CDO:PMBU
 
      [bookmark: pgfId-1060674]n All Groups:CDO
 
      [bookmark: pgfId-1060675]n All Groups:CDO:PMBU:ACS-Dev
 
      
 
      [bookmark: pgfId-1064052]In order to retrieve the child of a certain group, you can set a filter as “start” with All groups:CDO”.
 
     
 
      
       [bookmark: pgfId-1064053][bookmark: 54098]Attribute Info
 
      [bookmark: pgfId-1060680]The AttributeInfo structure is an array of pairs of attribute names and attribute values. 
 
      [bookmark: pgfId-1060681]The attribute name refers to the user dictionary, where the definition of the attribute, such as value type, can be found. The value of the attribute must conform with the dictionary definition. 
 
      [bookmark: pgfId-1060682]The following is an example of JAVA representation for a user that has two attributes:
 
      
       [bookmark: pgfId-1060683]User user = new User();
      

      
       [bookmark: pgfId-1060684] user.setDescription(description);
      

      
       [bookmark: pgfId-1060685] user.setPassword(password);
      

      
       [bookmark: pgfId-1060686] user.setName(userName); 
      

      
       [bookmark: pgfId-1060687] user.setAttributeInfo(new AttributeInfo[]{
      

      
       [bookmark: pgfId-1060688] new AttributeInfo("Department","Dev"),
      

      
       [bookmark: pgfId-1060689] new AttributeInfo("Clock","10 Nov 2008 12:12:34")
      

      
       [bookmark: pgfId-1060690] });
      

     
 
      
       [bookmark: pgfId-1060692][bookmark: 20546]Group Associations 
 
      [bookmark: pgfId-1060693]The REST Interface schema shows the association of the user to the Identity group, as a group name property on the user object. 
 
      [bookmark: pgfId-1060694]Here is an example of associating a user to an identity group:
 
      
       [bookmark: pgfId-1060695]User user = new User();
      

      
       [bookmark: pgfId-1060696] user.setIdenityGroupName("IdentityGroup:All Groups:Foo");
      

      
       [bookmark: pgfId-1060697] user.setDescription(description);
      

      
       [bookmark: pgfId-1064219] user.setPassword(password);
      

      
       [bookmark: pgfId-1064220] user.setName(userName); 
      

      
       [bookmark: pgfId-1067885]
      

     
 
      
       [bookmark: pgfId-1068510][bookmark: 80525]Device Info
 It is mandatory to provide information about at least one group to which the network device is associated while updating a network device using the REST interface. The network device may be associated with more than one group. The group information that is not provided will automatically be updated with a default value.
      
 
     
 
    
 
     
      [bookmark: pgfId-1064183]Query Object
 
     [bookmark: pgfId-1067739]The REST Interface schema exposes a query object to define criteria and other query parameters. The query object is used for Users, Identity Groups, Network Device, Network Device Groups, Internal Hosts, and Maximum User Sessions.
 
     [bookmark: pgfId-1067740]The query object includes parameters that apply to:
 
     [bookmark: pgfId-1056286]n Filtering
 
     [bookmark: pgfId-1056314]n Sorting
 
     [bookmark: pgfId-1056323]n Paging
 
      
       [bookmark: pgfId-1056290][bookmark: 93423]Filtering
 
      [bookmark: pgfId-1056055]You can use the query object to retrieve a filtered result set. You can filter users or identity groups, based on the following criteria:
 
      [bookmark: pgfId-1056056]n Simple condition—Includes property name, operation, and value. For example, name STARTS_WITH "A".
 
      [bookmark: pgfId-1062053]The following operations are supported for filtering: 
 
      [bookmark: pgfId-1062054]— CONTAINS
 
      [bookmark: pgfId-1062055]— DOES_NOT_CONTAIN
 
      [bookmark: pgfId-1062056]— ENDS_WITH
 
      [bookmark: pgfId-1070574]— IS_EMPTY
 
      [bookmark: pgfId-1062057]— EQUALS
 
      [bookmark: pgfId-1062058]— NOT_EMPTY
 
      [bookmark: pgfId-1062059]— NOT_EQUALS
 
      [bookmark: pgfId-1062010]— STARTS_WITH
 
      [bookmark: pgfId-1061927]n And condition— Includes set of simple conditions. All simple condition must be evaluated to be True in order for the and condition to be matched. 
 
      [bookmark: pgfId-1063012]Here is an XML-based example for the “And” filter. 
 
      
       [bookmark: pgfId-1063445]<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
      

      
       [bookmark: pgfId-1063013] <ns2:query xmlns:ns2="query.rest.mgmt.acs.nm.cisco.com">
      

      
       [bookmark: pgfId-1063014] <criteria xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"xsi:type="ns2:AndFilter">
      

      
       [bookmark: pgfId-1063015] <simpleFilters>
      

      
       [bookmark: pgfId-1063016] <propertyName>name</propertyName>
      

      
       [bookmark: pgfId-1063017] <operation>STARTS_WITH</operation>
      

      
       [bookmark: pgfId-1063018] <value>user</value>
      

      
       [bookmark: pgfId-1063019] </simpleFilters>
      

      
       [bookmark: pgfId-1063020] <simpleFilters>
      

      
       [bookmark: pgfId-1063021] <propertyName>name</propertyName>
      

      
       [bookmark: pgfId-1063022] <operation>ENDS_WITH</operation>
      

      
       [bookmark: pgfId-1063023] <value>1</value>
      

      
       [bookmark: pgfId-1063024] </simpleFilters>
      

      
       [bookmark: pgfId-1063025] </criteria>
      

      
       [bookmark: pgfId-1063026] <numberOfItemsInPage>100</numberOfItemsInPage>
      

      
       [bookmark: pgfId-1063027] <startPageNumber>1</startPageNumber>
      

      
       [bookmark: pgfId-1063028] </ns2:query>
      

      
       [bookmark: pgfId-1071331]
      
 (from upper case "O" to lower case "o") in patch 3. You need to install patch 3 to get this change reflected in ACS.
      
 
      
       [bookmark: pgfId-1063394]
      

      [bookmark: pgfId-1063280]Here is a Java-based example for the “And” filter:
 
      
       [bookmark: pgfId-1063403]
      

      
       [bookmark: pgfId-1063282] Query query = new Query();
      

      
       [bookmark: pgfId-1063277] query.setStartPageNumber(1);
      

      
       [bookmark: pgfId-1063228] query.setNumberOfItemsInPage(100);
      

      
       [bookmark: pgfId-1063301]
      

      
       [bookmark: pgfId-1063230] SimpleFilter simpleFilter = new SimpleFilter();
      

      
       [bookmark: pgfId-1063231] simpleFilter.setOperation(FilterOperation.STARTS_WITH);
      

      
       [bookmark: pgfId-1063232] simpleFilter.setPropertyName("name");
      

      
       [bookmark: pgfId-1063233] simpleFilter.setValue("user");
      

      
       [bookmark: pgfId-1063312]
      

      
       [bookmark: pgfId-1063235] SimpleFilter simpleFilter1 = new SimpleFilter();
      

      
       [bookmark: pgfId-1063236] simpleFilter1.setOperation(FilterOperation.ENDS_WITH);
      

      
       [bookmark: pgfId-1063237] simpleFilter1.setPropertyName("name");
      

      
       [bookmark: pgfId-1063238] simpleFilter1.setValue("1");
      

      
       [bookmark: pgfId-1063239]
      

      
       [bookmark: pgfId-1078877] AndFilter andFilter = new AndFilter();
      

      
       [bookmark: pgfId-1078878] andFilter.setSimpleFilters(new SimpleFilter[] { simpleFilter,
      

      
       [bookmark: pgfId-1078879] simpleFilter1 });
      

      
       [bookmark: pgfId-1063323]
      

      
       [bookmark: pgfId-1063244] query.setCriteria(andFilter);
      

     
 
      
       [bookmark: pgfId-1061937][bookmark: 38946]Sorting
 
      [bookmark: pgfId-1056068]You can use the query object to sort the results. You can sort based on the following criteria:
 
      [bookmark: pgfId-1056261]n One property to sort by
 
      [bookmark: pgfId-1056070]n Direction of sorting (Ascending/Descending)
 
     
 
      
       [bookmark: pgfId-1056071][bookmark: 15279]Paging
 
      [bookmark: pgfId-1056072]You can set the query object with the following paging parameters:
 
      [bookmark: pgfId-1056073]n Page number, which is the requested page 
 
      [bookmark: pgfId-1056074]n Number of objects in a page
 
      [bookmark: pgfId-1056076]Paging is stateless. That is, the required page is calculated from scratch for every request. This means that paging could skip objects or return them twice, in case objects were added or deleted concurrently.
 
     
 
    
 
     
      [bookmark: pgfId-1056077]Request Structure 
 
     [bookmark: pgfId-1056078]ACS REST request is composed of:
 
     [bookmark: pgfId-1056079]n URL
 
     [bookmark: pgfId-1056080]n HTTP method
 
     [bookmark: pgfId-1056081]n Content—Includes ACS objects if applicable to the requested method. The ACS objects are represented in XML.
 
      
       [bookmark: pgfId-1056082]URL Path
 
      [bookmark: pgfId-1056083]URL includes:
 
      [bookmark: pgfId-1056084]n Service name: Rest
 
      [bookmark: pgfId-1056085]n Package name: Identity, Common, or Network Device
 
      [bookmark: pgfId-1056086]n Object Type: User, Identity Group, and so on
 
      [bookmark: pgfId-1062209]n Object Identifiers are valid with the GET and DELETE methods.
 
      [bookmark: pgfId-1056088]n Operation name is required for operations other than CRUD, such as query.
 
      [bookmark: pgfId-1056565]Table 2 lists the URLs for each object.
 
      [bookmark: pgfId-1056089]Object Identifiers
 
      [bookmark: pgfId-1056408]Objects are identified by name or by object ID. The basic object key is the object name. You can also use the Object ID for the GET and DELETE methods. For POST and PUT, the method gets the object itself, which includes the identifiers.
 
      [bookmark: pgfId-1056091]You can specify the identifier on the URL in the following ways:
 
      [bookmark: pgfId-1056092]n Name as the key: Rest/{package}/{ObjectType}/name/{name}
 
      [bookmark: pgfId-1077404]n Object ID as the key: Rest//{package}/{ObjectType}/id/{id}
 
       
        
         
         [bookmark: pgfId-1077407]Table 2 [bookmark: 87644]URL Summary Table 
 
         
        
          
          	 
            
            [bookmark: pgfId-1077413]Object
           
  
          	 
            
            [bookmark: pgfId-1077415]URL
           
  
          	 
            
            [bookmark: pgfId-1077417]Comment
           
  
         
 
          
          	[bookmark: pgfId-1077419]ACS Version
  
          	[bookmark: pgfId-1077421]../Rest/Common/AcsVersion
  
          	[bookmark: pgfId-1077423]Single object exists
  
         
 
          
          	[bookmark: pgfId-1077425]Service Location
  
          	[bookmark: pgfId-1077427]../Rest/Common/ServiceLocation
  
          	[bookmark: pgfId-1077429]—
  
         
 
          
          	[bookmark: pgfId-1077431]Error Message
  
          	[bookmark: pgfId-1077433]../Rest/Common/ErrorMessage
  
          	[bookmark: pgfId-1077435]—
  
         
 
          
          	[bookmark: pgfId-1077437]User
  
          	[bookmark: pgfId-1077439]../Rest/Identity/User/…..
  
          	[bookmark: pgfId-1077441]For some methods, there is additional data on the URL. See Table 3
  
         
 
          
          	[bookmark: pgfId-1077446]Identity Group
  
          	[bookmark: pgfId-1077448]../Rest/Identity/IdentityGroup/…..
  
          	[bookmark: pgfId-1077450]For some methods, there is additional data on the URL. See Table 3
  
         
 
          
          	[bookmark: pgfId-1077455]Network Device
  
          	[bookmark: pgfId-1077457]../Rest/NetworkDevice/Device/.....
  
          	[bookmark: pgfId-1077459]For some methods, there is additional data on the URL. See Table 3
  
         
 
          
          	[bookmark: pgfId-1077464]Device Group 
  
          	[bookmark: pgfId-1077466]..Rest/NetworkDevice/DeviceGroup/.....
  
          	[bookmark: pgfId-1077468]For some methods, there is additional data on the URL. See Table 3
  
         
 
          
          	[bookmark: pgfId-1077473]Internal Host
  
          	[bookmark: pgfId-1077475]../Rest/Identity/Host/.....
  
          	[bookmark: pgfId-1077477]For some methods, there is additional data on the URL. See Table 3
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-1077482]HTTP Methods
 
      [bookmark: pgfId-1056096]HTTP methods are mapped to configuration operations (CRUD - Create, Read, Update, and Delete). 
 
      [bookmark: pgfId-1062200]The common intrinsic methods are not specified within the URL, and are determined by the HTTP request method. In other cases, you need to add the configuration operation into the URL. HTTP methods are mapped to ACS operations:
 
      [bookmark: pgfId-1056101]n HTTP GET—View an object or multiple objects.
 
      [bookmark: pgfId-1056102]n HTTP POST—Create a new object.
 
      [bookmark: pgfId-1056103]n HTTP DELETE—Delete a object.
 
      [bookmark: pgfId-1056104]n HTTP PUT—Update an existing object. PUT is also used to invoke extrinsic methods (other than CRUD).
 
      [bookmark: pgfId-1056106]When the HTTP PUT method is used for operations other than CRUD, the URL specifies the required operation. This is also used to distinguish the message from the PUT method for update. The keyword “op” is included in the URL as follows:
 
      [bookmark: pgfId-1056109]Rest/{package}/{ObjectType}/op/{operation}
 
      [bookmark: pgfId-1056110]For example, /Rest/Identity/IdentityGroup/op/query
 
       
        
         
         [bookmark: pgfId-1077727]Table 3 [bookmark: 42960]HTTP Method Summary
 
         
        
          
          	 
            
            [bookmark: pgfId-1077737]Function
           
  
          	 
            
            [bookmark: pgfId-1077739]HTTP Method
           
  
          	 
            
            [bookmark: pgfId-1077741]URL
           
  
          	 
            
            [bookmark: pgfId-1077743]Request content
           
  
          	 
            
            [bookmark: pgfId-1077745]Response on Success
           
  
         
 
          
          	[bookmark: pgfId-1077747]getAll
  
          	[bookmark: pgfId-1077749]GET
  
          	[bookmark: pgfId-1077751]/{ObjectType}
  
          	[bookmark: pgfId-1077753]None
  
          	[bookmark: pgfId-1077755]Collection of Objects
  
         
 
          
          	[bookmark: pgfId-1078191]getAllDevices
  
          	[bookmark: pgfId-1078193]GET
  
          	[bookmark: pgfId-1078195]/{ObjectType}
  
          	[bookmark: pgfId-1078197]None
  
          	[bookmark: pgfId-1078199]List of all devices with basic information and without Network Device Group information.
  
         
 
          
          	[bookmark: pgfId-1077757]getByName
  
          	[bookmark: pgfId-1077759]GET
  
          	[bookmark: pgfId-1077761]/{ObjectType}/name/
{name}1
  
          	[bookmark: pgfId-1077768]None
  
          	[bookmark: pgfId-1077770]An Object
  
         
 
          
          	[bookmark: pgfId-1077772]getById
  
          	[bookmark: pgfId-1077774]GET
  
          	[bookmark: pgfId-1077776]/{ObjectType}/id/{id}
  
          	[bookmark: pgfId-1077778]None
  
          	[bookmark: pgfId-1077780]An Object
  
         
 
          
          	[bookmark: pgfId-1077782]create
  
          	[bookmark: pgfId-1077784]POST
  
          	[bookmark: pgfId-1077786]/{ObjectType}
  
          	[bookmark: pgfId-1077788]Object 
 For create, the Object ID property should not be set.
  
          	[bookmark: pgfId-1077791]Rest Response Result, which includes Object ID.
  
         
 
          
          	[bookmark: pgfId-1077793]delete
  
          	[bookmark: pgfId-1077795]DELETE
  
          	[bookmark: pgfId-1077797]/{ObjectType}/name/
{name}1
  
          	[bookmark: pgfId-1077800]None
  
          	[bookmark: pgfId-1077802]Rest Result
  
         
 
          
          	[bookmark: pgfId-1077804]delete
  
          	[bookmark: pgfId-1077806]DELETE
  
          	[bookmark: pgfId-1077808]/{ObjectType}/ id/{id}
  
          	[bookmark: pgfId-1077810]None
  
          	[bookmark: pgfId-1077812]Rest Result
  
         
 
          
          	[bookmark: pgfId-1077819]update2
  
          	[bookmark: pgfId-1077821]PUT
  
          	[bookmark: pgfId-1077823]/{ObjectType}
  
          	[bookmark: pgfId-1077825]Object
  
          	[bookmark: pgfId-1077827]Rest Result
  
         
 
          
          	[bookmark: pgfId-1077829]Query 
  
          	[bookmark: pgfId-1077831]PUT
  
          	[bookmark: pgfId-1077833]/{ObjectType}/op/query
  
          	[bookmark: pgfId-1077835]QueryObject
  
          	[bookmark: pgfId-1077837]List of Objects
  
         
 
        
       
 
      
 
       
       
         
         	 nullnull 
        
 
       
      
 . The name attribute in these methods is replaced with MAC addresses. This is because of the Host object, which does not have the name attribute. 
      
 For the responses on failure, see 
      ACS REST Result. 
      
 
     
 
      
       [bookmark: pgfId-1078394]getAllDevices method
 
      [bookmark: pgfId-1079035]ACS 5.8 introduces a light weight REST API method called “getAllDevices” that helps you to get the list of network devices and AAA clients information without the Network Device Groups. This method returns the list of all network devices with basic and minimal information. The basic information includes the name, IP address, description, device id, version, and authentication related details. This new lightweight “getAllDevices” method increases the response time to fetch data from ACS.
 
      [bookmark: pgfId-1079036]When you use the existing “getAll” method to fetch device information from ACS, if you have 10 or 100 devices, it fetches all information including the network device group quickly. But, when you have 10k devices and you try to fetch data using “getAll” method, it takes around 30 minutes to process the request. Therefore, in such cases, you need to use the light weight “getAllDevices” method. The light weight “getAllDevices” method retrieves the limited basic information from ACS quickly. You can use the name or ID of the device and use “getByName” or “getById” methods to get all related information of that device. Now, you can perform the CRUD operations on the objects that are received.
 
      [bookmark: pgfId-1078396]If you are going to use the light weight “getAllDevices” API method, update to the version field in ACS will be done by ACS itself, however, you can add a version field in your custom database and modify it. The version field indicates that the number of times an object is modified. This version field must be increased by one every time in your custom database when you update that object. When you retrieve data using “getAllDevices” method, the version field is also retrieved from ACS. You need to compare the object version in your custom database with the retrieved objects version from ACS. You need to compare the versions in your custom database with the records that are fetched from ACS. If the retrieved version of the object is different from what you have it in your custom database, then you need to update that object using the “getByName” or “getById” API methods. 
 
      [bookmark: pgfId-1080854]Multiple Parallel REST requests results in Denial of Service in ACS:
 
      [bookmark: pgfId-1080855]When a primary ACS node receives a REST request, it verifies the administrator credentials and establishes a TCP connection with the REST client and stores the authentication results along with the last login time and replicates the results secondary nodes. 
 
      [bookmark: pgfId-1080856]When ACS receives multiple parallel REST requests at the same time, ACS tries to store the authentication results in the database and replicate the results to all secondary nodes. This results in denial of service in ACS.
 
      [bookmark: pgfId-1080857]It is recommended to establish a connection against ACS and use this connection for all the subsequent REST requests to avoid the stability issues.
 
      [bookmark: pgfId-1080858]n If you use Java clients, you can register the client against ACS, establish a TCP connection, and use this connection for all subsequent requests. For more information, see REST client Java class section on the SDK examples of in ACS Web interface (System Administration > Downloads > REST Service > SDK samples)
 
      [bookmark: pgfId-1080859]n If you use CURL clients, you must save the cookies from CURL program and use the cookies for all subsequent REST requests. 
 
      [bookmark: pgfId-1080860]To save and use CURL cookies, complete the following steps: 
 
      [bookmark: pgfId-1080861] 1. Execute the following command to save the cookies in cookies.txt file:
 
      
       [bookmark: pgfId-1080862]curl -c cookies.txt https://<ACS_IP_ADRESS>/REST/Common/AcsVersion
      

      
       [bookmark: pgfId-1080863]
      

      [bookmark: pgfId-1080864] 2. Execute the following command to use the cookies from cookies.txt file
 
      [bookmark: pgfId-1080847]curl -b cookies.txt https://<ACS_IP_ADRESS>/REST/Common/AcsVersion
 
     
 
    
 
     
      [bookmark: pgfId-1078388]Response Structure
 
     [bookmark: pgfId-1078389]The response to REST request is a standard HTTP response that includes the HTTP status code and other data that is returned by web servers. In addition, the response can include the ACS REST result object or ACS configuration objects according to the type of request. 
 
     [bookmark: pgfId-1058142]You should check the HTTP status code to find out the type of objects that are expected in the response body.
 
     [bookmark: pgfId-1070181]n For 4xx HTTPS status codes except for 401 and 404, REST result object is returned.
 
     [bookmark: pgfId-1070182]n For 5xx status codes other than 500, the message content includes text that describe the server error.
 
     [bookmark: pgfId-1070183]n For 500 HTTP status codes, REST result is returned.
 
     [bookmark: pgfId-1064469]n For 200 and 201 HTTP status codes, objects per the specific method or object type are returned.
 
     [bookmark: pgfId-1064470]n For 204 HTTP status codes, no object is returned.
 
      
       [bookmark: pgfId-1064471]HTTP Status Codes
 
      [bookmark: pgfId-1058107]ACS returns the following types of status codes:
 
      [bookmark: pgfId-1058172]n 2xx for success
 
      [bookmark: pgfId-1058177]n 4xx for client errors
 
      [bookmark: pgfId-1058178]n 5xx for server errors
 
      [bookmark: pgfId-1058181]ACS does not return the following types of status codes:
 
      [bookmark: pgfId-1058182]n 1xx
 
      [bookmark: pgfId-1058183]n 3xx
 
      [bookmark: pgfId-1058110]The HTTP status code is returned within the HTTP response headers as well as within the REST result object.
 
       
        
         
         [bookmark: pgfId-1077257]Table 4 [bookmark: 38419]Usage of HTTP Status Codes 
 
         
        
          
          	 
            
            [bookmark: pgfId-1070245]Status Code 
           
  
          	 
            
            [bookmark: pgfId-1070247]Message 
           
  
          	 
            
            [bookmark: pgfId-1070249]Usage in ACS
           
  
          	 
            
            [bookmark: pgfId-1070251]Comment
           
  
         
 
          
          	[bookmark: pgfId-1070253]200
  
          	[bookmark: pgfId-1070255]OK
  
          	[bookmark: pgfId-1070257]Successful Get, create and query
  
          	[bookmark: pgfId-1070259]—
  
         
 
          
          	[bookmark: pgfId-1070261]204
  
          	[bookmark: pgfId-1070263]OK with no content 
  
          	[bookmark: pgfId-1070265]Successful delete and update
  
          	[bookmark: pgfId-1070267]No data is returned in the response body.
  
         
 
          
          	[bookmark: pgfId-1070269]400
  
          	[bookmark: pgfId-1070271]Bad Request
  
          	[bookmark: pgfId-1070273]Request errors: Object validation failure, XML syntax error, and other error in request message
  
          	[bookmark: pgfId-1070275]The request contains bad syntax or cannot be executed.
 [bookmark: pgfId-1070276]For example, if you try to create an object with a name that already exists, the object validation fails.
 [bookmark: pgfId-1070277]Detailed reasons can be found in the REST result object.
  
         
 
          
          	[bookmark: pgfId-1070279]401
  
          	[bookmark: pgfId-1070281]Unauthorized
  
          	[bookmark: pgfId-1070283]Authentication Failure/ Time outs
  
          	[bookmark: pgfId-1070285]Similar to 403 error, but specifically for use when authentication failed or credentials are not available.
  
         
 
          
          	[bookmark: pgfId-1070287]403
  
          	[bookmark: pgfId-1070289]Forbidden
  
          	[bookmark: pgfId-1070291]ACS is a secondary and cannot fulfill the request, or operation is not allowed per administrator authorization.
  
          	[bookmark: pgfId-1070293]The request was valid, but the server refuses to respond to it.
 [bookmark: pgfId-1070294]Unlike a 401 error, authenticating will make no difference. Also, this error is displayed when an non-read request was sent to a secondary instance.
  
         
 
          
          	[bookmark: pgfId-1070296]404
  
          	[bookmark: pgfId-1070298]Not Found
  
          	[bookmark: pgfId-1070300]For cases where the URL is wrong or the REST service is not enabled
  
          	[bookmark: pgfId-1070302]—
  
         
 
          
          	[bookmark: pgfId-1070304]410
  
          	[bookmark: pgfId-1070306]Gone
  
          	[bookmark: pgfId-1070308]A resource is no longer available.
  
          	[bookmark: pgfId-1070310]A request was made for an object that does not exist. For example, deleting an object that does not exist.
  
         
 
          
          	[bookmark: pgfId-1070312]500
  
          	[bookmark: pgfId-1070314]Internal Server Error
  
          	[bookmark: pgfId-1070316]For any server error that has no specific HTTP code.
  
          	[bookmark: pgfId-1070318]—
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-1058547][bookmark: 62200]ACS REST Result
 
      [bookmark: pgfId-1058548]The HTTP response for a REST request includes either requested objects or a REST result object. See Table 3 for details. ACS result includes:
 
      [bookmark: pgfId-1058551]n HTTP status code
 
      [bookmark: pgfId-1058596]n HTTP status text
 
      [bookmark: pgfId-1058553]n ACS message code
 
      [bookmark: pgfId-1058554]n ACS message
 
      [bookmark: pgfId-1058555]n Object ID for successful CREATE method
 
     
 
      
       [bookmark: pgfId-1058561]Returned Objects
 
      [bookmark: pgfId-1058562]ACS returns objects for GET method and for query operation. The type of returned object is determined by the request URL.
 
      [bookmark: pgfId-1058564]When a GET method returns multiple objects, these are included in the response. If the returned list is too long, you should use filtering or paging options.
 
     
 
    
 
     
      [bookmark: pgfId-1060378]WADL File
 
     [bookmark: pgfId-1060379]The WADL files contain the object structure (schema) and the methods for every object.
 
     [bookmark: pgfId-1061850]The WADL files are mainly documentation aids. You cannot generate client applications using WADL files. 
 
     [bookmark: pgfId-1058977]The WADL file structure is according to W3C specification. For more information, see http://www.w3.org/Submission/wadl/
 
     [bookmark: pgfId-1058978]To download the WADL files:
 
     [bookmark: pgfId-1059064] 1. From the ACS user interface, go to System Administration > Downloads > Rest Service
 
     [bookmark: pgfId-1059070] 2. Under ACS Rest Service WADL files, click Common or Identity and save the files to your local drive.
 
      
       [bookmark: pgfId-1059174]
 
     
 
    
 
     
      [bookmark: pgfId-1058982]Schema File 
 
     [bookmark: pgfId-1058983]ACS is shipped with four XSD files that describe the structure of the objects that are supported on ACS 5.8 REST interfaces.
 
     [bookmark: pgfId-1058984]The four XSD files are:
 
     [bookmark: pgfId-1058985]n Common.xsd, which describes the following objects:
 
     [bookmark: pgfId-1058986]— Version
 
     [bookmark: pgfId-1058987]— AttributeInfo
 
     [bookmark: pgfId-1062222]— Error Message
 
     [bookmark: pgfId-1058988]— ResultResult, RestCreateResult
 
     [bookmark: pgfId-1058989]— BaseObject
 
     [bookmark: pgfId-1058990]— Service Location
 
     [bookmark: pgfId-1058991]— Status
 
     [bookmark: pgfId-1058992]— RestCommonOperationType
 
     [bookmark: pgfId-1064540]n Identity.xsd, which describes the following objects:
 
     [bookmark: pgfId-1064541]— Users
 
     [bookmark: pgfId-1067659]— Hosts
 
     [bookmark: pgfId-1064542]— IdentityGroup
 
     [bookmark: pgfId-1064545]n Query.xsd, which describes the structure of query objects.
 
     [bookmark: pgfId-1067660]n NetworkDevice.xsd, which describes the following objects:
 
     [bookmark: pgfId-1067666]— Network Devices
 
     [bookmark: pgfId-1067667]— Network Device Groups
 
     [bookmark: pgfId-1070583]— Network Device Group Types
 
     [bookmark: pgfId-1059203]You can download the schema files in the same way as you download the WADL files. You can use the schema with available tools such as JAXB to generate schema classes.
 
     [bookmark: pgfId-1062461]You can develop HTTP client or use any third-party HTTP client code and integrate it with the schema classes that are generated from the XSD files.
 It is highly recommended to generate REST client classes from the XSD files rather than coding XML or creating it manually.
     
 
    
 
     
      [bookmark: pgfId-1064647]Sample Code
 
     [bookmark: pgfId-1064668]ACS provides sample code for client application to help you develop an application that interacts with ACS REST Interface. The sample code can be downloaded in the same way as WADL and schema files.
 
     [bookmark: pgfId-1065034]The sample code is based on Apache HTTP Client http://hc.apache.org/httpcomponents-client-ga/index.html and JAVA code generated by JAXB (xjc command) with the help of the XSD files. It includes sample codes for:
 
     [bookmark: pgfId-1059009]n Get ACS Version
 
     [bookmark: pgfId-1064569]n Get all users
 
     [bookmark: pgfId-1064580]n Get All Service Locations
 
     [bookmark: pgfId-1064587]n Get Filtered list of Users
 
     [bookmark: pgfId-1064598]n Get list of Error messages
 
     [bookmark: pgfId-1064617]n Get User by ID and by name
 
     [bookmark: pgfId-1059010]n Create, Delete, Update user
 
     [bookmark: pgfId-1059013]n Create, Delete, and Update identity group
 
     [bookmark: pgfId-1059014]n Get IdentityGroup by name or ID
 
     [bookmark: pgfId-1059015]n Get sub-tree of IdentityGroups 
 
     [bookmark: pgfId-1061817]n Get all Users of an Identity Group
 
     [bookmark: pgfId-1067682]n Create, Delete, Update Network Device
 
     [bookmark: pgfId-1067683]n Get Network Devices by ID and by name
 
     [bookmark: pgfId-1067684]n Get All Network Devices
 
     [bookmark: pgfId-1067685]n Query for Network Device
 
     [bookmark: pgfId-1067686]n Create, Delete, Update Network Device Group
 
     [bookmark: pgfId-1067687]n Get Network Device Group by ID or by name
 
     [bookmark: pgfId-1067688]n Get sub-tree of Network Device Group
 
     [bookmark: pgfId-1067701]n Query for Network Device Group
 
     [bookmark: pgfId-1070589]n Create, Delete, Update Network Device Group Type
 
     [bookmark: pgfId-1070590]n Get Network Device Group Type by ID and by name
 
     [bookmark: pgfId-1070598]n Get All Network Device Group Type
 
     [bookmark: pgfId-1070587]n Query for Network Device Group Type
 
     [bookmark: pgfId-1067706]n Create, Delete, Update Internal Host
 
     [bookmark: pgfId-1067711]n Get Internal Host by ID or Name
 
     [bookmark: pgfId-1067716]n Get All Internal Host
 
     [bookmark: pgfId-1067717]n Query for Internal Host
 
      
       [bookmark: pgfId-1079954][bookmark: 27355]Changing Internal User Password from REST API
 
      [bookmark: pgfId-1079955]ACS allows you to change the user password from REST API. You can use the GET method from REST API to retrieve the change password XML file from ACS. You can enter the old password and new password in the retrieved XML file and use the PUT method to update the password in ACS. This feature is applicable only for the internal users.
 
      [bookmark: pgfId-1079956]Before you Begin:
 
      [bookmark: pgfId-1079957]Ensure that the REST API is enabled in ACS. To enable REST API, execute the acs config-web-interface rest enable command in EXEC mode of ACS CLI.
 
      [bookmark: pgfId-1079958]To change user password from REST API: 
 
      [bookmark: pgfId-1079959] 1. Open the REST API client.
 
      [bookmark: pgfId-1079960] 2. Enter https://<IP address>/Rest/UCP/User/name/<username> in the Request URL field; where <IP address> is the IP address of the ACS instance in which the user account is present and <username> is the username of the user for whom you want to change the password.
 
      [bookmark: pgfId-1079961] 3. Select GET from the Method drop-down list and click SEND.
 
      [bookmark: pgfId-1079970] 4. Enter the old password and the new password in the XML code. 
 
      [bookmark: pgfId-1079979] 6. Select PUT from the Method drop-down list and click SEND.
 
      [bookmark: pgfId-1079980]REST API displays the response dialog box with the status as “204 No Content” after successfully changing the password. 
 
      [bookmark: pgfId-1079981]If the password changing operation fails, then REST API displays the corresponding error codes and error messages in the XML code. See Table 4 for more information on Error Codes.
 
       
        [bookmark: pgfId-1079985]
 
      
 
     
 
    
 
   
 
   
 
    
     
       1. [bookmark: pgfId-1077766][bookmark: footnote1]Names in the URL are full names. ACS REST services does not support wildcards or regular expressions.
 
    
 
     
       2. [bookmark: pgfId-1077818][bookmark: footnote2]Update method replaces the entire object with the object provided in the request body, with the exception of sensitive properties.
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-1052831][bookmark: 15229]Using the Scripting Interface[bookmark: marker-1057894]
 
    [bookmark: pgfId-1055083]This chapter describes the scripting interface that ACS 5.8 provides to perform bulk operations on ACS objects using the Import and Export features. 
 
    [bookmark: pgfId-1071458]ACS provides the import and export functionalities through the web interface (graphical user interface) as well as the CLI. ACS exposes these functionalities through the CLI to enable you to create custom shell scripts for bulk operations on ACS objects. The import-data command allows you to:
 
    [bookmark: pgfId-1055204]n Add ACS objects
 
    [bookmark: pgfId-1055205]n Update ACS objects
 
    [bookmark: pgfId-1055206]n Delete ACS objects
 
    [bookmark: pgfId-1063920]The import and export functionalities in ACS 5.8 allow you to perform bulk operations such as Create, Update, and Delete on ACS objects and provide a migration path for customers migrating from ACS 4.x releases to ACS 5.8. 
 
    [bookmark: pgfId-1071462]You can integrate ACS with any of your repositories and import data into ACS through automated scripts, using the Import and Export features. You can also encrypt the .csv file before you transfer the file for additional security, or, optionally, use Secure File Transfer Protocol (SFTP).
 
    [bookmark: pgfId-1071463]You can create a scheduled command that looks for a file with a fixed name in the repository to perform bulk operations. This option provides the functionality that was available in ACS 4.x releases.
 
    [bookmark: pgfId-1065516]ACS processes the import and export requests in a queue. Only one process can run at a time. When you use the ACS web interface for importing and exporting, you cannot manually control the queue. 
 
    [bookmark: pgfId-1071477]ACS processes the queue in sequence. However, you can use the CLI to manage the import and export processes in ACS. The ACS CLI allows you to view the status of the queue and terminate the processes that are in the queue.
 
    [bookmark: pgfId-1069936]This chapter contains the following sections:
 
    [bookmark: pgfId-1056216]n Understanding Import and Export in ACS
 
    [bookmark: pgfId-1056289]n Supported ACS Objects
 
    [bookmark: pgfId-1056213]n Creating Import Files
 
    [bookmark: pgfId-1055324]n Using Shell Scripts to Perform Bulk Operations
 
     
      [bookmark: pgfId-1056244][bookmark: 18747]Understanding Import and Export in ACS[bookmark: marker-1057902]
 
     [bookmark: pgfId-1068519]You can use the import functionality in ACS to add, update, or delete multiple ACS objects at the same time. ACS uses a comma-separated values (CSV) file to perform these bulk operations. This .csv file is called an import file. 
 
     [bookmark: pgfId-1071487]ACS provides a separate .csv template for Add, Update, and Delete operations for each ACS object. The first record in the .csv file is the header record from the template that contains column (field) names. You must download these templates from the ACS web interface. The header record from the template must be included in the first row of any .csv file that you import.
 
     [bookmark: pgfId-1064022]You cannot use the same template to import all ACS objects. You must download the template that is designed for each ACS object and use the corresponding template while importing the objects.
 
     [bookmark: pgfId-1064023]You can use the export functionality to create a .csv file that contains all the records of a particular object type that are available in the ACS internal store.
 
     [bookmark: pgfId-1064226]You must have CLI administrator-level access to perform import and export operations. Additionally:
 
     [bookmark: pgfId-1064227]n To import ACS configuration data, you need CRUD permissions for the specific configuration object.
 
     [bookmark: pgfId-1057100]n To export data to a remote repository, you need read permission for the specific configuration object.
 
     [bookmark: pgfId-1061670]This section contains:
 
     [bookmark: pgfId-1056392]n Importing ACS Objects Through the CLI
 
     [bookmark: pgfId-1056405]n Exporting ACS Objects Through the CLI
 
     [bookmark: pgfId-1062341]n Viewing the Status of Import and Export Processes
 
     [bookmark: pgfId-1062370]n Terminating Import and Export Processes
 
      
       [bookmark: pgfId-1056366][bookmark: 34928]Importing ACS Objects Through the CLI
 
      [bookmark: pgfId-1056662]You can import ACS objects from the ACS Configuration mode. You use the import-data command to perform the Import operation. This command takes the following arguments:
 
      [bookmark: pgfId-1056695]n Name of the remote repository where the import file resides. See Creating Import Files, for information on how to create the import file.
 
      [bookmark: pgfId-1056700]n Name of the import file.
 
      [bookmark: pgfId-1056718]n Type of ACS object that the import file contains.
 
      [bookmark: pgfId-1057523]ACS obtains the .csv file from the remote repository and processes the file. You can query ACS for the status of the import process using the import-export-status command. After the import process is complete, ACS generates a status file in the remote repository that includes any errors that ACS identified during this process.
 
      [bookmark: pgfId-1068936]For additional security during the import process, you have the option of encrypting the import file and using a secured remote repository for the import operation.
 
      [bookmark: pgfId-1068937]Also, the import process sometimes can run into errors. You can specify whether you want to terminate the import process or continue it until it is complete.
 value.
      
 
      [bookmark: pgfId-1072383]For example, to add internal user records to an existing identity store, from the ACS CLI, enter: 
 
      [bookmark: pgfId-1072384]import-data add user repository file-name result-file-name {abort-on-error | cont-on-error} {full | none | only-sec-repo | only-sec-files} secret-phrase
 
      [bookmark: pgfId-1065622]Syntax Description
 
      [bookmark: pgfId-1065623]repository—Name of the remote repository from which to import the ACS objects, in this case, the internal users.
 
      [bookmark: pgfId-1065624]file-name—Name of the import file in the remote repository.
 
      [bookmark: pgfId-1065625]result-file-name—Name of the file that contains the results of the import operation. This file is available in the remote repository when the import process completes or is terminated.
 
      [bookmark: pgfId-1069088]abort-on-error—Aborts the import operation if an error occurs during the import process.
 
      [bookmark: pgfId-1069089]cont-on-error—Ignores any errors that occur during the import process and continues to import the rest of the object.
 
      [bookmark: pgfId-1069090]full—Encrypts the import file using the GNU Privacy Guard (GPG) encryption mechanism and uses secured remote repository to import the file. If you specify the security type as full, you must specify SFTP as the repository value.
 
      [bookmark: pgfId-1069091]none—Neither encrypts the import file nor uses the secured remote repository for import.
 
      [bookmark: pgfId-1069092]secret phrase—Provide the secret phrase to decrypt the import file. If you specify the security type as full or only-sec-files, you must specify the secret phrase.
 
      [bookmark: pgfId-1069093]only-sec-repo—Uses the secured remote repository to import the file. If you specify the security type as only-sec-repo, you must specify SFTP as the repository value.
 
      [bookmark: pgfId-1069094]only-sec-files—Encrypts the import file using GPG encryption mechanism.
 
      [bookmark: pgfId-1069095]For more information on the import-data command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
     
 
      
       [bookmark: pgfId-1056511][bookmark: 71910]Exporting ACS Objects Through the CLI
 
      [bookmark: pgfId-1056614]You can export a list of ACS objects in a .csv file from ACS to your local drive. You can perform this operation from the ACS Configuration mode, using the export-data command. This command takes the following arguments:
 
      [bookmark: pgfId-1056617]n Object type to be exported.
 
      [bookmark: pgfId-1056618]n Name of the remote repository to which the .csv file should be downloaded after the export process is complete.
 
      [bookmark: pgfId-1056619]When ACS processes your export request, you can enter a command to query the progress of the export. After the export process is complete, the .csv file that is available in your remote repository should contain all the object records that exist in the ACS internal store.
 When you export ACS objects through the web interface, use the available filters to export a subset of the records.
      
 
      [bookmark: pgfId-1069008]For additional security during the export process, you have the option of encrypting the export file and using a secured remote repository for the export operation.
 If you choose to use a secured remote repository for export, you must specify SFTP as the repository value.
      
 
      [bookmark: pgfId-1075155]For example, to export internal user records, from the ACS CLI, enter: 
 
      [bookmark: pgfId-1075156]export-data user repository file-name result-file-name {full | none | only-sec-repo | only-sec-files} secret-phrase
 
      [bookmark: pgfId-1065717]Syntax Description
 
      [bookmark: pgfId-1065718]repository—Name of the remote repository to which to export the ACS objects, in this case, the internal users.
 
      [bookmark: pgfId-1065719]file-name—Name of the export file in the remote repository.
 
      [bookmark: pgfId-1065720]result-file-name—Name of the file that contains the results of the export operation. This file is available in the remote repository when the export process completes.
 
      [bookmark: pgfId-1069172]full—Encrypts the export file using the GPG encryption mechanism and uses secured remote repository to export the file. If you specify the security type as full, you must specify SFTP as the repository value.
 
      [bookmark: pgfId-1069173]none—Neither encrypts the export file nor uses the secured remote repository for export.
 
      [bookmark: pgfId-1069174]secret phrase—Provide a secret phrase to encrypt the export file. If you specify the security type as full or only-sec-files, you must specify the secret phrase.
 
      [bookmark: pgfId-1069175]only-sec-repo—Uses the secured remote repository to export the file. If you specify the security type as only-sec-repo, you must specify SFTP as the repository value.
 
      [bookmark: pgfId-1076829]only-sec-files—Encrypts the export file using GPG encryption mechanism.
 
      [bookmark: pgfId-1085880]For more information on the export-data command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
     
 
      
       [bookmark: pgfId-1085886][bookmark: 10677]Viewing the Status of Import and Export Processes[bookmark: marker-1085885]
 
      [bookmark: pgfId-1085887]You can view the status of the import and export processes in ACS using the import-export-status command. Use this command to view the status of running import and export processes and to verify whether there are any pending processes. 
 
      [bookmark: pgfId-1071688]You must run the import-export-status command from the ACS Configuration mode. Any user, irrespective of role, can issue this command.
 
      [bookmark: pgfId-1065820]import-export-status {current | all | id id}
 
      [bookmark: pgfId-1065821]Syntax Description
 
      [bookmark: pgfId-1065822]current—Displays the status of the currently running processes.
 
      [bookmark: pgfId-1065823]all—Displays the status of all the import and export processes, including any pending processes.
 
      [bookmark: pgfId-1065824]id—Displays the import or export status, based on a particular process that is specified by the process ID.
 
      [bookmark: pgfId-1065825]For more information on the import-export-status command, see CLI Reference Guide for Cisco Secure Access Control System 5.8. 
 
     
 
      
       [bookmark: pgfId-1081505][bookmark: 60483]Terminating Import and Export Processes[bookmark: marker-1081504]
 
      [bookmark: pgfId-1081506]You can use the import-export-abort command to terminate all import and export processes, or process that are currently running or queued. You must run the import-export-abort command from the ACS Configuration mode. 
 
      [bookmark: pgfId-1071702]Only the super administrator can simultaneously terminate a running process and all pending import and export processes. However, a user who owns a particular import or export process can terminate that particular process by using the process ID, or by stopping the process when it is running.
 
      [bookmark: pgfId-1065921]import-export-abort {running | all | id id} 
 
      [bookmark: pgfId-1065922]Syntax Description
 
      [bookmark: pgfId-1065923]current—Aborts any import or export process that is running currently.
 
      [bookmark: pgfId-1065924]all—Aborts all the import and export processes in the queue.
 
      [bookmark: pgfId-1076581]id—Aborts the import or export process, based on the process ID that you specify.
 
      [bookmark: pgfId-1076582]For more information on the import-export-abort command, see CLI Reference Guide for Cisco Secure Access Control System 5.8.
 
     
 
    
 
     
      [bookmark: pgfId-1060859][bookmark: 33984]Supported ACS Objects[bookmark: marker-1060858]
 
     [bookmark: pgfId-1055344]While ACS 5.8 allows you to perform bulk operations (Add, Update, Delete) on ACS objects using the import functionality, you cannot import all ACS objects. The import functionality in ACS 5.8 supports the following ACS objects:
 
     [bookmark: pgfId-1055529]n Users
 
     [bookmark: pgfId-1055534]n Hosts
 
     [bookmark: pgfId-1055539]n Network Devices
 
     [bookmark: pgfId-1055544]n Identity Groups
 
     [bookmark: pgfId-1055549]n NDGs
 
     [bookmark: pgfId-1055554]n Downloadable ACLs
 
     [bookmark: pgfId-1055558]n Command Sets
 
      
       
        
        [bookmark: pgfId-1085129]Table 1 [bookmark: 63186]ACS Objects – Property Names and Data Types 
 
        
       
         
         	 
           
           [bookmark: pgfId-1066585]Property Name
          
  
         	 
           
           [bookmark: pgfId-1066587]Property Data Type
          
  
        
 
         
         	 
           
           [bookmark: pgfId-1066589]Object Type: User
          
  
        
 
         
         	[bookmark: pgfId-1066593]Username
  
         	[bookmark: pgfId-1066595](Required in create, edit, and delete) String. Maximum length is 64 characters.
  
        
 
         
         	[bookmark: pgfId-1066597]Description
  
         	[bookmark: pgfId-1066599](Optional) String. Maximum length is 1024 characters.
  
        
 
         
         	[bookmark: pgfId-1066601]Enabled
  
         	[bookmark: pgfId-1066603](Required in create) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066605]Change Password
  
         	[bookmark: pgfId-1066607](Required in create) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066609]Password
  
         	[bookmark: pgfId-1066611](Required in create) String. Maximum length is 32 characters. Not available in Export.
  
        
 
         
         	[bookmark: pgfId-1066613]Enable Password
  
         	[bookmark: pgfId-1066615](Optional) String. Maximum length is 32 characters.
  
        
 
         
         	[bookmark: pgfId-1066617]User Identity Group
  
         	[bookmark: pgfId-1066619](Optional) String. Maximum length is 256 characters.
  
        
 
         
         	[bookmark: pgfId-1066621]List of attributes
  
         	[bookmark: pgfId-1066623](Optional) String and other data types.
  
        
 
         
         	 
           
           [bookmark: pgfId-1066625]Object Type: Hosts
          
  
        
 
         
         	[bookmark: pgfId-1066629]MAC address
  
         	[bookmark: pgfId-1066631](Required in create, edit, delete) String. Maximum length is 64 characters.
  
        
 
         
         	[bookmark: pgfId-1066633]Description
  
         	[bookmark: pgfId-1066635](Optional) String. Maximum length is 1024 characters.
  
        
 
         
         	[bookmark: pgfId-1066637]Enabled
  
         	[bookmark: pgfId-1066639](Optional) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066641]Host Identity Group
  
         	[bookmark: pgfId-1066643](Optional) String. Maximum length is 256 characters.
  
        
 
         
         	[bookmark: pgfId-1066645]List of attributes
  
         	[bookmark: pgfId-1066647](Optional) String.
  
        
 
         
         	 
           
           [bookmark: pgfId-1066649]Object Type: Network Device
          
  
        
 
         
         	[bookmark: pgfId-1066653]Name
  
         	[bookmark: pgfId-1066655](Required in create, edit, delete) String. Maximum length is 64 characters.
  
        
 
         
         	[bookmark: pgfId-1066657]Description
  
         	[bookmark: pgfId-1066659](Optional) String. Maximum length is 1024 characters.
  
        
 
         
         	[bookmark: pgfId-1066661]Subnet
  
         	[bookmark: pgfId-1066663](Required in create) String.
  
        
 
         
         	[bookmark: pgfId-1066665]Support RADIUS
  
         	[bookmark: pgfId-1066667](Required in create) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066669]RADIUS secret
  
         	[bookmark: pgfId-1066671](Optional) String. Maximum length is 32 characters.
  
        
 
         
         	[bookmark: pgfId-1066673]Support TACACS
  
         	[bookmark: pgfId-1066675](Required in create) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066677]TACACS secret
  
         	[bookmark: pgfId-1066679](Optional) String. Maximum length is 32 characters.
  
        
 
         
         	[bookmark: pgfId-1066681]Single connect
  
         	[bookmark: pgfId-1066683](Optional) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066685]Legacy TACACS
  
         	[bookmark: pgfId-1066687](Optional) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066689]Support CTS
  
         	[bookmark: pgfId-1066691](Required in create) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066693]CTS Identity
  
         	[bookmark: pgfId-1066695](Optional) String. Maximum length is 32 characters.
  
        
 
         
         	[bookmark: pgfId-1066697]CTS trusted
  
         	[bookmark: pgfId-1066699](Optional) Boolean.
  
        
 
         
         	[bookmark: pgfId-1066701]Password
  
         	[bookmark: pgfId-1066703](Optional) String. Maximum length is 32 characters.
  
        
 
         
         	[bookmark: pgfId-1066705]sgACLTTL
  
         	[bookmark: pgfId-1066707](Optional) Integer.
  
        
 
         
         	[bookmark: pgfId-1066709]peerAZNTTL
  
         	[bookmark: pgfId-1066711](Optional) Integer.
  
        
 
         
         	[bookmark: pgfId-1066713]envDataTTL
  
         	[bookmark: pgfId-1066715](Optional) Integer.
  
        
 
         
         	[bookmark: pgfId-1066717]Session timeout
  
         	[bookmark: pgfId-1066719](Optional) Integer.
  
        
 
         
         	[bookmark: pgfId-1066721]List of NDG names
  
         	[bookmark: pgfId-1066723](Optional) String.
  
        
 
         
         	 
           
           [bookmark: pgfId-1066725]Object Type: Identity Group
          
  
        
 
         
         	[bookmark: pgfId-1066729]Name
  
         	[bookmark: pgfId-1066731](Required in create, edit, delete) String. Maximum length is 64 characters.
  
        
 
         
         	[bookmark: pgfId-1066733]Description
  
         	[bookmark: pgfId-1066735](Optional) String. Maximum length is 1024 characters.
  
        
 
         
         	 
           
           [bookmark: pgfId-1066737]Object Type: NDG
          
  
        
 
         
         	[bookmark: pgfId-1066741]Name
  
         	[bookmark: pgfId-1066743](Required in create, edit, delete) String. Maximum length is 64 characters.
  
        
 
         
         	[bookmark: pgfId-1066745]Description
  
         	[bookmark: pgfId-1066747](Optional) String. Maximum length is 1024 characters.
  
        
 
         
         	 
           
           [bookmark: pgfId-1066749]Object Type: Downloadable ACLs
          
  
        
 
         
         	[bookmark: pgfId-1066753]Name
  
         	[bookmark: pgfId-1066755](Required in create, edit, delete) String. Maximum length is 64 characters.
  
        
 
         
         	[bookmark: pgfId-1066757]Description
  
         	[bookmark: pgfId-1066759](Optional) String. Maximum length is 1024 characters.
  
        
 
         
         	[bookmark: pgfId-1066761]Content
  
         	[bookmark: pgfId-1066763](Required in create, edit, delete) String. Maximum length is 1024 characters.
  
        
 
         
         	 
           
           [bookmark: pgfId-1066765]Object Type: Command Set
          
  
        
 
         
         	[bookmark: pgfId-1066769]Name
  
         	[bookmark: pgfId-1066771](Required in create, edit, delete) String. Maximum length is 64 characters.
  
        
 
         
         	[bookmark: pgfId-1066773]Description
  
         	[bookmark: pgfId-1066775](Optional) String. Maximum length is 1024 characters.
  
        
 
         
         	[bookmark: pgfId-1066777]Commands (in the form of grant:command:arguments)
  
         	[bookmark: pgfId-1066779](Optional) String.
 .
  
        
 
       
      
 
     
 
     [bookmark: pgfId-1066782]Fields that are optional can be left empty and ACS substitutes the default values for those fields. 
 
     [bookmark: pgfId-1072966]For example, when fields that are related to a hierarchy are left blank, ACS assigns the value of the root node in the hierarchy. For network devices, if TrustSec is enabled, all related configuration fields are set to default values.
 .
     
 command.
     
 
    
 
     
      [bookmark: pgfId-1081116][bookmark: 32756][bookmark: 41425]Creating Import Files[bookmark: marker-1081115]
 
     [bookmark: pgfId-1081117]This section describes how to create the csv file for performing bulk operations on ACS objects. You can download the appropriate template for each of the objects. This section contains the following:
 
     [bookmark: pgfId-1055433]n Downloading the Template from the Web Interface
 
     [bookmark: pgfId-1057690]n Understanding the CSV Templates
 
     [bookmark: pgfId-1055451]n Creating the Import File
 
      
       [bookmark: pgfId-1064565][bookmark: 86287]Downloading the Template from the Web Interface
 
      [bookmark: pgfId-1064566]Before you can create the import file, you must download the import file templates from the ACS web interface.
 
      [bookmark: pgfId-1058984]To download the import file templates for adding internal users:
 
      [bookmark: pgfId-1058710] 1. Log into the ACS 5.8 web interface.
 
      [bookmark: pgfId-1058969] 2. Choose Users and Identity Stores > Internal Identity Stores > Users.
 
      [bookmark: pgfId-1058719]The Users page appears.
 
      [bookmark: pgfId-1058733] 3. Click File Operations.
 
      [bookmark: pgfId-1058693]The File Operations wizard appears.
 
      [bookmark: pgfId-1058748] 4. Choose any one of the following:
 
      [bookmark: pgfId-1058754]n Add—Adds users to the existing list. This option does not modify the existing list. Instead, it performs an append operation.
 
      [bookmark: pgfId-1058760]n Update—Updates the existing internal user list.
 
      [bookmark: pgfId-1058766]n Delete—Deletes the list of users in the import file from the internal identity store.
 
      [bookmark: pgfId-1058801] 5. Click Next.
 
      [bookmark: pgfId-1058816]The Template page appears.
 
      [bookmark: pgfId-1058821] 6. Click Download Add Template.
 
      [bookmark: pgfId-1058838] 7. Click Save to save the template to your local disk.
 
       
        [bookmark: pgfId-1058845]
 
       [bookmark: pgfId-1058920]The following list gives you the location from which you can get the appropriate template for each of the objects:
 
       [bookmark: pgfId-1058921]n User—Users and Identity Stores > Internal Identity Stores > Users
 
       [bookmark: pgfId-1058922]n Hosts—Users and Identity Stores > Internal Identity Stores > Hosts
 
       [bookmark: pgfId-1058923]n Network Device—Network Resources > Network Devices and AAA Clients
 
       [bookmark: pgfId-1058924]n Identity Group—Users and Identity Stores > Identity Groups
 
       [bookmark: pgfId-1058925]n NDG
 
       [bookmark: pgfId-1058926]— Location—Network Resources > Network Device Groups > Location
 
       [bookmark: pgfId-1058927]— Device Type—Network Resources > Network Device Groups > Device Type
 
       [bookmark: pgfId-1058928]n Downloadable ACLs—Policy Elements > Authorization and Permissions > Named Permission Objects > Downloadable ACLs
 
       [bookmark: pgfId-1058929]n Command Set—Policy Elements > Authorization and Permissions > Device Administration > Command Sets
 
       [bookmark: pgfId-1058868]Follow the procedure described in this section to download the appropriate template for your object.
 
      
 
     
 
      
       [bookmark: pgfId-1066009][bookmark: 56614]Understanding the CSV Templates[bookmark: marker-1070784]
 
      [bookmark: pgfId-1066010]You can open your CSV template in Microsoft Excel or any other spreadsheet application and save the template to your local disk as a .csv file. The .csv template contains a header row that lists the properties of the corresponding ACS object.
 
       
        
         
         [bookmark: pgfId-1066018]Table 2 [bookmark: 52516]Internal User Add Template
 
         
        
          
          	
            
            [bookmark: pgfId-1066022]Header Field
           
  
          	
            
            [bookmark: pgfId-1066024]Description
           
  
         
 
          
          	[bookmark: pgfId-1066026]name:String(64):Required
  
          	[bookmark: pgfId-1066028]Username of the user.
  
         
 
          
          	[bookmark: pgfId-1066030]description:String(1024)
  
          	[bookmark: pgfId-1066032]Description of the user.
  
         
 
          
          	[bookmark: pgfId-1066034]enabled:Boolean(true,false):Required
  
          	[bookmark: pgfId-1066036]Boolean field that indicates whether the user must be enabled or disabled.
  
         
 
          
          	[bookmark: pgfId-1066038]changePassword:Boolean(true,false):Required
  
          	[bookmark: pgfId-1066040]Boolean field that indicates whether the user must change password on first login.
  
         
 
          
          	[bookmark: pgfId-1066042]password:String(32):Required
  
          	[bookmark: pgfId-1066044]Password of the user.
  
         
 
          
          	[bookmark: pgfId-1066046]enablePassword:String(32)
  
          	[bookmark: pgfId-1066048]Enable password of the user.
  
         
 
          
          	[bookmark: pgfId-1066050]UserIdentityGroup:String(256)
  
          	[bookmark: pgfId-1066052]Identity group to which the user belongs.
  
         
 
          
          	 [bookmark: pgfId-1066054]All the user attributes that you have specified would appear here.
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1066062]Each row of the .csv file corresponds to one internal user record. You must enter the values into the .csv file and save it before you can import the users into ACS. See Creating the Import File for more information on how to create the import file.
 
      [bookmark: pgfId-1066066]This example is based on the internal user Add template. For the other ACS object templates, the header row contains the properties described in Table 1 for that object.
 
     
 
      
       [bookmark: pgfId-1055397][bookmark: 73360]Creating the Import File
 
      [bookmark: pgfId-1056873]After you download the import file template to your local disk, enter the records that you want to import into ACS in the format specified in the template. After you enter all records into the .csv file, you can proceed with the import function. The import process involves the following:
 
      [bookmark: pgfId-1056925]n Adding Records to the ACS Internal Store
 
      [bookmark: pgfId-1056938]n Updating the Records in the ACS Internal Store
 
      [bookmark: pgfId-1056951]n Deleting Records from the ACS Internal Store
 
     
 
      
       [bookmark: pgfId-1056893][bookmark: 43000]Adding Records to the ACS Internal Store
 
      [bookmark: pgfId-1066135]When you add records to the ACS internal store, you add the records to the existing list. This is an append operation, in which the records in the .csv file are added to the list that exists in ACS.
 
      [bookmark: pgfId-1066136]To add internal user records to the Add template:
 
      [bookmark: pgfId-1066139] 1. Download the internal user Add template. See Downloading the Template from the Web Interface for more information.
 
      [bookmark: pgfId-1066144] 2. Open the internal user Add template in Microsoft Excel or any other spreadsheet application. See Table 1 for a description of the fields in the header row of the template.
 
      [bookmark: pgfId-1066145] 3. Enter the internal user information. Each row of the .csv template corresponds to one user record.
 
      [bookmark: pgfId-1066149]Figure 1 Figure 1 shows a sample Add Users import file.
 
      [bookmark: pgfId-1066151]Figure 1 [bookmark: 16247]Add Users – Import File
 
      [bookmark: pgfId-1066155]
 
       
       [image: ] 
      
 
      [bookmark: pgfId-1067258] 4. Save the add users import file to your local disk.
 
       
        [bookmark: pgfId-1066157]
 
      
 
     
 
      
       [bookmark: pgfId-1056899][bookmark: 80089]Updating the Records in the ACS Internal Store
 
      [bookmark: pgfId-1056981]When you update the records in the ACS store, the import process overwrites the existing records in the internal store with the records from the .csv file. This operation replaces the records that exist in ACS with the records from the .csv files.
 
      [bookmark: pgfId-1069225]The Update operation is similar to the Add operation except for one additional column that you can add to the Update templates. 
 
      [bookmark: pgfId-1071802]The Update template can contain an Updated Name column for internal users and other ACS objects, and an Updated MAC address column for the internal hosts. The name shown in the Updated Name column replaces the name in the ACS identity store.
 
      [bookmark: pgfId-1069226]Instead of downloading the update template for each of the ACS objects, you can use the export file of that object, retain the header row, and update the data to create your updated .csv file.
 
      [bookmark: pgfId-1069227]To add an updated name or MAC address to the ACS objects, you must download and use the particular update template. Also, for the NDGs, the export template contains only the NDG name, so in order to update any other property, you must download and use the NDG update template.
 
      [bookmark: pgfId-1066200]Figure 2 shows a sample import file that updates existing user records.
 
      [bookmark: pgfId-1066206]Figure 2 [bookmark: 69580]Update Users–Import File
 
      [bookmark: pgfId-1066210]
 
       
       [image: ] 
      
 The second column, Updated name, is the additional column that you can add to the Update template. Also, the password value and the enabled password value are not mandatory in the case of an update operation for the user object.
      
 
     
 
      
       [bookmark: pgfId-1056904][bookmark: 46897]Deleting Records from the ACS Internal Store
 
      [bookmark: pgfId-1057026]You can use this option to delete a subset of records from the ACS internal store. The records that are present in the .csv file that you import are deleted from the ACS internal store. The Delete template contains only the key column to identify the records that must be deleted.
 
      [bookmark: pgfId-1066243]For example, to delete a set of internal users from the ACS internal identity store, download the internal user Delete template and add the list of users that you want to delete to this Import file. Figure 3 shows a sample Import file that deletes internal user records.
 To delete all users, you can export all users and then use the export file as your import file to delete users.
      
 
      [bookmark: pgfId-1066248]Figure 3 [bookmark: 54680]Delete Users – Import File
 
      [bookmark: pgfId-1066252]
 
       
       [image: ] 
      
 
     
 
    
 
     
      [bookmark: pgfId-1057211][bookmark: 55097][bookmark: 77494]Using Shell Scripts to Perform Bulk Operations[bookmark: marker-1057905]
 
     [bookmark: pgfId-1066275]You can write custom shell scripts that use the import and export CLI commands to perform bulk operations. The ACS web interface provides a sample Python script. To download this sample script:
 
     [bookmark: pgfId-1066276] 1. Log into the ACS web interface.
 
     [bookmark: pgfId-1066277] 2. Choose System Administration > Downloads > Scripts.
 
     [bookmark: pgfId-1066278]The downloadable package consists of:
 
     [bookmark: pgfId-1066279]n Python module, Pexpect
 
     [bookmark: pgfId-1066280]n Python script
 
     [bookmark: pgfId-1066281]n ReadMe—Contains installation instructions
 
      
       [bookmark: pgfId-1071836]
 You must have Python software to run this script.
      
 
     
 
      
       [bookmark: pgfId-1066283]Sample Shell Script
 
      
       [bookmark: pgfId-1066284]import pexpect
      

      
       [bookmark: pgfId-1066285]
      

      
       [bookmark: pgfId-1066286]# Create connection to a specific IP using 'admin' username
      

      
       [bookmark: pgfId-1066287]connector = pexpect.spawn('ssh admin@1.2.3.4')
      

      
       [bookmark: pgfId-1066288]connector.expect('.ssword:*')
      

      
       [bookmark: pgfId-1066289]# Enter password
      

      
       [bookmark: pgfId-1066290]connector.sendline('defaultPass')
      

      
       [bookmark: pgfId-1066291]connector.expect('.$')
      

      
       [bookmark: pgfId-1066292]# Defining a repository that point to the localdisc
      

      
       [bookmark: pgfId-1066293]connector.sendline('configure')
      

      
       [bookmark: pgfId-1066294]connector.expect('.$')
      

      
       [bookmark: pgfId-1066295]connector.sendline('repository localRepo')
      

      
       [bookmark: pgfId-1066296]connector.expect('.$')
      

      
       [bookmark: pgfId-1066297]connector.sendline('url disk:/')
      

      
       [bookmark: pgfId-1066298]connector.expect('.$')
      

      
       [bookmark: pgfId-1066299]connector.sendline('exit')
      

      
       [bookmark: pgfId-1066300]connector.expect('.$')
      

      
       [bookmark: pgfId-1066301]connector.sendline('exit')
      

      
       [bookmark: pgfId-1066302]connector.expect('.$')
      

      
       [bookmark: pgfId-1066303]# Saving the repository
      

      
       [bookmark: pgfId-1066304]connector.sendline('write memory')
      

      
       [bookmark: pgfId-1066305]connector.expect('.$')
      

      
       [bookmark: pgfId-1066306]# Going into acs-config mode
      

      
       [bookmark: pgfId-1066307]connector.sendline('acs-config')
      

      
       [bookmark: pgfId-1066308]connector.expect('.ername:*')
      

      
       [bookmark: pgfId-1066309]# Enter acs admin username
      

      
       [bookmark: pgfId-1066310]connector.sendline('acsadmin')
      

      
       [bookmark: pgfId-1066311]connector.expect('.ssword:*')
      

      
       [bookmark: pgfId-1066312]# Enter acs admin password
      

      
       [bookmark: pgfId-1066313]connector.sendline('1111')
      

      
       [bookmark: pgfId-1066314]connector.expect('.config-acs*') 
      

      
       [bookmark: pgfId-1066315]connector.sendline('import-data add device local device.csv device_res.csv cont-on-error none') # Performing the import command
      

      
       [bookmark: pgfId-1066316]connector.expect('.$')
      

      
       [bookmark: pgfId-1066317]# Exit acs-config mode
      

      
       [bookmark: pgfId-1066318]connector.sendline('exit')
      

      
       [bookmark: pgfId-1066319]connector.expect('.$')
      

      
       [bookmark: pgfId-1066320]# Exit ssh mode
      

      
       [bookmark: pgfId-1066321]connector.sendline('exit')
      

      [bookmark: pgfId-1062819]
 
     
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-1014332][bookmark: 44988]Monitoring and Report Viewer Database Schema
 
    [bookmark: pgfId-1047877][bookmark: marker-1049427]ACS allows you to export data from the Viewer database to a Microsoft SQL server or an Oracle System ID (SID) in a remote server. This feature allows you to create custom reporting applications that meet your specific needs.
 
    [bookmark: pgfId-1049509]For example, you can export the data from the Viewer database to your remote database on another server that contains your customized reporting application. To export data, you must first configure a remote database in ACS.
 
    [bookmark: pgfId-1047878]This appendix describes how to configure a remote database and the tables in the Monitoring and Report Viewer database. This appendix provides the Monitoring and Report Viewer database schema for both Microsoft SQL server and Oracle SID.
 
    [bookmark: pgfId-1038714]The following topics are included:
 
    [bookmark: pgfId-1038719]n Configuring a Remote Database in ACS
 
    [bookmark: pgfId-1039109]n Understanding the Monitoring and Report Viewer Database Schema
 
    [bookmark: pgfId-1038739]— Microsoft SQL Server Schema
 
    [bookmark: pgfId-1038723]— Oracle Schema
 
     
      [bookmark: pgfId-1048253][bookmark: 40941]Configuring a Remote Database in ACS[bookmark: marker-1049425]
 
     [bookmark: pgfId-1048254]You can configure a remote database to which ACS exports the Monitoring and Report Viewer data at specified intervals in minutes or hours. You can schedule the export job to be run once every 1, 2, 4, 6, 8, 12, or 24 hours. 
 
     [bookmark: pgfId-1049518]You can create custom reporting applications that interact with this remote database. ACS supports the following databases:
 
     [bookmark: pgfId-1048255]n Oracle SQL Developer 10g
 
     [bookmark: pgfId-1048256]n Microsoft SQL Server 2005
 
     [bookmark: pgfId-1048257]To configure a remote database:
 
     [bookmark: pgfId-1048258] 1. Log into the ACS web interface.
 
     [bookmark: pgfId-1048259] 2. From the Monitoring and Report Viewer, choose Monitoring Configuration > System Configuration > Remote Database Settings.
 
      
       
        
        [bookmark: pgfId-1048267]Table 1 [bookmark: 84167]Remote Database Settings Page
 
        
       
         
         	
           
           [bookmark: pgfId-1048271]Option
          
  
         	
           
           [bookmark: pgfId-1048273]Description
          
  
        
 
         
         	[bookmark: pgfId-1048275]Publish to Remote Database
  
         	[bookmark: pgfId-1048277]Check the check box for ACS to export data to the remote database periodically. By default, ACS exports data to the remote database every 4 hours.
  
        
 
         
         	[bookmark: pgfId-1048279]Server
  
         	[bookmark: pgfId-1048281]Enter the DNS name or the IP address of the remote database.
  
        
 
         
         	[bookmark: pgfId-1048283]Port
  
         	[bookmark: pgfId-1048285]Enter the port number of the remote database.
  
        
 
         
         	[bookmark: pgfId-1048287]Username
  
         	[bookmark: pgfId-1048289]Enter the username for remote database access.
  
        
 
         
         	[bookmark: pgfId-1048291]Password
  
         	[bookmark: pgfId-1048293]Enter the password for remote database access.
  
        
 
         
         	[bookmark: pgfId-1048295]Publish data every n hours
  
         	[bookmark: pgfId-1048297]Choose a time interval from the drop-down list box for ACS to export data at the specified interval in minutes or hours.
  
        
 
         
         	[bookmark: pgfId-1048299]Database Type
  
         	[bookmark: pgfId-1048301]The type of remote database that you want to configure:
 [bookmark: pgfId-1048302]n Click the Microsoft Database radio button to configure a Microsoft database and enter the name of the remote database.
 [bookmark: pgfId-1048303]n Click the Oracle SID radio button to configure an Oracle database and enter the system identifier for the Oracle database.
  
        
 
       
      
 
     
 
     [bookmark: pgfId-1048305] 3. Click Submit to configure the remote database.
 
    
 
     
      [bookmark: pgfId-1048309][bookmark: 75797]Understanding the Monitoring and Report Viewer Database Schema
 
     [bookmark: pgfId-1048310][bookmark: marker-1049426]The Monitoring and Report Viewer collects data for:
 
     [bookmark: pgfId-1048311]n Accounting
 
     [bookmark: pgfId-1048312]n AAA Audit
 The tables that contain AAA diagnostics, system diagnostics, and administrative audit data are not exported.
     
 
     [bookmark: pgfId-1048316]The Viewer database contains raw and aggregated tables. This section contains the following topics:
 
     [bookmark: pgfId-1048320]n Raw Tables
 
     [bookmark: pgfId-1048324]n Aggregated Tables
 
     [bookmark: pgfId-1048328]n Microsoft SQL Server Schema
 
     [bookmark: pgfId-1048332]n Oracle Schema
 
      
       [bookmark: pgfId-1048334][bookmark: 89337]Raw Tables
 
      [bookmark: pgfId-1048335]The raw tables contain individual records. The Monitoring and Report Viewer aggregates the records in the raw tables and stores the aggregated data in aggregated tables. The passed and failed bit fields in the raw tables are not encoded and are represented as 1s and 0s.
 
     
 
      
       [bookmark: pgfId-1048337][bookmark: 19253]Aggregated Tables
 
      [bookmark: pgfId-1048338]The aggregated tables contain a count of passed and failed authentications for various data combinations. For example, for a user User1, from identity group A, with NAD B, and access policy C, the Monitoring and Report Viewer computes the passed and failed counts on a daily basis and stores it in the monthly tables.
 
      [bookmark: pgfId-1048339]Monthly Tables
 
      [bookmark: pgfId-1048340]The daily count of passed and failed authentications for various data combinations are stored in the monthly tables.
 
      [bookmark: pgfId-1048341]Yearly Tables
 
      [bookmark: pgfId-1048342]At the end of every month, the Monitoring and Report Viewer computes the passed and failed counts for that month and stores them in the yearly tables.
 
      [bookmark: pgfId-1048343]You can choose to work with individual records from the raw tables or you can get the counts directly from these aggregated tables. In the aggregated tables, passed and failed counts are available for various data combinations. 
 
      [bookmark: pgfId-1049548]The Passed, Failed, TotalResponseTime, and MaxResponseTime fields are not part of any data combination. The total response time is computed in milliseconds for both passed and failed authentications. The day field in the month tables is set to date only and does not include the time.
 
      [bookmark: pgfId-1048348]Table 2 provides a list of tables, a brief description, and a list of aggregated tables.
 
      [bookmark: pgfId-1039944]
 
       
        
         
         [bookmark: pgfId-1039809]Table 2 [bookmark: 78372]Monitoring and Report Viewer Database Schema 
 
         
        
          
          	
            
            [bookmark: pgfId-1039817]Purpose
           
  
          	
            
            [bookmark: pgfId-1039819]Table
           
  
          	
            
            [bookmark: pgfId-1039821]Description
           
  
          	
            
            [bookmark: pgfId-1039823]Aggregated Tables
           
  
         
 
          
          	 
            
            [bookmark: pgfId-1039825]Accounting
           
  
          	[bookmark: pgfId-1039827]TACACS Accounting (acstacacsaccounting)
  
          	[bookmark: pgfId-1039829]TACACS Session—Start and stop, watchdog process, and rejected session information.
  
          	[bookmark: pgfId-1039831]acstacacsaccountingmonth
 [bookmark: pgfId-1039832]acstacacsaccountingyear
  
         
 
          
          	[bookmark: pgfId-1039836]RADIUS Accounting (acsradiusaccounting)
  
          	[bookmark: pgfId-1039838]RADIUS Session—Start, stop, and update information.
  
          	[bookmark: pgfId-1039840]acsradiusaccountingmonth
 [bookmark: pgfId-1039841]acsradiusaccountingyear
  
         
 
          
          	 
            
            [bookmark: pgfId-1039843]AAA Audit
           
  
          	[bookmark: pgfId-1039845]TACACS Authentication (acstacacsauthentication)
  
          	[bookmark: pgfId-1039848]TACACS—Passed authentications and failed attempts.
  
          	[bookmark: pgfId-1039850]acstacacsauthenticationmonth
 [bookmark: pgfId-1039851]acstacacsauthenticationyear
  
         
 
          
          	[bookmark: pgfId-1039855]TACACS Authorization (acstacacsauthorization)
  
          	[bookmark: pgfId-1039858]TACACS device administration—Command and session authorization passed and failed attempts.
  
          	[bookmark: pgfId-1039860]acstacacsauthorizationmonth
 [bookmark: pgfId-1039861]acstacacsauthorizationyear
  
         
 
          
          	[bookmark: pgfId-1039865]RADIUS Authentication (acsradiusauthentication)
  
          	[bookmark: pgfId-1039867]RADIUS—Passed authentications and failed attempts.
  
          	[bookmark: pgfId-1039869]acsradiusauthenticationmonth
 [bookmark: pgfId-1039870]acsradiusauthenticationyear
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-1038740][bookmark: 89806]Microsoft SQL Server Schema
 
      [bookmark: pgfId-1049925]The Monitoring and Report Viewer database in Microsoft SQL Server contains the acstacacsauthentication tables.
 
      [bookmark: pgfId-1049929]The acstacacsauthentication table contains the fields described in Table 3.
 
      [bookmark: pgfId-1049930]acstacacsauthentication
 
      [bookmark: pgfId-1069353]
 
       
        
         
         [bookmark: pgfId-1116856]Table 3 [bookmark: 77045]acstacacsauthentication Table
 
         
        
          
          	
            
            [bookmark: pgfId-1070121]Column
           
  
          	
            
            [bookmark: pgfId-1070123]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1070125]ID
  
          	[bookmark: pgfId-1070127]integer
  
         
 
          
          	[bookmark: pgfId-1070129]ACSTimestamp 
  
          	[bookmark: pgfId-1070131]datetime,
  
         
 
          
          	[bookmark: pgfId-1070133]ACSViewTimestamp 
  
          	[bookmark: pgfId-1070135]datetime,
  
         
 
          
          	[bookmark: pgfId-1070137]ACSServer 
  
          	[bookmark: pgfId-1070139]varchar(500),
  
         
 
          
          	[bookmark: pgfId-1070141]MessageCode 
  
          	[bookmark: pgfId-1070143]varchar(10),
  
         
 
          
          	[bookmark: pgfId-1070145]ACSSessionID 
  
          	[bookmark: pgfId-1070147]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1070149]AccessService 
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          	[bookmark: pgfId-1074719]DeviceIPAddress 
  
          	[bookmark: pgfId-1074721]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1074723]IdentityGroup 
  
          	[bookmark: pgfId-1074725]text
  
         
 
          
          	[bookmark: pgfId-1074727]NetworkDeviceGroups 
  
          	[bookmark: pgfId-1074729]text
  
         
 
          
          	[bookmark: pgfId-1074731]FailureReason 
  
          	[bookmark: pgfId-1074733]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1074735]ADDomain 
  
          	[bookmark: pgfId-1074737]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1074739]UseCase 
  
          	[bookmark: pgfId-1074741]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1074743]Passed 
  
          	[bookmark: pgfId-1074745]integer
  
         
 
          
          	[bookmark: pgfId-1074747]Failed 
  
          	[bookmark: pgfId-1074749]integer
  
         
 
          
          	[bookmark: pgfId-1074751]TotalResponseTime 
  
          	[bookmark: pgfId-1074753]integer
  
         
 
          
          	[bookmark: pgfId-1074755]MaxResponseTime 
  
          	[bookmark: pgfId-1074757]integer
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1074836]acstacacsauthenticationyear
 
      [bookmark: pgfId-1075893]
 
       
        
         
         [bookmark: pgfId-1116867]Table 5 acstacacsauthenticationyear Table 
 
         
        
          
          	
            
            [bookmark: pgfId-1075729]Column 
           
  
          	
            
            [bookmark: pgfId-1075815]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1075733]ID 
  
          	[bookmark: pgfId-1075817]integer
  
         
 
          
          	[bookmark: pgfId-1075737]Month 
  
          	[bookmark: pgfId-1075819]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1075741]ACSServer 
  
          	[bookmark: pgfId-1075821]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075745]MessageCode 
  
          	[bookmark: pgfId-1075823]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1075749]AccessService 
  
          	[bookmark: pgfId-1075825]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075753]ServiceSelectionPolicy 
  
          	[bookmark: pgfId-1075827]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075757]UserName 
  
          	[bookmark: pgfId-1075829]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075761]IdentityStore 
  
          	[bookmark: pgfId-1075831]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075765]NetworkDeviceName 
  
          	[bookmark: pgfId-1075833]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075769]DeviceIPAddress 
  
          	[bookmark: pgfId-1075835]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075773]IdentityGroup 
  
          	[bookmark: pgfId-1075837]text
  
         
 
          
          	[bookmark: pgfId-1075777]NetworkDeviceGroups 
  
          	[bookmark: pgfId-1075839]text
  
         
 
          
          	[bookmark: pgfId-1075781]FailureReason 
  
          	[bookmark: pgfId-1075841]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075785]ADDomain 
  
          	[bookmark: pgfId-1075843]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075789]UseCase 
  
          	[bookmark: pgfId-1075845]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1075793]Passed 
  
          	[bookmark: pgfId-1075847]integer
  
         
 
          
          	[bookmark: pgfId-1075797]Failed 
  
          	[bookmark: pgfId-1075849]integer
  
         
 
          
          	[bookmark: pgfId-1075801]TotalResponseTime 
  
          	[bookmark: pgfId-1075851]integer
  
         
 
          
          	[bookmark: pgfId-1075805]MaxResponseTime 
  
          	[bookmark: pgfId-1075853]integer
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1117454]acsradiusauthentication
 
      [bookmark: pgfId-1117704]
 
       
        
         
         [bookmark: pgfId-1117457]Table 6 acsradiusauthentication Table 
 
         
        
          
          	
            
            [bookmark: pgfId-1117461]Column
           
  
          	
            
            [bookmark: pgfId-1117463]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1117465]ID
  
          	[bookmark: pgfId-1117467]integer
  
         
 
          
          	[bookmark: pgfId-1117469]ACSTimestamp
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          	[bookmark: pgfId-1092993]smalldatetime
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          	[bookmark: pgfId-1092997]varchar(500)
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          	[bookmark: pgfId-1093417]varchar(10)
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          	[bookmark: pgfId-1094046]varchar(500)
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          	[bookmark: pgfId-1094072]Response
  
          	[bookmark: pgfId-1094074]text
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          	[bookmark: pgfId-1094078]varchar(500)
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          	[bookmark: pgfId-1094106]varchar(500)
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          	[bookmark: pgfId-1094110]varchar(500) 
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          	[bookmark: pgfId-1094548]smalldatetime
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          	[bookmark: pgfId-1094552]varchar(500)
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          	[bookmark: pgfId-1094556]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1094558]AccessService
  
          	[bookmark: pgfId-1094560]varchar(500)
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          	[bookmark: pgfId-1094564]varchar(500)
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          	[bookmark: pgfId-1094570]UserName
  
          	[bookmark: pgfId-1094572]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1094574]NetworkDeviceName
  
          	[bookmark: pgfId-1094576]varchar(500)
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          	[bookmark: pgfId-1094580]varchar(500)
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          	[bookmark: pgfId-1094979]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1094981]PriviligeLevel
  
          	[bookmark: pgfId-1094983]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1094985]CmdSet
  
          	[bookmark: pgfId-1094987]text
  
         
 
          
          	[bookmark: pgfId-1094989]MatchedCommandSet
  
          	[bookmark: pgfId-1094991]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1094993]SelectedShellProfile
  
          	[bookmark: pgfId-1094995]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1094997]SelectedCommandSet
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          	[bookmark: pgfId-1095013]NetworkDeviceGroups
  
          	[bookmark: pgfId-1095015]text
  
         
 
          
          	[bookmark: pgfId-1095017]TotalResponseTime
  
          	[bookmark: pgfId-1095019]integer
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          	[bookmark: pgfId-1095023]integer
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          	[bookmark: pgfId-1095472]ID
  
          	[bookmark: pgfId-1095474]integer
  
         
 
          
          	[bookmark: pgfId-1095476]ACSTimestamp
  
          	[bookmark: pgfId-1095478]datetime
  
         
 
          
          	[bookmark: pgfId-1095480]ACSViewTimestamp
  
          	[bookmark: pgfId-1095482]datetime
  
         
 
          
          	[bookmark: pgfId-1095484]ACSServer
  
          	[bookmark: pgfId-1095486]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1095488]MessageCode
  
          	[bookmark: pgfId-1095490]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1095492]ACSSessionID
  
          	[bookmark: pgfId-1095494]varchar(500)
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          	[bookmark: pgfId-1095506]varchar(500)
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          	[bookmark: pgfId-1095510]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1095512]AuthenMethod
  
          	[bookmark: pgfId-1095514]varchar(500)
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          	[bookmark: pgfId-1095518]varchar(500)
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          	[bookmark: pgfId-1095526]varchar(500)
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          	[bookmark: pgfId-1095530]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1095532]NetworkDeviceGroups
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          	[bookmark: pgfId-1095538]varchar(500)
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          	[bookmark: pgfId-1095542]varchar(500)
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          	[bookmark: pgfId-1095546]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1095548]CmdSet
  
          	[bookmark: pgfId-1095550]text
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          	[bookmark: pgfId-1095554]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1095556]ServiceArgument
  
          	[bookmark: pgfId-1095558]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1095560]AVPair
  
          	[bookmark: pgfId-1095562]text
  
         
 
          
          	[bookmark: pgfId-1095564]AcctInputPackets
  
          	[bookmark: pgfId-1095566]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1095568]AcctOutputPackets
  
          	[bookmark: pgfId-1095570]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1095572]AcctTerminateCause
  
          	[bookmark: pgfId-1095574]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1095576]AcctSessionTime
  
          	[bookmark: pgfId-1095578]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1095580]AcctSessionId 
  
          	[bookmark: pgfId-1095582]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1095584]ExecutionSteps
  
          	[bookmark: pgfId-1095586]text
  
         
 
          
          	[bookmark: pgfId-1095588]Response
  
          	[bookmark: pgfId-1095590]text
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          	[bookmark: pgfId-1095594]text
  
         
 
          
          	[bookmark: pgfId-1095596]ResponseTime
  
          	[bookmark: pgfId-1095598]integer
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          	[bookmark: pgfId-1095602]smallint
  
         
 
          
          	[bookmark: pgfId-1095604]Stopped
  
          	[bookmark: pgfId-1095606]smallint
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          	[bookmark: pgfId-1096005]ID
  
          	[bookmark: pgfId-1096007]Integer
  
         
 
          
          	[bookmark: pgfId-1096009]Day
  
          	[bookmark: pgfId-1096011]smalldatetime
  
         
 
          
          	[bookmark: pgfId-1096013]ACSServer
  
          	[bookmark: pgfId-1096015]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096017]MessageCode
  
          	[bookmark: pgfId-1096019]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1096021]AccessService
  
          	[bookmark: pgfId-1096023]varchar(500)
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          	[bookmark: pgfId-1096027]varchar(500)
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          	[bookmark: pgfId-1096031]varchar(500)
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          	[bookmark: pgfId-1096035]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096037]NetworkDeviceName
  
          	[bookmark: pgfId-1096039]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096041]NetworkDeviceGroups
  
          	[bookmark: pgfId-1096043]text
  
         
 
          
          	[bookmark: pgfId-1096045]DeviceIPAddress
  
          	[bookmark: pgfId-1096047]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096049]SourceIPAddress
  
          	[bookmark: pgfId-1096051]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096053]PrivilegeLevel
  
          	[bookmark: pgfId-1096055]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1096057]CmdSet
  
          	[bookmark: pgfId-1096059]text
  
         
 
          
          	[bookmark: pgfId-1096061]Count
  
          	[bookmark: pgfId-1096063]integer
  
         
 
          
          	[bookmark: pgfId-1096065]TotalResponseTime
  
          	[bookmark: pgfId-1096067]bigint
  
         
 
          
          	[bookmark: pgfId-1096069]MaxResponseTime 
  
          	[bookmark: pgfId-1096071]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1096073]Active 
  
          	[bookmark: pgfId-1096075]integer
  
         
 
          
          	[bookmark: pgfId-1096077]Throughput 
  
          	[bookmark: pgfId-1096079]bigint
  
         
 
          
          	[bookmark: pgfId-1096081]TotalSessionTime 
  
          	[bookmark: pgfId-1096083]bigint
  
         
 
          
          	[bookmark: pgfId-1096085]MaxSessionTime 
  
          	[bookmark: pgfId-1096087]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1096089]Started
  
          	[bookmark: pgfId-1096091]integer
  
         
 
          
          	[bookmark: pgfId-1096093]Stopped
  
          	[bookmark: pgfId-1096095]integer
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         [bookmark: pgfId-1116903]Table 14 acstacacsaccountingyear Table
 
         
        
          
          	
            
            [bookmark: pgfId-1096439]Column
           
  
          	
            
            [bookmark: pgfId-1096441]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1096443]ID
  
          	[bookmark: pgfId-1096445]integer
  
         
 
          
          	[bookmark: pgfId-1096447]Month
  
          	[bookmark: pgfId-1096449]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1096451]ACSServer
  
          	[bookmark: pgfId-1096453]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096455]MessageCode
  
          	[bookmark: pgfId-1096457]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1096459]AccessService
  
          	[bookmark: pgfId-1096461]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096463]UserName
  
          	[bookmark: pgfId-1096465]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096467]RemoteAddress
  
          	[bookmark: pgfId-1096469]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096471]Service
  
          	[bookmark: pgfId-1096473]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096475]NetworkDeviceName
  
          	[bookmark: pgfId-1096477]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096479]NetworkDeviceGroups
  
          	[bookmark: pgfId-1096481]text
  
         
 
          
          	[bookmark: pgfId-1096483]DeviceIPAddress
  
          	[bookmark: pgfId-1096485]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096487]SourceIPAddress
  
          	[bookmark: pgfId-1096489]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1096491]PrivilegeLevel
  
          	[bookmark: pgfId-1096493]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1096495]CmdSet
  
          	[bookmark: pgfId-1096497]text
  
         
 
          
          	[bookmark: pgfId-1096499]Count 
  
          	[bookmark: pgfId-1099206]integer
  
         
 
          
          	[bookmark: pgfId-1096503]TotalResponseTime
  
          	[bookmark: pgfId-1096505]bigint
  
         
 
          
          	[bookmark: pgfId-1096507]MaxResponseTime 
  
          	[bookmark: pgfId-1098117]numeric(11)
  
         
 
          
          	[bookmark: pgfId-1096511]Active 
  
          	[bookmark: pgfId-1096513]Integer
  
         
 
          
          	[bookmark: pgfId-1096515]Throughput 
  
          	[bookmark: pgfId-1098149]bigint
  
         
 
          
          	[bookmark: pgfId-1096519]TotalSessionTime 
  
          	[bookmark: pgfId-1098174]bigint
  
         
 
          
          	[bookmark: pgfId-1096523]MaxSessionTime 
  
          	[bookmark: pgfId-1096525]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1096527]Started
  
          	[bookmark: pgfId-1096529]integer
  
         
 
          
          	[bookmark: pgfId-1096531]Stopped
  
          	[bookmark: pgfId-1096533]integer
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1096153]acsradiusaccounting
 
      [bookmark: pgfId-1096675]
 
       
        
         
         [bookmark: pgfId-1116907]Table 15 acsradiusaccounting Table 
 
         
        
          
          	
            
            [bookmark: pgfId-1097245]Column
           
  
          	
            
            [bookmark: pgfId-1097247]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1097249]ID
  
          	[bookmark: pgfId-1097251]Integer
  
         
 
          
          	[bookmark: pgfId-1097253]ACSTimestamp
  
          	[bookmark: pgfId-1097255]datetime
  
         
 
          
          	[bookmark: pgfId-1097257]ACSViewTimestamp
  
          	[bookmark: pgfId-1097259]datetime
  
         
 
          
          	[bookmark: pgfId-1097261]ACSServer
  
          	[bookmark: pgfId-1097263]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097265]MessageCode
  
          	[bookmark: pgfId-1097267]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1097269]ACSSessionID
  
          	[bookmark: pgfId-1097271]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097273]UserName
  
          	[bookmark: pgfId-1097275]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097277]CallingStationID
  
          	[bookmark: pgfId-1097279]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097281]AcctSessionId
  
          	[bookmark: pgfId-1097283]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097285]AcctStatusType
  
          	[bookmark: pgfId-1097287]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097289]AcctSessionTime
  
          	[bookmark: pgfId-1097291]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097293]ServiceType
  
          	[bookmark: pgfId-1097295]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097297]FramedProtocol
  
          	[bookmark: pgfId-1097299]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097301]AcctInputOctets
  
          	[bookmark: pgfId-1097303]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097305]AcctOutputOctets
  
          	[bookmark: pgfId-1097307]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097309]AcctInputPackets
  
          	[bookmark: pgfId-1097311]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097313]AcctOutputPackets
  
          	[bookmark: pgfId-1097315]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097317]FramedIPAddress
  
          	[bookmark: pgfId-1097319]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097321]NASPort
  
          	[bookmark: pgfId-1097323]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097325]NASIPAddress
  
          	[bookmark: pgfId-1097327]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097329]CiscoAVPair
  
          	[bookmark: pgfId-1097331]text
  
         
 
          
          	[bookmark: pgfId-1097333]Class
  
          	[bookmark: pgfId-1097335]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097337]AcctTerminateCause
  
          	[bookmark: pgfId-1097339]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097341]AccessService
  
          	[bookmark: pgfId-1097343]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097345]AuditSessionID
  
          	[bookmark: pgfId-1097347]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097349]AcctMultiSessionID
  
          	[bookmark: pgfId-1097351]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097353]AcctAuthentic
  
          	[bookmark: pgfId-1097355]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097357]TerminationAction
  
          	[bookmark: pgfId-1097359]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097361]SessionTimeout
  
          	[bookmark: pgfId-1097363]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097365]IdleTimeout
  
          	[bookmark: pgfId-1097367]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097369]AcctInterimInterval
  
          	[bookmark: pgfId-1097371]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097373]AcctDelayTime
  
          	[bookmark: pgfId-1097375]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097377]EventTimestamp
  
          	[bookmark: pgfId-1097379]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097381]NASIdentifier
  
          	[bookmark: pgfId-1097383]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097385]NASPortId
  
          	[bookmark: pgfId-1097387]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097389]AcctTunnelConnection
  
          	[bookmark: pgfId-1097391]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097393]AcctTunnelPacketLost
  
          	[bookmark: pgfId-1097395]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097397]NetworkDeviceName
  
          	[bookmark: pgfId-1097399]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097401]NetworkDeviceGroups
  
          	[bookmark: pgfId-1097403]text
  
         
 
          
          	[bookmark: pgfId-1097405]ServiceSelectionPolicy
  
          	[bookmark: pgfId-1097407]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097409]IdentityStore
  
          	[bookmark: pgfId-1097411]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097413]ADDomain
  
          	[bookmark: pgfId-1097415]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097417]IdentityGroup
  
          	[bookmark: pgfId-1097419]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097421]AuthorizationPolicy
  
          	[bookmark: pgfId-1097423]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097425]FailureReason
  
          	[bookmark: pgfId-1097427]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097429]SecurityGroup
  
          	[bookmark: pgfId-1097431]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097433]TunnelDetails
  
          	[bookmark: pgfId-1097435]text
  
         
 
          
          	[bookmark: pgfId-1097437]CiscoH323SetupTime
  
          	[bookmark: pgfId-1097439]datetime
  
         
 
          
          	[bookmark: pgfId-1097441]CiscoH323ConnectTime
  
          	[bookmark: pgfId-1097443]datetime
  
         
 
          
          	[bookmark: pgfId-1097445]CiscoH323DisconnectTime
  
          	[bookmark: pgfId-1097447]datetime
  
         
 
          
          	[bookmark: pgfId-1097449]CiscoH323Attributes
  
          	[bookmark: pgfId-1097451]text
  
         
 
          
          	[bookmark: pgfId-1097453]CiscoSSGAttributes
  
          	[bookmark: pgfId-1097455]text
  
         
 
          
          	[bookmark: pgfId-1097457]ExecutionSteps
  
          	[bookmark: pgfId-1097459]text
  
         
 
          
          	[bookmark: pgfId-1097461]OtherAttributes
  
          	[bookmark: pgfId-1097463]text
  
         
 
          
          	[bookmark: pgfId-1097465]ResponseTime
  
          	[bookmark: pgfId-1097467]integer
  
         
 
          
          	[bookmark: pgfId-1097469]Started
  
          	[bookmark: pgfId-1097471]smallint
  
         
 
          
          	[bookmark: pgfId-1097473]Stopped
  
          	[bookmark: pgfId-1097475]smallint
  
         
 
          
          	[bookmark: pgfId-1097477]SessionKey
  
          	[bookmark: pgfId-1097479]varchar(500)
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1023580]acsradiusaccountingmonth
 
      [bookmark: pgfId-1097521]
 
       
        
         
         [bookmark: pgfId-1116911]Table 16 acsradiusaccountingmonth Table
 
         
        
          
          	
            
            [bookmark: pgfId-1097895]Column
           
  
          	
            
            [bookmark: pgfId-1097897]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1097899]ID
  
          	[bookmark: pgfId-1097901]Integer
  
         
 
          
          	[bookmark: pgfId-1097903]Day
  
          	[bookmark: pgfId-1097905]smalldatetime
  
         
 
          
          	[bookmark: pgfId-1097907]ACSServer
  
          	[bookmark: pgfId-1097909]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097911]MessageCode
  
          	[bookmark: pgfId-1097913]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1097915]AccessService
  
          	[bookmark: pgfId-1097917]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097919]UserName
  
          	[bookmark: pgfId-1097921]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097923]CallingStationID
  
          	[bookmark: pgfId-1097925]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097927]AcctTerminateCause
  
          	[bookmark: pgfId-1097929]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097931]TerminationAction
  
          	[bookmark: pgfId-1097933]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097935]NASIdentifier
  
          	[bookmark: pgfId-1097937]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097939]NASIPAddress
  
          	[bookmark: pgfId-1097941]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097943]NetworkDeviceName
  
          	[bookmark: pgfId-1097945]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097947]NetworkDeviceGroups
  
          	[bookmark: pgfId-1097949]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097951]IdentityStore
  
          	[bookmark: pgfId-1097953]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097955]ADDomain
  
          	[bookmark: pgfId-1097957]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097959]IdentityGroup
  
          	[bookmark: pgfId-1097961]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097963]AuthorizationPolicy
  
          	[bookmark: pgfId-1097965]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097967]AcctStatusType
  
          	[bookmark: pgfId-1097969]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097971]FramedIPAddress
  
          	[bookmark: pgfId-1097973]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1097975]Count
  
          	[bookmark: pgfId-1097977]integer
  
         
 
          
          	[bookmark: pgfId-1097979]TotalResponseTime
  
          	[bookmark: pgfId-1097981]bigint
  
         
 
          
          	[bookmark: pgfId-1097983]MaxResponseTime 
  
          	[bookmark: pgfId-1097985]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1097987]Active 
  
          	[bookmark: pgfId-1097989]Integer
  
         
 
          
          	[bookmark: pgfId-1097991]Throughput 
  
          	[bookmark: pgfId-1098221]bigint
  
         
 
          
          	[bookmark: pgfId-1097995]TotalSessionTime 
  
          	[bookmark: pgfId-1098246]bigint
  
         
 
          
          	[bookmark: pgfId-1097999]MaxSessionTime 
  
          	[bookmark: pgfId-1098001]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1098003]Started
  
          	[bookmark: pgfId-1098005]integer
  
         
 
          
          	[bookmark: pgfId-1098007]Stopped
  
          	[bookmark: pgfId-1098009]integer
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1045893]acsradiusaccountingyear
 
      [bookmark: pgfId-1098273]
 
       
        
         
         [bookmark: pgfId-1116915]Table 17 acsradiusaccountingyear Table 
 
         
        
          
          	
            
            [bookmark: pgfId-1098635]Column
           
  
          	
            
            [bookmark: pgfId-1098637]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1098639]ID
  
          	[bookmark: pgfId-1098641]Integer
  
         
 
          
          	[bookmark: pgfId-1098643]Month
  
          	[bookmark: pgfId-1098645]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1098647]ACSServer
  
          	[bookmark: pgfId-1098649]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098651]MessageCode
  
          	[bookmark: pgfId-1098653]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1098655]AccessService
  
          	[bookmark: pgfId-1098657]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098659]UserName
  
          	[bookmark: pgfId-1098661]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098663]CallingStationID
  
          	[bookmark: pgfId-1098665]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098667]AcctTerminateCause
  
          	[bookmark: pgfId-1098669]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098671]TerminationAction
  
          	[bookmark: pgfId-1098673]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098675]NASIdentifier
  
          	[bookmark: pgfId-1098677]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098679]NASIPAddress
  
          	[bookmark: pgfId-1098681]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098683]NetworkDeviceName
  
          	[bookmark: pgfId-1098685]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098687]NetworkDeviceGroups
  
          	[bookmark: pgfId-1098689]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098691]IdentityStore
  
          	[bookmark: pgfId-1098693]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098695]ADDomain
  
          	[bookmark: pgfId-1098697]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098699]IdentityGroup
  
          	[bookmark: pgfId-1098701]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098703]AuthorizationPolicy
  
          	[bookmark: pgfId-1098705]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098707]AcctStatusType
  
          	[bookmark: pgfId-1098709]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098711]FramedIPAddress
  
          	[bookmark: pgfId-1098713]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1098715]Count
  
          	[bookmark: pgfId-1098717]integer
  
         
 
          
          	[bookmark: pgfId-1098719]TotalResponseTime
  
          	[bookmark: pgfId-1098721]bigint
  
         
 
          
          	[bookmark: pgfId-1098723]MaxResponseTime 
  
          	[bookmark: pgfId-1098894]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1098727]Active 
  
          	[bookmark: pgfId-1098919]integer
  
         
 
          
          	[bookmark: pgfId-1098731]Throughput 
  
          	[bookmark: pgfId-1098944]bigint
  
         
 
          
          	[bookmark: pgfId-1098735]TotalSessionTime 
  
          	[bookmark: pgfId-1098737]bigint
  
         
 
          
          	[bookmark: pgfId-1098739]MaxSessionTime 
  
          	[bookmark: pgfId-1098741]numeric(15)
  
         
 
          
          	[bookmark: pgfId-1098743]Started
  
          	[bookmark: pgfId-1098745]integer
  
         
 
          
          	[bookmark: pgfId-1098747]Stopped
  
          	[bookmark: pgfId-1098749]integer
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1046016]acsaaadiagnostics
 
      [bookmark: pgfId-1099419]
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            [bookmark: pgfId-1099600]Column
           
  
          	
            
            [bookmark: pgfId-1099602]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1099604]ID
  
          	[bookmark: pgfId-1099606]integer
  
         
 
          
          	[bookmark: pgfId-1099608]ACSTimestamp
  
          	[bookmark: pgfId-1099610]datetime
  
         
 
          
          	[bookmark: pgfId-1099612]ACSViewTimestamp
  
          	[bookmark: pgfId-1099614]datetime
  
         
 
          
          	[bookmark: pgfId-1099616]ACSServer
  
          	[bookmark: pgfId-1099618]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1099620]MessageCode
  
          	[bookmark: pgfId-1099622]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1099624]MessageSeverity
  
          	[bookmark: pgfId-1099626]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1099628]ACSSessionID
  
          	[bookmark: pgfId-1099630]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1099632]Category
  
          	[bookmark: pgfId-1099634]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1099636]DiagnosticInfo
  
          	[bookmark: pgfId-1099638]text
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1014722]acsadministratorlogin
 
      [bookmark: pgfId-1025392]
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            [bookmark: pgfId-1042095]Column
           
  
          	
            
            [bookmark: pgfId-1042097]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1042099]ID
  
          	[bookmark: pgfId-1042101]integer
  
         
 
          
          	[bookmark: pgfId-1042103]ACSTimestamp
  
          	[bookmark: pgfId-1042105]datetime
  
         
 
          
          	[bookmark: pgfId-1042107]ACSViewTimestamp
  
          	[bookmark: pgfId-1042109]datetime
  
         
 
          
          	[bookmark: pgfId-1042111]ACSServer
  
          	[bookmark: pgfId-1042113]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1042115]MessageCode
  
          	[bookmark: pgfId-1042117]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1042119]AdminName
  
          	[bookmark: pgfId-1042121]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1042123]AdminIPAddress
  
          	[bookmark: pgfId-1042125]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1042127]AdminSession
  
          	[bookmark: pgfId-1042129]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1042131]AdminInterface
  
          	[bookmark: pgfId-1042133]varchar(10)
  
         
 
        
       
 
      
 
      [bookmark: pgfId-1117948]acsconfigurationchanges
 
      [bookmark: pgfId-1118070]
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            [bookmark: pgfId-1117955]Column
           
  
          	
            
            [bookmark: pgfId-1117957]Data Type
           
  
         
 
          
          	[bookmark: pgfId-1117959]ID
  
          	[bookmark: pgfId-1117961]integer
  
         
 
          
          	[bookmark: pgfId-1117963]ACSTimestamp
  
          	[bookmark: pgfId-1117965]datetime
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          	[bookmark: pgfId-1044263]MaxResponseTime
  
          	[bookmark: pgfId-1044265]number(6)
  
         
 
          
          	[bookmark: pgfId-1044267]Active
  
          	[bookmark: pgfId-1044269]integer
  
         
 
          
          	[bookmark: pgfId-1044271]Throughput
  
          	[bookmark: pgfId-1044273]number(20)
  
         
 
          
          	[bookmark: pgfId-1044275]TotalSessionTime
  
          	[bookmark: pgfId-1044277]number(20)
  
         
 
          
          	[bookmark: pgfId-1044279]MaxSessionTime
  
          	[bookmark: pgfId-1044281]number(6)
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          	[bookmark: pgfId-1044285]integer
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          	[bookmark: pgfId-1044305]ID
  
          	[bookmark: pgfId-1044307]integer
  
         
 
          
          	[bookmark: pgfId-1044309]ACSTimestamp
  
          	[bookmark: pgfId-1044311]timestamp
  
         
 
          
          	[bookmark: pgfId-1044313]ACSViewTimestamp
  
          	[bookmark: pgfId-1044315]timestamp
  
         
 
          
          	[bookmark: pgfId-1044317]ACSServer
  
          	[bookmark: pgfId-1044319]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044321]MessageCode
  
          	[bookmark: pgfId-1044323]varchar2(10)
  
         
 
          
          	[bookmark: pgfId-1044325]ACSSessionID
  
          	[bookmark: pgfId-1044327]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044329]UserName
  
          	[bookmark: pgfId-1044331]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044333]CallingStationID
  
          	[bookmark: pgfId-1044335]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044337]AcctSessionId
  
          	[bookmark: pgfId-1044339]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044341]AcctStatusType
  
          	[bookmark: pgfId-1044343]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044345]AcctSessionTime
  
          	[bookmark: pgfId-1044347]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044349]ServiceType
  
          	[bookmark: pgfId-1044351]varchar2(20)
  
         
 
          
          	[bookmark: pgfId-1044353]FramedProtocol
  
          	[bookmark: pgfId-1044355]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044357]AcctInputOctets
  
          	[bookmark: pgfId-1044359]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044361]AcctOutputOctets
  
          	[bookmark: pgfId-1044363]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044365]AcctInputPackets
  
          	[bookmark: pgfId-1044367]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044369]AcctOutputPackets
  
          	[bookmark: pgfId-1044371]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044373]FramedIPAddress
  
          	[bookmark: pgfId-1044375]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044377]NASPort
  
          	[bookmark: pgfId-1044379]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044381]NASIPAddress
  
          	[bookmark: pgfId-1044383]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044385]CiscoAVPair
  
          	[bookmark: pgfId-1044387]clob
  
         
 
          
          	[bookmark: pgfId-1044389]Class
  
          	[bookmark: pgfId-1044391]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044393]AcctTerminateCause
  
          	[bookmark: pgfId-1044395]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044397]AccessService
  
          	[bookmark: pgfId-1044399]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044401]AuditSessionID
  
          	[bookmark: pgfId-1044403]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044405]AcctMultiSessionID
  
          	[bookmark: pgfId-1044407]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044409]AcctAuthentic
  
          	[bookmark: pgfId-1044411]varchar2(10)
  
         
 
          
          	[bookmark: pgfId-1044413]TerminationAction
  
          	[bookmark: pgfId-1044415]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044417]SessionTimeout
  
          	[bookmark: pgfId-1044419]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044421]IdleTimeout
  
          	[bookmark: pgfId-1044423]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044425]AcctInterimInterval
  
          	[bookmark: pgfId-1044427]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044429]AcctDelayTime
  
          	[bookmark: pgfId-1044431]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044433]EventTimestamp
  
          	[bookmark: pgfId-1044435]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044437]NASIdentifier
  
          	[bookmark: pgfId-1044439]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044441]NASPortId
  
          	[bookmark: pgfId-1044443]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044445]AcctTunnelConnection
  
          	[bookmark: pgfId-1044447]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044449]AcctTunnelPacketLost
  
          	[bookmark: pgfId-1044451]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044453]NetworkDeviceName
  
          	[bookmark: pgfId-1044455]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044457]NetworkDeviceGroups
  
          	[bookmark: pgfId-1044459]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044461]ServiceSelectionPolicy
  
          	[bookmark: pgfId-1044463]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044465]IdentityStore
  
          	[bookmark: pgfId-1044467]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044469]ADDomain
  
          	[bookmark: pgfId-1044471]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044473]IdentityGroup
  
          	[bookmark: pgfId-1044475]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044477]AuthorizationPolicy 
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          	[bookmark: pgfId-1044481]FailureReason
  
          	[bookmark: pgfId-1044483]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044485]SecurityGroup
  
          	[bookmark: pgfId-1044487]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044489]TunnelDetails
  
          	[bookmark: pgfId-1044491]clob
  
         
 
          
          	[bookmark: pgfId-1044493]CiscoH323SetupTime
  
          	[bookmark: pgfId-1044495]timestamp
  
         
 
          
          	[bookmark: pgfId-1044497]CiscoH323ConnectTime
  
          	[bookmark: pgfId-1044499]timestamp
  
         
 
          
          	[bookmark: pgfId-1044501]CiscoH323DisconnectTime
  
          	[bookmark: pgfId-1044503]timestamp
  
         
 
          
          	[bookmark: pgfId-1044505]CiscoH323Attributes
  
          	[bookmark: pgfId-1044507]clob
  
         
 
          
          	[bookmark: pgfId-1044509]CiscoSSGAttributes
  
          	[bookmark: pgfId-1044511]clob
  
         
 
          
          	[bookmark: pgfId-1044513]ExecutionSteps
  
          	[bookmark: pgfId-1044515]clob
  
         
 
          
          	[bookmark: pgfId-1044517]OtherAttributes
  
          	[bookmark: pgfId-1044519]clob
  
         
 
          
          	[bookmark: pgfId-1044521]ResponseTime
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          	[bookmark: pgfId-1044525]Started
  
          	[bookmark: pgfId-1044527]integer
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          	[bookmark: pgfId-1044531]integer
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          	[bookmark: pgfId-1044549]integer
  
         
 
          
          	[bookmark: pgfId-1044551]Day
  
          	[bookmark: pgfId-1044553]date
  
         
 
          
          	[bookmark: pgfId-1044555]ACSServer
  
          	[bookmark: pgfId-1044557]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044559]MessageCode
  
          	[bookmark: pgfId-1044561]varchar2(10)
  
         
 
          
          	[bookmark: pgfId-1044563]AccessService
  
          	[bookmark: pgfId-1044565]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044567]UserName
  
          	[bookmark: pgfId-1044569]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044571]CallingStationID
  
          	[bookmark: pgfId-1044573]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044575]AcctTerminateCause
  
          	[bookmark: pgfId-1044577]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044579]TerminationAction
  
          	[bookmark: pgfId-1044581]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044583]NASIdentifier
  
          	[bookmark: pgfId-1044585]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044587]NASIPAddress
  
          	[bookmark: pgfId-1044589]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044591]NetworkDeviceName
  
          	[bookmark: pgfId-1044593]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044595]NetworkDeviceGroups
  
          	[bookmark: pgfId-1044597]varchar2(500)
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          	[bookmark: pgfId-1044601]varchar2(500)
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          	[bookmark: pgfId-1044605]varchar2(500)
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          	[bookmark: pgfId-1044621]varchar2(500)
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          	[bookmark: pgfId-1044625]integer
  
         
 
          
          	[bookmark: pgfId-1044627]TotalResponseTime
  
          	[bookmark: pgfId-1044629]number(20)
  
         
 
          
          	[bookmark: pgfId-1044631]MaxResponseTime
  
          	[bookmark: pgfId-1044633]number(6)
  
         
 
          
          	[bookmark: pgfId-1044635]Active
  
          	[bookmark: pgfId-1044637]integer
  
         
 
          
          	[bookmark: pgfId-1044639]Throughput
  
          	[bookmark: pgfId-1044641]number(20)
  
         
 
          
          	[bookmark: pgfId-1044643]TotalSessionTime
  
          	[bookmark: pgfId-1044645]number(20)
  
         
 
          
          	[bookmark: pgfId-1044647]MaxSessionTime
  
          	[bookmark: pgfId-1044649]number(6)
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          	[bookmark: pgfId-1044653]integer
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          	[bookmark: pgfId-1044673]ID
  
          	[bookmark: pgfId-1044675]integer
  
         
 
          
          	[bookmark: pgfId-1044677]Month
  
          	[bookmark: pgfId-1044679]varchar2(10)
  
         
 
          
          	[bookmark: pgfId-1044681]ACSServer
  
          	[bookmark: pgfId-1044683]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044685]MessageCode
  
          	[bookmark: pgfId-1044687]varchar2(10)
  
         
 
          
          	[bookmark: pgfId-1044689]AccessService
  
          	[bookmark: pgfId-1044691]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044693]UserName
  
          	[bookmark: pgfId-1044695]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044697]CallingStationID
  
          	[bookmark: pgfId-1044699]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044701]AcctTerminateCause
  
          	[bookmark: pgfId-1044703]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044705]TerminationAction
  
          	[bookmark: pgfId-1044707]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044709]NASIdentifier
  
          	[bookmark: pgfId-1044711]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044713]NASIPAddress
  
          	[bookmark: pgfId-1044715]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044717]NetworkDeviceName
  
          	[bookmark: pgfId-1044719]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044721]NetworkDeviceGroups
  
          	[bookmark: pgfId-1044723]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044725]IdentityStore
  
          	[bookmark: pgfId-1044727]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044729]ADDomain
  
          	[bookmark: pgfId-1044731]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044733]IdentityGroup
  
          	[bookmark: pgfId-1044735]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044737]AuthorizationPolicy
  
          	[bookmark: pgfId-1044739]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044741]AcctStatusType
  
          	[bookmark: pgfId-1044743]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044745]FramedIPAddress
  
          	[bookmark: pgfId-1044747]varchar2(500)
  
         
 
          
          	[bookmark: pgfId-1044749]Count
  
          	[bookmark: pgfId-1044751]integer
  
         
 
          
          	[bookmark: pgfId-1044753]TotalResponseTime
  
          	[bookmark: pgfId-1044755]number(20)
  
         
 
          
          	[bookmark: pgfId-1044757]MaxResponseTime
  
          	[bookmark: pgfId-1044759]number(6)
  
         
 
          
          	[bookmark: pgfId-1044761]Active
  
          	[bookmark: pgfId-1044763]integer
  
         
 
          
          	[bookmark: pgfId-1044765]Throughput
  
          	[bookmark: pgfId-1044767]number(20)
  
         
 
          
          	[bookmark: pgfId-1044769]TotalSessionTime
  
          	[bookmark: pgfId-1044771]number(20)
  
         
 
          
          	[bookmark: pgfId-1044773]MaxSessionTime
  
          	[bookmark: pgfId-1044775]number(6)
  
         
 
          
          	[bookmark: pgfId-1044777]Started
  
          	[bookmark: pgfId-1044779]integer
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          	[bookmark: pgfId-1044783]integer
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          	[bookmark: pgfId-1100064]ID
  
          	[bookmark: pgfId-1100066]integer
  
         
 
          
          	[bookmark: pgfId-1100068]ACSTimestamp
  
          	[bookmark: pgfId-1100070]datetime
  
         
 
          
          	[bookmark: pgfId-1100072]ACSViewTimestamp
  
          	[bookmark: pgfId-1100074]datetime
  
         
 
          
          	[bookmark: pgfId-1100076]ACSServer
  
          	[bookmark: pgfId-1100078]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1100080]MessageCode
  
          	[bookmark: pgfId-1100082]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1100084]MessageSeverity
  
          	[bookmark: pgfId-1100086]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1100088]ACSSessionID
  
          	[bookmark: pgfId-1100090]varchar(500)
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          	[bookmark: pgfId-1100094]varchar(500)
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          	[bookmark: pgfId-1101158]ID
  
          	[bookmark: pgfId-1101160]integer
  
         
 
          
          	[bookmark: pgfId-1101162]ACSTimestamp
  
          	[bookmark: pgfId-1101164]datetime
  
         
 
          
          	[bookmark: pgfId-1101166]ACSViewTimestamp
  
          	[bookmark: pgfId-1101168]datetime
  
         
 
          
          	[bookmark: pgfId-1101170]ACSServer
  
          	[bookmark: pgfId-1101172]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1101174]MessageCode
  
          	[bookmark: pgfId-1101176]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1101178]AdminName
  
          	[bookmark: pgfId-1101180]varchar(500)
  
         
 
          
          	[bookmark: pgfId-1101182]AdminIPAddress
  
          	[bookmark: pgfId-1101184]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101186]AdminSession
  
          	[bookmark: pgfId-1101188]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101190]AdminInterface
  
          	[bookmark: pgfId-1101192]varchar(10)
  
         
 
          
          	[bookmark: pgfId-1101262]AuthenticationResult
  
          	[bookmark: pgfId-1101264]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101258]AuthenticationResultReason
  
          	[bookmark: pgfId-1101260]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101254]AdministratorClientIP
  
          	[bookmark: pgfId-1101256]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101250]AccessService
  
          	[bookmark: pgfId-1101252]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101246]IdentityStore
  
          	[bookmark: pgfId-1101248]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101242]AdminAuthorizationResult
  
          	[bookmark: pgfId-1101244]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101238]AdminRoles
  
          	[bookmark: pgfId-1101240]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101234]AuthenticationMethod
  
          	[bookmark: pgfId-1101236]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101230]ActiveDirectoryDomain
  
          	[bookmark: pgfId-1101232]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101226]IdentityPolicyMatchedRule
  
          	[bookmark: pgfId-1101228]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101222]SelectedIdentityStore
  
          	[bookmark: pgfId-1101224]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101218]AuthorizationPolicyMatchedRule 
  
          	[bookmark: pgfId-1101220]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101214]StaticRoleAssignment
  
          	[bookmark: pgfId-1101216]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101210]IsRecovery_Account
  
          	[bookmark: pgfId-1101212]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101206]ACSSession_ID
  
          	[bookmark: pgfId-1101208]varchar(100)
  
         
 
          
          	[bookmark: pgfId-1101202]OtherAttributes
  
          	[bookmark: pgfId-1101204]text
  
         
 
          
          	[bookmark: pgfId-1101198]ExecutionSteps
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