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Configuring Access Points in VLANs

This module describes how to configure an access point to operate with the VLANs set up on a wired 
LAN. This chapter includes the following sections

• Understanding VLANs, page 1

• Configuring VLANs, page 5

• VLAN Configuration Example, page 9

Understanding VLANs
A VLAN is a switched network that is logically segmented by functions, project teams, or applications, 
rather than being segmented on a physical or geographical basis. For example, all workstations and 
servers used by a particular workgroup team can be connected to the same VLAN, regardless of their 
physical connections to the network or the fact that they might be intermingled with the workstations 
and servers of other teams. You use VLANs to reconfigure the network through software rather than by 
physically unplugging and moving devices or wires.

A VLAN can be thought of as a broadcast domain that exists within a defined set of switches. A VLAN 
consists of a number of end systems, either hosts or network equipment (such as bridges and routers), 
connected by a single bridging domain. The bridging domain is supported on various pieces of network 
equipment such as LAN switches that operate bridging protocols between them with a separate group of 
protocols for each VLAN.

VLANs provide the segmentation services traditionally provided by routers in LAN configurations. 
VLANs address scalability, security, and network management. You should consider several key issues 
when designing and building switched LAN networks:

• LAN segmentation

• Security

• Broadcast control

• Performance

• Network management

• Communication between VLANs
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You extend VLANs into a wireless LAN by adding IEEE 802.11Q tag awareness to the access point. 
Frames destined for different VLANs are transmitted by the access point wirelessly on different service 
set indentifiers (SSIDs) with different Wired Equivalent Privacy (WEP) keys. Only the clients associated 
with that VLAN receive those packets. Also, packets coming from a client associated with a certain 
VLAN are 802.11Q tagged before they are forwarded on to the wired network.

If 802.1q is configured on the Fast Ethernet interface of an access point, the access point always sends 
keepalives on VLAN 1 even if VLAN 1 is not defined on the access point. As a result, the Ethernet switch 
connects to the access point and generates a warning message. There is no loss of function on either the 
access point or the switch. However, the switch log contains meaningless messages that may cause more 
important messages to be wrapped and not be seen.

Sending these keepalives creates a problem when all SSIDs on an access point are associated to mobility 
networks. If all SSIDs are associated to mobility networks, the Ethernet switch port that the access point 
is connected to can be configured as an access port. The access port is normally assigned to the native 
VLAN of the access point, which is not necessarily VLAN 1, which causes the Ethernet switch to 
generate warning messages saying that traffic with an 802.1q tag is sent from the access point. 

You can eliminate the excessive messages on the switch by disabling the keepalive function. 

Figure 1 on page 3 shows the difference between traditional physical LAN segmentation and logical 
VLAN segmentation with wireless devices connected.
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Figure 1 LAN and VLAN Segmentation with Wireless Devices

Related Documents
The following documents provide more detailed information about VLAN design and configuration:

• Cisco IOS Switching Services Configuration Guide. Click this link to browse to this document:
http://cisco.com/en/US/products/sw/iosswrel/ps5187/prod_configuration_guide09186a008017d12
9.html

• Cisco Internetwork Design Guide. Click this link to browse to this document:
http://www.cisco.com/en/US/docs/internetworking/design/guide/idg4.html

• Cisco Internetworking Technology Handbook. Click this link to browse to this document:
http://www.cisco.com/en/US/docs/internetworking/technology/handbook/ito_doc.html

• Cisco Internetworking Troubleshooting Guide. Click this link to browse to this document:
http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/index.htm
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Incorporating Wireless Devices into VLANs
The basic wireless components of a VLAN consist of an access point and a client associated to it through 
wireless technology. The access point is physically connected through a trunk port to the network VLAN 
switch on which the VLAN is configured. The physical connection to the VLAN switch is through the 
access point Ethernet port.

In fundamental terms, the key to configuring an access point to connect to a specific VLAN is to 
configure its SSID to recognize that VLAN. Because VLANs are identified by a VLAN ID, if the SSID 
on an access point is configured to recognize a specific VLAN ID, a connection to the VLAN is 
established. When this connection is made, associated wireless client devices with the same SSID can 
access the VLAN through the access point. The VLAN processes data to and from the clients the same 
way that it processes data to and from wired connections. You can configure up to 16 SSIDs on an access 
point, which means that you can support up to 16 VLANs. You can assign only one SSID to a VLAN.

You can use the VLAN feature to deploy wireless devices with greater efficiency and flexibility. For 
example, one access point can handle the specific requirements of multiple users with varied network 
access and permissions. Without VLAN capability, multiple access points would have to be used to serve 
classes of users based on their assigned access and permissions.

These are two common strategies for deploying wireless VLANs:

• Segmentation by user groups: You can segment your wireless LAN user community and enforce a 
different security policy for each user group. For example, you can create three wired and wireless 
VLANs in an enterprise environment for full-time employees, part-time employees, and guests.

• Segmentation by device types: You can segment your wireless LAN to allow different devices with 
different security capabilities to join the network. For example, some wireless users might have 
handheld devices that support only static WEP, and some wireless users might have more 
sophisticated devices that use dynamic WEP. You can group and isolate these devices into separate 
VLANs.
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Configuring VLANs
These sections describe how to configure VLANs on an access point:

• Configuring a VLAN, page 5

• Assigning Names to VLANs, page 7

• Using a RADIUS Server to Assign Users to VLANs, page 8

• Viewing VLANs Configured on the Access Point, page 8

Configuring a VLAN

Note When you configure VLANs on access points, the native VLAN must be VLAN 1. In a single 
architecture, client traffic that is received by the access point is tunneled through an IP-GRE tunnel, 
which is established on the access point’s Ethernet interface native VLAN. Because of the IP-GRE 
tunnel, some users may configure another switch port as VLAN1. This misconfiguration causes errors 
on the switch port. 

Configuring your access point to support VLANs is a three-step process:

1. Enable the VLAN on the access point radio and Ethernet ports.

2. Assign SSIDs to VLANs.

3. Assign authentication settings to SSIDs.

This section describes how to assign SSIDs to VLANs and how to enable a VLAN on the access point 
radio and Ethernet ports. 

For detailed instructions on assigning authentication types to SSIDs, see Authentication Types for 
Wireless Devices on Cisco.com, 
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SecurityAuthenticationTypes
.html.

For instructions on assigning other settings to SSIDs, see Service Set Identifiers on Cisco.com, 
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/ServiceSetID.html.

You can configure up to 16 SSIDs on the access point, so you can support up to 16 VLANs that are 
configured on your LAN. Or, the total number VLANs you can configure on your LAN is determined by 
the number of LANs supported by the host router.

To assign an SSID to a VLAN and enable the VLAN on the access point radio and Ethernet ports, follow 
these steps, beginning in privileged EXEC mode:

Command Purpose

Step 1 configure terminal Enters global configuration mode.

Step 2 interface dot11radio 0 | 1} Enters interface configuration mode for the radio interface.

The 2.4-GHz radio and the 2.4-GHz 802.11n radio are 0.

The 5-GHz radio and the 5-GHz 802.11n radio is 1.

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SecurityAuthenticationTypes.html
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SecurityAuthenticationTypes.html
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/ServiceSetID.html
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Step 3 ssid ssid-string Creates an SSID and enters SSID configuration mode for the 
new SSID. The SSID can consist of up to 32 alphanumeric 
characters. SSIDs are case sensitive.

The first character cannot be any of the following characters:

• Exclamation point (!)

• Pound sign (#)

• Semicolon (;)

The following characters are invalid and cannot be used in an 
SSID:

• Plus sign (+)

• Right bracket (])

• Front slash (/)

• Quotation mark (")

• Tab

• Trailing spaces

You use the ssid command authentication options to configure 
an authentication type for each SSID. See Using an Access 
Point as a Local Authenticator on Cisco.com for instructions 
on configuring authentication types,
http://www.cisco.com/en/US/docs/routers/access/wireless/soft
ware/guide/SecurityLocalAuthent.html

Step 4 vlan vlan-id (Optional) Assigns the SSID to a VLAN on your network. 
Client devices that associate using the SSID are grouped into 
this VLAN. Enter a VLAN ID from 1 to 4095. You can assign 
only one SSID to a VLAN.

Tip If your network uses VLAN names, you can also assign 
names to the VLANs on your access point.

Step 5 exit Returns to interface configuration mode for the radio interface.

Step 6 interface dot11radio [0.x | 1.x] Enters interface configuration mode for the radio VLAN 
subinterface.

Step 7 encapsulation dot1q vlan-id 
[native] 

Enables a VLAN on the radio interface. 

(Optional) Designates the VLAN as the native VLAN. On 
many networks, the native VLAN is VLAN 1.

Step 8 exit Returns to global configuration mode.

Step 9 interface fastEthernet0.x Enters interface configuration mode for the Ethernet VLAN 
subinterface.

Step 10 encapsulation dot1q vlan-id 
[native]

Enables a VLAN on the Ethernet interface. 

(Optional) Designates the VLAN as the native VLAN. On 
many networks, the native VLAN is VLAN 1.

Step 11 end Returns to privileged EXEC mode.

Step 12 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Command Purpose

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SecurityLocalAuthent.html
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The following example shows how to:

• Name an SSID

• Assign the SSID to a VLAN

• Enable the VLAN on the radio and Ethernet ports as the native VLAN

ap# configure terminal
ap(config)# interface dot11radio0
ap(config-if)# ssid batman
ap(config-ssid)# vlan 1
ap(config-ssid)# exit
ap(config)# interface dot11radio0.1
ap(config-subif)# encapsulation dot1q 1 native
ap(config-subif)# exit
ap(config)# interface fastEthernet0.1
ap(config-subif)# encapsulation dot1q 1 native
ap(config-subif)# exit
ap(config)# end

Assigning Names to VLANs
You can assign a name to a VLAN in addition to its numerical ID. VLAN names can contain up to 32 
ASCII characters. The access point stores each VLAN name and ID pair in a table. 

Guidelines for Using VLAN Names

Keep these guidelines in mind when using VLAN names:

• The mapping of a VLAN name to a VLAN ID is local to each access point. Therefore, across your 
network, you can assign the same VLAN name to a different VLAN ID.

Note If clients on your wireless LAN require seamless roaming, We recommend that you assign 
the same VLAN name to the same VLAN ID across all access points, or that you use only 
VLAN IDs without names.

• Every VLAN that is configured on your access point must have an ID, but VLAN names are 
optional.

• VLAN names can contain up to 32 ASCII characters. However, a VLAN name cannot be a number 
between 1 and 4095. For example, vlan4095 is a valid VLAN name, but 4095 is not. The access point 
reserves the numbers 1 through 4095 for VLAN IDs.

Creating a VLAN Name

To assign a name to a VLAN follow these steps, beginning in privileged EXEC mode:

Use the no form of the command to remove the name from the VLAN. To list all the VLAN name and 
ID pairs configured on the access point, use the show dot11 vlan-name command in privileged EXEC 
mode.
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Using a RADIUS Server to Assign Users to VLANs
You can configure your RADIUS authentication server to assign users or groups of users to a specific 
VLAN when they authenticate to the network.

Note Unicast and multicast cipher suites that are advertised in a WPA information element (and negotiated 
during 802.11 association) may potentially mismatch with the cipher suite supported in an explicitly 
assigned VLAN. If the RADIUS server assigns a new VLAN ID which uses a cipher suite that is different 
from the previously negotiated cipher suite, there is no way for the access point and client to switch back 
to the previous cipher suite. At present, the Wi-Fi Protected Access (WPA) and Cisco Centralized Key 
Management (CCKM) protocols do not allow the cipher suite to be changed after the initial 802.11 
cipher negotiation phase. In this scenario, the client device is disassociated from the wireless LAN. 

The VLAN-mapping process consists of these steps:

1. A client device associates to the access point by using any SSID that is configured on the access 
point. 

2. The client begins RADIUS authentication.

3. When the client authenticates successfully, the RADIUS server maps the client to a specific VLAN, 
regardless of the VLAN mapping defined for the SSID that the client is using on the access point. 
If the server does not return any VLAN attribute for the client, the client is assigned to the VLAN 
specified by the SSID mapped locally on the access point.

These are the RADIUS user attributes used for VLAN ID assignment. Each attribute must have a 
common tag value between 1 and 31 to identify the grouped relationship.

• IETF 64 (Tunnel Type): Set this attribute to VLAN.

• IETF 65 (Tunnel Medium Type): Set this attribute to 802.

• IETF 81 (Tunnel Private Group ID): Set this attribute to vlan-id.

Viewing VLANs Configured on the Access Point
To view the VLANs that the access point supports, use the show vlan command in privileged EXEC 
mode. This is sample output from a show vlan command:

Virtual LAN ID:  1 (IEEE 802.1Q Encapsulation)

   vLAN Trunk Interfaces:  Dot11Radio0
FastEthernet0
Virtual-Dot11Radio0

 This is configured as native Vlan for the following interface(s) :
Dot11Radio0
FastEthernet0
Virtual-Dot11Radio0

   Protocols Configured:   Address:              Received:        Transmitted:
        Bridging        Bridge Group 1             201688                   0
        Bridging        Bridge Group 1             201688                   0
        Bridging        Bridge Group 1             201688                   0
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Virtual LAN ID:  2 (IEEE 802.1Q Encapsulation)

   vLAN Trunk Interfaces:  Dot11Radio0.2
FastEthernet0.2
Virtual-Dot11Radio0.2

   Protocols Configured:   Address:              Received:        Transmitted:

VLAN Configuration Example
This example shows how to use VLANs to manage wireless devices on a college campus. In this 
example, three levels of access are available through VLANs configured on the wired network:

• Management access—Highest level of access. Users can access all internal drives and files, 
departmental databases, top-level financial information, and other sensitive information. 
Management users are required to authenticate using Cisco Light Extensible Authentication 
Protocol (LEAP).

• Faculty access—Medium level of access. Users can access school intranet and the Internet, access 
internal files, access student databases, and view internal information such as human resources, 
payroll, and other faculty-related information. Faculty users are required to authenticate using 
Cisco LEAP.

• Student access—Lowest level of access. Users can access school intranet and the Internet, obtain 
class schedules, view grades, make appointments, and perform other student-related activities. 
Students are allowed to join the network using static WEP.

In this scenario, at least three VLAN connections are required, one for each level of access. Because the 
access point can handle up to 16 SSIDs, you can use the basic design shown in Table 1.

Managers configure their wireless client adapters to use SSID boss, faculty members configure their 
clients to use SSID teach, and students configure their wireless client adapters to use SSID learn. When 
these clients associate to the access point, they automatically belong to the correct VLAN.

You would complete these steps to support the VLANs in this example:

1. Configure or confirm the configuration of these VLANs on one of the switches on your LAN.

2. On the access point, assign an SSID to each VLAN.

3. Assign authentication types to each SSID.

4. Configure VLAN 1, the Management VLAN, on both the Fast Ethernet and dot11radio interfaces 
on the access point. You should make this VLAN the native VLAN.

5. Configure VLANs 2 and 3 on both the Fast Ethernet and dot11radio interfaces on the access point. 

6. Configure the client devices.

Table 1 Access Level SSID and VLAN Assignment

Level of Access SSID

Management boss

Faculty teach

Student learn
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Table 2 shows the commands needed to configure the three VLANs in this example.

Table 3 shows the results of the configuration commands in Table 2. Use the show running command 
to display the running configuration on the access point.

Notice that when you configure a bridge group on the radio interface, these commands are set 
automatically:

bridge-group 2 subscriber-loop-control
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning
no bridge-group 2 unicast-flooding
bridge-group 2 spanning-disabled

Table 2 Configuration Commands for VLAN Example

Configuring VLAN 1 Configuring VLAN 2 Configuring VLAN 3

ap# configure terminal
ap(config)# interface 
dot11radio 0
ap(config-if)# ssid boss
ap(config-ssid)# vlan 01
ap(config-ssid)# end

ap# configure terminal
ap(config)# interface dot11radio 0
ap(config-if)# ssid teach
ap(config-ssid)# vlan 02
ap(config-ssid)# end

ap# configure terminal
ap(config)# interface dot11radio 0
ap(config-if)# ssid learn
ap(config-ssid)# vlan 03
ap(config-ssid)# end

ap# configure terminal
ap(config) interface 
FastEthernet0.1
ap(config-subif) encapsulation 
dot1Q 1 native
ap(config-subif) exit

ap(config) interface FastEthernet0.2
ap(config-subif) encapsulation dot1Q 
2
ap(config-subif) bridge-group 2
ap(config-subif) exit

ap(config) interface FastEthernet0.3
ap(config-subif) encapsulation dot1Q 
3
ap(config-subif) bridge-group 3
ap(config-subif) exit

ap(config)# interface 
Dot11Radio 0.1
ap(config-subif)# encapsulation 
dot1Q 1 native
ap(config-subif)# exit

ap(config) interface Dot11Radio 0.2
ap(config-subif) encapsulation dot1Q 
2 
ap(config-subif) bridge-group 2
ap(config-subif) exit

ap(config) interface Dot11Radio 0.3
ap(config-subif) encapsulation dot1Q 
3 
ap(config-subif) bridge-group 3
ap(config-subif) exit

Table 3 Results of Example Configuration Commands

VLAN 1 Interfaces VLAN 2 Interfaces VLAN 3 Interfaces

interface Dot11Radio0.1
encapsulation dot1Q 1 native
no ip route-cache
no cdp enable
bridge-group 1
bridge-group 1 
subscriber-loop-control
bridge-group 1 
block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

interface Dot11Radio0.2
encapsulation dot1Q 2
no ip route-cache
no cdp enable
bridge-group 2
bridge-group 2 
subscriber-loop-control
bridge-group 2 
block-unknown-source
no bridge-group 2 source-learning
no bridge-group 2 unicast-flooding
bridge-group 2 spanning-disabled

interface Dot11Radio0.3
encapsulation dot1Q 3
no ip route-cache
bridge-group 3
bridge-group 3 
subscriber-loop-control
bridge-group 3 block-unknown-source
no bridge-group 3 source-learning
no bridge-group 3 unicast-flooding
bridge-group 3 spanning-disabled

interface FastEthernet0.1
encapsulation dot1Q 1 native
no ip route-cache
bridge-group 1
no bridge-group 1 source-learning
bridge-group 1 spanning-disabled

interface FastEthernet0.2
encapsulation dot1Q 2
no ip route-cache
bridge-group 2
no bridge-group 2 source-learning
bridge-group 2 spanning-disabled

interface FastEthernet0.3
encapsulation dot1Q 3
no ip route-cache
bridge-group 3
no bridge-group 3 source-learning
bridge-group 3 spanning-disabled
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When you configure a bridge group on the Fast Ethernet interface, these commands are set 
automatically:

no bridge-group 2 source-learning
bridge-group 2 spanning-disabled

CCDE, CCENT, Cisco Eos, Cisco Lumin, Cisco Nexus, Cisco StadiumVision, Cisco TelePresence, Cisco WebEx, the Cisco logo, DCE, and 
Welcome to the Human Network are trademarks; Changing the Way We Work, Live, Play, and Learn and Cisco Store are service marks; and Access 
Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the 
Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, 
Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, 
Internet Quotient, IOS, iPhone, iQuick Study, IronPort, the IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace, MeetingPlace Chime 
Sound, MGX, Networkers, Networking Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase, SMARTnet, 
Spectrum Expert, StackWise, The Fastest Way to Increase Your Internet Quotient, TransPath, WebEx, and the WebEx logo are registered trademarks 
of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (0809R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and 
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and 
coincidental.

© 2008 Cisco Systems, Inc. All rights reserved.



Configuring Access Points in VLANs
  VLAN Configuration Example

12 OL-18379-01


	Configuring Access Points in VLANs
	Understanding VLANs
	Related Documents
	Incorporating Wireless Devices into VLANs

	Configuring VLANs
	Configuring a VLAN
	Assigning Names to VLANs
	Guidelines for Using VLAN Names
	Creating a VLAN Name

	Using a RADIUS Server to Assign Users to VLANs
	Viewing VLANs Configured on the Access Point

	VLAN Configuration Example



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


