Configure the Center

You will need to complete two steps to configure the Center:
1. The basic Center configuration through a VGA display and a keyboard or a console, to:
* Set the Center and the sensors passwords.
* Synchronize the Center to the NTP server.
* Configure the Administration and Collection interfaces (n/a to a Global Center or to a Center using
a single interface).
2. The Cisco Cyber Vision configuration, through a browser, to:
* Create an admin account.

* Configure the Centers data synchronization (Global Center and synchronized Centers only).

* Basic Center configuration, on page 1
* Cisco Cyber Vision configuration, on page 17

Basic Center configuration

This step will allow you to configure the Center network settings before using it with the user interface.
Required information:
* Local NTP and DNS IP addresses.

* The Collection interface network address (n/a to a Global Center or a Center using a single interface).

In the case of manual Administration network interface configuration:
» Its IP address.
* Its netmask (in a two-number format, e.g. 192.168.1.0/24).

* Its default gateway (to reach devices located outside the local network).
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. Access the basic Center configuration

Access the basic Center configuration

The Center wizard is displayed on your screen as you power on the Center. Enter Start to start configuring
the Center.

Cisco Cyber Vision Center Setup

Welcome

This is the first boot of your Cisco Cyber Vision
Center.

<Abort>

Accept the End User License Agreement

End User License Agreement
Effective: May 22, 2817

This is an agreement between You and Cisco Systems, Inc. or its
affiliates ("Cisco™) and governs your Use of Cisco Software. 'You"
and "Your" Means the individual or legal entity licensing the Software
under this EULA. "Use" or "Using" means to download, install,
activate, access or otherwise use the Software. "Software" means the
Cisco computer programs and any Upgrades made available to You by an

Approved Source and licensed to You by Cisco. "Documentation™ is the
Cisco user or technical manuals, training materials, specifications or
other documentation applicable to the Software and made available to
You by an Approved Source. "Approved Source” means (i) Cisco or (ii)
the Cisco authorized reseller, distributor or systems integrator from
whoM you acquired the Software. "Entitlement” means the license

5%
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Select the language to match your keyboard .

Cisco Cyber UVision Center Setup

conflicting or additional terms contained in any purchase order or
elsewhere, all of which terms are excluded. The parties agree that the
English version of the EULA will govern in the event of a conflict
between it and any version translated into another language.

Cisco and the Cisco logo are trademarks or registered trademarks of
Cisco ands/or its affiliates in the U.S. and other countries. To view a
list of Cisco trademarks, go to this URL: wwW.cisco.com/go/trademarks.
Third-party trademarks mentioned are the property of their respective
ouwners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1116R)

Cisco Cyber Vision Center Setup

fAiccept EULA

You must accept the EULA
before you continue.

<Decline>

Select the language to match your keyboard

\}

Note

By default, the system is configured to work with a US QWERTY keyboard.
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. Select the Center type

Cisco Cyber Vision Center Setup

Choose your keyboard mapping.

AMer ican

French
German
Italian
Spanish

<Cancel>

Select the Center type

During this procedure you will choose which type of Center to install. There are three types of Centers:

*» A Center receives metadata from sensors and store them into an internal database (Postrgresql). This
Center could be standalone or with synchronization with Global Center, is similar to a (standalone) Center
from a functionality point of view, except for the link to a Global Center. You must install Centers with

sync after the Global Center. This will enable your system to start enrollment and start pushes events to
it. .

» A Global Center introduces a centralized architecture which collects all industrial insights and events
from Centers with Global Center and aggregate it on a single global point of view. It will also allow you
to manage the knowledge database (KDB) and upgrade the whole platform.

Select the type of Center you want to install.
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Center .

Cisco Cyber Vision Center Setup

What type of center do you want to install?

Center| Processing sensor data

Global Center Monitoring multiple centers

< DK D LCancel>

Center

If installing a Center, select the first option.

Cisco Cyber Vision Center Setup

What type of center do you want to install?

enter Processing sensor data

Global Center Monitoring multiple centers

<Cancel>

Then you will have the opportunity to set the Center id. It can be used in case of Center restoration to reuse
the same id previously set in the Global Center. Thus, some data can be retrieved.

If you're installing the Center for the first time, this id will be automatically generated. Select No. You will
be directed to the next step.

Configure the Center .
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. Center

Cisco Cyber Vision Center Setup

Are you trying to restore
a Center and need to
manually set the center id
?

< Yes >

If you're reinstalling the Center and want to restore it, select Yes.

Cisco Cyber Vision Center Setup

Are you trying to restore
a Center and need to
manually set the center id
?

>

Use the following command from the Global Center's CLI to get a list of all Center's id:

sbs-db exec "select name, id from center"

Type the id into the basic Center configuration UUID field.
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Global Center .

Cisco Cyber Vision Center Setup

This UUID is used to uniquely identify the center
You can override the following with an identifier that respects the UUID
format.

liﬁddlﬂﬂﬁ—dlﬁﬂ—bf9d—4235—f3c412f195d1

<Cancel>

Click OK. You will be direct to the next step.

Global Center

If installing a Global Center, select the second option.

Cisco Cyber Vision Center Setup

What type of center do you want to install?

Center Processing sensor data

lobal Centerf@Monitoring multiple centers

{Cancel>

As this step does not apply to a Global Center, select No.
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. Configure the Center's Administration network interface

Cisco Cyber Vision Center Setup

Are you trying to restore
a Center and need to
manually set the center id
?

< Yes >

You will be directed to the next step.

Configure the Center's Administration network interface

The Center uses a dedicated sub-network on the Administration interface. It is possible to change it if the
default one doesn't fit the environment on which the Center will be connected.

The Administration network interface configuration can be done either:

+ Using a DHCP server, if there is one available on the network.

Cisco Cyber Vision Center Setup

Please select configuration type for the ACCESS
interface

l Automatic (DHCPu4)

Manual Static IP and gateway

<Cancel>

In this case, enter OK. Settings will be adjusted automatically, and you will be directed to the next step.

* Manually:
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Set interfaces (dual or single) .

Cisco Cyber Vision Center Setup

Please select configuration type for the ACCESS
interface

anual@Static IP and gatewa
g Y

l DHCP Automatic (DHCPv4)

<Cancel>

Cisco Cyber Vision Center Setup

Setup Access Network Interface

IP Address 18.2.3.182
Netmask 24
Gateway 18.2.3.254

188%

{Cancel>

Enter the Administration network interface's IP address, netmask (in a two-number format), and gateway.

Set interfaces (dual or single)

This step is not applicable to a Global Center. Select No.
Concerning a Center, it is possible to:

* Set the Administration and Collection Network Interfaces on two distinct interfaces (recommended for
security). In this case, select Yes.

+ Use a single interface. In this case, select No.

Configure the Center .
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. Configure the Center's DNS

Cisco Cyber Vision Center Setup

Have the administration and the collection
networks run on two distinct interfaces?

If you choose to set a dual interfaces, you will be directed to the following screens in the Configure the Center's
Collection network interface, on page 13 subsection.

Configure the Center's DNS

Type a DNS server address and optional fallbacks.

Cisco Cyber UVision Center Setup

Setup DNS configuration

Up to three maximum, leave blank
unnecessary fields

Preferred 288.67.222.222
Alt 1 288.67.228.228
Alt 2

< OR > <Cancel>

Synchronize the Center and the sensors to NTP servers

Enter IP addresses of local or remote NTP servers (gateway configuration needed) to synchronize the Center
and the sensors with a clock reference. Each address must be separated by a space.

. Configure the Center
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Synchronize the Center and the sensors to NTP servers .

Cisco Cyber Vision Center Setup

Please enter some NTP time servers:

They will be used to synchronize the Center’s clock,
which is required to generate correct certificates.

The servers must be separated by whitespace.

A server is composed by its address and optionally by a
key ID and an AES 128 CMAC key value (32 hex character)
separated by semicolon.

Format: server_addressl;key_id;key_valuel

Leave this field empty to use local time only.

110.2.3.254

<Cancel>

Optionally, add a key ID and an AES A28 CMAC key value separated by a semicolon with the corresponding

NTP server.

Cisco Cyber Vision Center Setup

Please enter some NTP time servers:

They will be used to synchronize the Center’s clock,
which is required to generate correct certificates.

The servers must be separated by whitespace.

A server is composed by its address and optionally by a
key ID and an AES 128 CMAC key value (32 hex character)
separated by semicolon.

Format: server_addressl;key_id;key_valuel

Leave this field empty to use local time only.

llB.B.B.18;1;9fﬂf32554ad5a389378f88d536fa8f09

<Cancel>

The synchronization takes a few seconds.

Check that the time is correct, or set the time manually.

N

Note The time is set in the UTC standard.
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. Give the Center a name

Cisco Cyber Vision Center Setup

Time is now: Tue Oct 29 16:37:43 2819 UTC

If this is incorrect, please specify current UTC time
below (MMDDhhmMIICCIYY1[.ss1)

Leave empty or cancel to skip.

-

<Cancel>

Give the Center a name

\}

Note This name will be used in the Center certificate.

Cisco Cyber Vision Center Setup

Please enter the FOQDN name:

(It will be used as common name for the TLS
certificate of this server, so it must match
DNS configuration for a proper TLS
authentication)

lgenter

<Cancel>

Enter the Center name provided by your administrator or type 'Default' which is a secure value.
)

Note

This name must match the DNS name you will use to access the Center through SSH or a browser.

Set the Center's password

The administrato account (cv-admin) password of the Center must be set for security reasons. It is hidden for
confidentiality reasons.
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Configure the Center's Collection network interface .

Cisco Cyber Vision Center Setup

Enter cu-admin password for this Center

Must be at least 16 characters long

Password must contain characters from at least
3 of the following characters class:
lowercase, capitals, numbers or punctuation.

l

< DK 3 <LCancel>

Confirm the password.

Cisco Cyber Vision Center Setup

Please confirm the cu-admin password

-

<Cancel>

Configure the Center's Collection network interface

Erase the network address suggested into the field to disable the DHCP server and enter OK to proceed to the
next step.

Configure the Center .
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. Configure the Center's Collection network interface

Cisco Cyber Vision Center Setup

Please enter the network’s address dedicated to the
Sensors on the COLLECTION interface.

A 724 netmask will automatically be used for this
network.

To disable the DHCP server, leave this field blank.

l;92.153.69.8

<Cancel>

Cisco Cyber Vision Center Setup

Please enter the network’s address dedicated to the
Sensors on the COLLECTION interface.

A 724 netmask will automatically be used for this
network.

To disable the DHCP server, leave this field blank.

l

<Cancel>

Type the IP address of the Industrial network interface:

Cisco Cyber Vision Center Setup

Please specify the IP address to configure on the
acquisition interface, including the netmask (e.g.
192.168.1.1/24):

l192 .168.69.1/24

<Cancel>
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Configure the sensors' password .

Configure the sensors' password

As this step does not apply when installing a Global Center, the following screens won't be displayed. Instead,
you'll be directed to Authorize networks.

Although, if you're installing a Center, proceed as below.

The sensors' root password must be set for security reasons.

Cisco Cyber Vision Center Setup

Enter a root password for sensors

(It will be remotely set in all sensors
associated with this Center, and may be used
for troubleshooting purpose)

Must be at least 16 characters long
Password must contains characters from at
least 3 of the following characters class:
lowercase, capitals, numbers or punctuation.

l

<Cancel>

This password will be assigned once you will have enrolled the sensors on the Center. You will need this
password for troubleshooting, diagnostics, and updates.

Confirm the password.

Cisco Cyber Vision Center Setup

Please confirm the sensor’s root password

l-

<Cancel>

Authorize networks

This step allows you to restrict IP addresses that can connect to the Administration interface. If no IP is entered,
all networks are authorized by default.

Configure the Center .
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. Complete the basic Center configuration

Cisco Cyber Vision Center Setup

Please provide networks authorized to contact the center
on the administration interface. By default all networks
are authorized. Local network is: 192.168.72.8/24

Multiple networks mMust be comma-separated.

I_a.a.a.a/a

<Cancel>

Complete the basic Center configuration

Next is the last screen of the basic Center configuration. It reminds you the addresses set to be used to download
the CA certificate and access Cisco Cyber Vision. Save these addresses somewhere, you will need them later
to access the user interface.

Cisco Cyber Vision Center Setup

You can now connect your sensors on the dedicated
network and power them on.

You can download the self-signed CA at:
http:/718.2.3.182/ca.crt

To finish the setup press OR to reboot then use your HWeb

browser and go to:
https://18.2.3.182/

Enter OK to finish the basic Center configuration.
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Cisco Cyber Vision configuration .

Log in to this Cisco Cyber Vision instance using https:/-192.168.72.22
UMware, Inc. UMware UVirtual Platform

CPU: 4 x Intel(R) Core(IM) i7-8809G CPU @ 3.10GH=z
RAM: V.74 Gib
le interface: no

WARNING, READ THIS BEFORE ATTEMPTING TO LOGON
Confidential Information

tem is for ized u: C . divi Is using this
ty, or in : a J ithorit e ] i A jy all of their
course of momitoring
individuals improperly using thi stem maintenance, the
activiti f authori ed.  Anyon
uch moni ing an sed that if such momit [ po iminal
system personnel may provide the evidence of such monitoring to law enforcement

enter login: _

\}

A major change regarding the Center command line (CLI) access through serial console or SSH was made
in Cisco Cyber Vision version 4.1.0. The user root is no more usable to establish the connection. A new user
called ‘cv-admin’ must be used. This user has limited rights and many CLI commands will required permission
elevation:

* prefix the command with "sudo".

* or open a root shell using "sudo -i" and enter the command.

Close the Center configuration window before proceeding with the next steps of Cisco Cyber Vision
configuration.

To proceed with the Cisco Cyber Vision configuration, open your browser and go to the URL previously
indicated to access the user interface.

Note

Each Cisco Cyber Vision Center includes its own PKI (Public Key Infrastructure), with a CA (Certification
Authority), that will be used to establish the TLS connection with the sensors and to clients. The CA must be
installed on each client browser (see the following chapters).

Cisco Cyber Vision configuration

Once the Basic Center configuration is done, you must connect through a web browser to the URL displayed
on the last step of the basic configuration wizard (i.e. the Center's IP address). A message saying that the URL
is not secure will appear.

Configure the Center .
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. Install the certificate in your browser

« If you plan to use a self-signed certificate, you must Install the certificate in your browser and then access
the Install Cisco Cyber Vision to configure users and sensors.

* If you plan to use an enterprise certificate, you must ignore the security message and perform the following
steps in this order:

1. Access the Install Cisco Cyber Vision to configure users and sensors.

2. Configure the user interface security itself.

Then, you will configure the Centers data synchronization (Global Center and its Centers' only).
Browser requirements:

Cisco Cyber Vision supports Chrome 54, Firefox 49 and newer versions.

Install the certificate in your browser

Step 1
Step 2

Step 3
Step 4

This task explains how to intall a Cisco Cyber Vision self-signed certificate in your browser.

Before you begin
Perform this task if you aim to install a self-signed certificate. If you're planning to use an enterprise certificate,

proceed directly with Install Cisco Cyber Vision, on page 25.

Procedure

Open your browser.
Enter 'http://<CENTERIPADDRESS>/ca.crt' inside the search bar.

The certificate is downloaded.
Save the certificate on your computer.
In the browser, access the settings.

Example: Chrome

. Configure the Center



| Configure the Center
Install the certificate in your browser .

= X

oo off
New tab Ctrl+T
New window Ctrl+N
New incognito window Ctrl+Shift=N
History >
Downloads Ctrl+)
Bookmarks >
Zoom - 100% r
Print... Ctrl+P
Cast...
Find. Ctrl+F
More tools »
Edit Cut Copy Paste
Help »
Exit

B Managed by your organization
Step 5 Type 'certificate’ in the search bar and access the certificates management menu.

Configure the Center .
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. Install the certificate in your browser

Q, Ccertificate (%]

Privacy and security

Sync and Google services
More settings that relate to privacy, security, and data collection

Allow Chrome sign-in
By turning this off, you can sign in to Google sites like Gmail without signing in to Chrome

Send a "Do Not Track” request with your browsing traffic
Allow sites to check if you have payment methods saved _.

Preload pages for faster browsing and searching
Uses cookies to remember your preferences, even if you don't visit those pages

Manage certificates
Manage HTTPS/SSL certificates and settings

Manage security keys
Reset security keys and create PINs

Site Settings
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and more

Step 6 Access the Trusted Root Certification tab and click Import.
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Step 7

Install the certificate in your browser .

Certificates X
Intended purpose: _<AI> v
Personal Other People Intermediate Certification Authorities | Trusted Root Certificatior |« | »
Issued To Issued By Expiratio...  Friendly Name A

g - - . -~ - - . . . - gy -
v

Import... Export... Remove Advanced
Certificate intended purposes
Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security
user View

Close

A certificate importation wizard opens.

Go to the next step.

Configure the Center .



Configure the Center |
. Install the certificate in your browser

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Cancel

Step 8 Search for the certificate you downloaded earlier.
Step 9 Go to the next step.
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Install the certificate in your browser .

€ £# Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

C:\Users\jmaffet\Downloads\ca.crt Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Cancel

Step 10 Accept the default values by accessing the next step.

Configure the Center .
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. Install the certificate in your browser

X
€ £# Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
l Trusted Root Certification Authorities Browse...
Cancel
Step 11 The certificate is now considered as trusted by the browser. It will be imported as soon as you will click Finish.
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Install Cisco Cyber Vision .

€ &5 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(@il | gl S A BT Trusted Root Certification Authorities
Content Certificate

File Name C:\Users\jmaffet\Downloads\ca.crt

Finish Cancel

What to do next

Install Cisco Cyber Vision, on page 25

Install Cisco Cyber Vision
Accessthe Cisco Cyber Vision installation wizard:
Procedure

Step 1 With your browser, access https://<CENTERNAME>/.

Note Accessing the Center using its name enables HTTPS secure interface. Yet, this requires a DNS or
local host configuration to associate the name and the [P address. The Center access through its IP
address is possible but the connection is not secure.

Step 2 The setup wizard used for the first access to Cisco Cyber Vision is displayed:
Step 3 Create an admin account:

Configure the Center .
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. Install Cisco Cyber Vision

Welcome to Cyber Vision

Please follow this few steps to be fully ready to use the product

;{ Create the first user

Firstname : Lastname :

Email ":

Password : Confirm password :

ggested password:

ékvinQq'odzsof]oss

Step 4

Step 5 Enter the information required.

Note Email will be asked for login access.

Note Passwords must contain at least 6 characters and comply with the rules below. Passwords:

* Must contain a lower case character: a-z.

» Must contain an upper case character: A-Z.
» Must contain a numeric character: 0-9.
 Cannot contain the user id.

* Must contain a special character: ~!"#$%&’ ()*+,-./:;<=>?@[]" {|}.

Passwords should be changed regularly to ensure the platform and the industrial network security.

Note You can reset users using the following command in the Center's CLI:

sbs-db reset-users

Step 6 Accept the software license agreement:
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Install Cisco Cyber Vision .

vl
CiIsco

Welcome to Cyber Vision

Please follow this few steps to be fully ready to use the product

,Q Create the firstuser —m F]R Agree to the license terms

End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates ("Cisco") and governs your Use of Cisco
Software. "You" and "Your" means the individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the Software. "Software" means the Cisco
computer programs and any Upgrades made available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials, specifications or other documentation
applicable to the Software and made available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom you acquired the Software.
"Entitlement" means the license detail; including license metric, duration, and quantity provided in a product ID
(PID) published on Cisco's price list, claim certificate or right to use notification. "Upgrades" means all
updates, upgrades, bug fixes, error corrections, enhancements and other modifications to the Software and backup
copies thereof.

Table of Contents

1. Acceptance of Terms

LI PPNPON

A copy of the license can be found at cisco.com

Step 7
Step 8 Finish theinstallation:

The Center is now correctly installed and Cisco Cyber Vision is ready to operate.

Step 9 Click Start to Explore.

afea ]
CiIsco

Welcome to Cyber Vision

Please follow this few steps to be fully ready to use the product

R Create the firstuser —mMmM8M8Mmm ™ F‘R Agree to the license terms

You are all set

You are now ready to Explore your network or Manage and author

Start to Explore

Configure the Center
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. Configure the user interface security

Cisco Cyber Vision installation is now complete.

What to do next
If you aim to use an enterprise certificate, proceed with Configure the user interface security, on page 28.

If you already installed a self-signed certificate, and if you are installing a Global Center or a synchronized
Center, proceed with Configure Center data synchronization, on page 33.

If you already installed a self-signed certificate, and if you are installing a standalone Center, you can start
installing the sensors. To do so, refer to the corresponding Cisco Cyber Vision Sensor Installation Guides.

Configure the user interface security

Step 1

This section explains how to configure Cisco Cyber Vision user interface security with an enterprise certificate.
You will have the option to upload a .p12 or to generate a CSR.

Before you begin

Perform this task if you're planning to use an enterprise certificate. You must Install Cisco Cyber Vision
beforehand.

Procedure

To use an enterprise certificate, navigate to Admin > Center certificate.

Center web server certificate

Q Active Discovery v

R Users v

<] Events

& APl M

W License

2 External Authen... ~

Update with a new web server certificate
© Snort @ Upload 2 p12 Generate s CSR (RSA 2048
@ Risk score
« Integrations v
88 Extensions Please importa PKCS#12 file
[E Center certificate T

| I

2 SNMP Choose afile or drag and drop to upload
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Upload a p12 .

Step 2 You can Upload a p12 orGenerate a CSR.

Upload a p12

Before you begin

The p12 (or Microsoft pfx) file must contain a private key, a password, and the field "X509v3 Subject
Alternative Name" must contain the Center DNS name.

Procedure

Step 1 Select Upload a .p12.

sdate wi "
Update w

[
o]

(® Uploada.pl2 Generate a CSR (RSA 2048

Please import a PKCS#12fi

]

| -

e

Choose a file or drag and drop to upload

Click Please import a PKCS12 file and choose you pfx or p12 file generated from your certification server.

Step 2 Type the certificate password.

Step 3 Click the Import a PKCS#12 file button or drag and drop the file to import it.
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. Upload a p12

----------

@) Save

Step 4 Click Save.

The following message appears:

Step 5 Click Reload.

Step 6 In your browser, use the DNS name to connect to your Cisco Cyber Vision instance.

The error message does not appear and the connection is secure.

v centerad2019.2019lab.local/#/admin/center-certificate

~

centerad2019.2019lab.local X

@ Connection is secure 3

@ Cookies 2inuse [4

£ Site settings 2
What to do next

If you are installing a Global Center or a synchronized Center, proceed with Configure Center data
synchronization, on page 33.

If you are installing a standalone Center, you can start installing the sensors. To do so, refer to the corresponding
Cisco Cyber Vision Sensor Installation Guides.
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Generate a CSR .

Generate a CSR

Procedure

Step 1 Select Generate a CSR.

Update with 2 new web server certificate:

Uploada pl2 (8 GenerateaCSR (RSA 2048)

Step 2 Enter the Center FQDN as registered on your DNS server.
Step 3 Click the Generate and download CSR button.

Update with a new web server ¢

(
M

rifrata-
Cate:

[® Generate and download CSR

A message indicating that the CSR has been generated is displayed.

Step 4 Click the download button (1).
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Configure the Center |

A <FQDN>.csr file is downloaded.

Step 5 Use the <FQDN>.csr file to generate a pem certificate from your enterprise Certification Authority.
Step 6 Once the pem certificate is generated, return to Cisco Cyber Vision and click the Import a complete PEM

bundle button (2) or drag and drop it to import it.

Step 7 Click Save.

. Configure the Center
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Step 8
Step 9

Configure Center data synchronization .

The following message appears:

Click Reload.

In your browser, use the DNS name to connect to your Cisco Cyber Vision instance.

The error message does not appear and the connection is secure.

v centerad2019.2019lab.local/#/admin/center-certificate

~

centerad2019.2019lab.local X

@ Connection is secure »

& Cookies 2inuse [4

2 Site settings @2
What to do next

If you are installing a Global Center or a synchronized Center, proceed with Configure Center data
synchronization, on page 33.

If you are installing a standalone Center, you can start installing the sensors. To do so, refer to the corresponding
Cisco Cyber Vision Sensor Installation Guides.

Configure Center data synchronization

\}

This step is applicable to the Global Center and its synchronized Centers.

Once the Global Center and its synchronized Centers are installed, proceed to data synchronization, which
consists in registering the Center in the Global Center and enrolling the Center to the Global Center. To do
s0, you need to open each's Cisco Cyber Vision's GUI.

Note

To differentiate each user interface, check the top left corner of Cisco Cyber Vision's "Global Center" or
"Center".

In the Global Center's Cisco Cyber Vision GUI, navigate to Admin > System Management > Management.

Click the Register a Center button.
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CYBER VISION
Global Center

5]

R

System

B Datamanagement

Capture

Users

B Systemmanage.. ~

Configure the Center |

System management

From this page you can manage centers and sensors.

Register a Center

No center

The window "Register a Center" pops up, ready to be filled. Now you must access the Center's GUI to retrieve

its fingerprint.

In the Center's Cisco Cyber Vision GUI, navigate to Admin > System.

Scroll down to Certificate fingerprint and copy it.

&

oo
oo

il System

Data management

Sensors

Users

Events

API

License

LDAP Settings

PxGrid

SNORT

Integrations

Extensions

v

£ Knowledge DB
Current database information

e Current database version: -

® Lastimport: Tuesday, tober 27, 2

The KDB is managed by the global center, you cannot update it from this center.

# Certificate fingerprint
7b099ec32051c6203a3a9b79dd21190a0de3a3e94e5d144722402cf14c9d25a

I Enroll to a Global Center

Center unenrolled to Global Center.

# ENROLL

In the Global Center's GUI, give a name to the Center, and paste the Center's fingerprint into the corresponding

field.
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CYBER VISION
Global Center

System

System Mme REGISTER A CENTER
B Datamanagement

From thispageyouc: Name :
E Systemmanage.. ~

| Register a Cer Center Site 01
No center . . e
Capture Fingerprint :
£ Users 7b099ec32051c6a03a3a9b79dd21190a0de3a3e94e5d1447a2df02cf 14
<1 Events
m Cancel
& API

Click OK.
The Center appears in the list as unenrolled.

CYBER VISION

Hmm
€Is€0  Global Center

o System System management
B Datamanagement

From this page you can manage centers and sensors.
B Systemmanage... ~

| [ Register a Center

Capture Name P Version Status Processing Status

R Users v Center Site 01 -

At this point you must switch to the Center's GUI and enroll it to the Global Center.

In the Center's GUI, scroll down to Enroll a Global Center and click the Enroll button.

Configure the Center .
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7 Syster

B Datamanagement

[ Sensors v
R Users v
<J Events
& APl v
W License

% LDAP Settings

™ PxGrid

© SNORT

o Integrations v

88 Extensions

The Enrollment window pops up.
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£ Knowledge DB
Current database information

e Current database version: 202

® Lastimport: Tuesday, tober 27, 2

The KDB is managed by the global center, you cannot update it from this center.

# Certificate fingerprint
7b099ec32051c6203a3a9b79dd21190a0de3a3e94e5d144722402cf14c9d25a

I Enroll to a Global Center

Center unenrolled to Global Center.

# ENROLL

Copy the Global Center's fingerprint from its GUI's System administration page (same location as the Center's).

Enter the Global Center's IP address and click Enroll.

Enrollment

O Enrollment may take a few seconds. Do not refresh

browser is the same time.

Global Center fingerprint

1fc3fe05036f06028d1a0b3cde545bébde5b18ccdc67c3bcd87ac5fac7513126

Center IP a

192.168.72.17

& Enroll  Cancel

Once the synchronization is on, it is indicated that the Center is enrolled to the Global Center.

I Enroll to a Global Center

« Center enrolled to Global Center.

In the Global Center's GUI, the Center status changes to Connected.
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aliah,. CYBER VISION
CISCO  Global Center

System

B Datamanagement

Capture

R Users

<J Events

E Systemmanage.. ~
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System management

From this page you can manage centers and sensors.

Register a Center

Name P Version Status Processi

SBS: 3.2.0+202010230959
KDB: 20201023

Center Site 01 192.168.72.16 Connected

The Global Center and the Center are successfully connected.

Repeat the previous steps as many times as necessary to connect other Centers.

The next step will be to install and enroll the sensors. To do so, refer to the corresponding Cisco Cyber Vision

Sensors Installation Guides.

Once a sensor will be connected it will appear in the Global Center's GUI as below:

Name P

Version

Status Processing Status Capture Mode UpTime

SBS: 3.2.0+202010230959

Center Site 01 192.168.72.16

KDB: 20201023

Sensor IE3400-LAB1 192.168.69.210

3.2.0+202010231006

Connected 1 hr 19 mins 42 secs

Connected Pending data 7 mins 29 secs

Configure the Center .
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