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Property Definition

Properties are information such as IP and MAC addresses, hardware and firmware versions, serial number,
etc. that qualify devices, components and flows. The sensor extracts flow properties from the packets captured.
The Center then deduces components properties and then devices properties out of flow properties. Some
properties are normalized for all devices and components and some properties are protocol or vendor specific.

Property Use

Properties provide details about devices, components and flows, and are crucial in Cisco Cyber Vision in
generating tags. A combination of properties and tags are used to define behaviors (i.e., in the Monitor mode)
inside the industrial network.

Property L ocation
View Properties from devices and components right side panels and technical sheets under the Basics tab.

Below is an example of a technical sheet with normalized properties on the left column, and protocol and
vendor specific properties on the right column.
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ame: Siemens AG

odel-Name: CPU 315-2 PN/DP

cl-Ref: 6GK7 343-1GX28-BXEQ
Serial-Number: S C-VIR583472007

ame: SIMATIC 308(1)
£:192.168.08.1

ublic-lp: no

Vac:00:0e:8c:84:5b:ab
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& Automation

ame-Vendorip: Siemens 192.168.0.1
Serizlnumber:S C-V1R583472007

dulename: CPU 315-2 PN/DP

er:A 16.12.9

r:10023

ame-57-Plc: SIMATIC 308(1)

Note

. Property

Protocol and vendor-specific properties evolve as more protocols are supported by Cisco Cyber Vision
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