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CHAPTER 1

Getting Started with Cisco Secure Email Gateway

This chapter contains the following sections:

* What's New in AsyncOS 16.0, on page 2

» Comparison of Web Interfaces, New Web Interface with Legacy Web Interface , on page 8
* Where to Find More Information, on page 11

* Cisco Secure Email Gateway Overview, on page 14
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. What's New in Async0S 16.0

What's New in AsyncOS 16.0

Table 1: Whats New in Async0S 16.0

Getting Started with Cisco Secure Email Gateway |

Feature

Description

Regenerating SSH Keys for SCP Push Log
Retrieval

Your Secure Email Gateway maintains separate host keys for the
SCP Push log retrieval. It also allows you to regenerate SSH keys
for the SCP Push log retrieval.

You can regenerate SSH keys using the Locconr1c >
HOSTKEYCONFIG > REGENERATESCPKEYS subcommand in the CLI.

You can regenerate these new keys only through the CLI and not
via the web interface. You must have Administrator, or Cloud
Administrator privileges to regenerate these new keys.

Note When you regenerate SSH keys, you need to update these

new keys into the SCP log push server.

You can verify these new keys using the L.oGcoNFIG >
HOSTKEYCONFIG > USER subcommand in the CLI.

The management of SSH keys varies depending on the scenarios:
New Install Scenario

When you net install the AsyncOS 16.0 version, a new SSH key
is generated.

Upgrade Scenario

When you upgrade from AsyncOS 15.5.1 or earlier version to
AsyncOS 16.0, you are prompted for consent to inquire if you
want to regenerate SSH keys. If you choose to generate new keys,
then a new key is generated, if not, the old key is retained.

When you upgrade from AsyncOS 16.0 earlier version to
AsyncOS 16.0 later version, you are not prompted for consent to
inquire if you want to generate SSH keys. The available SSH key
is retained.

Revert Scenario

When you revert from AsyncOS 16.0 to an earlier version, you
will receive a warning message indicating if you need to replace
SSH keys on the SCP push log server. If you have not generated
new SSH keys, the warning message is not displayed, and you
need not replace SSH keys on the SCP push log server.

When you revert from the AsyncOS 16.0 later version to the
AsyncOS 16.0 earlier version, the available SSH keys are retained.

For more information, see Configuring Host Keys, on page 1233.
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Feature

Description

Enhanced File Hash List Support for
Content Filters

Your Secure Email Gateway now supports listing file hash lists
created with the MD5 Only file hash type option, in addition to
those created with the SHA256 Only file hash type option for

content filters.

Note This enhancement is available only for content filters
and not for message filters. It can be accessed only
through the web interface.

You can select the file hast list created with the MD5 Only file
hash type option for content filters through the following pages
of the web interface:

* Navigate to Mail Policies -> Incoming Content Filter and
click Add Filter. Under Conditions, click Add
Conditionand choose Attachment File Info from the Add
Condition window.

* Navigate toMail Policies -> Incoming Content Filter and
click Add Filter. Under Actions, click Add Actionsand
choose Strip Attachment by File Infofrom the Add Actions
window.

When you select the File Hash List radio button, the file hash
lists created with the MD5 Only file hash type option are also
listed along with file hash lists created with the SHA256 Only
file hash type option.

Note When you select the External Threat Feeds radio button
, the file hash lists created using the All of the above file
hash type option are listed for content filters.

For more information, see

Content Filter Conditions, on page 280 and Content Filter Actions,
on page 288.

Enhanced Alert Emails

You receive alert emails from Secure Email Gateway when you
encounter issues with the following limits:

* Disk Quota for Miscellaneous Services
* Envelope Sender Rate Limit

* File Analysis Upload Limit

These Alert emails are enhanced to include a direct link to a
comprehensive Tech Zone article. This Tech Zone article provides
detailed solutions to address your technical inquiries.
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Feature

Description

Upgrading Image Analysis Engine to
IA8.0

Your Secure Email Gateway is now enhanced with the latest
Image Analysis (IA) Engine 8.0. This upgrade from the previous
1A6.0 version significantly improves the accuracy of scanning
scores.

You will notice a score difference between the two versions, as
1A8.0 employs advanced algorithms for more precise image
analysis.

Note As part of this update, the image sensitivity prompt is
removed from the imageanalysisconfig > sETUP CLI
command.

Note Image Analyzer 8.0 uses neural networks for image

analysis, whereas Image Analyzer 6.0 relies on skin tone
analysis. As a result, Image Analyzer 8.0 is more
resource-intensive, leading to a performance degradation
of approximately 10%. However, this is offset by a
substantial improvement in efficacy.

For more information about Image Analysis, see Image Analysis,
on page 227 .

Support for Bounce Verification, SMTP
Call Ahead, and Message Filters using
AsyncOS APIs

You can now use AsyncOS APIs to view and configure Bounce
Verification, SMTP Call-Ahead, and Message Filters in your
email gateway.

For more information, see the “Configuration APIs” section of
the AsyncOS 16.0 API for Cisco Secure Email Gateway Getting
Started Guide - BETA.

Integrating with Email Threat Defense for
Microsoft Office Server (on-premises)

If you are using Microsoft Exchange Server (on-premises), you
can now use Email Threat Defense API and Email Threat Defense
API Polling to perform Mailbox Auto Remediation of convicted
emails identified by Secure Email Threat Defense. This feature

can be configured via GUI and

threatdefenseconfig command in the CLI.

For more information, see Integrating Secure Email Gateway
with Threat Defense, on page 357.

Email Threat Defense Remediation Report

A new report - Email Threat Defense Remediation has been added
to the Remediation Reports page.

For more information on the Email Threat Defense Remediation
report, see Remediation Report Page, on page 917.

Setting Priority for Message Headers

You can now choose to consider only selected priority header for
Mail Policy Settings. This can be used if you want the mail policy
to match only the priority selected in Match Priority.

. User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment)



| Getting Started with Cisco Secure Email Gateway
What's New in Async0S 16.0 .

Feature Description

Secure Email Relay in Smart Licensing | Secure Email Relay feature lets you send large volumes of emails
for Virtual Gateways using the Secure Email Gateway. This feature is only available
for accounts with Smart Licensing in virtual gateways, not for
on-premises or cloud setups. For more information, see Secure
Email Relay in Smart Licensing for Virtual Gateways, on page
1027.

Support for Mail Transfer Agent Strict | Mail Transfer Agent Strict Transport Security (MTA-STS)
Transport Security (MTA-STS) protocol enables Secure Email Gateway to determine and act on
the TLS policy of a peer Mail Transfer Agent (MTA) for outbound
emails, ensuring secure email transmission. You can enable
MTA-STS support while configuring the Destination Controls
in Secure Email Gateway. For more information, see Mail
Transfer Agent Strict Transport Security, on page 696.

Transitioning from SecureX to XDR Cisco SecureX is transitioning to an enhanced and more robust
platform, Cisco XDR (Extended Detection and Response). As
part of this transition, it is essential to integrate your Secure Email
Gateway with the new XDR platform.

For more information on how to integrate Secure Email Gateway
with XDR, see Integrating with Cisco XDR, on page 329.
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Description

Displaying Warning Messages for
Non-Compliant X.509 Certificates
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Feature

Description

Your Secure Email Gateway now displays warning messages
when you import a non-compliant X.509 certificate using the
Network — Certificates — Add Certificate page on the web
interface or certconfig -> IMPORT or PASTE command in the
CLI. Despite the warnings, the certificate will still be uploaded.

The warning messages are displayed for the following scenarios:

* Unregistered URI Schemes in SAN Field - When you
import an X.509 certificate that uses a URI with schemes
that are not registered with IANA in the Subject Alternative
Name (SAN) field, the following warning message is
displayed:

Warning: The X.509 certificate must not use URIs with
schemes that are not registered with IANA (such as
‘invalid”). However, the certificate will still be uploaded.

SAN - CN Entry Mismatch - When you import an X.509
certificate, it must contain at least one SAN entry exactly
matching the CN entry, otherwise the following error
message is displayed:

Warning: The X.509 certificate must contain at least one
SAN entry exactly matching the CN entry:
tlstest-SAN-has-no-CN.com. However, the certificate will
be uploaded.

Incorrect IP Address Format in SAN field - When you
import an X.509 certificate with an IP address in the wrong
format in the SAN field, the following warning message is
displayed:

Warning: The X.509 certificate must not use IP addresses
in the format ‘10.10.2.32” in the Subject Alternative Name
(SAN) field. It must be in the format: ’ipAddress-type’.
However, the certificate will still be uploaded.

Incorrect IP Address Format in CN field and SAN - CN
Entry Mismatch - When you import an X.509 certificate
with an IP address in the wrong format in the CN field and
if the X.509 certificate does not contain at least one SAN
entry exactly matching the CN entry, the following warning
message is displayed:

Warning: The X.509 certificate must not use IP addresses
in the format “10.10.2.32” in the CommonName (CN) field
for the Subject.

The X.509 certificate must contain at least one SAN entry
exactly matching the CN entry. However, the certificate will
still be uploaded.

You can view consolidated warning messages on the Certificates
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Feature

Description

(Network — Certificates) page.

Note When you upgrade or load the configuration file,
consolidated warning messages are displayed on the
Certificates (Network — Certificates) page if the
previous release had non-compliant X.509 certificates
or if the configuration file contains non-compliant X.509
certificates.

Nutanix Support

Your Secure Email Gateway 16.0 now supports Nutanix.
Nutanix Version Details:
* Nutanix AOS: 6.5.5.7

* Nutanix Prism Central: pc.2022.6.0.10

For more information, see Cisco Secure Email Virtual Gateway
and Secure Email and Web Manager Virtual Appliance
Installation Guide available at https:/www.cisco.com/c/en/us/
support/security/email-security-appliance/
products-installation-guides-list.html.

[On-premises only] ESXi 8.0 Support

Your Secure Email Gateway 16.0 now supports ESXi 8.0.

For more information, see Cisco Secure Email Virtual Gateway
and Secure Email and Web Manager Virtual Appliance
Installation Guide available at https://www.cisco.com/c/en/us/
support/security/email-security-appliance/
products-installation-guides-list.html.

Comparison of Web Interfaces, New Web Interface with Legacy

Web Interface

The following table shows the comparison of the new web interface with the legacy interface:

Table 2: Comparison of New Web Interface with legacy interface

Web Interface Page or Element

New Web Interface

Legacy Web Interface

Landing Page

After you log in to the email
gateway, the Mail Flow Summary | gateway, the My Dashboard page
page is displayed.

After you log in to the email

is displayed.

Reports Drop-down

You can view reports for your
email gateways from the Reports
drop-down.

You can view reports for your
email gateway from the Monitor
menu.

My Reports Page

Choose My Reports from the
Reports drop-down.

You can view the My Reports page
from Monitor > My Dashboard.
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Web Interface Page or Element

New Web Interface

Legacy Web Interface

Mail Flow Summary Page

The Mail Flow Summary page
includes trend graphs and summary
tables for incoming and outgoing
messages.

The Incoming Mail includes
graphs and summary tables for the
incoming and outgoing messages.

Advanced Malware Protection
Report Pages

The following sections are
available on the Advanced
Malware Protection report page
of the Reports menu:

* Summary

* AMP File Reputation
* File Analysis

* File Retrospection

* Mailbox Auto Remediation

The email gateway has the
following Advanced Malware
Protection report pages under
Montior menu:

» Advanced Malware Protection
* AMP File Analysis
* AMP Verdict Updates

* Mailbox Auto Remediation

Outbreak Filters Page

The Past Year Virus Outbreaks and
Past Year Virus Outbreak Summary
are not available in the Outbreak
Filtering report page of the new
web interface.

The Monitor > Outbreak Filters
page displays the Past Year Virus
Outbreaks and Past Year Virus
Outbreak Summary.

Spam Quarantines (Administrative
and End Users)

Click Quarantine > Spam
Quarantine > Search in the new
web interface.

The end users can access the spam
quarantine using the URL:

hittps: //earple. can:<httes-gpi-port>/ax-login

where example. com is the appliance
hostname and <https-api-port>
is the AsyncOS API HTTPS port
opened on the firewall.

You can view spam quarantine
from the Monitor > Spam
Quarantine menu.

Policy, Virus and Outbreak
Quarantines

Click Quarantine > Other
Quarantine in the new web
interface.

You can only view Policy, Virus
and Outbreak Quarantines in the
new web interface.

You can view, configure and
modify the Policy, Virus and
Outbreak Quarantines on the email
gateway using the Monitor >
Policy, Virus and Outbreak
Quarantines.

Select All Action for Messages in
Quarantine

You can select multiple (or all)
messages and perform a message
action such as delete, delay, release,
move, etc.

You cannot select multiple
messages to perform a message
action.
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Web Interface Page or Element

New Web Interface

Legacy Web Interface

Maximum Download Limit for
Attachments

The maximum limit for
downloading attachments of a
quarantined message is restricted
to 25 MB.

Rejected Connections

To search for rejected connections,
click Tracking > Search >
Rejected Connection tab on the .

Query Settings

The Query Settings field of the
Message Tracking feature is not
available on the .

You can set the query timeout in
the Query Settings field of the
Message Tracking feature.

Message Tracking Data
Availability

Click the gear icon on the upper
right side of the page the web
interface to access Message
Tracking Data Availability page.

You can view the missing-data
intervals for your email gateway.

Show Additional Details of
Messages

You can view additional details of
a message such as Verdict Charts,
Last State, Sender Groups, Sender
IP, IP Reputation Score and Policy
Match details.

Verdict Charts and Last State
Verdicts

Verdict Chart displays information
of the various possible verdicts
triggered by each engine in your
email gateway.

Last State of the message
determines the final verdict
triggered after all the possible
verdicts of the engine.

Verdict Charts and Last State
Verdicts of the messages are not
available.

Message Attachments and Host
Names in Message Details

Message attachments and host
names are not displayed in the
Message Details section of the
message on the email gateway.

Message attachments and host
names are displayed in the Message
Details section of the message.

Sender Groups, Sender IP, IP
Reputation Score and Policy Match
in Message Details

Sender Groups, Sender IP, IP
Reputation Score, and Policy Match
details of the message is displayed
in the Message Details section, on
the email gateway.

Sender Groups, Sender IP, IP
Reputation Score, and Policy Match
of the message is not available in
the Message Details section of the
message.

Direction of the Message
(Incoming or Outgoing)

Direction of the message (incoming
or outgoing) is displayed in the
message tracking results page, on
the email gateway.

Direction of the message (incoming
or outgoing) is not displayed in the
message tracking results page.
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Where to Find More Information

Cisco offers the following resources to learn more about your email gateway:

* Documentation , on page 11

* Training, on page 12

* Cisco Notification Service , on page 12

» Knowledge Base, on page 12

* Cisco Support Community, on page 12

* Cisco Customer Support, on page 13

* Third Party Contributors, on page 13

* Cisco Welcomes Your Comments, on page 13
* Registering for a Cisco Account , on page 13

Documentation

You can access the online help version of this user guide directly from the appliance GUI by clicking Help
and Support in the upper-right corner.

The documentation set for the Cisco Secure Email Gateway includes the following documents and books:

* Release Notes

* Quick Start Guide for your Cisco Email Security Appliance model

« Cisco Content Security Virtual Appliance Installation Guide

* User Guide for AsyncOS for Cisco Secure Email Gateway (this book)

« CLI Reference Guide for AsyncOS for Cisco Secure Email Gateway

» AsyncOS API for Cisco Secure Email Gateway - Getting Started Guide

Documentation for all Cisco Content Security products is available from:

Documentation For Cisco Content Security | Location

Products

Hardware and virtual appliances See the applicable product in this table.

Cisco Secure Email Gateway http://www.cisco.com/c/en/us/support/security/
email-security-appliance/tsd- products-support-series-home.html

Cisco Secure Web Appliance http://www.cisco.com/c/en/us/support/security/
web-security-appliance/tsd-products- support-series-home.html

Cisco Secure Email and Web Manager http://www.cisco.com/c/en/us/support/
security/content-security-management- appliance/tsd-
products-support-series-home.html

CLI Reference Guide for Cisco Secure http://www.cisco.com/c/en/us/support/security/

Email Gateway email-security-appliance/products-command-reference-list.html

API Getting Started Guide for Cisco Secure | https://www.cisco.com/c/en/us/support/security/

Email Gateway email-security-appliance/
products-programming-reference-guides-list.html
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Documentation For Cisco Content Security | Location
Products

Privacy Datasheet for Cisco Secure Email | https:/trustportal.cisco.com/c/dam/r/ctp/docs/privacydatasheet/
Gateway security/cisco-email-security-appliance-privacy-data-sheet.pdf

Training
More information about training is available from:

* http://www.cisco.com/c/en/us/training-events/training-certifications/supplemental-
training/email-and-web-security.html
* http://www.cisco.com/c/en/us/training-events/training-certifications/overview.html

Cisco Notification Service

Sign up to receive notifications relevant to your Cisco Content Security Appliances, such as Security Advisories,
Field Notices, End of Sale and End of Support statements, and information about software updates and known
issues.

You can specify options such as notification frequency and types of information to receive. You should sign
up separately for notifications for each product that you use.

To sign up, visit http://www.cisco.com/cisco/support/notifications.html

A Cisco.com account is required. If you do not have one, see Registering for a Cisco Account , on page 13.

Knowledge Base

Procedure

Step 1 Go to the main product page (http://www.cisco.com/c/en/us/support/security/
email-security-appliance/tsd-products-support-series-home.html)

Step 2 Look for links with TechNotes in the name.

Cisco Support Community

The Cisco Support Community is an online forum for Cisco customers, partners, and employees. It provides
a place to discuss general email and web security issues, as well as technical information about specific Cisco
products. You can post topics to the forum to ask questions and share information with other Cisco users.

Access the Cisco Support Community on the Customer Support Portal at the following URLs:
* For email security and associated management:
https://supportforums.cisco.com/community/5756/email-security

* For web security and associated management:
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https://supportforums.cisco.com/community/5786/web-security

Cisco Customer Support

Do not contact Cisco Customer Support for help with Cisco Secure Email Gateway. See the Cisco IronPort
Hosted Email Security / Hybrid Hosted Email Security Overview Guide for information on getting support
for Cloud/Hybrid Email Security appliances.

Cisco TAC: http://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
Support site for legacy IronPort: http://www.cisco.com/c/en/us/services/acquisitions/ironport.html

For non-critical issues, you can also access customer support from the email gateway. For instructions, see
the User Guide or online help.

Third Party Contributors

See Open Source licensing information for your release on this page:
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html .

Some software included within Cisco AsyncOS is distributed under the terms, notices, and conditions of
software license agreements of FreeBSD, Inc., Stichting Mathematisch Centrum, Corporation for National
Research Initiatives, Inc., and other third party contributors, and all such terms and conditions are incorporated
in Cisco license agreements.

The full text of these agreements can be found here:
https://support.ironport.com/3rdparty/AsyncOS_User Guide-1-1.html.

Portions of the software within Cisco AsyncOS is based upon the RRDtool with the express written consent
of Tobi Oetiker.

Portions of this document are reproduced with permission of Dell Computer Corporation. Portions of this
document are reproduced with permission of McAfee, Inc. Portions of this document are reproduced with
permission of Sophos Plc.

Cisco Welcomes Your Comments

The Cisco Technical Publications team is interested in improving the product documentation. Your comments
and suggestions are always welcome. You can send comments to the following email address:

contentsecuritydocs@cisco.com

Please include the product name, release number, and document publication date in the subject of your message.

Registering for a Cisco Account

Access to many resources on Cisco.com requires a Cisco account.

If you do not have a Cisco.com User ID, you can register for one here: https://idreg.cloudapps.cisco.com/
idreg/register.do
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Related Topics

* Cisco Notification Service , on page 12
* Knowledge Base, on page 12

Cisco Secure Email Gateway Overview

The AsyncOS™ operating system includes the following features:

* Anti-Spam at the gateway, through the unique, multi-layer approach of SenderBase Reputation Filters
and Cisco Anti-Spam integration.

* Anti-Virus at the gateway with the Sophos and McAfee Anti-Virus scanning engines.

« Outbreak Filters™, Cisco’s unique, preventive protection against new virus, scam, and phishing outbreaks
that can quarantine dangerous messages until new updates are applied, reducing the window of
vulnerability to new message threats.

* Policy, Virus, and Outbreak Quarantines provide a safe place to store suspect messages for evaluation
by an administrator.

» Spam Quarantine either on-box or off, providing end user access to quarantined spam and suspected
spam.

» Email Authentication. Cisco AsyncOS supports various forms of email authentication, including Sender
Policy Framework (SPF), Sender ID Framework (SIDF), and DomainKeys Identified Mail (DKIM)
verification of incoming mail, as well as DomainKeys and DKIM signing of outgoing mail.

» Cisco Email Encryption. You can encrypt outgoing mail to address HIPAA, GLBA and similar regulatory
mandates. To do this, you configure an encryption policy on the email gateway and use a local key server
or hosted key service to encrypt the message.

« Email Security Manager, a single, comprehensive dashboard to manage all email security services and
applications on the email gateway. Email Security Manager can enforce email security based on user
groups, allowing you to manage Cisco Reputation Filters, Outbreak Filters, Anti-Spam, Anti-Virus, and
email content policies through distinct inbound and outbound policies.

» On-box message tracking. AsyncOS for Email includes an on-box message tracking feature that makes
it easy to find the status of messages that the E email gateway processes.

 Mail Flow Monitoring of all inbound and outbound email that provides complete visibility into all email
traffic for your enterprise.

« Access control for inbound senders, based upon the sender’s IP address, IP address range, or domain.

* Extensive message and content filtering technology allows you to enforce corporate policy and act on
specific messages as they enter or leave your corporate infrastructure. Filter rules identify messages
based on message or attachment content, information about the network, message envelope, message
headers, or message body. Filter actions allow messages to be dropped, bounced, archived, blind carbon
copied, or altered, or to generate notifications.

» Message encryption via secure SMTP over Transport Layer Security ensures messages traveling
between your corporate infrastructure and other trusted hosts are encrypted.

« Virtual Gateway™ technology allows the email gateway to function as several email gateways within
a single server, which allows you to partition email from different sources or campaigns to be sent over
separate IP addresses. This ensures that deliverability issues affecting one IP address do not impact others.

* Protection against malicious attachments and links in email messages, provided by multiple services.

* Use Data Loss Prevention to control and monitor the information that leaves your organization.

AsyncOS supports RFC 2821-compliant Simple Mail Transfer Protocol (SMTP) to accept and deliver messages.
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Most reporting, monitoring, and configuration commands are available through both the web-based GUI via
HTTP or HTTPS. In addition, an interactive Command Line Interface (CLI) which you access from a Secure
Shell (SSH) or direct serial connection is provided for the system.

You can also set up a Cisco Secure Email and Web Manager to consolidate reporting, tracking, and quarantine
management for multiple E email gateways.

Related Topics
* Supported Languages, on page 15

Supported Languages

AsyncOS can display its GUI and CLI in any of the following languages:

* English

* French

* Spanish

* German

* [talian

» Korean

* Japanese

* Portuguese (Brazil)

* Chinese (traditional and simplified)
* Russian
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CHAPTER 2

Accessing the Email Gateway

This chapter contains the following sections:

» Web-based Graphical User Interface (GUI) , on page 17
* Changing Configuration Settings, on page 20
» Command Line Interface (CLI), on page 21

Web-based Graphical User Interface (GUI)

You can administer the email gateway using both the web-based Graphical User Interface (GUI) and Command
Line Interface (CLI). The GUI contains most of the functionality you need to configure and monitor the
system. However, not all CLI commands are available in the GUI; some features are only available through
the CLL

* Browser Requirements, on page 17
* Accessing the GUI, on page 18

Browser Requirements

To access the web-based UI, your browser must support and be enabled to accept JavaScript and cookies, and
it must be able to render HTML pages containing Cascading Style Sheets (CSS).

Table 3: Supported Browsers and Releases

Browser Windows 10 and later | Mac0S 10.6 and later

Safari — Latest Stable Version

Google Chrome | Latest Stable Version | Latest Stable Version

Mozilla Firefox | Latest Stable Version | Latest Stable Version

Microsoft Edge | Latest Stable Version | Latest Stable Version

» Safari (Latest Stable Version)
* Firefox (Latest Stable Version)

* Google Chrome (Latest Stable Version)
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* Microsoft Edge (Latest Stable Version)
Do not use multiple browser windows or tabs simultancously to make changes to the email gateway. Do not
use concurrent GUI and CLI sessions. Doing so will cause unexpected behavior and is not supported.

You may need to configure your browser’s pop-up blocking settings in order to use the web interface because
some buttons or links in the interface will cause additional windows to open.

Accessing the GUI

To access the GUI on a brand new system, access the following URL:
http://192.168.42.42/

When the login page is displayed, log in to the system using the default username and passphrase.

Related Topics

* Factory Default Username and Passphrase, on page 18
* Centralized Management, on page 19

Factory Default Username and Passphrase

» Username: admin
* Passphrase: ironport

On brand new (not upgraded from previous releases of AsyncOS) systems, you will automatically be redirected
to the System Setup Wizard.

During the initial system setup, you choose IP addresses for interfaces and whether to run HTTP and/or HTTPS
services for those interfaces. When HTTP and/or HTTPS services have been enabled for an interface, you
can use any supporting browser to view the GUI by entering the IP address or hostname of the IP interface
as a URL in the location field (“address bar”) of the browser.

For example:
http://192.168.1.1 or
https://192.168.1.1 0r
http://mail3.example.com O

https://mail3.example.com

)

Note

IfHTTPS has been enabled for an interface (and HTTP requests are not being redirected to the secure service),
remember to access the GUI using the “ https:// 7 prefix.

Related Topics

* Adding Users , on page 990
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Centralized Management

If you have created a cluster, you can browse machines in the cluster, create, delete, copy, and move settings
among clusters, groups, and machines (that is, perform the equivalent of the clustermode and clusterset
commands) from within the GUI.

For more information, see Administering a Cluster from the GUI, on page 1253.

Cloud Administrator - Web Interface Access

As a cloud administrator, you have limited access to specific features and configuration settings available in
the web interface of your email gateway.

The following table details the specific features and configuration settings limited for a cloud administrator:

Feature or Configuration Setting Navigation Path in Email Gateway

Running a Packet Capture. Help and Support > Packet Capture

Configuring FTP Access to the Email Gateway Network > IP Interfaces

Configuring Domain Name System (DNS) Settings | Network > DNS

Configuring TCP/IP Traffic Routes Network > Routing

Updating a List of Revoked Certificates Network > CRL Sources

Configuring Server Settings for Downloading
Upgrades and Updates

Security Services > Service Updates

Managing and Configuring Alerts System Administration > Alerts

Shutting Down or Rebooting the Email Gateway System Administration > Shutdown/Suspend

Downloading and Installing the Upgrade System Administration > System Upgrade

Configuring Access to the Email Gateway System Administration > Network Access

Editing General Settings of the Email Gateway

System Administration > General Settings

Defining Basic Configuration Using the Web-Based
System Setup Wizard

System Administration > System Setup Wizard

Complete Configuration Process of your Email

System Administration > Next Steps

Gateway

Enhanced User Experience using How-Tos Widget

The How-Tos is a contextual widget that provides in-app assistance to users in the form of walkthroughs to
accomplish complex tasks on your email gateway. To view a list of walkthroughs supported in this release,
see Lis of Walkthroughs.

You can access the walkthroughs by clicking the How-Tos widget on the web interface of your email gateway.
By default, the How-Tos widget is enabled on your email gateway. The contents of the How-Tos widget are
cloud-updateable.
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For each walkthrough, there are recommended settings for specific configurable values categorized as follows:
* Conservative Settings - Cautious, configuration of not excessive limits
* Moderate Settings - Average, configuration within reasonable limits

» Aggressive Settings- Forceful, configuration of assertive limits

)

Note * The current set of walkthroughs is limited to the following users: admin, cloud-admin, and operator.

* If you are using Internet Explorer version 11 to access the web interface of your email gateway, you may
not be able to view the How-Tos widget. Go to System Administration > General Settings page on
your web interface and enable the Override IE Compatibility Mode option to view the How-Tos widget.

Disabling How-Tos Widget on the Email Gateway
Use the adminaccessconfig > how-tos sub command in the CLI if you want to disable the How-Tos widget

on your email gateway.

Example: Disabling How-Tos widget on the Email Gateway

mail.example.com> adminaccessconfig
Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.
- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.
- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header Field size.
- HOW-TOS - Configure How-Tos feature.

[1> how-tos
How-Tos consists of a list of generic walkthroughs to assist the users in completing
a particular task (for example, "enabling and configuring a service engine on the appliance").

Would you like to enable How-Tos? [Y]> no

Changing Configuration Settings

* Configuration Changes, on page 20
* Commit or Abandoning Changes , on page 21

Configuration Changes

You can make configuration changes while email operations proceed normally.
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Commit or Abandoning Changes

You must explicitly save most configuration changes.
When changes are pending a commit, the Commit Changes button turns orange.

To clear or commit these changes, click Commit Changes.

Command Line Interface (CLI)

The Command Line Interface is accessible via SSH on IP interfaces that have been configured with these
services enabled, or via terminal emulation software on the serial port. By factory default, SSH is configured
on the Management port. Use the interfaceconfig command to disable these services.

For more information about CLI commands and conventions, see the CLI Reference Guide for AsyncOS for
Cisco Secure Email Gateway.

\)

Note The factory default username and passphrase for accessing CLI is same as that of the web interface. See
Factory Default Username and Passphrase, on page 18.

Cloud Administrator - CLI Access

As a cloud administrator, you have limited access to specific CLI commands used for configuration settings
on your email gateway.

The following table details the specific CLI commands limited for a cloud administrator:

CLI command Description

alertconfig. Configure email alerts.

clusterconfig Configure cluster related settings.

clustercheck Prompt to switch to the cluster mode.

dnsconfig Configure DNS setup.

dnshostprefs Configure [Pv4/IPv6 DNS preferences.

displayalerts Display the last n alerts sent by the email gateway.

enginestatus Displays the status and CPU usage of all engines
enabled on the email gateway.

etherconfig Configure Ethernet settings.

interfaceconfig Configure Ethernet IP addresses.

loadconfig Load a configuration file.
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CLI command Description

mailconfig Mail the current configuration to an email C- and
M-Series address.

packetcapture Intercept and display packets being transmitted or
received over the network.

reboot Restart the system.

repengstatus Request version information of Reputation Engine.

resetconfig Restore the factory configuration defaults.

revert Revert to a previous release.

rollbackconfig Rollback to one of the previously committed
configurations.

routeconfig Configure IP routing table.

saveconfig Saves the configuration to disk.

setgateway Set the default gateway (router).

sethostname Set the name of the machine.

showconfig Display all configuration values.

shutdown Shut down the system to power off.

systemsetup First time system setup.

tcpservices Display information about files opened by processes.

tzupdate Update timezone rules.

updateconfig Configure system update parameters.

updatenow Update all components.

upgrade Install an upgrade.

wipedata Wipe the core files on the disk and check the status

of the last coredump operation.
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Setup and Installation

This chapter contains the following sections:

* Installation Planning, on page 23

* Physically Connecting the Email Gateway to the Network, on page 26
* Preparing for System Setup, on page 30

* Using the System Setup Wizard , on page 36

» Verifying Your Configuration and Next Steps , on page 61

Installation Planning

* Review Information That Impacts Planning Decisions , on page 23

* Plan to Place the Email Gateway at the Perimeter of Your Network, on page 23
* Register the Email Security Appliance in DNS, on page 24

* Installation Scenarios, on page 25

Review Information That Impacts Planning Decisions

« If you are configuring a virtual email gateway, please see the Cisco Content Security Virtual Appliance
Installation Guide before continuing with this chapter.

* If you are configuring an M-Series Cisco Secure Email and Web Manager, please see Centralizing
Services on a Cisco Secure Email and Web Manager (M-Series), on page 1305.

» We recommend reviewing Understanding the Email Pipeline, on page 63 before installing, as some
features and functions may affect the placement of the email gateway within your infrastructure.

Plan to Place the Email Gateway at the Perimeter of Your Network

Your email gateway is designed to serve as your SMTP gateway, also known as a mail exchange (MX). For
best results, some features require the email gateway to be the first machine with an IP address that is directly
accessible to the Internet (that is, it is an external IP address) for sending and receiving email.

The per-recipient reputation filtering, anti-spam, anti-virus, and Virus Outbreak Filter features (see IronPort
Anti-Spam Filtering, on page 386, Sophos Anti-Virus Filtering, on page 366, and Outbreak Filters, on page
427) are designed to work with a direct flow of messages from the Internet and from your internal network.
You can configure the email gateway for policy enforcement (Overview of Defining Which Hosts Are Allowed
to Connect, on page 99) for all email traffic to and from your enterprise.
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. Register the Email Security Appliance in DNS

Ensure that the email gateway is both accessible via the public Internet and is the “first hop” in your email
infrastructure. If you allow another MTA to sit at your network’s perimeter and handle all external connections,
then the email gateway will not be able to determine the sender’s IP address. The sender’s IP address is needed
to identify and distinguish senders in the Mail Flow Monitor, to query the IP Reputation Service for the
sender’s IP Reputation Score, and to improve the efficacy of the Anti-Spam and Outbreak Filters features.

\)

Note

If you cannot configure the email gateway as the first machine receiving email from the Internet, you can still
exercise some of the security services available on the email gateway. For more information, see Determining
Sender IP Address In Deployments with Incoming Relays , on page 413.

When you use the email gateway as your SMTP gateway:

*» The Mail Flow Monitor feature (see Using Email Security Monitor, on page 845) offers complete visibility
into all email traffic for your enterprise from both internal and external senders.

* LDAP queries (see LDAP Queries, on page 787) for routing, aliasing, and masquerading can consolidate
your directory infrastructure and provide for simpler updates.

* Familiar tools like alias tables (see Creating Alias Tables, on page 713), domain-based routing (The
Domain Map Feature, on page 730), and masquerading (Configuring Masquerading, on page 720) make
the transition from Open-Source MTAs easier.

Register the Email Security Appliance in DNS

Malicious email senders actively search public DNS records to hunt for new victims. In order to utilize the
full capabilities of Anti-Spam, Outbreak Filters, McAfee Antivirus and Sophos Anti-Virus, ensure that the
email gatewayis registered in DNS.

To register the email gateway in DNS, create an A record that maps the email gateway's hostname to its [P
address, and an MX record that maps your public domain to the email gateway's hostname. You must specify
a priority for the MX record to advertise the email gateway as either a primary or backup MTA for your
domain.

In the following example, the email gateway (ironport.example.com) is a backup MTA for the domain
example.com, since its MX record has a higher priority value (20). In other words, the higher the numeric
value, the lower the priority of the MTA.

$ host -t mx example.com

example.com mail is handled (pri=10) by mail.example.com

example.com mail is handled (pri=20) by ironport.example.comn

By registering the email gateway in DNS, you will attract spam attacks regardless of how you set the MX
record priority. However, virus attacks rarely target backup MTAs. Given this, if you want to evaluate an
anti-virus engine to its fullest potential, configure the email gateway to have an MX record priority of equal
or higher value than the rest of your MTAs.
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Installation Scenarios

You can install your email gateway into your existing network infrastructure in several ways.

Most customers’ network configurations are represented in the following scenarios. If your network
configuration varies significantly and you would like assistance planning an installation, please contact Cisco
Customer Support (see Cisco Customer Support, on page 13).

* Configuration Overview, on page 25

* Incoming, on page 25

* Outgoing, on page 25

* Ethernet Interfaces, on page 25

* Advanced Configurations, on page 26

* Firewall Settings (NAT, Ports) , on page 26

Configuration Overview

The following figure shows the typical placement of the email gateway in an enterprise network environment:

i 28
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el Notes? Groupwise™) Clients

In some scenarios, the email gateway resides inside the network “DMZ,” in which case an additional firewall
sits between the email gateway and the groupware server.

The following network scenarios are described:

* Behind the Firewall: two listeners configuration (Figure - Behind the Firewall Scenario / 2 Listeners
Configuration)

Choose the configuration that best matches your infrastructure. Then proceed to the next section, Preparing
for System Setup, on page 30.

Incoming
* Incoming mail is accepted for the local domains you specify.
* All other domains are rejected.
 External systems connect directly to the email gateway to transmit email for the local domains, and the
email gateway relays the mail to the appropriate groupware servers (for example, Exchange™,
Groupwise™, Domino™) via SMTP routes. (See Routing Email for Local Domains, on page 707.)
Outgoing

* Outgoing mail sent by internal users is routed by the groupware server to the email gateway.
* The email gateway accepts outbound email based on settings in the Host Access Table for the private
listener. (For more information, see Working with Listeners, on page 76.)

Ethernet Interfaces

Only one of the available Ethernet interfaces on the email gateway is required in these configurations. However,
you can configure two Ethernet interfaces and segregate your internal network from your external Internet
network connection.
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For more information about assigning multiple IP addresses to the available interfaces, see Configuring Mail
Gateways for all Hosted Domains Using Virtual Gateway ™ Technology, on page 760 and Assigning Network
and IP Addresses, on page 1323.

Hardware Ports

The number and type of ports on your hardware appliance depend on the model:

Ports Type C190 C390 €690 C690F C19%5 C395 C695 | C695F
Management | Ethernet 0 1 1 1 0 1 1 1
Data Ethernet 2% 5 5 3 2% 5 5 3
Console Serial RJ-45 RJ-45 RJ-45 RJ-45 RJ-45 RJ-45 RJ-45 | RJ-45
Remote Ethernet Y Y Y Y Y Y Y Y
Power

Management

(RPC)

* For appliances without a dedicated management port, use the Datal port for management purposes.

For more information about ports, see the Hardware Installation Guide for your appliance model.

Related Topics

* Configuring Network Interfaces, on page 41
* Accessing the Email Gateway via a Serial Connection, on page 1321
* Enabling Remote Power Cycling , on page 1051

Advanced Configurations

In addition to the configurations shown in Figure - Behind the Firewall Scenario / 2 Listeners Configuration
and Figure One Listener Configuration, you can also configure:

* Multiple email gateways using the Centralized Management feature. See Centralized Management Using
Clusters, on page 1239

* Redundancy at the network interface card level by “teaming” two of the Ethernet interfaces on email
gateways using the NIC Pairing feature. See Advanced Network Configuration, on page 1141

Firewall Settings (NAT, Ports)

SMTP and DNS services must have access to the Internet. Other services may also require open firewall ports.
For details, see Firewall Information, on page 1345.

Physically Connecting the Email Gateway to the Network

* Configuration Scenarios, on page 27
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Configuration Scenarios

The typical configuration scenario for the email gateway is as follows:

« Interfaces - Only one of the three available Ethernet interfaces on the email gateway is required for most
network environments. However, you can configure two Ethernet interfaces and segregate your internal
network from your external Internet network connection.

« Public Listener (incoming email) - The public listener receives connections from many external hosts
and directs messages to a limited number of internal groupware servers.
* Accepts connections from external mail hosts based on settings in the Host Access Table (HAT).
By default, the HAT is configured to ACCEPT connections from all external mail hosts.

* Accepts incoming mail only if it is addressed for the local domains specified in the Recipient Access
Table (RAT). All other domains are rejected.
* Relays mail to the appropriate internal groupware server, as defined by SMTP Routes.

* Private Listener (outgoing email) - The private listener receives connections from a limited number of
internal groupware servers and directs messages to many external mail hosts.

* Internal groupware servers are configured to route outgoing mail to the Cisco C- or X-Series email
gateway.

*» The email gateway accepts connections from internal groupware servers based on settings in the
HAT. By default, the HAT is configured to RELAY connections from all internal mail hosts.

Related Topics
* Segregating Incoming and Outgoing Mail, on page 27

Segregating Incoming and Outgoing Mail

You can segregate incoming and outgoing email traffic over separate listeners and on separate IP addresses.
You can use Internet Protocol version 4 (IPv4) and version 6 (IPv6) addresses. However, the System Setup
Wizard on the email gateway supports initial configuration of the following configurations:

» 2 separate listeners on 2 logical IPv4 and 2 IPv6 addresses configured on separate physical interfaces

* segregates incoming and outgoing traffic
* you can assign an IPv4 and an IPv6 address to each listener

* 1 listener on 1 logical IPv4 address configured on one physical interface
* combines both incoming and outgoing traffic

* you can assign both an IPv4 and an [Pv6 address to the listener

Configuration worksheets for both one and two listener configurations are included below (see Gathering the
Setup Information, on page 33). Most configuration scenarios are represented by one of the following three
figures.
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Figure 1: Behind the Firewall Scenario /2 Listeners Configuration
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Firewall

Public Listener:
“InboundMail”

IPv4 Interface: PublicNetl (e.g. 1.2.3.4)
IPv6: 2001:0db8:85a3::8a2e:0370:7335

‘ Ethernet Interface: Data 2 ‘

q

Ethernet Interface: Data 2

IP Interface: PublicNet 2(e.g. 1.2.3.5)

Private Listener:
“OutboundMail”

I

Groupware Server
(Exchange™, Domino™1,
GroupwiseT™)

——
Groupware Client

Notes:
* 2 Listeners
* 2 IPv4 addresses
* 2 IPv6 addresses
* 1 or 2 Ethernet interfaces (only 1 interface shown)
* SMTP routes configured

Inbound Listener: “InboundMail” (public)
* [Pv4 address: 1.2.3.4
* [Pv6 address: 2001:0db8:85a3::8a2¢:0370:7334
* Listener on the Data2 interface listens on port 25
* HAT (accept ALL)

* RAT (accept mail for local domains; reject ALL)

Outbound Listener: “OutboundMail” (private)
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* [P address: 1.2.3.5
* [Pv6 address: 2001:0db8:85a3::8a2e:0370:7335
* Listener on the Data2 interface listens on port 25

* HAT (relay for local domains; reject ALL)

DNS can be configured to use Internet Root servers or internal DNS servers
SMTP routes direct mail to proper groupware server

Firewall ports opened for appropriate services to and from the email gateway

Figure 2: One Listener Configuration

Public Listener:
“AllMail”

‘ IP interface: PublicNet (e.g. 1.2.3.4) ‘

‘ Ethernet interface: Data 1 ‘

R T

Groupware server
(Exchange™, Domino™,
Groupwise™ )

Notes:
* 1 Listener
* 1 IP addresses
* | Ethernet interface

* SMTP routes configured

Inbound Listener: “InboundMail” (public)
* [P address: 1.2.3.4

* Listener on the Data2 interface listens on port 25
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* HAT (accept ALL) includes entries for Groupware servers in RELAYLIST

* RAT (accept mail for local domains; reject ALL)

DNS can be configured to use Internet Root servers or internal DNS servers

SMTP routes direct mail to proper groupware server

Firewall ports opened for appropriate services to and from the email gateway.

Preparing for System Setup

* Determine Method for Connecting to the Email Gateway, on page 31
* Determining Network and IP Address Assignments, on page 32

* Gathering the Setup Information, on page 33

Procedure

Command or Action

Purpose

Step 1

Determine how you will connect to the email
gateway.

See Determine Method for Connecting to the
Email Gateway, on page 31

Step 2

Determine network and IP address assignments.

* If you have already cabled your email
gateway to your network, ensure that the
default IP address for the email
gatewaydoes not conflict with other IP
addresses on your network.

See

Determine Method for Connecting to the Email
Gateway, on page 31 and Determining Network
and IP Address Assignments, on page 32

Step 3

Gather information about your system setup.

See Gathering the Setup Information, on page
33.

Step 4

Review the latest product release notes for your
email gateway.

Release notes are available from the link in
Documentation , on page 11.

Step 5

Unpack the email gateway, physically install it
in a rack, and turn it on.

See Quickstart Guide for your email gateway.
This guide is available from the link in
Documentation , on page 11.

Step 6

If you will run the setup wizard using the
command line interface (CLI), access the CLI.

See Running the Command Line Interface (CLI)
System Setup Wizard, on page 48)

Step 7

If you will run the setup wizard using the web
interface:

a. (Virtual appliances ONLY) Access the
command-line interface and enable HTTP
and/or HTTPS using the interfaceconfig
command.

b. Launch a web browser and enter the IP
address of the email gateway.

Step 8

If you are setting up a virtual email gateway,
load your virtual email gateway license.

Use the 10adlicense command. For more
information, see the Cisco Content Security
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Command or Action Purpose

Virtual Appliance Installation Guide available
from the link in Documentation , on page 11.

Step 9 Configure basic settings for your system. See Using the System Setup Wizard , on page
36

Determine Method for Connecting to the Email Gateway

To successfully set up the email gateway in your environment, you must gather important network information
from your network administrator about how you would like to connect the email gateway to your network.

Related Topics

* Connecting to the Email Gateway, on page 31

Connecting to the Email Gateway
During the initial setup, you can connect to the email gateway in one of two ways:

Table 4: Options for Connecting to the Email Gateway

Ethernet An Ethernet connection between a PC and the network and between the network and
the Management port. The IPv4 address that has been assigned to the Management
port by the factory is 192.168.42.42 . This is the easiest way to connect if it works
with your network configuration.

Serial A serial communications connection between the PC and the Serial Console port. If
you cannot use the Ethernet method, a straight serial-to- serial connection between
the computer and the email gateway will work until alternate network settings can be
applied to the Management port. For pinout information, see Accessing the Email
Gateway via a Serial Connection, on page 1321. The communications settings for the
serial port are:

Bits per second: 9600
Data bits: 8

Parity: None

Stop bits: 1

Flow control: Hardware

Note Keep in mind that the initial connection method is not final. This process applies only for the initial
configuration. You can change network settings at a later time to allow different connection methods. (See
FTP, SSH, and SCP Access, on page 1317 for more information.) You can also create multiple user accounts
with differing administrative privileges to access the email gateway. (For more information, see Adding Users
, on page 990.)
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Determining Network and IP Address Assignments

You can use both IPv4 and IPv6 addresses.

* Default IP Addresses for Management and Data Ports , on page 32

* Choosing Network Connections to Receive and Deliver Email , on page 32
* Binding Logical IP Addresses to Physical Ethernet Ports, on page 32

* Choosing Network Settings for Your Connections, on page 32

Default IP Addresses for Management and Data Ports

The IP address that is pre-configured on the Management port (the Data 1 port on C170 and C190 email
gateways) is 192.168.42.42 .

Choosing Network Connections to Receive and Deliver Email

Most users take advantage of the two Data Ethernet ports on the email gateway by connecting to two networks
from the email gateway:

* The private network accepts and delivers messages to your internal systems.
¢ The public network accepts and delivers messages to the Internet.

Other users may want to use only one Data port serving both functions. Although the Management Ethernet
port can support any function, it is preconfigured for access to the graphical user interface and the command
line interface.

Binding Logical IP Addresses to Physical Ethernet Ports

You can segregate incoming and outgoing email traffic over separate listeners and on separate IP addresses.
You can use Internet Protocol version 4 (IPv4) and version 6 (IPv6) addresses. However, the System Setup
Wizard on the email gateway supports initial configuration of the following configurations:

» 2 separate listeners on 2 logical IPv4 and 2 IPv6 addresses configured on separate physical interfaces

* segregates incoming and outgoing traffic
* you can assign an IPv4 and an IPv6 address to each listener

* 1 listener on 1 logical IPv4 address configured on one physical interface
» combines both incoming and outgoing traffic

* you can assign both an IPv4 and an [Pv6 address to the listener

The email gateway can support both IPv4 and IPv6 addresses on single listener. The listener will accept mail
on both the addresses. All settings on a listener apply to both [Pv4 and [Pv6 addresses.

Choosing Network Settings for Your Connections

You will need the following network information about each Ethernet port that you choose to use:

* [P address (IPv4 or IPv6 or both)
* Netmask for IPv4 address in CIDR format
* Prefix for IPv6 address in CIDR format

In addition, you will need the following information about your overall network:

* [P address of the default router ( gateway) on your network
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* I[P address and hostname of your DNS servers (not required if you want to use Internet root servers)
* Hostname or IP address of your NTP servers (not required if you want to use Cisco’s time servers)

See Assigning Network and IP Addresses, on page 1323 for more information.
S

Note Ifyou are running a firewall on your network between the Internet and the email gateway, it may be necessary

to open specific ports for the email gateway to work properly. See Firewall Information, on page 1345 for more
information.

Gathering the Setup Information

Now that you understand the requirements and strategies when making the necessary selections in the System

Setup Wizard, use the following tables to gather information about your system setup while reading this
section.

See Assigning Network and IP Addresses, on page 1323 for more detailed information on network and IP
addresses. See Centralizing Services on a Cisco Secure Email and Web Manager (M-Series), on page 1305 if
you are configuring a Cisco Secure Email and Web Manager.

Table 5: System Setup Worksheet: 2 Listeners for Segregating Email Traffic

System Settings

Default System Hostname:

Email System Alerts To:

Deliver Scheduled Reports To:

Time Zone Information:

NTP Server:

Admin Passphrase:

SenderBase Network Participation: | Enable / Disable

AutoSupport: Enable / Disable

Network Integration

Gateway:

DNS (Internet or Specify Own):

Interfaces

Data 1 Port

IPv4 Address / Netmask:

IPv6 Address / Prefix:
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System Settings

Fully Qualified Hostname:

Accept Incoming Mail: Domain Destination
Relay Outgoing Mail: System

Data 2 Port

IPv4 Address / Netmask:

IPv6 Address / Prefix:

Fully Qualified Hostname:

Accept Incoming Mail: Domain Destination

Relay Outgoing Mail: System

Management Port

IP Address:

Network Mask:

IPv6 Address:

Prefix:

Fully Qualified Hostname:

Accept Incoming Mail: Domain Destination

Relay Outgoing Mail: System

Message Security

IP Reputation Filtering: Enable / Disable

Anti-Spam Scanning Engine None / IronPort

McAfee Anti-Virus Scanning Enable / Disable

Engine
Sophos Anti-Virus Scanning Enable / Disable
Engine
Outbreak Filters Enable / Disable

Table 6: System Setup Worksheet: 1 Listener for All Email Traffic

System Settings

Default System Hostname:
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System Settings

Email System Alerts To:

Deliver Scheduled Reports To:

Time Zone:

NTP Server:

Admin Passphrase:

SenderBase Network Participation:

Enable / Disable

AutoSupport:

Enable / Disable

Network Integration

Gateway:

DNS (Internet or Specify Own):

Interfaces

Data2 Port

IPv4 Address / Netmask:

IPv6 Address / Prefix:

Fully Qualified Hostname:

Accept Incoming Mail:

Domain

Destination

Relay Outgoing Mail:

System

Datal Port

IPv4 Address / Netmask:

IPv6 Address / Prefix:

Fully Qualified Hostname:

Message Security

IP Reputation Filtering:

Enable / Disable

Anti-Spam Scanning Engine

None / IronPort

McAfee Anti-Virus Scanning
Engine

Enable / Disable

Sophos Anti-Virus Scanning
Engine

Enable / Disable
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System Settings

Outbreak Filters Enable / Disable

Using the System Setup Wizard

* Accessing the Web-Based Graphical User Interface (GUI), on page 36

* Defining Basic Configuration Using the Web-Based System Setup Wizard , on page 38
* Setting up the Connection to Active Directory, on page 46

* Proceeding to the Next Steps, on page 47

* Accessing the Command Line Interface (CLI), on page 47

* Running the Command Line Interface (CLI) System Setup Wizard, on page 48

* Configuring your system as an Enterprise Gateway , on page 61

You must use the System Setup Wizard for the initial setup in order to ensure a complete configuration. Later,

you can configure custom options not available in the System Setup Wizard.

You can run the System Setup Wizard using a browser or the command line interface (CLI). For more
information, see Accessing the Web-Based Graphical User Interface (GUI), on page 36 or Running the
Command Line Interface (CLI) System Setup Wizard, on page 48

Before you begin, complete the prerequisites at Preparing for System Setup, on page 30.

A

Caution

A

If you are setting up a virtual email gateway, you will have to use the loadlicense command to load your
virtual email gateway license before running the System Setup Wizard. See the Cisco Content Security Virtual
Appliance Installation Guide for more information.

Caution

A

The System Setup Wizard will completely reconfigure your system. You should only use the System Setup
Wizard the very first time you install the email gateway, or if you want to completely overwrite your existing
configuration.

Caution

The email gateway ships with a default IP address of 192.168.42.42 on the Management port of all hardware
except C170 and C190 email gateways, which use the Data 1 port instead. Before connecting the email gateway
to your network, ensure that no other device’s IP address conflicts with this factory default setting. If you are
configuring a Cisco Secure Email and Web Manager, see Centralizing Services on a Cisco Secure Email and
Web Manager (M-Series), on page 1305.

If you are connecting multiple factory-configured content security appliances to your network, add them one
at a time, reconfiguring each appliance’s default IP address as you go.

Accessing the Webh-Based Graphical User Interface (GUI)

The email gateway has a standard web-based graphical user interface, a new web-based interface for managing
the Email Security Monitor feature (Monitoring, Tracking, and Quarantine), and a command-line interface.
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To access the web-based Graphical User Interface (GUI), open your web browser and point it to 192.168.42.42.

[New Web Interface Only] You can access the new web interface in any one of the following ways:

\)

Note The new web interface of your email gateway uses AsyncOS API HTTP/HTTPS ports (6080/6443) and
trailblazer HTTPS port (4431). You can use the trailblazerconfig command in the CLI to configure the
trailblazer HTTPS ports. Make sure that the trailblazer HTTPS port is opened on the firewall.

* When trailblazerconfig CLI command is enabled, use the following URL -
https://example.com:<trailblazer-https-port>/ng-login

where example.com is the email gateway host name and <trailblazer-https-port> is the trailblazer
HTTPS port configured on the email gateway.

For more information on the trailblazerconfig CLI command, see the Cisco Secure Email Command
Reference Guide.

* Log in to the legacy web interface and click Secure Email Gateway is getting a new look. Try it!! link
to access the new web interface.

Important Notes

» Make sure that AsyncOS API is enabled on the email gateway.
» Make sure that AsyncOS HTTPS API port is not enabled on multiple interfaces.
* You must login to the legacy web interface of the email gateway.

* Iftrailblazerconfig is enabled, the configured HTTPS port must be opened on the firewall. The default
HTTPS port is 4431.

Also ensure that your DNS server can resolve the hostname that you specified for accessing the email
gateway.

Related Topics

* Factory Default Username and Passphrase, on page 37
* Accessing New Web Interface in Dusk Mode, on page 38

Factory Default Username and Passphrase

If you install a new virtual or hardware email gateway, you must change the default passphrase to get complete
access to set up the email gateway. When you log in to the email gateway for the first time, the web interface
prompts you to change the default passphrase, and the CLI limits the access to the following commands till
you change the default passphrase.

» Commit

* Interfaceconfig
* passphrase

* Loadconfig

* Systemsetup
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* loadlicense (for virtual email gateways)
» feature key

* Ping

* Telnet

* netstat

* Username: admin
* Passphrase: ironport

For Example:

login: admin
passphrase: ironport

N

Note If your session times out, you will be asked to re-enter your username and passphrase. If your session times
out while you are running the System Setup Wizard, you will have to start over again.

Accessing the Legacy Web Interface

To access the legacy web interface from the new web interface, click on the gear icon ©F as shown in the
following figure:

Figure 3: Accessing the Legacy Web Interface from the

Monitoring Tracking Quarantine admin L 7 @

The legacy web interface opens in a new browser window. You must log in again to access it.

If you want to log out of the appliance completely, you need to log out of both the new and legacy web
interfaces of your email gateway.

Accessing New Web Interface in Dusk Mode

Dusk Mode is a reversed color scheme that utilizes light-colored typography, UI elements, and iconography
on dark backgrounds.

You can now access the new web interface of your email gateway using the dusk mode.

To switch to the dusk mode, click on the user icon on the top-right corner of the new web interface and select
Dusk Theme.

Defining Basic Configuration Using the Web-Based System Setup Wizard

Procedure

Step 1 Launch the System Setup Wizard
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 1: Start

Step 1: Start .

* Log in to the graphical user interface as described in Accessing the Web-Based Graphical User Interface
(GUI), on page 36.

* On brand new (not upgraded from previous releases of AsyncOS) systems, your browser will automatically
be redirected to the System Setup Wizard.

* Otherwise, on the System Administration tab, click System Setup Wizard in the list of links on the left.

Start. See Step 1: Start, on page 39.

* Read and accept the license agreement

System. See Step 2: System, on page 40.

» Setting the hostname of the email gateway

* Configuring alert settings, report delivery settings, and AutoSupport
* Setting the system time settings, and NTP server

* Resetting the admin passphrase

* Enabling Service Logs

Network. See Step 3: Network, on page 41.

* Defining the default router and DNS settings

* Enabling and configuring network interfaces, including:Configuring incoming mail (inbound
listener)Defining SMTP routes (optional) Configuring outgoing mail (outbound listener) and defining
systems allowed to relay mail through the email gateway (optional)

Security. Se Step 4: Security, on page 45.

* Enabling IP Reputation Filtering
* Enabling the Anti-Spam service
* Enabling the Spam Quarantine
* Enabling the Anti-Virus service
* Enabling Advanced Malware Protection (file reputation and analysis services.)
* Enabling the Outbreak Filters service
Review. See Step 5: Review, on page 46.

» Reviewing your setup and installing the configuration
* At the end of the process, you are prompted to

Commit the changes you have made.

Your changes will not take effect until they have been committed.

Begin by reading the license agreement. Once you have read and agreed to the license agreement, check the
box indicating that you agree and then click Begin Setup to proceed.

You can also view the text of the agreement here: https://support.ironport.com/license/eula.html
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Setup and Installation |

* Setting the Hostname, on page 40

* Configuring System Alerts, on page 40

* Configuring Report Delivery, on page 40

* Setting the Time, on page 40

* Setting the Passphrase, on page 40

* Improving Phishing Detection Efficacy using Service Logs, on page 1135
* Enabling AutoSupport, on page 41

Define the fully-qualified hostname for the email gateway. This name should be assigned by your network
administrator.

Configuring System Alerts

Cisco AsyncOS sends alert messages via email if there is a system error that requires the user’s intervention.
Enter the email address (or addresses) to which to send those alerts.

You must add at least one email address that receives System Alerts. Enter a single email address, or separate
multiple addresses with commas. The email recipients initially receive all types of alerts at all levels, except
for Directory Harvest Attack Prevention alerts. You can add more granularity to the alert configuration later.
For more information, see Alerts, on page 1056.

Configuring Report Delivery

Setting the Time

Setting the Passphrase

Enabling Service Logs

Enter the address to which to send the default scheduled reports. If you leave this value blank, the scheduled
reports are still run. They will be archived on the email gateway rather than delivered.

Set the time zone on the email gateway so that timestamps in message headers and log files are correct. Use
the drop-down menus to locate your time zone or to define the time zone via GMT offset (see Selecting a
GMT Offset, on page 1098 for more information).

You can set the system clock time manually later, or you can use the Network Time Protocol (NTP) to
synchronize time with other servers on your network or the Internet. By default, one entry to the Cisco Systems
time servers ( time.ironport. com) to synchronize the time on your email gateway is already configured.

Set the passphrase for the admin account. This is a required step. When changing the passphrase for the Cisco
AsyncOS admin account, the new passphrase must be six characters or longer. Be sure to keep the passphrase
in a secure location.

In addition to creating a login passphrase manually, you can also create a system-generated passphrase to log
in to your email gateway.

The ‘Service Logs’ are sent to the Cisco Talos Cloud service to improve Phishing detection.

If you enable Service Logs, the Cisco Email Security gateway collects limited personal data from customer
emails and offers extensive useful threat detection capabilities that can be coupled with dedicated analysis
systems to collect, trend, and correlate observed threat activity. Cisco uses the personal data to improve your
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Enabling AutoSupport

Step 3: Network

Enabling AutoSupport .

email gateway capabilities to analyze the threat landscape, provide threat classification solutions on malicious
emails, and to protect your email gateway from new threats such as spam, virus, and directory harvest attacks.

See Improving Phishing Detection Efficacy using Service Logs, on page 1135 for more information.

The AutoSupport feature (enabled by default) keeps the Cisco Customer Support team aware of issues with
your email gateway so that we can provide better support to you. (For more information, see AutoSupport,
on page 1056.)

Click Next to continue.

In Step 3, you define the default router (gateway) and configure the DNS settings, and then set up the email
gateway to receive and or relay email by configuring the Data 1, Data 2, and Management interfaces.

* Configuring DNS and Default Gateway, on page 41
* Configuring Network Interfaces, on page 41

* Accepting Mail, on page 42

* Relaying Mail (Optional), on page 43

* C170 and C190 Installations, on page 44

Configuring DNS and Default Gateway

Type the IP address of the default router (gateway) on your network. You can use an IPv4 address, an [Pv6
address, or both.

Next, configure the DNS (Domain Name Service) settings. Cisco AsyncOS contains a high-performance
internal DNS resolver/cache that can query the Internet’s root servers directly, or the system can use DNS
servers you specify. If you choose to use your own servers, you will need to supply the IP address and hostname
of each DNS server. You can enter up to four DNS servers via the System Setup Wizard. Please note that
DNS servers you enter will have an initial priority of 0. For more information, see Configuring Domain Name
System (DNS) Settings, on page 1080.

)

Note

The email gateway requires access to a working DNS server in order to perform DNS lookups for incoming
connections. If you cannot specify a working DNS server that is reachable by the email gateway while you
are setting up the email gateway, a workaround is to either select “Use Internet Root DNS Servers” or to
specify, temporarily, the IP address of the Management interface so that you can complete the System Setup
Wizard.

Configuring Network Interfaces

Your email gateway has network interfaces that are associated with the physical Ethernet ports on the machine.

To use an interface, mark the “Enable” checkbox and then specify an IP address, network mask, and fully
qualified hostname. The IP address you enter should be the address intended for your inbound mail as reflected
in your DNS records. Typically this address would have an MX record associated with it in DNS. You can

use an IPv4 address, an IPv6 address, or both. If you use both, the interface will accept both types of
connections.
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Each interface can be configured to accept mail (incoming), relay email (outgoing), or appliance management.
During setup, you are limited to one of each. On most email gateways, you would typically use one interface
for incoming, one for outgoing, and one for appliance management. On the C170 and C190 email gateways,
you would typically use one interface for both incoming and outgoing mail, and the other interface for
management.

You must configure one interface to receive email.

Assign and configure a logical IP address to one of the physical Ethernet interfaces on the email gateway. If
you decide to use both the Data 1 Ethernet port and the Data 2 Ethernet port, you need this information for
both connections.

For C390, and C690 appliances: Cisco recommends using one of the physical Ethernet ports to connect
directly to the Internet for the purposes of receiving inbound email through public listeners, and using another
physical Ethernet port to connect directly to your internal network for the purposes of relaying outbound email
through private listeners.

For C190 appliances: Typically, the System Setup Wizard will configure only one physical Ethernet port
with one listener for both receiving inbound email and relaying outbound email.

See Binding Logical IP Addresses to Physical Ethernet Ports, on page 32.
The following information is required:

* The IP address assigned by your network administrator. This can be an IPv4 address, an IPv6 address,
or both.

* For IPv4 addresses: the netmask of the interface. AsyncOS only accepts a netmask in CIDR format. For
example, /24 for the 255.255.255. 0 subnet.

For IPv6 addresses: the prefix in CIDR format. For example /64 for a 64-bit prefix.

* (optional) A fully-qualified hostname for the IP address.

\}

Note

IP addresses within the same subnet cannot be configured on separate physical Ethernet interfaces. See
Assigning Network and IP Addresses, on page 1323 for more detailed information on Network and IP Address

configuration.

When configuring your interfaces to accept mail, you define:

* the domain for which to accept mail
* destination (SMTP Route) for each domain, this is optional

Mark the checkbox for Accept Incoming Mail to configure the interface to accept mail. Enter the name of the
domain for which to accept mail.

Enter the Destination. This is the SMTP Route or name of the machine(s) where you would like to route email
for the domains specified.

This is the first SMTP Routes entry. The SMTP Routes table allows you to redirect all email for each domain
(also known as a Recipient Access Table (RAT) entry) you enter to a specific mail exchange (MX) host. In
typical installations, the SMTP Routes table defines the specific groupware (for example, Microsoft Exchange)
server or the “next hop” in the email delivery for your infrastructure.
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For example, you can define a route that specifies that mail accepted for the domain example.com and all of
its subdomains .example.com is routed the to the groupware server exchange.example.com .

You can enter multiple domains and destinations. Click Add Row to add another domain. Click the trash can
icon to remove a row.

\)

Note Configuring SMTP Routes in this step is optional. If no SMTP routes are defined, the system will use DNS
to lookup and determine the delivery host for the incoming mail received by the listener. (See Routing Email
for Local Domains, on page 707.)

You must add at least one domain to the Recipient Access Table. Enter a domain — example. com, for example.
To ensure that mail destined for any subdomain of example.net will match in the Recipient Access Table,
enter .example.net as well as the domain name. For more information, see Defining Recipient Addresses,
on page 134.

Relaying Mail (Optional)

When configuring your interfaces to relay mail, you define the systems allowed to relay email through the
email gateway.

These are entries in the RELAYLIST of the Host Access Table for a listener. See Sender Group Syntax, on
page 101 for more information.

Mark the check box for Relay Outgoing Mail to configure the interface to relay mail. Enter the hosts that may
relay mail through the email gateway.

When you configure an interface to relay outbound mail, the System Setup Wizard turns on SSH for the
interface as long as no public listeners are configured to use the interface.

In the following example, two interfaces with IPv4 addresses are created:

* 192.168.42.42 remains configured on the Management interface.

* 192.168.1.1 is enabled on the Data 1 Ethernet interface. It is configured to accept mail for domains ending
in .example.com and an SMTP route is defined for exchange.example.com.

* 192.168.2.1 is enabled on the Data 2 Ethernet interface. It is configured to relay mail from
exchange.example.com.
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[ c390, and C690 Installations

€390, and C690 Installations

Figure 4: Network Interfaces: 2 Interfaces in Addition to Management (Segregated Traffic)

C170 and C190 Installations

5 able Data

This interface is typically configurad to accept mail,

IPv4 Address / Netmask: | [11.1.1/24

1Pw6 Address / Prefix: Eggl;dbﬂ;l; 14764

Fully Qualified Hostnare:
Fully qualiisd hostname for this spplisnce

Accept Incoming Mail: | [ Accept mail on this interface

Relay Outgoing Mail: | [ Relay mail on this intsrfacs

Il able Data

This interface is fypically configured fo relay mail,

IPv4 Address / Netmask: | [11.1.2/24

1Pv6 Address / Prefix: Eggl:dbs;h 14/64

Fully Qualified Hostname:
Fulty qualified hostname for this appliance

Accept Incoming Mail: | [] accept mail an this interface

Relay Qutgaing Maili | [ Relay mail on this interface

d able Manage

This interface s typically configured for system administration,

IPv4 Address / Netrask: | [11.1.2/24

IPv6 Address / Prefix: EDDl:dhE:l::M’M

Fully Qualified Hostname: | [rmail.example com
Fully qualified hostname for this appliance

Accept Incoming Mail: | [ accept mall an this interface

Relay Outgeing Mail: | [] relay mail on this interface

For C170 and C190 appliances, the Data 2 interface is typically configured for both incoming and outgoing

mail while the Data 1 interface is used for appliance management.

When configuring a single IP address for all email traffic (nonsegregated traffic), step 3 of the System Setup
Wizard will look like this:

Figure 5: Network Interfaces: 1 IP Address for Incoming and Outgoing (Nonsegregated) Traffic

v able Data

This interface is typically used to sccept and relay mail.

IP Address: | [192.168.1.1

Network Mask: | [255.255.255.0

Fully Qualified Hostname: | [mail3.example.com

Fully qualified hostname for this appliance

Accept Incoming Mail: Accept mail on this interface

Domain

Destination

Add Row

|.axamp\a.:om

example: company.com

exchange.example.com

i.e. An Exchange or Notes server

Relay Outgoing Mail: Relay mail on this intarface

System

Add Row.

[exchange.example.com

exampie: company.com

@

v able Data

This interface is typically used for system administration. (You are currently connected to this interface.)

IP Address: | [192.168.42.42

Network Mask: | [355 255.255.0

Fully Qualified Hostname: mail.example.com
Fully quslified hostname for this appliance

Accept Incoming Mail: | [] Accept mail on this interface

Relay Outgoing Mail: | [] Relay mail on this interface
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Step 4: Security .

Click Next to continue.

In step 4, you configure anti-spam and anti-virus settings. The anti-spam options include IP Reputation Filtering
and selecting an anti-spam scanning engine. For anti-virus, you can enable Outbreak Filters and Sophos or
McAfee anti-virus scanning.

* Enabling IP Reputation Filtering, on page 45

* Enabling Anti-Spam Scanning, on page 45

* Enabling Anti-Virus Scanning, on page 45

* Enabling Advanced Malware Protection (File Reputation and Analysis Services) , on page 45
* Enabling Outbreak Filters, on page 46

Enabling IP Reputation Filtering

The IP Reputation Service can be used as a stand-alone anti-spam solution, but it is primarily designed to
improve the effectiveness of a content-based anti-spam system such as Anti-Spam.

The IP Reputation Service provides an accurate, flexible way for users to reject or throttle suspected spam
based on the connecting IP address of the remote host. The IP Reputation Service returns a score based on
the probability that a message from a given source is spam. The IP Reputation Service is unique in that it
provides a global view of email message volume and organizes the data in a way that makes it easy to identify
and group related sources of email. Cisco strongly suggests that you enable IP Reputation Filtering.

Once enabled, IP Reputation Filtering is applied on the incoming (accepting) listener.

Enabling Anti-Spam Scanning

Your email gateway may ship with a 30-day evaluation key for Anti-Spam software. During this portion of
the System Setup Wizard, you can choose to enable Anti-Spam globally on the email gateway. You can also
elect to not enable the service.

If you choose to enable the anti-spam service, you can configure AsyncOS to send spam and suspected spam
messages to the local Spam Quarantine. The Spam Quarantine serves as the end-user quarantine for the email
gateway. Only administrators can access the quarantine until end-user access is configured.

See Managing Spam and Graymail, on page 383 for all of the Anti-Spam configuration options available on
the email gateway. See Policy, Virus, and Outbreak Quarantines, on page 939.

Enabling Anti-Virus Scanning

Your email gateway may ship with a 30-day evaluation key for the Sophos Anti-Virus or McAfee Anti-Virus
scanning engines. During this portion of the System Setup Wizard, you can choose to enable an anti-virus
scanning engine globally on the email gateway.

If you choose to enable an anti-virus scanning engine, it is enabled for both the default incoming and default
outgoing mail policies. The email gateway scans mail for viruses, but it does not repair infected attachments.
The email gateway drops infected messages.

See Anti-Virus, on page 365 for all of the anti-virus configuration options available on the email gateway.

Enabling Advanced Malware Protection (File Reputation and Analysis Services)

Advanced Malware Protection obtains reputation information about attached files from a cloud-based service.

For more information, see File Reputation Filtering and File Analysis, on page 487
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Enabling Outbreak Filters

Step 5: Review

Your email gateway may ship with a 30-day evaluation key for Outbreak Filters. Outbreak Filters provide a
“first line of defense” against new virus outbreaks by quarantining suspicious messages until traditional
anti-virus security services can be updated with a new virus signature file.

See Outbreak Filters, on page 427 for more information.

Click Next to continue.

A summary of the configuration information is displayed. You can edit the System Settings, Network
Integration, and Message Security information by clicking the Previous button or by clicking the corresponding
Edit link in the upper-right of each section. When you return to a step to make a change, you must proceed
through the remaining steps until you reach this review page again. All settings you previously entered will
be remembered.

Once you are satisfied with the information displayed click Install This Configuration.
A confirmation dialog is displayed. Click Install to install the new configuration.

Your email gateway is now ready to send email.

\}

Note

Clicking Install will cause the connection to the current URL (http://192.168.42.42) to be lost if you changed

the IP address of the interface you used to connect to the email gateway from the default. However, your
browser will be redirected to the new IP address.

Once System Setup is complete, several alert messages are sent. See Immediate Alerts, on page 61 for more
information.

Setting up the Connection to Active Directory

Step 1

If the System Setup Wizard properly installs the configuration on the email gateway, the Active Directory
Wizard appears. If you are running an Active Directory server on your network, use the Active Directory
Wizard to configure an LDAP server profile for the Active Directory server and assign a listener for recipient
validation. If you are not using Active Directory or want to configure it later, click Skip this Step. You can
run the Active Directory Wizard on the System Administration > Active Directory Wizard page. You can
also configure Active Directory and other LDAP profiles on the System Administration > LDAP page.

The Active Directory Wizard retrieves the system information needed to create an LDAP server profile, such
as the authentication method, the port, the base DN, and whether SSL is supported. The Active Directory
Wizard also creates LDAP accept and group queries for the LDAP server profile.

After the Active Directory Wizard creates the LDAP server profile, use the System Administration > LDAP
page to view the new profile and make additional changes . It is recommended that you avoid changing LDAP
settings on Cisco Secure Email Gateway.

Procedure

On the Active Directory Wizard page, click Run Active Directory Wizard.
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Step 2
Step 3
Step 4

Step 5

Step 6

Proceeding to the Next Steps .

Enter the host name for the Active Directory server.
Enter a username and passphrase for the authentication request.
Click Next to continue.

The Active Directory Wizard tests the connection to the Active Directory server. If successful, the Test
Directory Settings page is displayed.

Test the directory settings by entering an email address that you know exists in the Active Directory and
clicking Test. The results appear in the connection status field.

Click Done.

Proceeding to the Next Steps

After you successfully configure your email gateway to work with your Active Directory Wizard, or skip the
process, the System Setup Next Steps page appears.

Click the links on the System Setup Next Steps page to proceed with the configuration of your email gateway.

Accessing the Command Line Interface (CLI)

Access to the CLI varies depending on the management connection method you chose in Connecting to the
Email Gateway, on page 31. The factory default username and passphrase are listed next. Initially, only the
admin user account has access to the CLI. You can add other users with differing levels of permission after
you have accessed the command line interface for the first time via the admin account. (For information about
adding users, see Adding Users , on page 990.) The System Setup Wizard asks you to change the passphrase
for the admin account. The passphrase for the admin account can also be reset directly at any time using the
passphrase command.

To connect via Ethernet: Start an SSH session with the factory default IP address 192.168.42.42. SSH is
configured to use port 22. Enter the username and passphrase below.

To connect via a Serial connection: Start a terminal session with the communication port on your personal
computer that the serial cable is connected to. Use the settings for serial port outlined in Connecting to the
Email Gateway, on page 31. Enter the username and passphrase below.

Log in to the email gateway by entering the username and passphrase.

Related Topics

* Factory Default Username and Passphrase, on page 37

Factory Default Username and Passphrase

If you install a new virtual or hardware email gateway, you must change the default passphrase to get complete
access to set up the email gateway. When you log in to the email gateway for the first time, the web interface
prompts you to change the default passphrase, and the CLI limits the access to the following commands till
you change the default passphrase.

* Commit

* Interfaceconfig
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* passphrase

* Loadconfig

* Systemsetup

* loadlicense (for virtual email gateways)
« feature key

* Ping

* Telnet

* netstat

» Username: admin
* Passphrase: ironport

For Example:

login: admin
passphrase: ironport

\)

Note If your session times out, you will be asked to re-enter your username and passphrase. If your session times
out while you are running the System Setup Wizard, you will have to start over again.

Running the Command Line Interface (CLI) System Setup Wizard

The CLI version of the System Setup Wizard basically mirrors the steps in the GUI version, with a few minor
exceptions:

* The CLI version includes prompts to enable the web interface.

* The CLI version allows you to edit the default Mail Flow Policy for each listener you create.

*» The CLI version contains prompts for configuring the global Anti-Virus and Outbreak Filters security
settings.

* The CLI version does not prompt you to create an LDAP profile after the system setup is complete. Use
the 1dapconfig command to create an LDAP profile.

To run the System Setup Wizard, type systemsetup at the command prompt.

IronPort> systemsetup

The System Setup Wizard warns you that you will reconfigure your system. If this is the very first time you
are installing the email gateway, or if you want to completely overwrite your existing configuration, answer
“Yes” to this question.

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.
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Are you sure you wish to continue? [Y]> Y

)

Note The remainder of the system setup steps are described below. Examples of the CLI System Setup Wizard
dialogue will only be included for sections that deviate from the GUI System Setup Wizard described above
in Defining Basic Configuration Using the Web-Based System Setup Wizard , on page 38.

Related Topics

* Change the Admin Passphrase, on page 49

* Accept the License Agreement, on page 49

* Set the Hostname , on page 49

* Assign and Configure Logical IP Interface(s), on page 50
* Specify the Default Gateway, on page 50

* Enable the Web Interface, on page 51

* Configure the DNS Settings, on page 51

* Create a Listener, on page 51

* Enable Anti-Spam, on page 58

* Select a Default Anti-Spam Scanning Engine, on page 59
* Enable the Spam Quarantine, on page 59

* Enable Anti-Virus Scanning, on page 59

* Enable Outbreak Filters , on page 59

* Configure the Alert Settings and AutoSupport, on page 60
* Configure Scheduled Reporting, on page 60

* Configure Time Settings, on page 60

» Commit Changes, on page 60

* Test the Configuration, on page 60

* Immediate Alerts, on page 61

Change the Admin Passphrase

First, you change the passphrase for the AsyncOS admin account. You must enter the old passphrase to
continue. The new passphrase must be six characters or longer. Be sure to keep the passphrase in a secure
location. Changes made to the passphrase are effective once the system setup process is finished.

In addition to creating a login passphrase manually, you can also create a system-generated passphrase to log
in to your email gateway.

Accept the License Agreement

Read and accept the software license agreement that is displayed.

Set the Hostname

Next, you define the fully-qualified hostname for the email gateway. This name should be assigned by your
network administrator.
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Assign and Configure Logical IP Interface(s)

The next step assigns and configures a logical IP interface on the physical Ethernet interface named Management
(on C390, and C690 appliances) or Data 1 (on C190 appliances), and then prompts you to configure a logical
IP interface on any other physical Ethernet interfaces available on the email gateway.

Each Ethernet interface can have multiple IP interfaces assigned to it. An IP interface is a logical construct
that associates an IP address and hostname with a physical Ethernet interface. If you decided to use both the
Data 1 and Data 2 Ethernet ports, you need the IP addresses and hostnames for both connections.

For C390, and C690 appliances: Cisco recommends using one of the physical Ethernet ports to connect
directly to the Internet for the purposes of receiving inbound email through public listeners, and using another
physical Ethernet port to connect directly to your internal network for the purposes of relaying outbound email
through private listeners.

For C190 appliances: By default, the systemsetup command will configure only one physical Ethernet port
with one listener for receiving inbound email and relaying outbound email.

)

Note When you configure an interface to relay outbound mail, the system turns on SSH for the interface as long
as no public listeners are configured to use the interface.

The following information is required:

» A name (nickname) created by you to refer to the IP interface later. For example, if you are using one
Ethernet port for your private network and the other for the public network, you may want to name them
PrivateNet and PublicNet, respectively.

\}

Note The names you define for interfaces are case-sensitive. AsyncOS will not allow
you to create two identical interface names. For example, the names Privatenet
and PrivateNet are considered as two different (unique) names.

* The IP address assigned by your network administrator. This is can be an IPv4 or IPv6 address, You
can assign both types of IP addresses to a single IP interface.

* The netmask of the interface. The netmask must be in CIDR format. For example, use /24 for the
255.255.255.0 subnet.

\)

Note [P addresses within the same subnet cannot be configured on separate physical
Ethernet interfaces. See Assigning Network and IP Addresses, on page 1323 for
more detailed information on Network and IP Address configuration.

For C190 appliances, the Data 2 interface is configured first.

Specify the Default Gateway

In the next portion of the systemsetup command, you type the IP address of the default router (gateway) on
your network.
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Enable the Web Interface

In the next portion of the systemsetup command, you enable the web interface for the email gateway (for
the Management Ethernet interface). You can also choose to run the web interface over secure HTTP ( https
). If you choose to use HTTPS, the system will use a demonstration certificate until you upload your own
certificate.

Configure the DNS Settings

Next, you configure the DNS (Domain Name Service) settings. Cisco AsyncOS contains a high-performance
internal DNS resolver/cache that can query the Internet’s root servers directly, or the system can use your
own DNS servers. If you choose to use your own servers, you will need to supply the IP address and hostname
of each DNS server. You can enter as many DNS servers as you need (each server will have a priority of 0.).
By default, systemsetup prompts you to enter the addresses for your own DNS servers.

Create a Listener

A “listener” manages inbound email processing services that will be configured on a particular IP interface.
Listeners only apply to email entering the email gateway — either from your internal systems or from the
Internet. Cisco AsyncOS uses listeners to specify criteria that messages must meet in order to be accepted
and relayed to recipient hosts. You can think of a listener as an email listener (or even a “SMTP daemon’)
running for IP addresses you specified above.

For C390, and C690 appliances: By default, the systemsetup command configures two listeners — one
public and one private. (For more information on the types of listeners available, see Configuring the Gateway
to Receive Email, on page 75.)

For C190 appliances: By default, the systemsetup command configures one public listener for both receiving
mail from the Internet and for relaying email from your internal network. See Listener Example for C190
Appliances , on page 56.

When you define a listener, you specify the following attributes:

* A name (nickname) created by you to refer to the listener later. For example, the listener that accepts
email from your internal systems to be delivered to the Internet may be called OutboundMail.

* One of the IP interfaces (that you created earlier in the systemsetup command) on which to receive
email.

* The name of the machine(s) to which you want to route email (public listeners only). (This is the first
smtproutes entry. See Routing Email for Local Domains, on page 707.)

» Whether or not to enable filtering based on IP Reputation Scores for public listeners. If enabled, you are
also prompted to select between Conservative, Moderate, or Aggressive settings.

* Rate-limiting per host: the maximum number of recipients per hour you are willing to receive from a
remote host (public listeners only).

* The recipient domains or specific addresses you want to accept email for (public listeners) or the systems
allowed to relay email through the email gateway (private listeners). (These are the first Recipient Access
Table and Host Access Table entries for a listener. See Sender Group Syntax, on page 101 and Adding
Domains and Users For Which to Accept Messages, on page 133 for more information.)

Related Topics

* Public Listener, on page 52
* Private Listener, on page 54
* Listener Example for C190 Appliances , on page 56
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Public Listener

\)

Note The following examples of creating a public and private listener apply to C390, and C690 appliances only.
For C190 appliances, skip to the next section, Listener Example for C190 Appliances , on page 56.

In this example portion of the systemsetup command, a public listener named InboundMail is configured to
run on the PublicNet IP interface. Then, it is configured to accept all email for the domain example.com. An
initial SMTP route to the mail exchange exchange.example.com is configured. Rate limiting is enabled, and
the maximum value of 4500 recipients per hour from a single host is specified for the public listener.

)

Note The value you enter for maximum recipients per hour you are willing to receive from a remote host is a
completely arbitrary value, one that is usually relative to the size of the enterprise for which you are
administering email. For example, a sender who sends 200 messages in an hour might be considered a
“spammer” (sender of unsolicited bulk email), but if you are configuring the email gateway to handle all email
for a 10,000 person company, 200 messages per hour from a remote host may be a reasonable value. Conversely,
in a 50-person company, someone sending 200 messages in an hour to you may be an obvious spammer. You
must choose an appropriate value when you enable rate-limiting on a public listener (throttle) inbound email
for your enterprise. For more information on Default Host Access policies, see Sender Group Syntax, on page
101.

The default host access policy for the listener is then accepted.

You are now going to configure how the appliance accepts mail by
creating a "Listener".

Please create a name for this listener (Ex: "InboundMail"):

[1> InboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 3
Enter the domains or specific addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.
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v

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

"

Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[1> example.com

Would you like to configure SMTP routes for example.com? [Y]> y

Enter the destination mail server which you want mail for example.com to be delivered.
Separate multiple entries with commas.

[1> exchange.example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number

of recipients per hour you are willing to receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 4500

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 1,000
Maximum Number Of Messages Per Connection: 1,000
Maximum Number Of Recipients Per Message: 1,000
Maximum Number Of Recipients Per Hour: 4,500

Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
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Use SenderBase for Flow Control: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk

In this example portion of the systemsetup command, a private listener named OutboundMail is configured
to run on the PrivateNet IP interface. Then, it is configured to relay all email for all hosts within the domain
example.com . (Note the dot at the beginning of the entry: .example.com)

The default value for rate limiting (not enabled) and the default host access policy for this listener are then
accepted.

Note that the default values for a private listener differ from the public listener created earlier. For more
information, see Working with Listeners, on page 76.

Do you want to configure the appliance to relay mail for internal hosts? [Y]> y

Please create a name for this listener (Ex: "OutboundMail") :

[1> OutboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 2

Please specify the systems allowed to relay email through the appliance.
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Hostnames such as "example.com" are allowed.

Partial hostnames such as

IP addresses,

v

'.example.com" are allowed.

IP address ranges, and partial IP addressed are allowed.

Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener?
(Rate limiting defines the maximum number of recipients per hour you are willing
to receive from a remote domain.) [N]> n

Default

Policy

Parameters

Maximum

Maximum

Maximum

Maximum

Maximum

Message Size: 100M

Number

Number

Number

Number

Use SenderBase

Of Connections From A Single IP: 600

Of Messages Per Connection: 10,000

Of Recipients Per Message: 100,000

Of Recipients Per Hour: Disabled

for Flow Control: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMAil created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk
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\)

Note The following example of creating a listener applies to C170 and C190 appliances only.

In this example portion of the systemsetup command, a listener named Maillnterface is configured to run on
the MailNet IP interface. Then, it is configured to accept all email for the domain example.com . An initial
SMTP route to the mail exchange exchange . example.comis configured. Then, the same listener is configured
to relay all email for all hosts within the domain example.com . (Note the dot at the beginning of the entry:

.example.com)

Rate limiting is enabled, and the maximum value of 450 recipients per hour from a single host is specified
for the public listener.

)

Note The value you enter for maximum recipients per hour you are willing to receive from a remote host is a
completely arbitrary value, one that is usually relative to the size of the enterprise for which you are
administering email. For example, a sender who sends 200 messages in an hour might be considered a
“spammer” (sender of unsolicited bulk email), but if you are configuring the email gateway to handle all email
for a 10,000 person company, 200 messages per hour from a remote host may be a reasonable value. Conversely,
in a 50-person company, someone sending 200 messages in an hour to you may be an obvious spammer. You
must choose an appropriate value when you enable rate-limiting on a public listener (throttle) inbound email
for your enterprise. For more information on Default Host Access policies, see Sender Group Syntax, on page
101.

The default host access policy for the listener is then accepted.
You are now going to configure how the appliance accepts mail by creating a "Listener".
Please create a name for this listener (Ex: "MailInterface"):

[1> MailInterface

Please choose an IP interface for this Listener.
1. MailNet (10.1.1.1/24: mail3.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

[11> 1
Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.
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v

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

"

Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[1> example.com
Would you like to configure SMTP routes for example.com? [Y]> y
Enter the destination mail server where you want mail for example.com to be delivered.

Separate multiple entries with commas.

[1> exchange.example.com

Please specify the systems allowed to relay email through the appliance.
Hostnames such as "example.com" are allowed.

v

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener?

(Rate limiting defines the maximum number of recipients per hour you are willing
to receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 450

Default Policy Parameters
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Maximum Message Size: 10M

Maximum Number Of Connections From A Single IP: 50

Maximum Number Of Messages Per Connection: 100

Maximum Number Of Recipients Per Message: 100

Maximum Number Of Recipients Per Hour: 450

Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Would you like to change the default host access policy? [N]>

Listener MaillInterface created.

Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk

A\
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Note

Because the systemsetup command only configures one listener for both inbound and outbound mail for
C170 and C190 appliances, all outgoing mail will be calculated in the Mail Flow Monitor feature (which is

normally used for inbound messages). See Using Email Security Monitor, on page 845

Enable Anti-Spam

Your email gateway ships with a 30-day evaluation key for the Anti-Spam software. During this portion of
the systemsetup command, you can choose to accept the license agreements and enable Anti-Spam globally

on the email gateway.

Anti-Spam scanning will then be enabled on the incoming mail policy.
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\)

Note If you do not accept the license agreement, Anti-Spam is not enabled on the email gateway.

See Managing Spam and Graymail, on page 383 for all of the Anti-Spam configuration options available on
the email gateway.

Select a Default Anti-Spam Scanning Engine

If you have enabled more than one anti-spam scanning engine, you are prompted to select which engine will
be enabled for use on the default incoming mail policy.

Enable the Spam Quarantine

If you choose to enable an anti-spam service, you can enable the incoming mail policy to send spam and
suspected spam messages to the local Spam Quarantine. Enabling the Spam Quarantine also enables the
end-user quarantine on the email gateway. Only administrators can access the end-user quarantine until
end-user access is configured.

See Setting Up the Local Spam Quarantine, on page 958 .

Enable Anti-Virus Scanning

Your email gateway ships with a 30-day evaluation key for virus scanning engines. During this portion of the
systemsetup command, you can choose to accept one or more license agreements and enable anti-virus
scanning on the email gateway. You must accept a license agreement for each anti-virus scanning engine you
want to enable on your email gateway.

After you accept the agreement, the anti-virus scanning engine you selected is enabled on the incoming mail
policy. The email gateway scans incoming mail for viruses, but it does not repair infected attachments. The
appliance drops infected messages.

See Anti-Virus, on page 365 for the anti-virus configuration options available on the email gateway.

Enable Outbreak Filters

Outhreak Filters

This next step prompts you to enable Outbreak Filters. Your email gateway ships with a 30-day evaluation
key for Outbreak Filters.

Related Topics
* Outbreak Filters, on page 59

Outbreak Filters provide a “first line of defense” against new virus outbreaks by quarantining suspicious
messages until traditional Anti-Virus security services can be updated with a new virus signature file. If
enabled, Outbreak Filters will be enabled on the default Incoming Mail Policy.

If you choose to enable Outbreak Filters, enter a threshold value and whether you would like to receive
Outbreak Filters alerts. For more information about Outbreak Filters and threshold values, see Outbreak Filters,
on page 427.
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Configure the Alert Settings and AutoSupport

Cisco AsyncOS sends alert messages to a user via email if there is a system error that requires the user’s
intervention. Add at least one email address that receives system alerts. Separate multiple addresses with
commas. The email addresses that you enter initially receive all types of alerts at all levels, except for Directory
Harvest Attack Prevention alerts. You can add more granularity to the alert configuration later using the
alertconfig command in the CLI or the System Administration > Alerts page in the GUI. For more
information, see section Alerts of chapter Distributing Administrative Tasks of the Cisco Secure Email
Gateway Guide.

The AutoSupport feature keeps the Cisco Customer Support team aware of issues with your email gateway
so that Cisco can provide industry-leading support to you. Answer “Yes” to send Cisco support alerts and
weekly status updates. (For more information, see section AutoSupport of chapter Distributing Administrative
Tasks of the Cisco Secure Email Gateway Guide.)

Configure Scheduled Reporting

Enter an address to which to send the default scheduled reports. You can leave this value blank and the reports
will be archived on the email gateway instead of sent via email.

Configure Time Settings

Cisco AsyncOS allows you to use the Network Time Protocol (NTP) to synchronize time with other servers
on your network or the Internet, or to manually set the system clock. You must also set the time zone on the
email gateway so that timestamps in message headers and log files are correct. You can also use the Cisco
Systems time servers to synchronize the time on your email gateway.

Choose the Continent, Country, and Timezone and whether to use NTP including the name of the NTP server
to use.

Commit Changes

Finally, the System Setup Wizard will ask you to comni t the configuration changes you have made throughout
the procedure. Answer “Yes” if you want to commit the changes.

When you have successfully completed the System Setup Wizard, the following message will appear and you
will be presented with the command prompt:

Congratulations! System setup is complete. For advanced configuration, please refer to the
User Guide.

mail3.example.com>

The email gateway is now ready to send email.

Test the Configuration

To test the Cisco AsyncOS configuration, you can use the mailconfig command immediately to send a test
email containing the system configuration data you just created with the systemsetup command:

mail3.example.com> mailconfig

Please enter the email address to which you want to send
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the configuration file. Separate multiple addresses with commas.

[1> user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com>

Send the configuration to a mailbox to which you have access to confirm that the system is able to send email
on your network.

Immediate Alerts

The email gateway uses feature keys to enable features. The first time you create a listener in the systemsetup
command, enable Anti-Spam, enable Sophos or McAfee Anti-Virus, or enable Outbreak Filters, an alert is
generated and sent to the addresses you specified in Step 2: System, on page 40.

The alert notifies you periodically of the time remaining on the key. For example:

Your "Receiving" key will expire in under 30 day(s).
Please contact IronPort Customer Support.

Your "Sophos" key will expire in under 30 day(s).
Please contact IronPort Customer Support.

Your "Outbreak Filters" key will expire in under 30 day(s).
Please contact IronPort Customer Support.

For information on enabling a feature beyond the 30-day evaluation period, contact your Cisco sales
representative. You can see how much time remains on a key via the System Administration > Feature
Keys page or by issuing the featurekey command. (For more information, see Feature Keys, on page 1026.)

Configuring your system as an Enterprise Gateway

To configure your system as an Enterprise Gateway (accepting email from the Internet), complete this chapter
first, and then see Configuring the Gateway to Receive Email, on page 75 for more information.

Verifying Your Configuration and Next Steps

Now that system setup is complete, your email gateway should be sending and receiving email. If you have
enabled the anti-virus, anti-spam, and virus-outbreak filters security features, the system will also be scanning
incoming and outgoing mail for spam and viruses.

The next step is to understand how to customize your email gateway's configuration. Understanding the Email
Pipeline, on page 63 provides a detailed overview of how email is routed through the system. Each feature
is processed in order (from top to bottom) and is described in the remaining chapters of this guide.
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Understanding the Email Pipeline

This chapter contains the following sections:

* Overview of the Email Pipeline, on page 63
* Email Pipeline Flows, on page 63

* Incoming / Receiving, on page 66

» Work Queue / Routing, on page 68

* Delivery, on page 72

Overview of the Email Pipeline

The Email Pipeline is the flow of email as it is processed by the email gateway. It has three phases:

* Receipt — As the email gateway connects to a remote host to receive incoming email, it adheres to
configured limits and other receipt policies. For example, verifying that the host can send your users
mail, enforcing incoming connection and message limits, and validating the message’s recipient.

» Work Queue — The email gateway processes incoming and outgoing mail, performing tasks such as
filtering, safelist/blocklist scanning, anti-spam and anti-virus scanning, Outbreak Filters, and quarantining.

* Delivery — As the email gateway connects to send outgoing email, it adheres to configured delivery
limits and policies. For example, enforcing outbound connection limits and processing undeliverable
messages as specified.

Email Pipeline Flows

The following figures provide an overview of how email is processed through the system, from receipt to
routing to delivery. Each feature is processed in order (from top to bottom). You can test most of the
configurations of features in this pipeline using the trace command.
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Figure 6: Email Pipeline — Receiving Email Connections
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Figure 7: Email Pipeline — Work Queue
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Figure 8: Email Pipeline — Delivering Email
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Incoming / Receiving

The receiving phase of the Email Pipeline involves the initial connection from the sender’s host. Each message’s
domains can be set, the recipient is checked, and the message is handed off to the work queue.

Related Topics

* Host Access Table (HAT), Sender Groups, and Mail Flow Policies, on page 66
* Received: Header, on page 67

* Default Domain, on page 67

* Bounce Verification, on page 67

* Domain Map, on page 67

* Recipient Access Table (RAT), on page 67

* Alias Tables, on page 67

* LDAP Recipient Acceptance, on page 68

* SMTP Call-Ahead Recipient Validation, on page 68

Host Access Table (HAT), Sender Groups, and Mail Flow Policies

The HAT allows you to specify hosts that are allowed to connect to a listener (that is, which hosts you will
allow to send email).

Sender Groups are used to associate one or more senders into groups, upon which you can apply message
filters, and other Mail Flow Policies. Mail Flow Policies are a way of expressing a group of HAT parameters
(access rule, followed by rate limit parameters and custom SMTP codes and responses).

Together, sender groups and mail flow policies are defined in a listener’s HAT.

Host DNS verification settings for sender groups allow you to classify unverified senders prior to the SMTP
conversation and include different types of unverified senders in your various sender groups.

While the connecting host was subject to Host DNS verification in sender groups — prior to the SMTP
conversation — the domain portion of the envelope sender is DNS verified in mail flow policies, and the
verification takes place during the SMTP conversation. Messages with malformed envelope senders can be
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Received: Header .

ignored. You can add entries to the Sender Verification Exception Table — a list of domains and email
addresses from which to accept or reject mail despite envelope sender DNS verification settings.

Sender reputation filtering allows you to classify email senders and restrict access to your email infrastructure
based on sender’s trustworthiness as determined by the IP Reputation Service.

For more information, see Understanding Predefined Sender Groups and Mail Flow Policies, on page 108.

Received: Header

Using the 1istenerconfig command, you can configure a listener to not include the Received: header
by default to all messages received by the listener.

For more information, see Working with Listeners, on page 76.

Default Domain

You can configure a listener to automatically append a default domain to sender addresses that do not contain
fully-qualified domain names; these are also known as “bare” addresses (such as “joe” vs. “joe@example.com”).

For more information, see Working with Listeners, on page 76.

Bounce Verification

Domain Map

Outgoing mail is tagged with a special key, and so if that mail is sent back as a bounce, the tag is recognized
and the mail is delivered. For more information, see Bounce Verification, on page 745.

For each listener you configure, you can construct a domain map table which rewrites the envelope recipient
for each recipient in a message that matches a domain in the domain map table. For example, joe@old.com
-> joe@new.com

For more information, see The Domain Map Feature, on page 730.

Recipient Access Table (RAT)

Alias Tables

For inbound email only, the RAT allows you to specify a list of all local domains for which the email gateway
will accept mail.

For more information, see Overview of Accepting or Rejecting Connections Based on the Recipient’s Address,
on page 131.

Alias tables provide a mechanism to redirect messages to one or more recipients. Aliases are stored in a
mapping table. When the envelope recipient (also known as the Envelope To, or RCPT TO ) of an email
matches an alias as defined in an alias table, the envelope recipient address of the email will be rewritten.

For more information about Alias Tables, see Creating Alias Tables, on page 713.
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LDAP Recipient Acceptance

You can use your existing LDAP infrastructure to define how the recipient email address of incoming messages
(on a public listener) should be handled during the SMTP conversation or within the workqueue. For more
informaiton, see Working with Listeners, on page 76. This allows the email gateway to combat directory
harvest attacks (DHAP) in a unique way: the system accepts the message and performs the LDAP acceptance
validation within the SMTP conversation or the work queue. If the recipient is not found in the LDAP directory,
you can configure the system to perform a delayed bounce or drop the message entirely.

For more information, see Working with LDAP Queries, on page 797.

SMTP Call-Ahead Recipient Validation

When you configure your email gateway for SMTP call-ahead recipient validation, the email gateway suspends
the SMTP conversation with the sending MTA while it “calls ahead” to the SMTP server to verify the recipient.
When the email gateway queries the SMTP server, it returns the SMTP server’s response to the email gateway.
The email gateway resumes the SMTP conversation and sends a response to the sending MTA, allowing the
conversation to continue or dropping the connection based on the SMTP server response (and settings you
configure in the SMTP Call-Ahead profile).

For more information, see Validating Recipients Using an SMTP Server, on page 673

Work Queue / Routing

The Work Queue is where the received message is processed before moving to the delivery phase. Processing
includes masquerading, routing, filtering, safelist/blocklist scanning, anti-spam and anti-virus scanning, file
reputation scanning and analysis, Outbreak Filters, and quarantining.

\}

Note Data loss prevention (DLP) scanning is only available for outgoing messages. For information on where DLP
message scanning occurs in the Work Queue, see Message Splintering, on page 270.

Related Topics

* Email Pipeline and Security Services, on page 68

* LDAP Recipient Acceptance, on page 68

* Masquerading or LDAP Masquerading, on page 69

* LDAP Routing, on page 69

* Message Filters, on page 69

* Email Security Manager (Per-Recipient Scanning), on page 70
* Quarantines, on page 71

Email Pipeline and Security Services

It is recommended that you enable and avoid changing security services on Cisco Secure Email Gateway.

Note, as a general rule, changes to security services (anti-spam scanning, anti-virus scanning, and Outbreak
Filters) do not affect messages already in the work queue. As an example:
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If a message bypasses anti-virus scanning when it first enters the pipeline because of any of these reasons:

* anti-virus scanning was not enabled globally for the appliance, or
» the HAT policy was to skip anti-virus scanning, or
« there was a message filter that caused the message to bypass anti-virus scanning,

then the message will not be anti-virus scanned upon release from the quarantine, regardless of whether
anti-virus scanning has been re-enabled. However, messages that bypass anti-virus scanning due to mail
policies may be anti-virus scanned upon release from a quarantine, as the mail policy's settings may have
changed while the message was in the quarantine. For example, if a message bypasses anti-virus scanning
due to a mail policy and is quarantined, then, prior to release from the quarantine, the mail policy is updated
to include anti-virus scanning, the message will be anti-virus scanned upon release from the quarantine.

Similarly, suppose you had inadvertently disabled anti-spam scanning globally (or within the HAT), and you
notice this after mail is in the work queue. Enabling anti-spam at that point will not cause the messages in the
work queue to be anti-spam scanned.

LDAP Recipient Acceptance

You can use your existing LDAP infrastructure to define how the recipient email address of incoming messages
(on a public listener) should be handled during the SMTP conversation or within the workqueue. For more
informaiton, see Working with Listeners, on page 76. This allows the email gateway to combat directory
harvest attacks (DHAP) in a unique way: the system accepts the message and performs the LDAP acceptance
validation within the SMTP conversation or the work queue. If the recipient is not found in the LDAP directory,
you can configure the system to perform a delayed bounce or drop the message entirely.

For more information, see Working with LDAP Queries, on page 797.

Masquerading or LDAP Masquerading

Masquerading is a feature that rewrites the envelope sender (also known as the sender, or MAIL FROM ) and
the To:, From:, and/or CC: headers on email processed by a private or public listener according to a table you
construct. You can specify different masquerading parameters for each listener you create in one of two ways:
via a static mapping table, or via an LDAP query.

For more information about masquerading via a static mapping table, see Configuring Masquerading, on page
720.

For more information about masquerading via an LDAP query, see Working with LDAP Queries, on page
797.

LDAP Routing

You can configure your email gateway to route messages to the appropriate address and/or mail host based
upon the information available in LDAP directories on your network.

For more information, see Working with LDAP Queries, on page 797.

Message Filters

Message filters allow you to create special rules describing how to handle messages and attachments as they
are received. Filter rules identify messages based on message or attachment content, information about the

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



Understanding the Email Pipeline |

. Email Security Manager (Per-Recipient Scanning)

network, message envelope, message headers, or message body. Filter actions allow messages to be dropped,
bounced, archived, quarantined, blind carbon copied, or altered.

For more information, see Using Message Filters to Enforce Email Policies, on page 137.

Multi-recipient messages are “splintered” after this phase, prior to Email Security Manager. Splintering
messages refers to creating splinter copies of emails with single recipients, for processing via Email Security
Manager.

Email Security Manager (Per-Recipient Scanning)

« Safelist/Blocklist Scanning, on page 70

* Anti-Spam, on page 70

* Anti-Virus, on page 70

*» Graymail Detection and Safe Unsubscribing, on page 71
* File Reputation Scanning and File Analysis , on page 71
* Content Filters, on page 71

* Outbreak Filters, on page 71

Safelist/Blocklist Scanning

Anti-Spam

Anti-Virus

End user safelists and blocklists are created by end users and stored in a database that is checked prior to
anti-spam scanning. Each end user can identify domains, sub domains or email addresses that they wish to
always treat as spam or never treat as spam. If a sender address is part of an end users safelist, anti-spam
scanning is skipped, and if the sender address is listed in the blocklist, the message may be quarantined or
dropped depending on administrator settings. For more information about configuring safelists and blocklists,
see Spam Quarantine, on page 957.

Anti-spam scanning offers complete, Internet-wide, server-side anti-spam protection. It actively identifies
and defuses spam attacks before they inconvenience your users and overwhelm or damage your network,
allowing you to remove unwanted mail before it reaches your users’ inboxes, without violating their privacy.

Anti-spam scanning can be configured to deliver mail to the Spam Quarantine (either on- or off-box). Messages
released from the Spam Quarantine proceed directly to the destination queue, skipping any further work queue
processing in the email pipeline.

For more information, see Managing Spam and Graymail, on page 383 .

Your email gateway includes integrated virus scanning engines. You can configure the email gateway to scan
messages and attachments for viruses on a per-“mail policy” basis. You can configure the email gateway to
take actions such as the following when a virus is found:

* attempt to repair the attachment

* drop the attachment

» modify the subject header

* add an additional X- header

* send the message to a different address or mailhost
* archive the message
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Graymail Detection and Safe Unsubscribing .

* delete the message

Messages released from quarantines (see Quarantines, on page 71) are scanned for viruses. For more
information about Anti-Virus scanning, see Anti-Virus, on page 365 .

Graymail Detection and Safe Unsubscribing

You can configure the email gateway to detect graymail messages and perform secure unsubscribe on behalf
of the end user. Available actions are similar to those for anti-virus scanning.

For more information, see Managing Spam and Graymail, on page 383.

File Reputation Scanning and File Analysis

Content Filters

Outbreak Filters

Quarantines

You can configure the email gateway to scan message attachments for emerging and targeted threats. Available
actions are similar to those for anti-virus scanning.

For more information, see File Reputation Filtering and File Analysis, on page 487

You can create content filters to be applied to messages on a per-recipient or per-sender basis. Content filters
are similar to message filters, except that they are applied later in the email pipeline — after a message has
been “splintered” into a number of separate messages for each matching Email Security Manager policy. The
functionality of content filters is applied after message filters processing and anti-spam and anti-virus scanning
have been performed on a message.

For more information about Content Filters, see Content Filters, on page 279.

Cisco’s Outbreak Filters feature includes special filters that act proactively to provide a critical first layer of
defense against new outbreaks. Based on Outbreak Rules published by Cisco, messages with attachments of
specific filetypes can be sent to a quarantine named Outbreak.

Messages in the Outbreak quarantine are processed like any other message in a quarantine. For more information
about quarantines and the Work Queue, see Quarantines, on page 71.

For more information, see Outbreak Filters, on page 427 .

You can filter incoming or outgoing messages and place them into quarantines. Quarantines are special queues
or repositories used to hold and process messages. Messages in quarantines can be delivered or deleted, based
on how you configure the quarantine.

The following Work Queue features can send messages to quarantines:

* Spam filters

* Message Filters

* Anti-Virus

* Outbreak Filters

* Content Filters

* File Analysis (Advanced Malware Protection)
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Messages delivered from quarantines are re-scanned for threats.

Related Topics

* Policy, Virus, and Outbreak Quarantines, on page 939
» Spam Quarantine, on page 957

Delivery

The delivery phase of the Email Pipeline focuses on the final phase of email processing, including limiting
connections, bounces, and recipients.

Related Topics

* Virtual gateways, on page 72

* Delivery Limits, on page 72

* Domain-Based Limits, on page 72

» Domain-Based Routing, on page 72
* Global Unsubscribe, on page 73

* Bounce Limits, on page 73

Virtual gateways

The Virtual Gateway technology enables users to separate the email gateway into multiple Virtual Gateway
addresses from which to send and receive email. Each Virtual Gateway address is given a distinct [P address,
hostname and domain, and email delivery queue.

For more information, see Configuring Mail Gateways for all Hosted Domains Using Virtual Gateway ™"
Technology, on page 760.

Delivery Limits

Use the deliveryconfig command to set limits on delivery, based on which IP interface to use when delivering
and the maximum number of concurrent connections the email gateway makes for outbound message delivery.

For more information, see Set Email Delivery Parameters, on page 757.

Domain-Based Limits

For each domain, you can assign a maximum number of connections and recipients that will never be exceeded
by the system in a given time period. This “good neighbor” table is defined through the Mail Policies >
Destination Controls page (or the destconfig command).

For more information, see Controlling Email Delivery Using Destination Controls, on page 744.

Domain-Based Routing

Use the Network > SMTP Routes page (or the smtproutes command) to redirect all email for a particular
domain to a specific mail exchange (MX) host, without rewriting the envelope recipient.
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For more information, see Routing Email for Local Domains, on page 707.

Global Unsubscribe

Use Global Unsubscribe to ensure that specific recipients, recipient domains, or IP addresses never receive
messages from the email gateway. If Global Unsubscribe is enabled, the system will check all recipient
addresses against a list of “globally unsubscribed” users, domains, email addresses, and IP Addresses. Matching
emails are not sent.

For more information, see Using Global Unsubscribe, on page 768.

Bounce Limits

You use the Network > Bounce Profiles page (or the bounceconfig command) to configure how AsyncOS
handles hard and soft conversational bounces for each listener you create. You create bounce profiles and
then apply profiles to each listener using the Network > Listeners page (or the 1istenerconfig command).
You can also assign bounce profiles to specific messages using message filters.

For more information about bounce profiles, see Directing Bounced Email, on page 736.
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Configuring the Gateway to Receive Email

This chapter contains the following sections:

* Overview of Configuring the Gateway to Receive Email, on page 75

» Working with Listeners, on page 76

* Configuring Global Settings for Listeners, on page 78

* Listening for Connection Requests by Creating a Listener Using Web Interface, on page 81
» Listening for Connection Requests by Creating a Listener Using CLI, on page 86

* Enterprise Gateway Configuration, on page 88

Overview of Configuring the Gateway to Receive Email

It is recommended that you avoid adding, changing, or deleting listeners on Cisco Secure Email Gateways.

The email gateway functions as the gateway for your organization, servicing email connections, accepting
messages, and relaying them to the appropriate systems. The email gateway can service email connections
from the Internet to recipients hosts inside your network, and from systems inside your network to the Internet.
Typically, email connection requests use Simple Mail Transfer Protocol (SMTP). The appliance services
SMTP connections by default, and acts as the SMTP gateway, also known as a mail exchanger or “MX,” for
the network.

The email gateway uses listeners to service incoming SMTP connection requests, A listener describes an
email processing service that is configured on a particular IP interface. Listeners apply to email entering the
appliance, from either the Internet or from systems within your network trying to reach the Internet. Use
listeners to specify criteria that messages and connections must meet in order to be accepted and for messages
to be relayed to recipient hosts. You can think of a listener as an “SMTP daemon” running on a specific port
for each IP address specified. Also, listeners define how the email gateway communicates with systems that
try to send email to the email gateway.

You can create the following types of listeners:

* Public. Listens for and accepts email messages coming in from the Internet. Public listeners receive
connections from many hosts and direct messages to a limited number of recipients.

* Private. Listens for and accepts email messages coming from systems within the network, typically from
internal groupware and email servers (POP/IMAP), intended for recipients outside the network in the
Internet. Private listeners receive connections from a limited (known) number of hosts and direct messages
to many recipients.
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When you create a listener, you also must specify the following information:

« Listener properties. Define global properties that apply to all listeners, and properties specific to each
listener. For example, you can specify the IP interface and port to use for a listener, and whether it is a
public or private listener. For details on how to do this, see Working with Listeners, on page 76.

» Which hosts that are allowed to connect to the listener. Define a set of rules that control incoming
connections from remote hosts. For example, you can define remote hosts and whether or not they can
connect to the listener. For details on how to do this, see Defining Which Hosts Are Allowed to Connect
Using the Host Access Table , on page 99.

* (Public listeners only) The local domains for which the listener accepts messages. Define which
recipients are accepted by the public listener. For example, if your organization uses the domain
currentcompany.com and it previously used oldcompany. com, then you might accept messages for both
currentcompany.com and oldcompany.com . For details on how to do this, see Accepting or Rejecting
Connections Based on Domain Name or Recipient Address, on page 131.

The settings configured in the listener, including its Host Access Table and Recipient Access Table, affect
how the listener communicates with an SMTP server during the SMTP conversation. This allows the email
gateway to block a spamming host before the connection is closed.

Figure 9: Relationship between Listeners, IP Interfaces, and Physical Ethernet Interfaces
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IP interface IP address
Physical Ethernet interface Physical interface
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Working with Listeners

Configure listeners on the Network > Listeners page in the GUI, or using the listenerconfig command in the
CLL

You can define global settings that apply to all listeners. For more information, see Configuring Global Settings
for Listeners, on page 78.

Consider the following rules and guidelines when working with and configuring listeners on the email gateway:

* You can define multiple listeners per configured IP interface, but each listener must use a different port.

* By default, listeners use SMTP as the mail protocol to service email connections. However, you can also
configure the appliance to service email connections using Quick Mail Queuing Protocol (QMQP). Do
this using the 1istenerconfig CLI command.

* Listeners support both Internet Protocol version 4 (IPv4) and version 6 (IPv6) addresses. You can use
either protocol version or both on a single listener. The listener uses the same protocol version for mail
delivery as the connecting host. For example, if the listener is configured for both IPv4 and IPv6 and
connects to a host that uses IPv6, the listener uses IPv6. However, if the listener is configured to only
use IPv6 addresses, it cannot connect to a host that is only using [Pv4 addresses.

* At least one listener (with default values) is configured on the email gateway after running the System
Setup Wizard. However, when you create a listener manually, AsyncOS does not use these default [P
Reputation score values.
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» C170 and C190 appliances: By default, the System Setup Wizard walks you through configuring one
public listener for both receiving mail from the Internet and for relaying email from your internal network.
That is, one listener can perform both functions.

* To help test and troubleshoot the email gateway, you can create a “sinkhole” type listener instead of a
public or private listener. When you create a sinkhole listener, you choose whether messages are written
to disk or not before they are deleted. (See the “Testing and Troubleshooting” chapter for more
information.) Writing messages to disk before deleting them can help you measure the rate of receiving
and the speed of the queue. A listener that doesn’t write messages to disk can help you measure the pure
rate of receiving from your message generation systems. This listener type is only available through the
listenerconfig command in the CLI.

Figure - Public and Private Listeners on Email Gateway Models with More than Two Ethernet Interfaces
illustrates a typical email gateway configuration created by the System Setup Wizard on email gateway models
that have more than two Ethernet interfaces. Two listeners are created: a public listener to serve inbound
connections on one interface and a private listener to serve outbound connections on a second IP interface.

Figure - Public Listener on Email Gateway Models with Only Two Ethernet Interfaces illustrates a typical
email gateway configuration created by the System Setup Wizard on email gateway models that have only
two Ethernet interfaces. One public listener on a single IP interface is created to serve both inbound and
outbound connections.

Figure 10: Public and Private Listeners on Email Gateway Models with More than Two Ethernet Interfaces
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Figure 11: Public Listener on Email Gateway Models with Only Two Ethernet Interfaces
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Configuring Global Settings for Listeners

Global settings for the listeners affect all of the listeners that are configured on the email gateway. If the
listener uses an interface that has both Internet Protocol version 4 (IPv4) and version 6 (IPv6) addresses, the
listener settings apply to both IPv4 and IPv6 traffic

Procedure

Step 1 Choose Network > Listeners.
Step 2 Click Edit Global Settings.
Step 3 Make changes to the settings defined in the following table.

Table 7: Listener Global Settings

Global Setting Description

Maximum Concurrent | Set the maximum number of concurrent connections for listeners. The default value
Connections is 300 for the C3x0 and C6x0 models, and the default value is 50 for the C1x0
models.. If the listener accepts both IPv4 and IPv6 connections, the number of
connections is divided between the two. For example, if the maximum concurrent
connections is 300, then the sum of IPv4 and IPv6 connections cannot exceed 300.

Maximum Concurrent | Set the maximum concurrent TLS connections across all listeners combined. The
TLS Connections default value is 100. If the listener accepts both IPv4 and IPv6 TLS connections,
the number of connections is divided between the two. For example, if the maximum
concurrent connections is 100, then the sum of IPv4 and IPv6 TLS connections
cannot exceed 100.
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Global Setting

Description

Injection Counters
Reset Period

Allows you to adjust when the injection control counters are reset. For very busy
systems maintaining counters for a very large number of different IP addresses,
configuring the counters to be reset more frequently (for example, every 15 minutes
instead of every 60 minutes) will ensure that the data does not grow to an
unmanageable size and impact system performance.

The current default value is 1 hour. You can specify periods ranging from as little
as 1 minute (60 seconds) to as long as 4 hours (14,400 seconds).

See Injection Control Periodicity , on page 122.

Timeout Period for
Unsuccessful Inbound
Connections

Set the length of time AsyncOS will allow an unsuccessful inbound connection to
remain intact before closing it.

An unsuccessful connection can be an SMTP conversation in which SMTP or
ESMTP commands continue to be issued without a successful message injection
occurring. When the specified timeout is reached, the behavior is to send an error
and disconnect:

“421 Timed out waiting for successful message injection, disconnecting.”
A connection is considered unsuccessful until it successfully injects a message.

Only available for SMTP connections on public listeners. The default value is 5
minutes.

Total Time Limit for
All Inbound
Connections

Set the length of time AsyncOS will allow an inbound connection to remain intact
before closing it.

This setting is intended to preserve system resources by enforcing a maximum
allowable connection time. Once about 80% of this maximum connection time is
reached the following message is issued:

“421 Exceeded allowable connection time, disconnecting.”

The email gateway will attempt to disconnect when the connection exceeds 80%
of the maximum connection time in order to prevent disconnecting mid-message.
It is likely that a problem is occurring with the inbound connection if it is open long
enough to reach 80% of the maximum connection time. Keep this threshold in mind
when specifying the time limit.

Only available for SMTP connections on public listeners. The default value is 15
minutes.

Maximum size of
subject

Messages having subject size within the specified limit will be accepted and any
other messages will be rejected. If you set this value to 0, no limit is applied.
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Global Setting Description

HAT delayed rejections | Configure whether to perform HAT rejection at the message recipient level. By
default, HAT rejected connections will be closed with a banner message at the start
of the SMTP conversation.

When an email is rejected due to HAT “Reject” settings, AsyncOS can perform the
rejection at the message recipient level (RCPT TO), rather than at the start of the
SMTP conversation. Rejecting messages in this way delays the message rejection
and bounces the message, allowing AsyncOS to retain more detailed information
about the rejected messages. For example, you can see the mail from address and
each recipient address of the message which is blocked. Delaying HAT rejections
also makes it less likely that the sending MTA will perform multiple retries.

When you enable HAT delayed rejection, the following behavior occurs:
The MAIL FROM command is accepted, but no message object is created.

AIlRCPT TO commands are rejected with text explaining that access to send e-mail
is refused.

If the sending MTA authenticates with SMTP AUTH, they are granted a RELAY
policy and are allowed to deliver mail as normal.

Only conﬁgurable from the CLI 1istenerconfig --> setup command.

Step 4 Submit and commit your changes.

What to do next
Related Topics
* Settings for Messages Containing Multiple Encodings, on page 80

Settings for Messages Containing Multiple Encodings

You can define the behavior of the email gateway while modifying the message encoding for the following
parameters:

* Headers
* Untagged non-ASCII headers
» Mismatched footer or heading encoding

To configure this behavior, use the localeconfig command in CLI.

)

Note This behavior cannot be configured using web interface.

For a sample CLI transcript, see Disclaimer Stamping and Multiple Encodings, on page 666.
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Listening for Connection Requests by Creating a Listener Using
Web Interface

Step 1
Step 2
Step 3

Step 4

Procedure

Choose Network > Listener.
Click Add Listener.
Configure the settings defined in the following table.

Table 8: Listener Settings

Name

Unique nickname you supply for the listener, for future reference. The names you define
for listeners are case-sensitive. AsyncOS will not allow you to create two identical listener
names.

Type of Listener

Choose one of the following types of listeners:

* Public. Public listeners contain default characteristics for receiving email from the
Internet.

* Private. Private listeners are intended to be used for private (internal) networks.

Interface

Choose a configured email gateway IP interface and TCP port on which to create the
listener. Depending on the version of the IP address used by the interface, the listener
accepts connections from IPv4 addresses, [Pv6 addresses or from both versions. By default,
SMTP uses port 25 and QMQP uses port 628.

Bounce Profile

Select a bounce profile (bounce profiles created via the bounceconfig command in the
CLI are available in the list, see Creating a New Bounce Profile, on page 743).

Disclaimer Select a disclaimer to attach above or below emails (disclaimers created via the Mail

Above Policies > Text Resources page or the textconfig command in the CLI are available in
the list, see the “Text Resources” chapter.

Disclaimer Select a disclaimer to attach above or below emails (disclaimers created via the Mail

Below Policies > Text Resources page or the textconfig command in the CLI are available in
the list, see the “Text Resources” chapter).

SMTP Specify an SMTP Authentication profile.

Authentication

Profile

Certificate Specify a certificate for TLS connections to the listener (certificates added via the Network

> Certificates page or the certconfig command in the CLI are available in the list, see
Overview of Encrypting Communication with Other MTAs, on page 681).

(Optional) Configure settings for controlling parsing in SMTP “matr FroM” and “RcPT TO” commands as
defined in the following table.
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Setting

Description

Address Parser
Type

Choose how strictly the email gateway adheres to the RFC2821 standard using one of
the following parser types:

Strict Mode:

* Strict mode tries to follow RFC 2821. In Strict mode, the address parser follows
RFC 2821 rules with the following exceptions/enhancements:

* Space is allowed after the colon, as in “MAIL FROM: <joe@example.com>".

* Underscores are allowed in the domain name.

* “MAIL FROM” and “RCPT TO” commands are case-insensitive.

* Periods are not treated specially (for example, RFC 2821 does not allow a username

of “].D.”).

Some of the additional options below may be enabled which technically would violate
RFC 2821.
Loose Mode:

The loose parser is basically the existing behavior from previous versions of AsyncOS.
It does its best to “find” an email address and:

* Ignores comments. It supports nested comments (anything found in parenthesis)
and ignores them.

* Does not require angle brackets around email addresses provided in “RCPT TO”
and “MAIL FROM” commands.

* Allows multiple nested angle brackets (it searches for the email address in the
deepest nested level).

Allow 8-bit User
Names

If enabled, allow 8-bit characters in the username portion of the address without escaping.

Allow 8-bit
Domain Names

If enabled, allow 8-bit characters in the domain portion of the address.
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Setting Description
Allow Partial If enabled, will allow partial domains. Partial domains can be no domain at all, or a
Domains domain with no dots.

The following addresses are examples of partial domains:

* foo

* foo@
* foo@bar

This option must be enabled in order for the Default Domain feature to work properly.

Add Default Domain: A default domain to use for email addresses without a fully
qualified domain name. This option is disabled unless Allow Partial Domains is enabled
in SMTP Address Parsing options. This affects how a listener modifies email that it
relays by adding the “default sender domain” to sender and recipient addresses that do
not contain fully-qualified domain names. (In other words, you can customize how a
listener handles “bare” addresses).

If you have a legacy system that sends email without adding (appending) your company’s
domain to the sender address, use this to add the default sender domain. For example,
a legacy system may automatically create email that only enters the string “ joe ” as
the sender of the email. Changing the default sender domain would append “
@yourdomain.com ” to “joe ” to create a fully-qualified sender name of

joe@yourdomain.com .

Source Routing

Determines behavior if source routing is detected in the “MAIL FROM” and “RCPT
TO” addresses. Source routing is a special form of an email address using multiple ‘@’
characters to specify routing (for example: @one.dom@two.dom:joe@three.dom). If
set to “reject,” the address will be rejected. If “strip,” the source routing portion of the
address will be deleted, and the message will be injected normally.

Unknown Address
Literals

Determines behavior for when an address literal is received that the system cannot
handle. Currently, this is everything except for IPv4. Thus, for example, for an IPv6
address literal, you can either reject it at the protocol level, or accept it and immediately
hard bounce it.

Recipient addresses containing literals will cause an immediate hard bounce. Sender
addresses may get delivered. If the message cannot be delivered, then the hard bounce
will hard bounce (double hard bounce).

In the case of reject, both sender and recipient addresses will be rejected immediately
at the protocol level.

Reject These
Characters in User
Names

Usernames that include characters (such as % or !, for example) entered here will be
rejected.

(Optional) Configure advanced settings for customizing the behavior of the listener as defined in the following

table.
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Step 6

Setting Description
Maximum The maximum number of connections allowed.
Concurrent
Connections
TCP Listen Queue | The backlog of connections that AsyncOS will manage before the SMTP server accepts
Size them.
CR and LF Choose how to handle messages that contain bare CR (carriage return) and LF (line
Handling feed) characters.
* Clean - Allows the message but converts bare CR and LF characters to CRLF
characters. Adds the Ironport-Invalid-End-Of-Message X-Header to all the
messages with an invalid end-of-message sequence within that connection until a
message with a valid end-of-message sequence is received.
* Reject - Rejects the message.
* Allow - Allows the message. Adds the Ironport-Invalid-End-Of-Message
X-Header to the message with an invalid end-of-message sequence.
Add Received Add areceived header to all received email. A listener also modifies email that it relays
Header by adding a Received: header on each message. If you do not want to include the

Received: header, you can disable it using this option.

Note The Received: header is not added to the message within the work queue

processing. Rather, it is added when the message is enqueued for delivery

Disabling the received header is a way to ensure that your network’s topology is not
exposed by revealing the IP addresses or hostnames of internal servers on any messages
traveling outside your infrastructure. Please use caution when disabling the received
header.

Use SenderBase IP
Profiling

Choose whether or not to enable SenderBase IP Profiling and configure the following
setting:

» SenderBase Timeout per Connection. Define how long the appliance caches
SenderBase information per SMTP connection.

(Optional) Configure settings for controlling LDAP queries associated with this listener as defined in the

following table.

Use these settings to enable LDAP queries on the listener. You must create the LDAP query first, before using
this option. Each type of query has a separate subsection to configure. Click the type of query to expand the

subsection.

For more information about creating LDAP queries, see LDAP Queries, on page 787.
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Query Type Description

Accept Queries For Accept queries, select the query to use from the list. You can specify whether the
LDAP Accept occurs during the work queue processing or during the SMTP
conversation.

For LDAP Accept during the work queue processing, specify the behavior for
non-matching recipients: bounce or drop.

For LDAP Accept during the SMTP conversation, specify how to handle mail if the
LDAP server is unreachable. You can elect to allow messages or drop the connection
with a code and custom response. Finally, select whether or not to drop connections if
the Directory Harvest Attack Prevention (DHAP) threshold is reached during an SMTP
conversation.

Performing recipient validation in the SMTP conversation can potentially reduce the
latency between multiple LDAP queries. Therefore, you might notice an increased load
on your directory server when you enable conversational LDAP Accept.

See Overview of LDAP Queries, on page 787for more information.

Routing Queries For routing queries, select the query from the list. See Overview of LDAP Queries, on
page 787 for more information.

Masquerade For masquerade queries, select a query from the list, and select which address to
Queries masquerade, such as the From or CC header addresses.

See Overview of LDAP Queries, on page 787 for more information.

Group Queries For group queries, select the query from the list. See Overview of LDAP Queries, on
page 787 for more information.

Step 7 Submit and commit your changes.

What to do next
Related Topics
Partial Domains, Default Domains, and Malformed MAIL FROMs, on page 85

Partial Domains, Default Domains, and Malformed MAIL FROMs

If you enable envelope sender verification or disable allowing partial domains in SMTP Address Parsing
options for a listener, the default domain settings for that listener will no longer be used.

These features are mutually exclusive.
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Listening for Connection Requests by Creating a Listener Using
CLI

The following table lists some of the listenerconfig subcommands used in the tasks involved in creating and
editing listeners.

Table 9: Tasks for Creating Listeners

Tasks for Creating Listeners Command(s) and Subcommands

Create a new listener
listenerconfig -> new

Edit global settings for listeners

listenerconfig -> setup

Specify a bounce profile for the listener
bounceconfig, listenerconfig-> edit -> bounceconfig

Associate a disclaimer with the listener
textconfig, listenerconfig -> edit -> setup -> footer

Configure an SMTP Authentication

smtpauthconfig, listenerconfig -> smtpauth

Configure SMTP address parsing

textconfig, listenerconfig -> edit -> setup -> address

Configure a default domain for the listener
listenerconfig -> edit -> setup -> defaultdomain

Add a received header to email
listenerconfig -> edit -> setup -> received

Change bare CR and LF characters to CRLF

listenerconfig -> edit -> setup -> cleansmtp

Modify the Host Access Table

listenerconfig -> edit -> hostaccess

Accept email for local domains or specific
users (RAT) (public listeners only)

listenerconfig -> edit -> rcptaccess

Encrypt conversations on listeners (TLS)
certconfig, listenerconfig -> edit

Choose the certificate (TLS)

listenerconfig -> edit -> certificate

For more information about listenerconfig command, see CLI Reference Guide for AsyncOS for Cisco Secure
Email Gateway.

For information about email routing and delivery configurations, see Configuring Routing and Delivery
Features, on page 707.
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Related Topics
Advanced HAT Parameters, on page 87

Advanced HAT Parameters

The following table defines the syntax of advanced HAT parameters. Note that for the numeric values below,
you can add a trailing K to denote kilobytes or a trailing M to denote megabytes. Values with no letters are
considered bytes. Parameters marked with an asterisk support the variable syntax shown in the following
table.

Table 10: Advanced HAT Parameter Syntax

Parameter Syntax Values Example Values
Maximum messages per Number
connection max _msgs_per session 1000
Maximum recipients per Number
message max rcpts_per msg 10000
1k
Maximum message size Number
max message size 1048576
20M
Maximum concurrent Number
connections allowed to this max_concurrency 1000
listener
SMTP Banner Code Number
smtp banner code 220
SMTP Banner Text (*) String
smtp banner text Accepted
SMTP Reject Banner Code Number
smtp banner code 550
SMTP Reject Banner Text (*) String
smtp banner text Rejected
Override SMTP Banner on | off | default
Hostname use_override hostname default
String
override_hostname newhostname
Use TLS on | off | required
tls on
Use anti-spam scanning on | off
spam_check off
Use virus scanning on | off
virus_check off
Maximum Recipients per Hour Number
max_rcpts_per hour 5k
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Parameter Syntax Values Example Values
Maximum Recipients per Hour Number

Error Code max_rcpts per hour code 452

Maximum Recipients per Hour String

Too manyrecipients

Recipients Per Hour

Prevention: Maximum Invalid

TbXt(*) max rcpts per hour text
Use SenderBase on | off
use_sb on
Define IP Reputation Score -10.0- 10.0
sbrs([valuel sbrs[-10:-7.5]
value2
1
Directory Harvest Attack Number
dhap limit 150

Enterprise Gateway Configuration

In this configuration, the Enterprise Gateway configuration accepts email from the Internet and relays email
to groupware servers, POP/IMAP servers, or other MTAs. At the same time, the enterprise gateway accepts
SMTP messages from groupware servers and other email servers for relay to recipients on the Internet.

Figure 12: Public and Private Listeners for an Enterprise Gateway
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In this configuration, at least two listeners are required:

* One listener configured specifically to accept mail from the Internet
* One listener configured specifically to accept mail from your internal groupware and email servers

(POP/IMAP)
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By creating distinct public and private listeners for different public and private networks, you can distinguish
among email for security, policy enforcement, reporting, and management. For example, email received on
public listeners is scanned by your configured anti-spam engine and the anti-virus scanning engine by default,
while email received on private listeners is not scanned.

Figure - Public and Private Listeners for an Enterprise Gateway shows one public listener (A) and one private
listener (B) configured on the email gateway in this Enterprise Gateway configuration.
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IP Reputation Filtering

This chapter contains the following sections:

* Overview of Sender IP Reputation Filtering, on page 91

* [P Reputation Service, on page 91

+ Editing IP Reputation Filtering Score Thresholds for a Listener , on page 94
* Entering Low IP Reputation Scores in the Message Subject, on page 96

Overview of Sender IP Reputation Filtering

Sender IP reputation filtering is the first layer of spam protection, allowing you to control the messages that
come through the email gateway based on senders’ trustworthiness as determined by the Sender IP Reputation
Service.

The email gateway can accept messages from known or highly reputable senders — such as customers and

partners — and deliver them directly to the end user without any content scanning. Messages from unknown
or less reputable senders can be subjected to content scanning, such as anti-spam and anti-virus scanning, and
you can also throttle the number of messages you are willing to accept from each sender. Email senders with
the worst reputation can have their connections rejected or their messages bounced based on your preferences.

)

Note File reputation filtering is a separate service. For information, see File Reputation Filtering and File Analysis,

on page 487

IP Reputation Service

The IP Reputation Service, using global data from the Talos Affiliate network, assigns a IP Reputation Score
(IPRS) to email senders based on complaint rates, message volume statistics, and data from public blocked
lists and open proxy lists. The IP Reputation Score helps to differentiate legitimate senders from spam sources.
You can determine the threshold for blocking messages from senders with low reputation scores.

The Talos Security Network website ( https://talosintelligence.com) provides a global overview of the latest
email and web-based threats, displays current email traffic volume by country, and allows you to look up
reputation scores based on IP address, URI or Domain.
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Note The IP Reputation Service is only available with a current anti-spam feature key.

Related Topics

* [P Reputation Score , on page 92

* How Sender IP Reputation Filters Work , on page 93

» Recommended Settings for Different Sender IP Reputation Filtering Approaches , on page 93
* Outbreak Filters, on page 427

* Using Email Security Monitor, on page 845

IP Reputation Score

The IP Reputation Score is a numeric value assigned to an IP address based on information from the IP
Reputation Service. The IP Reputation Service aggregates data from over 25 public blocked lists and open
proxy lists, and combines this data with global data from Talos to assign a score from -10.0 to +10.0, as

follows:

Score Meaning

-10.0 Most likely to be a source of spam

0 Neutral, or not enough information to make a recommendation
+10.0 Most likely to be a trustworthy sender

The lower (more negative) the score, the more likely that a message is spam. A score of -10.0 means that this
message is “guaranteed” to be spam, while a score of 10.0 means that the message is “guaranteed” to be
legitimate.

Using the IP Reputation Score, you configure the email gateway to apply mail flow policies to senders based
on their trustworthiness. (You can also create message filters to specify “thresholds” for IP Reputation Scores
to further act upon messages processed by the system. For more information, refer to “IP Reputation Rule,
on page 174” and “Bypass Anti-Spam System Action, on page 218.”)
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Figure 13: The IP Reputation Service

@ 250-Recipient Accepted
or 452-Too many recipients this hour

or 554-Access Denied o e .
Sending MTA Email Security Appliance

—_— N
@ o ® I®

IP Reputation

B . ¢ Score = XX

IP Reputation Scoring Engine

Talos Affiliate Network
[’v: — 12030 Rule hits
c - for1.2.3.4

*Global complaint data

*Global volume data

Talos affiliates send real-time, global data
Sending MTA opens connection with the email gateway
Email gateway checks global data for the connecting IP address

IP Reputation Service calculates the probability that this message is spam and assigns an IP Reputations
Score

Wb

5. Cisco returns the response based on the IP Reputation Score

How Sender IP Reputation Filters Work

Sender IP Reputation filter technology aims to shunt as much mail as possible from the remaining security
services processing that is available on the email gateway. (See Understanding the Email Pipeline, on page
63.)

When sender reputation filtering is enabled, mail from known bad senders is simply refused. Known good
mail from global 2000 companies is automatically routed around the spam filters, reducing the chance of false
positives. Unknown, or “grey” email is routed to the anti-spam scanning engine. Using this approach, Sender
IP Reputation filters can reduce the load on the content filters by as much as 50%.

Figure 14: Sender IP Reputation Filtering Example
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is delivered
+ Suspicious is throttled

IronPort C-Series

Incoming Mail i
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“Grey” or Unknown Email \ m ﬁ deleted/tagged

Recommended SettingsforDifferentSenderIPReputationFiltering Approaches

Depending on the objectives of your enterprise, you can implement a conservative, moderate, or aggressive
approach.
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Approach Characteristics Allowed _List | Blocked_ List | Suspectlist | Unknownlist

Sender IP Reputation Score range:

Conservative | Near zero false 7to 10 -10to -4 -4 to -2 -2to7
positives, better
performance
Moderate Very few false Sender -10to -3 -3to-1 -1 to +10
(Installation positives, high [PReputation
default) performance Scores are not
used.
Aggressive | Some false positives, |4 to 10 -10 to -2 -2to -1 -1to4
maximum
performance.

This option shunts the
most mail away from
Anti-Spam processing.

All approaches Mail Flow Policy:

Trusted Blocked Throttled Accepted

Editing IP Reputation Filtering Score Thresholds for a Listener

Use this procedure if you want to change the default IP Reputation Service score thresholds or add a sender
group for reputation filtering.

)

Note Other settings related to IP Reputation Score thresholds, and Mail Flow Policy settings, are described in
Defining Which Hosts Are Allowed to Connect Using the Host Access Table , on page 99

Before You Begin

* If your email gateway is set to receive mail from a local MX/MTA, identify upstream hosts that may
mask the sender's IP address. See Determining Sender IP Address In Deployments with Incoming Relays
, on page 413 for more information.

* Understand IP Reputation Scores. See Defining Sender Groups by IP Reputation Score, on page 104.

* Choose a filtering approach for your organization and note the recommended settings for that approach.
See Recommended Settings for Different Sender IP Reputation Filtering Approaches , on page 93.

Procedure

Step 1 Select Mail Policies > HAT Overview.
Step 2 Select the public listener from the Sender Groups (Listener) menu.
Step 3 Click the link for a sender group.
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Step 4
Step 5

Step 6
Step 7
Step 8

Testing IP Reputation Filtering Using the IP Reputation Scores .

For example, click the “SUSPECTLIST” link.

Click Edit Settings.

Enter the range of IP Reputation Scores for this sender group.
For example, for “ALLOWED_LIST,” enter the range 7.0 to 10.
Click Submit.

Repeat as needed for each sender group for this listener.

Commit changes.

What to do next
Related Topics

* Testing IP Reputation Filtering Using the I[P Reputation Scores, on page 95
* Defining Which Hosts Are Allowed to Connect Using the Host Access Table , on page 99
* How to Configure the Email Gateway to Scan Messages for Spam, on page 384

Testing IP Reputation Filtering Using the IP Reputation Scores

Unless you regularly receive a large portion of spam, or you have set up “dummy” accounts to specifically
receive spam for your organization, it may be difficult to immediately test the [P Reputation policies you
have implemented. However, if you add entries for reputation filtering with I[P Reputation Scores into a
listener’s HAT as indicated in the following table, you will notice that a smaller percentage of inbound mail
will be “unclassified.”

Test the policies using the trace command with an arbitrary IP Reputation scores. See Debugging Mail Flow
Using Test Messages: Trace, on page 1269. The trace command is available in the CLI as well as the GUI.

Table 11: Suggested Mail Flow Policies for Implementing the IP Reputation Scores

Policy Name Primary Behavior (Access | Parameters Value
Rule)
$BLOCKED REJECT None
Maximum messages / session: 10
$THROTTLED ACCEPT
Maximum recipients / message: 20
Maximum message size: 1 MB

Maximum concurrent connections: |10

Use Spam Detection: ON

Use TLS: OFF

Maximum recipients / hour: 20 (recommended)
Use SenderBase: ON
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Policy Name Primary Behavior (Access | Parameters Value
Rule)
Maximum messages / session: 1,000
$ACCEPTED ACCEPT
L Maximum recipients / message: 1,000
(Public Listener)
Maximum message size: 100 MB
Maximum concurrent connections: | 1,000
Use Spam Detection: ON
Use TLS: OFF
Use SenderBase: ON
Maximum messages / session: 1,000
STRUSTED ACCEPT
Maximum recipients / message: 1,000
Maximum message size: 100 MB
Maximum concurrent connections: | 1,000
Use Spam Detection: OFF
Use TLS: OFF
Maximum recipients / hour: -1 (disabled)
Use SenderBase: OFF

\)

Note In the STHROTTLED policy, the maximum recipients per hour from the remote host is set to 20 recipients
per hour, by default. Note that this setting controls the maximum throttling available. You can increase the
number of recipients to receive per hour if this parameter is too aggressive. For more information on Default

Host Access policies, see Understanding Predefined Sender Groups and Mail Flow Policies, on page 108.

Entering Low IP Reputation Scores in the Message Subject

Although Cisco recommends throttling, an alternate way to use the IP Reputation Service is to modify the

subject line of suspected spam messages. To do this, use the message filter shown in the following table. This
filter uses the reputation filter rule and the strip-header and insert-header filter actions to replace the subject
line of messages having a IP Reputation Score lower than -2.0 with a subject line that includes the actual IP
Reputation Score represented as: {Spam IP Reputation Score}. Replace listener_name in this example with
the name of your public listener. (The period on its own line is included so that you can cut and paste this text
directly into the command line interface of the filters command.)

Table: Message Filter to Modify Subject Header with IP Reputation: Example 1

iprs_filter:

if ((recv-inj == "listener name
" AND subject != "\\{Spam -?[0-9.]+\\}"))
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insert-header ("X-IPRS", "SREPUTATION");

if (reputation <= -2.0)

strip-header ("Subject");

insert-header ("Subject", "S$Subject \\{Spam SREPUTATION\\}");

Related Topic

* Using Message Filters to Enforce Email Policies, on page 137
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CHAPTER 7

Defining Which Hosts Are Allowed to Connect
Using the Host Access Table

This chapter contains the following sections:

* Overview of Defining Which Hosts Are Allowed to Connect, on page 99

* Defining Remote Hosts into Sender Groups, on page 100

* Defining Access Rules for Email Senders Using Mail Flow Policies, on page 105
* Understanding Predefined Sender Groups and Mail Flow Policies, on page 108

* Handling Messages from a Group of Senders in the Same Manner, on page 110

» Working with the Host Access Table Configuration, on page 119

* Using a List of Sender Addresses for Incoming Connection Rules, on page 120

* SenderBase Settings and Mail Flow Policies, on page 121

* Verifying Senders, on page 123

Overview of Defining Which Hosts Are Allowed to Connect

For every configured listener, you must define a set of rules that control incoming connections from remote
hosts. For example, you can define remote hosts and whether or not they can connect to the listener. AsyncOS
allows you to define which hosts are allowed to connect to the listener using the Host Access Table (HAT).

The HAT maintains a set of rules that control incoming connections from remote hosts for a listener. Every
configured listener has its own HAT. You configure HATs for both public and private listeners.

To control incoming connections from remote hosts, you define the following information:

» Remote hosts. Define the way in which a remote host attempts to connect to the listener. You group
remote host definitions into sender groups . For example, you can define multiple remote hosts in a
sender group by IP address and partial hostname. You can also define remote hosts by their IP Reputation
score. For more information, see Defining Remote Hosts into Sender Groups, on page 100.

* Access rules. You can define whether the defined remote hosts in the sender group are allowed to connect
to the listener and under what conditions. You define access rules using mail flow policies . For example,
you can define that a particular sender group is allowed to connect to the listener, but only allow a
maximum number of messages per connection. For more information, see Defining Access Rules for
Email Senders Using Mail Flow Policies, on page 105

Define which hosts are allowed to connect to the listener on the Mail Policies > HAT Overview page.
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When a listener receives a TCP connection, it compares the source IP address against the configured sender
groups. It evaluates the sender groups in the order listed on the HAT Overview page. When it finds a match,
it applies the configured mail flow policy to the connection. If you have configured multiple conditions within
a sender group, that sender group is matched if any of the conditions match.

When you create a listener, AsyncOS creates predefined sender groups and mail flow polices for the listener.
You can edit the predefined sender groups and mail flow policies, and create new sender groups and mail
flow policies. For more information, see Understanding Predefined Sender Groups and Mail Flow Policies,
on page 108.

You can export all information stored in a Host Access Table to a file, and you can import Host Access Table
information stored in a file into the email gateway for a listener, overriding all configured Host Access Table
information. For more information, see Working with the Host Access Table Configuration, on page 119.

Related Topics
* Default HAT Entries, on page 100

Default HAT Entries

By default, the HAT is defined to take different actions depending on the listener type:

* Public listeners. The HAT is set to accept email from all hosts.

* Private listeners. The HAT is set up to relay email from the host(s) you specify, and reject all other
hosts.

In the HAT Overview, the default entry is named “ALL.” You can edit the default entry by clicking the mail
flow policy for the ALL sender group on the Mail Policies > HAT Overview page.

\)

Note By rejecting all hosts other than the ones you specify, the 1istenerconfig and systemsetup commands

prevent you from unintentionally configuring your system as an “open relay.” An open relay (sometimes

called an “insecure relay” or a “third party” relay) is an SMTP email server that allows third-party relay of
email messages. By processing email that is neither for nor from a local user, an open relay makes it possible

for an unscrupulous sender to route large volumes of spam through your gateway.

Defining Remote Hosts into Sender Groups

You can define the way in which remote hosts attempt to connect to a listener. You group remote host
definitions into sender groups. A sender group is a list of remote hosts defined for the purpose of handling
email from those senders in the same way.

A sender group is a list of senders identified by:

* [P address (IPv4 or IPv6)

* I[P range

* Specific host or domain name

* [P Reputation Service “organization” classification
* [P Reputation Score (IPRS) range (or lack of score)
* DNS List query response
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For more information on the list of acceptable addresses in sender groups, see Sender Group Syntax, on page
101.

When an SMTP server attempts an SMTP connection with the email gateway, the listener evaluates the sender
groups in order and assigns the connection to a sender group when it matches any criterion in the sender group,
such as IP reputation score, domain, or IP address.

N

Note The system acquires and verifies the validity of the remote host’s IP address by performing a double DNS
lookup. This consists of a reverse DNS (PTR) lookup on the IP address of the connecting host, followed by
a forward DNS (A) lookup on the results of the PTR lookup. The system then checks that the results of the
A lookup match the results of the PTR lookup. If the results do not match, or if an A record does not exist,
the system only uses the IP address to match entries in the HAT.

Define sender groups on the Mail Policies > HAT Overview page.

Related Topics

* Sender Group Syntax, on page 101

* Sender Groups Defined by Network Owners, Domains, and IP Addresses, on page 102
* Defining Sender Groups by IP Reputation Score, on page 104

* Sender Groups Defined by Querying DNS Lists, on page 105

Sender Group Syntax

Table 12: Defining Remote Hosts in the HAT: Sender Group Syntax

Syntax Meaning

nin:nin:ininin:n IPv6 address; does not need to include leading zeroes.

n:nnininininin-nininininininig Range of IPv6 addresses; does not need to include leading zeroes.
n:n:n-n:n:in:n:n:n

n.n.n.n Full (complete) IPv4 Address
n.n.n. Partial IPv4 address

n.n.n

n.n

n.n

n.

n.n.n.n-n. Range of IPv4 addresses
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Syntax Meaning

yourhost.example.com A fully-qualified domain name
.partialhost Everything within the partialhost domain
n/c IPv4 CIDR address block

n.n/c

n.n.n/c

n.n.n.n/c

nin:in:n:n:n:nin/c IPv6 CIDR address block; does not need to include leading zeroes

SBRS[n:n]SBRS[none] IP Reputation Score. For more information, see Defining Sender Groups by
IP Reputation Score, on page 104.

SBO:n Network Owner Identification Number. For more information, see Defining
Sender Groups by IP Reputation Score, on page 104.

dnslist[dnsserver.domain]| DNS List query. For more information, see Sender Groups Defined by
Querying DNS Lists, on page 105.

ALL Special keyword that matches ALL addresses. This applies only to the ALL
sender group, and is always included (but not listed).

Sender Groups Defined by Network Owners, Domains, and IP Addresses

Since the SMTP protocol has no built-in method for authenticating senders of email, senders of unsolicited
bulk email have been successful at employing a number of tactics for hiding their identity. Examples include
spoofing the Envelope Sender address on a message, using a forged HELO address, or simply rotating through
different domain names. This leaves many mail administrators asking themselves the fundamental question,
“Who is sending me all of this email?” To answer this question, the IP Reputation Service has developed a
unique hierarchy for aggregating identity-based information based on the IP address of the connecting host
— the one thing that is almost impossible for a sender to forge in a message.

An IP Address is defined as the IP address of the sending mail host. The email gateway supports both Internet
Protocol version 4 (IPv4) and version 6 (IPv6) addresses.

A Domain is defined as an entity that uses hostnames with a given second-level domain name (for example,
yahoo.com), as determined by a reverse (PTR) lookup on the IP address.

A Network Owner is defined as an entity (usually a company) that controls a block of IP addresses, as
determined based on IP address space assignments from global registries such as ARIN (the American Registry
for Internet Numbers) and other sources.

An Organization is defined as an entity that most closely controls a particular group of mail gateways within
a network owner’s IP block, as determined by SenderBase. An Organization may be the same as the Network
Owner, a division within that Network Owner, or a customer of that Network Owner.

Related Topics
* Setting Policies Based on the HAT, on page 103
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Setting Policies Based on the HAT
The following table lists some examples of network owners and organizations.

Table 13: Example of Network Owners and Organizations

Example Type Network Owner Organization
Network Service Provider Level 3 Communications Macromedia Inc.
AllOutDeals.com

GreatOffers.com

Email Service Provider GE GE Appliances
GE Capital
GE Mortgage
Commercial Sender The Motley Fool The Motley Fool

As network owners can range dramatically in size, the appropriate entity to base your mail flow policy on is
the organization. The IP Reputation Service has a unique understanding of the source of the email down to
the organization level, which the email gateway leverages to automatically apply policies based on the
organization. In the example above, if a user specified “Level 3 Communications” as a sender group in the
Host Access Table (HAT), SenderBase will enforce policies based on the individual organizations controlled
by that network owner.

For example, in the table above, if a user enters a limit of 10 recipients per hour for Level 3, the email gateway
will allow up to 10 recipients per hour for Macromedia Inc., Alloutdeals.com and Greatoffers.com (a total of
30 recipients per hour for the Level 3 network owner). The advantage of this approach is that if one of these
organizations begins spamming, the other organizations controlled by Level 3 will not be impacted. Contrast
this to the example of “The Motley Fool” network owner. If a user sets rate limiting to 10 recipients per hour,
the Motley Fool network owner will receive a total limit of 10 recipients per hour.

The Mail Flow Monitor feature is a way of defining the sender and providing you with monitoring tools to
create mail flow policy decisions about the sender. To create mail flow policy decisions about a given sender,
ask these questions:

« Which IP addresses are controlled by this sender?

The first piece of information that the Mail Flow Monitor feature uses to control the inbound email
processing is the answer to this question. The answer is derived by querying the IP Reputation Service.
The IP Reputation Service provides information about the relative size of the sender (either the network
owner or the SenderBase organization). Answering this question assumes the following:

* Larger organizations tend to control more IP addresses, and send more legitimate email.

+ Depending on its size, how should the overall number of connections be allotted for this sender?

* Larger organizations tend to control more IP addresses, and send more legitimate email. Therefore,
they should be allotted more connections to your email gateway.

* The sources of high-volume email are often ISPs, NSPs, companies that manage outsourced email
delivery, or sources of unsolicited bulk email. ISPs, NSPS, and companies that manage outsourced
email delivery are examples of organizations that control many IP addresses, and should be allotted
more connections to your email gateway. Senders of unsolicited bulk email usually do not control
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many [P addresses; rather, they send large volumes of mail through a few number of IP addresses.
They should be allotted fewer connections to your email gateway.

The Mail Flow Monitor feature uses its differentiation between network owners and SenderBase organizations
to determine how to allot connections per sender, based on logic in SenderBase. See the “Using Email Security
Monitor” chapter for more information on using the Mail Flow Monitor feature.

Defining Sender Groups by IP Reputation Score

The email gateway can query the IPReputation Service to determine a IP reputation score. The IP Reputation
Score is a numeric value assigned to an IP address, domain, or organization based on information from the
IP Reputation Service. The scale of the score ranges from -10.0 to +10.0, as described in the following table.

Table 14: Definition of the IP Reputation Score

Score Meaning

-10.0 Most likely to be a source of spam

0 Neutral, or not enough information to make a recommendation
+10.0 Most likely to be a trustworthy sender

none No data available for this sender (typically a source of spam)

Using the IP Reputation Score, you configure the email gateway to apply mail flow policies to senders based
on their trustworthiness. For example, all senders with a score less than -7.5 could be rejected. This is most
easily accomplished via the GUI; see Creating a Sender Group for Message Handling , on page 111. However,

if you are modifying an exported HAT in a text file, the syntax for including IP Reputation Scores is described
in the following table.

Table 15: Syntax for IP Reputation Scores

SBRS[ n n IP Reputation Score. Senders are identified by querying the IP Reputation Service, and
the scores are defined between the ranges.

SBRS[none] Specify no IP (very new domains may not have IP Reputation Scores yet).

\}

Note

Network owners added to a HAT via the GUI use the syntax seo:n, where n is the network owner’s unique
identification number in the IP Reputation Service.

Use the Network > Listeners page or 1istenerconfig -> setup command in the CLI to enable a listener
to query the IP Reputation Service. You can also define the timeout value that the email gateway should wait
when querying the IP Reputation Service. Then, you can configure different policies to use look ups to the
IP Reputation Service by using the values in the Mail Policies Pages in the GUI or the 1istenerconfig ->
edit -> hostaccess commands in the CLI.
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Sender Groups Defined by Querying DNS Lists .

Note

You can also create message filters to specify “thresholds” for IP Reputation Scores to further act upon
messages processed by the system. For more information, see “IP Reputation Rule,” “Bypass Anti-Spam
System Action,” and “Bypass Anti-Virus System Action” in the anti-spam and anti-virus chapters.

Sender Groups Defined by Querying DNS Lists

You also have the ability in a listener’s HAT to define a sender group as matching a query to a specific DNS
List sever. The query is performed via DNS at the time of the remote client’s connection. The ability to query
a remote list also exists currently as a message filter rule (see “DNS List Rule” in the chapter on “Using
Message Filters to Enforce Email Policies”), but only once the message content has been received in full.

This mechanism allows you to configure a sender within a group that queries a DNS List so that you can
adjust your mail flow policies accordingly. For example, you could reject connections or limit the behavior
of the connecting domain.

\)

Note

)

Some DNS Lists use variable responses (for example, “127.0.0.1” versus “127.0.0.2” versus “127.0.0.3”) to
indicate various facts about the IP address being queried against. If you use the message filter DNS List rule
(see “DNS List Rule” in the chapter on “Using Message Filters to Enforce Email Policies™), you can compare
the result of the query against different values. However, specifying a DNS List server to be queried in the
HAT only supports a Boolean operation for simplicity (that is, does the IP address appear in the list or not)

Note

Be sure to include brackets in the query in the CLI. Brackets are not necessary when specifying a DNS List
query in the GUI. Use the dnslistconfig command in the CLI to test a query, configure general settings for
DNL queries, or flush the current DNS list cache.

Note that this mechanism can be used to identify “good” connections as well as “bad” connections. For

example, a query to query.bondedsender.org will match on connecting hosts who have posted a financial bond
with Cisco Systems’ Bonded Sender™ program to ensure the integrity of their email campaign. You could
modify the default ALLOWED LIST sender group to query the Bonded Sender program’s DNS servers
(which lists these legitimate email senders who have willingly posted bonds) and adjust the mail flow policy
accordingly.

Defining Access Rules for Email Senders Using Mail Flow

Policies

Mail flow policies allow you to control or limit the flow of email messages from a sender to the listener during
the SMTP conversation. You control SMTP conversations by defining the following types of parameters in
the mail flow policy:

* Connection parameters, such as maximum number of messages per connection.
* Rate limiting parameters, such as maximum number of recipients per hour.
* Modify custom SMTP codes and responses communicated during the SMTP conversation.
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* Enable spam detection.

* Enable virus protection.

* Encryption, such as using TLS to encrypt the SMTP connection.

* Authentication parameters, such as using DKIM to verify incoming mail.

Ultimately, mail flow policies perform one of the following actions on connections from remote hosts:

» ACCEPT. Connection is accepted, and email acceptance is then further restricted by listener settings,
including the Recipient Access Table (for public listeners).

* REJECT. Connection is initially accepted, but the client attempting to connect gets a 4XX or 5XX
SMTP status code. No email is accepted.

Y

Note  You can also configure AsyncOS to perform this rejection at the message recipient
level (RCPT TO), rather than at the start of the SMTP conversation. Rejecting
messages in this way delays the message rejection and bounces the message,
allowing AsyncOS to retain more detailed information about the rejected messages.
This setting is configured from the CLI 1istenerconfig > setup command.
For more information, see Listening for Connection Requests by Creating a
Listener Using CLI, on page 86.

« TCPREFUSE. Connection is refused at the TCP level.

* RELAY. Connection is accepted. Receiving for any recipient is allowed and is not constrained by the
Recipient Access Table.

* CONTINUE. The mapping in the HAT is ignored, and processing of the HAT continues. If the incoming
connection matches a later entry that is not CONTINUE, that entry is used instead. The CONTINUE
rule is used to facilitate the editing of the HAT in the GUI. For more information, see Creating a Sender
Group for Message Handling , on page 111.

Related Topics

* HAT Variable Syntax, on page 106

HAT Variable Syntax

The following table defines a set of variables that can also be used in conjunction with the custom SMTP and
Rate Limiting banners defined for a mail flow policy. Variable names are case-insensitive. (That is, $group
is equivalent to $Group .)

Table 16: HAT Variable Syntax

Variable Definition

$Group Replaced by the name of the sender group that was matched in the HAT. If the
sender group has no name, “None” is displayed.

$Hostname Replaced by the remote hostname if and only if is has been validated by the
email gateway. If the reverse DNS lookup of the IP address is successful but
returns no hostname, then “None” is displayed. If the reverse DNS lookup fails
(for example, if the DNS server cannot be reached, or no DNS server has been
configured) then “Unknown” is displayed.
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Variable Definition

$O0rgID Replaced by the SenderBase Organization ID (an integer value).

If the email gateway cannot obtain a SenderBase Organization ID, or if the IP
Reputation Service did not return a value, “None” is displayed.

$RemotelP Replaced by the IP address of the remote client.

$HATEntry Replaced by the entry in the HAT that the remote client matched.

Related Topics

* Using HAT Variables, on page 107
* Testing HAT Variables, on page 108

Using HAT Variables
Y

Note These variables can be used with the smtp banner text andmax rcpts per hour text advanced HAT
parameters described in the “Configuring the Gateway to Receive Email” chapter.

Using these variables, you could edit the custom SMTP banner response text for accepted connections in the
$TRUSTED policy in the GUI:

Figure 15: Using HAT Variables

Rate Limiting: Max. Recipients Per Hour: @ Unlimited

o
Max. Recipients Per Hour Code: | [a52

Max. Recipients Per Hour Text: | [Too many recipients received this hour from
Host: $hostname

Or like this, in the CLI:

Would you like to specify a custom SMTP response? [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the group:
$Group,
SHATEntry and the SenderBase Organization: $0rgID.
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Testing HAT Variables

To test these variables, add the IP address of a known, trusted machine to the SALLOWED _LIST sender

group of a listener on the email gateway. Then, connect from that machine via telnet. You can see the variable
substitution in the SMTP response. For example:

# telnet
IP address of Email Security Appliance port

220 hostname
ESMTP

200 You've connected from the hostname: hostname
, IP address of: IP-address of connecting machine
, matched the group: ALLOWED LIST, 10.1.1.1 the SenderBase Organization: OrgID

Understanding Predefined Sender Groups and Mail Flow

Policies

The following table lists the predefined sender groups and mail flow policies that are configured when a public
listener is created.

Table 17: Predefined Sender Groups and Mail Flow Policies for Public Listeners

Predefined Sender Group | Description Default Configured Mail Flow
Policy
ALLOWED LIST Add senders you trust to the Allowed _list sender | STRUSTED

group. The STRUSTED mail flow policy is
configured so that email from senders you trust
has no rate limiting enabled, and the content
from those senders is not scanned by the
Anti-Spam or Anti-Virus software.

BLOCKED_LIST Senders in the Blocked list sender group are | SBLOCKED
rejected (by the parameters set in the
$BLOCKED mail flow policy). Adding senders
to this group rejects connections from those hosts
by returning a SXX SMTP response in the SMTP
HELO command.
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Predefined Sender Group | Description Default Configured Mail Flow
Policy
SUSPECTLIST The Suspectlist sender group contains a mail | $THROTTLED

flow policy that throttles, or slows, the rate of
incoming mail. If senders are suspicious, you

can add them to the Suspectlist sender group,

where the mail flow policy dictates that:

* Rate limiting limits the maximum number
of messages per session, the maximum
number of recipients per message, the
maximum message size, and the maximum
number of concurrent connections you are
willing to accept from a remote host.

* The maximum recipients per hour from the
remote host is set to 20 recipients per hour.
Note that this setting is the maximum
throttling available. You can increase the
number of recipients to receive per hour if
this parameter is too aggressive.

* The content of messages will be scanned
by the anti-spam scanning engine and the
anti-virus scanning engine (if you have
these feature enabled for the system).

 The SenderBase Reputation Service will
be queried for more information about the
sender.

UNKNOWNLIST The Unknownlist sender group may be useful if | SACCEPTED
you are undecided about the mail flow policy
you should use for a given sender. The mail flow
policy for this group dictates that mail is
accepted for senders in this group, but the
Anti-Spam software (if enabled for the system),
the anti-virus scanning engine, and the IP
Reputation Service should all be used to gain
more information about the sender and the
message content. Rate limits for senders in this
group are also enabled with default values. For
more information on virus scanning engines, see
Virus Scanning, on page 367. For more
information on the IP Reputation Service, see
IP Reputation Service, on page 91.

ALL Default sender group that applies to all other |$ACCEPTED
senders. For more information, see Default HAT
Entries, on page 100.

The following table lists the predefined sender groups and mail flow policies that are configured when a
private listener is created.
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Table 18: Predefined Sender Groups and Mail Flow Policies for Private Listeners

Predefined Sender Group | Description Default Configured Mail Flow
Policy
RELAYLIST Add senders you know should be allowed to | SRELAYED

relay to the Relaylist sender group. The
$RELAYED mail flow policy is configured so
that email from senders you are allowing to
relay has no rate limiting, and the content from
those senders is not scanned by the anti-spam
scanning engine or anti-virus software.

Note The RELAYLIST sender group
includes the systems allowed to relay
email when the System Setup Wizard
was run.

ALL Default sender group that applies to all other |$BLOCKED
senders. For more information, see Default
HAT Entries, on page 100.

)

Note When you run the System Setup Wizard on an email gateway model that has only two Ethernet ports, you are
prompted to create only one listener. It creates a public listener that also includes a SRELAYED mail flow
policy that is used to relay mail for internal systems. For email gateway models that have more than two
Ethernet ports, the RELAYLIST sender group and SRELAYED mail flow policy only appear on private
listeners.

Handling Messages from a Group of Senders in the Same
Manner

Use the Mail Policies > HAT Overview and Mail Flow Policy pages to configure how the listener handles
messages from senders. Do this by creating, editing, and deleting sender groups and mail flow policies.

Related Topics

* Creating a Sender Group for Message Handling , on page 111

» Adding a Sender to an Existing Sender Group, on page 112

* Rearranging the Order of the Rules to Perform for Incoming Connections, on page 112
* Searching for Senders, on page 113

* Defining Access Rules for Email Senders Using Mail Flow Policies, on page 105

* Defining Default Values for Mail Flow Policies, on page 118
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Creating a Sender Group for Message Handling

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8
Step 9

Step 10
Step 11

Step 12
Step 13
Step 14

Step 15

Procedure

Navigate to the Mail Policies > HAT Overview page.

Choose the listener to edit in the Listener field.

Click Add Sender Group.

Type the name of the sender group.

Select the order in which to place it in the list of sender groups.

(Optional) Enter a comment, for example information about this sender group or its settings.

Select a mail flow policy to which to apply this sender group.

Note If you do not know the mail flow policy you would like to apply to this group (or if no mail flow
policies exist yet), then use the default “CONTINUE (no policy)” mail flow policy.

(Optional) Select a DNS list.

(Optional) Include senders for which IP Reputation Score has no information. This is referred to as “none”
and generally denotes a suspect.

(Optional) Enter a DNS list.
(Optional) Configure host DNS verification settings.

For more information, see Implementing More Stringent Throttling Settings for Unverified Senders, on page
127.

Click Submit to create the sender group.
Click on the newly created sender group.
Click Add Sender to add senders to the sender group.

« Add sender IP address .Select IP Addresses, add an IPv4 address, IPv6 address, or a hostname, and
submit the changes.

A sender can include a range of IP addresses and partial hostnames.

» Add sender’s country of origin. Select Geolocation, select the country, and submit the changes.

Submit and commit your changes.

What to do next
Related Topics
+ Editing IP Reputation Filtering Score Thresholds for a Listener , on page 94

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



Defining Which Hosts Are Allowed to Connect Using the Host Access Table |

. Adding a Sender to an Existing Sender Group

Adding a Sender to an Existing Sender Group

Step 1
Step 2
Step 3

Step 4

Procedure

From a domain, IP, or network owner profile page, click the Add to Sender Group link.

Choose the sender group from the list defined for each listener.

Submit and commit your changes.

Note When you add a domain to a sender group, two actual domains are listed in the GUI. For example, if
you were adding the domain example.net , on the Add to Sender Group page, both example.net and

.example.net are added. The second entry ensures that any host in the subdomain of example.net
will be added to the sender group. For more information, see Sender Group Syntax, on page 101.

If one or more of the senders you are adding to a sender group is a duplicate of a sender that is already
present in that sender group, the duplicate senders will not be added and you will see a confirmation
message.

Click Save to add the sender and return to the Incoming Mail Overview page.

What to do next
Related Topics

* Protecting Email Gateway-Generated Messages From the Spam Filter, on page 407
* How to Configure the Email Gateway to Scan Messages for Spam, on page 384

Rearranging the Order of the Rules to Perform for Incoming Connections

Step 1
Step 2
Step 3
Step 4

Step 5

If you add a sender group to a listener, you may need to edit the sender group order.

The HAT is read from top to bottom for each host that attempts to connect to the listener. If a rule matches a
connecting host, the action is taken for that connection immediately.

Procedure

Navigate to the Mail Policies > HAT Overview page.
Choose the listener to edit in the Listener field.
Click Edit Order.

Type the new order for existing rows of sender groups in the HAT.

Cisco recommends maintaining the default order: RELAYLIST (certain hardware models only), followed by
ALLOWED LIST, BLOCKED LIST, SUSPECTLIST, and UNKNOWNLIST.

Submit and commit your changes.
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Searching for Senders

You can find senders by entering text in the Find Senders field at the top of the HAT Overview page. Enter
the text to search with and click Find.

Defining Rules for Incoming Messages Using a Mail Flow Policy

Consider the following rules and guidelines before creating a mail flow policy:

* Defaults for the policy are “greyed out” while the “Use Default” radio button is selected. To overwrite
the default values, enable the feature or setting by selecting the “On” radio button and making changes
to the now accessible values. To define default values, see Defining Default Values for Mail Flow Policies,
on page 118.

* Some parameters depend on certain pre-configurations. (For example, the Directory Harvest Attack
prevention setting requires that you have configured an LDAP Acceptance Query.)

Procedure
Step 1 Navigate to the Mail Policies > Mail Flow Policies page.
Step 2 Click Add Policy.
Step 3 Enter the information described in the following table.

Table 19: Mail Flow Policy Parameters

Parameter Description

Connections

Maximum message | The maximum size of a message that will be accepted by this listener. The smallest
size possible maximum message size is 1 kilobyte.

Maximum concurrent | The maximum number of concurrent connections allowed to connect to this listener
connections froma | from a single IP address.
single IP

Maximum messages | The maximum number of messages that can be sent through this listener per
per connection connection from a remote host.

Maximum recipients | That maximum number of recipients per message that will be accepted from this
per message host.

SMTP Banner

Custom SMTP Banner | The SMTP code returned when a connection is established with this listener.
Code

Custom SMTP Banner | The SMTP banner text returned when a connection is established with this listener.

Text . . . . .
Note  You can use some variables in this field. For more information, see HAT

Variable Syntax, on page 106.
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Flow Policy

Parameter

Description

Custom SMTP Reject
Banner Code

The SMTP code returned when a connection is rejected by this listener.

Custom SMTP Reject
Banner Text

The SMTP banner text returned when a connection is rejected by this listener.

Override SMTP
Banner Host Name

By default, the email gateway will include the hostname associated with the interface
of the listener when displaying the SMTP banner to remote hosts (for example: 220-
hostname ESMTP ). You may choose to override this banner by entering a different
hostname here. Additionally, you may leave the hostname field blank to choose not
to display a hostname in the banner.

Rate Limit for Hosts

Max. Recipients per
Hour

The maximum number of recipients per hour this listener will receive from a remote
host. The number of recipients per sender IP address is tracked globally. Each listener
tracks its own rate limiting threshold; however, because all listeners validate against
a single counter, it is more likely that the rate limit will be exceeded if the same IP
address (sender) is connecting to multiple listeners.

Note  You can use some variables in this field. For more information, see HAT

Variable Syntax, on page 106.

Max. Recipients per
Hour Code

The SMTP code returned when a host exceeds the maximum number of recipients
per hour defined for this listener.

Max. Recipients Per
Hour Exceeded Text

The SMTP banner text returned when a host exceeds the maximum number of
recipients per hour defined for this listener.

Rate Limit for Sende

r

Max. Recipients per
Time Interval

The maximum number of recipients during a specified time period that this listener
will receive from a unique envelope sender, based on the mail-from address. The
number of recipients is not tracked globally. Each listener tracks its own rate limiting
threshold; however, because all listeners validate against a single counter, it is more
likely that the rate limit will be exceeded if messages from the same mail-from
address are received by multiple listeners.

Select whether to use the default maximum recipients, accept unlimited recipients,
or specify another maximum number of recipients.

Use the Default Mail Flow Policy settings to specify the maximum number of
recipients and the time interval that will be used by the other mail flow policies by
default. The time interval can only be specified using the Default Mail Flow Policy.

Sender Rate Limit
Exceeded Error Code

The SMTP code returned when an envelope exceeds the maximum number of
recipients for the time interval defined for this listener.

Sender Rate Limit
Exceeded Error Text

The SMTP banner text returned when an envelope sender exceeds the maximum
number of recipients for the time interval defined for this listener.
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Parameter Description

Exceptions If you want certain envelope senders to be exempt from the defined rate limit, select
an address list that contains the envelope senders. See Using a List of Sender
Addresses for Incoming Connection Rules, on page 120for more information.

Flow Control

Use SenderBase for
Flow Control

Enable “look ups” to the IP Reputation Service for this listener.

Group by Similarity of
IP Addresses:
(significant bits 0-32)

Used to track and rate limit incoming mail on a per-IP address basis while managing
entries in a listener’s Host Access Table (HAT) in large CIDR blocks. You define a
range of significant bits (from 0 to 32) by which to group similar IP addresses for
the purposes of rate limiting, while still maintaining an individual counter for each
IP address within that range. Requires “Use SenderBase” to be disabled. For more
information about HAT significant bits, see Configuring Routing and Delivery
Features, on page 707.

Directory Harvest At

tack Prevention (DHAP)

Directory Harvest
Attack Prevention:
Maximum Invalid
Recipients Per Hour

The maximum number of invalid recipients per hour this listener will receive from
a remote host. This threshold represents the total number of RAT rejections and
SMTP call-ahead server rejections combined with the total number of messages to
invalid LDAP recipients dropped in the SMTP conversation or bounced in the work
queue (as configured in the LDAP accept settings on the associated listener). For
more information on configuring DHAP for LDAP accept queries, see Working with
LDAP Queries, on page 797.

Directory Harvest
Attack Prevention:
Drop Connection if
DHAP threshold is
Reached within an
SMTP Conversation

The email gateway will drop a connection to a host if the threshold of invalid
recipients is reached.

Max. Invalid
Recipients Per Hour
Code:

Specify the code to use when dropping connections. The default code is 550.

Max. Invalid
Recipients Per Hour
Text:

Specify the text to use for dropped connections. The default text is “Too many invalid
recipients.”

Drop Connection if
DHAP threshold is
reached within an
SMTP Conversation

Enable to drop connections if the DHAP threshold is reached within an SMTP
conversation.

Max. Invalid
Recipients Per Hour
Code

Specify the code to use when dropping connections due to DHAP within an SMTP
conversation. The default code is 550.

Use
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Parameter Description

Max. Invalid Specify the text to use when dropping connections due to DHAP within an SMTP
Recipients Per Hour | conversation.

Text:

Spam Detection

Anti-spam scanning | Enable anti-spam scanning on this listener.

Virus Detection

Anti-virus scanning | Enable the anti-virus scanning on this listener.

Sender Domain Reputation Verification

Sender Domain Enable sender domain reputation verification.
Reputation
Verification

Encryption and Authentication

TLS Deny, Prefer, or Require Transport Layer Security (TLS) in SMTP conversations
for this listener.

If you select Preferred, you can make TLS mandatory for envelope senders from a
specific domain or with a specific email address by selecting an Address List that
specifies those domains and email addresses. When an envelope sender matching a
domain or address in this list tries to send a message over a connection that does not
use TLS, the email gateway rejects the connection and the sender will have to try
again using TLS.

The Verify Client Certificate option directs the email gateway to establish a TLS
connection to the user’s mail application if the client certificate is valid. If you select
this option for the TLS Preferred setting, the email gateway still allows a non-TLS
connection if the user doesn’t have a certificate, but rejects a connection if the user
has an invalid certificate. For the TLS Required setting, selecting this option requires
the user to have a valid certificate in order for the email gateway to allow the
connection.

For information on creating an address list, see Using a List of Sender Addresses for
Incoming Connection Rules, on page 120.

For information on using client certificates for TLS connections, see Establishing a
TLS Connection from the Email Gateway, on page 839.

SMTP Authentication | Allows, disallow, or requires SMTP Authentication from remote hosts connecting
to the listener. SMTP Authentication is described in detail in the “LDAP Queries”
chapter.

If Both TLS and Require TLS to offer SMTP Authentication.
SMTP Authentication
are enabled:
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Parameter Description

Domain Key/ DKIM | Enable Domain Keys or DKIM signing on this listener (ACCEPT and RELAY only).
Signing

DKIM Verification Enable DKIM verification.

S/IMIME Decryption

and Verification

S/MIME
Decryption/Verification

* Enable S/MIME decryption or verification.

* Choose whether to retain or remove the digital signature from the messages
after S/MIME verification. For triple wrapped messages, only the inner signature
is retained or removed.

S/MIME Public Key

Harvesting

S/MIME Public Key
Harvesting

Enable S/MIME public key harvesting.

Harvest Certificates
on Verification Failure

Choose whether to harvest public keys if the verification of the incoming signed
messages fail.

Store Updated
Certificate

Choose whether to harvest updated public keys.

SPF/SIDF Verificatio

n

Enable SPF/SIDF
Verification

Enable SPF/SIDF signing on this listener. For more information, see Email
Authentication, on page 609.

Conformance Level

Set the SPF/SIDF conformance level. You can choose from SPF, SIDF or SIDF
Compatible. For details, see Email Authentication, on page 609.

Downgrade PRA
verification result if
'Resent-Sender:' or
'Resent-From:' were
used:

If you choose a conformance level of SIDF compatible, configure whether you want
to downgrade Pass result of the PRA Identity verification to None if there are
Resent-Sender: or Resent-From: headers present in the message. You may choose
this option for security purposes.

HELO Test Configure whether you want to perform a test against the HELO identity (Use this
for SPF and SIDF Compatible conformance levels).

DMARC Verification

Enable DMARC Enable DMARC verification on this listener. For more information, see DMARC

Verification Verification, on page 640.

Use DMARC Select the DMARC verification profile that you want to use on this listener.

Verification Profile
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Parameter Description
DMARC Feedback |Enable sending of DMARC aggregate feedback reports.
Reports

For more information about DMARC aggregate feedback report, see DMARC
Aggregate Reports, on page 646.

Note DMARC specification requires the feedback report messages to be DMARC
compliant. Make sure that these messages are DKIM signed or you must
publish appropriate SPF records.

Untagged Bounces

Consider Untagged
Bounces to be Valid

Applies only if bounce verification tagging (discussed in the “Configuring Routing
and Delivery Features” chapter) is enabled. By default, the appliance considers
untagged bounces invalid and either rejects the bounce or adds a custom header,
depending on the Bounce Verification settings. If you choose to consider untagged
bounces to be valid, the email gateway accepts the bounce message.

Envelope Sender DNS Verification

See Verifying Senders, on page 123.

Exception Table

Use Exception Table

Use the sender verification domain exception table. You can only have one exception
table, but you can enable it per mail flow policy. See Sender Verification Exception
Table, on page 125 for more information.

Note If anti-spam or anti-virus scanning is enabled globally in the HAT, messages are flagged for anti-spam
or anti-virus scanning as they are accepted by the email gateway. If anti-spam or anti-virus scanning
is disabled after the message is accepted, the message will still be subject to scanning when it leaves

the work queue.

Submit and commit your changes.

Defining Default Values for Mail Flow Policies

Step 1
Step 2
Step 3
Step 4

Procedure

Click Mail Policies > Mail Flow Policies.

Choose the listener to edit in the Listener field.
Click the Default Policy Parameters link below the configured mail flow policies.

Define the default values that all mail flow policies for this listener use.

For more information on the properties, see Defining Rules for Incoming Messages Using a Mail Flow Policy,

on page 113.
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Step 5

Working with the Host Access Table Configuration .

Submit and commit your changes.

Working with the Host Access Table Configuration

You can export all information stored in a Host Access Table to a file, and you can import Host Access Table
information stored in a file into the email gateway for a listener, overwriting all existing Host Access Table
information.

Related Topics

* Exporting the Host Access Table Configuration to an External File, on page 119
* Importing the Host Access Table Configuration from an External File, on page 119

Exporting the Host Access Table Configuration to an External File

Step 1
Step 2
Step 3
Step 4

Step 5

Procedure

Navigate to the Mail Policies > HAT Overview page.
Choose the listener to edit in the Listener menu.
Click Export HAT.

Enter a file name for the exported HAT. This is the name of the file that will be created in the configuration
directory on the email gateway.

Submit and commit your changes.

Importing the Host Access Table Configuration from an External File

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

When you import a HAT, all of the existing HAT entries are removed from the current HAT.

Procedure

Navigate to the Mail Policies > HAT Overview page.
Choose the listener to edit in the Listener menu.
Click Import HAT.

Select a file from the list.

Note The file to import must be in the configuration directory on the email gateway.

Click Submit. You will see a warning message, asking you to confirm that you wish to remove all of the
existing HAT entries.
Click Import.

Commit your changes.
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You can place “comments” in the file. Lines that begin with a ‘#’ character are considered comments and are
ignored by AsyncOS. For example:

# File exported by the GUI at 20060530T215438
$BLOCKED

REJECT {}
[ ... ]

Using a List of Sender Addresses for Incoming Connection Rules

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Mail flow policies allow you to use of an address list for certain settings that apply to a group of envelope
senders, such as rate limiting exemptions and mandatory TLS connections. An address list can consist of
email addresses, domains, partial domains, and IP addresses. You can use the Mail Policies > Address Lists
page in the GUI or the addresslistconfig command in the CLI to create an address list. The Address Lists
page displays all address lists on the email gateway, along with any mail flow policies that use an address list.

Procedure

Select Mail Policies > Address Lists.

Click Add Address List.

Enter a name for the address list.

Enter a description of the address list.

(Optional) To enforce using full email addresses in the address list, select Full Email Addresses only.
Choose any one of the following options to create an address list:

» Select Full Email Addresses only if you want to enforce using full email addresses in the address list.
* Select Domains only if you want to enforce using domains in the address list.

* Select IP Addresses only if you want to enforce using IP addresses in the address list.

Enter the addresses you want to include. You can use the following formats:

* Full email address: user@example.com
* Partial email address: usere
Note If you have selected Allow only full Email Addresses, you cannot use partial email addresses.
* [P address in their email address: @[1.2.3.4]
» All users in a domain: @example.com

* All users in a partial domain: @.example.com

Note that domains and IP addresses must start with a @ character.

Separate email addresses with a comma. If you separate the addresses using a new line, AsyncOS automatically
converts your entries into a comma-separated list.

. User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment)



| Defining Which Hosts Are Allowed to Connect Using the Host Access Table
SenderBase Settings and Mail Flow Policies .

Step 8 Submit and commit your changes.

SenderBase Settings and Mail Flow Policies

In order to classify connections to the email gateway and apply mail flow policies (which may or may not
contain rate limiting), a listener uses the following methodology:

Classification -> Sender Group -> Mail Flow Policy -> Rate Limiting

For more information, see Sender Groups Defined by Network Owners, Domains, and IP Addresses, on page
102.

The “Classification” stage uses the sending host’s IP address to classify an inbound SMTP session (received
on a public listener) into a Sender Group. The Mail Flow Policy associated with that Sender Group may have
parameters for rate limiting enabled. (Rate limiting limits the maximum number of messages per session, the
maximum number of recipients per message, the maximum message size, and/or the maximum number of
concurrent connections you are willing to accept from a remote host.)

Normally, in this process, recipients are counted against each sender in the corresponding named sender group.
If mail is received from several senders in the same hour, the total recipients for all senders is compared against
the limit.

There are some exceptions to this counting methodology:

» If the classification is done by Network Owner, then the IP Reputation Service will automatically divide
a large block of addresses into smaller blocks.

Counting of recipients and recipient rate limiting is done separately for each of these smaller blocks (usually,
but not always, the equivalent of a /24 CIDR block).

» If the HAT Significant Bits feature is used. In this case, a large block of addresses may be divided into
smaller blocks by applying the significant bits parameter associated with the policy.

Note that this parameter relates to the Mail Flow Policy -> Rate Limiting phase. It is not the same as the
“bits” field in the “network/bits” CIDR notation that may be used to classify IP addresses in a Sender Group.

By default, IP Reputation Service and IP Profiling support are enabled for public listeners and disabled for
private listeners.

Related Topics
» HAT Significant Bits Feature, on page 121

HAT Significant Bits Feature

Beginning with the 3.8.3 release of AsyncOS, you can track and rate limit incoming mail on a per-IP address
basis while managing sender group entries in a listener’s Host Access Table (HAT) in large CIDR blocks.
For example, if an incoming connection matched against the host “10.1.1.0/24,” a counter could still be
generated for each individual address within that range, rather than aggregating all traffic into one large
counter.
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Note In order for the significant bits HAT policy option to take effect, you must not enable “User SenderBase” in
the Flow Control options for the HAT (or, for the CLI, answer no to the question for enabling the SenderBase
Information Service in the 1istenerconfig -> setup command: “Would you like to enable Reputation
Filters and IP Profiling support?”). That is, the Hat Significant Bits feature and enabling SenderBase IP
Profiling support are mutually exclusive.

In most cases, you can use this feature to define sender groups broadly — that is, large groups of IP addresses
such as “10.1.1.0/24” or “10.1.0.0/16” — while applying mail flow rate limiting narrowly to smaller groups
of IP addresses.

The HAT Significant Bits feature corresponds to these components of the system:

* HAT Configuration , on page 122
* Significant Bits HAT Policy Option , on page 122
* Injection Control Periodicity , on page 122

HAT Configuration

There are two parts of HAT configuration: sender groups and mail flow policies. Sender group configuration
defines how a sender's IP address is “classified” (put in a sender group). Mail flow policy configuration defines
how the SMTP session from that IP address is controlled. When using this feature, an IP address may be
“classified in a CIDR block” (e.g. 10.1.1.0/24) sender group while being controlled as an individual host (/32).
This is done via the “signficant_bits” policy configuration setting.

Significant Bits HAT Policy Option

The HAT syntax allows for the signficant bits configuration option. This feature appears in the GUI in the
Mail Policies > Mail Flow Policies page.

When the option to use SenderBase for flow control is set to “OFF” or Directory Harvest Attack Prevention
is enabled, the “significant bits” value is applied to the connecting sender’s IP address, and the resulting CIDR
notation is used as the token for matching defined sender groups within the HAT. Any rightmost bits that are
covered by the CIDR block are “zeroed out” when constructing the string. Thus, if a connection from the IP
address 1.2.3.4 is made and matches on a policy with the significant bits option set to 24, the resultant CIDR
block would be 1.2.3.0/24. So by using this feature, the HAT sender group entry (for example, 10.1.1.0/24)
can have a different number of network significant bits (24) from the significant bits entry in the policy
assigned to that group (32, in the example).

For more information on listenerconfig command, see the CLI Reference Guide for AsyncOS for Cisco
Secure Email Gateway.

Injection Control Periodicity

A global configuration option exists to allow you to adjust when the injection control counters are reset. For
very busy systems maintaining counters for a very large number of different IP addresses, configuring the
counters to be reset more frequently (for example, every 15 minutes instead of every 60 minutes) will ensure
that the data does not grow to an unmanageable size and impact system performance.

The current default value is 3600 seconds (1 hour).You can specify periods ranging from as little as 1 minute
(60 seconds) to as long as 4 hours (14,400 seconds).
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Adjust this period via the GUI, using the global settings (for more information, see Configuring Global Settings
for Listeners, on page 78).

You can also adjust this period using the 1istenerconfig -> setup command in the CLI. For more information
on listenerconfig command, see the CLI Reference Guide for AsyncOS for Cisco Secure Email Gateway.

Verifying Senders

Spam and unwanted mail is frequently sent by senders whose domains or IP addresses cannot be resolved by
DNS. DNS verification means that you can get reliable information about senders and process mail accordingly.
Sender verification prior to the SMTP conversation (connection filtering based on DNS lookups of the sender’s
IP address) also helps reduce the amount of junk email processed through the mail pipeline on the email
gateway.

Mail from unverified senders is not automatically discarded. Instead, AsyncOS provides sender verification
settings that allow you to determine how the email gateway handles mail from unverified senders: you can
configure your email gateway to automatically block all mail from unverified senders prior to the SMTP
conversation or throttle unverified senders, for example.

The sender verification feature consists of the following components:

« Verification of the connecting host. This occurs prior to the SMTP conversation. For more information,
see Sender Verification: Host, on page 123.

« Verification of the domain portion of the envelope sender. This occurs during the SMTP conversation.
For more information, see Sender Verification: Envelope Sender, on page 124.

Related Topics

* Sender Verification: Host, on page 123

* Sender Verification: Envelope Sender, on page 124

 Implementing Sender Verification — Example Settings, on page 126

» Testing Your Settings for Messages from Unverified Senders, on page 129
* Sender Verification and Logging, on page 130

Sender Verification: Host

Senders can be unverified for different reasons. For example, the DNS server could be “down” or not
responding, or the domain may not exist. Host DNS verification settings for sender groups allow you to classify
unverified senders prior to the SMTP conversation and include different types of unverified senders in your
various sender groups.

The email gateway attempts to verify the sending domain of the connecting host via DNS for incoming mail.
This verification is performed prior to the SMTP conversation. The system acquires and verifies the validity
of the remote host’s IP address (that is, the domain) by performing a double DNS lookup . A double DNS

lookup is defined as a reverse DNS (PTR) lookup on the IP address of the connecting host, followed by a

forward DNS (A) lookup on the results of the PTR lookup. The email gateway then checks that the results of
the A lookup match the results of the PTR lookup. If the PTR or A lookups fail, or the results do not match,
the system uses only the IP address to match entries in the HAT and the sender is considered as not verified.

Unverified senders are classified into the following categories:

* Connecting host PTR record does not exist in the DNS.
* Connecting host PTR record lookup fails due to temporary DNS failure.
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* Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

Using the sender group “Connecting Host DNS Verification” settings, you can specify a behavior for unverified
senders (see Throttling Messages from Unverified Senders Using the SUSPECTLIST Sender Group, on page
127).

You can enable host DNS verification in the sender group settings for any sender group; however, keep in
mind that adding host DNS verification settings to a sender group means including unverified senders in that
group. That means that spam and other unwanted mail will be included. Therefore, you should only enable
these settings on sender groups that are used to reject or throttle senders. Enabling host DNS verification on
the ALLOWED_LIST sender group, for example, would mean that mail from unverified senders would receive
the same treatment as mail from your trusted senders in your ALLOWED_LIST (including bypassing
anti-spam/anti-virus checking, rate limiting, etc., depending on how the mail flow policy is configured).

Sender Verification: Envelope Sender

With envelope sender verification, the domain portion of the envelope sender is DNS verified. (Does the
envelope sender domain resolve? Is there an A or MX record in DNS for the envelope sender domain?) A
domain does not resolve if an attempt to look it up in the DNS encounters a temporary error condition such
as a timeout or DNS server failure. On the other hand, a domain does not exist if an attempt to look it up
returns a definitive “domain does not exist” status. This verification takes place during the SMTP conversation
whereas host DNS verification occurs before the conversation begins — it applies to the IP address of
connecting SMTP server.

In more detail: AsyncOS performs an MX record query for the domain of the sender address. AsyncOS then
performs an A record lookup based on the result of the MX record lookup. If the DNS server returns
“NXDOMAIN? (there is no record for this domain), AsyncOS treats that domain as non-existent. This falls
into the category of “Envelope Senders whose domain does not exist.” NXDOMAIN can mean that the root
name servers are not providing any authoritative name servers for this domain.

\)

Note Sender verification rejects a domain with no MX record if the DNS response is “NOERROR.”

However, if the DNS server returns “SERVFAIL,” it is categorized as “Envelope Senders whose domain does
not resolve.” SERVFAIL means that the domain does exist but DNS is having transient problems looking up
the record.

A common technique for spammers or other illegitimate senders of mail is to forge the MAIL FROM
information (in the envelope sender) so that mail from unverified senders that is accepted will be processed.
This can lead to problems as bounce messages sent to the MAIL FROM address are undeliverable. Using
envelope sender verification, you can configure your email gateway to reject mail with malformed (but not
blank) MAIL FROMs.

For each mail flow policy, you can:

* Enable envelope sender DNS verification.

* Offer custom SMTP code and response for malformed envelope sender. Malformed envelope senders
are blocked if you have enabled envelope sender DNS verification.

* Offer custom response for envelope sender domains which do not resolve.
* Offer custom response for envelope sender domains which do not exist in DNS.

You can use the sender verification exception table to storeSender Verification Exception Table, on page 125
a list of domains or addresses from which mail will be automatically allowed or rejected (see ). The sender
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Partial Domains,

Partial Domains, Default Domains, and Malformed MAIL FROMs .

verification exception table can be enabled independently of Envelope Sender verification. So, for example,
you can still reject special addresses or domains specified in the exception table without enabling envelope
sender verification. You can also always allow mail from internal or test domains, even if they would not
otherwise be verified.

Though most spam is from unverifiable senders, there are reasons why you might want to accept mail from
an unverified sender. For example, not all legitimate email can be verified through DNS lookups — a temporary
DNS server problem can stop a sender from being verified.

When mail from unverified senders is attempted, the sender verification exception table and mail flow policy
envelope sender DNS verification settings are used to classify envelope senders during the SMTP conversation.
For example, you may accept and throttle mail from sending domains that are not verified because they do
not exist in DNS. Once that mail is accepted, messages with malformed MAIL FROMs are rejected with a
customizable SMTP code and response. This occurs during the SMTP conversation.

You can enable envelope sender DNS verification (including the domain exception table) in the mail flow
policy settings for any mail flow policy via the GUI or the CLI ( 1istenerconfig -> edit -> hostaccess
-> < policy > )

Related Topics

» Partial Domains, Default Domains, and Malformed MAIL FROMs, on page 125
* Custom SMTP Code and Response, on page 125
* Sender Verification: Envelope Sender, on page 124

Default Domains, and Malformed MAIL FROMs

If you enable envelope sender verification or disable allowing partial domains in SMTP Address Parsing
options for a listener (see the SMTP Address Parsing Options section in the “Configuring the Gateway to
Receive Email” chapter), the default domain settings for that listener will no longer be used.

These features are mutually exclusive.

Custom SMTP Code and Response

You can specify the SMTP code and response message for messages with malformed envelope senders, for
envelope senders which do not exist in DNS, and for envelope senders which do not resolve via DNS queries
(DNS server might be down, etc.).

In the SMTP response, you can include a variable, sEnvelopesender , which is expanded to the value of the
envelope sender when the custom response is sent.

While typically a “Domain does not exist” result is permanent, it is possible for this to be a transient condition.
To handle such cases, “conservative” users may wish to change the error code from the default 5XX to a 4XX
code.

Sender Verification Exception Table

The sender verification exception table is a list of domains or email addresses that will either be automatically
allowed or rejected during the SMTP conversation. You can also specify an optional SMTP code and reject
response for rejected domains. There is only one sender verification exception table per email gateway and
it is enabled per mail flow policy.

The sender verification exception table can be used to list obviously fake but correctly formatted domains or
email addresses from which you want to reject mail. For example, the correctly formatted MAIL FROM:
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. Implementing Sender Verification — Example Settings

pres@whitehouse.gov could be listed in the sender verification exception table and set to be automatically
rejected. You can also list domains that you want to automatically allow, such as internal or test domains.
This is similar to envelope recipient (SMTP RCPT TO command) processing which occurs in the Recipient
Access Table (RAT).

The sender verification exception table is defined in the GUI via the Mail Policies > Exception Table page
(or the CLI, via the exceptionconfig command) and then is enabled on a per-policy basis via the GUI (see
Defining Messages to Send to Unverified Senders Using the ACCEPTED Mail Flow Policy, on page 128) or
the CLI (see the CLI Reference Guide for AsyncOS for Cisco Secure Email Gateway.

Entries in the sender verification exception table have the following syntax:

See Excluding Unverified Senders from Sender Verification Rules Based on Sender’s Email Address, on page
128 for more information about modifying the exception table.

Implementing Sender Verification — Example Settings

This section provides an example of a typical conservative implementation of host and envelope sender
verification.

For this example, when implementing host sender verification, mail from connecting hosts for which reverse
DNS lookup does not match is throttled via the existing SUSPECTLIST sender group and THROTTLED
mail flow policy.

A new sender group (UNVERIFIED) and a new mail flow policy (THROTTLEMORE) are created. Mail
from connecting hosts which are not verified will be throttled (using the UNVERIFIED sender group and the
more aggressive THROTTLEMORE mail flow policy) prior to the SMTP conversation.

Envelope sender verification is enabled for the ACCEPTED mail flow policy.

The following table shows the suggested settings for implementing sender verification:

Table 20: Sender Verification: Suggested Settings

Sender Group Policy Include
UNVERIFIED THROTTLEMORE Prior to SMTP conversation:
SUSPECTLIST THROTTLED Connecting host PTR record does not exist in the DNS.
Connecting host reverse DNS lookup (PTR) does not match the forward
DNS lookup (A).
ACCEPTED Envelope Sender Verification during SMTP conversation:
- Malformed MAIL FROM:

- Envelope sender does not exist in DNS.

- Envelope sender DNS does not resolve.

Related Topics

* Throttling Messages from Unverified Senders Using the SUSPECTLIST Sender Group, on page 127
* Implementing More Stringent Throttling Settings for Unverified Senders, on page 127
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Throttling Messages from Unverified Senders Using the SUSPECTLIST Sender Group .

* Defining Messages to Send to Unverified Senders Using the ACCEPTED Mail Flow Policy, on page
128

» Excluding Unverified Senders from Sender Verification Rules Based on Sender’s Email Address, on
page 128

* Searching for Addresses within the Sender Verification Exception Table, on page 128

Throttling Messages from Unverified Senders Using the SUSPECTLIST Sender Group

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Procedure

Select Mail Policies > HAT Overview.

Click SUSPECTLIST in the list of sender groups.
Click Edit Settings.

Select the THROTTLED policy from the list.

Check the “Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A)” checkbox
under Connecting Host DNS Verification.

Submit and commit your changes.

Now, senders for which reverse DNS lookups fail will match the SUSPECTLIST sender group and will receive
the default action from the THROTTLED mail flow policy.

Implementing More Stringent Throttling Settings for Unverified Senders

Step 1

Step 2

Procedure

Create a new mail flow policy (for this example, it is named THROTTLEMORE) and configure it with more
stringent throttling settings.

a) On the Mail Flow Policies page, click Add Policy

b) Enter a name for the mail flow policy, and select Accept as the Connection Behavior.

¢) Configure the policy to throttle mail.

d) Submit and commit your changes.

Create a new sender group (for this example, it is named UNVERIFIED) and configure it to use the

THROTTLEMORE policy:

a) On the HAT Overview page, click Add Sender Group

b) Select the THROTTLEMORE policy from the list.

¢) Check the “Connecting host PTR record does not exist in DNS” checkbox under Connecting Host DNS
Verification.

d) Submit and commit your changes.
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Defining Messages to Send to Unverified Senders Using the ACCEPTED Mail Flow Policy

Procedure
Step 1 Select Mail Policies > Mail Flow Policies.
Step 2 On the Mail Flow Policies page, click on the ACCEPTED mail flow policy.
Step 3 Scroll down to the Sender Verification section.

Step 4 In the Envelope Sender DNS Verification section, do the following:

* Select On to enable envelope sender DNS verification for this mail flow policy.
* You may also define custom SMTP code and responses.

Step 5 In the Use Domain Exception Table section, select On to enable the domain exception table.
Step 6 Submit and commit your changes.

Excluding Unverified Senders from Sender Verification Rules Based on Sender’'s Email Address

Procedure

Step 1 Select Mail Policies > Exception Table.

Note The exception table applies globally to all mail flow policies with “Use Exception Table” enabled.

Step 2 Click Add Domain Exception on the Mail Policies > Exception Table page.

Step 3 Enter an email address. You can enter a specific address (pres@whitehouse.gov), a name (user@), a domain
(@example.com or @.example.com), or an address with a bracketed IP address (user@[192.168.23.1]).
Step 4 Specify whether to allow or reject messages from the address. When rejecting mail, you can also specify an

SMTP code and custom response.

Step 5 Submit and commit your changes.
Searching for Addresses within the Sender Verification Exception Table
Procedure

Step 1 Enter the email address in the Find Domain Exception section of the Exception Table page.
Step 2 Click Find.

If the address matches any of the entries in the table, the first matching entry is displayed.
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Testing Your Settings for Messages from Unverified Senders

Now that you have configured sender verification settings, you can verify the behavior of your email gateway.

Note that testing DNS-related settings is beyond the scope of this document.

Related Topics

* Sending a Test Message with a Malformed MAIL FROM Sender Address, on page 129
* Sending a Message from an Address That is Excluded from Sender Verification Rules, on page 129

Sending a Test Message with a Malformed MAIL FROM Sender Address

While it may be difficult to test the various DNS-related settings for your THROTTLED policy, you can test
the malformed MAIL FROM setting.

Procedure

Step 1 Open a Telnet session to your email gateway.

Step 2 Use SMTP commands to send a test message with a malformed MAIL FROM (something like “admin”
without a domain).

Note If you have configured your email gateway to use a default domain or to specifically allow partial
domains when sending or receiving email or if you have enabled address parsing (see the “Configuring
the Gateway to Receive Email” chapter) you may not be able to create, send, and receive an email
with a missing or malformed domain.

Step 3 Verify that the message is rejected.

# telnet IP_address_of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

Note that the SMTP code and response is the one you configured for the envelope sender verification settings
for the THROTTLED mail flow policy.

Sending a Message from an Address That is Excluded from Sender Verification Rules

To confirm that mail from the email address listed in the sender verification exception table is not subject to
envelope sender verification:

Procedure
Step 1 Add the following address to the exception table with an “Allow” behavior: admin@zzzaaazzz.com
Step 2 Commit your changes.
Step 3 Open a Telnet session to your email gateway.
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. Sender Verification and Logging

Step 4

Step 5

Use SMTP commands to send a test message from the email address you entered in the sender verification
exception table (admin@zzzaaazzz.com).

Verify that the message is accepted.

# telnet IP address of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

If you remove that email address from the sender verification exception table, mail from that sender will be
rejected because the domain portion of the envelope sender is not DNS verified.

Sender Verification and Logging

The following log entries provide an example of Sender Verification verdicts.

Related Topics

* Envelope Sender Verification, on page 130

Envelope Sender Verification

Malformed Envelope Senders:

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope sender
domain missing

Domain does not exist (NXDOMAIN):

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected, envelope
sender domain does not exist

Domain does not resolve (SERVFAIL):

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected, envelope
sender domain could not be resolved
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Accepting or Rejecting Connections Based on
Domain Name or Recipient Address

This chapter contains the following sections:

* Overview of Accepting or Rejecting Connections Based on the Recipient’s Address, on page 131
* Overview of the Recipient Access Table (RAT), on page 132

* Accessing the RAT using the GUI, on page 132

* Accessing the RAT using the CLI, on page 132

* Editing the Default RAT Entry, on page 132

* Domains and Users, on page 133

Overview of Accepting or Rejecting Connections Based on the
Recipient’s Address

AsyncOS uses a Recipient Access Table (RAT) for each public listener to manage accept and reject actions
for recipient addresses. Recipient addresses include these:

* Domains
* Email addresses
* Groups of email addresses

The System Setup Wizard guides the administrator in configuring at least one public listener (with default
values) on the email gateway. Configuring a public listener during setup involves specifying default local
domains or specific addresses to accept mail. These local domains or specific addresses are the first entries
in the RAT for that public listener.

For each public listener, the default entry, “All Other Recipients”, rejects email from all recipients. The
administrator defines all local domains for which the email gateway accepts messages. Optionally, you can
also define specific users for whom the email gateway will accept or reject messages. AsyncOS allows you
to define acceptable local domains and specific users using the Recipient Access Table (RAT).

You might need to configure a listener to accept messages for multiple domains. For example, if your
organization uses the domain currentcompanyname . com and it previously used oldcompanyname.com , then
you might accept messages for both currentcompanyname . com and oldcompanyname . com . In this case, include
both local domains in the RAT for your public listener.
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(Note: the Domain Map feature can map messages from one domain to another. See the Domain Map feature
section of the “Configuring Routing and Delivery Features” chapter.)

Overview of the Recipient Access Table (RAT)

The Recipient Access Table defines which recipients are accepted by a public listener. At a minimum, the
table specifies the address and whether to accept or reject it.

The Recipient Access Table (RAT) page shows a listing of the entries in the RAT including the order, default
action, and whether or not the entry has been configured to bypass LDAP accept queries.

Accessing the RAT using the GUI

GUI

Procedure

Navigate to Mail Policies > Recipient Access Table (RAT).

Accessing the RAT using the CLI

CLI

Procedure

Use the listenerconfig command with the edit > rcptaccess > new subcommands.

Editing the Default RAT Entry

Before you begin

* Set up a public listener.

* Plan edits with caution, ensuring you do not create an open relay on the Internet. An open relay (sometimes
called an “insecure relay” or a “third-party” relay) is an SMTP email server that allows third-party relay
of email messages. By processing mail that is neither for — nor from — a local user, an open relay makes
it possible for an unscrupulous sender to route large volumes of spam through your gateway. By default,
the RAT rejects all recipients to prevent creation of an open relay.

* Note that you cannot delete the default entry from the RAT.

Procedure

Step 1 Navigate to Mail Policies > Recipient Access Table (RAT).

. User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment)



| Accepting or Rejecting Connections Based on Domain Name or Recipient Address

Step 2

Domains and Users .

Click All Other Recipients.

Domains and Users

Modifying the Domains For Which to Accept Messages using the RAT

Use the Mail Policies > Recipient Access Table (RAT) page to configure the local domains and specific users
for which the email gateway accepts messages. On this page, you can perform the following tasks:

» Add, delete, and modify entries in the RAT.

* Change the order of the entries.

* Export RAT entries to a text file.

* Import RAT entries from a text file. Importing from a text file overwrites the existing entries.

Related Topics

» Adding Domains and Users For Which to Accept Messages, on page 133

* Rearranging the Order of Domains and Users in the Recipient Access Table, on page 135
* Exporting the Recipient Access Table to an External File, on page 136

* Importing the Recipient Access Table from an External File, on page 136

Adding Domains and Users For Which to Accept Messages

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Step 9
Step 10

Procedure

Navigate to the Mail Policies > Recipient Access Table (RAT) page.
Choose the listener to edit in the Overview for Listener field.

Click Add Recipient.

Select an order for the entry.

Enter the recipient address.

Choose to accept or reject the recipient.

(Optional) Choose to bypass LDAP acceptance queries for the recipient.
(Optional) Use a custom SMTP response for this entry.

a) Select Yes for Custom SMTP Response.

b) Enter an SMTP response code and text. Include the SMTP response to the RCPT TO command for the
recipient.

(Optional) Choose to bypass throttling by selecting Yes for Bypass Receiving Control.

Submit and commit your changes.

What to do next
Related Topics
* Defining Recipient Addresses, on page 134

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



Accepting or Rejecting Connections Based on Domain Name or Recipient Address |
. Defining Recipient Addresses

* Bypassing LDAP Accept for Special Recipients, on page 134
* Bypassing Throttling for Special Recipients, on page 135
Defining Recipient Addresses

The RAT allows you to define a recipient or group of recipients. Recipients can be defined by full email
address, domain, partial domain, username, or IP address:

[TPv4 address] Specific Internet Protocol version 4 (IPv4) address of the host. Note that the
IP address must be between the ““ [] ” characters.

[IPv6 address] Specific Internet Protocol version 6 (IPv6) address of the host. Note that the
IP address must be between the “ [] ”” characters.

division.example.com Fully-qualified domain name.

.partialhost Everything within the “partialhost” domain.

user@domain Complete email address.

user@ Anything with the given username.

user@[IP_address] Username at a specific IPv4 or IPv6 address. Note that the IP address must

be between the “ [] ” characters.

Note that “ userelP_address ” (without the bracket characters) is not a valid
address. The system will append the brackets when it receives the message

to create a valid address, which could affect whether a recipient is matched
in the RAT.

Note When you add a domain to the Recipient Access Table in step 4 of the System Setup Wizard in the GUI (see
Step 3: Network, on page 41), you might want to consider adding a second entry to specify subdomains. For
example, if you type the domain example.net , you might also want to enter .example.net . The second
entry ensures that mail destined for any subdomain of example.net will match in the Recipient Access Table.
Note that only specifying . example.com in the RAT will accept for all subdomains of .example.com but will
not accept mail for complete email address recipients without a subdomain (for example joe@example.com).

Bypassing LDAP Accept for Special Recipients

If you configure LDAP acceptance queries, you may wish to bypass the acceptance query for certain recipients.
This feature can be useful if there are recipients for whom you receive email which you do not want to be
delayed or queued during LDAP queries, such as customercare@example.com .

If you configure the recipient address to be rewritten in the work queue prior to the LDAP acceptance query,
(such as aliasing or using a domain map), the rewritten address will not bypass LDAP acceptance queries.
For example you use an alias table to map customercare@example.com to bob@example.com and
sue@example.com. Ifyou conﬁgure bypassing LDAP acceptance for customercare@example.com,an LDAP
acceptance query is still run for bob@example.com and sue@example.com after the aliasing takes place.

To configure bypassing LDAP acceptance via the GUI, select Bypass LDAP Accept Queries for this
Recipient when you add or edit the RAT entry.
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Bypassing Throttling for Special Recipients .

To configure bypassing LDAP acceptance queries via the CLI, answer yes to the following question when
you enter recipients using the listenerconfig -> edit -> rcptaccess command:

Would you like to bypass LDAP ACCEPT for this entry? [Y]> y

When you configure a RAT entry to bypass LDAP acceptance, be aware that the order of RAT entries affects
how recipient addresses are matched. The RAT matches the recipient address with the first RAT entry that
qualifies. For example, you have the following RAT entries: postmaster@ironport.com and ironport.com.
You configure the entry for postmaster@ironport.com to bypass LDAP acceptance queries, and you configure
the entry for ironport.com for ACCEPT. When you receive mail for postmaster@ironport.com, the LDAP
acceptance bypass will occur only if the entry for postmaster@ironport.com is before the entry for ironport.com.
If the entry for ironport.com is before the postmaster@ironport.com entry, the RAT matches the recipient
address to this entry and applies the ACCEPT action.

Bypassing Throttling for Special Recipients

For recipient entries, you can specify that the recipient bypasses throttling control mechanisms enabled on
the listener.

This feature is useful if there are certain recipients for whom you do not want to limit messages. For example,
many users will want to receive email for the address “ postmaster@domain ” on a listener, even if the sending
domain is being throttled based on the receiving control defined in mail flow policies. Specifying this recipient
to bypass receiving control in a listener’s RAT allows the listener to receive unlimited messages for the
recipient “ postmaster@domain ” while retaining mail flow policies for other recipients in the same domain.
Recipients will avoid being counted against the recipients-per-hour counter maintained by the system if the
sending domain is being limited.

To specify certain recipients to bypass receiving control via the GUI, select Yes for the “Bypass Receiving
Control” setting when adding or editing a RAT entry:

To specify certain recipients to bypass receiving control via the CLI, answer yes to the following question
when you enter recipients using the 1istenerconfig > edit > rcptaccess command:

Would you like to bypass receiving control for this entry? [N]> y

Rearranging the Order of Domains and Users in the Recipient Access Table

Step 1
Step 2
Step 3
Step 4
Step 5

Procedure

Navigate to the Mail Policies > Recipient Access Table (RAT) page.
Choose the listener to edit in the Overview for Listener field.

Click Edit Order.

Change the order by arranging the values in the Order column.

Submit and commit your changes.
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. Exporting the Recipient Access Table to an External File

Exporting the Recipient Access Table to an External File

Step 1
Step 2
Step 3
Step 4

Step 5

Procedure

Navigate to the Mail Policies > Recipient Access Table (RAT) page.
Choose the listener to edit in the Overview for Listener field.
Click Export RAT.

Enter a file name for the exported entries.

This is the name of the file that will be created in the configuration directory on the email gateway.

Submit and commit your changes.

Importing the Recipient Access Table from an External File

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

When you import Recipient Access Table entries from a text file, all of the existing entries are removed from
the Recipient Access Table.

Procedure

Navigate to the Mail Policies > Recipient Access Table (RAT) page.
Choose the listener to edit in the Overview for Listener field.

Click Import RAT.

Select a file from the list.

AsyncOS lists all text files in the configuration directory on the email gateway.

Click Submit.

A warning message displays asking you to confirm that you want to remove all of the existing Recipient
Access Table entries.

Click Import.
Commit your changes.

You can place “comments” in the file. Lines that begin with a ‘#’ character are considered comments and are
ignored by AsyncOS. For example:

Example:
# File exported by the GUI at 20060530T220526

.example.com ACCEPT
ALL REJECT
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CHAPTER 9

Using Message Filters to Enforce Email Policies

The email gatewaycontains extensive content scanning and message filtering technology that allows you to
enforce corporate policies and act on specific messages as they enter or leave your corporate networks.

This chapter contains information about the powerful combinations of features available for policy enforcement:
a content scanning engine, message filters, attachment filters, and content dictionaries.

This chapter contains the following sections:

* Overview, on page 137

» Components of a Message Filter, on page 138

» Message Filter Processing, on page 140

* Message Filter Rules, on page 145

* Message Filter Actions, on page 193

* Attachment Scanning, on page 225

* Detecting Malicious Files in Messages Attachments Using Message Filter , on page 235
» Using the CLI to Manage Message Filters, on page 235

* Message Filter Examples, on page 250

* Configuring Scan Behavior, on page 257

Message filters allow you to create special rules describing how to handle messages as they are received by
the email gateway. A message filter specifies that a certain kind of email message should be given special
treatment. Cisco message filters also allow you to enforce corporate email policy by scanning the content of
messages for words you specify. This chapter contains the following sections:

« Components of a message filter. Message filters allow you to create special rules describing how to
handle messages as they are received. Filter rules identify messages based on message or attachment
content, information about the network, message envelope, message headers, or message body. Filter
actions generate notifications or allow messages to be dropped, bounced, archived, blind carbon copied,
or altered. For more information, see Components of a Message Filter, on page 138.

* Processing Message Filters. When AsyncOS processes message filters, the content that AsyncOS scans,
the order of the processing, and the actions taken are based on several factors, including the message
filter order, any prior processing that may have altered the message content, the MIME structure of the
message, the threshold score configured for content matching, and structure of the query. For more
information, see Message Filter Processing, on page 140.
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» Message Filter Rules. Each filter has a rule that defines the collection of messages that the filter can act
upon. You define those rules when you create a message filter. For more information, see Message Filter
Rules, on page 138.
Message Filter Actions. Each filter has an action that is performed on a message if the rule evaluates
to true . There are two types of actions that can be performed: final actions (such as delivering, dropping,
or bouncing a message), or non-final actions (such as stripping or inserting a header) which permit the
message to be further processed. For more information, see Message Filter Actions, on page 138.
Attachment Scanning Message Filters. Attachment scanning message filters allow you to strip
attachments from messages that are inconsistent with your corporate policies, while still retaining the
ability to deliver the original message. You can filter attachments based on their specific file type,
fingerprint, or content. You can also scan image attachments using an image analyzer. The image analyzer
uses algorithms that measure image attributes to determine the likelihood of inappropriate content. These
algorithms can detect, for example, the shapes and color palette in an image. The analyzer can identify
the type of shapes in an image and the percentage of any flesh-tone colors relative to the other colors in
the image to help identify inappropriate content. Images with a high percentage of flesh-tone colors are
more likely to be inappropriate. The algorithms do not discriminate in any way. For more information,
see Attachment Scanning, on page 225.
Using the CLI to Manage Message Filters. The CLI accepts commands for working with message
filters. For example, you might want to display, reorder, import or export a list of message filters. For
more information, see Using the CLI to Manage Message Filters, on page 235.
 Message Filter Examples. This section contains some real world examples of filters with a brief discussion
of each. For more information, see Message Filter Examples, on page 250.

Components of a Message Filter

Message filters allow you to create special rules describing how to handle messages as they are received. A
message filter is comprised of message filter rules and message filter actions.

Related Topics

* Message Filter Rules, on page 138
» Message Filter Actions, on page 138
* Message Filter Example Syntax, on page 139

Message Filter Rules

Message filter rules determine the messages that a filter will act on. Rules may be combined using the logical
connectors AND, OR, and NOT to create more complex tests. Rule expressions may also be grouped using
parentheses.

Message Filter Actions

The purpose of message filters is to perform actions on selected messages.
The two types of actions are:

* Final actions — such as deliver, drop , and bounce — end the processing of a message, and permit no
further processing through subsequent filters.
* Non-final actions perform an action which permits the message to be processed further.
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Message Filter Example Syntax .

Note Non-final message filter actions are cumulative. If a message matches multiple filters where each filter specifies
a different action, then all actions are accumulated and enforced. However, if a message matches multiple
filters specifying the same action, the prior actions are overridden and the final filter action is enforced.

Related Topics

* Filter Actions Summary Table, on page 193
* Action Variables, on page 202
» Matched Content Visibility, on page 204

* Description and Examples of Message Filter Actions, on page 205

Message Filter Example Syntax

The intuitive meaning of a filter specification is:

if the message matches the rule, then apply the actions in sequence. If the else clause is present, the actions

within the else clause are executed in the event the message does not match the rule.

The name of the filter you specify makes it easier to manage filters when you are activating, deactivating, or

deleting them.

Message filters use the following syntax:

Example Syntax

Purpose

expedite:

filter name

if (recv-listener == 'InboundMail' or recv-int == 'notmain')

rule specification

{

alt-src-host ('outboundl') ;
skip-filters();
}

action specification

else
{

alt-src-host ('outbound2"') ;
}

optional alternative action specification

Note that you can omit any alternative actions:

Example Syntax

Purpose

expedite2:

filter name

if ((not (recv-listener == 'InboundMail')) and

(not (recv-int == 'notmain')))

rule specification
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Example Syntax Purpose

action specification
{

alt-src-host ('outbound2') ;
skip-filters();

}

You can combine several filters in sequence within a single text file, one following the other.

You must enclose the values in filters in either single or double quotation marks. Single or double quotation
marks must be equally paired on each side of the value; for example, the expressions
notify('customercare@example.com')andnotify("customercare@example.com") areb0ﬂ1legaLbu1the
expression notify ("customercarelexample.com') causes a syntax CITor.

Lines beginning with a © # > character are considered comments and are ignored; however, they are not
preserved by AsyncOS as can be verified by viewing a filter via filters -> detail .

Message Filter Processing

When AsyncOS processes message filters, the content that AsyncOS scans, the order of the processing, and
the actions taken are based on several factors:

» Message filter order. Message filters are maintained in an ordered list. When a message is processed,
AsyncOS applies each message filter in the order it appears in the list. If a final action occurs, no further
action is taken on the message. For more information, see Message Filter Order, on page 141.

* Prior processing. Actions performed on AsyncOS messages may add or remove headers before the
message filter is evaluated. AsyncOS processes the message filter process on the headers that are present
in the message at the time of processing. For more information, see Message Header Rules and Evaluation,
on page 141.

» The MIME structure of the message. The MIME structure of the message determines which part of
the message is treated as “body,” and which part of the message is treated as an “attachment”. Many
message filters are configured to act on just the body or just the attachment part of the message. For more
information, see Message Bodies vs. Message Attachments, on page 141.

» The threshold score configured for the regular expression. When you match a regular expression,
you configure a “score” to tally up the number of times a match must occur before a filter action is taken.
This allows you to “weight” the responses to different terms. For more information, see Thresholds for
Matches in Content Scanning, on page 142 .

* The structure of the query. When evaluating AND or OR tests within message filters, AsyncOS does
not evaluate unneeded tests. In addition, it is important to note that the system does not evaluate the tests
from left to right. Instead, when AND and OR tests are evaluated, the least expensive test is evaluated
first. For more information, see AND Test and OR Tests in Message Filters, on page 145.

Related Topics

* Message Filter Order, on page 141

* Message Header Rules and Evaluation, on page 141

* Message Bodies vs. Message Attachments, on page 141

* Thresholds for Matches in Content Scanning, on page 142
* AND Test and OR Tests in Message Filters, on page 145
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Message Filter Order

Message filters are kept in an ordered list and numbered by their position in the list. When a message is
processed, the message filters are applied in the associated numeric order. Therefore, filter number 30 will
not have a chance to alter the source host of a message if filter number 9 has already executed a final action
on (for example, bounced) the message. The position of a filter in the list can be changed via the system user
interfaces. Filters imported via a file are ordered based on their relative order in the imported file.

After a final action, no further actions may be taken on the message.

Although a message may match a filter rule, the filter may not act upon that message for any of the following
reasons:

» The filter is inactive.
* The filter is invalid.
* The filter has been superseded by an earlier filter that executed a final action for the message.

Message Header Rules and Evaluation

Filters evaluate “processed” headers rather than the original message headers when applying header rules.
Thus:

» [f a header was added by a previous processing action, it can now be matched by any subsequent header
rule.

» [f a header was stripped by a previous processing action, it can no longer be matched by any subsequent
header rule.

* If a header was modified by a previous processing action, any subsequent header rule will evaluate the
modified header and not the original message header.

This behavior is common to both message filters and content filters.

Message Bodies vs. Message Attachments

An email message is composed of multiple parts. Although RFCs define everything that comes after a message’s
headers as a multipart “message body,” many users still conceptualize a message’s “body” and its “attachment”
differently. When you use any of the Cisco message filters named body- variable or attachment-variable ,
the email gateway attempts to distinguish the parts that most users consider to be the “body” and the
“attachment” in the same way that many MUAs attempt to render these parts differently.

For the purposes of writing body - variable or attachment-variable message filter rules, everything after the
message headers is considered the message body , whose content is considered the first text part of the MIME
parts that are within the body. Anything after the content, (that is, any additional MIME parts) is considered
an attachment . AsyncOS evaluates the different MIME parts of the message, and identifies the parts of the
file that is treated as an attachment.

For example, The following figure shows a message in the Microsoft Outlook MUA where the words “
Document attached below.’ appear as a plain text message body and the document “ This is a Microsoft
Word document.doc ” appears as an attachment . Because many users conceptualize email this way (rather
than as a multipart message whose first part is plain text and whose second part is a binary file), the Cisco
uses the term “attachment” in message filters to create rules to differentiate and act on the .doc file part (in
essence, the second MIME part) as opposed to the “body” of the message (the first, plain text part) — although,
according to the language used in RFCSs 1521 and 1522, a message’s body is comprised of all MIME parts.
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Figure 16: Message with “Attachment”

B Microsoft Word document attached - Message (Plain Text) ]
é;.,‘a&eply | -:'_@Replyﬁa.ﬂl_l | :'_'.%Forﬂard = MEZW]W. 4 |_§, _3 X | & - 9 - AF | @ ! : 3¢ This is Spam _

o
¢ File Edit ‘View Insert Format Tools  Actions Help

Fram: Senk:  Thu 4/22/2004 1:52 PM

To:
co
subject:  Microsoft Word document attached

Attachments: This is & Microsoft Word Document. doc {30 KB}

Document attached helow,

Because the email gateway makes this distinction between the body and the attachment in multipart messages,
there are several cases you should be aware of when using the body - variable or attachment-variable message
filter rules in order to achieve the expected behavior:

* If you have a message with a single text part—that is, a message containing a header of “Content-Type:
text/plain” or “Content-Type: text/html” — the email gateway will consider the entire message as the
body. If the content type is anything different, the email gateway considers it to be a single attachment.

» Some encoded files (uuencoded, for example) are included in the body of the email message. When this
occurs, the encoded file is treated as an attachment, and it is extracted and scanned, while the remaining
text is considered to be the body of the text.

* A single, non-text part is always considered an attachment . For example, a message consisting of only
a.zip file is considered an attachment.

Thresholds for Matches in Content Scanning

When you add filter rules that search for patterns in the message body or attachments, you can specify the
minimum threshold for the number of times the pattern must be found. When AsyncOS scans the message,
it totals the “score” for the number of matches it finds in the message and attachments. If the minimum
threshold is not met, the regular expression does not evaluate to true. You can specify this threshold for the
following filter rules:

* body-contains

* only-body-contains

» attachment-contains

* every-attachment-contains

* dictionary-match

» attachment-dictionary-match

You can also specify a threshold value for the drop-attachments-where-contains action.

\}

Note You cannot specify thresholds for filter rules that scan headers or envelope recipients and senders.

Related Topics

* Threshold Syntax, on page 143
* Threshold Scoring for Message Bodies and Attachments, on page 143
* Threshold Scoring Multipart/Alternative MIME Parts, on page 143
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* Threshold Scoring for Content Dictionaries, on page 144

Threshold Syntax

To specify a threshold for the minimum number of occurrences, specify the pattern and the minimum number
of matches required to evaluate to true:

if (<filter rule>('<pattern>',<minimum threshold>)) {

For example, to specify that the body-contains filter rule must find the value “Company Confidential” at least
two times, use the following syntax:

if (body-contains ('Company Confidential',2)) {

By default, when AsyncOS saves a content scanning filter, it compiles the filter and assigns a threshold value
of 1, if you have not assigned a value.

You can also specify a minimum number of pattern matches for values in a content dictionary. For more
information about content dictionaries, see the “Text Resources” chapter.

Threshold Scoring for Message Bodies and Attachments

An email message may be composed of multiple parts. When you specify threshold values for filter rules that
search for patterns in the message body or attachments, AsyncOS counts the number of matches in the message
parts and attachments to determine the threshold “score.” Unless the message filter specifies a specific MIME
part (such as the attachment-contains filter rule), AsyncOS will total the matches found in all parts of the
message to determine if the matches total the threshold value. For example, you have a body-contains message
filter with a threshold of 2. You receive a message in which the body contains one match, and the attachment
contains one match. When AsyncOS scores this message, it totals the two matches and determines that the
threshold score has been met.

Similarly, if you have multiple attachments, AsyncOS totals the scores for each attachment to determine the
score for matches. For example, you have an attachment-contains filter rule with a threshold of 3. You
receive a message with two attachments, and each attachment contains two matches. AsyncOS would score
this message with four matches and determine that the threshold score has been met.

Threshold Scoring Multipart/Alternative MIME Parts

To avoid duplicate counting, if there are two representatives of the same content (plain text and HTML),
AsyncOS does not total the matches from the duplicate parts. Instead, it compares the matches in each part
and selects the highest value. AsyncOS would then add this value to the scores from other parts of the multipart
message to create a total score.

For example, you configure a body-contains filter rule and set the threshold to 4. You then receive a message
that contains both plain text, HTML and two attachments. The message would use the following structure:

multipart/mixed
multipart/alternative
text/plain

text/html
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application/octet-stream

application/octet-stream

The body-contains filter rule would determine the score for this message by first scoring the text/plain and
text/html parts of the message. It would then compare the results of these scores and select the highest score
from the results. Next, it would add this result to the score from each of the attachments to determine the final
score. Suppose the message has the following number of matches:

multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)
application/octet-stream (1 match)

application/octet-stream

Because AsyncOS compares the matches for the text/plain and text/html parts, it returns a score of 3, which
does not meet the minimum threshold to trigger the filter rule.

Threshold Scoring for Content Dictionaries

When you use a content dictionary, you can “weight” terms so that certain terms trigger filter actions more
easily. For example, you may want not want to trigger a message filter for the term, “bank.” However, if the
term, “bank” is combined with the term, “account,” and accompanied with an ABA routing number, you may
want to trigger a filter action. To accomplish this, you can use a weighted dictionary to give increased
importance to certain terms or a combination of terms. When a message filter that uses a content dictionary
scores the matches for filter rule, it uses these weights to determine the final score. For example, suppose you
create a content dictionary with the following contents and weights:

Table 21: Sample Content Dictionary

Term/Smart Identifier Weight
ABA Routing Number 3
Account 2
Bank 1

When you associate this content dictionary with a dictionary-match Or attachment-dictionary-match
message filter rule, AsyncOS would add the weight for the term to the total “score” for each instance of the
matching term found in the message. For example, if the message contains three instances of the term, “account”
in the message body, AsyncOS would add a value of 6 to the total score. If you set the threshold value for the
message filter to 6, AsyncOS would determine that the threshold score has been met. Or, if the message
contained one instance of each term, the total value would be 6, and this score would trigger the filter action.
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AND Test and OR Tests in Message Filters

When evaluating AND or OR tests within message filters, AsyncOS does not evaluate unneeded tests. So,
for example, if one side of an AND test is false, the system will not evaluate the other side. It is important to
note that the system does not evaluate the tests from left to right. Instead, when AND and OR tests are evaluated,
the least expensive test is evaluated first. For example, in the following filter, the remote-ip test will always
be processed first because it has a lower cost than the rcpt-to-group test (generally LDAP tests are more
expensive):

andTestFilter:
if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

{ ... 1

Because the least expensive test is performed first, switching the order of the items in the test will have no
effect. If you want to guarantee the order in which tests are performed, use nested if statements. This is also
the best way to ensure that an expensive test is avoided whenever possible:

expensiveAvoid:
if (<simple tests>)
{ 1f (<expensive test>)
{ <action> }

}

In a somewhat more complicated example, consider:

if (testl AND test2 AND test3) { ... }

The system groups the expression from left to right, so this becomes:

if ((testl AND test2) AND test3) { ... }

This means the first thing the system does is compare the cost of (test1 AND test2) against the cost of test3
, evaluating the second AND first. If all three tests have the same cost, then test3 will be performed first
because (test1 AND test2) would be twice as expensive.

Message Filter Rules

Each message filter contains a rule that defines the collection of messages that a filter can act upon. You define
the filter rules, and then you define a filter action for messages that return true .

Related Topics

* Filter Rules Summary Table, on page 146
*» Regular Expressions in Rules, on page 156
* Smart Identifiers, on page 160

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



Using Message Filters to Enforce Email Policies |
. Filter Rules Summary Table

* Description and Examples of Message Filter Actions, on page 205

Filter Rules Summary Table

The following table summarizes the rules you can use in message filters.

Table 22: Message Filter Rules

Rule Syntax Description

Subject Header subject Does the subject header match a
certain pattern? See Subject Rule,
on page 164.

Body Size body-size Is the body size within some range?

See Body Size Rule, on page 166.

Envelope Sender mail-from Does the Envelope Sender (i.e., the
Envelope From, <MAIL FROM>)
match a given pattern? See

Envelope Sender Rule, on page 165.

Envelope Sender in Group mail-from-group Is the Envelope Sender (i.e., the
Envelope From, <MAIL FROM>)
in a given LDAP group? See
Envelope Sender in Group Rule, on
page 166.

Sender Group sendergroup Which sender group was matched
in a listener's Host Access Table
(HAT)? See Sender Group Rule,
on page 166.

Envelope Recipient rcpt-to Does the Envelope Recipient, (i.e.
the Envelope To, <RCPT TO>)
match a given pattern? See
Envelope Recipient Rule, on page
165.

Note The rcpt-to ruleis
message-based. If a
message has multiple
recipients, only one
recipient has to match the
rule for the specified action
to affect the message to all
recipients.
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Syntax

Description

Envelope Recipient in Group

rcpt-to-group

Is the Envelope Recipient, (i.e. the
Envelope To, <RCPT TO>) in a
given LDAP group? See Envelope
Recipient in Group Rule, on page
165.

Note The rcpt-to-groupruleis
message-based. If a
message has multiple
recipients, only one
recipient has to be found
in a group for The rcptthe
specified action to affect
the message to all
recipients.

Remote IP

remote-ip

Was the message sent from a
remote host that matches a given
IP address or IP block? See Remote
IP Rule, on page 167.

Receiving Interface

recv-int

Did the message arrive via the
named receiving interface? See
.Receiving IP Interface Rule, on
page 168

Receiving Listener

recv-listener

Did the message arrive via the
named listener? See Receiving
Listener Rule, on page 168.

Date

date

Is current time before or after a
specific time and date? See Date
Rule, on page 168.

Header

header (<string>)

Does the message contain a specific
header? Does the value of that
header match a certain pattern? See
Header Rule, on page 169.

Random

random (<integer>)

Is arandom number in some range?
See Random Rule, on page 169.

Recipient Count

rcpt-count

How many recipients is this email
going to? See Recipient Count
Rule, on page 170.
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Syntax

Description

Address Count

addr-count ()

What is the cumulative number of
recipients?

This filter differs from the
rept-count filter rule in that it
operates on the message body
headers instead of the envelope
recipients. See Address Count Rule,
on page 170.

SPF Status

spf-status

What was the SPF verification
status? This filter rule allows you
to query for different SPF
verification results. You can enter
a different action for each valid
SPF/SIDF return value. See
SPF-Status Rule, on page 176.

SPF Passed

spf-passed

Did the SPF/SIDF verification
pass? This filter rule generalizes the
SPF/SIDF results as a Boolean
value. See SPF-Passed Rule, on
page 178.

S/MIME Gateway Message

smime-gateway

Is the message S/MIME signed,
encrypted, or signed and encrypted?
See S/MIME Gateway Message
Rule, on page 178

S/MIME Gateway Verified

smime-gateway-verified

Is the S/MIME message
successfully verified, decrypted, or
decrypted and verified? See
S/MIME Gateway Verified Rule,
on page 178.

Image verdict

image-verdict

What was the image scanning
verdict? This filter rule allows you
to query for different image
analysis verdicts. See Image
Analysis, on page 227.

Workqueue count

workqueue-count

Is the work queue count equal to,
less than, or greater than the
specified value? See
Workqueue-count Rule, on page
178.
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Syntax

Description

Body Scanning

body-contains (
<regular expression>)

Does the message contain text or
an attachment that matches a
specified pattern? Does the pattern
occur the minimum number of
times you specified for the
threshold value?

The engine scans delivery-status
parts and associated attachments.

See Body Scanning , on page 171.

Body Scanning

only-body-contains
(<regular expression>)

Does the message body contain text
that matches a specified pattern?
Does the pattern occur the
minimum number of times you
specified for the threshold value?
Attachments are not scanned. See
Body Scanning Rule, on page 170.

Encryption Detection

encrypted

Is the message encrypted? See
Encryption Detection Rule, on page
171.

Attachment Filename

attachment-filename

Does the message contain an
attachment with a filename that
matches a specific pattern? See
Attachment Filename Rule, on page
172.

Attachment Type

attachment-type

Does the message contain an
attachment of a particular MIME
type? See Attachment Type Rule,
on page 172.
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Rule Syntax Description

Attachment File Type attachment-filetype Does the message contain an
attachment of a file type that
matches a specific pattern based on
its fingerprint (similar to a UNIX
file command)? If the attachment
is an Excel or Word document, you
can also search for the following
embedded file types: .exe , .dll,
.bmp, .tiff, .pcx, .gif, .jpeg, png, and
Photoshop images.

You must enclose the file type in
quotes to create a valid filter. You
can use single or double quotes. For
example, to search for .exe
attachments, use the following
syntax:

if (attachment-filetype ==

"exe")

For more information, see
Attachment Filenames and Single
Compressed Files within Archive
Files, on page 173.

Attachment MIME Type attachment-mimetype Does the message contain an
attachment of a specific MIME
type? This rule is similar to the
attachment-type rule, except only
the MIME type given by the MIME
attachment is evaluated. (The email
gateway does not try to “guess” the
type of the file by its extension if
there is no explicit type given.) See
Examples of Attachment Scanning
Message Filters, on page 232.

Attachment File Hash List attachment-hashlist-match Does the message contain an
attachment that matches the specific
file SHA-256 value in the file hash
list? See Drop Message
Attachments that match File
SHA-256 Filter, on page 257 and
Drop Messages if Attachment
matches File SHA-256 Filter, on
page 257.
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Syntax

Description

Attachment Protected

attachment-protected

Does the message contain an
attachment that is password
protected? See Quarantining
Protected Attachments, on page 234.

Attachment Unprotected

attachment-unprotected

The attachment-unprotected filter
condition returns true if the
scanning engine detects an
attachment that is unprotected. A
file is considered unprotected if the
scanning engine was able to read
the attachment. A zip file is
considered to be unprotected if any
of its members is unprotected.

Note — The
attachment-unprotected filter
condition is not mutually exclusive
of the attachment-protected filter
condition. It is possible for both
filter conditions to return true when
scanning the same attachment. This
can occur, for example, if a zip file
contains both protected and
unprotected members.

See Detecting Unprotected
Attachments, on page 234.

Attachment Scanning

attachment-contains
(<regular expression>)

Does the message contain an
attachment that contains text or
another attachment that matches a
specific pattern? Does the pattern
occur the minimum number of
times you specified for the
threshold value?

This rule is similar to the
body-contains () rule, but it
attempts to avoid scanning the
entire “body” of the message. That
is, it attempts to scan only that
which the user would view as being
an attachment. See Examples of
Attachment Scanning Message
Filters, on page 232.
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Rule Syntax Description

Attachment Scanning attachment-binary-caontains Does the message contain an
(<regular expression>) attachment with binary data that
matches a specific pattern?

This rule is like the
attachment-contains () rule, but
it searches specifically for patterns
in the binary data.

Attachment Scanning every-attachment-contains Do all of the attachments in this
(<regular expression>) message contain text that matches
a specific pattern? The text must
exist in all attachments and the
action performed is, in effect, a
logical AND operation of an '
attachment-contains () 'foreach
attachment. The body is not
scanned. Does the pattern occur the
minimum number of times you
specified for the threshold value?

See Examples of Attachment
Scanning Message Filters, on page
232.

Attachment Size attachment-size Does the message contain an
attachment whose size is within
some range? This rule is similar to
the body-size rule, but it attempts
to avoid scanning the entire “body”
of the message. That is, it attempts
to scan only that which the user
would view as being an attachment.
The size is evaluated prior to any
decoding. See Examples of
Attachment Scanning Message
Filters, on page 232.

Public Blocked lists dnslist (<query server>) Does the sender’s IP address appear
on a public blocked list server
(RBL)? See DNS List Rule, on
page 173.

IP Reputation reputation What is the sender’s IP Reputation
Score? See IP Reputation Rule, on
page 174.

No IP Reputation no-reputation Used to test if IP Reputation Score
is “None.” See IP Reputation Rule,
on page 174.
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Rule Syntax Description

Dictionary dictionary-match Does the message body contain any
(<dictionary name>) of the regular expressions or terms
in the content dictionary named
dictionary_name ? Does the pattern
occur the minimum number of
times you specified for the
threshold value? See Dictionary
Rules, on page 175.

Attachment Dictionary Match attachment-dictionary-match | Does the attachment contain any of
(<dictionary name>) the regular expressions in the
content dictionary named
dictionary_name ? Does the pattern
occur the minimum number of
times you specified for the
threshold value? See Dictionary
Rules, on page 175.

Subject Dictionary Match subject-dictionary-match Does the Subject header contain
(<dictionary_ name>) any of the regular expressions or
terms in the content dictionary
named dictionary name ? See
Dictionary Rules, on page 175.

Header Dictionary Match header-dictionary-match Does the specified header (case
é;gi Zzifam _name>, insensitive) contain any of the
regular expressions or terms in the
content dictionary named
dictionary name ? See Dictionary
Rules, on page 175.
Body Dictionary Match body-dictionary-match This filter condition returns true if

(<dictionary name>) the dictionary term matches content

in the body of the message only.
The filter searches for terms within
the MIME parts not considered to
be an attachment. and it returns true
if the user-defined threshold is met
(the default threshold value is one).
See Dictionary Rules, on page 175.

Envelope Recipient Dictionary rcpt-to-dictionary-match Does the envelope recipient contain
Match (<dictionary name>) any of the regular expressions or
terms in the content dictionary
named dictionary name ? See
Dictionary Rules, on page 175.
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Rule Syntax Description

Envelope Sender Dictionary Match | mail-from-dictionary-match Does the envelope sender contain
(<dictionary name>) any of the regular expressions or
terms in the content dictionary
named dictionary name ? See
Dictionary Rules, on page 175.

SMTP Authenticated User Match |smtp-auth-id-matches Does the address of the Envelope
(<target>[, <sieve-char>]) Sender and the address in message
header match the authenticated
SMTP user ID of the sender? See
SMTP Authenticated User Match
Rule, on page 179.

True true Matches all messages. See True
Rule, on page 163.

Valid valid Returns false if the message
contains unparsable/invalid MIME
parts and true otherwise. See Valid
Rule, on page 164.

Signed signed Is the message is signed? See
Signed Rule, on page 181.

Signed Certificate signed-certificate Does the message signer or X.509
iii;ii e[:gizzzx; ) certificate issuer match a certain

pattern? See Signed Certificate
Rule, on page 181.

Header Repeats header-repeats (<target>, Returns true if at a given point in
<threshold> [, <direction>]) time. a Speciﬁed number of
b

messages:

» With same subject header are
detected in last one hour.

* From same envelope-sender
are detected in last one hour.

See Header Repeats Rule, on page

183.
URL Reputation url-reputation Is the reputation score of any URL
url-no-reputation in the message within the specified
range?

Is a reputation score for a URL
unavailable?

See URL Reputation Rules , on
page 185 and Configuring Email
Gateway to Consume External
Threat Feeds, on page 301.
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Filter Rules Summary Table .

Rule Syntax Description

URL Category url-category Does the category of any URL in
the message match the specified
categories?
See URL Category Rule , on page
186.

Corrupt Attachment attachment-corrupt Does this message have an

attachment that is corrupt?

See Corrupt Attachment Rule, on
page 186.

Message Language

message-language

Is the message (subject and body)
in one of the selected languages?

See Message Language Rule, on
page 187.

Macro Detection

macro-detection-rule
([‘file type-1',
'file type-2',

.., 'file type-n'])

Does the incoming or outgoing
message contain macro-enabled
attachments?

See Macro Detection Rule, on page
188

Forged Email Detection

forged-email-detection
("<dictionary name>",
<threshold>)

Is the sender address of the message
forged? The rule checks if the
From: header in the message is
similar to any of the users in the
content dictionary.

See Forged Email Detection Rule,
on page 189.

Duplicate Boundaries Verification

duplicate boundaries

Does the message contain duplicate
MIME boundaries?

See Duplicate Boundaries
Verification Rule, on page 189.

Malformed MIME Header
Detection

malformed-header

Does the message contain
malformed MIME headers?

See Malformed MIME Header
Detection Rule, on page 190.
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Syntax

Description

Geolocation

geolocation-rule
(['country name-1"',
'country name-2"',
'country name-n'])

Does the incoming message
originate from the selected
countries?

Note Enable the Anti-Spam
engine on your appliance
before you use the
Geolocation message filter
rule.

See Geolocation Rule, on page 190.

Domain Reputation

Sender Domain Reputation:

- sdr-reputation
(<‘sdr verdict range'>,
<‘domain exception
Clist'>)

- sdr-age (<‘unit'>,
<‘operator'>
<‘actual value’>)

- sdr-unscannable
(<'domain exception
Clist'>)

External Threat Feeds:
domain-external-
threat-feeds
(<'external threat
feed source name'>,
<'header'> , <'domain

_exception_ list'>)

Does the sender domain match the
specified criteria?

* Sender Domain Reputation

» External Threat Feeds

See Domain Reputation Rule for
ETF, on page 190 or Domain
Reputation Rule for SDR, on page
191.

For more information, see the
Configuring Email Gateway to
Consume External Threat Feeds,
on page 301 or Sender Domain
Reputation Filtering, on page 317.

Each message injected into the email gateway is processed through all message filters in order, unless you
specify a final action, which stops the message from being processed further. (See Message Filter Actions,
on page 138.) Filters may also apply to all messages, and rules may also be combined using logical connectors

(AND, OR, NOT).

Regular Expressions in Rules

Several of the atomic tests used to define rules use regular expression matching . Regular expressions can
become complex. Use the following table as a guide for the applying of regular expressions within message

filter rules:

Table 23: Regular Expression in Rules

Regular expression ( abc )

Regular expressions in filter rules match a string if the sequence of directives
in the regular expression match any part of the string.

For example, the regular expression Georg matches the string George 0f The
Jungle,theshingGeorgy Porgy,theSUngI@,Meson Georgette as well

as Georg.
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Regular Expressions in Rules .

Carat (")
Dollar sign ( $)

Rules containing the dollar sign character ($) only match the end of the string,
and rules containing the caret symbol ( * ) only match the beginning of the
string.

For example, the regular expression ~Georgs only matches the string Georg .

Searching for an empty header would look like this: "§"

Letters, white space and the
at sign ( @ ) character

Rules containing characters, white space, and the at sign character ( @ ) only
match themselves explicitly.

For example, the regular expression ~George@admin$ only matches the string

George@admin .

Period character ( . )

Rules containing a period character ( . ) match any character (except a new
line).

For example, the regular expression ~. . .admin$ matches the string macadmin
as well as the string sunadmin but not win32admin .

Asterisk ( * ) directive

Rules containing an asterisk ( * ) match “zero or more matches of the previous
directive.” In particular, the sequence of a period and an asterisk ( .* ) matches
any sequence of characters (not containing a new line).

For example, the regular expression ~?. *piper$ matches all of these strings:
PPiper , Peter Piper , P.Piper , and Penelope Penny Piper .

Backslash special characters

QY]

The backslash character escapes special characters. Thus the sequence \ . only
matches a literal period, the sequence \$ only matches a literal dollar sign, and
the sequence \~ only matches a literal caret symbol. For example, the regular
expression ~ik\.ac\.uks only matches the string ik.ac.uk .

Important Note: The backslash is also a special escape character for the parser.
As a result, if you want to include backslash in your regular expression, you
must use two backslashes — so that after parsing, only one “real” backslash
remains, which is then passed to the regular expression system. So, if you
wanted to match the example domain above, you would enter ~ik\\ .ac\\ .uk$

Case-insensitivity ( (21)
)

The token (?1) that indicates the rest of the regular expression should be treated
in case-insensitive mode. Placing this token at the beginning of a case-sensitive
regular expression results in a completely insensitive match.

For example, the regular expression “ (21) viagra ” matches viagra , vIaGra
, and VIAGRA .

Number of repetitions

{min, max}

The regular expression notation that indicates the number of repetitions of the
previous token is supported.

For example, the expression “ fo{2, 3} ” matches foo and fooo but not fo or
fofo .

This statement: if (header ('To') == "~.{500,}") looks for a “To” header
that has 500 or more characters in it.
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Or(]) Alternation, or the “or” operator. If A and B are regular expressions, the
expression “ A|B ” will match any string that matches either “A” or “B.”

113

For example, the expression
not foobar .

foo|bar ~ will match either foo or bar , but

Related Topics

 Using Regular Expressions to Filter Messages, on page 158

* Guidelines for Using Regular Expressions, on page 158

*» Regular Expression and Non-ASCII Character Sets, on page 159
* n Tests, on page 159

* Case-sensitivity, on page 159

» Writing Efficient Filters, on page 159

* PDFs and Regular Expressions, on page 160

Using Regular Expressions to Filter Messages

You can use filters to search for strings and patterns in non-ASCII encoded message content (both headers
and bodies). Specifically, the system supports regular expression (regex) searching for non-ASCII character
sets within:

* Message headers
* MIME attachment filename strings
* Message body:

* Bodies without MIME headers (i.e. traditional email)

* Bodies with MIME headers indicating encoding but no MIME parts
* Multi-part MIME messages with encoding indicated

* All of the above without the encoding specified in a MIME header

You can use regular expressions (regexes) to match on any part of the message or body, including matching
attachments. The various attachment types include text, HTML, MS Word, Excel, and others. Examples of
character sets of interest include gb2312, HZ, EUC, JIS, Shift-JIS, Big5, and Unicode. Message filter rules
with regular expressions can be created through the content filter GUI, or using a text editor to generate a file
that is then imported into the system. For more information, see Using the CLI to Manage Message Filters,
on page 235 and Configuring Scan Behavior, on page 257.

Guidelines for Using Regular Expressions

It is important to begin a regular expression with a caret (” ) and end it with a dollar sign ( $ ) whenever you
want to exactly match a string and not a prefix.

\}

730}

Note When matching an empty string, do not use “” as that actually matches all strings. Instead use “~s~ . For an
example, see the second example in Subject Rule, on page 164.

It is also important to remember that if you want to match a literal period, you must use an escaped period in
the regular expression. For example, the regular expression sun.com matches the string thegodsunocommando
, but the regular expression ~sun\ .com$ only matched the string sun. com.
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Regular Expression and Non-ASCII Character Sets .

Technically, the style of regular expressions used are Python re Module style regular expressions. For a more
detailed discussion of Python style regular expressions, consult the Python Regular Expression HOWTO,
accessible from: http://www.python.org/doc/howto/

Regular Expression and Non-ASCII Character Sets

n Tests

Case-sensitivity

In some languages, the concepts of a word or word boundary, or case do not exist.

Complex regular expressions that depend on concepts like what is or is not a character that would compose
a word (represented as “ \w ” in regex syntax) cause problems when the locale is unknown or if the encoding
is not known for certain.

Regular expressions can be tested for matching using the sequence == and for non-matching using the sequence
1= For example:

rcpt-to ==
"~goober@dev\\.null\\....$" (matching)
rcpt-to != "“goober@dev\\.null\\....$" (non-matching)

Unless otherwise noted, regular expressions are case-sensitive. Thus, if your regular expression is searching
for foo , it does not match the pattern roo or even Foo .

Writing Efficient Filters

This example shows two filters that do the same thing, but the first one takes much more CPU. The second
filter uses a regular expression that is more efficient.

attachment-filter: if ((recv-listener == "Inbound") AND
ceeeeeccccccccccccccccccccccccccceeeeeccc(((attachment-filename ==
"\\.386S") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ad$")) OR
(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.lnk$")) OR (attachment-filename == "\\.mdb$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
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(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.wsS$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.wsf$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

In this instance, AsyncOS will have to start the regular expression engine 30 times, once for each attachment
type and the recv-listener.

Instead, write the filter to look like this:

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.

(386 |exelad|ade|adplasplbas|bat|chm|cmd|com|cpl|crt|exe|hlplhtalinf|ins|ispljs|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

The regular expression engine only has to start twice and the filter is arguably easier to maintain as you do
not have to worry about adding “()”, spelling errors. In contrast to the above, this should show a decrease in
CPU overhead.

PDFs and Regular Expressions

Depending on how a PDF is generated, it may contain no spaces or line breaks. When this occurs, the scanning
engine attempts to insert logical spaces and line breaks based on the location of the words on the page. For
example, when a word is constructed using multiple fonts or font sizes, the PDF code is rendered in a way
that makes it difficult for the scanning engine to determine word and line breaks. When you attempt to match
a regular expression against a PDF file constructed in this way, the scanning engine may return unexpected
results.

For example, you enter a word in a PowerPoint document that uses different fonts and different font sizes for
each letter in the word. When a scanning engine reads a PDF generated from this application, it inserts logical
spaces and line breaks. Because of the construction of the PDF, it may interpret the word “callout” as “call
out” or “c a l lout.” Attempting to match either of these renderings against the regular expression, “callout,”
would result in no matches.

Smart Identifiers

When you use message rules that scan message content, you can use smart identifiers to detect certain patterns
in the data.

Smart identifiers can detect the following patterns in data:

* Credit card numbers

* U.S. Social Security numbers

» Committee on Uniform Security Identification Procedures (CUSIP) numbers
» American Banking Association (ABA) routing numbers

To use smart identifiers in a filter, enter the following keywords in a filter rule that scans body or attachment
content:

Table 24: Smart Identifiers in Message Filters

Key Word | Smart Identifier Description

*credit | Credit card number Identifies 14-, 15-, and 16- digit credit card numbers.

NOTE: The smart identifier does not identify enRoute cards.
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Key Word | Smart Identifier Description
*aba ABA routing number | Identifies ABA routing numbers.
*ssn Social security number | Identifies U.S. social security numbers. The *ssn smart identifier

identifies social security numbers with dashes, periods and spaces.

*cusip CUSIP number Identifies CUSIP numbers.

Related Topics
 Smart Identifier Syntax, on page 161

Smart Identifier Syntax

When you use a smart identifier in a filter rule, enter the smart-identifier keyword in quotes within a filter
rule that scans the body or attachment file, as in the example below:

ID Credit Cards:
if (body-contains ("*credit")) {

notify("legaldept@example.com") ;

You can also use smart identifiers in content filters and as a part of content dictionaries.

)

Note You cannot combine a smart identifier key word with a normal regular expression or another key word. For
example the pattern *credit | *ssn would not be valid.

\}

Note To minimize on false positives using the *SSN smart identifier, it may be helpful to use the *ssn smart identifier
along with other filter criteria. One example filter that can be used is the “only-body-contains” filter condition.
This will only evaluate the expression to be true if the search string is present in all of the message body mime
parts. For example, you could create the following filter:

SSN-nohtml: if only-body-contains (“*ssn”) { duplicate-quarantine (“Policy”);}
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\)

Note

The email gateway detects a smart identifier with or without the keyword (‘credit,' 'ssn,' 'cusip,’ or 'aba") added
as prefix in the message content.

For example: If a message contains a Social Security number in any of the following formats, the email
gateway detects the Social Security number as a smart identifier:

((XXX-XX-XXXX ‘ssn XXX-XX-XXXX,” ‘ssn: XXX-XX-XXXX,” and so on.)
Example: Smart Identifier without Prefix

Create the following filter to detect a smart identifier without the keyword present before the smart identifier.

ID Credit Cards:

if (body-contains ("*credit", 1))
{
notify("legaldept@example.com") ;
}

Where

“credit” indicates the credit card number smart identifier,

[TPEL]
1

indicates the minimum number of matches required for the rule to evaluate to true.
Example: Smart Identifier with Prefix

Create the following filter to detect a smart identifier only if the keyword ((‘credit,” ‘ssn,” ‘cusip,’or ‘aba’) is
present before the smart identifier.

ID Credit Cards:

if (body-contains ("*credit", 1, “prefix”))
{

notify("legaldept@example.com") ;

}

Where
“credit” indicates the credit card number smart identifier,
“1” indicates the minimum number of matches required for the rule to evaluate to true,

“prefix” indicates the rule is true only if the smart identifier has a keyword prefixed to the smart identifier.

Description and Examples of Message Filter Rules

The following section describes the various message filter rules in use and their examples.

Related Topics

* True Rule, on page 163

* Valid Rule, on page 164

* Subject Rule, on page 164

* Envelope Recipient Rule, on page 165

* Envelope Recipient in Group Rule, on page 165
* Envelope Sender Rule, on page 165

* Envelope Sender in Group Rule, on page 166

* Sender Group Rule, on page 166
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True Rule .

* Body Size Rule, on page 166

* Remote IP Rule, on page 167

* Receiving Listener Rule, on page 168

* Receiving IP Interface Rule, on page 168

* Date Rule, on page 168

» Header Rule, on page 169

* Random Rule, on page 169

* Recipient Count Rule, on page 170

» Address Count Rule, on page 170

* Body Scanning Rule, on page 170

* Body Scanning , on page 171

* Encryption Detection Rule, on page 171

» Attachment Type Rule, on page 172

+ Attachment Filename Rule, on page 172

* DNS List Rule, on page 173

* [P Reputation Rule, on page 174

* Dictionary Rules, on page 175

» SPF-Status Rule, on page 176

» SPF-Passed Rule, on page 178

* SSMIME Gateway Message Rule, on page 178
* S/MIME Gateway Verified Rule, on page 178
» Workqueue-count Rule, on page 178

* SMTP Authenticated User Match Rule, on page 179
» Signed Rule, on page 181

» Header Repeats Rule, on page 183

* URL Reputation Rules , on page 185

» URL Category Rule , on page 186

* Corrupt Attachment Rule, on page 186

» Message Language Rule, on page 187

* Macro Detection Rule, on page 188

* Forged Email Detection Rule, on page 189

* Duplicate Boundaries Verification Rule, on page 189
» Malformed MIME Header Detection Rule, on page 190
* Geolocation Rule, on page 190

» Domain Reputation Rule for ETF, on page 190
» Domain Reputation Rule for SDR, on page 191

True Rule

The true rule matches all messages. For example, the following rule changes the IP interface to external for
all messages it tests.

externalFilter:

if (true)
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alt-src-host ('external');

The va1id rule returns false if the message contains unparsable/invalid MIME parts and true otherwise. For
example, the following rule drops all unparsable messages it tests.

not-valid-mime:
if not wvalid
{

drop () ;

The subject rule selects those messages where the value of the subject header matches the given regular
expression.

For example, the following filter discards all messages with subjects that start with the phrase Make Money...
not-valid-mime:

if not valid

{

drop () ;

}

You can specify non-ASCII characters to search for in the value of the header.

When working with headers, remember that the current value of the header includes changes made during
processing (such as with filter actions that add, remove, or modify message headings). See Message Header
Rules and Evaluation, on page 141 for more information.

The following filter returns true if the headers are empty or if the headers are missing from the message:

EmptySubject To filter:

if (header ('Subject') != ".") OR
(header ('To") != ".") {

drop () ;

}

\)

Note

This filter returns true for empty Subject and To headers, but it also returns true for missing headers. If the
message does not contain the specified headers, the filter still returns true.
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Envelope Recipient Rule

The rept-to rule selects those messages where any Envelope Recipient matches the given regular expression.
For example, the following filter drops all messages sent with an email address containing the string “scarface.”

)

Note The regular expression for the rcpt-to rule is case insensitive .

scarfaceFilter:

if (rcpt-to == 'scarface')

Note The rcpt-to rule is message-based. If a message has multiple recipients, only one recipient has to match the
rule for the specified action to affect the message to all recipients.

Envelope Recipient in Group Rule

The rcpt-to-group rule selects those messages where any Envelope Recipient is found to be a member of
the LDAP group given. For example, the following filter drops all messages sent with an email address within
the LDAP group “ExpiredAccounts.”

expiredFilter:

if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;

\)

Note The rcpt-to-group rule is message-based. If a message has multiple recipients, only one recipient has to
match the rule for the specified action to affect the message to all recipients.

Envelope Sender Rule

The mail-fromrule selects those messages where the Envelope Sender matches the given regular expression.
For example, the following filter immediately delivers any message sent by admin@yourdomain.com .

\}

Note The regular expression for the mail-from rule is case insensitive . Note that the period character is escaped in
the following example.
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kremFilter:

if (mail-from == '“admin@yourdomain\\.com$")
{

skip-filters();

}

Envelope Sender in Group Rule

The mail-from-group rule selects those messages where the Envelope Sender is found to be in an LDAP
group given on the right side of the operator (or, in the case of inequality, where the sender’s email address
is not in the given LDAP group). For example, the following filter immediately delivers any message sent by
someone whose email address is in the LDAP group “KnownSenders.”

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}

Sender Group Rule

Body Size Rule

The sendergroup message filter selects a message based on which sender group was matched in a listener's
Host Access Table (HAT). This rule uses '==" (for matching) or ''=' (for not matching) to test for matching a
given regular expression (the right side of the expression). For example, the following message filter rule
evaluates to true if the sender group of the message matches the regular expression Internal, and, if so, sends
the message to an alternate mail host.

senderGroupFilter:

if (sendergroup == "Internal")
{
alt-mailhost (" [172.17.0.11");

}

Body size refers to the size of the message, including both headers and attachments. The body-size rule
selects those messages where the body size compares as directed to a given number. For example, the following
filter bounces any message where the body size is greater than 5 megabytes.

BigFilter:

if (body-size > 5M)
{

bounce () ;

}
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Remote IP Rule

Remote IP Rule .

The body-size can be compared in the following ways:

Example Comparison Type

Less than
body-size < 10M

Less than or equal
body-size <= 10M

Greater than
body-size > 10M

Greater than or equal
body-size >= 10M

Equal
body-size == 10M

Not equal
body-size != 10M

As a convenience, the size measurement may be specified with a suffix:

Quantity Description
ten bytes (same as 10)
10b
thirteen kilobytes
13k
five megabytes
5M
40 gigabytes (Note: The email gateway cannot accept messages larger than 100
406 megabytes.)

The remote-ip rule tests to see if the IP address of the host that sent that message matches a certain pattern.
The IP address can be either Internet Protocol version 4 (IPv4) or Internet Protocol version 6 (IPv6). The IP
address pattern is specified using the allowed hosts notation described in “Sender Group Syntax”, except for
the sBo , IPR , dnslist notations and the special keyword ALz .

The allowed hosts notation can only identify sequences and numeric ranges of IP addresses (not hostnames).
For example, the following filter bounces any message not injected from IP addresses of form 10.1.1. x
where Xis50 , 51, 52 , 53, 54 , or 55.

notMineFilter:

if (remote-ip != '10.1.1.50-55")
{

bounce () ;

}

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



Using Message Filters to Enforce Email Policies |
. Receiving Listener Rule

Receiving Listener Rule

The recv-1listener rule selects those messages received on the named listener. The listener name must be
the nickname of one of the listeners currently configured on the system. For example, the following filter
immediately delivers any message arriving from the listener named expedite .

expediteFilter:

if (recv-listener == 'expedite')
{

skip-filters();

}

Receiving IP Interface Rule

The recv-int rule selects those messages received via the named interface. The interface name must be the
nickname of one of the interfaces currently configured for the system. For example, the following filter bounces
any message arriving from the interface named outside .

outsideFilter:

if (recv-int == 'outside')
{

bounce () ;

}

Date Rule

The date rule checks the current time and date against a time and date you specify. The date rule is compares
against a string containing a timestamp of the format MM/DD/YYYY hh:mm:ss . This is useful to specify
actions to be performed before or after certain times in US format. (Note that there may be an issue if you are
searching messages with non-US date formats.) the following filter bounces all messages from
campaignl@yourdomain.conm that are injected after 1:00pm on July 28th, 2003:

TimeOutFilter:

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com'))

{

bounce () ;

}

\}

Note Do not confuse the date rule with the spate message filter action variable.
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Header Rule

Random Rule

Header Rule .

The header () rule checks the message headers for a specific header, which must be specified quoted in
parentheses (“header name ). This rule may be compared to a regular expression, much like the subject rule,
or may be used without any comparison, in which case it will be “true” if the header is found in the message,
and “false” if it is not found. For example, the following example checks to see if the header x-sample is
found, and if its value contains the string “ sample text ”. If a match is made, the message is bounced.

FooHeaderFilter:

if (header ('X-Sample') == 'sample text')
{

bounce () ;

}
You can specify non-ASCII characters to search for in the value of the header.

The following example demonstrates the header rule without a comparison. In this case, if the header
x-DeleteMe is found, it is removed from the message.

DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

}

When working with headers, remember that the current value of the header includes changes made during
processing (such as with filter actions that add, remove, or modify message headings). See Message Header
Rules and Evaluation, on page 141 for more information.

The random rule generates a random number from zero to N-1, where N is the integer value supplied in
parenthesis after the rule. Like the header () rule, this rule may be used in a comparison, or may be used
alone in a “unary” form. The rule evaluates to true in the unary form if the random number generated is
non-zero. For example, both of the following filters are effectively equal, choosing Virtual Gateway address
A half the time, and Virtual Gateway address B the other half of the time:

load balance_a:

if (random(10) < 5)
{

alt-src-host ('interface a');

}

else

{

alt-src-host ('interface b');
}

load balance b:
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if (random(2))

{

alt-src-host ('interface a');
}

else

{
alt-src-host ('interface b');

}

Recipient Count Rule

The rcpt-count rule compares the number of recipients of a message against an integer value, in a similar
way to the body-size rule. This can be useful for preventing users from sending email to large numbers of
recipients at once, or for ensuring that such large mailing campaigns go out over a certain Virtual Gateway

address. The following example sends any email with more than 100 recipients over a specific Virtual Gateway
address:

large list filter:
if (rcpt-count > 100) {
alt-src-host ('mass mailing interface');

}

Address Count Rule

The addr-count () message filter rule takes one or more header strings, counts the number of recipients in
each line and reports the cumulative number of recipients. This filter differs from the rcpt-count filter rule
in that it operates on the message body headers instead of the envelope recipients. The following example
shows the filter rule used to replace a long list of recipients with the alias, “undisclosed-recipients™:
count: if (addr-count ("To", "Cc") > 30)

{

strip-header ("To");

strip-header ("Cc");

insert-header ("To", "undisclosed-recipients");

}

Body Scanning Rule

The body-contains () rule scans the incoming email and all its attachments for a particular pattern defined

by its parameter. This includes delivery-status parts and associated attachments. The body-contains () rule
does not perform multi-line matching. The scanning logic can be modified on the Scan Behavior page or using
the scanconfig command in the CLI to define which MIME types should or should not be scanned. You can

also specify a minimum number of matches that the scanning engine must find in order for the scan to evaluate
to true.
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By default, the system scans all attachments except for those with a MIME type of video/* , audio/* ,
image/* . The system scans archive attachments — .zip , .bzip , .compress , .tar , or .gzip
attachments containing multiple files. You can set the number of “nested” archived attachments to scan (for
example, a . zip contained within a .zip ).

For more information, see Configuring Scan Behavior, on page 257.

When AsyncOS performs body scanning, it scans the body text and attachments for the regular expression.
You can assign a minimum threshold value for the expression, and if the scanning engine encounters the
regular expression the minimum number of times, the expression evaluates to true .

AsyncOS evaluates the different MIME parts of the message, and it scans any MIME part that is textual.
AsyncOS identifies the text parts if the MIME type specifies text in the first part. AsyncOS determines the
encoding based on the encoding specified in the message, and it converts the text to Unicode. It then searches
for the regular expression in Unicode space. If no encoding is specified in the message, AsyncOS uses the
encoding you specify on the Scan Behavior page or using the scanconfig command.

For more information about how AsyncOS evaluates MIME parts when scanning messages, see Message
Bodies vs. Message Attachments, on page 141.

If the MIME part is not textual, AsyncOS extract files from a .zip or .tar archive or decompresses compressed
files. After extracting the data, a scanning engine identifies the encoding for the file and returns the data from
the file in Unicode. AsyncOS then searches for the regular expression in Unicode space.

The following example searches the body text and attachment for the phrase “Company Confidential.” The
example specifies a minimum threshold of two instances, so if the scanning engine finds two or more instances
of the phrase, it bounces any matching messages, and notifies the legal department of the attempt:

ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {
notify ('legaldept@example.domain');

bounce () ;

}

To scan only the body of the message, use only-body-contains :

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {
notify('hresource@example.com') ;

}

Encryption Detection Rule

The encrypted rule examines the contents of a message for encrypted data. It does not attempt to decode the
encrypted data, but merely examines the contents of the message for the existence of encrypted data. This can
be useful for preventing users from sending encrypted email.
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Note The encrypted rule can only detect encrypted data in the content of messages. It does not detect encrypted
attachments.

The encrypted rule is similar to the true rule in that it takes no parameters and cannot be compared. This rule
returns true if encrypted data is found and false if no encrypted data is found. Because this function requires
the message to be scanned, it uses the scanning settings you define on the Scan Behavior page or using the
scanconfig command. For more information about configuring these options, see Configuring Scan Behavior,
on page 257.

The following filter checks all email sent through the listener, and if a message contains encrypted data, the
message is blind-carbon-copied to the legal department and then bounced:

prevent encrypted data:

if (encrypted) {

bce ('legaldept@example.domain');
bounce () ;

}

Attachment Type Rule

The attachment-type rule checks the MIME types of each attachment in a message to see if it matches the
given pattern. The pattern must be of the same form used in the Scan Behavior page or the scanconfig
command, as described in Configuring Scan Behavior, on page 257, and so may have either side of the slash
(/) replaced by an asterisk as a wildcard. If the message contains an attachment that matches this specified
MIME type, this rule returns “true.”

Because this function requires the message to be scanned, it obeys all of the options described in Configuring
Scan Behavior, on page 257.

See Attachment Scanning, on page 225 for more information on message filter rules you can use to manipulate
attachments to messages.

The following filter checks all email sent through the listener, and if a message contains an attachment with
a MIME type of video/* , the message is bounced:

bounce video clips:
if (attachment-type == 'video/*') {
bounce () ;

}

Attachment Filename Rule

The attachment-filename rule checks the filenames of each attachment in a message to see if it matches the
given regular expression. This comparison is case-sensitive. The comparison is, however sensitive to whitespace
so if the filename has encoded whitespace at the end, the filter will skip the attachment. If one of the message’s
attachments matches the filename, this rule returns “true.”
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Please note the following points:

* Each attachment’s filename is captured from the MIME headers. The filename in the MIME header may
contain trailing spaces.

« If an attachment is an archive, the email gateway will harvest the filenames from inside the archive, and
apply scan configuration rules (see Configuring Scan Behavior, on page 257) accordingly.

« If the attachment is a single compressed file (despite the file extension), it is not considered an
archive and the filename of the compressed file is not harvested. This means that the file is not
processed by the attachment-filename rule. An example of this type of file is an executable file
(.exe) compressed with gzip .

* For attachments consisting of a single compressed file, such as foo.exe.gz, use regular expression
to search for specific file types within compressed files. See Attachment Filenames and Single
Compressed Files within Archive Files, on page 173.

See Attachment Scanning, on page 225 for more information on message filter rules you can use to manipulate
attachments to messages.

The following filter checks all email sent through the listener, and if a message contains an attachment with
a filename *.mp3 , the message is bounced:

block mp3s:
if (attachment-filename == "' (?2i)\\.mp3$"') {
bounce () ;

}

Related Topics

+ Attachment Filenames and Single Compressed Files within Archive Files, on page 173

Attachment Filenames and Single Compressed Files within Archive Files
This example shows how to match single compressed files in archives such as those created by gzip :
quarantine gzipped exe or pif:
if (attachment-filename == ' (?i)\\. (exe|pif) ($].92z%)") {
quarantine ("Policy") ;

}

DNS List Rule

The dnslist () rule queries a public DNS List server that uses the DNSBL method (sometimes called “ip4r
lookups™) of querying. The IP address of the incoming connection is reversed (so an IP of 1.2.3.4 becomes
4.3.2.1) and then added as a prefix to the server name in the parenthesis (a period to separate the two is added
if the server name does not start with one). A DNS query is made, and the system is returned with either a
DNS failure response (indicating the connection's IP address was not found in the server's list) or an IP address
(indicating that the address was found). The IP address returned is usually of the form 127.0.0. x where x
can be almost any number from 0 to 255 (IP address ranges are not allowed). Some servers actually return
different numbers based on the reason for the listing, while others return the same result for all matches.
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Like the neader () rule, dns1ist () can be used in either a unary or binary comparison. By itself, it simply
evaluates to true if a response is received and false if no response is received (for example, if the DNS server
is unreachable).

The following filter immediately delivers a message if the sender has been bonded with the Cisco Bonded
Sender information services program:

allowedlist bondedsender:
if (dnslist('query.bondedsender.org')) {
skip-filters();

}

Optionally, you can compare the result to a string using the equality ( == ) or inequality ( != ) expressions.

The following filter drops a message that results ina “ 127.0.0.2 ” response from the server. If the response
is anything else, the rule returns “false” and the filter is ignored.

blockedlist:
if (dnslist('dnsbl.example.domain') == '127.0.0.2") {
drop () ;

}

IP Reputation Rule

The reputation rule checks the IP Reputation Score against another value. All the comparison operators are
allowed, such as >, ==, <=, and so forth. If the message does not have a IP Reputation Score at all (because
one was never checked for it, or because the system failed to get a response from the IP Reputation Service
query server), any comparison against a reputation fails (the number will not be greater than, less than, equal
to, or not equal to any value). You can check for a IP Reputation score of “none” using the no-reputation

rule described below. The following example adjusts the “Subject:” line of a message to be prefixed by “ »**
BadRep *** 7 if the reputation score returned from the IP Reputation Service is below a threshold of -7.5..

note bad reps:
if (reputation < =-7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep $Reputation *** S$Subject');
}

For more information, see the “Sender Reputation Filtering” chapter. See also Bypass Anti-Spam System
Action, on page 218

Values for the IP Reputation rule are -10 through 10, but the value NONE may also be returned. To check
specifically for the value NONE , use the no-reputation rule.

none_rep:
if (no-reputation) {
strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** S$Subject');
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The dictionary-match (< dictonary name >) rule evaluates to true if the message body contains any of
the regular expressions or terms in the content dictionary named “dictonary_name .” If the dictionary does
not exist, the rule evaluates to false . For more information on defining dictionaries (including their case
sensitivity and word boundary settings), see the “Text Resources” chapter.

The following filter blind carbon copies the administrator when the Cisco scans a message that contains any
words within the dictionary named “secret words.”

copy_codenames:

if (dictionary-match ('secret words')) {

bcc('administrator@example.com') ;

}

The following example sends the message to the Policy quarantine if the message body contains any words
within the dictionary named “secret_words.” Unlike the on1y-body-contains condition, the

body-dictionary-match condition does not require that all the content parts individually match the dictionary.
The scores of each content part (taking into account multipart/alternative parts) are added together.

quarantine data loss prevention:

if (body-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

In the following filter, a subject that matches a term in the specified dictionary is quarantined:

quarantine policy subject:

if (subject-dictionary-match ('gTest')
{

quarantine ('Policy');

}

This example matches an email address in the “to” header and blind copies an administrator:

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bcc('administrator@example.com') ;

}
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except that it looks for matches in the attachment.

The following filter sends the message to the Policy quarantine if the message attachment contains any words
found within the dictionary named “secret_words.”

quarantine codenames_attachment:

if (attachment-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

The header-dictionary-match (<dictonary name>, <header>) rule works like the dictionary-match rule
above, except that it looks for matches in the header specified in <header >. The header name is case insensitive,
so, for example, “subject” and “Subject” both work.

The following filter sends the message to the Policy quarantine if the message’s “cc” header contains any
words found within the dictionary named “ex_employees.”

quarantine codenames_attachment:

if (header-dictionary-match ('ex employees', 'cc'))
{

quarantine ('Policy');

}

You can use wild cards within the dictionary terms. You do not have to escape the period in email addresses.

SPF-Status Rule

When you receive SPF/SIDF verified mail, you may want to take different actions depending on the results
of the SPF/SIDF verification. The spf-status rule checks against different SPF verification results. For more
information, see Verification Results, on page 636.

\}

Note If you have configured an SPF verification message filter rule without an SPF identity and if a message

contains different SPF identities with different verdicts, the rule is triggered if one of the verdicts in the
message matches the rule.

You can check against the SPF/SIDF verification results using the following syntax:

if (spf-status == "Pass")

If you want a single condition to check against multiple status verdicts, you can use the following syntax:

if (spf-status == "PermError, TempError")

You can also check the verification results against the HELO, MAIL FROM, and PRA identities using the
following syntax:
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if (spf-status("pra") == "Fail")

The following example shows the spf-status filter in use:

skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"
or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject
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strip-header ("Subject");

insert-header ("Subject", "[POTENTIAL PHISHING] $Subject"); }

SPF-Passed Rule

The following example shows an spf-passed rule used to quarantine emails that are not marked as spf-passed:

quarantine-spf-unauthorized-mail:
if (not spf-passed) {
quarantine ("Policy");

}

)

Note Unlike the spf-status rule, the spf-passed rule reduces the SPF/SIDF verification values to a simple Boolean.
The following verification results are treated as not passed in the spf-passed rule: None, Neutral, Softfail,
TempError, PermError, and Fail. To perform actions on messages based on more granular results, use the
spf-status rule.

S/MIME Gateway Message Rule

The S/MIME Gateway Message rule checks if a message is S/MIME signed, encrypted, or signed and encrypted.
The following message filter checks if the message is an S/MIME message and quarantines it if the verification
or decryption using S/MIME fails.

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}

For more information, see S/MIME Security Services, on page 561.

S/MIME Gateway Verified Rule

The S/MIME Gateway Message Verified rule checks if a message is successfully verified, decrypted, or
decrypted and verified. The following message filter checks if the message is an S/MIME message and
quarantines it if the verification or decryption using S/MIME fails.

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}

For more information, see S/MIME Security Services, on page 561

Workqueue-count Rule

The workqueue-count rule checks the workqueue-count against a specified value. All the comparison operators
are allowed, such as > , == , <=, and so forth.
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The following filter checks the workqueue count, and skips spam check if the queue is greater than the specified
number.

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck() ;

}

For more information on SPF/SIDF, see Overview of SPF and SIDF Verification, on page 629.

SMTP Authenticated User Match Rule

If your email gateway uses SMTP authentication to send messages, the smtp-auth-id-matches (<target> [,
<sieve-char>] )rule can check a message’s headers and Envelope Sender against the sender’s SMTP
authenticated user ID to identify outgoing messages with spoofed headers. This filter allows the system to
quarantine or block potentially spoofed messages.

The smtp-auth-id-matches rule compares the SMTP authenticated ID against the following targets:

Target Description

*EnvelopeFrom Compares the address of the Envelope Sender (also known as MAIL FROM) in the
SMTP conversation

*FromAddress Compares the addresses parsed out of the From header. Since multiple addresses are
permitted in the From: header, only one has to match.

*Sender Compares the address specified in the Sender header.

*Any Matches messages that were created during an authenticated SMTP session regardless
of identity.

*None Matches messages that were not created during an authenticated SMTP session. This

is useful when authentication is optional (preferred).

The filter performs matches loosely. It is not case-sensitive. If the optional sieve-char parameter is supplied,
the last portion of an address that follows the specified character will be ignored for the purposes of comparison.
For example, if the + character is included as a parameter, the filter ignores the portion of the address
joe+folder@example.com that follows the + character. If the address was joe+smith+folder@example.com
, only the +folder portion is ignored. If the SMTP authenticated user ID string is a simple username and not
a fully-qualified e-mail address, only the username portion of the target will be examined to determine a
match. The domain must be verified in a separate rule.

Also, you can use the $SSMTPAuthID variable to insert the STMP authenticated user ID into headers.

The following table shows examples of comparisons between the SMTP authenticated ID and email addresses
and whether they would match using the smtp-auth-id-matches filter rule:

SMTP Auth ID Sieve Char | Comparison Address Matches?
someuser otheruser@example.com No
someuser someuser@example.com Yes
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SMTP Auth ID Sieve Char |Comparison Address Matches?
someuser someuser@another.com Yes
SomeUser someuser@example.com Yes
someuser someuser+folder@example.com | No
someuser + someuser+folder@example.com | Yes
someuser@example.com someuser@forged.com No
someuser@example.com someuser@example.com Yes
SomeUser@example.com someuser@example.com Yes

The following filter checks all messages created during an authenticated SMTP session to verify that the
addresses in the From header and the Envelope Sender match the SMTP authenticated user ID. If the addresses
and the ID match, the filter verifies the domain. If they do not match, the email gateway quarantines the
message.

Msg_Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a
# special header.

insert-header ("X-Auth-ID", "$SMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and
smtp-auth-id-matches ("*EnvelopeFrom", "+"))

{

# Username matches. Verify the domain

if header ('from') != "(?1)@(?:example\\.com|alternate\\.com)" or
mail-from != " (?21)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated
quarantine ("forged") ;

}

} else {

# User claims to be an completely different user

quarantine ("forged") ;

}
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Signed Rule

The signed rule checks messages for a signature. The rule returns a boolean value to indicate if the message
is signed or not. This rule evaluates whether the signature is encoded according to ASN.1 DER encoding rules
and that it conforms to the CMS SignedData Type structure (RFC 3852, Section 5.1.). It does not aim to
validate whether the signature matches the content, nor does it check the validity of the certificate.

The following example shows a signed rule used to insert headers into a signed message:

signedcheck: if signed { insert-header ("X-Signed", "True"); }

The following example shows a signed rule used to drop attachments from unsigned messages from a certain
sender group:

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert () ;

if (attachment size > 0)

{

drop_attachments("");

}

}

Signed Certificate Rule

The signed-certificate rule selects those S/MIME messages where the X.509 certificate issuer or message
signer matches the given regular expression. This rule only supports X.509 certificates.

The rule’s syntax is signed-certificate (<field> [<operator> <regular expression>]) , where:

« <field> is either the quoted string “issuer” or “signer”,
* <operator> is either == or !=,
* and <regular expression> is the value for matching the “issuer” or “signer.”

If the message is signed using multiple signatures, the rule returns true if any of the issuers or signers match
the regular expression. The short form of this rule, signed-certificate(“issuer’’) and signed-certificate(“‘signer”)
, returns true if the S/MIME message contains an issuer or signer.

Related Topics

* Signer, on page 182

* [ssuer, on page 182

* Escaping in Regular Expressions, on page 182

* $CertificateSigners Action Variable, on page 182
» Examples 1, on page 183
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For message signers, the rule extracts the sequence of rfc822Name names from the X.509 certificate’s
subjectAltName extension. If there is no subjectAltName field in the signing certificate, or this field does not
have any rfc822Name names, the signed-certificate(“signer”) rule evaluates to false. In the rare cases of
multiple rfc822Name names, the rule tries to match all of the names to the regular expression and evaluates
as true on the first match.

Issuer

The issuer is a non-empty distinguished name in the X.509 certificate. AsyncOS extracts the issuer from the
certificate and converts it to an LDAP-UTF8 Unicode string. For example:

» C=US,S=CA,O=IronPort
» C=US,CN=Bob Smith
Since X.509 certificates require the issuer field, signed-certificate(“issuer”’) evaluates whether the S'MIME
message contains an X.509 certificate.
Escaping in Regular Expressions

LDAP-UTF8 defines a mechanism for escaping that you can use in your regular expressions. For a detailed
discussion on escaping characters in LDAP-UTFS, consult Lightweight Directory Access Protocol (LDAP):
String Representation of Distinguished Names, accessible from http://www.ietf.org/rfc/rfc4514.txt .

The escaping rules for the signed-certificate rule’s regular expressions differ from the escaping rules defined
in LDAP-UTF8 by limiting escaping to only the characters that require escaping. LDAP-UTF8 allows optional
escaping for characters that can be represented without escaping. For example, the following two strings are
considered correct for “Example, Inc.” using the LDAP-UTFS escaping rules:

» Example\, Inc.
» Example\,\ Inc\.

However, the signed-certificate rule only matches Example\, Inc. The regular expression does not allow
escaping the space and period for matching because these characters do not require escaping, even though it
is permitted in LDAP-UTF8. When creating a regular expression for the signed-certificate rule, do not escape
a character if it can be represented without escaping.

$CertificateSigners Action Variable

The action variable scertificateSigners is a comma separated list of signers obtained from the
subjectAltName element of the signing certificate. Multiple email addresses of a single signer will be included
in the list with duplicates removed.

For example, Alice signs a message with her two certificates. Bob signs the message with his single certificate.
All certificates are issued by a single corporate authority. After the message passes the S/MIME scan, the
extracted data contain three items:

[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}7

{
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'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}I

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']

The scertificateSigners variable expands to:

"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com

The following example inserts a new header if the certificate issuer is from the US:

Issuer: i1f signed-certificate("issuer") == " (?i)C=US" {
insert-header ("X-Test", "US issuer");

}
The following example notifies an administrator if the signer is not from example.com:

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {

notify("admin@example.com") ;

The following example adds a header if the message has an X.509 certificate:

AnyX509: if signed-certificate ("issuer") {

insert-header ("X-Test", "X.509 present");

The following example adds a header if the message’s certificate does not have a signer:

NoSigner: if not signed-certificate ("signer") {

insert-header ("X-Test", "Old X.509?");

Header Repeats Rule

The Header Repeats rule evaluates to true if at a given point in time, a specified number of messages:
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» With same subject are detected in the last one hour.
* From same envelope sender are detected in the last one hour.

You can use this rule to detect high volume emails. For example, political campaigns through certain websites
may send out emails to organizations in high volumes. Anti-spam engines treat such emails as clean, and do
not stop the delivery of these emails.

The syntax of this rule is header-repeats (<target>, <threshold> [, <direction>]) , where:

* <target> is subject or mail-from . AsyncOS counts the repetition of values of the target.

* <threshold> is the number of messages with identical values for a given target, received in the last one
hour, beyond which the rule evaluates to true.

* <direction> is incoming , outgoing , or both. If direction is not specified in this rule, incoming or outgoing
messages are counted for rule evaluation.

Every time when a Header Repeats rule evaluates to true , a System Alert is sent. SeeSystem Alerts, on page
1064.

\}

Note If the header field includes comma or semi-colon separated values, the rule considers the complete string for

tracking. This rule ignores messages with empty subject header.

The Header Repeats rule maintains a moving sum of messages with up to one minute’s precision. As a result,
after the set threshold has reached, there can be a delay of one minute before this rule is triggered.

Related Topics

» Using Header Repeats Rule with Other Rules, on page 184
» Examples, on page 185

Using Header Repeats Rule with Other Rules

You can use the Header Repeats rule with other rules using AND or OR operators. For example, you can
categorize an allowed list for a subset of messages using the following filter:

Fl: if (recv listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}

When you use a Header Repeats rule with another rule using AND or OR operators, the Header Repeats rule
is evaluated last, and only if needed. If a Header Repeats rule is not evaluated for a given message, subject
or mail-from is not counted to compare with the supplied threshold.

As Header Repeats rule is evaluated last and only if needed, the behavior of this rule may vary when used
with other rules using an OR operator. The following sample filter uses an OR condition of Signed and Header
Repeats rule.

fl: if signed OR (header-repeats('subject', 10)) { drop();}

In this example, if the first nine messages processed by this filter are signed messages with identical subject,
the Header Repeats rule will not process these messages. If the tenth message is an unsigned message with
identical subject header as the previous nine messages, the filter will not perform the configured action, even
though the threshold has reached.
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In the following example, at any given point in time, if the filter detects X or more incoming messages with
identical subject in the last one hour, the subsequent messages with identical subject are sent to Policy
quarantine.

f1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}

In the following example, at any given point in time, if the filter detects X or more outgoing messages from
same envelope sender in the last one hour, the subsequent messages from the same envelope sender are dropped
and discarded.

f2 : 1if header-repeats('mail-from', X, 'outgoing') {drop();}

In the following example, at any given point in time, if the filter detects X or more incoming or outgoing
messages with identical subject in the last one hour, the administrator is notified for every subsequent message
with identical subject.

£f3: if header-repeats('subject', X) {notify('admin@xyz.com');}

URL Reputation Rules

Use a URL reputation rule to define message actions based on the reputation score of any URL in the message.
For important details, see Filtering by URL Reputation or URL Category: Conditions and Rules , on page 459
in Protecting Against Malicious or Undesirable URLSs, on page 449

For these rules:

*msg_filter name : is the name of this message filter.

* allowedlist is the name of a defined URL list (via the urllistconfig command.) Specifying an allowed
list is optional.

To take action when the reputation service provides a score:
Use the url-reputation rule.

Filter syntax when using a url-reputation rule is:
<msg_filter name>:

if url-reputation('<min score'>, <'max score'>, '<allowedlist>"',

'<include_ attachments>', '<include message body subject>")
{<action>}
Where:

* min_score and max_score are the minimum and maximum scores in the range for which the action should
apply. The values that you specify are included in the range.

Minimum and maximum scores must be between -10.0 and 10.0 .

* include attachments to scan for URLs in the message attachments. A value of '1' indicates that URL
scanning for message attachments is enabled and a value of '0' indicates that URL scanning for message
attachments is not enabled.
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* include message body subject to scan for URLs in the message body and subject. A value of '1'
indicates that URL scanning for message body and subject is enabled and a value of '0' indicates that
URL scanning for message body and subject is not enabled.

To take action when the reputation service does not provide a score:
Use the url-no-reputation rule.

Filter syntax when using a url-no-reputation rule is:

<msg_filter name>:

if url no_reputation('<allowedlist>',

'<include_ attachments>', '<include message body subject>")

{<action>}

URL Category Rule

Use URL categories to define message actions based on the category of URLs in the message. For important
details, see Filtering by URL Reputation or URL Category: Conditions and Rules , on page 459 in Protecting
Against Malicious or Undesirable URLs, on page 449.

Filter syntax when using a url-category rule is:

<msg_ filter name>: if url-category ([‘<category-namel>’,’<category-name2>’',...,

‘<category-name3>’],’<url allowed list>’,'<include attachments>', '<include message body subject>")
<action>

Where:

*msg_filter name is the name of this message filter.
* action is any message filter action.

* category-name is the URL category. Separate multiple categories with commas. To obtain correct
category names, look at a URL Category condition or action in a Content Filter. For descriptions and
examples of the categories, see About URL Categories, on page 472.

*url allowed list is the name of a defined URL list (via the urllistconfig command.)

* include attachments to scan for URLs in message attachments. A value of '1' indicates that URL
scanning for message attachments is enabled and a value of '0' indicates that URL scanning for message
attachments is not enabled.

* include message body subject to scan for URLs in the message body and subject. A value of '1'
indicates that URL scanning for the message body and subject is enabled and a value of '0' indicates that
URL scanning for the message body and subjects is not enabled.

Corrupt Attachment Rule

The Corrupt Attachment rule evaluates to true if a message contains corrupt attachment. A corrupt attachment
is an attachment that the scanning engine cannot scan and identified as corrupt.

Related Topics
» Example, on page 187
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Example
In the following example, if the filter detects a corrupt attachment in a message, the message is quarantined
to Policy Quarantine.

quar_corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }

Message Language Rule

You may want to take different message actions based on the message language. For example, you may want
to:

» Add a disclaimer in Russian to the messages that are in Russian
* Drop the messages whose language could not be determined

Use the message-language rule to take message actions depending on the language of the message subject
and body.

\}

Note  This rule will not check for the language in attachments and headers.

How Does Language Detection Work

The email gateway uses the built-in language detection engine to detect the language in a message. The email
gateway extracts the subject and the message body and passes it to the language detection engine.

The language detection engine determines the probability of each language in the extracted text and passes it
back to the email gateway. The email gateway considers the language with the highest probability as the
language of the message. The email gateway considers the language of the message as ‘undetermined’ in one
of the following scenarios:

« If the detected language is not supported by the email gateway
» If the email gateway is unable to detect the language of the message
» If the total size of the extracted text sent to the language detection engine is less than 50 bytes.

Message Filter Syntax

<msg_filter name>: if (message-language <operator> "<languagel>, <language2>,..., <language

n>") {<action>}
Where:

*msg_filter name is the name of this message filter.

* operator is == or !=.

* language is the value of message language that you want to specify in this message filter. Separate
multiple entries with commas. For a list of supported message languages and values, look at the Message
Language condition in a content filter. Values are enclosed with brackets ([ and ]).

* action is any message filter action.

Examples

The following example shows how to drop the messages whose language could not be determined:

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }
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The following example shows how to add a disclaimer in Russian to the messages in Russian:
ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");

Macro Detection Rule

You can use the Macro Detection rule to detect macro-enabled attachments in messages for the specified file
types.

Note If an archive or embedded file contains macros, the parent file is dropped from the message.

Note Ifany attached files (such as Excel or Word) do not contain any macros but have macro extensions (like .xIsm
or .docm), they will still be treated as files with macros. These files will be flagged as macro-enabled
attachments by the associated filters.

Macro Detection Syntax

<msg_filter name>: if (macro-detection-rule (['file type-1', 'file type-2',...
,’file type-n'])) {<action>}
Where:

* msg_filter name is the name of this message filter.

* file type can be any one of the following supported file types:

® Adobe Portable Document Format
® Microsoft Office Files

®* OLE File types

* action is any message filter action.

Examples

The following example shows how to drop a message that contains a macro-enabled Microsoft Office
attachment:

Drop Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft Office
Files'])) { drop(); }

In the following example, if a message containing a macro-enabled attachment in a PDF format is sent to a
specific user, the message is dropped:

Strip Macro_enabled PDF: if (rcpt-to == "joelexample.com") {

drop-macro-enabled-attachments (['Adobe Portable Document Format']); }
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Forged Email Detection Rule

You may want to detect fraudulent messages with forged sender address (From: header) and perform actions
on such messages.

Use the forged-email-detection rule to detect such messages. While configuring this rule, you must specify a
content dictionary and the threshold value (1 through 100) for considering a message as potentially forged.

The forged-email-detection rule compares the From: header with the users in the content dictionary. During
this process, depending on the similarity, the email gateway assigns similarity score to each of the users in
the dictionary. The following are some examples:

* If the From: header is <jOhn.simOns@example.com> and the content dictionary contains a user ‘John
Simons,’ the email gateway assigns a similarity score of 82 to the user.

* Ifthe From: header is <john.simons@diff-example.com> and the content dictionary contains a user ‘John
Simons,’ the email gateway assigns a similarity score of 100 to the user.

The higher the similarity score, the higher the probability that the message is forged. If the similarity score is
greater than or equal to the specified threshold value, the filter action is triggered.

For more information, see Forged Email Detection, on page 648.
Message Filter Syntax

<filter name>: if (forged-email-detection(“<content dictionary>”, threshold)) {<action>;}
Where:

« filter name is the name of the message filter
* content_dictionary is the name of content dictionary
* threshold is the threshold value (1 through 100) for considering a message as potentially forged

Example

The following message filter compares the From: header in the message with the terms in dictionary and if
the similarity score of a user in the content dictionary is greater than or equal to 70, the message filter strips
the From: header and replaces it with the Envelope Sender.

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }

Duplicate Boundaries Verification Rule

You can use the duplicate boundaries rule to detect messages that contain duplicate MIME boundaries.

\}

Note Attachment-based rules (for example, attachment-contains ) or actions (for example,
drop-attachments-where-contains ) will not work on malformed messages (with duplicate MIME boundaries).

Message Filter Syntax

<filter name>: if (duplicate boundaries) {<action>;}

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



Using Message Filters to Enforce Email Policies |
. Malformed MIME Header Detection Rule

Example

The following message filter will quarantine all the messages that contain duplicate MIME boundaries.

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }

Malformed MIME Header Detection Rule

You can use the malformed-header rule to detect messages that contain malformed MIME headers.
Message Filter Syntax
<filter name>: if (malformed-header) {<action>;}

Example

The following example shows how to quarantine all the messages with malformed MIME headers:

quarantine malformed headers: if (malformed-header)
{
quarantine ("Policy");

}

Geolocation Rule

You can use the Geolocation rule to handle incoming messages from particular countries that you select.

Geolocation Syntax

<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2',...
,/country name-n'])) {<action>}
Where:

*msg_filter name is the name of this message filter.
* country name can be name of any country that you select.

* action is any message filter action.

Example

The following example shows how to quarantine an incoming message from Countryl and Country2:

Quarantine Incoming Messages from Countryl and Country2: if (geolocation-rule
(['Countryl', 'Country2'])) {quarantine("Policy");}

Domain Reputation Rule for ETF

As an example, use the following message filter rule syntax to detect malicious domains in messages using
the ETF engine, and take appropriate actions on such messages.

Syntax:

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

Where
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* ‘domain-external-threat-feeds' is the Domain reputation message filter rule.
* ‘etf sourcel' is the ETF source(s) used to detect malicious domain(s) in the header(s) of a message.
* ‘mail-from', 'from' are the required header(s) used to check for the reputation of the domain.
* 'domain exception list' is the name of a domain exception list. If a domain exception list is not
present it is displayed as "".
Example

In the following example, if the domain in the ‘Errors To:” custom header is detected as malicious by the ETF
engine, the message is quarantined.

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}

Domain Reputation Rule for SDR

You can use the Domain Reputation rule to filter messages based on SDR, and take appropriate actions on
such messages:

» Sender Domain Verdict
* Sender Domain Age

» Sender Domain Unscannable

Filtering Messages based on Sender Domain Verdict

\}

Note The recommended blocking threshold is "Poor." For more information about SDR, contact Cisco Talos at
https://www.talosintelligence.com.

Syntax:

drop_msg _based on_sdr verdict:

if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

Where:

* 'drop msg based on sdr verdict' is the name of the message filter.
* 'sdr-reputation'is the Domain Reputation message filter rule.
* 'awful', 'poor’ is the range of the sender domain verdict used to filter messages based on SDR.

* 'domain_exception_ list' is the name of a domain exception list. If a domain exception list is not
present it is displayed as "".

* "drop"' is the action applied on the message.

Example

In the following message, if the SDR verdict is 'Unknownr', the message is quarantined.
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. Filtering Messages based on Sender Domain Age

quarantine unknown_ sdr_ verdicts:
if sdr-reputation (['unknown'],
{quarantine ("Policy")}

)

Filtering Messages based on Sender Domain Age

\)

Note The Sender Domain Age option will be removed in the next AsyncOS release.

Syntax:

<msg_filter name>
if sdr-age (<‘'unit'>, <‘operator'> <‘actual value’>)
{<action>}

Where:

* ‘sdr-reputation' is the Domain Reputation message filter rule.
* 'sdr_age’ is the age of the sender domain used to filter messages based on SDR.

* ‘unit' is the number of ‘days,” ‘years,” ‘months,’ or 'weeks' option used to filter messages based on the
sender domain age.

* ‘operator' are the following comparison operators used to filter messages based on the sender domain
age:

* — > (Greater than)

» —>= (Greater than or equal to)
o — < (Lesser than)

» — <= (Lesser than or equal to)
o — == (Equal to)

» — !I=(Not equal to)

* — Unknown
* ‘actual value' is the number used to filter messages based on the sender domain age.

Examples

In the following message, if the age of the sender domain is unknown, the message is dropped.

Drop Messages Based On SDR Age: if (sdr-age ("unknown", "")) {drop();}

In the following message, if the age of the sender domain is less than one month, the message is dropped.

Drop Messages Based On SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

Filtering Messages based on Sender Domain Unscannable

Syntax:

<msg_filter name>
if sdr-unscannable (<'domain_ exception_ list'>)
{<action>}
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Where:
* 'sdr-unscannable' is the Domain Reputation message filter rule.

'domain exception list' is the name of a domain exception list. If a domain exception list is not
present it is displayed as """

Example

In the following message, if the message failed the SDR check, the message is quarantined.

Quarantine Messages_ Based On_Sender Domain Unscannable: if (sdr-unscannable (""))
{quarantine ("Policy");}

Message Filter Actions

The purpose of message filters is to perform actions on selected messages.

The two types of actions are:

* Final actions — such as deliver , drop , and bounce — end the processing of a message, and permit no
further processing through subsequent filters.

* Non-final actions perform an action which permits the message to be processed further.

)

Note

Non-final message filter actions are cumulative. If a message matches multiple filters where each filter specifies
a different action, then all actions are accumulated and enforced. However, if a message matches multiple
filters specifying the same action, the prior actions are overridden and the final filter action is enforced.

Related Topics

* Filter Actions Summary Table, on page 193

* Action Variables, on page 202

» Matched Content Visibility, on page 204

* Description and Examples of Message Filter Actions, on page 205

Filter Actions Summary Table

Message filters can apply the following actions to an email message as shown in the following table:

Table 25: Message Filter Actions

Action Syntax Description

Alter source host alt-src-host Change the source hostname and IP interface

(Virtual Gateway address) to send the
message. See Alter Source Host (Virtual
Gateway address) Action, on page 214.

Alter recipient alt-rept-to Change a recipient of the message. See Alter

Recipient Action, on page 213.

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



. Filter Actions Summary Table

Using Message Filters to Enforce Email Policies |

Action

Syntax

Description

Alter mailhost

alt-mailhost

Change the destination mail host for the
message. See Alter Delivery Host Action,
on page 213.

Notify

notify

Report this message to another recipient.
See Notify and Notify-Copy Actions, on
page 208.

Notify Copy

notify-copy

Perform just like the notify action, but also
sends a copy as with the bce-scan action.
See Notify and Notify-Copy Actions, on
page 208.

Blind carbon copy

bee

Copy this message (message replication)
anonymously to another recipient. See Blind
Carbon Copy Actions, on page 210.

Blind carbon copy
with scan

bce-scan

Copy this message anonymously to another
recipient, and process that message through
the work queue as if it were a new message.
See Blind Carbon Copy Actions, on page
210.

Archive

archive

Archive this message into an mbox-format
file. See Archive Action, on page 215.

Quarantine

quarantine
(quarantine name

Flag this message to be sent to the
quarantine named quarantine_name . See
Quarantine and Duplicate Actions, on page
212.

Duplicate
(Quarantine)

duplicate-quarantine

(quarantine name

Send a copy of the message to the specified
quarantine. See Quarantine and Duplicate
Actions, on page 212.

Remove headers

strip-header

Remove specified headers from the message
before delivering. See Strip Header Action,
on page 215.

Insert headers

insert-header

Insert a header and value pair into the
message before delivering. See Insert
Header Action , on page 216.

Edit header text

edit-header-text

Replace specified header text with a text
string you specify in the filter condition. See
Edit Header Text Action, on page 216.
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Action

Syntax

Description

Edit body text

edit-body-text()

Strip a regular expression from a message
body and replaces it with text that you
specify. You might want to use this filter if
you want to remove and replace specific
content, such as a URL within a message
body. See Edit Body Text Action, on page
217.

Convert HTML

html-convert()

Strip HTML tags from message bodies and
leaves the plain text content of the message.
You might want to use this filter if you want
to convert all HTML text in a message to
plain text. HTML Convert Action, on page
217.

Assign bounce
profile

bounce-profile

Assign a specific bounce profile to the
message. See Bounce Profile Action, on
page 218.

Bypass Anti-Spam
System

skip-spamcheck

Ensure that the anti-spam systems in the
Cisco system are not applied to this
message. See Bypass Anti-Spam System
Action, on page 218.

Bypass Graymail
Actions

skip-marketingcheck

Bypass actions on marketing emails. See
Bypassing Graymail Actions, on page 219.

skip-socialcheck

Bypass actions on social network emails.
See Bypassing Graymail Actions, on page
219.

skip-bulkcheck

Bypass actions on bulk emails. See
Bypassing Graymail Actions, on page 219.

Bypass Anti-Virus
System

skip-viruscheck

Ensure that the anti-virus systems in the
Cisco system are not applied to this
message. See Bypass Anti-Virus System
Action, on page 219.

Bypass File
Reputation Filtering
and File Analysis

skip-ampcheck

Ensure that File Reputation Filtering and
File Analysis are not applied to this
message. See Bypass File Reputation
Filtering and File Analysis System Actions,
on page 220.

Skip Outbreak Filter
Scanning

skip-vofcheck

Ensure that this message is not processed
by the Outbreak Filters scanning. See
Bypass Anti-Virus System Action, on page
219.
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Action

Syntax

Description

Drop Attachments
by Name

drop-attachments-by-name

Drop all attachments on messages that have
a filename that match the given regular
expression. Archive file attachments (zip,
tar), Microsoft Office attachments (doc,
docx), and Email attachments (winmail.dat)
will be dropped if they contain a file that
matches. See Examples of Attachment
Scanning Message Filters, on page 232.

Drop Attachments
by Type

drop-attachments-by-type

Drop all attachments on messages that have
a MIME type, determined by either the
given MIME type or the file extension.
Archive file attachments (zip, tar) will be
dropped if they contain a file that matches.
See Examples of Attachment Scanning
Message Filters, on page 232.

Drop Attachments
by File Type

drop-attachments-by-filetype

Drop all attachments on messages that match
the given “fingerprint” of the file. Archive
file attachments (zip, tar) will be dropped if
they contain a file that matches. For more
information, see Examples of Attachment
Scanning Message Filters, on page 232.

Drop Attachments
by MIME Type

drop-attachments-by-mimetype

Drop all attachments on messages that have
a given MIME type. This action does not
attempt to ascertain the MIME type by file
extension and so it also does not examine
the contents of archives. See Examples of
Attachment Scanning Message Filters, on
page 232.

Drop Attachments
based on File Hash
List

drop-attachments-by-hash

Drop all message attachments in messages
that match the specific file SHA-256 value
in the file hash list. See Drop Message
Attachments that match File SHA-256 Filter,
on page 257 and Drop Messages if
Attachment matches File SHA-256 Filter,
on page 257.

Drop Attachments
by Size

drop-attachments-by-size

Drop all attachments on the message that,
in raw encoded form, are equal to or greater
than the size (in bytes) given. Note that for
archive or compressed files, this action does
not examine the uncompressed size, but
rather the size of the actual attachment prior
to any decoding. See Examples of
Attachment Scanning Message Filters, on
page 232.
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Action

Syntax

Description

Drop Attachments
by Content

drop-attachments-where-contains

Drop all attachments on message that
contain the regular expression. Does the
pattern occur the minimum number of times
you specified for the threshold value?
Archive files (zip, tar) will be dropped if
any of the files they contain match the
regular expression pattern. See Examples of
Attachment Scanning Message Filters, on
page 232.

The optional comment serves as the means
to modify the text used to replace the
attachment that was dropped. Attachment
footers simply append to the message.

Drop Attachments
with Macro

drop-macro-enabled-attachments

Drops all macro-enabled attachments of the
specified file type.

Note If an archive or embedded file
contains macros, the parent file is
dropped from the message.

Syntax

drop-macro-enabled-attachments
([‘file type-1', 'file type-2',
.., 'file type-n'],

“custom replacement message”)
Where:

* file type can be any one of the
following supported file types:

®* Adobe Portable Document

Format
®* Microsoft Office Files
®* OLE File types
* custom replacement message is
an optional message to replace the
default system generated message

added to the bottom of the message
body when an attachment is dropped.

See Macro Detection Rule, on page 188
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Action

Syntax

Description

Drop Attachments
by Dictionary
Matches

drop-attachments-where-dictionary-match

Strip attachments based on matches to
dictionary terms. If the terms in the MIME
parts considered to be an attachment match
a dictionary term (and the user-defined
threshold is met), the attachment is stripped
from the email. See Examples of Attachment
Scanning Message Filters, on page 232.

Add Footer

add-footer (footer-name)

Add disclaimer text as a footer to the
message. See “Message Disclaimer
Stamping” in the “Text Resources™ chapter
for more information.

Add Heading

add-heading (heading-name)

Add disclaimer text as a heading to the
message. See “Message Disclaimer
Stamping” in the “Text Resources” chapter
for more information.

Encrypt on Delivery

encrypt-deferred

Encrypt message on delivery, which means
that the message continues to the next stage
of processing, and when all processing is
complete, the message is encrypted and
delivered.

S/MIME
Sign/Encrypt on
Delivery

smime-gateway-deferred
(“sending profile”)

Performs an S/MIME signing or encryption
of the message using the specified sending
profile during the delivery. See S/MIME
Sign or Encrypt on Delivery Action, on page
207.

S/MIME
Sign/Encrypt

smime-gateway (“sending profile”)

Performs an S/MIME signing or encryption
using the specified sending profile and
delivers the message, skipping any further
processing. See S/MIME Sign or Encrypt
Action, on page 208.

Add Message Tag

tag-message (tag-name)

Add a custom term into the message to use
with DLP policy filtering. You can configure
a DLP policy to limit scanning to messages
with the message tag. The message tag is
not visible to recipients. See Add Message
Tag Action, on page 220 and the “Data Loss
Prevention” chapter.

Add Log Entry

log-entry

Adds customized text into the Text Mail
logs at the INFO level. The text can include
action variables. The log entry appears in
message tracking. For more information, see
Add Log Entry Action, on page 221.
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Filter Actions Summary Table .

Action

Syntax

Description

Add CEF Log Entry

cef-log-entry("label", "value")

Inserts customized text into the Consolidated
Event Logs. The text can include action
variables. The CEF log entry appears in
Consolidated Event Logs when you
configure the 'Consolidated Event Logs' log
subscription with "Custom Log Entries"
present in "Selected Log Fields." For more
information, see Add CEF Log Entry
Action, on page 221.

Note In your email gateway, there is a
limit of 65535 characters for a CEF
log line when using Consolidated
Event Logs through the Syslog Push
method. Your external SIEM
solution may also have a defined
limit on the number of characters
allowed for a CEF log file. Make
sure you configure the customized
texts to be logged and the
Consolidated Event Logs
subscription fields accordingly
based on the number of characters
allowed in your email gateway and
the SIEM solution.

Replace URL with
text, based on URL
reputation

® url-reputation-replace

® url-no-reputation-replace

Defang URL based
on URL reputation

® url-reputation-defang

® url-no-reputation-defang

Redirect URL to a
Cisco security proxy,
based on URL
reputation

® url-reputation-proxy-redirect

® url-no-reputation-proxy-redirect

Modify URLSs or their behavior based on the
reputation of the URL.

Use a separate action to handle the case in
which the reputation service does not
provide a score for a URL.

See URL Reputation Actions, on page 221.

Replace URL with
text, based on URL
Category

url-category-replace

Defang URL based
on URL category

url-category-defang

Redirect URL to
Cisco security proxy,
based on URL
category

url-category-proxy-redirect

Modify URLSs or their behavior based on the
category of the URL.

See URL Category Actions , on page 223.
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Action Syntax Description

Forged Email fed Strips the From: header from the forged

Detection message and replaces it with the Envelope
Sender. See Forged Email Detection Action,
on page 225.

No Operation no-op No action is performed. See No Operation,
on page 224.

*Skip Remaining skip-filters Ensure that this message is not processed

Message Filters by any other message filters and continues

through the email pipeline. See Skip
Remaining Message Filters Action, on page
206.

*Drop message drop Drop and discard the message. See Drop
Action, on page 206.

*Bounce message |Pounce Send the message back to the sender. See
Bounce Action, on page 207.

*Encrypt and encrypt Use Cisco Email Encryption to encrypt
Deliver Now outgoing messages. See Encrypt Action, on
page 207.

* Final Actions

Related Topics
* Attachment Groups, on page 200

Attachment Groups

You can specify a particular file type (“exe” files for example) or common groups of attachments in the
attachment-filetype and drop-attachments-by-filetype rules . AsyncOS divides the attachments into
the groups listed in the following table.

If you create a message filter that uses the ! = operator to match a message that does not contain an attachment
with a specific file type, the filter will not perform any action on the message if there is at least one attachment
with the file type you want to filter out. For example, the following filter drops any message with an attachment
that is not an . exe file type:

exe check: if (attachment-filetype != "exe") {
drop () ;

}

If a message has multiple attachments, the email gateway does not drop the message if at least one of the
attachments is an .exe file, even if the other attachments not . exe files.
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Table 26: Attachment Groups

Attachment Groups .

Attachment Group Name | Scanned File Types
Document * doc
* docx
* mdb
* mpp
e ole
* pdf
* ppt
* pptx
o 1tf
* Wps
o x-wmf
o xls
* xlsx
Executable * exe
* java
* msi
* pif
Note Filtering the Executable group will also scan .dll and .scr files, but you
cannot filter these file types individually.
Compressed * ace (ACE Archiver compressed file)
* arc (SQUASH Compressed archive)
« arj (Robert Jung ARJ compressed archive)
* binhex
* bz (Bzip compressed file)
* bz2 (Bzip compressed file)
« cab (Microsoft cabinet file)
* g7ip* (Compressed file - UNIX gzip)
* lha (Compressed Archive [LHA/LHARC/LZH])
« rar (Compressed archive
* sit (Compressed archive - Macintosh file [Stuffit])
* tar* (Compressed archive)
* unix (UNIX compress file)
* zip* (Compressed archive - Windows)
* 200 (ZOO Compressed Archive File)
* These file types can be “body-scanned”
Text * txt
* html
* xml
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Attachment Group Name

Scanned File Types

Image

* bmp
* cur
o gif
* ico
* jpeg
* pcx
° png
* psd
° psp
* tga
o tiff

Media

* aac
* aiff

e asf

* avi

* flash
* midi
* mov
* mp3
* mpeg
° 0gg

e ram

* snd

* wav
* wma
* wmv

Action Variables

The bece() , bee-scan() , notify() , notify-copy() , add-footer() , add-heading() , and insert-headers() actions
have parameters that may use certain variables that will be automatically replaced with information from the
original message when the action is executed. These special variables are called action variables. Your email
gatewaysupports the following set of action variables:

Table 27: Message Filter Action Variables

Variable Syntax Description

All Headers Returns the message headers.
$AllHeaders

Body Size Returns the size, in bytes, of the message.
$BodySize
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Action Variables .

Variable

Syntax

Description

Certificate Signers

SCertificateSigners

Returns the signers from the subjectAltName element of a
signing certificate. See $CertificateSigners Action Variable,
on page 182 for more information.

Date Returns the current date, using the format MM/DD/YYYYY.
SDhate

Dropped File Name Returns only the most recently dropped filename.
Sdropped filename

Dropped File Names Displays list of dropped files (similar to $filenames .
Sdropped filenames

Dropped File Types Displays list of dropped file types (similar to $filetypes) .

Sdropped filetypes

Envelope Sender

$EnvelopeFrom

Returns the Envelope Sender (Envelope From, <MAIL
FROM>) of the message.

Envelope Recipients

$EnvelopeRecipients

Returns all Envelope Recipients (Envelope To, <RCPT TO>)
of the message.

File Names Returns a comma-separated list of the message’s attachments’
S$filenames filenames.
File Sizes Returns a comma-separated list of the message’s attachments
Sfilesizes file sizes.
File Types Returns a comma-separated list of the message's attachments'
$filetypes file types.
Filter Name Returns the name of the filter being processed.
SFilterName
GMTimeStamp _ Returns the current time and date, as would be found in the
SGMTimeStamp Received: line of an email message, using GMT.
HAT Group Name Returns the name of the sender group the sender matched on
SGroup when injecting the message. If the sender group had no name,
the string “ >Unknown< ” is inserted.
Matched Content Returns the content that triggered a scanning filter rule
SMatchedContent including filter rules such as body-contains and content
g y
dictionaries).
Mail Flow Policy _ Returns the name of the HAT policy applied to the sender
SPolicy when injecting the message. If no predefined policy name was
used, the string “ >Unknown< ” is inserted.
Header ’ Returns the value of the quoted header, if the original message
??eader ["string | contains a matching header. Note that double quotes may also
be used.
Hostname Returns the hostname of the email gateway.

SHostname
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Variable Syntax Description

Internal Message ID Returns the Message ID, or “MID” used internally to identify
MID the message. Not to be confused with the RFC822

“Message-1d” value (use $Header to retrieve that).

Receiving Listener ' Replaced by the nickname of the listener that received the
SRecvListener message.

Receiving Interface Returns the nickname of the interface that received the
SRecvInt message.

Remote IP Address Returns the IP address of the system that sent the message to
FRemotelP the email gateway.

Remote Host Address Returns the hostname of the system that sent the message to
sremotehost the email gateway.

IP Reputation Score ‘ Returns the IP Reputation score of the sender. If there is no
$Reputation reputation score, it is replaced with “ None .

Subject Returns the subject of the message.
$Subject

Time Returns the current time, in the local time zone.
STime

Timestamp Returns the current time and date, as would be found in the
STimestamp

Received: line of an email message, in the local time zone.

Related Topics

* Non-ASCII Character Sets and Message Filter Action Variables, on page 204

Non-ASCII Character Sets and Message Filter Action Variables

The system supports the expansion of action variables that contain ISO-2022 style character codings (the style
of encoding used in header values) and also supports international text in the notification. These will be merged
together to generate a notification that will then be sent as a UTF-8, quoted printable message.

Matched Content Visibility

When you configure a quarantine action for messages that match Attachment Content conditions, Message
Body or Attachment conditions, Message body conditions, or the Attachment content conditions, you can
view the matched content in the quarantined message. When you display the message body, the matched
content is highlighted in yellow. You can also use the $MatchedContent action variable to include the matched
content in the message subject.

When you view messages in the local quarantine that have triggered message or content filter rules, the GUI
may display content that did not actually trigger the filter action (along with content that triggered the filter
action). The GUI display should be used as a guideline for locating content matches, but does not necessarily
reflect an exact list of content matches. This occurs because the GUI uses less strict content matching logic
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Description and Examples of Message Filter Actions .

than is used in the filters. This issue applies only to the highlighting in the message body. The table that lists
the matched strings in each part of the message along with the associated filter rule is correct.

Figure 17: Matched Content Viewed in the Policy Quarantine

Matched Content

= Palicy
Attachment Mame | Matched Content Condition
FP1.1.txt = M35 38930 USA Facilities 662-646-0523 jsamuelson@acmecorp.com 7/17/06 & DLP Classifier: Contact Information

4929132070312710 Acme Corp Irense Gibbs G058 Sumner Street Greenwood —
MS 38930 USA Publishing 662-646-0522 igibbs@acmecorp.com 2/1/07 =
4485231592071860 Acme Corp Kathy Lopez 808 Sumner Street

Greenwood MS 36930 USA Marketing 662-646-0541 klopez@acmecorp.corm
2/1/07 4716298862510192 Acre Corp Marty Smith 808 Sumner Street
Greenwnnd MS 3RA3N0 1S4 Foninerrinn ARZ-A4A-NE47 )

Headers

|

¥-IronPort-A\: E=Sophos;i="4.43,262,12465818600";

d="txzt'7scan'208";a="178202"

Received: from dZ.wmw023-bsd04.ibga (HELC vmw023-bsd04.ibga) ([172.22.107.1]%
by c360q02.ibga with ESMTR; 28 Jul 2009 16:25:03 +0530

Message-1D: «792087.518002035-sendEmail@vmw023-bsd04 >

From: "user@test.com” <user@test.com>

To: "userl@test.com” <userl@test.coms

Subject: DLPTEST

Date: Tue, 28 Jul 2009 08:42:11 +0000

®-Mailer: sendErmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525,714612664"

Message

Test

Message Parts

Marne Size Details
[message body] &  ASCII text, with CRLF line terminators
FP1.1.txt 1K | ASCII text

Description and Examples of Message Filter Actions

The following section describes the various message filter actions in use and their examples.

* Skip Remaining Message Filters Action, on page 206
* Drop Action, on page 206

* Bounce Action, on page 207

* Encrypt Action, on page 207

* Notify and Notify-Copy Actions, on page 208

* Blind Carbon Copy Actions, on page 210

* Quarantine and Duplicate Actions, on page 212

* Alter Recipient Action, on page 213

* Alter Delivery Host Action, on page 213

* Alter Source Host (Virtual Gateway address) Action, on page 214
 Archive Action, on page 215

« Strip Header Action, on page 215

* Insert Header Action , on page 216

* Edit Header Text Action, on page 216
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. Skip Remaining Message Filters Action

* Edit Body Text Action, on page 217

* HTML Convert Action, on page 217

* Bounce Profile Action, on page 218

* Bypass Anti-Spam System Action, on page 218
* Bypassing Graymail Actions, on page 219

* Bypass Anti-Virus System Action, on page 219
* Bypass File Reputation Filtering and File Analysis System Actions, on page 220
* Bypass Anti-Virus System Action, on page 219
* Add Message Tag Action, on page 220

* Add Log Entry Action, on page 221

» Add CEF Log Entry Action, on page 221

» URL Reputation Actions , on page 221

* URL Category Actions , on page 223

* No Operation, on page 224

* Forged Email Detection Action, on page 225

Skip Remaining Message Filters Action

Drop Action

The skip-filters action ensures that the message skips any further processing from message filters and
continues through the email pipeline. The message that incurs the skip-filters action will be subject to
anti-spam scanning and anti-virus scanning, if it is available on the email gateway. The skip-filters action
is the default final action for message filters.

The following filter notifies customercare@example.com and then immediately delivers any message addressed
to boss@admin .

bossFilter:

if (rcpt-to == 'boss@admin$')

{

notify('customercare@example.com') ;

skip-filters();

}

The drop action discards a message without any delivery. The message is not returned to the sender, not sent
to the intended recipient, nor processed further in any way.

The following filter first notifies george@whitehouse.gov and then discards any message where the subject
begins with spam .

spamFilter:

if (subject == '~SPAM.*'")

{

notify('george@whitehouse.gov') ;
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Bounce Action

Encrypt Action

Bounce Action .

drop () ;

The pounce action sends the message back to the sender (Envelope Sender) without further processing.

The following filter returns (bounces) any message from an email address that ends in @yahoo\\ .com .

yahooFilter:

if (mail-from == '@yahoo\\.com$")
{

bounce () ;

}

The encrypt action uses the configured encryption profile to deliver encrypted messages to email recipients.

The following filter encrypts messages if they contain the term [encrypt] in the subject:

Encrypt Filter:

if ( subject == '"\\[encrypt\\]' )
{

encrypt ('My Encryption Profile');

}

\)

Note

You must have a Cisco Encryption Appliance in your network or a hosted key service configured to use this
filter action. You must also have configured an encryption profile to use this filter action.

S/MIME Sign or Encrypt on Delivery Action

The smime-gateway-deferred action performs an S/MIME signing or encryption of the message using the
specified sending profile during the delivery. This means that the message continues to the next stage of
processing, and when all processing is complete, the message is signed or encrypted and delivered.

The following filter performs an S/MIME encryption on all the outgoing messages from a particular sender
during the delivery:

smime-deferred:if (mail-from == "userlexample.com") {smime-gateway-deferred ("smime-encrypt");}
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. S/MIME Sign or Encrypt Action

S/MIME Sign or Encrypt Action

The smime-gateway action performs an S/MIME signing or encryption using the specified sending profile
and delivers the message, skipping any further processing.

The following filter performs an S/MIME signing on all the outgoing messages from a particular sender and
delivers them immediately:

smime-deliver-now:if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}

Notify and Notify-Copy Actions

The notify and notify-copy actions send an email summary of the message to the specified email address.
The notify-copy action also sends a copy of the original message, similar to the bec-scan action. The
notification summary contains:

* The contents of the Envelope Sender and Envelope Recipient (MaT11. FrROM and rcpT TO ) directives from
the mail transfer protocol conversation for the message.

* The message headers of the message.
* The name of the message filter that matched the message.

You can specify the recipient, subject line, from address, and notification template. the following filter selects
messages with sizes larger than 4 megabytes, sends a notification email of each matching message to
admin@example.com, and finally discards the message:

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com') ;

drop () ;

}
Or

bigFilterCopy:

if (body-size >= 4M)

{

notify-copy ('admin@example.com');
drop () ;

}

The Envelope Recipient parameter may be any valid email address (for example, admin@example.com in the
example above), or alternatively, may be the action variable sEnvelopeRecipients (see Action Variables,
on page 202), which specifies all Envelope Recipients of the message:

bigFilter:
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if (body-size >= 4M)

{
notify('SEnvelopeRecipients');
drop () ;

}

The noti fy action also supports up to three additional, optional arguments that allow you to specify the subject
header, the Envelope Sender, and a pre-defined text resource to use for the notification message. These
parameters must appear in order, so a subject must be provided if the Envelope Sender is to be set or a
notification template specified.

The subject parameter may contain action variables (see Action Variables, on page 202) that will be replaced
with data from the original message. By default, the subject is set to Message Notification.

The Envelope Sender parameter may be any valid email address, or alternatively, may be the action variable
$EnvelopeFrom , which will set the return path of the message to the same as the original message

The notification template parameter is the name of an existing notification template. For more information,
see Notifications, on page 231.

This example extends the previous one, but changes the subject to look like [bigFilter] Message too large
, sets the return path to be the original sender, and uses the “message.too.large” template:

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

You can also use the sMatchedcontent action variable to notify senders or administrators that a content filter
was triggered. The sMatchedcontent action variable displays the content that triggered the filter. For example,
the following filter sends a notification to an administrator if the email contains ABA account information.

ABA filter:
if (body-contains ('*aba')) {
notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');

}

Related Topics
* Notification Template, on page 210
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You can use the Text Resources page or the textconfig CLI command to configure custom notification
templates as text resources for use with the notify () and notify-copy () actions. If you do not create a
custom notification template, a default template is used. The default template includes message headers, but
the custom notification template does not include message headers by default. To include message headers
in the custom notification, include the sa11Headers action variable.

For more information, see the “Text Resources” chapter.

In the following example, when a large message triggers the filter shown below, an email is sent to the intended
recipients explaining that the message was too large:

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

Blind Carbon Copy Actions

The bee action sends an anonymous copy of the message to a specified recipient. This is sometimes referred
to as message replication. Because no mention of the copy is made in the original message and the anonymous
copy will never successfully bounce back to the recipient, the original sender and recipients of the message
will not necessarily know that the copy was sent.

The following filter sends a blind carbon copy to mom@home . org for each message addressed to sue from

johnny :

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))
{

bcc ('mom@home.org') ;

}

The bece action also supports up to three additional, optional arguments that allow you to specify the subject
header and Envelope Sender to use on the copied message, as well as an alt-mailhost. These parameters must
appear in order, so a subject must be provided if the Envelope Sender is to be set.

The subject parameter may contain action variables (see Action Variables, on page 202) that will be replaced
with data from the original message. By default, this is set to the subject of the original message (the equivalent
of ssubject ).

The Envelope Sender parameter may be any valid email address, or alternatively, may be the action variable
$EnvelopeFrom , Which will set the return path of the message to the same as the original message.
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This example expands the previous one by setting the subject to be [Bcc] <original subject>, and the
return path set to badbounce@home.org :

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '"sue$'))

{

bece ('mom@home.org', '[Bcc] $Subject', 'badbouncefhome.org') ;

}
The alt-mailhost is the fourth parameter:

momFilterAltM:

if ((mail-from == '"johnny$') and (rcpt-to == '"“sue$'))
{

bcc ('mom@home.org', '[Bcc] $Subject', 'SEnvelopeFrom',
'momaltmailserver.example.com') ;

}

A\

Caution TheBcc() ,notify() ,andbounce () filter actions can allow viruses through your network. The blind carbon
copy filter action creates a new message which is a full copy of the original message. The notify filter action
creates a new message that contains the headers of the original message. While it is rare, headers can contain
viruses. The bounce filter action creates a new message which contains the first 10k of the original message.
In all three cases, the new message will not be processed by anti-virus or anti-spam scanning.

To send to multiple hosts, you can call the bcc () action multiple times:

multiplealthosts:

if (recv-listener == "IncomingMail")

{

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4');
bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5'");
bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6');

}

Related Topics
* BCC and Scan Mail Sent to Competitors, on page 251
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The bce-scan() Action
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The bee-scan action functions similarly to the bee action, except that the message that is sent is treated as a
brand new message and is therefore sent through the entire email pipeline.

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '"“sues$'))
{

bcc-scan ('mom@home.org') ;

}

Quarantine and Duplicate Actions

The quarantine (‘quarantine name’) action flags a message for inclusion into a queue called a quarantine.
For more information about quarantines, see the “Quarantines” chapter. The duplicate-quarantine (
‘quarantine name’) action immediately places a copy of the message into the specified quarantine and the
original message continues through the email pipeline. The quarantine name is case sensitive.

When flagged for quarantine, the message continues through the rest of the email pipeline. When the message
reaches the end of the pipeline, if the message has been flagged for one or more quarantines then it enters
those queues. Otherwise, it is delivered. Note that if the message does not reach the end of the pipeline, it is
not placed in a quarantine.

Accordingly, if a message filter contains a quarantine () action followed by a bounce () or drop () action,
the message will not enter the quarantine, since the final action prevents the message from reaching the end
of the pipeline. The same is true if a message filter includes a quarantine action, but the message is later
dropped by anti-spam or anti-virus scanning, or a content filter. The skip-filters () action causes the message
to skip any remaining message filters, but content filters may still apply. For example, if a message filter flags
a message for quarantine and also includes the skip-filters () action, the message skips all remaining
message filters and will be quarantined, unless another action in the email pipeline causes the message to be
dropped.

In the following example, the message is sent to the Policy quarantine if the message contains any words
within the dictionary named “secret_word.”

quarantine codenames:

if (dictionary-match ('secret words'))

{
quarantine ('Policy');

}

In the following example, suppose a company has an official policy to drop all .mp3 file attachments. If an
inbound message has a .mp3 attachment, the attachment is stripped and the remaining message (original body
and remaining attachments) is sent to the original recipient. Another copy of the original message with all
attachments will be quarantined (sent to the Policy quarantine). If it is necessary to receive the blocked
attachment(s), the original recipient would then request that the message be released from the quarantine.
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Alter Recipient Action .

strip_all mp3s:

if

(attachment-filename == ' (2i)\\.mp3s$"') {

duplicate-quarantine ('Policy');

drop-attachments-by-name (' (?1)\\.mp3$");

}

Alter Recipient Action

The alt-rcpt-to action changes all recipients of the message to the specified recipient upon delivery.

The following filter sends all messages with an Envelope Recipient address that contain . freelist.com and
changes all recipients for the message to system-1ists@myhost.com :

freelistFilter:

if (rcpt-to == '\\.freelist\\.com$")

{

alt-rcpt-to('system-lists@myhost.com') ;

}

Alter Delivery Host Action

The alt-mailhost action changes the IP address for all recipients of the selected message to the numeric IP
address or hostname given.

\)

Note

The alt-mailhost action prevents a message classified as spam by an anti-spam scanning engine from being
quarantined. The a1t-mailhost action overrides the quarantine action and sends it to the specified mail host.

The following filter redirects recipient addresses to the host example.com for all messages.

localRedirectFilter:

if (true)

{

alt-mailhost ('example.com') ;

}

Thus, a message directed to joe@anywhere . comis delivered to the mailhost at example.com with the Envelope
To address joe@anywhere.com . Note that any additional routing information specified by the smtproutes
command still affects the routing of the message. (See Routing Email for Local Domains, on page 707.)
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. Alter Source Host (Virtual Gateway address) Action

\)

Note

The alt-mailhost action does not support specifying a port number. To do this, add an SMTP route instead.

The following filter redirects all messages to 192.168.12.5 :

local2Filter:

if (true)

{
alt-mailhost('192.168.12.5");

}

Alter Source Host (Virtual Gateway address) Action

The alt-src-host action changes the source host for the message to the source specified. The source host
consists of the IP interface or group of IP interfaces that the messages should be delivered from. If a group
of IP interfaces is selected, the system round-robins through all of the IP interfaces within the group as the
source interface when delivering email. In essence, this allows multiple Virtual Gateway addresses to be
created on a single email gateway. For more information, see Configuring Mail Gateways for all Hosted
Domains Using Virtual Gateway™ Technology, on page 760.

The IP interface may only be changed to an IP interface or interface group currently configured in the system.
the following filter creates a Virtual Gateway using the outbound (delivery) IP interface outbound2 for all
messages received from a remote host with the IP address 1.2.3.4 .

externalFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('outbound2');

}

The following filter uses the IP interface group Group! for all messages received from a remote host with the
IP address 1.2.3.4.

groupFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('Groupl');

}
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Archive Action

The archive action saves a copy of the original message, including all message headers and recipients into
an mbox-format file on the email gateway. The action takes a parameter that is the name of the log file in
which to save the message. The system automatically creates a log subscription with the specified filename
when you create the filter, or you can also specify an existing filter log file. After the filter and the filter log
file are created, the filter log options may then be edited with the filters -> logconfig subcommand.

)

Note The 10gconfig command is a subcommand of filters . See Using the CLI to Manage Message Filters, on
page 235 for a full description of how to use this subcommand.

The mbox format is a standard UNIX mailbox format, and there are many utilities available to make viewing
the messages easier. Most UNIX systems allow you to type “mail -f mbox.filename ” to view the files. The
mbox format is in plain text, so you can use a simple text editor to view the contents of the messages.

In the following example, a copy of the message is saved to a log named joesmitn if the Envelope Sender
matches joesmith@yourdomain.com :

logJoeSmithFilter:

if (mail-from == '~joesmith@yourdomain\\.com$")

{

archive ('joesmith') ;

}

Strip Header Action

The strip-header action examines the message for a particular header and removes those lines from the
message before delivering it. When there are multiple headers, all instances of the header are removed (for
example, the “Received:” header.)

In the following example, all messages have the header x-peleteMe removed before transmission:

stripXDeleteMeFilter:

if (true)

{

strip-header ('X-DeleteMe') ;

}

When working with headers, remember that the current value of the header includes changes made during
processing (such as with filter actions that add, remove, or modify message headings). See Message Header
Rules and Evaluation, on page 141 for more information.
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Insert Header Action

The insert-header action inserts a new header into a message. AsyncOS does not verify the compliance to
standards of the header you insert; you are responsible for ensuring that the resulting message complies with
Internet standards for email.

The following example inserts a header named x-Company with the value set to My Company Name if the header
is not already found in the message:

addXCompanyFilter:

if (not header ('X-Company')

{

insert-header ('X-Company', 'My Company Name');

}

The insert-header () action allows the use of non-ASCII characters in the text of the header, while restricting

the header name to be ASCII (to comply with standards). The transport encoding will be quoted-printable to
maximize the readability.

)

Note

The strip-headers and insert-header actions can be used in combination to rewrite any message headers
in the original message. In some case, it is valid to have multiple instances of the same header (for example,
Received: ) where in other cases, multiple instances of the same header could confuse a MUA (for example,
multiple Subject: headers.)

When working with headers, remember that the current value of the header includes changes made during
processing (such as with filter actions that add, remove, or modify message headings). See Message Header
Rules and Evaluation, on page 141 for more information.

Edit Header Text Action

The edit-header-text action allows you to rewrite specified header text using the regular expression
substitution function. The filter matches the regular expression within the header and replaces it with a regular
expression you specify.

For example, an email contains the following subject header:

Subject: SCAN Marketing Messages

The following filter removes the “SCAN” text, and leaves the text, “Marketing Messages”, in the header:

Remove SCAN: if true

{

edit-header-text (‘Subject’, ‘ASCAN\\s*’,’’);

}

After the filter processes the message, it returns the following header:
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Subject: Marketing Messages

Edit Body Text Action

The edit-body-text () message filter is similar to the Edit-Header-Text () filter, but it operates across the
body of the message instead of one of the headers.

The edit-body-text () message filter uses the following syntax where the first parameter is the regular
expression to search for and the second parameter is the replacement text:

Example: if true {

edit-body-text ("parameter 1", "parameter 2");

}

The edit-body-text () message filter only works on the message body parts. For more information about

whether a given MIME part is considered a message “body” or a message “attachment”, see Message Bodies
vs. Message Attachments, on page 141.

The following example shows a URL removed from a message and replaced with the text, URL REMOVED’:

URL Replaced: if true {
edit-body-text (" (?1i) (?2:https?|ftp)://[*\\s\">]+", "URL REMOVED") ;
}

The following example shows a social security number removed from the body of a message and replaced
with the text, “XXX-XX-XXXX’:

ssn: 1if true {

edit-body-text (" (?!000) (?:[0-6]\\d{2} |7 (?:[0-6]\\d|7[012])) ([
=12) (2100) \\d\\d\\1 (2!10000)\\d{4}",

"TXXX-XX-XXXX") ;

}

)

Note  You cannot use smart identifiers with the edit-body-text () filter at this time.

HTML Convert Action

While RFC 2822 defines a text format for email messages, there are extensions (such as MIME) to provide
the transport of other content within an RFC 2822 message. AsyncOS can now use the html-convert ()
message filter to convert HTML to plain text using the following syntax:

Convert HTML Filter:

if (true)
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{

html-convert();

}

The Cisco message filters make a determination on whether a given MIME part is considered a message
“body” or a message “attachment”. The html-convert () filter only works on the message body parts. For
more information about message bodies and attachments, see Message Bodies vs. Message Attachments, on
page 141.

Depending on the format, the html-convert () filter uses different methods to strip the HTML from within
the documents.

If the message is plain text (text/plain), the message passes through the filter unchanged. If the message is a
simple HTML message (text/html), all the HTML tags are stripped out of the message and the resulting body
replaces the HTML message. The lines are not reformatted, and the HTML is not rendered in plain text. If
the structure is MIME (with a multipart/alternative structure) and it contains both a text/plain part and text/html
part with the same content, the filter removes the text/html part of the message and leaves the text/plain part
of the message. For all other MIME types (such as multipart/mixed), all HTML body parts are stripped of
their tags and reinserted into the message.

When encountered in a message filter, the ntml-convert () filter action only tags the message to be processed
but does not immediately make a change to the message structure. The changes to the message only take effect
after all processing is complete. This allows the other filter actions to process the original message body prior
to modification.

Bounce Profile Action

The bounce-profile action assigns a previously-configured bounce profile to the message. (See Directing
Bounced Email, on page 736.) If the message is undeliverable, the bounce options configured via the bounce
profile are used. Using this feature overrides the bounce profile assigned to the message from the listener’s
configuration (if one is assigned).

The following filter example assigns the bounce profile “fastbounce” to all email sent with the header

X-Bounce-Profile: fastbounce :

fastbounce:
if (header ('X-Bounce-Profile') == 'fastbounce') {
bounce-profile ('fastbounce');

}

Bypass Anti-Spam System Action

The skip-spamcheck action instructs the system to allow the message to bypass any content-based anti-spam
filtering configured on the system. This action does nothing to the message if no content-based anti-spam
filtering is configured, or if the message was never flagged to be scanned for spam in the first place.

The following example allows messages that have a high IP Reputation Score to bypass the content-based
anti-spam filtering feature:

allowed list on_reputation:
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if (reputation > 7.5)
{
skip-spamcheck () ;

}

Related Topics

* How Incoming Relays Affect Functionality , on page 420
* Protecting Email Gateway-Generated Messages From the Spam Filter, on page 407

Bypassing Graymail Actions

If you do not want to apply graymail actions on certain messages, you can bypass them using the following
message filter actions:

Message Filter Action Description

skip-marketingcheck Bypass actions on marketing emails
skip-socialcheck Bypass actions on social network emails
skip-bulkcheck Bypass actions on bulk emails

The following example specifies that messages received on the listener “private listener” must bypass graymail
actions on social network emails.

internal mail is safe:

if (recv-listener == 'private listener')
{

skip-socialcheck();

}

Bypass Anti-Virus System Action

The skip-viruscheck action instructs the system to allow the message to bypass any virus protection system
configured on the system. This action does nothing to the message if there is no anti-virus system configured,
or if the message was never flagged to be scanned for viruses in the first place.

The following example specifies that messages received on the listener “private _listener” should bypass the
anti-spam and the anti-virus systems.

internal mail is safe:
if (recv-listener == 'private listener')
{

skip-spamcheck() ;
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skip-viruscheck() ;

}

Bypass File Reputation Filtering and File Analysis System Actions

The skip-ampcheck action instructs the system to allow message to bypass File Reputation Filtering and File
Analysis configured on the system. This action does nothing to the message if File Reputation Filtering and
File Analysis is not configured, or if the message was never flagged to be scanned for File Reputation Filtering
and File Analysis in the first place.

The following example specifies that messages with PDF attachments should bypass File Reputation Filtering
and File Analysis.

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

Bypass Outbreak Filter Scanning Action

The skip-vofcheck action instructs the system to allow the message to bypass the Outbreak Filters scanning.
This action does nothing to the message if Outbreak Filters scanning is not enabled.

The following example specifies that messages received on the listener “private_listener” should bypass
Outbreak Filter scanning.

internal mail is safe:

if (recv-listener == 'private listener') Outbreak Filters
{

skip-vofcheck () ;

}

Add Message Tag Action

The tag-message action inserts a custom term into an outgoing message to use with DLP policy filtering.
You can configure a DLP policy to limit scanning to messages with the message tag. The message tag is not
visible to recipients. The tag name can contain any combination of characters from the set [a-zA-20-9 -.]

For information on configuring a DLP policy to filter messages, see the “Data Loss Prevention” chapter.

The following example inserts a message tag into a message with “[Encrypt]” in the subject. You can then
create a DLP policy that will encrypt messages with this message tag before delivering them if Cisco Email
Encryption is available:

Tag Message:

if (subject == ""\\[Encrypt\\]"')
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{
tag-message ('Encrypt-And-Deliver');

}

Add Log Entry Action

The 10g-entry action inserts customized text into the Text Mail logs at the 1nro level. The text can include
action variables. You can use this action to insert useful text for debugging purposes and information on why
a message filter performed a certain action. The log entry also appears in message tracking.

The following example inserts a log entry explaining that message was bounced because it possibly contained
confidential company information:

CompanyConfidential:

if (body-contains ('Company Confidential'))

{

log-entry('Message may have contained confidential information.');

bounce () ;

}

Add CEF Log Entry Action

The cef-1og-entry action inserts customized text into Consolidated Event Logs. The text can include action
variables. The CEF log entry appears in Consolidated Event Logs when you configure the 'Consolidated Event
Logs' log subscription with "Custom Log Entries" present in "Selected Log Fields."

The following example inserts a CEF log entry with the label as "confidential" and value as "true", which
appears in the Consolidated Event Logs as follows: EsaCustomLogs={'confidential': ['true']}
CEFLogEntryExample:

if (body-contains ('Company Confidential')

{

cef-log-entry("confidential", "true");

}

URL Reputation Actions

Use the reputation score of URLs in messages to modify the URLSs or their behavior. For important details
and examples, see Modifying URLs in Messages: Using URL Reputation and URL Category Actions in Filters
, on page 460 in Protecting Against Malicious or Undesirable URLs, on page 449

No rule is needed with these actions.
In URL Reputation actions:

*msg_filter name : is the name of this message filter.
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*min_score and max_score are the minimum and maximum scores in the range for which the action should
apply. The applicable range includes the values that you specify.

Minimum and maximum scores must be between -10.0 and 10.0 .

* To specify an action when the reputation service does not provide a score, use the corresponding
"no-reputation” version of the action, as shown in the following subsections.

* allowedlist is the name of a defined URL list (via the ur11istconfig command.) Specifying an allowed
list is optional.

* In place of Preserve_signed , enter 0 or 1:
* 1 - Apply this action to unsigned messages only

* 0 - Apply this action to all messages

If you do not specify a preserve_signed value, the action is applied to unsigned messages only.

Related Topics

* Replace URL with Text, Based on URL Reputation, on page 222
» Defang URL, Based on URL Reputation, on page 222
* Redirect URL to Cisco Security Proxy, Based on URL Reputation , on page 223

Replace URL with Text, Based on URL Reputation

To take action when the reputation service provides a score:

Use the url-reputation-replace action.

The syntax of a filter using the url-reputation-replace action is:
<msg_filter name>:

if <condition>

. . . |l
{url-reputation-replace (<min_score>, <max_score>,’<replace_ text>’, '< allowedlist> |, <

Preserve_signed>)ﬁ

Where replace text is the text with which to replace the URL.

To take action when the reputation service does not provide a score:

Use the url-no-reputation-replace action.

The syntax of a filter using the url-no-reputation-replace action is:

<msg_filter name>:

if <condition>

{url-no-reputation-replace ('<replace text>', '<allowedlist>', <Preserve signed>);}

Where replace text is the text with which to replace the URL.

Defang URL, Based on URL Reputation

To take action when the reputation service provides a score:

Use the url-reputation-defang action.

. User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment)



| Using Message Filters to Enforce Email Policies
Redirect URL to Cisco Security Proxy, Based on URL Reputation .

The syntax of a filter using the ur1-reputation-defang action is:
<msg_filter name>:
if <condition>

{url-reputation-defang (<min score>, <max score>, '<allowedlist>', <Preserve signed>);}

To take action when the reputation service does not provide a score:
Use the url-no-reputation-defang action.

The syntax of a filter using the ur1-no-reputation-defang action is:
<msg_filter name>:

if <condition>

{url-no-reputation-defang ('<allowedlist>', <Preserve signed>);}

Redirect URL to Cisco Security Proxy, Based on URL Reputation

To take action when the reputation service provides a score:

Use the url-reputation-proxy-redirect action.

The syntax of a filter using the url-reputation-proxy-redirect action is:
<msg_filter name>:

if <condition>

{url-reputation-proxy-redirect (<min score>, <max score>, '<allowedlist>"',

<Preserve signed>);}

To take action when the reputation service does not provide a score:

Use the url-no-reputation-proxy-redirect action.

The syntax of a filter using the url-no-reputation-proxy-redirect action is:
<msg_filter name>:

if <condition>

{url-no-reputation-proxy-redirect ('<allowedlist>', <Preserve signed>);}

URL Category Actions

Use the categories of URLs in messages to modify the URLS or their behavior. For important details, see
Modifying URLs in Messages: Using URL Reputation and URL Category Actions in Filters , on page 460 in
Protecting Against Malicious or Undesirable URLs, on page 449

No rule is needed with these actions.
In all URL Category actions:

» msg_filter name : is the name of the message filter.

» category-name is the URL category. Separate multiple categories with commas. To obtain correct category
names, look at a URL Category condition or action in a Content Filter. For descriptions and examples
of the categories, see About URL Categories, on page 472.
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* url_allowed list is the name of a defined URL list (via the urllistconfig command.)
* unsigned-only : Enter 0 or 1.

* 1 - Apply this action to unsigned messages only
* 0 - Apply this action to all messages

Related Topics

* Replace URL with Text, Based on URL Category , on page 224
» Defang URL, Based on URL Category , on page 224
* Redirect URL to Cisco Security Proxy, Based on URL Category , on page 224

Replace URL with Text, Based on URL Category

The syntax of a filter using the url-category-replace action is
<msg_filter name>:
if <condition>

url-category-replace ([ ‘<category-namel>’,’<category-name2>',...,

‘<category-name3>'],’'<replacement-text>’, ’‘<url allowed list>’, <unsigned-only>);

Where replacement-text is the text that you want to use to replace the URL.

Defang URL, Based on URL Category

The syntax of a filter using the ur1-category-defang action is:
<msg_filter name>:
if <condition>

url-category-defang ([ ‘<category-namel>’,’<category-name2>’,..., ‘<category-name3>'],

'<url allowed list>’, <unsigned-only>);

Redirect URL to Cisco Security Proxy, Based on URL Category

No Operation

The syntax of a filter using the url-category-proxy-redirect action is:
<msg_filter name>:
if <condition>

url-category-proxy-redirect ([ ‘<category-namel>’,’<category-name2>’, ..., ‘<category-name3>’],

'<url allowed list>’, <unsigned-only>);

The No Operation action performs a no-op, or no operation. You can use this action in a message filter if you
do not want to use any of the other actions such as Notify, Quarantine, or Drop. For example, to understand
the behavior of a new message filter that you created, you can use the No Operation action. After the message
filter is operational, you can monitor the behavior of the new message filter using the Message Filters report
page, and fine-tune the filter to match your requirements.

The following example shows how to use No Operation action in a message filter.

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}
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Forged Email Detection Action
Strips the From: header from the forged message and replaces it with the Envelope Sender.

The following message filter compares the From: header in the message with the terms in dictionary and if
the matching score of a term in the content dictionary is greater than or equal to 70, the message filter strips
the From: header and replaces it with the Envelope Sender.

FED CF: if (forged-email-detection ("Execs", 70)) { fed("from", ""); }

Attachment Scanning

The email gateway uses Content Scanner to strip attachments from messages that are inconsistent with your
corporate policies, while still retaining the ability to deliver the original message.

You can filter attachments based on their specific file type, fingerprint, or based on the content of the
attachment. Using the fingerprint to determine the exact type of attachment prevents users from renaming a
malicious attachment extension (for example, .exe ) to a more commonly used extension (for example, .doc
) in the hope that the renamed file would bypass attachment filters.

When you scan attachments for content, the Content Scanner extracts data from attachment files to search for
the regular expression. It examines both data and metadata in the attachment file. If you scan an Excel or
Word document, the attachment scanning engine can also detect the following types of embedded files: .exe,
.dll, .bmp, .tiff, .pcx, .gif, .jpeg, .png, and Photoshop images.

The Content Scanner in your email gateway can perform content scanning on the following archive file
formats:

* ACE Archive

* ALZ Archive

 Apple Disk Image

* ARJ Archive

* bzip2 Archive

* EGG Archive

* GNU Zip

* ISO Disk Image

* Java Archive

«LZH

* Microsoft Cabinet Archive
* RAR Multi-Part File

» RedHat Package Manager Archive
* Roshal Archive (RAR)

* Unix AR Archive
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* UNIX Compress Archive
» UNIX cpio

* UNIX Tar

* XZ Archive

* Zip Archive

» 7-Zip

* ARC

)

Note You can view the details of the Content Scanner-related files using the Security Services > Scan Behavior
page in web interface or using the contentscannerstatus command in CLI. These files are automatically updated
using update server. If you want to manually update these files, see Configuring Scan Behavior, on page 257.

Related Topics

» Message Filters for Scanning Attachments, on page 226

* Image Analysis, on page 227

* Configuring the Image Analysis Scanning Engine, on page 228

* Configuring the Message Filter to Perform Actions Based on Image Analysis Results, on page 229
* Notifications, on page 231

» Examples of Attachment Scanning Message Filters, on page 232

Message Filters for Scanning Attachments

The message filter actions described in the following table are non-final actions. (Attachments are dropped
and the message processing continues.)

The optional comment is text that is added to the message, much like a footer, and it can contain Message
Filter Action Variables (see Examples of Attachment Scanning Message Filters, on page 232).

Table 28: Message Filter Actions for Attachment Filtering

Action Syntax Description
Drop Attachments by Drops all attachments on messages that have a
Name drop-attachments-by-name | fjlename that matches the given regular
(<regular expression . . .
>, <optional expression. Archive file attachments (zip, tar)
comment will be dropped if they contain a file that
>1) matches. See Examples of Attachment Scanning
Message Filters, on page 232.
Drop Attachments by Drops all attachments on messages that have a
Type drop-attachments-by-type | NMIME type, determined by either the given
(<MIME type . L
>, <optional comment MIME type or the file extension. Archive file
>1) attachments (zip, tar) will be dropped if they
contain a file that matches.
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Action

Syntax

Description

Type

Drop Attachments by File

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment

>1)

Drops all attachments on messages that match
the given “fingerprint” of the file. Archive file
attachments (zip, tar) will be dropped if they
contain a file that matches.

Drop Attachments by
MIME Type

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment
>1)

Drops all attachments on messages that have a
given MIME type. This action does not attempt
to ascertain the MIME type by file extension
and so it also does not examine the contents of
archives.

Drop Attachments by Size

drop-attachments-by-size
(<number
>[, <optional comment

>1)

Drops all attachments on the message that, in
raw encoded form, are equal to or greater than
the size (in bytes) given. Note that for archive
or compressed files, this action does not
examine the uncompressed size, but rather the
size of the actual attachment itself.

Attachment Scanning

drop-attachments-where-contains

(<regular expression
>[, <optional comment
>1)

Drops all attachments on message that contain
the regular expression. Archive files (zip, tar)
will be dropped if any of the files they contain
match the regular expression pattern.

Drop Attachments by
Dictionary Matches

drop-attachments-where-dictionary
-match (<dictionary name>)

This filter action strips attachments based on
matches to dictionary terms. If the terms in the
MIME parts considered to be an attachment
match a dictionary term (and the user-defined
threshold is met), the attachment is stripped
from the email. See Examples of Attachment
Scanning Message Filters, on page 232.

Image Analysis

Some messages contain images that you may wish to scan for inappropriate content. Use the image analysis
engine to search for inappropriate content in email.

The image analyzer uses algorithms that measure image attributes to determine the likelihood of inappropriate
content. These algorithms can detect, for example, the shapes and color palette in an image. The analyzer can
identify the type of shapes in an image and the percentage of any flesh-tone colors relative to the other colors
in the image to help identify inappropriate content. Images with a high percentage of flesh-tone colors are
more likely to be inappropriate. The algorithms do not discriminate in any way.

Image analysis is not designed to supplement or replace your Anti-Virus and Anti-Spam scanning engines.
Its purpose is to enforce acceptable use by identifying inappropriate content in email. Use the image analysis
scanning engine to quarantine and analyze mail and to detect trends.

After you configure your email gateway for image analysis, you can use image analysis filter rules to perform
actions on suspect or inappropriate emails. Image scanning allows you to scan the following types of attached
files: BMP, JPG, TIF, PNG, GIF, TGA, and PCX.
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When you scan image attachments, Cisco fingerprinting determines the file type, and the image analyzer uses
algorithms to analyze the image content. If the image is embedded in another file, the Content Scanner extracts
the file. The image analysis verdict is computed on the message as a whole. If the message does not include
any images, the message receives a score of “0” which maps to a “clean” verdict. Therefore, a message without
any images will receive a "clean" verdict.

Configuring the Image Analysis Scanning Engine

Step 1
Step 2

To enable image analysis from the GUI:

Procedure

Go to Security Services > IronPort Image Analysis.
Click Enable.

A success message displays, and the verdict settings display.
The image analysis filter rule allows you to determine the actions to take based on the following verdicts:

» Clean: The image is free of inappropriate content. The image analysis verdict is computed on the message
as a whole, so a message without any images will receive a "clean" verdict if scanned.

* Suspect: The image may contain inappropriate content.
* Inappropriate: The image contains inappropriate content.

These verdicts represent a numeric value assigned by the image analyzer algorithm to determine probability
of inappropriate content.

The following values are recommended:

* Clean: 0 to 49
* Suspect: 50 to 74
* Inappropriate: 75 to 100

Related Topics
* Tuning Image Analysis Settings, on page 228

Tuning Image Analysis Settings

Step 1
Step 2
Step 3

Procedure

Go to Security Services > IronPort Image Analysis.
Click Edit Settings.

Configure the settings for Clean, Suspect, and Inappropriate verdicts.

When you configure the value ranges, ensure that you do not overlap values and that you use whole integers.
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Step 4 Optionally, configure AsyncOS to bypass scanning images that do not meet a minimum size requirement
(recommended). By default, this setting is configured for 100 pixels. Scanning images that are smaller than
100 pixels can sometimes result in false positives.

You can also enable image analysis settings from the CLI using the imageanalysisconfig command.
Related Topics

* Viewing the Verdict Score of a Particular Message, on page 229

Viewing the Verdict Score of a Particular Message

To see the verdict score for a particular message, you can view the mail logs. The mail logs display the image
name or file name, the score for a particular message attachment. In addition, the log displays information
about whether the images in a file were scannable or unscannable. Note that information in the log describes
the result for each message attachment, rather than each image. For example, if the message had a zip attachment
that contained a JPEG image, the log entry would contain the name of the zip file rather than the name of the
JPEG. Also, if the zip file included multiple images then the log entry would include the maximum score of
all the images. The unscannable notation indicates whether any of the images were unscannable.

The log does not contain information about how the scores translate to a particular verdict (clean, suspect or
inappropriate). However, because you can use mail logs to track the delivery of specific messages, you can
determine by the actions performed on the messages whether the mail contained inappropriate or suspect
images.

For example, the following mail log shows attachments dropped by message filter rules as a result of Image

Analysis scanning:

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'
is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

Configuring the Message Filter to Perform Actions Based on Image Analysis
Results

Once you enable image analysis, you must create a message filter to perform different actions for different
message verdicts. For example, you may wish to deliver messages with a clean verdict, but quarantine messages
that are determined to have inappropriate content.

Y

Note Cisco recommends you do not drop or bounce messages with inappropriate or suspect verdicts. Instead, send
copies of violations to a quarantine for later review and better understanding of trend analysis.

The following filter shows messages tagged if the content is inappropriate or suspect:
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image_analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" ({

strip-header ("Subject");

insert-header ("Subject", "[suspect image] $Subject");
}

}

Related Topics

* Creating Content Filters to Strip Attachments Based on Image Analysis Verdicts , on page 230

Creating Content Filters to Strip Attachments Based on Image Analysis Verdicts

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

After you enable image analysis, you can create a content filter to strip attachments based on image analysis
verdicts, or you can configure a filter to perform different actions for different message verdicts. For example,
you might decide to quarantine messages that contain inappropriate content.

To strip attachments based on image analysis verdicts:

Procedure

Click Mail Policies > Incoming Content Filters.
Click Add Filter.
Enter a name for the content filter.
Under Actions, click Add Action.
Under Strip Attachment by File Info, click Image Analysis Verdict is:
Select from the following image analysis verdicts:
* Suspect
* Inappropriate
* Suspect or Inappropriate

» Unscannable
* Clean
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Configuring an Action Based on Image Analysis Verdicts

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

Notifications

To configure an action based on image analysis verdicts:

Procedure

Click Mail Policies > Incoming Content Filters.
Click Add Filter.
Enter a name for the content filter.
Under Conditions, click Add Condition.
Under Attachment File Info, click Image Analysis Verdict.
Choose from one of the following verdicts:
* Suspect
* Inappropriate
* Suspect or Inappropriate

» Unscannable
* Clean

Click Add Action.
Select an action to perform on messages based on the image analysis verdict.

Submit and commit your changes.

Using the Text Resources page in the GUI or the textconfig CLI command to configure custom notification
templates as text resources is another useful tool when used in conjunction with attachment filtering rules.
The notification template supports non-ASCII characters (you are prompted to choose an encoding while
creating the template).

In the following example, the textconfig command was first used to create a notification template named
strip.mp3 that will be inserted into to the body of the notification message. Then, an attachment filtering rule
is created so that when an .mp3 file has been stripped from a message, a notification email is sent to the
intended recipients explaining that the .mp3 file has been deleted.

drop-mp3s:

if (attachment-type == '*/mp3")

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed', 'S$EnvelopeFrom',

'strip.mp3');

}

For more information, see Notify and Notify-Copy Actions, on page 208.
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Examples of Attachment Scanning Message Filters

The following examples shows actions performed on attachments:

* Inserting Headers, on page 232

* Dropping Attachments by File Type, on page 232

* Dropping Attachments by Dictionary Matches, on page 234
* Quarantining Protected Attachments, on page 234

* Detecting Unprotected Attachments, on page 234

Inserting Headers

In these examples, AsyncOS inserts headers when the attachments contain specified content.

In the following example, all of the attachments on the message are scanned for a keyword. If the keyword
is present in all of the attachments, a custom x-Header is inserted:

attach disclaim:

if (every-attachment-contains('[dD]isclaimer') ) {

insert-header ("X-Example-Approval", "AttachOK");

}

In the following example, the attachment is scanned for a pattern in the binary data. The filter uses the

attachment-binary-contains filter rule to search for a pattern that indicates that the PDF document is
encrypted. If the pattern is present in the binary data, a custom header is inserted:

match PDF Encrypt:

if (attachment-filetype == 'pdf' AND
attachment-binary-contains ('/Encrypt')) {
strip-header (‘Subject’);

insert-header (‘Subject’, ‘[Encrypted] $Subject’);

}

Dropping Attachments by File Type

In the following example, the “executable” group of attachments ( .exe , .d11 , and .scr ) is stripped
from messages and text is added to the message, listing the filenames of the dropped files (using the
$dropped_filename action variable). Note that the drop-attachments-by-filetype action examines
attachments and strips them based on the fingerprint of the file, and not just the three-letter filename extension.
Note also that you can specify a single file type (“mpeg”) or you can refer to all of the members of the file
type (“Media”):

strip_all exes: if (true) {
drop-attachments-by-filetype ('Executable', “Removed attachment:

$dropped_filename”);
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In the following example, the same “executable” group of attachments ( .exe , .d11,and .scr)are stripped
from messages whose Envelope Sender is not within the domain example.com .

strip inbound exes: if (mail-from != "@example\\.com$") {

drop-attachments-by-filetype ('Executable');

}

In the following example, a specific member of a file type (“wmf”) as well as a the same “executable” group

of attachments ( .exe , .d11 ,and .scr)are stripped from messages whose Envelope Sender is not within
the domain example.com .

strip_inbound exes _and wmf: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ('Executable');
drop-attachments-by-filetype ('x-wmf');

}

In the following example, the “executable” pre-defined group of attachments is extended to include more
attachment names. (Note that this action will not examine the attachments’ file type.)

strip_all dangerous: if (true) {
drop-attachments-by-filetype ('Executable');
drop-attachments-by-name (' (?1)\\. (cmd|pif|bat)$");

}

The drop-attachments-by-name action supports non-ASCII characters.

N

Note

the MIME header. The filename captured from the MIME header may contain trailing spaces.

The drop-attachments-by-name action matches the regular expression against the filename captured from

In the following example, a message is dropped if the attachment is not an .exe executable file type. However,
the filter will not perform any action on the message if there is at least one attachment with the file type you
want to filter out. For example, the following filter drops any message with an attachment that is not an . exe
file type:

exe check: if (attachment-filetype != "exe") ({

drop () ;

}
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If a message has multiple attachments, the email gateway does not drop the message if at least one of the
attachments is an . exe file, even if the other attachments not . exe files.

Dropping Attachments by Dictionary Matches

This drop-attachments-where-dictionary-match action strips attachments based on matches to dictionary
terms. If the terms in the MIME parts considered to be an attachment match a dictionary term (and the
user-defined threshold is met), the attachment is stripped from the email. The following example shows
attachment drops if words in the “secret_ words” dictionary are detected in the attachment. Note that the
threshold for the matches is set to one:

Data Loss Prevention: if (true) {

drop-attachments-where-dictionary-match ("secret words", 1);

}

Quarantining Protected Attachments

The attachment-protected filter tests whether any attachment in the message is password protected. You
might use this filter on incoming mail to ensure that the attachments are scannable. According to this definition,
a zip file containing one encrypted member along with unencrypted members will be considered protected.
Similarly, PDF file that has no open password will not be considered protected, even though it may restrict
copying or printing with a password. The following example shows protected attachments sent to a policy
quarantine:

quarantine protected:

if attachment-protected

{

quarantine ("Policy");

}

Detecting Unprotected Attachments

The attachment-unprotected filter tests whether any attachment in the message is not password protected.
This message filter complements the attachment-protected filter. You might use this filter on outgoing mail
to detect outgoing mail that is unprotected. The following example shows AsyncOS detecting unprotected
attachments on an outgoing listener and quarantining the messages:

quarantine unprotected:
if attachment-unprotected
{

quarantine ("Policy");

}
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Detecting Malicious Files in Messages Attachments Using
Message Filter

As an example, use the following message filter rule syntax to detect files in message attachments categorized
as malicious by the ETF engine, and take appropriate actions on such messages.

Syntax:
Strip malicious files: if (file-hash-etf-rule (['etf sourcel'], <'file hash exception list'>))

{ file-hash-etf-strip-attachment-action (['etf sourcel']
"file stripped from message attachment"); }

Where:

, <'file hash exception list>,

* ‘file-hash-etf-rule' is the Attachment File Info message filter rule
* ‘etf sourcel' isthe ETF source(s) used to detect malicious files in the messages based on the file hash.

* "file hash exception list' isthe name of a file hash exception list. If a file hash exception list is
not present, it is displayed as “”.

* 'file-hash-etf-strip-attachment-action' is the name of the action that you want to apply on
messages that contain malicious files.

In the following example, if a message contains a message attachment detected as malicious by the
ETF engine, the attachment is stripped.

Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action

(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

Using the CLI to Manage Message Filters

You can use the CLI to add, delete, activate and de-activate, import and export, and set logging options for

message filters. The table below shows a summary of the commands and subcommands. The table below
shows a summary of the commands and subcommands.

Table 29: Message Filters Subcommands

Syntax Description

filters The main command. This command is interactive; it asks you for more information (for
example, new , delete , import ).

new Creates a new filter. If no location is given, it is appended to the current sequence.
Otherwise, the filter will be inserted into the specific place in the sequence. For more
information, see Creating a New Message Filter, on page 237.

delete Deletes a filter by name or by sequence number. For more information, see Deleting a
Message Filter, on page 237.
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Syntax

Description

move

Rearranges the existing filters. For more information, see Creating a New Message Filter,
on page 237.

set

Sets filter to active or inactive state. For more information, see Creating a New Message
Filter, on page 237.

import

Replaces the current set of filters with a new set stored in a file (in the /configuration
directory of the email gateway). For more information, see Creating a New Message Filter,
on page 237.

export

Exports the current set of filters to a file (in the /configuration directory of the email
gateway). For more information, see Exporting Message Filters, on page 241 .

list

Lists information about a filter or filters. For more information, see Displaying a Message
Filter List, on page 241.

detail

Prints detailed information about a specific filter, including the body of the filter rule itself.
For more information, see Displaying Message Filter Details, on page 242 .

logconfig

Enters the logconfig submenu of filters, allowing you to edit the log subscriptions from
archive() filter actions. For more information, see Configuring Filter Log Subscriptions,
on page 242.

\}

Note You must issue the commit command for filters to take effect.

Three types of parameters are:

Table 30: Filter Management Parameters

segnum

An integer representing a filter based on its position in the list of filters. A segnum of
2 represents the second filter in the list, for example.

filthame

The colloquial name of a filter.

range

A range may be used to represent more than one filter, and appears in the form of X Y
, where X and Y are the first and last seqnums that identify the extent. For example,
2-4 represents filters in the second, third, and fourth positions. Either X or Y may be
left off to represent an open-ended list. For example, -4 represents the first four filters,
and 2- represents all filters except the first. You can also use the keyword all to represents
all the filters in the filter list.

Related Topics

* Creating a New Message Filter, on page 237

* Deleting a Message Filter, on page 237

* Moving a Message Filter, on page 237

* Activating and Deactivating a Message Filter, on page 238

* Importing Pre-Policy Filters, on page 241
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* Exporting Message Filters, on page 241

* Viewing Non-ASCII Character Sets, on page 241

* Displaying a Message Filter List, on page 241

* Displaying Message Filter Details, on page 242

* Configuring Filter Log Subscriptions, on page 242
» Changing Message Encoding, on page 243

» Sample Message Filters, on page 245

Creating a New Message Filter

new [seqnum| filtname|last]

Specifies the position at which to insert the new filter(s). If omitted, or given the keyword last , the filters
entered in are appended to the list of filters. No gaps in the sequence numbers are allowed; you are not allowed
to enter a sSeqnum outside the boundaries of the current list. If you enter an unknown filtname , you are prompted
to enter a valid filthame , seqnum , or last .

After a filter has been entered, you may manually enter the filter script. When you are finished typing, end
the entry by typing a period ( . ) on a line by itself.

The following conditions can cause errors:

* Sequence number beyond the current range of sequence numbers.

« Filter with a non-unique filthame .

» Filter with a filthame that is a reserved word.

* Filter with a syntax error.

» Filter with actions referring to non-existent system resources such as interfaces.

Deleting a Message Filter

delete [segnum|filtname|range]
Deletes the filter(s) identified.
The following conditions can cause errors:

* No filter with a given filter name.
* No filter with a given sequence number.

Moving a Message Filter

move [segnum| filtnamel|rangesegnum|last]

Moves the filters identified by the first parameter to the position identified by the second parameter. If the
second parameter is the keyword last , the filters are moved to the end of the list of filters. If more than one
filter is being moved, their ordering remains the same in relation to one another.

The following conditions can cause errors:

* No filter with a given filter name.
* No filter with a given sequence number.
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* Sequence number beyond the current range of sequence numbers.
* Movement would result in no change of sequence.

Activating and Deactivating a Message Filter

A given message filter is either active or inactive and it is also either valid or invalid . A message filter is only
used for processing if it is both active and valid . You change an existing filter from active to inactive (and
back again) using the CLI. A filter is invalid if it refers to a listener or interface which does not exist (or has
been removed).

)

Note You can determine if a filter is inactive by its syntax; AsyncOS changes the colon after the filter name to an
exclamation point for inactive filters. If you use this syntax when entering or importing a filter, AsyncOS
marks the filter as inactive.

For example, the following benign filter named “filterstatus” is entered. It is then made inactive using the
filter -> set subcommand. Note that when the details of the filter are shown, the colon has been changed
to an exclamation point (and is bold in the following example).

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter on its own line to end.

filterstatus: if true{skip-filters();}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
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- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
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[1> detail

Enter the filter name, number, or range:
[]1> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

Related Topics

* Activating or Deactivating a Message Filter, on page 240

Activating or Deactivating a Message Filter
set [seqnum|filtname|range] active|inactive
Sets the filters identified to have the given state. Legal states are:

« active: Set the state of the selected filters to be active.
* inactive: Set the state of the selected filters to be inactive.

The following conditions can cause errors:

* No filter with a given filtname .
* No filter with a given sequence number.

. User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment)




| Using Message Filters to Enforce Email Policies

\)

Importing Pre-Policy Filters .

Note

A filter which is inactive may also be noted in its syntax; the colon after the label (name of the filter) is changed
to an exclamation point (! ). A filter entered manually from the CLI, or imported, that contains this syntax,
will automatically be marked inactive. For example, mailfrompm! instead of mailfrompm: is displayed.

Importing Pre-Policy Filters

import filename

The name of the file containing filters to be processed. This file must reside in the configuration directory of
the FTP/SCP root directory on the appliance, if you enabled FTP/SCP access for the interface with the

interfaceconfig command. It is ingested and parsed, and any errors are reported. The filters imported replace
all filters existing in the current filter set. See FTP, SSH, and SCP Access, on page 1317 for more information.

Consider exporting the current filter list (see Exporting Message Filters, on page 241) and then editing that
file before importing.

When importing message filters, you are prompted to select the encoding used.

The following conditions can cause errors:

» File does not exist.

» Filter with a non-unique filter name.

» Filter with a filthame that is a reserved word.

* Filter with a syntax error.

» Filter with actions referring to non-existent system resources such as interfaces.

Exporting Message Filters

export filename[segnum| filtnamel| range]

Output a formatted version of the existing filter set to a file in the configuration directory of the FTP/SCP
root directory on the email gateway. See FTP, SSH, and SCP Access, on page 1317 for more information.

When exporting message filters, you are prompted to select the encoding used.

The following conditions can cause errors:

* No filter with a given filter name.
* No filter with a given sequence number.

Viewing Non-ASCII Character Sets

The system displays filters containing non-ASCII characters in the CLI in UTF-8. If your terminal/display
does not support UTF-8, the filter will unreadable.

The best way to manage non-ASCII characters in filters is to edit the filter in a text file and then import that
text file (see Importing Pre-Policy Filters, on page 241) into the email gateway.

Displaying a Message Filter List

list [segnum| filtname| range]
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Shows summarized information about the identified filters in a tabular form without printing the filter body.
The information displayed includes:

* Filter name

* Filter sequence number

* Filter's active/inactive state
* Filter’s valid/invalid state

The following conditions can cause errors:

* [llegal range format.

Displaying Message Filter Details

detail [segnum|filtnamel| range]

Provides full information about the identified filters, including the body of the filter and any additional state
information.

Configuring Filter Log Subscriptions

logconfig

Enters a submenu that allows you to configure the filter log options for the mailbox files generated by the
archive () action. These options are very similar to those used by the regular 1ogconfig command, but the
logs may only be created or deleted by adding or removing filters that reference them.

Each filter log subscription has the following default values, which can be modified using the logconfig
subcommand:

* Retrieval method - FTP Poll
* File size - 10MB
* Max number of files - 10

For more information, see the “Logging” chapter.

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
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- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit

Enter the number of the log you wish to edit.

Choose the method to retrieve the logs.
1. FTP Poll
2. FTP Push

3. SCP Push

Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:

[10485760]1>

Please enter the maximum number of files:

[10]1>

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

(1>

Changing Message Encoding

You can use the 1ocaleconfig command to set the behavior of AsyncOS regarding modifying the encoding
of message headings and footers during message processing:

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
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message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or
modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main body
in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body whenever
possible.

However, if the disclaimer is encoded differently than the message body, and if imposing a
single encoding

will cause loss of characters, it will be added as an attachment. The system will always

try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit the

message body to

use an encoding that is compatible with the message body as well as the disclaimer. Should
the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error

when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added as

an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding the

message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[r>

The first prompt determines whether or not a message header’s encoding should be changed to match that of
the message body if the header is changed (via a filter, for example).

The second prompt controls whether or not the email gateway should impose the encoding of the message
body on the header if the header is not properly tagged with a character set.
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The third prompt is used to configure how disclaimer stamping (and multiple encodings) in the message body
works. Please see “Disclaimer Stamping and Multiple Encodings” in the “Text Resources” chapter for more
information.

The fourth prompt is used to configure the behaviour of disclaimer stamping, if an error is generated during
the decoding of the message body. If you select “Yes’, the decoding errors are ignored and the disclaimer is
stamped. If you select ‘No’, the disclaimer text is added as an attachment to the message.

Sample Message Filters

In the following example, the filter command is used to create three new filters:

* The first filter is named big_messages. It uses the body-size rule to drop messages larger than 10
megabytes.

* The second filter is named no_mp3s. It uses the attachment-filename rule to drop messages that contain
attachments with the filename extension of .mp3 .

* The third filter is named mailfrompm. It uses mail-from rule examines all mail from
postmaster@example.con1andlﬂhxﬁcarbon(xnﬁesadministrator@example.com.

Using the filter -> list subcommand, the filters are listed to confirm that they are active and valid, and
then the first and last filters are switched in position using the move subcommand. Finally, the changes are
committed so that the filters take effect.

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop () ;

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.
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- LIST - List the filters.

DETAIL - Get detailed information on the filters.

LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
no_mp3s:

if (attachment-filename == "' (?2i)\\.mp3$"') {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
mailfrompm:

nwA

if (mail-from == postmasters$")

{ bcc ("administrator@example.com");}
1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.
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- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y big messages

2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:
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- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:

[1>1
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1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y mailfrompm

2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
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[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

Message Filter Examples

This section contains some real world examples of filters with a brief discussion of each.

Related Topics

* Open-Relay Prevention Filter, on page 250
* Policy Enforcement Filters, on page 251

* Routing and Domain Spoofing, on page 254
* Drop Message Attachments that match File SHA-256 Filter, on page 257

* Drop Messages if Attachment matches File SHA-256 Filter, on page 257

Open-Relay Prevention Filter

This filter bounces messages with addresses using % , extra @ , and ! characters in email addresses:

® user%otherdomain@validdomain
® user@otherdomain@validdomain:

® domain!user@validdomain
sourceRouted:
if (rcpt-to == "(%[@|!) (.*)@") {
bounce () ;

}

The email gateways are not susceptible to these third party relay hacks that are often used to exploit traditional
Sendmail/Qmail systems. As many of these symbols (for example % ) can be part of a perfectly legal email

address, email gateways will accept these as valid addresses, verify them against the configured recipient lists,
and pass them on to the next internal server. The email gateways do not relay these messages to the world.

These filters are put in place to protect users who may have open-source MTAs that are misconfigured to
allow relay of these types of messages.

\)

Note  You can also configure a listener to handle these types of addresses. See Listening for Connection Requests
by Creating a Listener Using Web Interface, on page 81 for more information.
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Policy Enforcement Filters

* Notify Based on Subject Filter, on page 251

* BCC and Scan Mail Sent to Competitors, on page 251

* Block Specific User Filter, on page 251

* Archive and Drop Messages Filter, on page 252

* Large “To:” Header Filter, on page 252

* Blank “From:” Filter, on page 252

* [P Reputation Filter, on page 253

* Alter IP Reputation Filter, on page 253

* Filename Regex Filter, on page 253

» Show IP Reputation Score in Header Filter, on page 253

* Insert Policy into Header Filter, on page 254

» Too Many Recipients Bounce Filter, on page 254
Notify Based on Subject Filter

This filter sends notification based on whether the subject contains specific words:

search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {
notify ("admin@company.com");

}

BCC and Scan Mail Sent to Competitors

This filter scans and blind copies messages that are sent to competitors. Note that you could use a dictionary
and the header-dictionary-match () rule to specify a more flexible list of competitors (see Dictionary Rules,
on page 175):

competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com') {
bcc-scan ('legal@example.com') ;

}

Block Specific User Filter

Use this filter to block email from a specific address:

block harrasing user:
if (mail-from == "ex-employee@hotmaill\\.com") {

notify ("admin@company.com");

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



Using Message Filters to Enforce Email Policies |
. Archive and Drop Messages Filter

drop ()7

Archive and Drop Messages Filter

Log and drop only the messages that have matching filetypes:

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (asp|bas|bat|cmd|cpl|exe|htalins|ispljs)s$");

}

Large “To:" Header Filter
Find messages with very large “To” headers.

Use the archive () line for verification of proper action, with drop() enabled or disabled for extra safety:

toTooBig:

if (header ('To') == "~.{500,}") {
archive ('tooTooBigdropped') ;
drop () ;

}

Blank “From:” Filter
Identify blank “From” headers,

This filter can alleviate various forms of blank “from” addresses:

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|<\\s*>") {

drop ();

}

If you also want to drop messages with a blank envelope from, use this filter:
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blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == "~$|<\\s*>" OR header ("From") ==
"ASI<\\s*>"))

{

drop ()7

IP Reputation Filter

IP Reputation filter:

note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep S$Reputation *** $Subject');
}

Alter IP Reputation Filter

Alter the IP Reputation Score threshold for certain domains:

mod_ipr:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7

}

Filename Regex Filter

This filter specifies a range of size for the body of the message, and looks for an attachment that matches the
regular expression (this matches files named “readme.zip”, “readme.exe”, “attach.exe”, and so forth.):

>

filename filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1i) (readme|attach|information)\\. (ziplexe)$")) {
drop ()7

}

}

Show IP Reputation Score in Header Filter

Remember to log the headers (see the “Logging” chapter) so they appear in the mail log:

Check ipr:
if (true) {

insert-header ('X-ipr', 'S$Reputation');
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Insert Policy into Header Filter

Show which mail flow policy accepted the connection:

Policy Tracker:
if (true) {
insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}

Too Many Recipients Bounce Filter

Bounce all outbound email messages with more than 50 recipients from more than two unique domains:

bounce _high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "@example\\.com$") ) {
bounce-profile ("too_many rcpt bounce"); bounce ();

}

Routing and Domain Spoofing

» Using Virtual Gateways Filter, on page 254

* Same Listener for Deliver and Listener Filter, on page 255

* Single Listener Filter, on page 255

* Drop Spoofed Domain Filter (Single Listener), on page 255

* Drop Spoofed Domain Filter (Multiple Listeners), on page 255
* Another Drop Spoofed Domain Filter, on page 256

* Detect Looping Filter, on page 256

Using Virtual Gateways Filter

Segment traffic using virtual gateways. Assuming you have two Interfaces on the system, 'publicl' and 'public2’,
and the default delivery interface is "publicl’. This would force all of your outbound traffic over the second
interface; since bounces and other similar types of mail do not go through filters, they will be delivered from
publicl:

virtual gateways:
if (recv-listener == "OutboundMail") {
alt-src-host ("public2");

}
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Same Listener for Deliver and Listener Filter

Use the same listener for delivery and receiving. This filter will allow you to send any messages received on
the public listener “listener1” out the interface “listener1” (you will have to set up a unique filter for each
public listener configured):

same listener:
if (recv-inj == 'listenerl') {
alt-src-host ('listenerl');

}

Single Listener Filter

Make the filter work on a single listener. For example, specify a specific listener for message filter processing
instead of being performed system wide.

textfilter-new:
if (recv-inj == 'inbound' and body-contains ("some spammy message")) {
alt-rcpt-to ("spam.quarantine@spam.example.com") ;

}

Drop Spoofed Domain Filter (Single Listener)

Drop email with a spoofed domain (pretending to be from an internal address; works with a single listener).
IP addresses below represent fictional domain for mycompany.com :

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}

Drop Spoofed Domain Filter (Multiple Listeners)

As above, but works with multiple listeners:

domain_ spoof:
if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {
archive ('domain spoof');

drop ()7
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Another Drop Spoofed Domain Filter

Summary: Anti domain spoof filter:

reject domain spoof:

if (recv-listener == "MailListener") {

insert-header ("X-Group", "$Group");

if ((mail-from == "Qtest\\.mycompany\\.com") AND (header ("X-Group") != "RELAYLIST")) {
notify ("me@here.con");

drop () ;

strip-header ("X-Group") ;

}

Detect Looping Filter
This filter is used to detect, stop, and determine what is causing, a mail loop. This filter can help determine a
configuration issue on the Exchange server or elsewhere.
External Loop Count:

if (header ("X-ExtLoopl")) {

if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {
if (header ("X-ExtLoopCount7")) {
if (header ("X-ExtLoopCount8")) {

if (header ("X-ExtLoopCount9")) {

notify ('joe@example.com');

drop () ;

}

else {insert-header ("X-ExtLoopCount9", "from

SRemoteIP"); }}

else {insert-header ("X-ExtLoopCount8", "from $RemoteIP");}}
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else {insert-header ("X-ExtLoopCount7", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount6", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount5", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount4", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount3", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount2", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopl", "1");

\)

Note By default, AsyncOS automatically detects mail loops and will drop messages after 100 loops.

Drop Message Attachments that match File SHA-256 Filter
Use this filter to drop all message attachments in messages that match the specific file SHA-256 value in the
file hash list

File Hash Message Filter: if (true)
{ drop-attachments-by-hash ("SHA-256 hash list"); }

Drop Messages if Attachment matches File SHA-256 Filter
Use this filter to drop all messages if the message attachments match the specific file SHA-256 value in the
file hash list.

File Hash Message Filter: if (attachment-hashlist-match("SHA-256 hash list"))
{ drop(); }

Configuring Scan Behavior

You can control the behavior of body and attachment scanning, such as the attachment types to be skipped
during a scan by configuring the scanning parameters. Use the Scan Behavior page or the scanconfig command
to configure these parameters. Scan behavior settings are global settings, meaning that they affect the behavior
of all the scans.

\)

Note If you want to scan a MIME type that may be included in a zip or compressed file, you must include list
‘compressed' or 'zip' or 'application/zip' in the scan list.
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Procedure

Step 1 Click Security Services > Scan Behavior.
Step 2 Define the attachment type mapping. Do one of the following:
* Add a new attachment type mapping. Click Add Mapping.

* Import a list of attachment type mappings using a configuration file. Click Import List, and import the
desired configuration file from the configuration directory.

Note To perform this step, the configuration file must be present in the configuration directory of your
email gateway. See Managing the Configuration File, on page 1030.

* Click Edit to modify an existing attachment type mapping.

Step 3 Configure the global settings. Do the following:

a) Under Global Settings, click Edit Global Settings.
b) Edit the required fields:

Field Description
Action for attachments with MIME types / Choose whether to scan or skip attachments types
fingerprints in table above defined in the attachment type mapping.

Maximum depth of attachment recursion to scan | Specify the level up to which the recursive
attachments are to be scanned.

Maximum attachment size to scan Specify the maximum size of attachments to scan.

Attachment Metadata scan Specify whether to scan or skip metadata of the
attachments.

Attachment scanning timeout Specify the scanning time-out period.

Assume attachment matches pattern if not Specify whether to consider unscanned attachments

scanned for any reason as match to the search pattern.

Action when message cannot be deconstructed | Specify the action to be taken when a message could
to remove specified attachments not be deconstructed to remove specified
attachments.

Bypass all filters in case of a content or message | Specify whether to bypass all filters in case of a

filter error content or message filter error.
Encoding to use when none is specified Specify the encoding to be used if no encoding is
specified.

Convert opaque-signed messages to clear-signed | Specify whether to convert opaque-signed messages
(S/MIME unpacking) to clear-signed (S/MIME unpacking).

Safe Print Settings
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Field

Description

Maximum File Size

Enter the maximum attachment size for a
safe-printed attachment.

Note If the ‘Maximum File Size’ value exceeds
the 'Maximum Message Size to Scan' value
configured for Outbreak Filters on your
email gateway, then the message and the
message attachment is not scanned by
Outbreak Filters in the email pipeline.

Maximum Page Count

Enter the maximum number of pages that you want
to safe print in a message attachment.

Document Quality

Select the Use Default Value (70) option to use the
recommended image quality value for a safe-printed
attachment.

Note You can also select the Enter Custom
Value option and enter a custom image
quantity value for a safe-printed attachment.

File Type Selection

Select the required file types from the appropriate
file groups (for example, “Microsoft Documents”)
that you can use to safe print a message attachment.

Watermark

Select Enabled option to add a watermark to a
safe-printed attachment.

Note You can enter a custom text for the
watermark in the Enter Custom Text:
field.

Cover Page

Select Enabled option to add a cover page to a
safe-printed attachment.

Note You can enter a custom text for the cover
page in the Enter Custom Text field.

page 338.

For more information, see How to Configure Email Gateway to Safe Print Message Attachments, on

Scanning of Password-protected Attachments
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Field

Description

Enable Scanning of Password-Protected
Attachments:

Select the Enabled option under Inbound Mail
Traffic or Outbound Mail Traffic to allow the
Content Scanner in your email gateway to scan the
contents of password-protected attachments in
incoming or outgoing messages.

The following languages are supported for this
feature - English, Italian, Portuguese, Spanish,
German, French, Japanese, and Korean.

Note Suppose the DLP scanning engine is
enabled in your email gateway. In that case,
if the password extraction is successful, the
password-protected attachment contents are
scanned by the DLP engine per the
configured DLP policies.

Important  « Suppose the Content Scanner can
extract the password from the body of
the message and scan the attachment
contents successfully. In that case, the
password and attachment is sent to
Cisco Secure Malware Analytics
(Threat Grid), if configured in your
email gateway and the file is
recommended for file analysis.

* The Content Scanner extracts the
password from the body of the
message with the best effort. The
extracted password is not stored in
your email gateway after the scanning
is complete.
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Field

Description

Probable User-defined Password for Analysis:

Select the Enabled option to create a user-defined
passphrase to open password-protected attachments
in incoming or outgoing messages.

Click Add Row if you want to add more than one
user-defined passphrase.

Notes:

* You can create a user-defined passphrase up
to 128 characters only. .

* You can create up to a maximum of five
user-defined passphrases.

* You can change the priority of the user-defined
passphrase by entering the required
user-defined passphrase in the Password field
that corresponds to the required priority.

* [For Inbound Mail only] The passphrases
extracted from the message body take
precedence over the user-defined passphrases
used to open the password-protected
attachments for incoming messages.

¢ [For Outbound Mail only] The user-defined
passphrases take precedence over the
passphrases extracted from the message body
used to open the password-protected
attachments for outgoing messages.

[Optional] Apply User-defined Passwords Only
checkbox: Select this checkbox if you want to open
password-protected attachments in incoming and
outgoing messages using only user-defined
passphrases. When you select this checkbox, the
email gateway does not use the passphrases
extracted from the email body to open the
password-protected attachments.

Note If you do not enable the 'Probable
User-defined Password for Analysis' option
button, the ‘Apply User-defined Passwords
Only’ checkbox is disabled by default.

Actions for Unscannable Messages due to
decoding errors found during URL Filtering
Actions

Specify the actions to take when a message cannot
be scanned by the Content Scanner due to decoding
errors found during URL filtering actions.

Action for unscannable messages due to
extraction failures

Specify the actions to take when a message cannot
be scanned by the Content Scanner because of an
attachment extraction failure.
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Step 4

Step 5

Field Description

Action for unscannable messages due to RFC | Specify the actions to take when a message cannot
violations be scanned by the Content Scanner because of an
RFC violation.

¢) Click Submit.

(Optional) Manually update the Content Scanner files. Under Current Content Scanner files, click Update
Now.

Usually, these files are automatically updated using update server.

Note  You can also use the contentscannerupdate in CLI to manually update these files.

Commit the changes.

Configuring Message Handling Actions for Unscannable Messages

The Content Scanner in your email gateway can now handle messages that are not scanned due to the following
reasons:

* File extraction failure
* RFC violation

* Decoding errors found during URL Filtering actions

You can configure any one of the following message handling actions on messages that are not scanned by
the Content Scanner:

* Drop the message
* Deliver the message as it is
* Send the message to the policy quarantine
You can click on the Edit Global Settings button in the Security Services > Scan Behavior page of the web

interface, to enable and configure message handling actions on messages that are not scanned by the Content
Scanner.

Delivering the Message

You can perform the following additional actions, if you choose to deliver the message:
* Modify the message subject
* Add a custom header to the message
* Modify the message recipient

* Send message to alternate destination host
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Sending Message to Policy Quarantine .

Note

These actions are not mutually exclusive; you can combine some or all of them differently within different

incoming or outgoing policies for different processing needs for groups of users.

Modifying Message Subject

You can alter the text of messages that are not scanned by the Content Scanner by prepending or appending
certain text strings to help users easily identify and sort identified messages.

\}

Note

(if appending) the text you enter in this field to separate your added text from the original subject of the

White space is not ignored in the “Modify message subject” field. Add spaces after (if prepending) or before

message. For example, add the text [WARNING: UNSCANNABLE EXTRACTION FAILURE] with a few trailing spaces

if you are prepending.

The default text that is added to the subject of the message that is not scanned by the Content Scanner:

Reason Default Text Added to Subject
Extraction failure [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC Violation [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

Decoding errors found during URL | [WARNING: DECODING ERRORS WHEN APPLYING URL
Filtering actions FILTERING ACTIONS]

Adding Custom Header to Message

You can define an additional, custom header to add to all messages that are not scanned by the Content Scanner.
Click Yes and define the header name and text.

Modifying Message Recipient

You can modify the message recipient, causing the message that is not scanned by the Content Scanner to be
delivered to a different address. Click Yes and enter the new recipient address.

Sending Message to Alternate Destination Host

You can choose to send the notification to a different recipient or destination host for messages that are not
scanned by the Content Scanner. Click Yes and enter an alternate address or host.

For example, you can route messages that are not scanned by the Content Scanner to an administrator’s
mailbox or a special mail server for subsequent examination. In the case of a multi-recipient message, only a
single copy is sent to the alternative recipient.

Sending Message to Policy Quarantine

When flagged for quarantine, the message that is not scanned by the Content Scanner continues through the
rest of the email pipeline. When the message reaches the end of the pipeline, if the message has been flagged
for one or more quarantines then it enters those queues. Note that if the message does not reach the end of the
pipeline, it is not placed in a quarantine.
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. Sending Message to Policy Quarantine

For example, a content filter can cause a message to be dropped or bounced, in which case the message will
not be quarantined.

\)

Note Ifa policy quarantine is not defined in your email gateway, you cannot sent the message to the quarantine.

You can perform the following additional actions, if you choose to send the message to the policy quarantine:
* Modify the message subject

* Add a custom header to the message

Modifying Message Subject Header

You can alter the text of messages that are sent to the policy quarantine by prepending or appending certain
text strings to help users easily identify and sort identified messages.

\)

Note White space is not ignored in the “Modify message subject” field. Add spaces after (if prepending) or before
(if appending) the text you enter in this field to separate your added text from the original subject of the
message. For example, add the text [WARNING: UNSCANNABLE EXTRACTION FAILURE] with a few trailing spaces
if you are prepending.

The default text that is added to the subject of the message that is sent to the policy quarantine:

Reason Default Text Added to Subject
Extraction failure [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC Violation [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

Decoding errors found during URL | [WARNING: DECODING ERRORS WHEN APPLYING URL
Filtering actions FILTERING ACTIONS]

Adding Custom Header to Message

You can define an additional, custom header to add to all messages that are sent to the policy quarantine.
Click Yes and define the header name and text.

. User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment)



CHAPTER 1 0

Mail Policies

This chapter contains the following sections:

* Overview of Mail Policies, on page 265

* How to Enforce Mail Policies on a Per-User Basis, on page 266

* Handling Incoming and Outgoing Messages Differently, on page 267
» Matching Users to a Mail Policy, on page 267

* Message Splintering, on page 270

* Configuring Mail Policies, on page 271

* Setting Priority for Message Headers, on page 276

Overview of Mail Policies

The email gateway enforces your organization’s policies for messages sent to and from your users through
the use of mail policies. These are sets of rules that specify the types of suspect, sensitive, or malicious content
that your organization may not want entering or leaving your network. This content may include:

* spam

* legitimate marketing messages

* graymail

* viruses

* phishing and other targeted mail attacks
» confidential corporate data

* personally identifiable information

You can create multiple policies that satisfy the disparate security needs of the different user groups within
your organization. The email gateway uses the rules defined in these policies to scan each message and, if
necessary, perform an action to protect your user. For example, policies can prevent the delivery of suspected
spam messages to executives while allowing their delivery to IT staff but with a modified subject to warn
them of the content, or drop dangerous executable attachments for all users except those in the System
Administrator group.
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Mail Policies |

How to Enforce Mail Policies on a Per-User Basis

Procedure

Command or Action

Purpose

Step 1

Enable the content-scanning features that you
want the email gateway to use for incoming or
outgoing messages.

The features you can enable and configure one
or more of the following:

* Anti-Virus, on page 365

* File Reputation Filtering and File Analysis,
on page 487 (incoming messages only)

* Managing Spam and Graymail, on page
383

* Graymail Detection and Safe Unsubscribe.
See Managing Spam and Graymail, on
page 383.

* Outbreak Filters, on page 427

* Data Loss Prevention, on page 517
(outgoing messages only)

* Content Filters, on page 279

* Integrating Secure Email Gateway with
Threat Defense, on page 357

Step 2

(Optional) Create content filters for actions to
take on messages that contain specific data.

See Content Filters, on page 279

Step 3

(Optional) Define an LDAP group query in
order to specify users to whom the mail policy
rules apply.

See Using Group LDAP Queries to Determine
if a Recipient is a Group Member, on page 808.

Step 4

(Optional) Define the default mail policies for
incoming or outgoing messages.

See Configuring the Default Mail Policy for
Incoming or Outgoing Messages , on page 271.

Step 5

Define the group of users for whom you want
to set up user-specific mail policies.

Create an incoming or outgoing mail policy.

See Configuring Mail Policies, on page 271 for
more information.

Step 6

Configure the content security features and the
content filter actions the email gateway takes
on messages.

Configure the different content security features
for the mail policy.

* Content Filters: Applying the Content
Filter to Messages for a Certain User
Group, on page 298

* Anti-Virus: Configuring Virus Scanning
Actions for Users, on page 371

* File Reputation Filtering and File Analysis:
File Reputation Filtering and File Analysis,
on page 487
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Command or Action Purpose

* Anti-Spam: Defining Anti-Spam Policies
, on page 400

* Graymail Detection and Safe Unsubscribe:
Configuring the Incoming Mail Policy for
Graymail Detection and Safe
Unsubscribing, on page 396

* Outbreak Filters: The Outbreak Filters
Feature and the Outbreak Quarantine, on
page 445

* Data Loss Prevention: Using Outgoing
Mail Policies to Assign DLP Policies to
Senders and Recipients , on page 537.

* Threat Defense Connector: How to
Configure Email Gateway to use Threat
Defense Connector, on page 358

Handling Incoming and Outgoing Messages Differently

The email gateway uses two different sets of mail policies for message content security:

« Incoming mail policies for messages are messages received from connections that match an ACCEPT
HAT policy in any listener.

+ Outgoing mail policies for messages are messages from connections that match a RELAY HAT policy
in any listener. This includes any connection that was authenticated with SMTP AUTH.

Having separate sets of policies allow you to define different security rules for messages sent to your users
and messages sent from your users. You manage these policies using the Mail Policies > Incoming Mail
Policies or Outgoing Mail Policies pages in the GUI, or the policyconfig command in the CLI.

\}

Note Some features can be applied only to incoming or to outgoing mail policies. For example, Data Loss Prevention
scanning can only be performed on outgoing messages. Advanced Malware Protection (File Reputation
scanning and File Analysis) is available in Incoming Mail Policies and Outgoing Mail Policies.

In certain installations, “internal” mail being routed through the Cisco appliance may be considered outgoing
, even if all the recipients are addressed to internal addresses. For example, by default for C170 and C190
appliances, the system setup wizard will configure only one physical Ethernet port with one listener for
receiving inbound email and relaying outbound email.

Matching Users to a Mail Policy

As messages are received by the email gateway, the email gateway attempts to match each message recipient
and sender to a mail policy in the Incoming or Outgoing Mail Policies table, depending on whether it is an
incoming or outgoing message.

Matches are based on the recipient’s address, the sender’s address, or both:

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



. First Match Wins

Mail Policies |

* Recipient address matches the Envelope Recipient address

When matching recipient addresses, the recipient addresses entered are the final addresses after processing
by preceding parts of the email pipeline. For example, if enabled, the default domain, LDAP routing or
masquerading, alias table, domain map, and message filters features can rewrite the Envelope Recipient

address and may affect whether the message matches a mail policy.

« Sender address matches:

* Envelope Sender (RFC821 MAIL FROM address)
* Address found in the RFC822 From: header
* Address found in the RFC822 Reply-To: header

Addresses may be matched on either a full email address, user, domain, or partial domain, and addresses may
also match LDAP group membership.

Related Topics

* First Match Wins, on page 268
» Examples of Policy Matching, on page 268

First Match Wins

Each user (sender or recipient) is evaluated for each mail policy defined the appropriate mail policy table in
a top-down fashion.

For each user, the first matching policy wins. If a user does not match any specific policy, user will automatically
match the default policy of the table.

If a match is made based on a sender address, all remaining recipients of a message will match that policy.
(This is because there can be only one sender per message.)

The envelope sender and the envelope recipeint have a higher priority over the sender header when you match
a message to a mail policy. If you configure a mail policy to match a specific user, the messages are
automatically classified into the mail policy based on the envelope sender and the envelope recipient.

Examples of Policy Matching

The following examples help show how the policy tables are matched in a top-down fashion.

Given the following Incoming Mail Email Security Policy table shown in the following table, incoming
messages will match different policies.

Table 31: Policy Matching Example

Order Policy Name Users
Sender Recipient
1 special people ANY joe@example.com
ann@example.com
2 from_ lawyers @lawfirm.com ANY
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Order Policy Name Users

3 acquired domains |ANY @newdomain.com
@anotherexample.com

4 engineering ANY PublicIDAP. ldapgroup:
engineers

5 sales_team ANY jim@john@Rlarry@

6 Default Policy ANY ANY

Related Topics

* Example 1, on page 269
» Example 2, on page 269
» Example 3, on page 269

Example 1
A message from sender bill@lawfirm.com sent to recipient jim@example.com matches:
* Policy #2 when the user description matches the sender ( @1awfirm.com ) and the recipient ( ANY ).
* Policy #2 when the envelope sender is bill@lawfirm.com.
* Policy #5 when the header sender is bill@lawfirm.com but the enveloper sender does not match
@lawfirm.com.
Example 2
Sender joe@yahoo.com sends an incoming message with three recipients: john@example. com,
jane@newdomain.com, and bill@example.com:
* The message for recipient jane@newdomain.com will receive the anti-spam, anti-virus, outbreak filters,
and content filters defined in policy #3.
* The message for recipient johneexample.com Will receive the settings defined in policy #5.
* Because the recipient bill@example.com does not match the engineering LDAP query, the message will
receive the settings defined by the default policy.
This example shows how messages with multiple recipients can incur message splintering . See Message
Splintering, on page 270 for more information.
Example 3

Sender pill@lawfirm.com (bill@lawfirm.com is used for envelope sender) sends a message to recipients

ann@example.com and larry@example.com :

* The recipient ann@example.com will receive the anti-spam, anti-virus, outbreak filters, and content filters
defined in policy #1.

* The recipient 1arry@example.com Will receive the anti-spam, anti-virus, outbreak filters, and content
filters defined in policy #2, because the sender ( @lawfirm.com ) and the recipient ( axy ) matches.
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Message Splintering

Intelligent message splintering is the mechanism that allows for differing recipient-based content security
rules to be applied independently to message with multiple recipients.

Mail Policies |

Each recipient is evaluated for each policy in the appropriate mail policy table (Incoming or Outgoing) in a
top-down fashion.

Each policy that matches a message creates a new message with those recipients. This process is defined as
message splintering :

« If some recipients match different policies, the recipients are grouped according to the policies they
matched, the message is split into a number of messages equal to the number of policies that matched,
and the recipients are set to each appropriate “splinter.”

» If all recipients match the same policy, the message is not splintered. Conversely, a maximum splintering
scenario would be one in which a single message is splintered for each message recipient.

» Each message splinter is then processed by anti-spam, anti-virus, Advanced Malware Protection (incoming
messages only), DLP scanning (outgoing messages only), Outbreak Filters, and content filters
independently in the email pipeline.

The following table illustrates the point at which messages are splintered in the email pipeline.

Work
Queue

Message Filters

(filters)

Anti-Spam

(antispamconfig,
antispamupdate)

Anti-Virus

(antivirusconfig,

antivirusupdate)

File Reputation and Analysis
(Advanced Malware Protection)

(ampconfig)

Graymail Management

Content Filters

(policyconfig -> filters)

Outbreak Filters

(outbreakconfig,
outbreakflush, outbreakstatus,
outbreakupdate)

Data Loss Prevention

(policyconfig)

Email Security
Manager
Scanning (Per
Recipient)

I Message for all recipients

Messages are splintered immediately after
message filter processing but before
anti-spam processing:

Message for all recipients matching policy
1

Message for all recipients matching policy
2

Message for all other recipients (matching
the default policy)

Note DLP scanning is only performed

on outgoing messages.
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\)

Note New MIDs (message IDs) are created for each message splinter (for example, MID 1 becomes MID 2 and
MID 3). For more information, see the “Logging” chapter. In addition, the t race function shows which policies
cause a message to be split.

Policy matching and message splintering in Email Security Manager policies obviously affect how you manage
the message processing available on the email gateway.

Related Topics
» Managed Exceptions, on page 271

Managed Exceptions

Because the iterative processing of each splinter message impacts performance, Cisco recommends configuring
your content security rules on a managed exception basis. In other words, evaluate your organization’s needs
and try to configure the feature so that the majority of messages will be handled by the default mail policy
and the minority of messages will be handled by a few additional “exception” policies. In this manner, message
splintering will be minimized and you are less likely to impact system performance from the processing of
each splinter message in the work queue.

Configuring Mail Policies

Mail policies map different user groups to specific security settings, such as Anti-Spam or Anti-Virus.

Related Topics

* Configuring the Default Mail Policy for Incoming or Outgoing Messages , on page 271
* Creating a Mail Policy for a Group of Senders and Recipients, on page 272
* Finding Which Policies Apply to a Sender or Recipient, on page 275

Configuring the Default Mail Policy for Incoming or Outgoing Messages

The default mail policies apply to messages that are not covered by any other mail policy. If no other policies
are configured, the default policies apply to all messages.

Before You Begin
Understand how you can define the individual security services for the mail policy. See How to Enforce Mail

Policies on a Per-User Basis, on page 266.

Procedure

Step 1 Depending on your requirements, choose one of the following:

+ Mail Policies > Incoming Mail Policies
« Mail Policies > Outgoing Mail Policies.
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. Creating a Mail Policy for a Group of Senders and Recipients

Step 2

Step 3
Step 4
Step 5

Click the link for the security service you want to configure for the Default mail policy.

Note For default security service settings, the first setting on the page defines whether the service is enabled
for the policy. You can click “Disable” to disable the service altogether.

Configure the settings for the security service.
Click Submit.

Submit and commit your changes.

Creating a Mail Policy for a Group of Senders and Recipients

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7
Step 8

Step 9
Step 10

Before You Begin

* Understand how you can define the individual security services for the mail policy. See How to Enforce
Mail Policies on a Per-User Basis, on page 266.

* Remember that each recipient is evaluated for each policy in the appropriate table (incoming or outgoing)
in a top-down fashion. See First Match Wins, on page 268 for more information.

* (Optional) Define the delegated administrators who will be responsible for managing the mail policy.
Delegated administrators can edit a policy’s Anti-Spam, Anti-Virus, Advanced Malware Protection, and
Outbreak Filters settings and enable or disable content filters for the policy. Only operators and
administrators can modify a mail policy’s name or its senders, recipients, or groups. Custom user roles
that have full access to mail policies are automatically assigned to mail policies.

Procedure

Choose Mail Policies > Incoming Mail Policies or Mail Policies > Outgoing Mail Policies.
Click Add Policy.
Enter a name for the mail policy.

(Optional) Click the Editable by (Roles) link and select the custom user roles for the delegated administrators
who will be responsible for managing the mail policy.

Define users for the policy. For instructions to define users, see Defining Senders and Recipients for Mail
Policies, on page 273.

Click Submit.
Click the link for the content security service you want to configure for the mail policy.

From the drop-down list, select the option to customize the settings for the policy instead of using the default
settings.

Customize the security service settings.

Submit and commit your changes.

What to do next
Related Topics

* Defining Senders and Recipients for Mail Policies, on page 273
* How to Configure the Email Gateway to Scan Messages for Spam, on page 384
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Defining Senders and Recipients for Mail Policies

You can define senders and recipients to whom the policy applies in the following ways:

* Full email address: user@example.com

* Partial email address: usere

 All users in a domain: @example.com

* All users in a partial domain: @.example.com

* By matching an LDAP Query

)

Note Entries for users are case-insensitive in both the GUI and CLI in AsyncOS. For example, if you enter the
recipient Joe@ for a user, a message sent to joe@example.com will match.

While defining senders and recipients for mail policies, keep in mind that:

* You must specify at least one sender and recipient.
* You can set the policy to match if,
* The message is from any sender, one or more of the specified senders, or none of the specified
senders.

» The message is sent to any recipient, one or more of the specified recipients, or all of the specified
recipients and none of the specified recipients.

Procedure

Step 1 Under Users section, click Add User.
Step 2 Define the senders for the policy. Choose one of the following options:

» Any Sender. The policy is matched if the message is from any sender.

* Following Senders. The policy is matched if the message is from one or more of the specified senders.
Select this option and enter sender details in the text box or choose an LDAP group query.

« Following Senders are Not. The policy is matched if the message is not from none of the specified
senders. Select this option and enter sender details in the text box or choose an LDAP group query.

To understand how sender conditions are set while choosing the above fields, see Examples, on page 274.

Step 3 Define the recipients for the policy. Choose one of the following options:

 Any Recipient. The policy is matched if the message is sent to any recipient.

» Following Recipients. The policy is matched if the message is sent to the specified recipients. Select
this option, enter the recipient details in the text box or choose an LDAP group query.

You can choose whether policy is matched if the message is sent to one or more of the specified recipients or
all of the specified recipients. Choose one of the following options from the drop-down list: If one more
conditions match or Only if all conditions match.

» Following Recipients are Not. The policy is matched if the message is sent to none of the specified
recipients. Select this option, enter the recipient details in the text box or choose an LDAP group query.
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Step 4
Step 5

Examples

Mail Policies |

Note  You can configure this option only if you have selected Following Recipients and chosen Only if all
conditions match from the drop-down list.

To understand how recipient conditions are set while choosing the above fields, see Examples, on page 274.

Click Submit.

Review the selected conditions on the Users section.

What to do next
Related Topics

* Creating a Mail Policy for a Group of Senders and Recipients, on page 272
» Examples, on page 274

The following table describes how conditions are set when you choose various options on the Add User page.

Sender Recipient Condition
Any Following | Following | Any Following Following
Sender |[Senders |[Senders |Recipient |Recipients Recipients are
are Not Not
Selected | - - - Selected - Sender: Any
(Default) Only Recipient:
it all 1@ [AND] 2@
conditions neer neer
match option is
selected
Values:
userl@,
user2(@
- Selected |- - Selected Selected Sender:
Values: (Default) Only | Values: ul@a.com[OR]u2@a.com
1@ if all 3@b Recipient:
ulQa.com, conditions u .com, P :
u2@a.com n1aU*]0pﬁ0niS u4@b.com [ul@b.com[AND]u2@b.com]
selected
[AND]
Values:
[ [NOT]
ul@b.com, [u3@b.com[AND]ud4@b.com] ]
u2@b.com
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- - Selected |- Selected - Sender:
Values: If one or more [NOT]
conditions [ul@a.com[OR]u2@a.com]
ul@a.com, ..
match option is L
Recipient:
u2@a.com also selected
1@b. OR 2@b.
Values: u com [OR] u com
ul@b.com,
u2@b.com

Related Topics
* Defining Senders and Recipients for Mail Policies, on page 273

Finding Which Policies Apply to a Sender or Recipient

Use the Find Policies section at the top of the Mail Policies page to search for users already defined in incoming
or outgoing mail policies.

For example, type bob@example.com and click the Find Policies button to display results showing which
policies contain defined users that will match the policy.

Click the name of the policy to edit the users for that policy.

Note that the default policy will always be shown when you search for any user, because, by definition, if a
sender or recipient does not match any other configured policies, it will always match the default policy.

Related Topics
* Managed Exceptions, on page 271

Managed Exceptions

Using the steps shown in the two examples above, you can begin to create and configure policies on a managed
exception basis. In other words, after evaluating your organization’s needs you can configure policies so that
the majority of messages will be handled by the default policy. You can then create additional “exception”
policies for specific users or user groups, managing the differing policies as needed. In this manner, message
splintering will be minimized and you are less likely to impact system performance from the processing of
each splinter message in the work queue.

You can define policies based on your organizations’ or users’ tolerance for spam, viruses, and policy
enforcement. The following table outlines several example policies. “Aggressive” policies are designed to
minimize the amount of spam and viruses that reach end-users mailboxes. “Conservative” policies are tailored
to avoid false positives and prevent users from missing messages, regardless of policies.
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Table 32: Aggressive and Conservative Email Security Manager Settings

Aggressive Settings Conservative Settings
Anti-Spam Positively identified spam: Drop Positively identified spam: Quarantine
Suspected spam: Quarantine Suspected spam: Deliver and prepend “ [suspected

. . . S ” to the subject of messages
Marketing mail: Deliver and prepend “ pan ) g

[Marketing] ” to the subject messages Marketing mail: Disabled
Anti-Virus Repaired messages: Deliver Repaired messages: Deliver

Encrypted messages: Drop Encrypted messages: Quarantine

Unscannable messages: Drop Unscannable messages: Quarantine

Infectious messages: Drop Infectious messages: Drop
Advanced Malware |Unscanned attachments: Drop Unscanned attachments: Deliver and prepend “
Protection [WARNING: ATTACHMENT UNSCANNED] " to the subject of

Messages with Malware Attachments: Drop
(File Reputation Messages with pending File Analysis: Quarantine e
Filtering and File £es With p g ysis: Qu

Messages with Malware Attachments: Drop

Analysis . L . .
ysis) Messages with pending File Analysis: Deliver and
prepend “ [WARNING: ATTACHMENT (S) MAY CONTAIN
MALWARE] ” to the subject of messages.
Virus Filters Enabled, no specific filename extensions or domains | Enabled with specific filename extensions or domains
allowed to bypass allowed to bypass
Enable message modification for all messages Enable message modification for unsigned messages

Setting Priority for Message Headers

You can set the priority for a message header to match the incoming and outgoing messages in your email
gateway.

|

Important  You can set the priority in which the email gateway checks for message headers in the incoming and outgoing
messages. The email gateway first checks for the message header with the highest priority for all the mail
policies. If there is no header match in any of the mail policies, the email gateway looks for the next message
header in the priority list for all the mail policies. If none of the message headers match in any of the mail
policies, the default mail policy settings are used.

Procedure

Step 1 Go to Mail Policies > Mail Policy Settings.

By default, the Envelope Sender header is set to a priority 1. You can click on the Envelope Sender link to
change the priority.
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Step 2 Click Add Priority and check the appropriate header name (for example, Header “From””’) check box to add
a new priority.

Step 3 Click Enable for Consider only selected Priority Header, if you want the mail policy to match only the
priority selected in the match priority.

Step 4 Click Submit and commit your changes.
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Content Filters

This chapter contains the following sections:

* Overview of Content Filters , on page 279

» How Content Filters Work, on page 279

* Content Filter Conditions, on page 280

* Content Filter Actions, on page 288

» How to Filter Messages Based on Content, on page 296

Overview of Content Filters

Use content filters to customize handling of messages beyond the standard routine handling by the other
content security features such as anti-virus scanning or DLP. For example, you can use a content filter if the
content warrants quarantining for later examination, or because corporate policy requires certain messages to
be encrypted before delivery.

How Content Filters Work

Content filters are similar to message filters, except that they are applied later in the email pipeline — after
message filtering, after a message has been “splintered” into a number of separate messages for each matching
mail policy, (see Message Splintering, on page 270 for more information), and after the message has undergone
anti-spam and anti-virus scanning.

A content filter scans either incoming or outgoing messages. You cannot define a filter that scans both types
of messages. The email gateway has a separate “primary list” of content filters for each type of message. The
primary list also determines in which order the appliance runs the content filters. However, each individual
mail policy determines which particular filters will be executed when a message matches the policy.

Content filters scan messages on a per-user (sender or recipient) basis.
Content filters have the following components:

» conditions that determine when the email gateway uses a content filter to scan a message (optional)
« actions that the email gateway takes on a message (required)
» action variables that the email gateway can add to a message when modifying it (optional)

User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment) .



. How to Scan Message Content Using a Content Filter

Related Topics
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* How to Scan Message Content Using a Content Filter, on page 280
* Content Filter Conditions, on page 280
* Content Filter Actions, on page 288

* Action Variables, on page 294

How to Scan Message Content Using a Content Filter

Procedure

Command or Action

Purpose

Step 1

(Optional) Define the supporting features for
the content filter.

Create any of the following items that you want
to use with your content filter:

* Encryption Profile

* Disclaimer template
* Notification template
* Policy quarantine

* URL allowed lists

Step 2

Define the incoming or outgoing content filter.

A content filter may be comprised of:

* Content Filter Conditions, on page 280
(optional)

* Content Filter Actions, on page 288

* Action Variables, on page 294 (optional)

Creating a Content Filter, on page 296

Step 3

Define the group of users for whom you want
to set up content security rules.

Create an incoming or outgoing mail policy.

Step 4

Assign the content filter to the group of user
whose incoming or outgoing messages you want
to use the filter for.

See Mail Policies, on page 265

Content Filter Conditions

A condition is a “trigger” that determines whether the email gateway uses the filter on a message that matches
the associated mail policy. Specifying conditions for a content filter is optional. Content filters without a
condition are applied to all messages that match the associated mail policy.

In the content filter conditions, when you add filter rules that search for certain patterns in the message body
or attachments, you can specify the minimum threshold for the number of times the pattern must be found.
When AsyncOS scans the message, it totals the “score” for the number of matches it finds in the message and
attachments. If the minimum threshold is not met, the regular expression does not evaluate to true. You can
specify this threshold for text, smart identifiers, or content dictionary terms.
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Multiple conditions may be defined for each filter. When multiple conditions are defined, you can choose
whether the conditions are tied together as a logical OR (“Any of the following conditions...”) or a logical
AND (“All of the following conditions™).

Table 33: Content Filter Conditions

Condition

Description

(no conditions)

Specifying conditions in content filters is optional. If no conditions are specified,
a true rule is implied. The true rule matches all messages, and the actions are
always performed.

Message Body or
Attachments

Contains text: Does the message body contain text or an attachment that matches
a specific pattern?

Contains smart identifier: Does content in the message body or attachment match
a smart identifier?

* Credit card numbers

» U.S. Social Security numbers

» CUSIP (Committee on Uniform Security Identification Procedures) numbers
* ABA (American Banking Association) routing numbers

Contains smart identifier prefix: Does content in the message body or attachment
match a smart identifier with a prefix (‘credit,' 'ssn,' 'cusip,' or 'aba’)?

Contains term in content dictionary: Does the message body contain any of the
regular expressions or terms in the content dictionary named <dictionary name>
?

For this option to be enabled, the dictionary must already have been created. See
Content Dictionaries, on page 651.

Note The dictionary-related conditions are only available if you have one or
more dictionaries enabled. For information about creating content
dictionaries, see Content Dictionaries, on page 651.

Number of matches required. Specify the number of matches required for the
rule to evaluate to true. You can specify this threshold for text, smart identifiers,
or content dictionary terms.

This includes delivery-status parts and associated attachments.
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Condition

Description

Message Body

Contains text: Does the message body contain text that matches a specific pattern?

Contains smart identifier: Does content in the message body match a smart
identifier? Smart identifiers can detect the following patterns:

* Credit card numbers
* U.S. Social Security numbers
» CUSIP (Committee on Uniform Security Identification Procedures) numbers

* ABA (American Banking Association) routing numbers

Contains smart identifier prefix: Does content in the message body match a
smart identifier with a prefix (‘credit,' 'ssn,' 'cusip,' or 'aba’)?

Contains term in content dictionary: Does the message body contain any of the

regular expressions or terms in the content dictionary named <dictionary name>
?

For this option to be enabled, the dictionary must already have been created. See
Content Dictionaries, on page 651.

Note The dictionary-related conditions are only available if you have one or
more dictionaries enabled. For information about creating content
dictionaries, see Content Dictionaries, on page 651.

Number of matches required. Specify the number of matches required for the
rule to evaluate to true. You can specify this threshold for text or smart identifiers.

This rule applies to the body of the message only. It does not include attachments
or headers.

URL Category

See Filtering by URL Reputation or URL Category: Conditions and Rules , on
page 459 and About URL Categories, on page 472.

Message Size

Is the body size within a specified range? Body size refers to the size of the
message, including both headers and attachments. The body-size rule selects those
messages where the body size compares as directed to a specified number.

Macro Detection

Does the incoming or outgoing message contain macro-enabled attachments?

You can use the Macro Detection condition to detect macro-enabled attachments
in messages for the selected file type(s).

Note Ifany attached files (such as Excel or Word) do not contain any macros
but have macro extensions (like .xIsm or .docm), they will still be treated
as files with macros. These files will be flagged as macro-enabled
attachments by the associated filters.

. User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment)



| ContentFilters
Content Filter Conditions .

Condition Description

Attachment Content Contains text. Does the message contain an attachment that contains text or another
attachment that matches a specific pattern? This rule is similar to the
body-contains() rule, but it attempts to avoid scanning the entire “body” of the
message. That is, it attempts to scan only that which the user would view as being
an attachment.

Contains a smart identifier. Does content in the message attachment match the
specified smart identifier?

Contains smart identifier prefix: Does content in the message attachment match
a smart identifier with a prefix (‘credit,’ 'ssn,' 'cusip,' or 'aba’)?

Contains terms in content dictionary. Does the attachment contain any of the

regular expressions or terms in the content dictionary named <dictionary name>
o

To search for dictionary terms, the dictionary must already have been created. See
Content Dictionaries, on page 651.

Note The dictionary-related conditions are only available if you have one or
more dictionaries enabled. For information about creating content
dictionaries, see Content Dictionaries, on page 651.

Number of matches required. Specify the number of matches required for the
rule to evaluate to true. You can specify this threshold for text, smart identifier,
or content dictionary matches.
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Condition

Description

Attachment File Info

Filename. Does the message have an attachment with a filename that matches a
specific pattern?

Filename contains term in content dictionary. Does the message have an
attachment with a filename that contains any of the regular expressions or terms
in the content dictionary named <dictionary name> ?

For this option to be enabled, the dictionary must already have been created. See
Content Dictionaries, on page 651.

Note The dictionary-related conditions are only available if you have one or
more dictionaries enabled. For information about creating content
dictionaries, see Content Dictionaries, on page 651.

File type. Does the message have an attachment of a file type that matches a
specific pattern based on its fingerprint (similar to a UNIX file command)?

MIME type. Does the message have an attachment of a specific MIME type?
This rule is similar to the attachment-type rule, except only the MIME type given
by the MIME attachment is evaluated. (The email gateway does not try to “guess”
the type of the file by its extension if there is no explicit type given.)

File Hash List. Does the message have an attachment that matches a specific file
SHA-256 or MD5 value? Select the required file hash list from the drop-down list.

Image Analysis. Does the message have an image attachment that matches the
image verdict specified? Valid image analysis verdicts include: Suspect,
Inappropriate, Suspect or Inappropriate, Unscannable , or Clean.

External Threat Feeds: Does the file match the threat information from the
selected external threat feed source(s)?

Select a File Hash Exception List: (Optional) Select the list of allow listed file
hashes that you do not want the email gateway to detect for threats.

For more information, see Configuring Email Gateway to Consume External Threat
Feeds, on page 301.

Attachment is Corrupt. Does this message have an attachment that is corrupt?

Note A corrupt attachment is an attachment that the scanning engine cannot
scan and identified as corrupt.

Attachment Protection

Contains an attachment that is password-protected or encrypted.

(For example, use this condition to identify attachments that are potentially
unscannable.)

Contains an attachment that is NOT password-protected or encrypted.
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Condition

Description

Subject Header

Subject Header: Does the subject header match a certain pattern?

Contains terms in content dictionary: Does the subject header contain any of
the regular expressions or terms in the content dictionary <dictionary name> ?

To search for dictionary terms, the dictionary must already have been created. See
Content Dictionaries, on page 651.

Note The dictionary-related conditions are only available if you have one or
more dictionaries enabled. For information about creating content
dictionaries, see Content Dictionaries, on page 651.

Other Header

Header name: Does the message contain a specific header?
Header value: Does the value of that header match a certain pattern?

Header value contains terms in the content dictionary. Does the specified
header contain any of the regular expressions or terms in the content dictionary
named <dictionary name> ?

To search for dictionary terms, the dictionary must already have been created. See
Content Dictionaries, on page 651

Note The dictionary-related conditions are only available if you have one or
more dictionaries enabled. For information about creating content
dictionaries, see Content Dictionaries, on page 651.

For an example showing how this option can be used, see Using Custom Headers
to Redirect URLs in Suspected Spam to the Cisco Web Security Proxy:
Configuration Example , on page 404.

Envelope Sender

Envelope Sender. Does the Envelope Sender (i.e., the Envelope From, <MAIL
FROM>) match a given pattern?

Matches LDAP group. Is the Envelope Sender, i.e., the Envelope From, <MAIL
FROM>) in a given LDAP group?

Contains term in content dictionary. Does the envelope sender contain any of

the regular expressions or terms in the content dictionary named <dictionary name>
(7

To search for dictionary terms, the dictionary must already have been created. See
Content Dictionaries, on page 651.

Note The dictionary-related conditions are only available if you have one or
more dictionaries enabled. For information about creating content
dictionaries, see Content Dictionaries, on page 651.
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Condition

Description

Envelope Recipient

Envelope Recipient. Does the Envelope Recipient, (i.e. the Envelope To, <RCPT
TO>) match a given pattern?

Matches LDAP group. Is the Envelope Recipient, (i.e. the Envelope To, <RCPT
TO>) in a given LDAP group?

Contains term in content dictionary. Does the envelope recipient contain any
of the regular expressions or terms in the content dictionary named <dictionary
name> ?

To search for dictionary terms, the dictionary must already have been created. See
Content Dictionaries, on page 651.

Note The dictionary-related conditions are only available if you have one or
more dictionaries enabled. For information about creating content
dictionaries, see Content Dictionaries, on page 651.

The Envelope Recipient rule is message-based. If a message has multiple
recipients, only one recipient has to be found in a group for the specified
action to affect the message to all recipients.

Is the Envelope Sender (i.e., the Envelope From, <MAIL FROM>) in a given
LDAP group?

Receiving Listener

Did the message arrive via the named listener? The listener name must be the name
of a listener currently configured on the system.

Remote IP

Was the message sent from a remote host that matches a given IP address or IP
block? The Remote IP rule tests to see if the IP address of the host that sent that
message matches a certain pattern. This can be an Internet Protocol version 4
(IPv4) or version 6 (IPv6) address. The IP address pattern is specified using the
allowed hosts notation described in Sender Group Syntax, on page 101, except for
the SBO, IPR, dnslist notations and the special keyword ALL.

Reputation Score

What is the sender’s IP Reputation Score? The Reputation Score rule checks the
IP Reputation Score against another value.

DKIM Authentication

Did DKIM authentication pass, partially verify, return temporarily unverifiable,
permanently fail, or were no DKIM results returned?
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Condition Description

Forged Email Detection | Is the sender address of the message forged? The rule checks if the From: header
in the message is similar to any of the users in the content dictionary.

Select a content dictionary and enter the threshold value (1 through 100) for
considering a message as potentially forged.

The Forged Email Detection condition compares the From: header with the users
in the content dictionary. During this process, depending on the similarity, the
email gateway assigns similarity score to each of the users in the dictionary. The
following are some examples:

* Ifthe From: header is <jOhn.simOns@example.com> and the content dictionary
contains a user ‘John Simons,’ the email gateway assigns a similarity score
of 82 to the user.

* If the From: header is <john.simons@diff-example.com> and the content
dictionary contains a user ‘John Simons,’ the email gateway assigns a
similarity score of 100 to the user.

The higher the similarity score, the higher the probability that the message is
forged. If the similarity score is greater than or equal to the specified threshold
value, the filter action is triggered.

If you want to skip the Forged email detection filter for messages from specific
senders, choose the address list from the Exception List drop-down list.

Note  You can choose only the address lists that are created using the full email
addresses. For more information, refer to Using a List of Sender Addresses
for Incoming Connection Rules, on page 120.

For more information, see Forged Email Detection, on page 648.

SPF Verification What was the SPF verification status? This filter rule allows you to query for
different SPF verification results. For more information about SPF verification,
see the “Email Authentication” chapter.

Note Ifyou have configured an SPF verification content filter condition without
an SPF identity and if a message contains different SPF identities with
different verdicts, the condition is triggered if one of the verdicts in the
message matches the condition.

S/MIME Gateway Is the message S/MIME signed, encrypted, or signed and encrypted? For more
Message information, see S/MIME Security Services, on page 561

S/MIME Gateway Is the S/MIME message successfully verified, decrypted, or decrypted and verified?
Verified For more information, see S/MIME Security Services, on page 561
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Condition

Description

Message Language

Is the message (subject and body) in one of the selected languages? This condition
will not check for the language in attachments and headers.

How does language detection work?

The email gateway uses the built-in language detection engine to detect the language
in a message. The email gateway extracts the subject and the message body and
passes it to the language detection engine.

The language detection engine determines the probability of each language in the
extracted text and passes it back to the email gateway. The email gateway considers
the language with the highest probability as the language of the message. The
email gateway considers the language of the message as “‘undetermined’ in one of
the following scenarios:

» If the detected language is not supported by email gateway
» If the email gateway is unable to detect the language of the message

« If the total size of the extracted text sent to the language detection engine is
less than 50 bytes.

Duplicate Boundaries
Verification

Does the message contain duplicate MIME boundaries?

If you want to take actions on messages that contain duplicate MIME boundaries,
use this condition.

Note  Attachment-based conditions (for example, Attachment Content) or actions
(for example, Strip Attachment by Content) will not work on malformed
messages (with duplicate MIME boundaries).

Geolocation

Does the message originate from the selected countries?

You can use the Geolocation condition to handle incoming messages from particular
countries that you select.

Note Enable the Anti-Spam engine on your email gateway before you use the
Geolocation content filter.

Domain Reputation

Does the sender domain match the specified criteria?

* Sender Domain Reputation

» External Threat Feeds

For more information, see Configuring Email Gateway to Consume External Threat
Feeds, on page 301 or Sender Domain Reputation Filtering, on page 317

Content Filter Actions

The action is what the email gatewaydoes with a message that matches the content filter’s condition. Many
different types of actions are available, including modifying the message, quarantining it, or dropping it. A
“final action” performed on a message, delivering or dropping it, forces the Email Security appliance to

perform the action immediately and forgo all further processing, such as Outbreak Filter or DLP scanning.
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At least one action must be defined for each content filter.

Actions are performed in order on messages, so consider the order of actions when defining multiple actions

for a content filter.

When you configure a quarantine action for messages that match Attachment Content conditions, Message
Body or Attachment conditions, Message body conditions, or the Attachment content conditions, you can
view the matched content in the quarantined message. When you display the message body, the matched
content is highlighted in yellow. You can also use the $MatchedContent action variable to include the matched
content in the message subject. For more information, see the Text Resources chapter.

Only one final action may be defined per filter, and the final action must be last action listed. Bounce, deliver,
and drop are final actions. When entering actions for content filters, the GUI and CLI will force final actions

to be placed last.

See also Action Variables, on page 294.

Table 34: Content Filter Actions

Action

Description

Quarantine

Quarantine. Flags the message to be held in one of the policy quarantine
areas.

Duplicate message: Sends a copy of the message to the specified quarantine
and continues processing the original message. Any additional actions apply
to the original message.

Encrypt on Delivery

The message continues to the next stage of processing. When all processing
is complete, the message is encrypted and delivered.

Encryption rule: Always encrypts the message or only encrypts it if an attempt
to send it over a TLS connection first fails. See Using a TLS Connection as
an Alternative to Encryption, on page 554 for more information.

Encryption Profile. Once processing is complete, encrypts the message using
the specified encryption profile, then delivers the message. This action is for
use with a Cisco Encryption Appliance or a hosted key service.

Subject. Subject for the encrypted message. By default, the value is
$Subject.
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Action

Description

Strip Attachment by Content

Attachment contains. Drops all attachments on messages that contain the
regular expression. Archive files (zip, tar) will be dropped if any of the files
they contain match the regular expression pattern.

Contains smart identifier. Drops all attachments on a message that contains
the specified smart identifier.

Attachment contains terms in the content dictionary. Does the attachment
contain any of the regular expressions or terms in the content dictionary named
<dictionary name> ?

Number of matches required. Specify the number of matches required for
the rule to evaluate to true. You can specify this threshold for text, smart
identifier, or content dictionary matches.

Replacement message. The optional comment serves as the means to modify
the text used to replace the attachment that was dropped. Attachment footers
simply append to the message.

Strip Attachment by File Info

File name. Drops all attachments on messages that have a filename that match
the given regular expression. Archive file attachments (zip, tar) will be dropped
if they contain a file that matches.

File size. Drops all attachments on the message that, in raw encoded form,
are equal to or greater than the size (in bytes) given. Note that for archive or
compressed files, this action does not examine the uncompressed size, but
rather the size of the actual attachment itself.

File type. Drops all attachments on messages that match the given “fingerprint”
of the file. Archive file attachments (zip, tar) will be dropped if they contain
a file that matches.

MIME type. Drops all attachments on messages that have a given MIME
type.

File Hash List. Drops all attachments on messages that match the file SHA-256
or MDS5 value in the selected file hash list. Select the required file hash list
from the drop-down list.

Image Analysis Verdict. Drops attachments for image attachments that match
the image verdict specified. Valid image analysis verdicts include: Suspect,
Inappropriate, Suspect or Inappropriate, Unscannable , or Clean .

External Threat Feeds. Drops all message attachments on messages whose
files are categorized as malicious by the ETF engine.

Select a File Hash Exception List. (Optional) Select the list of allow listed
file hashes that you do not want the Cisco Email Security Gateway to detect
for threats.

For more information, see Configuring Email Gateway to Consume External
Threat Feeds, on page 301.

Replacement message. The optional comment serves as the means to modify
the text used to replace the attachment that was dropped. Attachment footers
simply append to the message.
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Action

Description

Strip Attachment with Macro

Drops all macro-enabled attachments of the specified file type.

Note If an archive or embedded file contains macros, the parent file is
dropped from the message.

Custom Replacement Message (Optional): By default, a system generated
message is added to the bottom of the message body when an attachment is
dropped.

The following is a sample system generated message when a macro-enabled
attachment is dropped from the message:

A MIME attachment of type <application/vnd.ms-excel>
was removed here by a drop-macro-enabled-attachments
filter rule on the host <mail.example.com>.

The custom message that you enter in the Custom Replacement Message
field replaces the system-generated message.

URL Reputation

See Modifying URLs in Messages: Using URL Reputation and URL Category
Actions in Filters , on page 460 and Creating Allowed Lists for URL Filtering
, on page 455.

Use “No Score” to specify an action for URLs for which a reputation cannot
be determined.

Note The email gateway considers a message signed if it is encrypted using
S/MIME or it contains an S/MIME signature.

URL Category

See Modifying URLs in Messages: Using URL Reputation and URL Category
Actions in Filters , on page 460 and About URL Categories, on page 472.

Note The email gateway considers a message signed if it is encrypted using
S/MIME or it contains an S/MIME signature.

Add Disclaimer Text

Above. Add disclaimer above message (heading).
Below. Add disclaimer below message (footer).

Note: You must have already created disclaimer text in order to use this content
filter action.

See Disclaimer Template, on page 663 for more information.

Bypass Outbreak Filter
Scanning

Bypass Outbreak Filter scanning for this message.

Bypass DKIM Signing

Bypass DKIM signing for this message.

Send Copy (Bcc:)

Email addresses. Copies the message anonymously to the specified recipients.
Subject. Add a subject for the copied message.
Return path (optional). Specify a return path.

Alternate mail host (optional). Specify an alternate mail host.
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Action

Description

Notify

Notify. Reports this message to the specified recipients. You can optionally
notify the sender and recipients.

Subject. Add a subject for the copied message.
Return path (optional). Specify a return path.
Use template. Select a template from the templates you created.

Include original message as an attachment. Adds the original message as
an attachment.

Change Recipient to

Email address. Changes the recipient of the message to the specified email
address.

Send to Alternate Destination
Host

Mail host. Changes the destination mail host for the message to the specified
mail host.

Note This action prevents a message classified as spam by an anti-spam
scanning engine from being quarantined. This action overrides the
quarantine and sends it to the specified mail host.

Deliver from IP Interface

Send from IP interface. Send from the specified IP Interface. The Deliver
from IP Interface action changes the source host for the message to the source
specified. The source host consists of the IP interface that the messages should
be delivered from.

Strip Header

Header name. Remove the specified header from the message before
delivering.

Add/Edit Header

Inserts a new header into the message or modifies an existing header.
Header name. Name of new or existing header.

Specify value of new header. Inserts a value for the new header into the
message before delivering.

Prepend to the Value of Existing Header. Prepends the value to the existing
header before delivering.

Append to the Value of Existing Header. Appends the value to the existing
header before delivering.

Search & Replace from the Value of Existing Header. Enter a search term
to find the value you want to replace in the existing header in the Search for
field. Enter the value you want to insert into the header in the Replace with
field. You can use a regular expression to search for the value. Leave the
Replace with field empty if you want to delete the value from the header.

Forged Email Detection

Strips the From: header from the forged message and replaces it with the
Envelope Sender.

See Forged Email Detection, on page 648.
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Action

Description

Add Message Tag

Inserts a custom term into the message to use with DLP policy filtering. You
can configure a DLP policy to limit scanning to messages with the message
tag. The message tag is not visible to recipients. For information on using
messages tags in a DLP policy, see Policies for Data Loss Prevention, on
page 520.

Add Log Entry

Inserts customized text into the IronPort Text Mail logs at the INFO level.
The text can include action variables. The log entry also appears in message
tracking.

S/MIME Sign/Encrypt on
Delivery

Performs an S/MIME signing or encryption of the message during the delivery.
This means that the message continues to the next stage of processing, and
when all processing is complete, the message is signed or encrypted and
delivered.

S/IMIME Sending Profile: Performs an S/MIME signing or encryption using
the specified S/MIME sending profile. See Managing S/MIME Sending
Profiles, on page 571.

Encrypt and Deliver Now
(Final Action)

Encrypts and delivers the message, skipping any further processing.

Encryption rule: Always encrypts the message or only encrypts it if an attempt
to send it over a TLS connection first fails. See Using a TLS Connection as
an Alternative to Encryption, on page 554 for more information.

Encryption Profile. Encrypts the message using the specified encryption
profile, then delivers the message. This action is for use with a Cisco
Encryption Appliance or a hosted key service.

Subject. Subject for the encrypted message. By default, the value is
$Subject.

S/MIME Sign/Encrypt (Final
Action)

Performs an S/MIME signing or encryption and delivers the message, skipping
any further processing.

S/IMIME Sending Profile: Performs an S/MIME signing or encryption using
the specified S/MIME sending profile. See Managing S/MIME Sending
Profiles, on page 571.

Bounce (Final Action)

Sends the message back to the sender.

Skip Remaining Content
Filters (Final Action)

Delivers the message to the next stage of processing, skipping any further
content filters. Depending on configuration, this may mean deliver the message
to recipient(s), quarantine, or begin Outbreak Filters scanning.

Drop (Final Action)

Drops and discards the message.
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Action Description

Safe Print Use the 'Safe Print' content filter action to safe print a message attachment.

You can use the Safe Print content filter action in any one of the following
ways:

« Safe print matching attachments: Use this option to safe print all
message attachments that match a configured content filter condition.

« Safe print all attachments: Use this option to safe print all message
attachments when the configured content filter condition is true
Select Yes to strip a message attachment that is marked as unscannable.

Note By default, a system generated message is added as an attachment
text file when an attachment is unscannable. You can enter a custom
message in the Custom Replacement Message field.

For more information, see How to Configure Email Gateway to Safe Print
Message Attachments, on page 338.

Related Topics
* Action Variables, on page 294

Action Variables

Headers added to messages processed by content filters can contain variables that will be automatically
replaced with information from the original message when the action is executed. These special variables are
called action variables. Your email gateway supports the following set of action variables:

Table 35: Action Variables

Variable Syntax Description

All Headers Replaced by the message headers.
$AllHeaders

Body Size Replaced by the size, in bytes, of the message.
SBodySize

Date Replaced by the current date, using the format
shate MM/DD/YYYY.

Dropped File Name Returns only the most recently dropped filename.
Sdropped filename

Dropped File Names Same as $filenames , but displays list of dropped files.
$dropped filenames

Dropped File Types Same as $filetypes , but displays list of dropped file types.
Sdropped filetypes
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Variable Syntax Description

Envelope Sender Replaced by the Envelope Sender (Envelope From, <MAIL
iim’el"pefr em FROM>) of the message.
Senvelopesender

Envelope Recipients

$EnvelopeRecipients

Replaced by all Envelope Recipients (Envelope To, <RCPT
TO>) of the message.

File Names

S$filenames

Replaced with a comma-separated list of the message’s
attachments’ filenames.

File Sizes

Sfilesizes

Replaced with a comma-separated list of the message’s
attachment’s file sizes.

File Types

Sfiletypes

Replaced with a comma-separated list of the message's
attachments' file types.

Filter Name

SFilterName

Replaced by the name of the filter being processed.

GMTimeStamp

$GMTimeStamp

Replaced by the current time and date, as would be found
in the Received: line of an email message, using GMT.

HAT Group Name

$Group

Replaced by the name of the sender group the sender
matched on when injecting the message. If the sender group
had no name, the string “ >Unknown< ” is inserted.

Mail Flow Policy

$Policy

Replaced by the name of the HAT policy applied to the
sender when injecting the message. If no predefined policy
name was used, the string “ >Unknown< " is inserted.

Matched Content

SMatchedContent

Replaced by the value (or values) that triggered a
content-scanning filter. Matched content can be a content
dictionary match, a smart identifier, or a match to a regular
expression.

Header

SHeader['string

']

Replaced by the value of the quoted header, if the original
message contains a matching header. Note that double
quotes may also be used.

Hostname

SHostname

Replaced by the hostname of the email gateway.

Internal Message ID

SMID

Replaced by the Message ID, or “MID” used internally to
identify the message. Not to be confused with the RFC822
“Message-1d” value (use $Header to retrieve that).

Receiving Listener

SRecvListener

Replaced by the nickname of the listener that received the
message.

Receiving Interface

SRecvInt

Replaced by the nickname of the interface that received
the message.
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Variable Syntax Description

Remote IP Address Replaced by the IP address of the system that sent the
$RemotelP message to the email gateway.

Remote Host Address Replaced by the hostname of the system that sent the
Sremotehost

message to the email gateway.

SenderBase Reputation . Replaced by the SenderBase Reputation score of the sender.
Score FReputation If there is no reputation score, it is replaced with “ None 7.
Subject Replaced by the subject of the message.
$Subject
Time Replaced by the current time, in the local time zone.
$Time
Timestamp . Replaced by the current time and date, as would be found
Timestamp in the Received: line of an email message, in the local time
zone.

How to Filter Messages Based on Content

Related Topics

* Creating a Content Filter, on page 296

* Enabling Content Filters for All Recipients by Default, on page 297

» Applying the Content Filter to Messages for a Certain User Group, on page 298
* Notes on Configuring Content Filters in the GUI, on page 298

Creating a Content Filter

Before You Begin

* If you want to encrypt a message that matches the content filter, create an encryption profile.

* If you want to add a disclaimer to a matching message, create a disclaimer template to use for generating
disclaimers.

« If you want to send a notification message to a user due to a matching message, create a notification
template for generating notifications.

* If you want to quarantine a message, you create a new policy quarantine for these messages or use an
existing one.
Procedure
Step 1 Click Mail Policies > Incoming Mail Policies

or

Mail Policies > Outgoing Mail Policies.
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Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Enabling Content Filters for All Recipients by Default .

Click Add Filter.
Enter a name and description for the filter.
(X-REF) Click the Editable By (Roles) link, select the Policy Administrator and click OK.

Delegated administrators who belong to the Policy Administrator user role will be able to edit this content
filter and use it in their mail policies.

(Optional) Add a condition for triggering the filter.

a) Click Add Condition.

b) Select the condition type.

¢) Define the condition’s rules.

d) Click OK.

e) Repeat these steps for any additional conditions you want to add to the filter. When you define more than
one condition for a content filter, you can define whether all of the defined actions (that is, a logical AND)
or any of the defined actions (logical OR) need to apply in order for the content filter to be considered a
match.

Note If you do not add a condition, the email gateway will perform the content filter’s action to any
message that matches one of the mail policies associated with the filter.

Add an action for the email gateway to take on a message that matches the filter’s condition.
a) Click Add Action.

b) Select the action type.

¢) Define the action.

d) Click OK.

e) Repeat the previous steps for any additional actions you want the email gateway to take.

f) For multiple actions, arrange the actions in the order that you want the email gateway to apply them to
the message. There can only be one “final” action per filter, and AsyncOS automatically moves the final
action to the end of the order.

Submit and commit your changes.

What to do next

* You can enable the content filter in a default incoming or outgoing mail policy.
* You can enable the content filter in a mail policy for a specific group of users.

Enabling Content Filters for All Recipients by Default

Step 1

Step 2

Procedure

Click Mail Policies > Incoming Mail Policies
or

Mail Policies > Outgoing Mail Policies.

Click the link for the Content Filters security service in the default policy row.
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Step 3 On the Content Filtering security service page, change the value Content Filtering for Default Policy from
“Disable Content Filters” to “Enable Content Filters (Customize settings).”

The content filters defined in the primary list (which were created in Overview of Content Filters , on page
279) are displayed on this page. When you change the value to “Enable Content Filters (Customize settings),”
the checkboxes for each filter become enabled.

Step 4 Check the Enable checkbox for each content filter you want to enable.

Step 5 Submit and commit your changes.

Applying the Content Filter to Messages for a Certain User Group

Before You Begin

* Create an incoming or outgoing mail policy for the group of users whose messages for which you want
to use the content filter. See Creating a Mail Policy for a Group of Senders and Recipients, on page 272
for more information.

Procedure

Step 1 Click Mail Policies > Incoming Mail Policies
or

Mail Policies > Outgoing Mail Policies.

Step 2 Click the link for the Content Filters security service (the Content Filters column) for the mail policy to which
you want to apply the content filter.

Step 3 On the Content Filtering security service page, change the value for Content Filtering for Policy: Engineering
from “Enable Content Filtering (Inherit default policy settings)” to “Enable Content Filtering (Customize
settings).”

Step 4 Select the checkboxes for the content filters you want to use.

Step 5 Submit and commit your changes.

Notes on Configuring Content Filters in the GUI

« It is not necessary to specify a condition when creating a content filter. When no action is defined, any
actions defined will always apply in the rule. (Specifying no condition is equivalent to using the true()
message filter rule — all messages will be matched if the content filter is applied to a policy.)

» If you do not assign a custom user role to a content filter, the content filter is public and can be used by
any delegated administrator for their mail policies. See the “Common Administrative Tasks” chapter for
more information on delegated administrators and content filters.

» Administrators and operators can view and edit all content filters on the email gateway, even when the
content filters are assigned to custom user roles.

* When entering text for filter rules and actions, the following meta characters have special meaning in
regular expression matching: . A $*+?2 {[]1\| ()
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If you do not wish to use regular expression you should use a '\' (backslash) to escape any of these
characters. For example: "\*Warning\*"

* You can test message splintering and content filters by creating “benign” content filters. For example,
it is possible to create a content filter whose only action is “deliver.” This content filter will not affect
mail processing; however, you can use this filter to test how Email Security Manager policy processing
affects other elements in the system (for example, the mail logs).

* Conversely, using the “primary list” concept of the Incoming or Outgoing Content Filters, it is possible
to create very powerful, wide-sweeping content filters that will immediately affect message processing
for all mail handled by the email gateway. The process for this is to:

* Use the Incoming or Outgoing Content Filters page to create a new content filter whose order is 1.

* Use the Incoming or Outgoing Mail Policies page to enable the new content filter for the default
policy.

* Enable the content filter for all remaining policies.

* The Bce: and Quarantine actions available in Content Filters can help you determine the retention settings
of quarantines you create. (See Policy, Virus, and Outbreak Quarantines, on page 939) You can create
filters that would simulate mail flow into and out of your policy quarantines so that messages are not
released too quickly from the system (that is, the quarantine areas do not fill their allotted disk space too
quickly).

* Because it uses the same settings as the Scan Behavior page or the scanconfig command, the “Entire
Message” condition does not scan a message’s headers; choosing the “Entire Message” will scan only
the message body and attachments. Use the “Subject” or “Header” conditions to search for specific header
information.

* Configuring users by LDAP query will only appear in the GUI if you have LDAP servers configured on
the email gateway (that is, you have configured the appliance to query specific LDAP servers with specific
strings using the 1dapconfig command).

» Some sections of the content filter rule builder will not appear in the GUI if the resource has not been
preconfigured. For example, notification templates and message disclaimers will not appear as options
if they have not been configured previously using the Text Resources page or the textconfig command
in the CLI.

* Content filters features will recognize, can contain, and/or scan for text in the following character
encodings:

* Unicode (UTF-8)

¢ Unicode (UTF-16)

» Western European/Latin-1 (ISO 8859-1)
» Western European/Latin-1 (Windows CP1252)
* Traditional Chinese (Big 5)

* Simplified Chinese (GB 2312)

* Simplified Chinese (HZ GB 2312)

* Korean (ISO 2022-KR)

* Korean (KS-C-5601/EUC-KR)

* Japanese (Shift-JIS (X0123))

« Japanese (ISO-2022-JP)

* Japanese (EUC)
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You can mix and match multiple character sets within a single content filter. Refer to your web browser’s
documentation for help displaying and entering text in multiple character encodings. Most browsers can
render multiple character sets simultaneously.

* On the Incoming or Outgoing Content Filters summary pages, use the links for “Description,” “Rules,”
and “Policies” to change the view presented for the content filters:

* The Description view shows the text you entered in the description field for each content filter.
(This is the default view.)

* The Rules view shows the rules and regular expressions build by the rule builder page.
* The Policies shows the policies for which each content filter is enabled.
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Configuring Email Gateway to Consume External
Threat Feeds

This chapter contains the following sections:

* Overview of External Threat Feeds, on page 301

* How to Configure Email Gateway to Consume External Threat Feeds , on page 302

* Obtaining External Threat Feeds Feature Key , on page 303

* Enabling External Threat Feeds Engine on Email Gateway, on page 303

* Configuring an External Threat Feed Source, on page 304

» Handling Messages Containing Threats, on page 306

* Configuring a Sender Group for Handling Messages containing Threats , on page 307
* Configuring Content or Message Filters for Handling Messages Containing Threats, on page 307
+ Attaching Content Filter to Incoming Mail Policy, on page 314

* External Threat Feeds and Clusters, on page 314

* Monitoring External Threat Feeds Engine Updates, on page 314

* Viewing Alerts, on page 315

* Displaying Threat Details in Message Tracking, on page 315

Overview of External Threat Feeds

The External Threat Feeds (ETF) framework allows the email gateway to consume external threat information
in:

» STIX format communicated over TAXII protocol.

» JavaScript Object Notation (JSON) format from the Cisco XDR portal.

The ability to consume external threat information in the email gateway, helps an organization to:

* Proactively respond to cyber threats such as, malware, ransomware, phishing attacks, and targeted attacks.
* Subscribe to local and third-party threat intelligence sources.

* Improve the efficacy of the email gateway.

You need a valid feature key to use the ETF feature on your email gateway. For information on how to obtain
a feature key, contact your Cisco sales representative.
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Configuring Email Gateway to Consume External Threat Feeds |

STIX (Structured Threat Information eXpression) is the industry standard, structured language to represent
cyber threat information. A STIX source consists of an indicator that contains a pattern used to detect malicious

or suspicious cyber activity.

TAXII (Trusted Automated eXchange of Indicator Information) defines a set of specifications to exchange
cyber threat information via services (TAXII servers) across different organizations or product lines.

The following versions of STIX/TAXII are supported for this release - STIX 1.1.1 and 1.2 with TAXII 1.1.

The Cisco XDR portal allows you to create custom feeds for the continuous gathering of observables and to
consume them in your email gateway using the feed URL. A feed is a simple list of observables in JSON
format. The feeds are created and managed in the Intelligence > Feeds page in the XDR portal.

Following is a list of STIX and XDR Indicators of Compromise (IOCs) supported for this release:

* File Hash Watchlist (describes a set of hashes for suspected malicious files)

+ [P Watchlist (describes a set of suspected malicious IP addresses)

» Domain Watchlist (describes a set of suspected malicious domains)

» URL Watchlist (describes a set of suspected malicious URLSs)

How to Configure Email Gateway to Consume External Threat

Feeds

Perform these steps in order:

Steps Do This More Information
Step 1 Obtain an External Threat Feeds | Obtaining External Threat Feeds
feature key. Feature Key , on page 303
Step 2 Enable the ETF engine on your Enabling External Threat Feeds
email gateway. Engine on Email Gateway, on page
303
Step 3 Configure an ETF source to allow | Configuring an External Threat
your email gateway to fetch threat | Feed Source, on page 304
feeds in STIX format from a TAXII
server.
Step 7 Handle messages that contain Handling Messages Containing
threats using: Threats, on page 306
* HAT
* Content or Message filters
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Obtaining External Threat Feeds Feature Key .

Steps Do This More Information
Step 8 Attach the content filters that you | Attaching Content Filter to
configured to detect malicious Incoming Mail Policy, on page 314

domains, URLSs, or file hashes in
messages to an incoming mail
policy.

Obtaining External Threat Feeds Feature Key

Managing Email Gateways using the Smart Software Licensing Mode

If you are an existing or new user using the Smart Licensing mode on your email gateways, you are
automatically provided with an External Threat Feeds feature key.

Enabling External Threat Feeds Engine on Email Gateway

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Before you begin

Make sure that you have a valid feature key to you use the ETF feature on your email gateway.

Procedure

Click Security Services > External Threat Feeds.
Click Enable.

Scroll to the bottom of the license agreement page and click Accept to accept the agreement.

Note Ifyou do notaccept the license agreement, ETF is not enabled on your Cisco Email Security Gateway.

Check Enable External Threat Feeds.

(Optional) Select Yes to add a custom header to all messages that are not scanned for threats by the ETF
engine because of an ETF engine lookup failure.

Submit and commit your changes.

What to do next

Configure an ETF source. See Configuring an External Threat Feed Source, on page 304.
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Configuring an External Threat Feed Source

An ETF source is used to download information about a collection of threats that is available on a TAXII
server. You need to configure an ETF source to allow your email gateway to fetch threat feeds in STIX format

from a TAXII server.

\)

Note  You can configure a maximum of eight ETF sources in your email gateway.

You can configure an ETF source using the Poll service that consists of a ‘polling path’ and a ‘collection

name.’

Before you begin

» Make sure that you have enabled the ETF engine on your email gateway.

* Make sure that you open ports - 80 HTTP and 443 HTTPS on your firewall to allow your gateway to
consume external threat feeds. For more information, see Firewall Information, on page 1345.

Procedure

Step 1 Click Mail Policies > External Threat Feeds Manager.

Step 2 Click Add Source.

Step 3 Enter the required parameters described in the following table to configure an ETF source.

Parameter Source Details

Description

Source Name

Enter a name for the ETF source.

Description Enter a description for the ETF source.

TAXII Details

Hostname Enter the hostname of a fully qualified domain name
or an I[P address of a TAXII server.

Polling Path Enter the polling path that identifies the polling service

in a TAXII server, for example, /taxii-data.

Collection Name

Enter the name of a collection of threat feeds that is
hosted on a TAXII server, for example,
guest.Abuse_ch.

Polling Interval

Enter a polling interval to define the frequency of
fetching threat feeds from a TAXII server. The
minimum value is 15 minutes and the default value
is 60 minutes.
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Parameter Source Details Description

Age of Threat Feeds Enter the maximum age of a threat feed that can be
fetched from a TAXII server. The value for the age
must be between one through 365 days.

Time Span for Poll Segment Enter the time span for each poll segment.

The minimum time span for a poll segment is 1 day.
The maximum time span for a poll segment is the
value entered in the ‘Age of Threat Feeds’ field.

You can use the ‘“Time Span for Poll Segment’ option
in the following scenarios:

* If there is no known limitation on the age of
threat feeds for a TAXII server, use the value
entered in the ‘Age of Threat Feeds’ option.

« Ifthere is a known limitation on the age of threat
feeds for a TAXII server, use the known limit
value.

* If you do not know the known limitation on the
age of threat feeds for a TAXII server, use the
default value of 30 days.

« [f the value you enter in the ‘Age of Threat
Feeds’ option is not supported by the TAXII
server, you can spilt the age of threat feeds into
different poll segments based on the time span
entered.

For example, if the age of the threat feeds is 100 days
and the TAXII server has a fixed limit on the age of
threat feeds (for example, *40 days’), enter 40 as the
time span for poll segment

Note Ifthe time span for the poll segment is a small
value (for example, ‘5 days’,) the polling of
the threat feed source can take a long time to
complete, and this may impact the
performance of your gateway.

Use HTTPS Select Yes if you want to connect to a TAXII server
using HTTPS.

Configure Credentials Select Yes, if you want to access a TAXII server using
the user credentials that you created in the TAXII
server.

Enter the username and password.

Proxy Details
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Parameter Source Details Description

Use Global Proxy Select Yes to connect the email gateway to a TAXII
server using a proxy server.

You can configure a proxy server in any one of the
following ways:

* Security Services > Service Updates page in the
web interface

* updateconrig command in the CLI

Step 4 Submit and commit your changes.

After you configure an ETF source, your email gateway begins to fetch threat feeds from a TAXII source.

What to do next

* You can also configure an ETF source using the threatfeedsconfig > sourceconfig subcommand in
the CLI.

« (Optional) Click Suspend Polling ( ** ) icon in the Mail Policies > External Threat Feeds Manager page
to suspend the polling service for a configured ETF source.

* (Optional) Click Resume Polling ( ") icon in the Mail Policies > External Threat Feeds Manager page
to resume the polling service for a configured ETF source.

* (Optional) Click Poll Now in the Mail Policies > External Threat Feeds Manager page to fetch the threat
feeds from the last successful polling interval immediately.

* See Handling Messages Containing Threats, on page 300.

Handling Messages Containing Threats

You can handle messages that contain threats in your email gateway using:

* HAT

* Content or Message filters

Related Topics
* Configuring a Sender Group for Handling Messages containing Threats , on page 307.

* Configuring Content or Message Filters for Handling Messages Containing Threats, on page 307.
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Configuring a Sender Group for Handling Messages containing

Threats

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

You can configure an existing sender group to handle messages that originate from malicious IPs using the
verdict obtained from the ETF engine.

Procedure

Go to Mail Policies > HAT Overview page.

Click an existing sender group that you want to configure to handle messages that contain threats.
Click Edit Settings.

Select the required ETF source to filter malicious IP addresses.

(Optional) Click Add Row to add another ETF source.

Submit and commit your changes.

Configuring Content or Message Filters for Handling Messages
Containing Threats

You can configure one or more of the following content or message filters, to take appropriate actions on
messages that contain threats based on the verdicts obtained from the ETF engine:

» URL Reputation - to detect URLs categorized as malicious by the ETF engine.
* Domain Reputation - to detect domains categorized as malicious by the ETF engine.

+ Attachment by File Info - to detect files categorised as malicious by the ETF engine based on the file
hash.

Related Topics
* Detecting Malicious Domains in Messages Using Content Filter, on page 308.
* Detecting Malicious Domains in Messages Using Message Filter, on page 309
* Detecting Malicious URLs in Messages Using Content Filter, on page 309
* Detecting Malicious URLs in Messages Using Message Filter, on page 311
* Detecting Malicious Files in Message Attachments Using Content Filter, on page 312.

* Detecting Malicious Files in Messages Attachments Using Message Filter , on page 235.
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Detecting Malicious Domains in Messages Using Content Filter

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Step 10
Step 11
Step 12

Use the ‘Domain Reputation’ content filter to detect domains categorized as malicious in messages by the
ETF engine and take appropriate actions on such messages.

Before you begin

* Optional) Create an address list that contains only domains. To create one, go to Mail Policies > Address
Lists page in the web interface or use the addresslistconfig command in the CLI. For more information,
see Mail Policies, on page 265.

* (Optional) Create a Domain Exception List. For more information, see Creating Domain Exception List.

Procedure

Go to Mail Policies > Incoming Content Filters.

Click Add Filter.

Enter a name and description for the content filter.

Click Add Condition.

Click Domain Reputation.

Select External Threat Feeds.

Select the ETF source(s) to detect malicious domain(s) in the header(s) of a message.
Select the required headers to check for the reputation of the domain.

(Optional) Select the list of allow listed domains that you do not want the email gateway to detect for threats
for this content filter.

Click OK.
Click Add Action to configure an appropriate action to take on messages that contain malicious domains.

Submit and commit your changes.

Creating Domain Exception List

Step 1
Step 2
Step 3
Step 4

A Domain Exception List consists of a list of addresses that contain only domains. You can use a Domain
Exception List if you want the email gateway to skip the domain check for all configured Domain Reputation
content or message filters.

Procedure

Go to Security Services > Domain Reputation.
Click Edit Settings under Domain Exception List.
Select the required address list that contains domains only.

Submit and commit your changes.
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What to do next

You can also create a Domain Exception List using the domainrepconfig command in the CLI. For more
information, see the CLI Reference Guide for AsyncOS 12.0 for Cisco Email Security Appliances.

Detecting Malicious Domains in Messages Using Message Filter

As an example, use the following message filter rule syntax to detect malicious domains in messages using
the ETF engine, and take appropriate actions on such messages.

Syntax:

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

Where

* ‘domain-external-threat-feeds' is the Domain reputation message filter rule.
* ‘etf sourcel' is the ETF source(s) used to detect malicious domain(s) in the header(s) of a message.
* ‘mail-from','from' are the required header(s) used to check for the reputation of the domain.

* 'domain_exception list' is the name of a domain exception list. If a domain exception list is not

present it is displayed as "".

Example

In the following example, if the domain in the ‘Errors To:” custom header is detected as malicious
by the ETF engine, the message is quarantined.

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds

(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}

Detecting Malicious URLs in Messages Using Content Filter

Use the ‘URL Reputation’ content filter to detect URLs in messages categorized as malicious by the ETF
engine and take appropriate actions on such messages.

You can configure the '"URL Reputation' content filter for ETF in any one of the following ways:
* Use the 'URL Reputation' condition with any appropriate action.
* Use the 'URL Reputation' action with any or no condition.

* Use the 'URL Reputation' condition and action.
The following procedure is used to detect malciicous URLs using the '"URL Reputation' condition and action:

)

Note * [f you only want to use the "URL Reputation' condition with any appropriate action, do not follow steps
11-20 of the procedure.

« If you only want to use the 'URL Reputation' action with any or no condition., do not follow steps 4-10
of the procedure.
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Step 10
Step 11
Step 12
Step 13
Step 14
Step 15
Step 16

Step 17

Step 18
Step 19
Step 20

Before you begin

 Make sure that you enable URL filtering on your email gateway. To enable URL filtering, go to Security
Services > URL Filtering page in the web interface. For more information, see Protecting Against
Malicious or Undesirable URLs, on page 449.

» Make sure that you enable Outbreak Filters on your email gateway. To enable Outbreak Filters, go to
Security Services > Outbreak Filters page in the web interface. For more information, see Outbreak
Filters, on page 427.

» Make sure that you enable Anti-Spam engine on your email gateway. To enable the Anti-Spam engine,
go to Security Services > Anti-Spam page in the web interface. For more information, see Managing
Spam and Graymail, on page 383.

* (Optional) Create a URL list. To create one, go to Mail Polices > URL Lists page in the web interface.
For more information, see Protecting Against Malicious or Undesirable URLs, on page 449.

Procedure

Go to Mail Policies > Incoming Content Filters.

Click Add Filter.

Enter a name and description for the content filter.

Click Add Condition.

Click URL Reputation.

Select External Threat Feeds.

Select the ETF source(s) to detect malicious URLs.

(Optional) Select the list of allow listed URLSs that you do not want the email gateway to detect for threats.

Select the required Check URLS within option to detect malicious URLSs in the message body and subject
and/or message attachments.

Click OK.

Click Add Action.

Click URL Reputation.

Select External Threat Feeds.

Make sure that you select the same ETF source(s) that you selected in the condition (Step 7).
(Optional) Select the same list of allow listed URLSs that you selected in Step 8.

Select the required Check URLSs within option to detect malicious URLs in the 'message body and subject'
and/or 'message attachments'

Select the required action that you want to perform on the URLs within the message body and subject and/or
message attachments.

Note In Step 16, if you choose the 'Check URLs within' option as 'Attachments', you can only strip the
attachment from the message.

Select whether you want to take actions on all messages or unsigned messages.
Click OK.

Submit and commit your changes.

. User Guide for Async0S 16.0 for Cisco Secure Email Gateway - GD (General Deployment)



| Configuring Email Gateway to Consume External Threat Feeds
Detecting Malicious URLs in Messages Using Message Filter .

Note Ifyou have configured URL Reputation content filters for Web Based Reputation Score (WBRS) and
ETF on your email gateway, it is recommended to set the order of the WBRS URL Reputation content
filter higher than the order of the ETF URL Reputation filter, to improve the performance of your
emal gateway.

Detecting Malicious URLs in Messages Using Message Filter

As an example, use the ‘URL Reputation’ message filter rule syntax to detect malicious URLs in messages
using the ETF engine, and to defang the URL.
Syntax:

defang url in message: if (url-external-threat-feeds (['etf sourcel'],
<'URL_allowedlist'>,
<’message_ attachments'> , <’'message body subject’> ,))

{ url-etf-defang(['etf-sourcel'], "", 0); } <’URL allowedlist’> ,
<’Preserve signed’>)}

Where

* ‘url-external-threat-feeds’ is the URL Reputation rule.

* ‘etf sourcel’ is the ETF source(s) used to detect malicious URLs in the messages or message
attachments.

* ‘URL allowedlist’ isthe name of a URL allowed list. If a URL allowed list is not present, it is displayed
as 4"5.

* ‘message attachments’ is used to check for malicious URLSs in the message attachments. A value of
'l" is used to detect malicious URLSs in the message attachments.

* ‘message_body subject’ isused to check for malicious URLs in the message body and subject. A value
of '1' is used to detect malicious URLSs in the message body and subject.

\}

Note A value of “1,1” is used to detect malciocus URLs in the message body, subject,
and message attachments.

* ‘url-etf-defang’ is one of the actions that you can take on messages that contain malicious URLs.

The following examples are the ETF-based actions that you can apply on messages that contain malicious
URLs:

* url-etf-strip(['etf_sourcel'], "None", 1)

* url-etf-defang-strip(['etf_sourcel'], "None", 1, "Attachment removed")
* url-etf-defang-strip(['etf _sourcel'], "None", 1)

* url-etf-proxy-redirect(['etf sourcel'], "None", 1)

* url-etf-proxy-redirect-strip(['etf_sourcel'], "None", 1)

* url-etf-proxy-redirect-strip(['etf sourcel'], "None", 1, " Attachment removed")
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* url-etf-replace(['etf_sourcel'],"", "None", 1)
* url-etf-replace(['etf_sourcel'], "URL removed", "None", 1)
* url-etf-replace-strip(['etf_sourcel'], "URL removed ", "None", 1)

* url-etf-replace-strip(['etf_sourcel'], "URL removed*", "None", 1, "Attachment removed")

* ‘Preserve_signed’ isrepresented by ‘1’ or ‘0’. ‘1’ indicates that this action applies to unsigned messages
only and ‘0’ indicates that this action applies to all messages.

In the following example, if a URL in the message attachment is detected as malicious by the ETF
engine, the attachment is stripped.

Strip Malicious URLs: if (true) {url-etf-strip(['threat feed source'], "", 0);}

Detecting Malicious Files in Message Attachments Using Content Filter

Use the ‘Attachment File Info’ content filter to detect files in message attachments categorized as malicious
by the ETF engine, and take appropriate actions on such messages.

\}

Note The ETF engine performs a lookup based on the file hash of a file.

You can configure the 'Attachment File Info' content filter for ETF in any one of the following ways:

* Use the 'Attachment File Info' condition with any appropriate action.
* Use the 'Strip Attachment by File Info' action with any or no condition.

* Use the 'Attachment File Info' condition and 'Strip Attachment by File Info' action.

The following procedure is used to detect malicious files in message attachments using the 'Attachment by
File Info' condition and 'Strip Attachment by File Info' action:

\}

Note * If you only want to use the 'Attachment File Info' condition with any appropriate action, do not follow
steps 10-15 of the procedure.

* If you only want to use the 'Strip Attachment by File Info' action with any or no condition., do not follow
steps 4-9 of the procedure.

Before you begin

(Optional) Create a File Hash Exception List. To create one, go to Mail Policies > File Hash Lists page in the
web interface. For more information, see Creating File Hash List, on page 313.
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10
Step 11
Step 12
Step 13
Step 14
Step 15

Creating File Hash List .

Procedure

Go to Mail Policies > Incoming Content Filters.

Click Add Filter.

Enter a name and description for the content filter.

Click Add Condition.

Click Attachment File Info.

Select External Threat Feeds.

Select the ETF source(s) to detect malicious files using file hashes.

(Optional) Select the list of file hashes that you do not want the email gateway to detect for threats.
Click OK.

Click Add Action.

Click Strip Attachment by File Info.

Select External Threat Feeds.

Make sure that you select the same ETF source(s) that you selected in the condition (Step 7).
(Optional) Select the same list of file hashes that you selected in Step 8.

Submit and commit your changes.

Creating File Hash List

Step 1
Step 2
Step 3
Step 4
Step 5

Procedure

Go to Mail Policies > File Hash Lists.

Click Add File Hash List.

Check the required file hash type - ‘SHA256’ or ‘MD5' or all of the above.

Enter the file hashes (that you selected in Step 3) separated by commas or in new lines.

Submit and commit your changes.

Detecting Malicious Files in Messages Attachments Using Message Filter

As an example, use the following message filter rule syntax to detect files in message attachments categorized
as malicious by the ETF engine, and take appropriate actions on such messages.

Syntax:

Strip malicious files: if (file-hash-etf-rule (['etf sourcel'], <'file hash exception list'>))

{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,
"file stripped from message attachment"); }

Where:

* ‘file-hash-etf-rule' is the Attachment File Info message filter rule
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* ‘etf sourcel' isthe ETF source(s) used to detect malicious files in the messages based on the file hash.

* 'file hash exception list' is the name of a file hash exception list. If a file hash exception list is
not present, it is displayed as “”.

* 'file-hash-etf-strip-attachment-action' is the name of the action that you want to apply on
messages that contain malicious files.

In the following example, if a message contains a message attachment detected as malicious by the
ETF engine, the attachment is stripped.

Strip Malicious Attachment: if (true) {file-hash-etf-strip-attachment-action
(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

Attaching Content Filter to Incoming Mail Policy

Step 1
Step 2
Step 3
Step 4
Step 5

You can attach one or more of the content filters that you configured to detect malicious domains, URLSs, or
file hashes in messages to an incoming mail policy.

Procedure

Go to Mail Policies > Incoming Mail Policies.

Click the link below Content Filtersof a particular mail policy.

Select Enable Content Filters (Customize Settings).

Select the Content Filters that you created for detecting malicious domains, URLSs or file hashes.

Submit and commit your changes.

What to do next

After you attach the content filter to an incoming mail policy, your email gateway begins to take actions on
messages based on the verdicts received from the ETF engine.

External Threat Feeds and Clusters

If you use centralized management, you can enable the ETF engine and mail policies at the cluster, group,
and machine level.

Monitoring External Threat Feeds Engine Updates

If you have enabled service updates, the ETF engine updates are retrieved from the Cisco update servers.
However, in some scenarios (for example, you have disabled automatic service updates or automatic service
update is not working), you might want to manually check for ETF engine updates.

You can manually update the ETF engine in any one of the following ways:
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* Go to Security Services > External Threat Feeds page in the web interface, and click Update Now.

* Use the threatfeedupdate command in the CLI.

To know the details of the existing ETF engine, see the ‘External Threat Feeds Engine Updates’ section in
the Security Services > External Threat Feeds page in the web interface or use the threatfeedstatus command
in CLI.

Viewing Alerts

The following table lists the alerts generated by the ETF engine, including a description of the alert and the
alert severity.

Component/Alert Name Message and Description Parameters

ETF ENGINE ALERT Unable to fetch the observables ‘source’ - The name of the TAXII
from the source: $source_name source.

after 3 failed attempts. ‘reason’ - The reason why the

Reason for failure: $reason polling failed.

Information. Sent when polling
feeds from a TAXII source fails.

ETF ENGINE ALERT The storage limit of $count $count - The allowed number of
observables exceeded for the observables per type.

observable type: $type. $ type - The type of the observable.

Information. Sent when the number
of permitted observables exceeded.

Displaying Threat Details in Message Tracking

You can view the message details that contain threats corresponding to the selected IOCs from the selected
ETF source(s).

Before you begin

» Make sure that you enable the Message Tracking feature on the email gateway. To enable Message
Tracking, go to Security Services > Centralized Services > Message Tracking page in the web interface.

* Content or Message filters for detecting threats in messages are operational.

Procedure

Step 1 Go to Monitor > Message Tracking.
Step 2 Click Advanced.
Step 3 Check External Threat Feeds under Message Event.
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Step 4 Select the required IOC(s) to track messages containing threats corresponding to the selected IOCs.

Step 5 (Optional) Select All External Threat Feed Sources to view the messages that contain threats based on the
available and deleted ETF source(s) configured in the email gateway.

Step 6 (Optional) Select Current External Threat Feed Sources and choose the required ETF source(s) to view
the messages that contain threats based on the available ETF source(s) configured in the email gateway.

Step 7 (Optional) Enter the name of a particular ETF source in the 'External Threat Feed Sources' field to view
messages that contain threats based on this ETF source.

Step 8 Click Search.
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Sender Domain Reputation Filtering

This chapter contains the following sections:

* Overview of Sender Domain Reputation Filtering, on page 317

* How to Filter Messages based on Sender Domain Reputation, on page 320

* Enabling Sender Domain Reputation Filtering on Email Gateway, on page 320

* Tuning Sender Domain Reputation Policy , on page 321

* Configuring Message or Content Filter for Handling Messages based on Sender Domain Reputation, on
page 322

+ Attaching Content Filter to Incoming Mail Policy, on page 326

* Sender Domain Reputation Filtering and Clusters, on page 326

* Displaying Sender Domain Reputation Details in Message Tracking, on page 326

* Viewing Alerts, on page 327

* Viewing Logs, on page 327

Overview of Sender Domain Reputation Filtering

Cisco Talos Sender Domain Reputation (SDR) is a cloud service that provides a reputation verdict for email
messages based on the domains provided in the email envelope and header. Examples may include domains
from - HELO/EHLO strings, envelope and header "From" addresses, "Reply-to" addresses, and
"List-Unsubscribe" headers.

The domain-based reputation analysis enables a higher spam catch rate by looking beyond the reputation of
shared IP addresses, hosting or infrastructure providers, and derives verdicts based on features that are
associated with fully qualified domain names (FQDNSs) and other sender information in the Simple Mail
Transfer Protocol (SMTP) conversation and message headers.

The Sender Domain Age option is replaced with Sender Maturity from AsyncOS 14.2.x release onwards.
Sender Maturity is an important feature to establish sender reputation. Sender Maturity is automatically
generated for spam classification based on multiple sources of information and can differ from “Whois-based
domain age.” Sender Maturity is set to a limit of 30 days, and beyond this limit, a domain is considered mature
as an email sender, and no further details are provided.

From this release onwards, an additional Sender Domain Reputation check is performed after the sender
header of the message is received. Messages with a Threat Level that matches the configured SDR reject level
(in your email gateway) are rejected.
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Note From this release onwards, the 'SDR Domain Age' configured filters are automatically updated to the 'SDR
Sender Maturity' filters. The filters with an invalid value for Sender Maturity are marked as 'inactive' after
the upgrade. Make sure you review and modify the message and content filters accordingly.

)

Note The Sender Maturity functionality uses the current time of your email gateway to display the Sender Maturity
information in the logs and to match the required filter conditions. Make sure your email gateway is configured
with the correct time based on your time zone.

After you upgrade to AsyncOS 14.2.x release, the legacy SDR verdicts in the content or message filters,
reporting, and message tracking are replaced with the new SDR verdicts as follows:

* Untrusted

* Questionable

* Neutral

* Favorable

* Trusted

» Unknown
For more information about the recommended actions, you can take for each new SDR verdict, see SDR
Verdicts, on page 318.

For more information, see the Cisco Talos Sender Domain Reputation (SDR) white paper in the Security
Track of the Cisco Customer Connection program at http://www.cisco.com/go/ccp.

\}

Note * You must create a Cisco Customer Connection account to access the SDR white paper.

* Like Cisco IPAS disputes, submit SDR disputes by opening a support request with the Cisco Technical
Assistance Center (TAC).

SDR Verdicts

The following table lists the SDR verdict names, descriptions, and recommended actions:
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Table 36: SDR Verdicts

soR Verdicts ]

Verdict Name

Description

Recommended Action

Untrusted

The worst reputation verdict.

Safest recommended blocking
threshold. Expect to see
false-negatives (FN) if the blocking
threshold is set to only this verdict,
which prioritizes delivery over
security.

Block the message.

Questionable

This verdict has a low and
relatively safe false-positive (FP)
rate and might not be safe for all
organizations.

Not blocking on this verdict
prioritizes delivery over security,
but it results in false-negatives.

Scan the message with the other
engines configured on your email
gateway. Block only after review.
For more information, see Tuning
Sender Domain Reputation Policy
, on page 321.

Neutral

The most common verdict, assigned
to legitimate and mixed-use
domains, associated with weak
indicators that prevent a favorable
verdict.

Scan the message with the other
engines configured on your email
gateway.

Favorable

The sender is using a fair domain
that is not a new domain. The
sender is following sender best
practices, including, but not limited
to using SPF, DKIM-signing,
employing DMARC, and not
sending spam.

Scan the message with the other
engines configured on your email
gateway.

Trusted

A rare verdict that indicates the
sender is using a certified domain,
where messages are authenticated
by DKIM (aligned on the “From:”
header domain).

Allow the message.

For more information on how to
bypass subsequent engines , use
Message Filter rules such as
"skip-spamcheck,"
"skip-viruscheck," and so on, see
the “Message Filter Actions”
section in the Using Message
Filters to Enforce Email Policies,
on page 137.

Unknown

The sender is using domains that
SDR does not recognize or cannot
use to establish a reputation.

Scan the message with the other
engines configured on your email
gateway.
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How to Filter Messages based on Sender Domain Reputation

Steps Do This More Information
Step 1 Enable SDR filtering on Cisco Enabling Sender Domain
Email Security Gateway. Reputation Filtering on Email

Note After you upgrade to Gateway, on page 320

AsyncOS 12.0, SDR
queries are enabled by
default.

Step 2 [Optional] Perform a review of the | Tuning Sender Domain Reputation
SDR configuration in your email | Policy , on page 321
gateway to establish an appropriate

SDR policy
Step 3 Configure a message or content | Configuring Message or Content
filter to handle messages based on | Filter for Handling Messages based
SDR. on Sender Domain Reputation, on
page 322
Step 4 Attach the content filter that you | Attaching Content Filter to

configured to filter messages based | Incoming Mail Policy, on page 326
on SDR to an incoming mail policy.

Enabling Sender Domain Reputation Filtering on Email Gateway
A\

Note  After you upgrade to AsyncOS 12.0, SDR queries are enabled by default.

Procedure
Step 1 Go to Security Services > Domain Reputation.
Step 2 Click Enable.
Step 3 Check Enable Sender Domain Reputation Filtering.
Step 4 (Optional) Uncheck Include Additional Attributes if you do not want the SDR service to check for SDR

based on the additional attributes of the message.

The Include Additional Attributes option is enabled by default, and the SDR service checks for SDR based
on the additional attributes of the message. The following additional attributes of the message are included
in the SDR check to improve the efficacy:

» Username part of the email address present in the 'Envelope From:,' 'From:,' and 'Reply-To:'
headers.
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Step 5

Step 6

Step 7

Step 8
Step 9

Step 10

Tuning Sender Domain Reputation Policy .

* Display name in the 'From: ' and 'Reply-To: ' headers.

(Optional) Enter the number of elapsed seconds before the SDR query times out.

Note Modifying the SDR query timeout value may impact the performance of mail processing.

(Optional) Check Match Domain Exception List based on Domain in Envelope From: if you want the
email gateway to skip the SDR check based on the domain in the Envelope From: header only.

Move the Range Slider to choose the required SDR verdict range to accept or reject messages at the SMTP
conversation level.

Note  After you upgrade to AsyncOS 14.x and later, the range slider by default points to the Untrusted
verdict. All messages with the Untrusted verdict are dropped at the SMTP conversation level.

Note  You cannot select the Favorable verdict to reject messages because the verdict indicates that the sender
uses a certified domain.

Click Submit .
(Optional) Click | Agree if you want to accept the SDR Include Additional Attributes Agreement message.

Note The SDR Include Additional Attributes Agreement message appears only when you select the Include
Additional Attributes option.

Click Commit to commit your changes.

What to do next

Review the SDR configuration in your email gateway to establish an appropriate SDR policy. See Tuning
Sender Domain Reputation Policy , on page 321.

Tuning Sender Domain Reputation Policy

Step 1
Step 2

Step 3

SDR recommends default behaviors for each verdict. However, if optimal tuning of false-positives and
false-negatives is essential to your organization, follow the given steps to tune the SDR policy based on your
security requirements.

Procedure

Enable SDR on your email gateway without configuring any SDR policy actions for 10 days.

Use the Message Tracking functionality to review messages based on the SDR verdict.

For more information, see Displaying Sender Domain Reputation Details in Message Tracking, on page 326.
You can search for messages that received a verdict of 'Untrusted' or 'Questionable.'

Review the messages obtained from the Message Tracking search (performed in step 2) for any false positives
or false negatives.
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False positives are messages that require to be delivered to the recipient’s mailbox but received a verdict of
'Questionable' or especially 'Untrusted.' False-negatives are messages that have not received an 'Untrusted'
verdict but are expected to be blocked based on the message attributes related to SDR.

Step 4 [If false-positives are present because the message received an 'Untrusted' verdict] Open a support ticket with
Cisco TAC before you proceed to configure SDR policy to block messages based on the 'Untrusted' verdict.

Note In most use-cases, Cisco Talos expects you to block messages with an 'Untrusted' verdict.

Step 5 Use the recommended safe 'Untrusted' threshold if false-positives are present in the messages that received a
“Questionable” verdict.

Note If you do not use the 'Untrusted' threshold, you can block messages based on the more aggressive
'Questionable’ threshold. For more information, see Configuring Message or Content Filter for Handling
Messages based on Sender Domain Reputation, on page 322.

Note The 'Questionable' verdict is associated with large volume senders that send spam messages but might
also deliver legitimate (mostly low-priority) bulk email. It is appropriate to block messages after review
based on your security requirements.

Configuring Message or Content Filter for Handling Messages
based on Sender Domain Reputation

You can use the ‘Domain Reputation’ message or content filter in any one of the following ways to filter
messages based on SDR, and take appropriate actions on such messages:

 Sender Domain Verdict
* Sender Maturity

» Sender Domain Unscannable

)

Note The Sender Domain Age option is replaced with Sender Maturity from AsyncOS 14.2.x release onwards.
Sender Maturity is already incorporated into the SDR verdict. It is generally not recommended to filter messages
based on Sender Maturity, except for special use-cases.

Related Topics

* Tuning Sender Domain Reputation Policy , on page 321
» Filtering Messages based on Sender Domain Reputation using Message Filter, on page 323

* Filtering Messages based on Sender Domain Reputation using Content Filter, on page 324
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Filtering Messages based on Sender Domain Reputation using Message Filter

Filtering Messages based on Sender Domain Verdict

)

Note The recommended blocking threshold is "Untrusted." For more information about SDR verdicts, see SDR
Verdicts, on page 318 and for tuning SDR policy, see Tuning Sender Domain Reputation Policy , on page 321

Syntax:

drop_msg_based on_sdr verdict:

if sdr-reputation (['untrusted', 'questionable'], "<domain exception list>")
{drop () ;}

Where:

* 'drop msg_based on_sdr_ verdict'is the name of the message filter.
* 'sdr-reputation' is the Domain Reputation message filter rule.

* 'untrusted', 'questionable' is the range of the sender domain verdict used to filter messages based
on SDR.

* "domain_exception list' is the name of a domain exception list. If a domain exception list is not
present it is displayed as "".

* '"drop' is the action applied on the message.

Example
In the following message, if the SDR verdict is 'Unknown', the message is quarantined.

quarantine_unknown_sdr_verdicts:
if sdr-reputation (['unknown'],
{quarantine ("Policy") }

wy

Filtering Messages based on Sender Maturity

\)

Note The Sender Domain Age option is replaced with Sender Maturity from AsyncOS 14.2.x release onwards.
Sender Maturity is already incorporated into the SDR verdict. It is generally not recommended to filter messages
based on Sender Maturity, except for special use-cases. Sender Maturity is set to a limit of 30 days, and beyond
this limit, a domain is considered mature as an email sender, and no further details are provided.

Syntax:
<msg_filter name>

if sdr-maturity (<‘unit'>, <‘operator'> <‘actual value’>)
{<action>}

Where:

* ‘sdr-maturity' is the Sender Maturity message filter rule.

* ‘unit' is the number of ‘days,” ‘years,” ‘months,’ or 'weeks' option used to filter messages based on the
sender maturity.
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* ‘operator' are the following comparison operators used to filter messages based on the sender maturity:
* —> (Greater than)
» —>= (Greater than or equal to)
* — <(Lesser than)
» — <= (Lesser than or equal to)
+ —==(Equal to)
* — 1= (Not equal to)

* — Unknown
* ‘actual value' is the number used to filter messages based on the sender maturity.

Examples

In the following message, if the maturity of the sender domain is unknown, the message is dropped.

Drop Messages Based On SDR Maturity: if (sdr-maturity ("unknown", "")) {drop();}

In the following message, if the maturity of the sender domain is less than one month, the message is dropped.

Drop_Messages Based On_SDR Maturity: if (sdr-maturity ("months", <, 1, "")) { drop(); }

Filtering Messages based on Sender Domain Unscannable

Syntax:

<msg_ filter name>
if sdr-unscannable (<'domain_ exception_list'>)
{<action>}

Where:
* 'sdr-unscannable' is the Domain Reputation message filter rule.
'domain exception list' is the name of a domain exception list. If a domain exception list is not
present it is displayed as "".
Example
In the following message, if the message failed the SDR check, the message is quarantined.

Quarantine Messages_ Based On_Sender Domain Unscannable: if (sdr-unscannable (""))

{quarantine ("Policy");}

Filtering Messages based on Sender Domain Reputation using Content Filter

Before you begin

* (Optional) Create an address list that contains only domains. To create one, go to Mail Policies > Address
Lists page in the web interface or use the addresslistconfig command in the CLI. For more information,
see Mail Policies, on page 265.
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* (Optional) Create a Domain Exception List. For more information, see Creating Domain Exception List,

on page 325.
Procedure
Step 1 Go to Mail Policies > Incoming Content Filters.
Step 2 Click Add Filter.
Step 3 Enter a name and description for the content filter.

Step 4 Click Add Condition.
Step 5 Click Domain Reputation.
Step 6 Choose any one of the following conditions to filter messages based on SDR:

» Select Sender Domain Reputation Verdict to choose a verdict range to filter messages based on the
verdict received from the SDR service.

Note The recommended blocking threshold is "Untrusted." For more information about SDR Verdicts,
see SDR Verdicts, on page 318.

* Select Sender Maturity, choose the comparison operator, enter a number, and choose the time period
to filter messages based on the maturity of the sender domain.

Note The Sender Domain Age option is replaced with Sender Maturity from AsyncOS 14.2.x release
onwards. Sender Maturity is already incorporated into the SDR verdict. It is generally not
recommended to filter messages based on Sender Maturity, except for special use-cases. Sender
Maturity is set to a limit of 30 days, and beyond this limit, a domain is considered mature as an
email sender, and no further details are provided.

» Select Sender Domain Reputation Unscannable to filter messages that failed the SDR check.

Step 7 (Optional) Select the list of allow listed domains that you do not want the email gateway to filter messages
based on SDR.

Step 8 Click Add Action to configure an appropriate action to take on messages based on SDR.

Step 9 Submit and commit your changes.

Creating Domain Exception List

A domain exception list consists of a list of addresses that contain only domains. You can use a domain
exception list to skip the SDR check for all incoming messages, irrespective of the mail policies configured
on your Cisco Email Security Gateway.

\}

Note If you want to skip SDR content filter actions on incoming messages for specific mail policies, you need to
select the domain exception list in the Domain Reputation content filter.

Criteria for using Domain Exception List

If you want to skip the SDR check based on the domain in the Envelope From: header only, select the ‘Match
Domain Exception List based on Domain in Envelope From:’ option in the Domain Reputation settings page.
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Step 1
Step 2
Step 3
Step 4

Sender Domain Reputation Filtering |

If you disable the 'Match Domain Exception List based on Domain in Envelope From:' option, the SDR check
is skipped, if any of the domains in the HELO:, RDNS:, Envelope From:, From: and Reply-To: are configured
in the domain exception list.

Procedure

Go to Security Services > Domain Reputation.
Click Edit Settings under Domain Exception List.
Select the required address list that contains domains only.

Submit and commit your changes.

What to do next

You can also create a Domain Exception List using the domainrepconfig command in the CLI. For more
information, see the CLI Reference Guide for AsyncOS for Cisco Email Security Appliances.

Attaching Content Filter to Incoming Mail Policy

Step 1
Step 2
Step 3
Step 4
Step 5

You can attach the content filter that you configured to filter messages based on SDR to an incoming mail
policy.

Procedure

Go to Mail Policies > Incoming Mail Policies.

Click the link below Content Filters.

Make sure to sele