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     [bookmark: pgfId-127537]Firepower System Release Notes
 
    [bookmark: pgfId-127541]Version: Version 6.1.0
 
    [bookmark: pgfId-127542]First Published: August 29, 2016
 
    [bookmark: pgfId-127543]Last Updated: September 27, 2018
 
    [bookmark: pgfId-326067]Even if you are familiar with the update and reimage process, make sure you thoroughly read and understand these release notes, which describe supported platforms, and product and web browser compatibility. They also contain detailed information on prerequisites, warnings, and installation.
 for more information. 
    
 in the Cisco Bug Search Tool. 
    
 
    [bookmark: pgfId-320457]Tip: To access the full documentation for the Firepower System, see the documentation roadmap at http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html.
 
    [bookmark: pgfId-322205]Caution: If you want to perform a system update readiness check, or if you want to perform a hitless update process for Firepower Threat Defense devices in a high availability pair, you must install the Firepower System Version 6.1.0 Pre-Installation package before updating toVersion 6.1.0. For more information, see http://www.cisco.com/c/en/us/td/docs/security/firepower/610/relnotes/Firepower_System_Release_Notes_Pre_Installation_Package_Version_610.html.
 
    [bookmark: pgfId-127569]For more information about the Version 6.1.0 update, see the following sections:
 
     
     	 [bookmark: pgfId-127573]Supported Platforms and Environments
 
     	 [bookmark: pgfId-127577]Management Capability
 
     	 [bookmark: pgfId-127581]New Features and Functionality
 
     	 [bookmark: pgfId-127585]Terminology and Documentation
 
     	 [bookmark: pgfId-127589]Compatibility
 
     	 [bookmark: pgfId-127593]Updating vs. Reimaging vs. Deploying
 
     	 [bookmark: pgfId-127597]Important Update Notes
 
     	 [bookmark: pgfId-127601]Updating to Version 6.1.0
 
     	 [bookmark: pgfId-127609]Resolved Issues
 
     	 [bookmark: pgfId-127613]Known Issues
 
     	 [bookmark: pgfId-127617]For Assistance
 
    
 
   
 
    
     [bookmark: pgfId-127619][bookmark: 79359]Supported Platforms and Environments
 
    [bookmark: pgfId-162655]You can run Version 6.1.0 on the platforms and environments in the following table. For more information about management in Version 6.1.0, see Compatibility.
 
     
      
       
       [bookmark: pgfId-162665]Table 1 Supported Platforms and Environments
 
       
       
        
        	[bookmark: pgfId-162669]Supported Platform
  
        	[bookmark: pgfId-162671]Supported Environments
  
       
 
        
        	[bookmark: pgfId-162676]Firepower Management Centers: the MC750, MC1500, MC2000, MC3500, and MC4000
  
        	[bookmark: pgfId-162678]n/a
  
       
 
        
        	[bookmark: pgfId-162683]64-bit Firepower Management Centers Virtual 
  
        	 
          
          	 [bookmark: pgfId-162686]VMware vSphere/VMware ESXi 5.5
 
          	 [bookmark: pgfId-162687]VMware vSphere/VMware ESXi 6.0
 
          	 [bookmark: pgfId-162689]Amazon Web Services (AWS)
 
          	 [bookmark: pgfId-162690]Kernel-based virtual machine (KVM) hypervisor
 
         
  
       
 
        
        	[bookmark: pgfId-162695]7000 and 8000 Series devices (the 7010, 7020, 7030, 7050, 7110, 7115, 7120, 7125, 8120, 8130, 8140, 8250, 8260, 8270, 8290, 8350, 8360, 8370, 8390, AMP7150, AMP8050, AMP8150, AMP8350, AMP8360, AMP8370, and AMP8390)
  
        	[bookmark: pgfId-162697]n/a
  
       
 
        
        	[bookmark: pgfId-162702]Firepower NGIPSv devices
  
        	 
          
          	 [bookmark: pgfId-162704]VMware vSphere/VMware ESXi 5.5
 
          	 [bookmark: pgfId-162706]VMware vSphere/VMware ESXi 6.0
 
         
  
       
 
        
        	[bookmark: pgfId-316335]ASA with FirePOWER Services: ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, ASA 5585-X
 [bookmark: pgfId-162712]Note: You can also configure the ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5516-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, and ASA 5585-X using ASDM instead of the Firepower Management Center.
  
        	 
          
          	 [bookmark: pgfId-316307]ASA Version 9.5(2) and later
  Note that the ASA 5506-X does not support the ASA FirePOWER module when running ASA Version 9.5(x). 
 
          	 [bookmark: pgfId-316308]ASA Version 9.6(x)
 
          	 [bookmark: pgfId-316309]ASA Version 9.7(x)
 
          	 [bookmark: pgfId-316310]ASA Version 9.8(x)
 
          	 [bookmark: pgfId-316311]ASA Version 9.9(x)
 
          	 [bookmark: pgfId-316312]ASDM Version 7.6(2) and later
 
         
 [bookmark: pgfId-316313]The ASA 5506-X, ASA 5508-X, and ASA 5516-X require ROMMON Version 1.1.8 or later.
  
       
 
        
        	[bookmark: pgfId-162748]Cisco ASA with Firepower Threat Defense: ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5516-X
 [bookmark: pgfId-162749]Note: You can also configure these devices as Firepower Threat Defense devices managed by Firepower Device Manager.
  
        	[bookmark: pgfId-162762]ROMMON Version 1.1.8 or later
  
       
 
        
        	[bookmark: pgfId-162767]Cisco ASA with Firepower Threat Defense: ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, and ASA 5555-X
 [bookmark: pgfId-162768]Note: You can also configure these devices as Firepower Threat Defense devices managed by Firepower Device Manager.
  
        	[bookmark: pgfId-162776]n/a
  
       
 
        
        	[bookmark: pgfId-162780]Firepower 9300 Appliance with Firepower Threat Defense (with SM-24, SM-36, or SM-44 modules)
  
        	[bookmark: pgfId-162788]FXOS Version 2.0.1 or later with ROMMON Version 1.0.10 and FPGA Version 1.5 or later
 in the Cisco Bug Search Tool.
  
       
 
        
        	[bookmark: pgfId-162793]Firepower 41xx Series with Firepower Threat Defense: Firepower 4110, Firepower 4120, Firepower 4140, and Firepower 4150
  
        	[bookmark: pgfId-162801]FXOS Version 2.0.1 or later with ROMMON Version 1.0.10 and FPGA Version 1.5 or later
 in the Cisco Bug Search Tool.
  
       
 
        
        	[bookmark: pgfId-162807]Firepower Threat Defense Virtual
  
        	 
          
          	 [bookmark: pgfId-162810]VMware vSphere/VMware ESXi 5.5
 
          	 [bookmark: pgfId-162811]VMware vSphere/VMware ESXi 6.0
 
          	 [bookmark: pgfId-162813]Amazon Web Services (AWS)
 
          	 [bookmark: pgfId-162814]Kernel-based virtual machine (KVM) hypervisor
 
         
  
       
 
       
     
 
    
 
     
      [bookmark: pgfId-127786][bookmark: 26828]Management Capability
 
     [bookmark: pgfId-127790]See the following sections for information about the management options in Version 6.1.0:
 
      
      	 [bookmark: pgfId-127794]Management Capability: Firepower Management Center
 
      	 [bookmark: pgfId-127798]Local Management Capability: ASA FirePOWER Module, Firepower Device Manager, and 7000 and 8000 Series Devices
 
     
 
    
 
     
      [bookmark: pgfId-127803]Management Capability: [bookmark: 15155]Firepower Management Center
 
     [bookmark: pgfId-127810]You can use the Firepower Management Center web interface to configure and manage the Firepower Management Center and its managed devices. Alternatively, you can use the user interface on specific device platforms to configure and manage those specific device platforms (see Local Management Capability: ASA FirePOWER Module, Firepower Device Manager, and 7000 and 8000 Series Devices for more information).
 
     [bookmark: pgfId-127820]If a managed device is running Version 6.1.0, you must use at least Version 6.1 of the Firepower Management Center to manage the device. If a Firepower Management Center is running Version 6.1.0, it can manage devices running the versions specified in the table below.
 
     [bookmark: pgfId-127961]
 
      
       
        
        [bookmark: pgfId-127832]Table 2 Device Version Requirements for Firepower Management Center Management
 
        
        
         
         	[bookmark: pgfId-127836]Device
  
         	[bookmark: pgfId-127841]Minimum Version to be Managed by a Firepower Management Center Running Version 6.1.0
  
        
 
         
         	[bookmark: pgfId-127849]7000 and 8000 Series managed devices
  
         	[bookmark: pgfId-127851]Version 5.4.0.2 or later, 6.0.0 or later, 6.01 or later, and 6.1 or later of the Firepower System
  
        
 
         
         	[bookmark: pgfId-127859]Firepower NGIPSv
  
         	[bookmark: pgfId-149199]Version 5.4.0.2 or later, 6.0.0 or later, 6.01 or later, and 6.1 or later of the Firepower System
  
        
 
         
         	[bookmark: pgfId-127869]ASA with FirePOWER Services: ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, ASA 5585-X-SSP-10, ASA 5585-X-SSP-20, ASA 5585-X-SSP-40, and ASA 5585-X-SSP-60
  
         	[bookmark: pgfId-149214]Version 5.4.0.2 or later, 6.0.0 or later, 6.01 or later, and 6.1 or later of the Firepower System
  
        
 
         
         	[bookmark: pgfId-127879]ASA with FirePOWER Services: ASA 5506-X, ASA 5506W-X, ASA 5506H-X, ASA 5508-X, and ASA 5516-X
  
         	[bookmark: pgfId-127881]Version 5.4.1.1 or later, 6.0.0 or later, 6.01 or later, and 6.1 or later of the Firepower System
  
        
 
         
         	[bookmark: pgfId-127889]Firepower Threat Defense on ASA 5506-X, ASA 5506W-X, ASA 5506H-X, ASA 5508-X, ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA 5545-X, or ASA 5555-X 
  
         	[bookmark: pgfId-127894]Version 6.0.1 or later and Version 6.1.0 or later of the Firepower System
  
        
 
         
         	[bookmark: pgfId-127902]Firepower Threat Defense on Firepower 9300 Appliance
  
         	[bookmark: pgfId-127906]With the SM-24 or SM-36 modules: Version 6.0.1 of the Firepower System
With the SM-44 module: Version 6.1 of the Firepower System
  
        
 
         
         	[bookmark: pgfId-127918]Firepower Threat Defense on Firepower 4110 Security Appliance, Firepower 4120 Security Appliance, Firepower 4140 Security Appliance, and Firepower 4150 Security Appliance
  
         	[bookmark: pgfId-127938]On the Firepower 4110, Firepower 4120, and Firepower 4140: Version 6.0.1 of the Firepower System
On the Firepower 4150: Version 6.1 of the Firepower System
  
        
 
         
         	[bookmark: pgfId-127949]Firepower Threat Defense Virtual
  
         	[bookmark: pgfId-127954]On VMware: Version 6.0.1 of the Firepower System
On AWS: Version 6.0.1 of the Firepower System
On KVM: Version 6.1 of the Firepower System
  
        
 
        
      
 
     
 
    
 
     
      [bookmark: pgfId-127966][bookmark: 30689]Local Management Capability: ASA FirePOWER Module, Firepower Device Manager, and 7000 and 8000 Series Devices
 
     [bookmark: pgfId-127970]You can use these local management options on specific device platforms to configure and manage those specific device platforms. Alternatively, you can use the Firepower Management Center web interface to configure and manage the Firepower Management Center and its managed devices (see Management Capability: Firepower Management Center for more information).
 
     [bookmark: pgfId-127983]ASA FirePOWER module managed by ASDM
 
     [bookmark: pgfId-127984]Supported Platforms: ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5516-X, ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, ASA 5585-X-SSP-10, ASA 5585-X-SSP-20, ASA 5585-X-SSP-40, ASA 5585-X-SSP-60
 
     [bookmark: pgfId-127985]You can use ASDM to manage and configure ASA FirePOWER modules running Version 6.1 on these ASA devices. For more information, see the Cisco ASA with FirePOWER Services Local Management Configuration Guide.
 
     [bookmark: pgfId-127992]Firepower Device Manager
 
     [bookmark: pgfId-127993]Supported Platforms: ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA 5545-X, and ASA 5555-X
 
     [bookmark: pgfId-128002]You can use the Firepower Device Manager web interface to configure and manage these devices running Version 6.1.0 of Firepower Threat Defense. For more information, see the Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager.
 
     [bookmark: pgfId-128010]7000 and 8000 Series Devices
 
     [bookmark: pgfId-128011]Supported Platforms: 7010, 7020, 7030, 7050, 7110, 7115, 7120, 7125, 8120, 8130, 8140, 8250, 8260, 8270, 8290, 8350, 8360, 8370, 8390, AMP7150, AMP8050, AMP8150, AMP8350, AMP8360, AMP8370, and AMP8390
 
     [bookmark: pgfId-128018]You can use the web interface for an 7000 and 8000 Series running Version 6.1.0 to manage limited configurations on those individual devices. You must use the Firepower Management Center to manage access control policies and other policy and configuration items not accessible from the 7000 and 8000 Series web interface. For more information, see the Firepower Management Center Configuration Guide.
 
    
 
   
 
    
     [bookmark: pgfId-128029][bookmark: 27113]New Features and Functionality
 
     
      
       
       [bookmark: pgfId-128043]Table 3 New Features in Version 6.1.0: Threat-Focused Enhancements 
 
       
       
        
        	[bookmark: pgfId-128049]New Feature
  
        	[bookmark: pgfId-128051]Description
  
        	[bookmark: pgfId-128053]Supported Platforms
  
       
 
        
        	[bookmark: pgfId-128078]SafeSearch / YouTube EDU Policies
  
        	[bookmark: pgfId-149310]In a use case primarily designed to address requirements by educational institutions, Firepower Version 6.1.0 now provides support for organizations that want to control what results can be returned utilizing a search engine, as well as control which YouTube videos can be viewed by students.
 [bookmark: pgfId-149311]SafeSearch is a feature provided by many search engines. When enabled, every time a user performs a search query, SafeSearch filters out objectionable content and stops people from searching adult sites. Firepower policy rules allow you to both enable SafeSearch in the search engines that support the feature as well as enforce how search engines that do not support SafeSearch should be handled (i.e., Allow, Block, or Block with Reset).
 [bookmark: pgfId-149312]YouTube EDU is a service provided by YouTube for use by educational institutions. It allows them to create their own YouTube Channel and publish their video courseware on that channel for their students to access. Firepower access control rules can now specify a list of that courseware, enabling students to access their educational content, while restricting them from viewing non-educational content. Institutions must have a YouTube account for this feature to work.
 [bookmark: pgfId-128083]It should be noted that SSL decryption policies must be configured for both of these features to work, especially because most search engines are now using SSL encryption.
  
        	 
          
          	 [bookmark: pgfId-128088]Firepower Management Center
 
          	 [bookmark: pgfId-128091]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128096]7000 and 8000 Series
 
          	 [bookmark: pgfId-128097]NGIPSv
 
          	 [bookmark: pgfId-128100]ASA with FirePOWER Services
 
          	 [bookmark: pgfId-128105]Firepower Threat Defense
 
          	 [bookmark: pgfId-128109]Firepower Threat Defense Virtual: VMware, AWS, and KVM
 
         
  
       
 
        
        	[bookmark: pgfId-128111]ISE Remediation Workflow
  
        	 
          
          [bookmark: pgfId-128119]The ability to integrate Firepower Management Center with Cisco Identity Services Engine (ISE) has existed since Firepower Version 5.4, but it required importing and configuring a module into the Firepower Management Center. With Version 6.1, this feature is now built into the Firepower Management Center and provides a simple workflow to enable correlated alerts from the Firepower Management Center to trigger ISE remediation actions (e.g., quarantine an endpoint). 
         
  
        	 
          
          	 [bookmark: pgfId-128133]Firepower Management Center
 
          	 [bookmark: pgfId-128136]Firepower Management Center Virtual
 
         
  
       
 
        
        	[bookmark: pgfId-128139]True-IP Policy Enforcement (XFF)
  
        	[bookmark: pgfId-128141]For organizations using proxy servers, enforcing policies based on the actual IP address of the client has not been possible. With Version 6.1, as long as the proxy server supports the insertion of XFF headers into it, Firepower is now able to enforce policies based on the actual IP address.
  
        	 
          
          	 [bookmark: pgfId-128146]Firepower Management Center
 
          	 [bookmark: pgfId-128149]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128154]7000 and 8000 Series
 
          	 [bookmark: pgfId-128155]NGIPSv
 
          	 [bookmark: pgfId-128158]ASA with FirePOWER Services
 
          	 [bookmark: pgfId-128163]Firepower Threat Defense
 
          	 [bookmark: pgfId-128167]Firepower Threat Defense Virtual: VMware, AWS, and KVM
 
         
  
       
 
        
        	[bookmark: pgfId-128169]Inline SGT Tags
  
        	[bookmark: pgfId-128174]Security Group Tags (SGT) are mechanisms used by Cisco’s Identity Services Engine (ISE) and TrustSec technologies to provide network access control, and have been integrated (via PxGrid) into the Firepower Management Center since Version 6.0. With Version 6.1, you can now configure inline Security Group Tag (SGT) policies that will read the SGT tag off of the packet and enforce the policy on the packet without requiring a connection to the ISE Server all the time.
  
        	 
          
          	 [bookmark: pgfId-128182]Firepower Management Center
 
          	 [bookmark: pgfId-128185]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128190]7000 and 8000 Series
 
          	 [bookmark: pgfId-128191]NGIPSv
 
          	 [bookmark: pgfId-128194]ASA with FirePOWER Services
 
          	 [bookmark: pgfId-128199]Firepower Threat Defense
 
          	 [bookmark: pgfId-128203]Firepower Threat Defense Virtual: VMware, AWS, and KVM
 
         
  
       
 
        
        	[bookmark: pgfId-128205]Captive Portal Enhancements
  
        	[bookmark: pgfId-128207]In Version 6.0, the Captive Portal / Active Authentication feature was introduced to provide better mapping of users to their IP addresses and their associated network events in non-Windows environments. With Version 6.1, this feature now allows a user to login as a guest.
  
        	 
          
          	 [bookmark: pgfId-128212]Firepower Management Center
 
          	 [bookmark: pgfId-128215]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128219]ASA with FirePOWER Services
 
         
  
       
 
        
        	[bookmark: pgfId-128222]Kerberos Authentication
  
        	[bookmark: pgfId-128224]Support has been added for customers who want to authenticate their Firepower logins using Kerberos authentication.
  
        	 
          
          	 [bookmark: pgfId-128229]Firepower Management Center
 
          	 [bookmark: pgfId-128232]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128236]ASA with FirePOWER Services
 
         
  
       
 
        
        	[bookmark: pgfId-128239]AMP Private Cloud with ThreatGrid
  
        	[bookmark: pgfId-128244]Firepower Version 6.1 reestablishes the integration with an on-premise Cisco Advanced Malware (AMP) Private Cloud appliance. In addition, Firepower also provides support and integration with the on-premise Cisco AMP Threat Grid cloud application. Both of these on-premise private cloud appliances are critical for organizations concerned with files leaving their site (when being checked for malware and/or submitted for dynamic file analysis).
  
        	 
          
          	 [bookmark: pgfId-128252]Firepower Management Center
 
          	 [bookmark: pgfId-128255]Firepower Management Center Virtual
 
         
  
       
 
       
     
 
    
 
    [bookmark: pgfId-128269]New Feature
 
     
     [bookmark: pgfId-128271]Description 
    
 
     
     [bookmark: pgfId-128273]Supported Platforms 
    
 
    [bookmark: pgfId-128275]New On-Box Device Manager
 
    [bookmark: pgfId-128277]Responding to customer requests, Firepower Version 6.1 delivers a new on-box manager to replace ASDM (Adaptive Security Device Manager). Firepower Device Manager is a web-based local manager that only requires the user to point their browser at the firewall in order to configure and manage the device. It provides firewall management through a thin client and does not include any Java in its design. Firepower Device Manager:
 
     
     	 [bookmark: pgfId-128284]Simplifies the initial setup of the device through the use of a guided workflow. The user is asked a series of questions such as what interface they want to use to connect to the internet, what DNS settings they want, what particular NTP server they would like to use, and others so they can set up the device. 
 
     	 [bookmark: pgfId-128285]Provides the ability to configure an access control rule in a single interface page – including the source and destination, what applications they want to control, what URLs will be included/excluded, and what intrusion and file policies they want applied.
 
     	 [bookmark: pgfId-128286]Increases user understanding by providing visual representations of configured access control rules.
 
     	 [bookmark: pgfId-128287]Delivers easy-to-understand system monitoring in a single view where green represents good, red represents bad and grey identifies things that have not been configured.
 
    
 
    [bookmark: pgfId-128288]It should be noted that, much like ASDM, not every capability that is available in the Firepower Management Center is included in Firepower Device Manager. Some of these features will come in future releases (e.g., SSL, Security Intelligence), and others will not due to space considerations (dashboards, Risk Reports).
 
     
     	 [bookmark: pgfId-128299]Firepower Threat Defense on ASA 5506-X, ASA 5506W-X, ASA 5506H-X, ASA 5508-X, ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA 5545-X, or ASA 5555-X
 
    
 
    [bookmark: pgfId-128301]Integrated Risk Reports
 
    [bookmark: pgfId-128303]Three new executive-level reports are now available to capture and convey the different risks associated with your network. The Firepower Management Center collects data from the IPS devices, as well as monitors various hosts and applications in your network. When the system runs the reports, this data is analyzed and correlated and presented in a format that gives users an indication of what risky applications they have, which users are risky, what behavior increase risk have – so that they can easily understand the risks in their environment. These reports – the Network Risk Report, the Attacks Risk Report, and the Advanced Malware report – are a powerful way to demonstrate Firepower’s effectiveness in stopping risks as well as the value of the security function to the organization.
 
     
     	 [bookmark: pgfId-128311]Firepower Management Center
 
     	 [bookmark: pgfId-128314]Firepower Management Center Virtual
 
    
 
    [bookmark: pgfId-128317]High Availability for Firepower Management Center
 
    [bookmark: pgfId-128325]High availability is now available for the Firepower Management Center. Customers can now configure two central management appliances for high availability support.
 
     
     	 [bookmark: pgfId-128330]Firepower Management Center (MC1500, MC2000, MC3500)
 
    
 
    [bookmark: pgfId-128332]Kernel-based virtual machine (KVM) Support for Virtual Management
 
    [bookmark: pgfId-128337]The virtual form factor of the Firepower Management Center can now be run in either a KVM, VMware, or AWS virtual environment.
 
     
     	 [bookmark: pgfId-128341]Firepower Management Center Virtual
 
     	 [bookmark: pgfId-128346]Firepower Threat Defense Virtual
 
    
 
    [bookmark: pgfId-128348]Management Center APIs for Firepower and Firepower Services
 
    [bookmark: pgfId-128350]RESTful APIs that allow organizations to create automated processes are now available on the Firepower Management Center. This is initially available for Firepower NGIPS and AASA with FirePOWER Services, and will be extended to Firepower NGFW shortly.
 
     
     	 [bookmark: pgfId-128361]Firepower Management Center
 
     	 [bookmark: pgfId-128364]Firepower Management Center Virtual
 
    
 
    [bookmark: pgfId-128367]Improved Scale for FS4000
 
    [bookmark: pgfId-128369]With Firepower Version 6.1, the maximum number of Firepower appliances manageable by the Firepower Management Center model FS4000 has increased from 300 to 500 appliances. This scale is expected to increase with future releases.
 
     
     	 [bookmark: pgfId-128377]Firepower Management Center
 
     	 [bookmark: pgfId-128380]Firepower Management Center Virtual
 
    
 
    [bookmark: pgfId-128383]Localization for Japanese, Chinese and Korean Languages
 
     
      
       
       [bookmark: pgfId-128404]Table 5 New Features for Version 6.1: Core Firewall Features 
 
       
       
        
        	 
          
          [bookmark: pgfId-128410]New Feature 
         
  
        	 
          
          [bookmark: pgfId-128412]Description 
         
  
        	 
          
          [bookmark: pgfId-128414]Supported Device Platforms 
         
  
       
 
        
        	[bookmark: pgfId-128416]Rate Limiting
  
        	[bookmark: pgfId-128418]Rate limiting is a feature that allows you to better manage the flow of traffic through your network by controlling the maximum amount of bandwidth that applications are able to use. Using Quality of Service (QoS) policies, you can now define the bandwidth allocated to an application – either in terms of a percentage of the overall bandwidth or by the specific amount of megabits per second. Criteria that can be used in the QoS policies include networks, zones, users/groups, applications, ports and parameters coming from Cisco’s Identity Services Engine (ISE).
  
        	 
          
          	 [bookmark: pgfId-128426]Firepower Management Center
 
          	 [bookmark: pgfId-128429]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128434]Firepower Threat Defense
 
          	 [bookmark: pgfId-128438]Firepower Threat Defense Virtual
 
         
  
       
 
        
        	[bookmark: pgfId-128440]Prefilter Policies
  
        	[bookmark: pgfId-128442]Prefilter policies support the efficient flow of traffic. Firepower Version 6.1 provides two different prefilter policies to help with this. The first allows you to control how tunnel traffic through a firewall is processed. The second one enables you to define priority traffic, or traffic you don’t want to inspect at all, should be handled.
 [bookmark: pgfId-128443]A prefilter policy can be configured to control whether tunnels are permitted. There are three possible actions you can take with a prefilter policy:
 
          
          	 [bookmark: pgfId-128444]Analyze – tunnels are permitted but the content in the tunnel requires analysis and – based on that analysis – policies need to be enforced on that content
 
          	 [bookmark: pgfId-128445]Block – tunnels are not permitted
 
          	 [bookmark: pgfId-128446]Fastpath – tunnels are permitted but do not inspect any traffic
 
         
 [bookmark: pgfId-128447]If you do permit tunnels, you cannot use prefilter policies to control the data type within the tunnels. Instead, deploy an access control policy. 
 [bookmark: pgfId-128449]The prefilter policy for priority traffic is used to define specific traffic that does not need to be inspected because the traffic is already trusted. Backup traffic is an example of this, because when backup jobs are started to the backup server there is no need to inspect that traffic because you already trust those servers.
 [bookmark: pgfId-128450]Priority-based prefilter policies have the same three actions as the prefilter policies and allow you to use the Fastpath action selection to specify exactly what traffic you want bypassed.
 [bookmark: pgfId-128451]It should be noted that once a prefilter policy is created, it must be associated with an access control policy.
  
        	 
          
          	 [bookmark: pgfId-128456]Firepower Management Center
 
          	 [bookmark: pgfId-128459]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128464]Firepower Threat Defense
 
          	 [bookmark: pgfId-128468]Firepower Threat Defense Virtual
 
         
  
       
 
        
        	[bookmark: pgfId-128470]Site-to-Site VPN
  
        	[bookmark: pgfId-128472]The ability to create a site-to-site VPN between Firepower NGFW devices is now enabled, allowing you to connect branch offices/campus firewalls using a secure tunnel. Both Internet Key Exchange v1 and v2 (IKEv1 and IKEv2) protocols, as well as static and dynamic tunnels, are supported. There are monitoring events for tunnel status and when a tunnel is down.
 [bookmark: pgfId-128473]Note: Only pre-shared keys can be used to establish the site-to-site VPN, which may be an issue for financial and government installations.
  
        	 
          
          	 [bookmark: pgfId-128478]Firepower Management Center 
 
          	 [bookmark: pgfId-128481]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128486]Firepower Threat Defense
 
         
  
       
 
        
        	[bookmark: pgfId-128488]Multicast Routing
  
        	[bookmark: pgfId-128490]Everything in terms of multicast routing you could do on ASA firewalls (PIM and IGMP support) is now supported in Firepower NGFW.
  
        	 
          
          	 [bookmark: pgfId-128495]Firepower Management Center
 
          	 [bookmark: pgfId-134380]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128503]Firepower Threat Defense on Firepower 4100 Series
 
          	 [bookmark: pgfId-128510]Firepower Threat Defense on Firepower 9300 Appliance
 
         
  
       
 
        
        	[bookmark: pgfId-128515]Shared NAT
  
        	[bookmark: pgfId-128517]In previous releases, network address translation (NAT) rules could be configured only for a single device. With the Shared NAT feature, you can configure NAT policies and choose one or more firewalls to apply them to.
  
        	 
          
          	 [bookmark: pgfId-128522]Firepower Management Center
 
          	 [bookmark: pgfId-134398]64-Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128525]Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128530]Firepower Threat Defense
 
          	 [bookmark: pgfId-128534]Firepower Threat Defense Virtual
 
         
  
       
 
        
        	[bookmark: pgfId-128549]Fail-to-Wire Netmod Support
  
        	[bookmark: pgfId-179716]Fail-to-wire interfaces are now available for the Firepower 4100 Series and 9300 Appliances. These physical interfaces are required on your appliance. This feature is also critical for using these Firepower appliances as standalone IPS deployments.
 [bookmark: pgfId-164834]Caution: Fail-to-wire interfaces on Firepower 4100 Series and 9300 Appliances drop traffic during a Firepower system upgrade until the upgrade completes.  
        	 
          
          	 [bookmark: pgfId-128556]Firepower Management Center
 
          	 [bookmark: pgfId-128560]Firepower Threat Defense on Firepower 4100 Series
 
          	 [bookmark: pgfId-128567]Firepower Threat Defense on Firepower 9300 Appliance
 
         
  
       
 
        
        	[bookmark: pgfId-128572]Enhanced Virtualization Support
  
        	[bookmark: pgfId-128574]The virtual form factor of Firepower Version 6.1 appliances can now run in KVM virtualized environments, in addition to VMware and AWS (Amazon Web Services) virtual environments.
  
        	 
          
          	 [bookmark: pgfId-134432]64-bit Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128583]Firepower Threat Defense Virtual
 
         
  
       
 
        
        	[bookmark: pgfId-128585]Unified Command Line Interface (CLI)
  
        	[bookmark: pgfId-128587]Previously, if you wanted to run ASA commands, you would have to go to the Diagnostic CLI mode and run ASA commands.With Version 6.1, ASA commands that are valuable in troubleshooting have been moved to the Firepower prompt. So when you login (ssh) to your device, you can now execute these commands right at the Firepower prompt without switching to the debug CLI.
  
        	 
          
          	 [bookmark: pgfId-128598]Firepower Management Center
 
          	 [bookmark: pgfId-134449]64-bit Firepower Management Center Virtual
 
          	 [bookmark: pgfId-128606]Firepower Threat Defense
 
         
  
       
 
       
     
 
    
 
     
      [bookmark: pgfId-128613]Changed Functionality
 
     [bookmark: pgfId-321277]The following features have changed functionality in Version 6.1.0:
 
      
      	 [bookmark: pgfId-321278]In Version 6.1 the security certifications compliance mode known as Security Technical Implementation Guide (STIG) mode is renamed to Unified Capabilities Approved Products List (UCAPL) mode. A system in STIG mode before being updated to 6.1 will be in UCAPL mode after being updated to 6.1. For more information about making your system UCAPL compliant consult the Security Certifications Compliance chapter of the Firepower Management Center Configuration Guide, Version 6.1.0 and the guidelines for this product provided by the certifying entity.
 
      	 [bookmark: pgfId-321283]The system now displays an HTTP response page for connections decrypted by the SSL policy, then blocked (or interactively blocked) either by access control rules or by the access control policy default action. In these cases, the system encrypts the response page and sends it at the end of the reencrypted SSL stream. 
 
     
 
     [bookmark: pgfId-321271]However, the system does not display a response page for encrypted connections blocked by access control rules (or any other configuration). Access control rules evaluate encrypted connections if you did not configure an SSL policy, or your SSL policy passes encrypted traffic. 
 
     [bookmark: pgfId-128620]For example, the system cannot decrypt HTTP/2 or SPDY sessions. If web traffic encrypted using one of these protocols reaches access control rule evaluation, the system does not display a response page if the session is blocked.You can now force Firepower 8000 Series stacked devices into maintenance mode when any member of the stack fails. For more information, contact Support.
 
      
      	 [bookmark: pgfId-128630]In previous releases, you configured NAT for Firepower Threat Defense on a per-device basis. For Version 6.1, Firepower Threat Defense NAT is a policy-based feature, which means you can share one NAT configuration among multiple devices. The update process automatically converts your per-device NAT settings to NAT policies, applied to the appropriate devices. After the update, you can edit and consolidate these policies by choosing  Devices > NAT . (143836/CSCze94100)
 
      	 [bookmark: pgfId-128631]This release introduces Interface Groups, which are similar to Security Zones, except that an interface can belong to multiple interface groups (and also to one security zone.) Interface groups are supported only in Firepower Threat Defense NAT policies, QoS policies, and prefilter policies. As part of this change, the menu path  Object Management > Security Zone has changed to  Object Management > Interface .
 
      	 [bookmark: pgfId-128641]Prefiltering is supported on Firepower Threat Defense devices only. Prefilter policies deployed to Classic devices (7000 and 8000 Series, NGIPSv, ASA FirePOWER) have no effect. You can safely ignore the message that appears when you deploy to Classic devices.
 
      	 [bookmark: pgfId-128642]FTP Normalization is automatically enabled when you deploy a file policy in Version 6.1, even if inline normalization is disabled in a network analysis policy.CSCva20916
 
      	 [bookmark: pgfId-128643]Threatgrid file analysis scores are no longer reported in the syslog.(CSCuy08395
 
      	 [bookmark: pgfId-288391]If you deploy an intrusion policy with  Drop when Inline enabled, intrusion events that use the detection_filter keyword and are set to  drop and generate now display  Dropped instead of  Would be dropped . (CSCuy65203)
 
      	 [bookmark: pgfId-288401]Upgrading to Version 6.1.0 from Version 6.0.1.4 or a subsequent 6.0.1.x patch removes the Intelligent Application Bypass (IAB)  All applications including unidentified application option from the user interface. You must install the Version 6.1.0.3 patch or a subsequent 6.1.0.x patch to restore this option.
 
     
 
     [bookmark: pgfId-288403]If this option is enabled when you upgrade, and your access control policy does not contain IAB bypassable application and filter configurations, the user interface has the following unexpected behaviors:
 
     [bookmark: pgfId-288405]— IAB is enabled, but the All applications including unidentified applications option is no longer present.
 
     [bookmark: pgfId-288407]— The IAB configuration page displays 1 Applications/Filters, incorrectly indicating that you have configured one application or filter.
 
     [bookmark: pgfId-288409]— The Selected Applications and Filters window in the applications and filters editor displays one of the following, depending on which appliance you are using: deleted (Firepower Management Center, ASA with FirePOWER Services and Any Application (ASA FirePOWER module managed by ASDM).
 
     [bookmark: pgfId-288451]We recommend deleting deleted or Any Application from the Selected Applications and Filters window. For more information, see the Firepower Management Center Configuration Guide, Version 6.1.0.
 
    
 
     
      [bookmark: pgfId-288392]Deprecated Functionality
 
     [bookmark: pgfId-128649]The following features have deprecated functionality in Version 6.1.0:
 
      
      	 [bookmark: pgfId-128650]The system no longer supports connections to Microsoft Windows 2003 servers.
 
      	 [bookmark: pgfId-128651]Version 6.1 removes external database access to the sru_import_log table.
 
      	 [bookmark: pgfId-128654]The  External Authentication  option on the Platform Settings page ( Devices > Platform Settings ) is not available on Firepower Threat Defense devices running Version 6.1.0. However, you can now use SSH on Management and data interfaces using the same login credentials. For SSH to data interfaces, you must now use local usernames instead of an external AAA server username. Local users can only be configured at the CLI using the configure user add command. By default, there is an admin user for which you configured the password during initial setup.
 
     
 
    
 
     
      [bookmark: pgfId-128661][bookmark: 62471]Terminology and Documentation
 
      
       
        
        [bookmark: pgfId-128673]Table 6 Product Terminology and Branding in Version 6.1.0
 
        
        
         
         	[bookmark: pgfId-128677]Name(s)
  
         	[bookmark: pgfId-128679]Description
  
        
 
         
         	[bookmark: pgfId-128681]Firepower System
  
         	[bookmark: pgfId-128683]Refers to the product line.
  
        
 
         
         	[bookmark: pgfId-128688]Firepower Management Center
Management Center
  
         	[bookmark: pgfId-128690]Refers to Firepower management software running on Firepower platforms.
  
        
 
         
         	[bookmark: pgfId-128698]Cisco ASA with FirePOWER Services
ASA device running an ASA FirePOWER module
ASA FirePOWER module
  
         	[bookmark: pgfId-128703]Refers to Firepower software running on an ASA operating system installed on an ASA platform.
  
        
 
         
         	[bookmark: pgfId-128708]ASA FirePOWER module managed by ASDM
  
         	[bookmark: pgfId-128713]Refers to ASA FirePOWER module local configuration interface accessible via ASDM.
  
        
 
         
         	[bookmark: pgfId-128718]Firepower Threat Defense
  
         	[bookmark: pgfId-128723]Refers to Firepower Threat Defense software running on a Firepower operating system installed on an ASA, Firepower 9300 Appliance, or Firepower 41xx platform.
  
        
 
         
         	[bookmark: pgfId-128728]Firepower Device Manager
  
         	[bookmark: pgfId-128733]Refers to Firepower Threat Defense local configuration interface accessible via specific Firepower Threat Defense platforms.
  
        
 
        
      
 
     
 
     [bookmark: pgfId-128738]For more information about updating and configuring your system, see the documents in the Cisco Firepower System Documentation Roadmap: http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html. The following documents were updated for Version 6.1.0 to reflect the addition of new features and functionality and to address reported documentation issues:
 
      
      	 [bookmark: pgfId-128744] Firepower Management Center Configuration Guide and Online Help 
 
      	 [bookmark: pgfId-128751] Firepower Management Center Getting Started Guide 
 
      	 [bookmark: pgfId-128752] Firepower Management Center Virtual Quick Start Guide for KVM 
 
      	 [bookmark: pgfId-128753] ASA with FirePOWER Services Local Management Configuration Guide and Online Help 
 
      	 [bookmark: pgfId-128757] Firepower NGIPSv Quick Start Guide for VMware 
 
      	 [bookmark: pgfId-128758] Firepower 7000 Series Getting Started Guide 
 
      	 [bookmark: pgfId-128759] Firepower 8000 Series Getting Started Guide 
 
      	 [bookmark: pgfId-128763] Firepower Threat Defense Configuration Guide for Firepower Device Manager 
 
      	 [bookmark: pgfId-128767] Firepower Threat Defense Virtual for KVM Deployment Quick Start Guide 
 
      	 [bookmark: pgfId-128771] Firepower Threat Defense Virtual for VMware Deployment Quick Start Guide 
 
      	 [bookmark: pgfId-128785] Cisco Firepower Threat Defense for the ASA 5506-X Series Using Firepower Device Manager Quick Start Guide 
 
      	 [bookmark: pgfId-128795] Cisco Firepower Threat Defense for the ASA 5508-X and ASA 5516-X Using Firepower Device Manager Quick Start Guide 
 
      	 [bookmark: pgfId-128804] Cisco Firepower Threat Defense for the ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, and ASA 5555-X Using Firepower Device Manager Quick Start Guide 
 
      	 [bookmark: pgfId-128815] Cisco Firepower Threat Defense for the ASA 5506-X Series Using Firepower Management Center Quick Start Guide 
 
      	 [bookmark: pgfId-128825] Cisco Firepower Threat Defense for the ASA 5508-X and ASA 5516-X Using Firepower Management Center Quick Start Guide 
 
      	 [bookmark: pgfId-128834] Cisco Firepower Threat Defense for the ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, and ASA 5555-X Using Firepower Management Center Quick Start Guide 
 
      	 [bookmark: pgfId-128839] Firepower Threat Defense Command Reference Guide 
 
      	 [bookmark: pgfId-128848] Firepower System Event Streamer Integration Guide 
 
      	 [bookmark: pgfId-128849] Firepower System Database Access Guide 
 
      	 [bookmark: pgfId-128852] Firepower REST API Quick Start Guide 
 
     
 
     [bookmark: pgfId-128861]In addition, the following documentation known issues are reported in Version 6.1.0:
 
      
      	 [bookmark: pgfId-128865]The  Cisco ASA with FirePOWER Services Local Management Configuration Guide refers to creating new, custom access control and system policies. ASA with FirePOWER Services does not support multiple custom policies. Instead, edit and deploy the system-provided policies.
 
      	 [bookmark: pgfId-128872]The  Firepower Management Center Configuration Guide  does not reflect that if you deploy an access control rule, SSL rule, or identity rule with geolocation network conditions and the system detects an IP address that appears to be moving from country to country, the system incorrectly reports the continent rule as  unknown country.
 
      	 [bookmark: pgfId-128879]The  Firepower Management Center Configuration Guide does not state that the Firepower Management Center purges locally stored backups, and to retain archived backups you must store them externally.
 
      	 [bookmark: pgfId-128886]The  Cisco ASA with FirePOWER Services Local Management Configuration Guide states  After you establish remote management and register the Cisco ASA with FirePOWER Services to a Defense Center, you must manage the ASA FirePOWER module from the Defense Center instead of ASDM but does not state that once remote management is established, you cannot access ASA FirePOWER configuration via the ASDM manager.
 
     
 
     [bookmark: pgfId-128887]For the ASA documentation roadmap and release notes (including known issues) for parallel ASA versions, see http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html.
 
     [bookmark: pgfId-128889]For the FXOS documentation roadmap and release notes (including known issues) for parallel FXOS versions, see http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/roadmap/firepower-roadmap.html.
 
    
 
   
 
    
     [bookmark: pgfId-128893][bookmark: 89522][bookmark: 31079]Compatibility
 
    [bookmark: pgfId-128897]See the following sections for information about product compatibility with the Version 6.1.0 web interface:
 
     
     	 [bookmark: pgfId-128901]Integrated Product Compatibility
 
     	 [bookmark: pgfId-128905]Web Browser Compatibility
 
     	 [bookmark: pgfId-128909]Many browsers use Transport Layer Security (TLS) v1.3 by default. If you have an active SSL policy and your browser uses TLSv1.3, websites that support TLSv1.3 fail to load As a workaround, configure your managed device to remove extension 43 (TLS 1.3) from ClientHello negotiation. See this software advisory for more information.
 
    
 
     
      [bookmark: pgfId-128911][bookmark: 75460]Integrated Product Compatibility
 
     [bookmark: pgfId-128918]The required versions for the following integrated products vary by Firepower System version:
 
      
      	 [bookmark: pgfId-128919]Cisco Identity Sources Engine (ISE)
 
      	 [bookmark: pgfId-128920]Cisco AMP Threat Grid
 
      	 [bookmark: pgfId-128921]Cisco Firepower System User Agent
 
     
 
     [bookmark: pgfId-128923]For more information about the required versions, see the Firepower System Compatibility Guide: https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html.
 
    
 
     
      [bookmark: pgfId-128926][bookmark: 86358]Web Browser Compatibility
 
     [bookmark: pgfId-128933]The Firepower System web interface for Version 6.1.0 has been tested on the browsers listed in the following table.
 
     [bookmark: pgfId-153527]Note: The Chrome browser does not cache static content, such as images, CSS, or Javascript, with the system-provided self-signed certificate. This may cause the system to redownload static content when you refresh. To avoid this, add a self-signed certificate to the trust store of the browser/OS or use another web browser. 
     
 
     [bookmark: pgfId-128963]
 
      
       
        
        [bookmark: pgfId-128936]Table 7 Supported Web Browsers
 
        
        
         
         	[bookmark: pgfId-128940]Browser
  
         	[bookmark: pgfId-128942]Required Enabled Options and Settings
  
        
 
         
         	[bookmark: pgfId-128944]Google Chrome 51
  
         	[bookmark: pgfId-128946]JavaScript, cookies
  
        
 
         
         	[bookmark: pgfId-128948]Mozilla Firefox 47
  
         	[bookmark: pgfId-128950]JavaScript, cookies, Transport Layer Security (TLS) v1.1 or v1.2
 for your version.
  
        
 
         
         	[bookmark: pgfId-128954]Microsoft Internet Explorer 10 and 11
  
         	[bookmark: pgfId-128956]JavaScript, cookies, Transport Layer Security (TLS) v1.1 or v1.2, 128-bit encryption, Active scripting security setting, Compatibility View, set Check for newer versions of stored pages to Automatically
 
  
        
 
         
         	[bookmark: pgfId-128960]Apple Safari 8 and 9
  
         	[bookmark: pgfId-128962]—
  
        
 
        
      
 
     
 for more information. 
     
 
    
 
     
      [bookmark: pgfId-321442]Screen Resolution Compatibility
 
     [bookmark: pgfId-128969]Cisco recommends choosing a screen resolution that is at least 1280 pixels wide. The user interface is compatible with lower resolutions, but a higher resolution optimizes the display.
 
    
 
   
 
    
     [bookmark: pgfId-128971][bookmark: 30913]Updating vs. Reimaging vs. Deploying
 
    [bookmark: pgfId-128978]In most cases, it is best to perform a traditional update from Version 6.0.1.X to Version 6.1.0 as described in Important Update Notes and Updating to Version 6.1.0.
 
    [bookmark: pgfId-128982]However, the following cases require you to reimage and/or deploy your appliance:
 
     
     	 [bookmark: pgfId-128986]You cannot uninstall Version 6.1.0. You must reimage your appliance.
 
     	 [bookmark: pgfId-320238]If you are deploying the Firepower 4150, you must reimage your device to deploy Firepower Threat Defense on the security engine of the Firepower 4150 as described in the  Cisco Firepower Threat Defense for Firepower 4100 Quick Start Guide . Because this appliance is newly supported in Version 6.1 you cannot provide a traditional update.
 
     	 [bookmark: pgfId-128993]If you are deploying the SM-44 module on the Firepower 9300 Appliance, you must reimage your device to deploy Firepower Threat Defense on a security module of the Firepower 9300 Appliance as described in the  Cisco Firepower Threat Defense for Firepower 9300 Quick Start Guide . Because this appliance is newly supported in Version 6.1 you cannot provide a traditional update.
 
     	 [bookmark: pgfId-129000]If you are deploying a virtual appliance in a KVM environment, you must deploy new Version 6.1.0 appliances. Because this environment is newly supported in Version 6.1.0, you cannot perform a traditional update.
 
     	 [bookmark: pgfId-129012]If you are moving from ASA with FirePOWER Services to Firepower Threat Defense, you must reimage your ASA device to deploy Firepower Threat Defense. For more information, see the  Firepower Threat Defense Configuration Guide for Firepower Device Manager .
 
     	 [bookmark: pgfId-129025]If you are recreating a Firepower Threat Defense Virtual device in a different environment than before, you must redeploy the Firepower Threat Defense to the virtual platform.
 
     	 [bookmark: pgfId-129030]If you are unable or do not want to follow the required update path as described in Update Paths to Version 6.1.0, you must reimage and/or deploy your appliance.
 
    
 
    [bookmark: pgfId-129031]For more information about the reimage and deploy processes, see the installation and quick start guides linked from the documentation roadmap: http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.htm.
 
   
 
    
     [bookmark: pgfId-129035][bookmark: 45271][bookmark: 55259]Important Update Notes
 
    [bookmark: pgfId-129039]Before you begin the update process to Version 6.1.0, you should familiarize yourself with the behavior of the system during the update process, as well as with any compatibility issues or required pre- or post-update configuration changes.
 ) to edit Classic managed devices and reenable the appropriate licenses. 
    
 
    [bookmark: pgfId-129049]Caution: Do not reboot or shut down your appliance during the update until you see the login prompt. The system may appear inactive during the pre-checks; this is expected behavior and does not require you to reboot or shut down your appliance.
 CLI command. 
    
 
    [bookmark: pgfId-129050]For more information, see the following sections:
 
     
     	 [bookmark: pgfId-129054]Update Paths to Version 6.1.0
 
     	 [bookmark: pgfId-129058]Update Interface Options
 
     	 [bookmark: pgfId-129062]Update Sequence Guidelines
 
     	 [bookmark: pgfId-129066]Pre-Update System Readiness Checks
 
     	 [bookmark: pgfId-129070]Pre-Update Configuration and Event Backups
 
     	 [bookmark: pgfId-320177]Traffic Flow and Inspection During the Update
 
     	 [bookmark: pgfId-129074]Additional Memory Requirements
 
     	 [bookmark: pgfId-129078]Time and Disk Space Requirements
 
     	 [bookmark: pgfId-129082]Post-Update Tasks
 
    
 
     
      [bookmark: pgfId-129087][bookmark: 40265]Update Paths to Version 6.1.0
 
     [bookmark: pgfId-129094]An appliance must be running Version 6.0.1 or later of the Firepower System to update to Version 6.1.0. If your appliance is running an earlier version of the Firepower System, you must perform the following updates before updating to Version 6.1.0:
 
     [bookmark: pgfId-129237]
 
      
       
        
        [bookmark: pgfId-129103]Table 8 Update Paths by Appliance
 
        
        
         
         	[bookmark: pgfId-129107]Appliance
  
         	[bookmark: pgfId-129112]Supported Update Path from 5.4.x to Version 6.1.0
  
        
 
         
         	[bookmark: pgfId-129117]Firepower Management Centers: the MC750, MC1500, MC2000, MC3500, and MC4000
  
         	 [bookmark: pgfId-323597]Version 5.4.1.x > Version 6.0 > Version 6.0.1.x > Version 6.1
 [bookmark: pgfId-323326]or
 [bookmark: pgfId-129122]Note: Version 5.4.1.x > Version 6.0 Pre-Installation > Version 6.0 > Version 6.0.1 Pre-Installation 6.0.1.x > Version 6.0.1. > Version 6.1 Pre-Installation Package > Version 6.1
  
        
 
         
         	[bookmark: pgfId-129131]64-bit Firepower Management Centers Virtual 
  
        
 
         
         	[bookmark: pgfId-129138]7000 and 8000 Series devices (the 7010, 7020, 7030, 7050, 7110, 7115, 7120, 7125, 8120, 8130, 8140, 8250, 8260, 8270, 8290, 8350, 8360, 8370, 8390, AMP7150, AMP8050, AMP8150, AMP8350, AMP8360, AMP8370, and AMP8390)
  
         	 [bookmark: pgfId-323342]Version 5.4.0.2 or later > Version 6.0 > Version 6.0.1.x > Version 6.1
 [bookmark: pgfId-323343]or
 [bookmark: pgfId-323344]Version 5.4.0.2 > Version 6.0 Pre-Installation > Version 6.0 > Version 6.0.1. > Version 6.1 Pre-Installation Package > Version 6.1
 [bookmark: pgfId-129144]If you update a 7000 or 8000 Series device from Version 5.4.0.7, the update may fail due to a lack of space in the /boot directory. Before performing the individual updates in the required path, check the space in the /boot directory by running df -h as root user. If the /boot directory shows between 40%-50% usage on the /boot directory, you can update normally. If the space on your /boot directory is not within that range, contact Support.
  
        
 
         
         	[bookmark: pgfId-129150]Firepower NGIPSv devices
  
        
 
         
         	[bookmark: pgfId-129157]Cisco ASA with FirePOWER Services: ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, ASA 5585-X-SSP-10, ASA 5585-X-SSP-20, ASA 5585-X-SSP-40, ASA 5585-X-SSP-60
 [bookmark: pgfId-129158]Note: You can also configure these devices as an ASA FirePOWER module managed by ASDM.
  
        
 
         
         	[bookmark: pgfId-129168]Cisco ASA with FirePOWER Services: ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5516-X
 [bookmark: pgfId-129169]Note: You can also configure these devices as an ASA FirePOWER module managed by ASDM.
  
         	[bookmark: pgfId-323361]Version 5.4.1.1 or later > VVersion 6.0 > Version 6.0.1.x > Version 6.1
 [bookmark: pgfId-323362]or
  
        
 
         
         	[bookmark: pgfId-129185]Cisco ASA with Firepower Threat Defense: ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5516-X
  
         	 [bookmark: pgfId-323370]Version 6.0.1.x > Version 6.1
 [bookmark: pgfId-323371]or
 [bookmark: pgfId-323372]Version 6.0.1.x > Version 6.1 Pre-Installation Package > Version 6.1
 [bookmark: pgfId-129201]Note: You can also configure these devices as an ASA with Firepower Threat Defense device managed by Firepower Device Manager If you want to use Firepower Threat Defense to configure a Firepower Threat Defense device, you cannot update the device from a previous version. You must reimage the device to Version 6.1.0.
  
        
 
         
         	[bookmark: pgfId-129219]Firepower 9300 Appliance with Firepower Threat Defense (with SM-24, SM-36, or SM-44 modules)
  
        
 
         
         	[bookmark: pgfId-129226]Firepower 41xx Series with Firepower Threat Defense: Firepower 4110, Firepower 4120, Firepower 4140, and Firepower 4150
  
        
 
         
         	[bookmark: pgfId-129234]Firepower Threat Defense Virtual
  
        
 
        
      
 
     
 
     [bookmark: pgfId-129238]For more information about those individual updates, see the Firepower System Release Notes for the destination version: http://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html.
 
    
 
     
      [bookmark: pgfId-129241][bookmark: 69126]Update Interface Options
 
     [bookmark: pgfId-129247]If you are locally managing the ASA FirePOWER module via ASDM, use the ASDM user interface to perform the update. To configure the ASA FirePOWER module via ASDM, see the Cisco ASA with FirePOWER Services Local Management Configuration Guide.
 
     [bookmark: pgfId-129287]Version 6.1 introduced support for local management of Firepower Threat Defense devices using the Firepower Device Manager.If you want to switch management of a Firepower Threat Defense device from the Firepower Management Center to the Firepower Device Manager, you must reimage the device to Version 6.1. For more information and to configure the Firepower Device Manager, see the Reimage the Cisco ASA or Firepower Threat Defense Device and the Firepower Threat Defense listing page for additional documentation: http://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html.
 
     [bookmark: pgfId-129320]Otherwise, use the Firepower Management Center’s web interface to update the Firepower Management Center and the devices it manages. To configure the Firepower Management Center or its managed devices, see the Firepower Management Center Configuration Guide.
 
     [bookmark: pgfId-129327]For more information about management in Version 6.1.0, see Management Capability.
 
    
 
     
      [bookmark: pgfId-129329][bookmark: 22786]Update Sequence Guidelines
 
     [bookmark: pgfId-129339]Update your Firepower Management Center before updating the devices it manages. Then, use your Version 6.1.0 Firepower Management Center to redeploy policies to all managed devices before updating those devices to Version 6.1.0. 
 
     [bookmark: pgfId-129343]Note the following update sequence complications when you have high availability or device stacking configured:
 
     [bookmark: pgfId-129347]Firepower Management Centers in a High Availability Pair
 
     [bookmark: pgfId-129351]Support for Firepower high availability returns in Version 6.1.0. 
 
     [bookmark: pgfId-129358]You cannot update Firepower Management Centers in a high availability pair directly to Version 6.1.0. You must break the high availability configuration before beginning the update path to Version 6.1.0.
 
     [bookmark: pgfId-154483][bookmark: 61951]Firepower Threat Defense Devices in a High Availability Pair
 
     [bookmark: pgfId-154487]Note: For Firepower Threat Defense high availability in Version 6.2.0 169.254.0.0/16 and fd00:0:0:*::/64 are internally used subnets and cannot be used for the failover or state links. If you currently use IP addresses in this range, then you must change them to different IP addresses before you upgrade. 
     
 
     [bookmark: pgfId-154500]When you install an update on Firepower Threat Defense devices in a high availability pair, the system updates the devices one at a time. When the update starts, the system first applies it to the secondary device, which goes into maintenance mode until any necessary processes restart and the device is processing traffic again. The system then updates the primary device, which follows the same process.
 
     [bookmark: pgfId-129402][bookmark: 66903]Firepower Threat Defense Device Clustering
 
     [bookmark: pgfId-129414]When you update clustered Firepower 9300 Appliances running Firepower Threat Defense, the system updates the security modules one at a time—first secondary modules, then the primary module. Modules operate in maintenance mode while they update.
 
     [bookmark: pgfId-129415]During the primary module update, although traffic inspection and handling continues normally, the system stops logging events. Event logging resumes after the full update completes.
 
     [bookmark: pgfId-168465]Events for traffic processed during the logging downtime appear with out-of-sync timestamps after the update completes. However, if the logging downtime was significant, the system may prune the oldest events before they can be logged.
 
     [bookmark: pgfId-320933]Caution: Upgrading FXOS reboots the Firepower 9300 Appliance chassis, dropping traffic until at least one module comes back online. 
    
 
    [bookmark: pgfId-320937]7000 and 8000 Series Devices in a High Availability Pair
 
    [bookmark: pgfId-129425]When you install an update on 7000 and 8000 Series devices in a high availability pair, the system updates the devices one at a time. When the update starts, the system first applies it to the secondary device, which goes into maintenance mode until any necessary processes restart and the device is processing traffic again. The system then updates the primary device, which follows the same process.
 
    [bookmark: pgfId-129429]Firepower 8000 Series Stacked Devices
 
    [bookmark: pgfId-129433]When you install an update on 7000 and 8000 Series stacked devices, the system updates the stacked devices simultaneously. Each device resumes normal operation when the update completes. Note that:
 
     
     	 [bookmark: pgfId-129434]If the primary device completes the update before all of the secondary devices, the stack operates in a limited, mixed-version state until all devices have completed the update.
 
     	 [bookmark: pgfId-129435]If the primary device completes the update after all of the secondary devices, the stack resumes normal operation when the update completes on the primary device.
 
    
 
   
 
    
     [bookmark: pgfId-129437][bookmark: 75085]Pre-Update System Readiness Checks
 
    [bookmark: pgfId-129438]System update readiness checks contain a series of robustness checks that assess the preparedness of the system for an update. The readiness check identifies issues with the system, including issues with the integrity of the database, version inconsistencies, and device registration.
 
    [bookmark: pgfId-321551]Note: Time requirements—The time required to run the readiness check varies depending on your appliance model and database size. You may find it expedient to forgo readiness checks if your deployment is large (for example, if your Firepower Management Center manages more than 100 devices). 
    
 
    [bookmark: pgfId-321509]Note: Web interface vs shell—You can use the Firepower Management Center web interface to perform the readiness check on itself and its standalone managed devices only. For clustered devices, stacked devices, and devices in high availability pairs, run the readiness check from each device's shell. 
    
 assess your preparedness for VDB, SRU, or GeoDB updates; the readiness check is a system update readiness check. 
    
 
    [bookmark: pgfId-322463]Before beginning the Version 6.1 update process, install the Version 6.1 Pre-Installation update, upload the Version 6.1.0 package, and run the readiness check via the shell or Firepower Management Center web interface. If your appliance fails the readiness check, correct the issues and run the readiness check again. For more information about running a readiness check, see Running a Readiness Check via the Shell and .
 
    [bookmark: pgfId-129447]Caution: Do not reboot or shut down your appliance during the readiness check.
 
    [bookmark: pgfId-129448]Caution: If you encounter issues with the readiness check that you cannot resolve, do not begin the update. Instead, contact Support.
 
   
 
    
     [bookmark: pgfId-129450][bookmark: 34610]Running a Readiness Check via the Shell
 
    [bookmark: pgfId-129451]You can run a readiness check via the shell on any appliance. The time to run the readiness check varies depending on your appliance model and database size.
 
    [bookmark: pgfId-129452]To run a readiness check via the shell:
 
    [bookmark: pgfId-322474] 1. Install the Version 6.1.0 Pre-Installation package as described in http://www.cisco.com/c/en/us/td/docs/security/firepower/610/relnotes/Firepower_System_Release_Notes_Pre_Installation_Package_Version_610.html. You must be running the Version 6.1.0 Pre-Installation image in order to run the readiness check.
 
    [bookmark: pgfId-129458] 2. Download the Version 6.1.0 update from the Support site.
 
    [bookmark: pgfId-129459]Note: Download the update directly from the Support site. If you transfer an update file by email, it may become corrupted. 
    
 
    [bookmark: pgfId-129463] 3. Log into the shell as a user with administrator privileges.
 
    [bookmark: pgfId-321647] 4. Make sure the upgrade package is on the appliance in the correct place:
 
    [bookmark: pgfId-321648]— Firepower Threat Defense devices: /ngfw/var/sf/updates
 
    [bookmark: pgfId-321698]— All other Firepower appliances: /var/sf/updates
 
    [bookmark: pgfId-321724]— Firepower Management Centers: use SCP to copy the upgrade package to the appliance. Initiate from the Firepower side.
 
    [bookmark: pgfId-321649] 5. Run this command as the root user: sudo install_update.pl --detach --readiness-check full_path_to_update_package
 
    [bookmark: pgfId-321818]Unless you are running the readiness check from the console, use the --detach option to ensure the check does not stop if your user session times out. Otherwise, the readiness check runs as a child process of the user shell. If your connection is terminated, the process is killed, the check is disrupted, and the appliance may be left in an unstable state.
 
    [bookmark: pgfId-321792] 6. (Optional) Monitor the readiness check.
 
    [bookmark: pgfId-321891]If you use the --detach option (or begin another shell session), you can use the tail or tailf command to display logs, for example:
 
    [bookmark: pgfId-321921]— Firepower Threat Defense devices: tail /ngfw/var/log/sf/update_package_name/status.log
 
    [bookmark: pgfId-321880]— All other Firepower appliances: tail /var/log/sf/update_package_name/status.log
 
    [bookmark: pgfId-321990]If you use tailf to display log entries as they occur, you must cancel (Ctrl+C) to return to the command prompt.
 
    [bookmark: pgfId-321960] 7. When the readiness check completes, access the full readiness check report.
 
    [bookmark: pgfId-322035]— Firepower Threat Defense devices: /ngfw/var/log/sf/$rpm_name/upgrade_readiness
 
    [bookmark: pgfId-322086]— All other Firepower appliances: /var/log/sf/$rpm_name/upgrade_readiness
 
   
 
    
     [bookmark: pgfId-150270][bookmark: 34326]Pre-Update Configuration and Event Backups
 
    [bookmark: pgfId-150272]Before you begin the update, Cisco strongly recommends that you back up current event and configuration data to an external location.
 
    [bookmark: pgfId-150277]Use the Firepower Management Center to back up event and configuration data for itself and the devices it manages. For more information on the backup and restore feature, see the Firepower Management Center Configuration Guide.
 
    [bookmark: pgfId-150281]Note: The Firepower Management Center purges locally stored backups from previous updates. To retain archived backups, store the backups externally. 
    
 
   
 
    
     [bookmark: pgfId-150287][bookmark: 47537]Traffic Flow and Inspection During the Update
 
    [bookmark: pgfId-200557]When you update your sensing devices, traffic either drops throughout the update or traverses the network without inspection depending on how your devices are configured and deployed: routed or transparent, inline vs passive, bypass mode settings, and so on. We strongly recommend performing the update in a maintenance window or at a time when the interruptions will have the least impact on your deployment.
 
    [bookmark: pgfId-201304]Note: When you update devices in a high availability pair, the system performs the update one device at a time to avoid traffic interruption. 
    
 
    [bookmark: pgfId-201305]This section discusses traffic behavior during the following update stages:
 
     
     	 [bookmark: pgfId-201306]The update itself, including related reboots
 
     	 [bookmark: pgfId-201307]FXOS updates on clustered Firepower Threat Defense, devices
 
     	 [bookmark: pgfId-201308]Configuration deployments after the update
 
    
 
    [bookmark: pgfId-201309]Traffic Behavior During the Update
 
    [bookmark: pgfId-201059]The following table describes how updates, including related device reboots, affect traffic flow for different deployments. Note that appliances do not perform switching, routing, NAT, and VPN during the update process, regardless of how you configure any inline sets.
 in the Cisco Bug Search Tool. 
    
 
    [bookmark: pgfId-270583]
 
     
      
       
       [bookmark: pgfId-270484]Table 9 Update Traffic Behavior
 
       
       
        
        	 
          
          [bookmark: pgfId-270490]Device 
         
  
        	 
          
          [bookmark: pgfId-270492]Deployment 
         
  
        	 
          
          [bookmark: pgfId-270494]Traffic Behavior 
         
  
       
 
        
        	[bookmark: pgfId-270496]Firepower Threat Defense
  
        	[bookmark: pgfId-316109]inline with optional hardware bypass module;
 [bookmark: pgfId-316110]bypass enabled:
 [bookmark: pgfId-316111](Bypass: Standby or Bypass-Force)
 [bookmark: pgfId-316112]or bypass disabled:
 [bookmark: pgfId-316149]dropped
  
       
 
        
        	 [bookmark: pgfId-316400]Firepower Threat Defense
 [bookmark: pgfId-316401]Firepower Threat Defense Virtual
  
        	[bookmark: pgfId-316391]routed, transparent (including EtherChannel, redundant, subinterface)
  
       
 
        
        	[bookmark: pgfId-270505]inline with no hardware bypass module
  
       
 
        
        	[bookmark: pgfId-270511]inline in tap mode
  
        	[bookmark: pgfId-270513]egress packet immediately, copy not inspected
  
       
 
        
        	[bookmark: pgfId-270517]passive
  
        	[bookmark: pgfId-270519]uninterrupted, not inspected
  
       
 
        
        	 [bookmark: pgfId-270521]7000 and 8000 Series
  
        	[bookmark: pgfId-270523]inline with optional hardware bypass module, bypass enabled (Bypass Mode: Bypass)
  
        	[bookmark: pgfId-270525]passed without inspection
 [bookmark: pgfId-270526]Network traffic is interrupted briefly at two points:
 
          
          	 [bookmark: pgfId-270527]At the beginning of the update process, as link goes down and up (flaps) and the network card switches into hardware bypass. 
 
          	 [bookmark: pgfId-270528]After the update finishes as link flaps and the network card switches out of bypass. Inspection resumes after the endpoints reconnect and reestablish link with the device interfaces.
 
         
 [bookmark: pgfId-270529]The hardware bypass option is not supported on nonbypass network modules on ASA with FirePOWER Services on Firepower 8000 Series devices, or SFP transceivers on Firepower 7000 Series.
  
       
 
        
        	[bookmark: pgfId-270542]inline with optional hardware bypass module, bypass disabled (Bypass Mode: Non-Bypass)
  
        	[bookmark: pgfId-270544]dropped
  
       
 
        
        	 [bookmark: pgfId-270546]7000 and 8000 Series
 [bookmark: pgfId-292467]NGIPSv
  
        	[bookmark: pgfId-270549]inline with no hardware bypass module
  
        	[bookmark: pgfId-270551]dropped
  
       
 
        
        	[bookmark: pgfId-270555]inline in tap mode
  
        	[bookmark: pgfId-270557]egress packet immediately, copy not inspected
  
       
 
        
        	[bookmark: pgfId-270561]passive
  
        	[bookmark: pgfId-270563]uninterrupted, not inspected
  
       
 
        
        	[bookmark: pgfId-270567]routed, switched
  
        	[bookmark: pgfId-270569]dropped
  
       
 
        
        	 [bookmark: pgfId-270571]ASA FirePOWER
  
        	[bookmark: pgfId-270573]routed or transparent, fail-open (Permit Traffic)
  
        	[bookmark: pgfId-270575]passed without inspection
 [bookmark: pgfId-270576](requires at least the minimum supported ASA OS version; otherwise, traffic dropped)
  
       
 
        
        	[bookmark: pgfId-270580]routed or transparent, fail-close (Close Traffic)
  
        	[bookmark: pgfId-270582]dropped
  
       
 
       
     
 
    
 
    [bookmark: pgfId-200169]Caution: Rebooting the ASA FirePOWER module on an ASA 5585-X, including a reboot that occurs during a module upgrade, causes traffic to drop for up to thirty seconds on the interfaces on the ASA FirePOWER hardware module while the module reboots. 
   
 
   [bookmark: pgfId-201464]Traffic Behavior When Updating FXOS on Clustered Firepower Threat Defense Devices
 
   [bookmark: pgfId-201606]Updating FXOS reboots the chassis, which drops traffic in a clustered environment until at least one module comes online, regardless of whether the cluster uses an optional hardware bypass (fail-to-wire) module or if bypass is enabled or disabled.
 
   [bookmark: pgfId-201798]Traffic Behavior During Configuration Deployment
 
   [bookmark: pgfId-201799]During the upgrade process, you deploy configurations either twice (standalone devices) or three times (devices managed by the Firepower Management Center). When you deploy, resource demands may result in a small number of packets dropping without inspection. In most cases, the deployment immediately after the upgrade restarts the Snort process. During subsequent deployments, the Snort process restarts only if, before deploying, you modify specific policy or device configurations that always restart the process when deployed.
 
   [bookmark: pgfId-201800]The following table describes how different devices handle traffic during Snort process restarts.
 
   [bookmark: pgfId-309780]
 
    
     
      
      [bookmark: pgfId-309725]Table 10 Restart Traffic Effects by Managed Device Model
 
      
      
       
       	 
         
         [bookmark: pgfId-309731]Device Model 
        
  
       	 
         
         [bookmark: pgfId-309733]Interface Configuration 
        
  
       	 
         
         [bookmark: pgfId-309735]Restart Traffic Behavior 
        
  
      
 
       
       	 [bookmark: pgfId-309737]Firepower Threat Defense, Firepower Threat Defense Virtual, 7000 and 8000 Series,
NGIPSv
  
       	[bookmark: pgfId-309739]inline, Failsafe enabled or disabled
  
       	[bookmark: pgfId-309741]passed without inspection
 [bookmark: pgfId-309742]A few packets might drop if Failsafe is disabled and Snort is busy but not down 
  
      
 
       
       	[bookmark: pgfId-309746]inline, tap mode
  
       	[bookmark: pgfId-309748]egress packet immediately, copy bypasses Snort
  
      
 
       
       	[bookmark: pgfId-309752]passive
  
       	[bookmark: pgfId-309754]uninterrupted, not inspected 
  
      
 
       
       	[bookmark: pgfId-309756]Firepower Threat Defense, Firepower Threat Defense Virtual
  
       	[bookmark: pgfId-309758]routed, transparent (including EtherChannel, redundant, subinterface)
  
       	[bookmark: pgfId-309760]dropped
  
      
 
       
       	[bookmark: pgfId-309762]7000 and 8000 Series
  
       	[bookmark: pgfId-309764]routed, switched, transparent 
  
       	[bookmark: pgfId-309766]dropped
  
      
 
       
       	 [bookmark: pgfId-309768]ASA FirePOWER 
  
       	[bookmark: pgfId-309770]routed or transparent with fail-open (Permit Traffic) 
  
       	[bookmark: pgfId-309772]passed without inspection 
  
      
 
       
       	[bookmark: pgfId-309776]routed or transparent with fail-close (Close Traffic) 
  
       	[bookmark: pgfId-309778]dropped
  
      
 
      
    
 
   
 
    
     [bookmark: pgfId-309782][bookmark: 54405]Additional Memory Requirements
 
    [bookmark: pgfId-150511]Version 6.0.0 and later of the Firepower System requires more memory than the previous versions for some Firepower Management Center models (previously referred to as the FireSIGHT Management Center or the Defense Center). To be specific, MC750 requires two 4GB dual in-line memory modules (DIMM). Similarly, MC1500 with 6GB of memory also requires additional memory.
 
    [bookmark: pgfId-150515]Because the increase in memory was driven by Cisco product requirements, Cisco is making memory upgrade kits available for customers with these models. These kits can be ordered at no cost by customers who are entitled to run Verison 6.0.0 and later on a qualifying MC750 or MC1500 Firepower Management Center model.
 
    [bookmark: pgfId-150519]For more information on ordering memory kits, see http://www.cisco.com/c/en/us/support/docs/field-notices/640/fn64077.html. For instructions on replacing the memory after you receive the kit, see “Memory Upgrade Instructions for Firepower Management Centers” in the Firepower Management Center Installation Guide.
 
   
 
    
     [bookmark: pgfId-150614][bookmark: 98134]Time and Disk Space Requirements
 
    [bookmark: pgfId-150618]The table below provides disk space and time guidelines for the Version 6.1.0 update. Note that when you use the Firepower Management Center to update a managed device, the Firepower Management Center requires additional disk space on its /Volume partition.
 
    [bookmark: pgfId-150628]The further your appliance’s current version is from Version 6.1.0, the longer the update takes.
 reboot or shut down your appliance during the update until you see the login prompt. The system may appear inactive during the pre-checks; this is expected behavior and does not require you to reboot or shut down your appliance. 
    
 
    [bookmark: pgfId-150630]Note: The guidelines below do not include the time required to complete the readiness check. For more information about the readiness check, see 
    Pre-Update System Readiness Checks. 
    
 
    [bookmark: pgfId-150634]If you encounter issues with the progress of your update, contact Support.
 
    [bookmark: pgfId-129791]
 
     
      
       
       [bookmark: pgfId-129652]Table 11 [bookmark: 39092]Time and Disk Space Requirements 
 
       
       
        
        	[bookmark: pgfId-129662]Appliance
  
        	[bookmark: pgfId-129664]Space on /
  
        	[bookmark: pgfId-129666]Space on /Volume
  
        	[bookmark: pgfId-129668]Space on /Volume on Manager
  
        	[bookmark: pgfId-129670]Time
  
       
 
        
        	[bookmark: pgfId-129675]Firepower Management Center
  
        	[bookmark: pgfId-129677]18 MB
  
        	[bookmark: pgfId-129679]10722 MB
  
        	[bookmark: pgfId-129681]n/a
  
        	[bookmark: pgfId-129683]47 minutes
  
       
 
        
        	[bookmark: pgfId-129688]Firepower Management Center Virtual
  
        	[bookmark: pgfId-129690]17 MB
  
        	[bookmark: pgfId-129692]10128 MB
  
        	[bookmark: pgfId-129694]n/a
  
        	[bookmark: pgfId-129696]hardware dependent
  
       
 
        
        	[bookmark: pgfId-129701]7000 and 8000 Series managed device
  
        	[bookmark: pgfId-129703]61 MB
  
        	[bookmark: pgfId-129705]7108 MB
  
        	[bookmark: pgfId-129707]1740 MB
  
        	[bookmark: pgfId-129709]39 minutes
  
       
 
        
        	[bookmark: pgfId-129714]Firepower Threat Defense device
  
        	[bookmark: pgfId-129716]96 KB
  
        	[bookmark: pgfId-129718]5213 MB
  
        	[bookmark: pgfId-129720]914 MB
  
        	[bookmark: pgfId-129722]21 minutes
  
       
 
        
        	[bookmark: pgfId-129727]Firepower Threat Defense Virtual device
  
        	[bookmark: pgfId-129729]96 KB
  
        	[bookmark: pgfId-129731]5403 MB
  
        	[bookmark: pgfId-129733]914 MB
  
        	[bookmark: pgfId-129735]hardware dependent
  
       
 
        
        	[bookmark: pgfId-129753]Firepower NGIPSv device
  
        	[bookmark: pgfId-129755]54 MB
  
        	[bookmark: pgfId-129757]6368 MB
  
        	[bookmark: pgfId-129759]1229 MB
  
        	[bookmark: pgfId-129761]hardware dependent
  
       
 
        
        	[bookmark: pgfId-129766]ASA FirePOWER module managed by Firepower Management Center
  
        	[bookmark: pgfId-129771]47 MB
  
        	[bookmark: pgfId-129773]8392 MB
  
        	[bookmark: pgfId-129775]1.3 GB
  
        	[bookmark: pgfId-129777]59 minutes
  
       
 
        
        	[bookmark: pgfId-129781]ASA FirePOWER module managed by ASDM
  
        	[bookmark: pgfId-129784]5184 MB
  
        	[bookmark: pgfId-129786]7 MB
  
        	[bookmark: pgfId-129788]722 MB
  
        	[bookmark: pgfId-129790]25 minutes
  
       
 
       
     
 
    
 
   
 
    
     [bookmark: pgfId-150829][bookmark: 97734]Post-Update Tasks
 
    [bookmark: pgfId-150833]After you perform the update on the Firepower Management Center or managed devices, deploy configuration changes to the devices.
 
    [bookmark: pgfId-150837]Note: You must deploy configuration changes first after updating the Firepower Management Center and a second time after updating its managed devices. 
    
 
    [bookmark: pgfId-150838]When you deploy configuration changes, resource demands may result in a small number of packets dropping without inspection. Additionally, deploying some configurations requires the Snort process to restart, temporarily interrupting traffic inspection. Whether traffic drops during this interruption or passes without further inspection depends on how the managed device handles traffic. For more information, see the Firepower Management Center Configuration Guide.
 
    [bookmark: pgfId-150842]There are several additional post-update steps you should take to ensure that your deployment is performing properly. These include:
 
     
     	 [bookmark: pgfId-150843]verify that the update succeeded
 
     	 [bookmark: pgfId-150844]make sure that all appliances in your deployment are communicating successfully
 
     	 [bookmark: pgfId-150849]optionally, update your intrusion rules and vulnerability database (VDB) and deploying configuration changes
 
    
 
   
 
    
     [bookmark: pgfId-129824][bookmark: 76688][bookmark: 33010][bookmark: 51697]Updating to Version 6.1.0
 
    [bookmark: pgfId-129828]Before you begin the update, you must thoroughly read and understand these release notes, especially Important Update Notes and Pre-Update System Readiness Checks.
 
    [bookmark: pgfId-322646]Caution: If you want to perform a system update readiness check, or if you want to perform a hitless update process for Firepower Threat Defense devices in a high availability pair, you must install the Firepower System Version 6.1.0 Pre-Installation package before updating to Version 6.1.0. For more information, see http://www.cisco.com/c/en/us/td/docs/security/firepower/610/relnotes/Firepower_System_Release_Notes_Pre_Installation_Package_Version_610.html.
 
    [bookmark: pgfId-129848]If you are unsure whether you should perform a traditional Version 6.1.0 installation or a reimage to Version 6.1.0, see Updating vs. Reimaging vs. Deploying.
 . 
   
 
   [bookmark: pgfId-129853]For more information about updating appliances to Version 6.1.0, see:
 
    
    	 [bookmark: pgfId-129857]Updating Firepower Management Centers and Firepower Management Centers Virtual
 
    	 [bookmark: pgfId-164589]Update Firepower Threat Defense Devices using the Firepower Management Center
 
    	 [bookmark: pgfId-164593]Update Firepower Threat Defense Devices using the Firepower Management Center
 
    	 [bookmark: pgfId-164597]Update 7000 and 8000 Series Devices, Firepower NGIPSv, and ASA FirePOWER modules
 
    	 [bookmark: pgfId-129873]Update ASA Firepower Modules Managed via ASDM
 
   
 
    
     [bookmark: pgfId-129881][bookmark: 85670]Updating Firepower Management Centers and Firepower Management Centers Virtual
 . 
    
 reboot or shut down your appliance during the update until you see the login prompt. The system may appear inactive during the pre-checks; this is expected behavior and does not require you to reboot or shut down your appliance. 
    
 
    [bookmark: pgfId-151328]To update a Firepower Management Center:
 
    [bookmark: pgfId-151332] 1. Update to the minimum version as described in Update Paths to Version 6.1.0.
 
    [bookmark: pgfId-151333] 2. Read these release notes and complete any pre-update tasks. For more information, see:
 
    [bookmark: pgfId-151337]— Compatibility
 
    [bookmark: pgfId-151341]— Updating vs. Reimaging vs. Deploying
 
    [bookmark: pgfId-151345]— Important Update Notes
 
    [bookmark: pgfId-151346] 3. Download the update from the Support site:
 
    [bookmark: pgfId-151353]— for Firepower Management Center and Firepower Management Center Virtual: 
 
    [bookmark: pgfId-151360] Sourcefire_3D_Defense_Center_S3_Upgrade-6.1.0-337.sh
 Download the update directly from the Support site. If you transfer an update file by email, it may become corrupted. 
    
 
    [bookmark: pgfId-151365] 4. Upload the update to the Firepower Management Center by selecting System > Updates, then clicking Upload Update on the Product Updates tab. Browse to the update and click Upload.
 
    [bookmark: pgfId-151369]The update is uploaded to the Firepower Management Center. The web interface shows the type of update you uploaded, its version number, and the date and time it was generated.
 
    [bookmark: pgfId-151370] 5. Redeploy configuration changes to any managed devices. Otherwise, the eventual update of the managed devices may fail.
 
    [bookmark: pgfId-151376] 6. Optionally, run a readiness check on the Firepower Management Center as described in Running a Readiness Check via the Shell.
 begin the update. Instead, contact TAC Support. 
    
 
    [bookmark: pgfId-151381] 7. Make sure that the appliances in your deployment are successfully communicating with the Firepower Management Center and that there are no issues reported by the health monitor.
 
    [bookmark: pgfId-151383] 8. Click the system status icon and view the Tasks tab in the Message Center to make sure that there are no tasks in progress.
 
    [bookmark: pgfId-151385] 9. On the System > Updates page, click the install icon next to the update you are installing.
 
    [bookmark: pgfId-151389] 10. Select the Firepower Management Center and click Install. Confirm that you want to install the update and reboot the Firepower Management Center.
 
    [bookmark: pgfId-151393]The update process begins. You can begin monitoring the update’s progress in the Tasks tab of the Message Center.
 
    [bookmark: pgfId-151394]If the update fails for any reason, the page displays an error message indicating the time and date of the failure, which script was running when the update failed, and instructions on how to contact TAC Support. Do not restart the update.
 restart the update. Instead, contact TAC Support. 
    
 
    [bookmark: pgfId-151399]When the update completes, the Firepower Management Center displays a success message and reboots.
 
    [bookmark: pgfId-151400] 11. After the update finishes, clear your browser cache and re-launch the browser. Otherwise, the user interface may exhibit unexpected behavior.
 
    [bookmark: pgfId-151404] 12. Log into the Firepower Management Center.
 
    [bookmark: pgfId-151405] 13. If prompted, review and accept the End User License Agreement (EULA). Note that you are logged out of the appliance if you do not accept the EULA.
 
    [bookmark: pgfId-151409] 14. Select Help > About and confirm that the software version is listed correctly: Version 6.1.0. Also note the versions of the intrusion rule update and VDB on the Firepower Management Center; you will need this information later.
 
    [bookmark: pgfId-151415] 15. Verify that the appliances in your deployment are successfully communicating with the Firepower Management Center and that there are no issues reported by the health monitor.
 
    [bookmark: pgfId-151419] 16. If the intrusion rule update available on the Support site is newer than the rule set on your Firepower Management Center, import the newer rule set. Do not auto-apply the imported rules when working with Version 6.1.0.
 
    [bookmark: pgfId-151427]For information on intrusion rule updates, see the Firepower Management Center Configuration Guide.
 
    [bookmark: pgfId-151428] 17. If the VDB available on the Support site is newer than the VDB installed during the update, install the latest VDB. Do not auto-deploy VDB updates when working with Version 6.1.0.
 
    [bookmark: pgfId-151432]Installing a VDB update restarts the Snort process when you deploy configuration changes, temporarily interrupting traffic inspection. Whether traffic drops during this interruption or passes without further inspection depends on how the managed device handles traffic. For more information, see the Firepower Management Center Configuration Guide.
 
    [bookmark: pgfId-151436] 18. Redeploy policies to all managed devices.
 
    [bookmark: pgfId-151437]Click the Deploy button and select all available devices, then click Deploy. 
 
    [bookmark: pgfId-151438]Note: You must redeploy configuration changes before updating any managed devices or you may have to reimage your appliances. 
    
 
    [bookmark: pgfId-151439] 19. If a later patch is available on the Support site, update to the latest patch as described in the Firepower System Release Notes for that version. You must update to the latest patch to take advantage of product enhancements and security fixes.
 
   
 
    
     [bookmark: pgfId-151601][bookmark: 88912]Update Firepower Threat Defense Devices using the Firepower Management Center
 . 
    
 
    [bookmark: pgfId-151611]A Firepower Management Center must be running at least Version 6.1.0 to update Firepower Threat Defense devices to Version 6.1.0. You can update multiple devices at once but only if they use the same update file.
 
    [bookmark: pgfId-151618]If your appliance is in a high availability or clustered configuration, see Update Sequence Guidelines.
 
    [bookmark: pgfId-151625]Note: You cannot update an ASA with FirePOWER Services device directly to Firepower Threat Defense. For more information, see 
    Updating vs. Reimaging vs. Deploying. 
    
 reboot or shut down your appliance during the update until you see the login prompt. The system may appear inactive during the pre-checks; this is expected behavior and does not require you to reboot or shut down your appliance. 
    
 
    [bookmark: pgfId-151636]Note: High availability mode for Firepower Threat Defense managed by Firepower Device Manager is not supported in Version 6.1.0 or later. If you established a Firepower Threat Defense high availability pair using a Firepower Management Center, you must break the high availability configuration prior to switching the Firepower Threat Defense devices to Firepower Device Manager management. 
    
 
    [bookmark: pgfId-151652]To update Firepower Threat Defense devices:
 
    [bookmark: pgfId-151656] 1. Update to the minimum version as described in Update Paths to Version 6.1.0.
 
    [bookmark: pgfId-151657] 2. Read these release notes and complete any pre-update tasks. For more information, see:
 
    [bookmark: pgfId-151661]— Compatibility
 
    [bookmark: pgfId-151665]— Updating vs. Reimaging vs. Deploying
 
    [bookmark: pgfId-151669]— Important Update Notes
 
    [bookmark: pgfId-151675] 3. Update the software on the devices’ managing Firepower Management Center; see Updating Firepower Management Centers and Firepower Management Centers Virtual.
 
    [bookmark: pgfId-153116] 4. Use the managing Firepower Management Center to deploy configuration changes to the managed Firepower Threat Defense devices. Otherwise, the eventual update may fail.
 
    [bookmark: pgfId-153123] 5. If you are updating a Firepower 9300 Appliance or a Firepower 4100 series device, update to FXOS Version 2.0.1 as described in the Cisco FXOS 2.0(1) Release Notes. If a Firepower 9300 Appliance or a Firepower 4100 series device is in a high availability pair, you must update the secondary device’s FXOS chassis manager prior to updating the Firepower software. For more information, see Firepower Threat Defense Devices in a High Availability Pair.
 
    [bookmark: pgfId-151700]Note: Updating the Firepower 9300 Appliance or a Firepower 4100 series device to FXOS Version 2.0.1 or later causes a disruption in traffic. This is expected. 
    
 
    [bookmark: pgfId-151704]Note: Upgrading FXOS reboots the Firepower 9300 Appliance chassis, dropping traffic on clustered Firepower Threat Defense blades until at least one module comes back online. 
    
 
    [bookmark: pgfId-151711] 6. Download the Version 6.1.0 update from the Support site:
 
    [bookmark: pgfId-151715]— for Firepower Threat Defense running on the ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, VMware, AWS, and KVM:
 
    [bookmark: pgfId-151722]Cisco_FTD_Upgrade-6.1.0-330.sh
 
    [bookmark: pgfId-151729]— for Firepower Threat Defense running on the Firepower 9300 Appliance, Firepower 4110 Appliance, Firepower 4120 Security appliance, and Firepower 4140 Security appliance:
 
    [bookmark: pgfId-151736]Cisco_FTD_SSP_Upgrade-6.1.0-330.sh
 
    [bookmark: pgfId-151737]Note: Download the update directly from the Support site. If you transfer an update file by email, it may become corrupted. 
    
 
    [bookmark: pgfId-151741] 7. Upload the update to the Firepower Management Center by selecting System > Updates, then clicking Upload Update on the Product Updates tab. Browse to the update and click Upload.
 
    [bookmark: pgfId-151745]The update is uploaded to the Firepower Management Center. The web interface shows the type of update you uploaded, its version number, and the date and time it was generated. The page also indicates whether a reboot is required as part of the update.
 
    [bookmark: pgfId-151751] 8. Optionally, run a readiness check on the Firepower Threat Defense device as described in Running a Readiness Check via the Shell.
 begin the update. Instead, contact TAC Support. 
    
 
    [bookmark: pgfId-151759] 9. Make sure that the appliances in your deployment are successfully communicating with the Firepower Management Center and that there are no issues reported by the health monitor.
 
    [bookmark: pgfId-151761] 10. Click the install icon next to the update you are installing.
 
    [bookmark: pgfId-151762] 11. Select the devices where you want to install the update.
 
    [bookmark: pgfId-151763] 12. Click Install. Confirm that you want to install the update and reboot the devices.
 
    [bookmark: pgfId-151764] 13. The update process begins. You can monitor the update's progress on the Tasks tab of the Message Center.
 
    [bookmark: pgfId-151765]Note that managed devices may reboot twice during the update; this is expected behavior.
 
    [bookmark: pgfId-151766]Note: If you encounter issues with the update (for example, if messages in the Tasks tab of the Message Center show no progress for several minutes or indicate that the update has failed), do not restart the update. Instead, contact TAC Support. 
    
 
    [bookmark: pgfId-151767] 14. Select Devices > Device Management and confirm that the devices you updated have the correct software version: 6.1.0.
 
    [bookmark: pgfId-151773] 15. Verify that the appliances in your deployment are successfully communicating wit h the Firepower Management Center and that there are no issues reported by the health monitor.
 
    [bookmark: pgfId-151775] 16. Redeploy policies to all managed devices.
 
    [bookmark: pgfId-151776]Click the Deploy button and select all available devices, then Click Deploy.
 
    [bookmark: pgfId-151777] 17. If a later patch is available on the Support site, update to the latest patch as described in the Firepower System Release Notes for that version. You must update to the latest patch to take advantage of product enhancements and security fixes.
 
    [bookmark: pgfId-151783]If you need to switch the management of a Firepower Threat Defense device from a Firepower Management Center to Firepower Device Manager, unregister the Firepower Threat Defense device from the Firepower Management Center and execute the configure manager local CLI command
 
    [bookmark: pgfId-151797]Note: Switching the management of a Firepower Threat Defense device resets device configuration to system default settings. 
    
 
   
 
    
     [bookmark: pgfId-151807][bookmark: 54429]Update 7000 and 8000 Series Devices, Firepower NGIPSv, and ASA FirePOWER modules
 . 
    
 
    [bookmark: pgfId-151816]A Firepower Management Center must be running at least Version 6.1.0 to update these devices to Version 6.1.0. You can update multiple devices at once but only if they use the same update file.
 
    [bookmark: pgfId-151821]If your appliance is in a high availability or stacked configuration, see Update Sequence Guidelines.
 
    [bookmark: pgfId-151827]Note: If you are locally managing the ASA FirePOWER module through ASDM, do not update the ASA FirePOWER module using the Firepower Management Center. For more information, see 
    Update ASA Firepower Modules Managed via ASDM. 
    
 
    [bookmark: pgfId-151838]For the Version 6.1.0 update, all devices reboot. 7000 and 8000 Series devices do not perform traffic inspection, switching, routing, NAT, VPN, or related functions during the update. Depending on how your devices are configured and deployed, the update process may also affect traffic flow and link state. For more information, see Traffic Flow and Inspection During the Update.
 reboot or shut down your appliance during the update until you see the login prompt. The system may appear inactive during the pre-checks; this is expected behavior and does not require you to reboot or shut down your appliance. 
    
 CLI command. 
    
 
    [bookmark: pgfId-151849]To update managed devices, NGIPSv devices, and ASA FirePOWER modules:
 
    [bookmark: pgfId-151853] 1. Update to the minimum version as described in Update Paths to Version 6.1.0.
 
    [bookmark: pgfId-151854] 2. Read these release notes and complete any pre-update tasks. For more information, see:
 
    [bookmark: pgfId-151858]— Compatibility
 
    [bookmark: pgfId-151862]— Updating vs. Reimaging vs. Deploying
 
    [bookmark: pgfId-151866]— Important Update Notes
 
    [bookmark: pgfId-151870] 3. Update the software on the managing Firepower Management Center and redeploy all policies from the Firepower Management Center to the device. See Updating Firepower Management Centers and Firepower Management Centers Virtual for more information.
 
    [bookmark: pgfId-151882] 4. Use the managing Firepower Management Center to deploy configuration changes to the managed 7000 and 8000 Series devices, managed devices, and ASA FirePOWER modules. Otherwise, the eventual update may fail.
 
    [bookmark: pgfId-316273] 5. If you are updating an ASA device, update to ASA Version 9.5(2) and later, Version 9.6(x), Version 9.7(x), or Version 9.8(x), or Version 9.9(x) as described in the ASA/ASDM Release Notes.
 support ASA Version 9.5(2) or ASA Version 9.5(3). 
    
 
    [bookmark: pgfId-151894] 6. Download the update from the Support site:
 
    [bookmark: pgfId-151898]— for 7000 and 8000 Series managed devices:
 
    [bookmark: pgfId-151905] Sourcefire_3D_Device_S3_Upgrade-6.1.0-330.sh
 
    [bookmark: pgfId-151909]— for Firepower NGIPSv:
 
    [bookmark: pgfId-151916] Sourcefire_3D_Device_Virtual64_VMware_Upgrade-6.1.0-330.sh
 
    [bookmark: pgfId-151920]— for ASA with FirePOWER Services running on the ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, ASA 5585-X-SSP-10, ASA 5585-X-SSP-20, ASA 5585-X-SSP-40, and ASA 5585-X-SSP-60:
 
    [bookmark: pgfId-151927] Cisco_Network_Sensor_Upgrade-6.1.0-330.sh
 
    [bookmark: pgfId-151928]Note: Download the update directly from the Support site. If you transfer an update file by email, it may become corrupted. 
    
 
    [bookmark: pgfId-151932] 7. Upload the update to the Firepower Management Center by selecting System > Updates, then clicking Upload Update on the Product Updates tab. Browse to the update and click Upload.
 
    [bookmark: pgfId-151936]The update is uploaded to the Firepower Management Center. The web interface shows the type of update you uploaded, its version number, and the date and time it was generated. The page also indicates whether a reboot is required as part of the update.
 
    [bookmark: pgfId-151940] 8. Optionally, run a readiness check on the device as described in Running a Readiness Check via the Shell.
 begin the update. Instead, contact TAC Support. 
    
 
    [bookmark: pgfId-151947] 9. Make sure that the appliances in your deployment are successfully communicating with the Firepower Management Center and that there are no issues reported by the health monitor.
 
    [bookmark: pgfId-151949] 10. On the System > Updates page, click the install icon next to the update you are installing.
 
    [bookmark: pgfId-151950] 11. Select the devices where you want to install the update.
 
    [bookmark: pgfId-151954]If you are updating stacked 7000 and 8000 Series devices, selecting one member of the stack automatically selects the other devices in the stack. You must update members of a stack together.
 
    [bookmark: pgfId-151955] 12. Click Install. Confirm that you want to install the update and reboot the devices. The update process begins.
 
    [bookmark: pgfId-151959]Note that rebooting the ASA FirePOWER module on an ASA 5585-X platform, including a reboot that occurs during a module upgrade, causes traffic to drop for up to thirty seconds on the interfaces on the ASA FirePOWER hardware module while the module reboots.
 
    [bookmark: pgfId-151963] 13. You can monitor the update's progress on the Tasks tab in the Firepower Management Center’s Message Center. 
 
    [bookmark: pgfId-151964]Note that managed devices may reboot twice during the update; this is expected behavior.
 
    [bookmark: pgfId-151965]Note: If you encounter issues with the update (for example, if the Tasks tab indicates that the update has failed or if it shows no progress for several minutes), do not restart the update. Instead, contact TAC Support. 
    
 
    [bookmark: pgfId-151966] 14. Select Devices > Device Management and confirm that the devices you updated have the correct software version: Version 6.1.0.
 
    [bookmark: pgfId-151972] 15. Verify that the appliances in your deployment are successfully communicating with the Firepower Management Center and that there are no issues reported by the health monitor.
 
    [bookmark: pgfId-151974] 16. Redeploy policies to all managed devices.
 
    [bookmark: pgfId-151975]Click the Deploy button and select all available devices, then click Deploy.
 
    [bookmark: pgfId-151976] 17. If a later patch is available on the Support site, update to the latest patch as described in the Firepower System Release Notes for that version. You must update to the latest patch to take advantage of product enhancements and security fixes.
 
   
 
    
     [bookmark: pgfId-152501]Updating Firepower Threat Defense Device with the Firepower Device Manager
 
    [bookmark: pgfId-152541]Version 6.1.0 introduced support for local management of Firepower Threat Defense devices using the Firepower Device Manager. 
 
    [bookmark: pgfId-152549]If you want to switch management of a Firepower Threat Defense device from the Firepower Management Center to the Firepower Device Manager, you must reimage the device to Version 6.1. see the Reimage the Cisco ASA or Firepower Threat Defense Device and the Firepower Threat Defense listing page for additional documentation: http://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html.
 
   
 
    
     [bookmark: pgfId-152778][bookmark: 98019]Update ASA Firepower Modules Managed via ASDM
 . 
    
 
    [bookmark: pgfId-152787]Locally managed ASA FirePOWER modules managed by ASDM do not require Firepower Management Centers to update. For the Version 6.1.0 update, all devices reboot. 
 
    [bookmark: pgfId-152794]To update ASA FirePOWER module managed by ASDM:
 
    [bookmark: pgfId-152798] 1. Update to the minimum version as described in Update Paths to Version 6.1.0.
 
    [bookmark: pgfId-152799] 2. Read these release notes and complete any pre-update tasks. For more information, see:
 
    [bookmark: pgfId-152803]— Compatibility
 
    [bookmark: pgfId-152807]— Updating vs. Reimaging vs. Deploying
 
    [bookmark: pgfId-162951]— Important Update Notes
 
    [bookmark: pgfId-316290] 3. If you are updating an ASA device, update to ASA Version 9.5(2) and later, Version 9.6(x), Version 9.7(x), or Version 9.8(x), or Version 9.9(x) as described in the ASA/ASDM Release Notes.
 support ASA Version 9.5(2) or ASA Version 9.5(3). 
    
 
    [bookmark: pgfId-162963] 4. Download the update from the Support site:
 
    [bookmark: pgfId-152829] Cisco_Network_Sensor_Upgrade-6.1.0-330.sh
 
    [bookmark: pgfId-152830]Note: Download the update directly from the Support site. If you transfer an update file by email, it may become corrupted. 
    
 
    [bookmark: pgfId-152831] 5. Deploy configuration changes. Otherwise, the eventual update may fail.
 
    [bookmark: pgfId-152832] 6. Select Configuration > ASA FirePOWER Configuration > Updates.
 
    [bookmark: pgfId-152833] 7. Click Upload Update. 
 
    [bookmark: pgfId-152834] 8. Click Choose File to navigate to and select the update. 
 
    [bookmark: pgfId-152835] 9. Click Upload.
 
    [bookmark: pgfId-152841] 10. Optionally, run a readiness check on the ASA FirePOWER module as described in Running a Readiness Check via the Shell.
 begin the update. Instead, contact TAC Support. 
    
 
    [bookmark: pgfId-152844] 11. Select Monitoring > ASA FirePOWER Monitoring > Task Status to view the task queue and make sure that there are no jobs in process.
 
    [bookmark: pgfId-152846] 12. Select Configuration > ASA FirePOWER Configuration > Updates.
 
    [bookmark: pgfId-152847] 13. Click the install icon next to the update you uploaded.
 
    [bookmark: pgfId-152848]The update process begins. You can begin monitoring the update’s progress in the task queue.
 
    [bookmark: pgfId-152849] 14. After the update finishes, reconnect ASDM to the ASA device as described in the ASA Firepower Module Quick Start Guide.
 
    [bookmark: pgfId-152853] 15. Access the ASA FirePOWER module interface and refresh the page. Otherwise, the interface may exhibit unexpected behavior. If you are the first user to access the interface after a major update, the End User License Agreement (EULA) may appear. You must review and accept the EULA to continue.
 
    [bookmark: pgfId-152856] 16. If the intrusion rule update available on the Support site is newer than the rule set on your ASA FirePOWER module, import the newer rule set. Do not auto-apply the imported rules when working with Version 6.1.0.
 
    [bookmark: pgfId-152861]For more information, see the ASA with FirePOWER Services Local Management Configuration Guide.
 
    [bookmark: pgfId-152862] 17. If the VDB available on the Support site is newer than the VDB installed during the update, install the latest VDB. Do not auto-deploy VDB updates when working with Version 6.1.0.
 
    [bookmark: pgfId-152866]Installing a VDB update restarts the Snort process when you deploy configuration changes, temporarily interrupting traffic inspection. Whether traffic drops during this interruption or passes without further inspection depends on how the managed device handles traffic. For more information, see the ASA with FirePOWER Services Local Management Configuration Guide.
 
    [bookmark: pgfId-152870] 18. Deploy configuration changes.
 
    [bookmark: pgfId-301810]When you deploy, resource demands may result in a small number of packets dropping without inspection. Additionally, deploying some configurations requires the Snort process to restart, temporarily interrupting traffic inspection. Whether traffic drops during this interruption or passes without further inspection depends on how the managed device handles traffic. 
 
    [bookmark: pgfId-301811] 19. If a later patch is available on the Support site, update to the latest patch as described in the Firepower System Release Notes for that version. You must update to the latest patch to take advantage of product enhancements and security fixes.
 
   
 
    
     [bookmark: pgfId-130868][bookmark: 28437]Resolved Issues
 
    [bookmark: pgfId-130870]If you have a Cisco account, you can view defects resolved in this release using the Cisco Bug Search Tool: https://tools.cisco.com/bugsearch/. 
 
    [bookmark: pgfId-130874]The following defects are resolved in Version 6.1.0:
 
     
     	 [bookmark: pgfId-130875] Security Issue  Addressed multiple cross-site scripting (XSS) vulnerabilities, as described in CVE-2015-4270 and CVE-2016-1294.
 
     	 [bookmark: pgfId-130876] Security Issue  Addressed multiple vulnerabilities within the third party OpenSSL, as described in CVE-2015-3193, CVE-2015-3194, CVE-2015-3195, CVE-2015-3196, CVE-2016-2105, CVE-2016-2106, CVE-2016-2107, CVE-2016-2108, CVE-2016-2109, and CVE-2016-2176.
 
     	 [bookmark: pgfId-130877] Security Issue  Addressed multiple vulnerabilities within the third party Open SSH, as described in CVE-2015-5600, CVE-2015-6565, CVE-2016-0777, and CVE-2016-0778.
 
     	 [bookmark: pgfId-130878] Security Issue  Addressed a vulnerability issue in the third party Java, as described in CVE-2015-6420.
 
     	 [bookmark: pgfId-130879] Security Issue  Addressed an arbitrary HTTP header injection vulnerability allowing unauthenticated, remote attackers to exploit managed devices as described in CVE-2015-6564.
 
     	 [bookmark: pgfId-130880] Security Issue Addressed a vulnerability issue that generated denial of service in GNU utilities, as described in CVE-2015-7547.
 
     	 [bookmark: pgfId-130881] Security Issue Addressed multiple vulnerability issues that generated denial of service in NTP, XML, OpenSSL, and other third parties as described in CVE-2015-7691, CVE-2015-7692, CVE-2015-7701, CVE-2015-7702, CVE-2015-7704, CVE-2015-7705, CVE-2015-7848, CVE-2015-7850, and CVE-2015-7853.
 
     	 [bookmark: pgfId-130882] Security Issue  Addressed a vulnerability that allowed internal users to bypass SSL rules with the rule action set to  Decrypt-Resign, CVE-2016-6411.
 
     	 [bookmark: pgfId-130883] Security Issue Resolved an issue where, if you created an application protocol and you added the protocol to an access control rule, the system did not encode the application protocol name.
 
     	 [bookmark: pgfId-130884] Security Issue Resolved a vulnerability where a user without Admin without privileges could delete other users' scheduled tasks.
 
     	 [bookmark: pgfId-130885] Security Issue Resolved an issue where, if you clicked  Generate Troubleshooting Files and selected  All Data or  System Configuration ,  Policy and Logs , the generated troubleshoot included sensitive data.
 
     	 [bookmark: pgfId-130886]The system now displays an HTTP response page for connections decrypted by the SSL policy, then blocked (or interactively blocked) either by access control rules or by the access control policy default action. In these cases, the system encrypts the response page and sends it at the end of the reencrypted SSL stream. However, the system does not display a response page for encrypted connections blocked by access control rules (or any other configuration). Access control rules evaluate encrypted connections if you did not configure an SSL policy, or your SSL policy passes encrypted traffic. For example, the system cannot decrypt HTTP/2 or SPDY sessions. If web traffic encrypted using one of these protocols reaches access control rule evaluation, the system does not display a response page if the session is blocked. (143836/CSCze94100)
 
     	 [bookmark: pgfId-130887]Resolved an issue where enabling  Log at Beginning of Connection  did not log the beginning of connection events generated from TCP fast-path network traffic. (121762/CSCze88553)
 
     	 [bookmark: pgfId-130891]Resolved an issue where, if you enabled cloud communications on an ASA FirePOWER module managed by ASDM and attempted to query or download URL files, the device ran out of memory and became unresponsive. (CSCur48363)
 
     	 [bookmark: pgfId-130892]Resolved an issue where, if you configured Open Shortest Path First (OSPF) in the Dynamic Routing tab of the Virtual router page ( Devices > Devices Management > Virtual routers > Dynamic Routing ) and added an  Area , then changed the value of the  Cost column and deployed changes, the system did not update the OSPF. (CSCus31735)
 
     	 [bookmark: pgfId-130893]Resolved an issue where, if you deployed a network analysis policy (NAP) with  Inline mode enabled, connection events generated from HTTPS video stream traffic displayed an incorrect total bytes value. (CSCus59142)
 
     	 [bookmark: pgfId-130894]Resolved an issue where the system did not correctly prime device names displayed on the Dashboard page. (CSCus71149)
 
     	 [bookmark: pgfId-130898]Resolved an issue where, if you registered a device to a pair of a Firepower Management Centers and applied an access control policy with URL rules and turned on URL cloud query, the managed device did not successfully request a URL lookup. (CSCus99059)
 
     	 [bookmark: pgfId-130899]Improved sftunnel logging. (CSCuu79387)
 
     	 [bookmark: pgfId-130900]Resolved an issue with flowbit auto-resolution that affected a small number of rules. (CSCuv55203)
 
     	 [bookmark: pgfId-130901]Resolved an issue where the system did not generate events for rules with the generator ID (GID) of 134 if the rule was configured to alert and latency-based performance settings were enabled in the access control policy. (CSCuv70840)
 
     	 [bookmark: pgfId-130902]Generated malware, IPS email, and syslog alerts now include source and destination IP address, downloaded file name, SHA, and URI values. (CSCuw18687)
 
     	 [bookmark: pgfId-130903]Resolved an issue where, if you deployed a route map, then removed all referenced objects within the map and redeployed, the second deployment failed. (CSCuw28056)
 
     	 [bookmark: pgfId-130907]Resolved an issue where, if you viewed  All Events (Not Dropped) in the Intrusion Events table view page of a Firepower 7000 Series or Firepower 8000 Series device and sorted the table by up to six fields including  Review By and  Count and then generated a report, report generation failed. (CSCuw29993)
 
     	 [bookmark: pgfId-130911]Resolved an issue where, if you registered an ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, ASA 5585-X-SSP-10, ASA 5585-X-SSP-20, ASA 5585-X-SSP-40, or ASA 5585-X-SSP-60 device running FirePOWER services to a Firepower Management Center and enabled  Clientless VPN tunnel group , then deployed an access control policy with the default action set to  Allow all traffic, the system incorrectly dropped packets. (CSCuw38561)
 
     	 [bookmark: pgfId-130915]Resolved an issue where, if you deployed a network discovery policy and enabled host discovery, the system incorrectly detected hosts from networks not defined in the network discovery policy. (CSCuw51866)
 
     	 [bookmark: pgfId-130916]Resolved an issue where, if you deployed an access control rule set to  Allow , an intrusion policy set to  Drop when Inline for rule SID 31978, and a network analysis policy with inline normalization enabled, the system erroneously reported matched URI traffic containing unescaped spaces as dropped when the traffic was not. (CSCuw57831)
 
     	 [bookmark: pgfId-130920]Resolved an issue where some Firepower 8000 Series devices incorrectly changed the Ethernet type from 88a8 to 8100. (CSCuw57916)
 
     	 [bookmark: pgfId-130924]Resolved an issue where, if you enabled the use of a proxy on the Firepower Management Center and configured Smart licensing, the smart licensing registration attempted to connect directly to the Firepower Management Center instead of the proxy client. (CSCuw58574)
 
     	 [bookmark: pgfId-130931]Resolved an issue where, if you attempted to backup and restore a Firepower Management Center, backup failed. (CSCuw71197)
 
     	 [bookmark: pgfId-130932]Resolved an issue where, in some cases, the system generated extraneous messages and incorrectly filled up disk space. (CSCuw84304)
 
     	 [bookmark: pgfId-130936]Resolved an issue where, if you executed host input commands on a Firepower Management Center in a high availability configuration, the system failed to apply the host input commands to the secondary Firepower Management Center in the pair. (CSCuw98376)
 
     	 [bookmark: pgfId-130940]Resolved an issue where, in some cases, intrusion events did not display the correct source or destination IP address. (CSCux00385)
 
     	 [bookmark: pgfId-130941]Resolved an issue where a 7000 or 8000 series device in high availability environment configured with a virtual switch as an endpoint dropped communication if the high availability pair experienced a failover and the secondary device became the primary device. (CSCux11121)
 
     	 [bookmark: pgfId-130942]Resolved an issue where, if you reboot a managed NGIPSv device and added multiple vmxnet3 interfaces, the system incorrectly added the interfaces causing pre-existing interfaces to experience issues. (CSCux15018)
 
     	 [bookmark: pgfId-130943]Resolved an issue where, if you uninstall Version 5.4.1.4 from an ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, or ASA 5516-X managed by ASDM to a previous version, the Vulnerability Database (VDB) incorrectly reverted to an older version when it should not have. (CSCux15318)
 
     	 [bookmark: pgfId-130947]Resolved an issue where, if you enabled  Automatic Rule Update on a Firepower Management Center pair and installed a rule update, then applied policies, the Firepower Management Center incorrectly displayed the access control policy as out-of-date when it was not. (CSCux21111)
 
     	 [bookmark: pgfId-130951]Resolved an issue where, if you deployed an access control policy containing the default Balanced Security and Connectivity access control rule and an identity policy with captive portal enabled, the system incorrectly submitted traffic that should pass through the captive portal to the global whitelist and the captive portal page did not successfully load. (CSCux42313)
 
     	 [bookmark: pgfId-130955]Resolved an issue where, if you viewed the Firepower Management Center interface in Japanese, you could not change and save the  Default Set  from the Variable Set tab of the Object Management page ( Objects > Object Management ). (CSCux55003)
 
     	 [bookmark: pgfId-130956]Resolved an issue where clicking the  Copy button on the Reviewed Events page ( Analysis > Intrusion Reviewed Events ) generated an  Action Copy Failed... error message. (CSCux59910)
 
     	 [bookmark: pgfId-130957]Resolved an issue where, if you deleted an authentication certificate from a global domain or subdomain referenced in an identity policy and deployed, deployment failed. (CSCux68559)
 
     	 [bookmark: pgfId-130964]Resolved an issue where, if you registered a Firepower Threat Defense virtual device to a Firepower Management Center and unregistered the Firepower Threat Defense virtual device after deleting a domain, then registered the same Firepower Threat Defense virtual device to the same Firepower Management Center in the global domain, device registration failed and the system generated a  Discovery failed due to access policy assignment failure. Retry device registration error in the Message Center. (CSCux72960)
 
     	 [bookmark: pgfId-130974]Resolved an issue where, if you deployed an SSL policy and enabled SSL decryption, the system experienced a disruption in traffic after a few hours of decrypting SSL traffic. (CSCux75036)
 
     	 [bookmark: pgfId-130975]Resolved an issue where, if you configured BGP Neighbor routing settings and set the  Min hold time field or the  Hold time field in the Timers tab of the Device Management page ( Devices > Device Management ) with the integers between 0-2, the system generated a  Hold time/Min hold time must be 0 or greater than 2 error message. (CSCux79162)
 
     	 [bookmark: pgfId-130982]Resolved an issue where deployment failed if you unregistered an ASA FirePOWER module from a Firepower Management Center and switched the device to an ASA FirePOWER module managed by ASDM, then attempted to save the access control policy containing web application conditions. (CSCux80311)
 
     	 [bookmark: pgfId-130986]The system no longer generates erroneous hardware health alert events. (CSCux82417)
 
     	 [bookmark: pgfId-130987]Improved the fail-to-wire function on Firepower 7110, 7115, 7120, 7125, and 7150 devices. (CSCux84120) 
 
     	 [bookmark: pgfId-130991]Resolved an issue where, if you placed an ASA FirePOWER module managed by ASDM running Version 6.0 into multiple context mode, then filter events on the Connection tab of the Real Time Eventing page ( Monitoring > ASA FIrePOWER Monitoring > Real Time Eventing ) for events based on the multiple context, the system did not display any events when it should have displayed all events matching the context name. (CSCux90148)
 
     	 [bookmark: pgfId-130997]Resolved a rare issue where, if you baselined a Firepower 7000 Series device at Version 5.4.0 and registered the device to a Firepower Management Center running Version 6.0, the system automatically unregistered the device after the device successfully registered to the Firepower Management Center. (CSCux92045)
 
     	 [bookmark: pgfId-131005]Resolved an issue where, if you created a Firepower Management Center high availability pair and restored a backup operation before the high availability pair was established, the system experienced severe issues. (CSCux92198)
 
     	 [bookmark: pgfId-131006]Resolved an issue where, if you create an access control rule containing the  Uncategorized URL  category in the Category tab, the rule matched against any URL condition rather than the configured  Uncategorized URL category. (CSCux94309)
 
     	 [bookmark: pgfId-131012]Resolved an issue where, if you deployed an access control rule containing a passive security zone on a Firepower 7000 Series or Firepower 8000 Series device, the system incorrectly evaluated the direction of the traffic and did not matching the deployed access control rule. (CSCux96202)
 
     	 [bookmark: pgfId-131014]Improved update process from Version 5.4.1.2. (CSCuy00310)
 
     	 [bookmark: pgfId-131015]Resolved an issue where, if you deployed a file policy with local malware analysis enabled and right clicked a stored filed on the File Events page ( Analysis > Files ) or the Captured Files page ( Analysis > Files > Captured Files ) to  View File Composition,  the system incorrectly reported the MD5 value as  00000000000000000000000000000000 for every file stored by local malware analysis. (CSCuy01702)
 
     	 [bookmark: pgfId-131019]Resolved an issue where, if you configured LDAP authentication and restored a backup to a Firepower Management Center, then attempted to log in with LDAP external authentication credentials, authentication failed and the system generated an  Unable to authorize access... message. (CSCuy01999)
 
     	 [bookmark: pgfId-131020]Resolved an issue where, in some cases, the system did not correctly enforce group-based access control rules. (CSCuy10652)
 
     	 [bookmark: pgfId-131021]Improved general tunnel decoding in routed environments. (CSCuy15661)
 
     	 [bookmark: pgfId-131025]Resolved an issue where the Firepower Management Center experienced a slow response time if you accessed the web interface via an IPv6 address with Internet Explorer Version 11. (CSCuy22566)
 
     	 [bookmark: pgfId-131026]Resolved an issue where, if you created a file rule set to  Block Malware  and a network analysis policy with  Inline Normalization disabled, then disabled all access control rules referencing the file policy and deployed the access control policy, the system automatically enabled inline normalization when it should not. (CSCuy23822)
 
     	 [bookmark: pgfId-131033]Resolved an issue where, if you deployed a VPN on a Firepower 7000 Series or Firepower 8000 Series device where the VPN monitor generated health alerts in the Health tab of the Message Center and then you deleted the VPN, the system continued to generate health alerts for the VPN even though the configuration was deleted. (CSCuy25356)
 
     	 [bookmark: pgfId-131034]Resolved an issue where, if you modified a load balancing configuration with a CLI command and the successfully deployed configuration, the system did not retain the load balancing configuration. (CSCuy30534)
 
     	 [bookmark: pgfId-131035]Resolved an issue where, if you edited a base intrusion policy used by one or more child policies, the system did not mark the child policies as out-of-date when it should. (CSCuy32822)
 
     	 [bookmark: pgfId-131039]Resolved an issue where intrusion policies continuously and unsuccessfully attempted to sync a Firepower Management Center pair due to taking longer than a configured timeout. (CSCuy33982)
 
     	 [bookmark: pgfId-131043]Resolved an issue where, if you deployed an Open Shortest Path First (OSPF) on a Firepower Threat Defense high availability pair with an authentication password of more than nine characters, the Firepower Management Center did not restrict the authentication password for OSPF routing to nine characters when it should, and deployment failed. (CSCuy39850)
 
     	 [bookmark: pgfId-131047]Improved general HTTP header processes. (CSCuy42869, CSCuy43039, CSCuy44519, CSCuy44669)
 
     	 [bookmark: pgfId-131048]Resolved a rare issue where, if you enabled Inspect HTTP Responses as a Server-Level HTTP Normalization option, the system did not detect files containing 16,000 or more non-printable characters. (CSCuy43369)
 
     	 [bookmark: pgfId-131049]Improved passive FTP detection capabilities for specific FTP clients. (CSCuy43510)
 
     	 [bookmark: pgfId-131050]Resolved an issue where the system did not detect files if the client dropped packets. (CSCuy45196)
 
     	 [bookmark: pgfId-131054]Improved intrusion policy synchronization between two Firepower Management Centers in high availability configuration. (CSCuy49616)
 
     	 [bookmark: pgfId-131055]Improved general stability when deploying configuration. (CSCuy52294)
 
     	 [bookmark: pgfId-131056]Resolved an issue where, if you applied an intrusion rule set to  Drop and Generate Events  and enabled  Sensitive Data Detection in the Advanced Settings tab of the intrusion Edit Policy page ( Policies > Intrusion > Intrusion Policy ), then edited the Sensitive Data Detection page and checked  Masks , the system did not correctly mask some sensitive data generated in intrusion events. (CSCuy56094)
 
     	 [bookmark: pgfId-131057]Resolved an issue where, if you created a variable set containing a group of multiple network objects the system incorrectly saved the variable set's default value as any. (CSCuy60748)
 
     	 [bookmark: pgfId-131058]Improved memory performance related to DNS traffic. (CSCuy61616)
 
     	 [bookmark: pgfId-131059]Resolved an issue where, if you configured an Open Shortest Path First (OSPF) on a registered device, the OSPF incorrectly reported all available interfaces as configured even if an interface was down. (CSCuy64096)
 
     	 [bookmark: pgfId-131060]Improved warning messages about SSL certificate verification failure. (CSCuy65151)
 
     	 [bookmark: pgfId-131061]Resolved an issue where, if you enabled URL cloud lookups and the system submitted a lookup request for a URL starting with  www. , and another lookup request for the same URL but without the  www. prefix, the system generated an extraneous health alert message. (CSCuy86036)
 
     	 [bookmark: pgfId-131065]Resolved an issue where, in some cases, the Firepower Management Center did not display all the group mappings or user mappings based on groups. (CSCuy91826)
 
     	 [bookmark: pgfId-131066]Resolved an issue where, if you used eStreamer to stream event data, the system experienced high CPU usage. (CSCuy95836)
 
     	 [bookmark: pgfId-131067]Resolved an issue where, if you imported an SSL policy containing a network object group as a source or destination network and chose to import the network object group via the  Import as new option, the system did not display the network object group value reference. (CSCuy95841)
 
     	 [bookmark: pgfId-131068]Resolved an issue where, if you deployed an access control policy containing a security intelligence object and enabled logging to system log, the system did not log events to the syslog when it should. (CSCuy97827)
 
     	 [bookmark: pgfId-131069]Resolved an issue where, if you configured the default time zone on the Time Zone Preference tab of the User Preferences page ( User > User Preferences ) to  Australia on a Firepower Management Center with a registered Firepower Threat Defense device, deploying to the Firepower Threat Defense device failed. (CSCuz00284)
 
     	 [bookmark: pgfId-131079]Resolved an issue where, if a scheduled intrusion rule update executed on a system with several registered devices and you deployed an intrusion policy after the intrusion rule update, deployment failed. (CSCuz01826)
 
     	 [bookmark: pgfId-131080]Resolved an issue where, if you attempted to deploy an access control policy containing a custom network group object in any variable, or saved a variable set containing a custom group network object, deployment failed and the system generated error messages respectively. (CSCuz03275)
 
     	 [bookmark: pgfId-131081]Resolved an issue where the system incorrectly identified Internet Control Message Protocol (ICMP) echo requests as SSL Client application protocol requests and blocked the ICMP echo requests. (CSCuz06203)
 
     	 [bookmark: pgfId-131082]Resolved an issue where, if you configured a realm for a STARTTLS server and deployed an SSL policy set to  Decrypt-Resign  traffic from SMTP servers with a file policy set to  Block file attachments, the system did not block file attachments from the SMTP server when it should have. (CSCuz06368)
 
     	 [bookmark: pgfId-131083]Resolved an issue where, if you deployed a file policy with  Archive Inspection enabled, the system generated extraneous messages in the syslog. (CSCuz13082)
 
     	 [bookmark: pgfId-131084]Generated malware events no longer contain extraneous linebreak characters. (CSCuz16055)
 
     	 [bookmark: pgfId-131085]If you did not add a smart license to the system configuration and initiated smart license evaluation mode, the system incorrectly generated evaluation period health alerts once the evaluation period expired and you could not disable the alerts. The system now generates evaluation period health alerts if you add a smart license to the system configuration and initiate smart license evaluation mode. (CSCuz19840)
 
     	 [bookmark: pgfId-131086]Resolved an issue where, if you deployed an access control policy with connection logging enabled and created a search from the Connection Events page ( Analysis > Connections > Connection Events ) for a  Traffic (KB) field value, the system returned incorrect results. (CSCuz22965)
 
     	 [bookmark: pgfId-131087]Resolved an issue where, if you created a correlation rule based on a malware event and included a filename containing a space as a condition, the system saved the correlation rule and you could not edit the rule after you saved it. (CSCuz23093)
 
     	 [bookmark: pgfId-131091]Resolved an issue where, if you added at least one license to a Firepower Management Center Virtual and updated to Version 6.0.0, the system changed the name of the pre-update licenses to Cisco Firepower Management Center for VMWare. If you updated a Firepower Management Center Virtual to Version 6.0.0 and attempted to add a new license, the system generated a  Couldn't verify license error. (CSCuz25170)
 
     	 [bookmark: pgfId-131098]Resolved an issue where, if you deployed an SSL policy and the system experienced a high volume of traffic, the system dropped the SSL certificate fingerprint before logging occurred. (CSCuz30940)
 
     	 [bookmark: pgfId-131101]Resolved an issue where, if you enabled Inspect HTTP Responses and deployed configuration to a registered device running Firepower Threat Defense, the system was unable to detect some files and displayed incorrect SHA values. (CSCuz46938)
 
     	 [bookmark: pgfId-131103]Resolved an issue where the system did not block HTTPS traffic containing URLs blacklisted in Security Intelligence lists or feeds. (CSCuz50842)
 
     	 [bookmark: pgfId-131104]Resolved an issue where, if you deployed a network analysis rule containing a source or destination zone condition, the system incorrectly matched traffic against the default network analysis policy instead of the rule referencing the source or destination zone condition. (CSCuz60528)
 
     	 [bookmark: pgfId-131105]You can now enable the Connection Events table view to include the  SSL Actual Action or  SSL Expected Action columns. (CSCuz74234)
 
     	 [bookmark: pgfId-131106]Resolved an issue where, if you configured a realm for an LDAP or STARTTLS server with a port other the default port and saved, then edited the same directory again, the system incorrectly switches the port from the configure port to the default port. (CSCuz79383)
 
     	 [bookmark: pgfId-131107]Resolved an issue where the data in available widgets inconsistently truncated immediately after the username. (CSCuz80841)
 
     	 [bookmark: pgfId-131108]Resolved an issue where, if you deployed a file policy with  Archive Inspection enabled for ARJ compressed files enabled during the inspection of traffic containing malformed ARJ compressed files, the system experienced issues such as geolocation database and URL database update failures. (CSCuz99094)
 
     	 [bookmark: pgfId-131109]Resolved an issue where, if you deployed access control rules to a managed device configured with a security zone, the system incorrectly deployed the access control rules out of order and incoming traffic triggered rules that would not have triggered in the desired configuration. (CSCuy99274)
 
     	 [bookmark: pgfId-131113]Resolved an issue where, if fragmented UDP packets with different VLAN tags traveled through the same inline set on a Firepower 7000 Series or Firepower 8000 Series device, the fragmented packets experienced a 10 second delay and the system dropped traffic. (CSCva03312)
 
     	 [bookmark: pgfId-131120]Resolved an issue where, if you updated an 5500-X series device while being registered to a Firepower Management Center, all Malware Cloud Lookup requests timed out. (CSCva00693)
 
     	 [bookmark: pgfId-131127]Resolved an issue where, in some cases, Firepower 7000 Series or Firepower 8000 Series devices configured with static routes experienced issues and used 100% of the CPU. (CSCva15195)
 
     	 [bookmark: pgfId-131128]Improved the Devices page load time. (CSCva23498)
 
     	 [bookmark: pgfId-131132]Improved memory usage on stacked 7000 and 8000 Series devices. (CSCva39997, CSCva54894)
 
     	 [bookmark: pgfId-131137]Improved SSL inspection processes. (CSCva42950)
 
    
 
   
 
    
     [bookmark: pgfId-131141][bookmark: 87904][bookmark: 23294]Known Issues
 
    [bookmark: pgfId-131143]If you have a Cisco account, you can view known issues reported in this release using the Cisco Bug Search Tool: https://tools.cisco.com/bugsearch/. 
 
    [bookmark: pgfId-131147]The following defects are reported in Version 6.1.0:
 
     
     	 [bookmark: pgfId-131154]Prefiltering is supported on Firepower Threat Defense devices only. Prefilter policies deployed to Classic devices (the 7000 and 8000 Series, NGIPSv, and ASA FirePOWER) have no effect. Deploying a prefilter policy to a classic device generates an extraneous error indicating that only devices running Firepower Threat Defense Version 6.1.0 support prefilter policies. You can safely ignore the message that appears when you deploy to Classic devices.
 
     	 [bookmark: pgfId-131161]You cannot generate troubleshooting for the secondary Firepower Management Center in a high availability configuration from the primary Firepower Management Center. As a workaround, generate troubleshooting from the secondary Firepower Management Center. (CSCux46182)
 
     	 [bookmark: pgfId-131168]In some cases, if you update to Version 6.0 or later and deploy policies, the system generates  cannot run validator error messages within  /var logs. If you experience multiple error messages in  /var logs, redeploy configuration. (CSCuy22361)
 
     	 [bookmark: pgfId-131175]If a Firepower Management Center generates a health alert for a registered ASA FirePOWER module, the generated alert does not include information about the available interfaces when it should. (CSCuy25731)
 
     	 [bookmark: pgfId-131179]If you update a Firepower Management Center from Version 5.4.x to Version 6.0 or later and create a new subdomain and deploy a network discovery policy, you cannot delete any objects or object groups referenced by the network discovery policy in the global domain. As a workaround, before adding any subdomains, remove rules from the global network discovery policy. (CSCuy51566)
 
     	 [bookmark: pgfId-131180]In some cases, if you deploy an access control policy configured to  Log at Beginning of Connection and  Log at End of Connection containing the default Balanced Security and Connectivity network access policy, an access control rule set to  Allow,  and a file policy set to  Block Malware or  Block with Reset , then you attempt to download a malicious file from FTP traffic more than once, the system successfully downloads the malicious file after the first attempt to download when it should not. (CSCuy91156)
 
     	 [bookmark: pgfId-131181]The REST API explorer does not prompt you to terminate the existing session before starting a new session when it should. (CSCuy98740)
 
     	 [bookmark: pgfId-131187]If you use Firefox to view multiple Firepower Management Center user interfaces with self-signed certificates, the Firepower Management Center login screen may take more than several minutes to load. If you experience an extended load time for the login screen, enter  about:support in a Firefox web browser search bar and click the  Refresh Firefox option, then view the Firepower Management Center interface with self-signed certificates in the same Firefox browser. For more information, see  https://support.mozilla.org/en-US/kb/refresh-firefox-reset-add-ons-and-settings . (CSCux72244)
 
     	 [bookmark: pgfId-131199]If you configure a Firepower Threat Defense device managed by Firepower Device Manager and deploy configuration, switch the device to be managed by a Firepower Management Center and deploy configuration, then switch the device to be managed by Firepower Device Manager, the device does not clear out the configuration deployed from the Firepower Management Center and generates errors. As a workaround, if you switch a Firepower Threat Defense device in such a manner, redeploy configuration after you've reestablished management by the Firepower Device Manager. (CSCuz44818)
 
     	 [bookmark: pgfId-131215]In some cases, the system incorrectly terminates processes suspected of high memory usage when this usage is not an error. These processes are automatically restarted. (CSCuz09158)
 
     	 [bookmark: pgfId-131219]In some cases, if you update a Firepower Management Center Virtual hosted AWS to Version 6.1 and experience a failure, the AWS platform may become unreachable. If you cannot reach the AWS after updating to Version 6.1, contact Support (CSCuz23091)
 
     	 [bookmark: pgfId-131223]If you cannot reach the Firepower Management Center after editing reconciliations on the Change Reconciliation page ( System > Configuration > Change Reconciliation ), the system successfully makes the changes and generates a report but the generated report does not track the changes made. (CSCuz48709)
 
     	 [bookmark: pgfId-131225]In some cases, the system experiences issues if the Automated application Bypass (AAB) is activated and deployment fails. As a workaround, restart the device and Increase the AAB timeout value, then redeploy policy. (CSCuz52270)
 
     	 [bookmark: pgfId-131229]In some cases, if you configure an inline set on a NetMod on a Firepower 8000 Series device and then move the NetMod to another interface port, then power on the device and deploy configuration, deployment fails. (CSCuz62308)
 
     	 [bookmark: pgfId-131236]In rare cases, reimaging a Firepower Management Center or a Firepower Threat Defense device can cause an Out of Compliance (OOC) state with the Cisco License Authority. As a workaround, when reimaging a Firepower Management Center, first deregister the Firepower Management Center from the Cisco Smart Software Manager. Choose  System > Licenses > Smart Licenses and click the deregister icon. When reimaging a Firepower Threat Defense device, first delete the device from its managing Firepower Management Center. Choose  Devices > Device Management and click the trash can icon. When the reimage is complete, register the Firepower Management Center to the Cisco Smart Software Manager. For a Firepower Threat Defense device, add the device to its managing Firepower Management Center. (CSCuz91277)
 
     	 [bookmark: pgfId-131258]In some cases, if you deploy an intrusion policy to an inline deployment and intrusion rule threshold is triggered by traffic, the system correctly blocks traffic but generates connection events without the correct tag and appears to incorrectly allow traffic. (CSCva01799)
 
     	 [bookmark: pgfId-131265]Cisco does not recommend configuring a VPN connection without a client for ASA FirePOWER modules with access control rules containing security zone conditions. Deploying a VPN connection without a client on an ASA FirePOWER module generates traffic that may not trigger the deployed configuration. (CSCva02659)
 
     	 [bookmark: pgfId-131269]In some cases, if you get locked out of a REST API session, the web browser generates an  HTTP Error 401Unauthorized error message instead of an  HTTP Error 403 Forbidden error message. (CSCva03571)
 
     	 [bookmark: pgfId-131276]In some cases, if you register an Firepower Threat Defense device to an Firepower Management Center and deploy an access control policy set to  Block all traffic from the registration page, the device successfully registers to the Firepower Management Center but deployment fails. As a workaround, redeploy policies after the successful registration. (CSCva03933)
 
     	 [bookmark: pgfId-131280]Version 6.1 does not deploy access control polices or NAT policies containing objects or object groups if the object names include special characters. As a workaround, if the object name or object group name names include special characters after updating to Version 6.1, change the names to exclude the special characters and redeploy. (CSCva05935)
 
     	 [bookmark: pgfId-131281]In some cases, the syslog may report extraneous critical messages about the UECTunnel detection resource list. (CSCva06062)
 
     	 [bookmark: pgfId-131282]If you query a Windows 2008 or newer Windows Domain Controller and download a group containing more than 1500 users other than the users group or the domain users built-in group, the system downloads only 1500 of the users included in the group. The maximum limit of 5000 values returned in an LDAP response defaults to 1500 values. For more information, see  https://support.microsoft.com/en-us/kb/2009267 . (CSCva06227)
 
     	 [bookmark: pgfId-131284]In some cases, if you deploy a rule set with application or URL conditions, the system logs an incorrect access control rule for short sessions that are not identified as a known application. (CSCva07265)
 
     	 [bookmark: pgfId-131285]When the packet capture with tracer is configured on both ingress and egress interfaces at the same time for certain traffic, packet capture output shows the same ingress and egress interfaces. The packet traversal through the device works as expected. (CSCva11988)
 
     	 [bookmark: pgfId-131289]If you install the zero day configuration on a Firepower Threat Defense virtual, the device is not completely initialized the first time you log into the Firepower Threat Defense Virtual. The device completes initialization up to 30 seconds after the first login. (CSCva12971)
 
     	 [bookmark: pgfId-131296]If the Firepower Management Center has more than 400 registered devices, the Health tab may erroneously display alerts when the Monitor page (s ystem > Health > Monitor ) does not. (CSCva12703)
 
     	 [bookmark: pgfId-131297]If importing a large configuration takes longer than the configured session timeout value, the system logs out and the import job fails. As a workaround, edit the browser session timeout field on the Shell Timeout page ( System > Configuration > Shell Timeout ) and configure a larger value to allow a successful import. (CSCva24670)
 
     	 [bookmark: pgfId-131298]In some cases, if you deploy a Firepower Threat Defense on Amazon Web Services (AWS) device from a Firepower Management Center for the first time, the End User License Agreement (EULA) page may erroneously appear on the first attempt to log into the Firepower Threat Defense on AWS. As a workaround, agree to the EULA and log into the virtual device. (CSCva26800)
 
     	 [bookmark: pgfId-131299]In some cases, if you create an intrusion rule and use an individual network object or a network object group as a source or destination IP, the system generates an  Error – invalid Destination IPs message and does not create the intrusion rule. As a workaround, add an individual network object or a network object group to a variable and use the variable as a source or destination IP within an intrusion rule, then deploy. (CSCva29127)
 
     	 [bookmark: pgfId-131305]In some cases, Firepower Threat Defense on Amazon Web Services (AWS) does not configure a manager and, when registering to a Firepower Management Center, device registration fails. As a workaround, log into the Firepower Threat Defense on AWS via SSH and issue the  configure manager CLI command on the Firepower Threat Defense, then register the device to the Firepower Management Center. (CSCva38712)
 
     	 [bookmark: pgfId-131318]In some cases, if you switch an ASA 5500-X series device from being managed by ASDM to being managed by a Firepower Management Center, registration to the Firepower Management Center fails and the system generates a  Failed to Register error message in Tasks tab of the Message Center. As a workaround, re-register the device to the Firepower Management Center and redeploy configuration. (CSCva38806)
 
     	 [bookmark: pgfId-131333]In some cases, if you use a redundant interface within a Firepower Threat Defense high availability pair and then delete the redundant interface from the Interfaces tab of the Device Management page ( Devices > Device Management ), deploy fails and the system generates a  Removing the name of the interface will remove other sub-commands under interfaces, as well as the other command referencing the interface. Any network connected to this interface will be disconnected. error message. As a workaround, delete the redundant interface from both the Interfaces tab and the high availability pair prior to deploying. (CSCva40054)
 
     	 [bookmark: pgfId-131334]If you view the API explorer in a tab of a web browser window and close the tab, then view the API explorer in another tab of the same web browser window, the web browser uses cached login credentials when it should not. The cache is cleared if you close the web browser window. (CSCva40688)
 
     	 [bookmark: pgfId-131338]In rare cases, if an authoritative and non-authoritative logon for the same user or IP address arrive at the Firepower Management Center at approximately the same time, deployed access control rules may not work as expected. As a workaround, log out and log back in, then redeploy configuration. (CSCva43120)
 
     	 [bookmark: pgfId-131339]In rare cases, registering a smart license fails and the Tasks tab of the Message Center displays a  Failed to register message even though the Smart Licenses Page ( System > Licenses > Smart Licenses ) reports a successful product registration. (CSCva46755)
 
     	 [bookmark: pgfId-131340]In some cases, if you search for a registered device on the Smart Licenses page ( System > Licenses > Smart Licenses ) via the  Filter Devices search bar and edit device licenses, then save changes while the devices are filtered and search for a device again, the Smart Licenses page does not generate any available devices when it should. (CSCva47302)
 
     	 [bookmark: pgfId-131341]If you edit the custom logo in the Advanced tab of the Report Template editor page ( Overview > Reporting > Report Template ), the logo previews are broken and the selected logo may incorrectly cover up data in the generated report. (CSCva48577)
 
     	 [bookmark: pgfId-131345]In some cases, if you deploy a file policy set to  Block Malware and an SSL policy set to  Decrypt -Known key to an ASA FirePOWER module, the system does not detect or log IPv6 traffic when it should. (CSCva48610)
 
     	 [bookmark: pgfId-131348]Version 6.1 does not support queries for the message keyword within records on the Audit page ( System > Monitoring > Audit ) of a Firepower Management Center if you invoke a  GET request via REST API. (CSCva48872)
 
     	 [bookmark: pgfId-131350]If you reference an object that does not exist within an access control rule and deploy, the object appears to be empty when the object should not appear. (CSCva48917)
 
     	 [bookmark: pgfId-131351]In some cases, if you create a custom role and check one or more smart license permissions, then log in as the user and view the Smart Licenses page ( System > Licenses > Smart Licenses ), the system generates an  Error 403: Forbidden message. (CSCva50429)
 
     	 [bookmark: pgfId-131355]If you switch from the device from being managed by a Firepower Management Center to being managed by ASDM, and if you configure a realm with Microsoft Active Directory (AD) credentials then the realm no longer successfully connects to the AD server. As a workaround, save and edit the realm, then retest the connection to the AD server. (CSCva50455)
 
     	 [bookmark: pgfId-131359]In some cases, VPN sessions on devices running Firepower Threat Defense experience latency and the web session times out before establishing a successful connection. (CSCva50614)
 
     	 [bookmark: pgfId-131360]If you create a realm containing an incorrect port using Microsoft Active Directory (AD) credentials, the system generates an extraneous  ADI is not returning to ready state message. As a workaround, reconfigure the realm to use the correct port and save changes. (CSCva50669)
 
     	 [bookmark: pgfId-131364]If you have a device associated with the Firepower Management Center with a base license and Threat license or a base license, a Threat license, and a Malware license, then the  licenceCaps  field in the JSON response for the REST call  GET /api/fmc_config/v1/domain/<domainUUID>/devices/devicerecords?expanded=true” does not display the base license. As a workaround, the REST call "GET /api/fmc_config/v1/domain/<domainUUID>/devices/devicerecords/<deviceUUID> can be used to determine the licenses associated with a device. (CSCva50700)
 
     	 [bookmark: pgfId-131365]If you use the REST API to create an access control rule with an object reference to SIURLList, the type for the reference is incorrectly set to  SIURLFeed . (CSCva50886)
 
     	 [bookmark: pgfId-131366]If you attempt to create an access control rule with a POST request via REST API that includes invalid Id values for ISE attributes, the system incorrectly creates the access control rule when it should generate an error about the invalid values. (CSCva52523)
 
     	 [bookmark: pgfId-131370]If you add or edit an interface on the Interfaces page ( Devices > Interfaces ) of an Firepower Threat Defense device and click  Add Prefix on the IPv6 tab of the Interfaces page, then set the  Prefer LifeTime  and  Valid LifeTime values to Infinite and save, invoking a  GET by ID or  GET ALL with query  expanded=true request via REST API fails. As a workaround, invoke a  GET ALL  request without any query parameters via REST API. (CSCva68420)
 
     	 [bookmark: pgfId-131371]If you assign an unassigned access policy to device groups using POST on  policyassignments via REST API, the response lists the devices within the device group instead of the device groups the policy is assigned to. (CSCva82757)
 
     	 [bookmark: pgfId-131375]If you create a network object on the Network page ( Object Management > Network ) of an Firepower Management Center, then override the network object and invoke a  GET request via REST API to query the override object, the system incorrectly sets the object's overrideable field to  true in the return when the network override object cannot be overridden. (CSCva84245)
 
     	 [bookmark: pgfId-131376]If you create a new domain and include a space or an unsupported character in the domain name, the system generates default objects with the same name and does not save if you modify the default object. As a workaround, do not use names that include spaces or other unsupported characters when creating domains. (CSCva86631)
 
     	 [bookmark: pgfId-131377]In some cases, ISE connections established in Version 6.0 are broken after updating to Version 6.1. Version 6.1 is compliant with RFC6125-6.4.4, which states that certificate CNs should be ignored if there are SAN values specified. If the pxGrid server certificate in your ISE deployment is configured with a CN value and one or more SAN values, remove the CN value and add it as an additional SAN. (CSCva88329)
 
     	 [bookmark: pgfId-131378]If you deploy a Quality of Service (QoS) policy that rate limits application traffic, the system incorrectly displays an error about disabled adaptive profiling. You can safely ignore this warning. The QoS policy will correctly rate limit your traffic. (CSCva91785)
 
     	 [bookmark: pgfId-131382]You cannot form a Firepower Threat Defense high availability pair if a QoS policy is currently applied to the primary device. As a workaround, unassign the QoS policy and deploy configuration changes before you establish high availability. Once the high availability pair is successfully established, then you can then reassign the QoS policy to the new device pair. (CSCva93645)
 
     	 [bookmark: pgfId-131386]In some cases, if you configure the Firepower Management Center for multitenancy in a multidomain deployment and a user logs into the Firepower Management Center as a specific domain user, then attempts to edit an access control policy that is assigned to more than one managed device, the system generates a  An internal error is preventing the system from validating this policy. If the policy is misconfigured, deploying configuration changes may fail or your changes may not work as expected. Contact Support for assistance  error. As a workaround, either edit the policy configuration with  Filter by device to select a single device or log in a user of a global domain instead of a domain level and edit. (CSCva96644)
 
     	 [bookmark: pgfId-131390]When you update clustered Firepower 9300 Appliances running Firepower Threat Defense, in rare cases, the system may show events logged before the update as occurring during the update. No event logging occurs during the update. (CSCvb03989)
 
     	 [bookmark: pgfId-131394]If you update the Firepower Management Center to Version 6.1.0, the system-provided initial health policy may not generate health alerts for the VPN Status module. As a workaround, edit the health policy (for example, turn the module off and then on again), save it, and reapply the policy. (CSCvb04288)
 
     	 [bookmark: pgfId-131395]If you update a Firepower Management Center to Version 6.1, the web interface appears to support running a readiness check to check the preparedness of the system for VDB updates. Running a readiness check for VDB updates is not supported. (CSCvb13949)
 
     	 [bookmark: pgfId-163919](If you deploy a Quality of Service (QoS) policy that rate limits application traffic, the system incorrectly displays an error about disabled adaptive profiling. You can safely ignore this warning. The QoS policy will correctly rate limit your traffic. (CSCva91785)
 
     	 [bookmark: pgfId-164494] Traffic Outage  If you create an inline set in standby mode on a Firepower Threat Defense device’s FTW network module and update the Firepower version of the device, the FTW port is incorrectly disabled during the update process instead of failing into hardware bypass mode. (CSCvd04019)
 
    
 
   
 
    
     [bookmark: pgfId-163651][bookmark: 86212]For Assistance
 
    [bookmark: pgfId-131401]Thank you for choosing the Firepower System. 
 
    [bookmark: pgfId-131405]For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service request, and gathering additional information about Cisco ASA devices, see What’s New in Cisco Product Documentation at: http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.
 
    [bookmark: pgfId-131413]Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The RSS feeds are a free service.
 
    [bookmark: pgfId-131417]If you have any questions about installing or running Version 6.1.0, contact Cisco Support:
 
     
     	 [bookmark: pgfId-131422]Visit the Cisco Support site at  http://support.cisco.com/ .
 
     	 [bookmark: pgfId-131427]Email Cisco Support at  tac@cisco.com .
 
     	 [bookmark: pgfId-131431]Call Cisco Support at 1.408.526.7209 or 1.800.553.2447.
 
    
 
     
      [bookmark: pgfId-131432]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:  www.cisco.com/go/trademarks . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
 
    
 
     
      [bookmark: pgfId-131434]Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
 
    
 
     
      [bookmark: pgfId-131438] 2018 Cisco Systems, Inc. All rights reserved.
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