Verify the FMC Endpoint Update App

Verify the FMC endpoint update app for ACI is working properly by checking the network objects in the

FMC.
» Verify the Endpoint Update in the FMC, on page 1

Verify the Endpoint Update in the FMC

When an APIC endpoint is pulled and pushed to the FMC, it’s put into a network object named
StePrefix_TenantName ApplicationProfileName ApplicationEPGName.
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Log in to the FMC.
Click Objects > Object Management > Network.
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A network object represents one or more IP addresses. Network objects are sed in various places, including access control policies, network variables, intrusion rules, identity rules, network diseovery rules,

event searches, reports, and so on.

Name Domain Value Type Override
1Pva-Private-172.16.0.0-12 Global 172160012 Network Q
1Pva-Private-192.168.0.0-16 Global 192.168.0.0/16 Network aQaim

10.0.0.0/8
1Pva-Private-All-REC1918 Global 172160012 Group QM

192.168.0.0/16
1Pv6-1Pv4-Mapped Global 11:0.0.0.0/96 Network QM
1Pv6-Link-Local Global fe80:/10 Network anm
1PV6-Private-Unique-Local-Addresses Global 1c00:/7 Network Qs
1PV6-to-IPv4 -Relay-Anycast Global 192.88.99.0/24 Network QM
SITE1_TENANTU_AP-TENANTU_APP Global 127.0.0.1 Group Jum
SITE1_TENANTU_AP-TENANTU_USEGA4APP Global 31.30.30.33 Group JEm
SITE1_TENANTU_AP-TENANTU_WEB Global 1 a0 40 s Group VAt
SITE1_TENANTX_TEST1_EPG1 Global 127.00.1 Group Jam
SITE1_TENANTX_TEST1_EPG1_0 Global 127,001 Group /Em
SITE1_TENANTX_TEST1_EPG1_1 Global 127.001 Group /M
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What to do next

For troubleshooting purposes, you can track endpoints in the APIC's EP Tracker and Object Store Browser:
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Additional notes:

* During the push process, the REST operation (POST, PUT, or DELETE) is determined based on the
comparison of what data is on the APIC and what is on the FMC.

* For diff calculation, each tenant updates only the data of its own tenant.

» When all endpoints are deleted from an APIC endpoint group (EPG), the corresponding object group on
the FMC gets deleted too. But if the object group is referenced or used in any access rule on the FMC,
because there is a dependency, the object group cannot get deleted. In this case, we keep the group name
and put the localhost IP address, 127.0.0.1, inside the group instead.
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