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B e online

E! Online

Description Online entertainment news.
Categories web services provider,multimedia (TV/video),news
Tags SSL protocol,encrypts communications,displays ads,share links,Common

Industrial Protocol

Risk Medium

Business Relevance Very Low

. Applications: E
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E*TRADE

e*TRADE I}

Description Financial services company with a focus on online stock brokerage.
Categories e-commerce,business,financial

Tags SSL protocol,encrypts communications,Common Industrial Protocol
Risk Low

Business Relevance Medium
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. EA Download Manager

EA Download Manager

Description Electronic Arts Download manager is a digital distribution for EA games.
Categories download manager,gaming

Tags SSL protocol,Common Industrial Protocol

Risk High

Business Relevance Very Low

. Applications: E



| Applications: E

EA Games

EA Games .

Description Web portal for Electronics Arts, a video games distributor.

Categories web services provider

Tags SSL protocol,encrypts communications,displays ads,Common Industrial
Protocol

Risk High

Business Relevance Very Low

Applications: E .



. EarthCam

EarthCam

Applications: E |

Description Network of live cameras in public places around the world.
Categories multimedia (TV/video)

Tags Common Industrial Protocol

Risk Very Low

Business Relevance Very Low
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EarthLink

EarthLink [J]

Description IT Solution provider for network and communications.
Categories web services provider

Tags SSL protocol,Common Industrial Protocol

Risk Very Low

Business Relevance Low
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. Easou Spider

Easou Spider

Applications: E |

Description Web crawler for Easou.
Categories web spider/search crawler
Tags

Risk Low

Business Relevance Low
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East Money

East Money .

Description Chinese financial news portal.
Categories business, financial

Tags Common Industrial Protocol
Risk Low

Business Relevance Medium

Applications: E .



. Eastday

Eastday

Applications: E |

Description Chinese news portal.

Categories web services provider,multimedia (TV/video),news
Tags displays ads

Risk Very Low

Business Relevance Very Low
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easyMule

easyMule .

Description Open-Source P2P software.

Categories web services provider

Tags file sharing/transfer,Common Industrial Protocol
Risk High

Business Relevance Very Low
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. eBay

eBay

Description An online auction and shopping website.

Categories web services provider,e-commerce

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Very Low

Business Relevance Low
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eBay Bid

eBay Bid [Jj

Description Bidding in an eBay Auction.

Categories e-commerce

Tags SSL protocol,business impact,displays ads,Common Industrial Protocol
Risk Low

Business Relevance Very Low

Applications: E .



. eBay Search

eBay Search

Applications: E |

Description Browsing eBay listings.
Categories e-commerce

Tags business impact,displays ads
Risk Low

Business Relevance Very Low
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eBay Watch

eBay Watch .

Description Watching an item on eBay.
Categories e-commerce

Tags business impact,displays ads
Risk Low

Business Relevance Very Low

Applications: E .
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. eBuddy

eBuddy

Description Web chat client.

Categories e-commerce,instant messaging

Tags displays ads,web chat,IM aggregator,tunnels,Common Industrial Protocol
Risk Very Low

Business Relevance Very High
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eBuddy XMS

eBuddy XMs [

Description eBuddy messages over XMS.

Categories e-commerce,instant messaging,SMS tools
Tags displays ads,web chat,IM aggregator,tunnels
Risk Medium

Business Relevance Medium
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. echo

echo

Description UNIX service for repeating strings of characters. Registered with IANA on
port 7 tcp/udp.

Categories network utilities

Tags opens port

Risk Very High

Business Relevance Medium
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Eclipse

Eclipse .

Description Software Updates for Eclipse.

Categories software update

Tags high bandwidth,SSL protocol,autostarts/stays resident,adds/installs other
software,Common Industrial Protocol

Risk Medium

Business Relevance Low
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. Eclipse Marketplace

Eclipse Marketplace

Description Marketplace for Eclipse application.

Categories software update

Tags high bandwidth,SSL protocol,autostarts/stays resident,adds/installs other
software,Common Industrial Protocol

Risk Medium

Business Relevance Low
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Eclipse Updates .

Eclipse Updates

Description Software Updates for Eclipse.
Categories software update
Tags high bandwidth,SSL protocol,autostarts/stays resident,adds/installs other

software,Common Industrial Protocol

Risk Medium

Business Relevance Low
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. Edge

Edge

Description Microsoft web browser.

Categories web browser

Tags SSL protocol,recent vulnerabilities,encrypts communications,User-Agent
Exclusion

Risk Medium

Business Relevance Medium
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Edge Chromium

Edge Chromium .

Description Microsoft browser based on chromium

Categories web browser

Tags SSL protocol,recent vulnerabilities,encrypts communications,User-Agent
Exclusion

Risk Medium

Business Relevance Medium
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. EdgeCast

EdgeCast

Applications: E |

Description Verizon Digital Media Services content delivery network.
Categories web services provider

Tags SSL protocol,content provider,Common Industrial Protocol
Risk Very Low

Business Relevance Medium
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Edmunds.com

Edmunds.com .

Description General automotive information website.
Categories e-commerce,news

Tags not work related,Common Industrial Protocol
Risk Low

Business Relevance Very Low
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. eDonkey

eDonkey

Description A peer to peer file sharing network.

Categories peer to peer

Tags high bandwidth, file sharing/transfer,share media, UDP protocol,allows remote
connect,not work related,eDonkey

Risk Very High

Business Relevance Very Low
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eDonkey Static .

eDonkey Static

Description eDonkey related traffic.
Categories network protocols/services
Tags

Risk Medium

Business Relevance Medium

Applications: E .



Applications: E |

. eFax

eFax

Description Internet fax service.

Categories web services provider

Tags SSL protocol,User-Agent Exclusion,Common Industrial Protocol
Risk Low

Business Relevance Medium
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Egloos

Egloos .

Description Korean blog host.

Categories web services provider

Tags SSL protocol,displays ads,blog,Common Industrial Protocol
Risk Low

Business Relevance Low
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B ccp

EGP

Description Exterior Gateway Protocol, predecessor of BGP. Used between Autonomous
Systems.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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eHow

eHow .

Description Website featuring tutorials on a wide variety of subjects.

Categories web services provider,multimedia (TV/video)

Tags SSL protocol,web-based support/help,displays ads,share links,share
video,blog,Common Industrial Protocol

Risk Medium

Business Relevance Very Low
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B ccre

EIGRP

Description Enhanced Interior Gateway Routing Protocol is a Cisco interior gateway
protocol.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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ekantipur

ekantipur .

Description Kantipur online news portal.
Categories web services provider,news
Tags displays ads

Risk Very Low

Business Relevance Very Low
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. Eksi sozluk

Eksi sozluk

Description Turkish online dictionary.

Categories web services provider,multimedia (TV/video)

Tags encrypts communications,displays ads,social network post
Risk Very Low

Business Relevance Low
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EL PALS

eLPALs I}

Description Spanish daily newspaper portal.

Categories web services provider,multimedia (TV/video),news
Tags encrypts communications,displays ads

Risk Very Low

Business Relevance Very Low
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. Elephant Drive

Elephant Drive

Description Cloud storage service used primarily as an online backup tool.
Categories remote file storage

Tags SSL protocol,file sharing/transfer,Common Industrial Protocol
Risk Low

Business Relevance High
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Elinks

Elinks [}

Description A web browser.

Categories web browser

Tags adds/installs other software, Windows installer,User-Agent Exclusion
Risk Low

Business Relevance Medium
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B ciisa viinde

Elisa Viihde

Description A Finnish telecommunications company.

Categories multimedia (TV/video),multimedia (music/audio)

Tags SSL protocol,displays ads,content provider,streaming feed
Risk Very Low

Business Relevance Medium
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Elmogaz

Elmogaz .

Description Egyptian online news portal.

Categories web services provider,multimedia (TV/video),news
Tags displays ads

Risk Very Low

Business Relevance Very Low

Applications: E .



[ EE

EMBLNDT

Applications: E |

Description Registered with IANA on port 394 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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EMC SmartPackets

EMC SmartPackets .

Description Registered with IANA on port 3218 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: E .



B =vrs pata

EMFIS Data

Applications: E |

Description EMFIS Service, port 140 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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emris-cNTL [
EMFIS-CNTL
Description EMFIS Control Service registered with IANA on port 141 TCP/UDP
Categories network protocols/services
Tags
Risk Very Low
Business Relevance High

Applications: E .



. Emission Control Protocol

Emission Control Protocol

Applications: E |

Description Registered with IANA as IP Protocol 14.
Categories network protocols/services

Tags SCADA protocol

Risk Medium

Business Relevance Medium
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Encapsulation Header .

Encapsulation Header

Description Encapsulation Protocol is an IP over IP tunneling protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: E .



. Enet

Enet

Applications: E |

Description Web portal for Chinese-speaking IT workers.
Categories web services provider,business,social networking
Tags displays ads,Common Industrial Protocol

Risk Very Low

Business Relevance High
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Engadget

Engadget .

Description E-commerce for gadgets and electronics.

Categories e-commerce,mobile application

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Medium

Business Relevance Very Low

Applications: E .
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. Engage BDR

Engage BDR

Description Advertisement site.

Categories web services provider,e-commerce,ad portal

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Very Low

Business Relevance Very Low
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ENIP

enie i

Description Ethernet/IP, an industrial control protocol.
Categories network protocols/services

Tags SCADA protocol,Common Industrial Protocol
Risk Low

Business Relevance Very High

Applications: E .



. Ensighten

Ensighten

Applications: E |

Description Tag-based advertising platform.
Categories web services provider,business,ad portal
Tags displays ads,Common Industrial Protocol
Risk Low

Business Relevance Medium
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Entertainment Weekly

Entertainment Weekly .

Description Entertainment new and video clips.
Categories multimedia (TV/video),news

Tags displays ads,Common Industrial Protocol
Risk Medium

Business Relevance Very Low

Applications: E .
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. entomb
entomb
Description Registered with IANA on port 775 TCP/UDP.
Categories network protocols/services
Tags
Risk Medium
Business Relevance Medium
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Entrust Administration Service Handler .

Entrust Administration Service Handler

Description Registered with IANA on port 710 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: E .



. Entrust SPS

Entrust SPS

Applications: E |

Description Registered with IANA on port 640 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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entrust-aaas .

entrust-aaas
Description Registered with IANA on port 680 TCP/UDP.
Categories network protocols/services
Tags
Risk Medium
Business Relevance Medium

Applications: E .



. entrust-aams

Applications: E |

entrust-aams
Description Registered with IANA on port 681 TCP/UDP.
Categories network protocols/services
Tags
Risk Medium
Business Relevance Medium
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Entrust-KMSH

Entrust-kMSH ]

Description Entrust Key Management Service Handler is a cryptographic key management
service.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. EntrustTime

EntrustTime

Description Time protocol for Entrust, Inc's security software. Registered with [ANA on
port 309 tcp/udp.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance High
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Envato

Envato .

Description Combined software education and marketplace site.
Categories web services provider,e-commerce

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Very Low

Business Relevance High

Applications: E .



. Epic

Applications: E |

Description Software that uses the Health Level 7 protocol.
Categories network protocols/services,healthcare services
Tags SSL protocol

Risk Very Low

Business Relevance Very High

. Applications: E



| Applications: E

Epiphany

Epiphany .

Description A web browser.

Categories web browser

Tags adds/installs other software, Windows installer
Risk Low

Business Relevance Medium

Applications: E .
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. Epmap

Epmap

Description DCE endpoint resolution. Registered with IANA on port 135 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Epsilon

Epsilon .

Description Per-click advertising services.

Categories web services provider,business,social networking,ad portal
Tags displays ads,Common Industrial Protocol

Risk Very Low

Business Relevance Medium
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B coads

EQ Ads

Description Advertisement site.

Categories web services provider,e-commerce,ad portal

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Very Low

Business Relevance Very Low
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eRecht24

eRecht24 .

Description Russian Web portal for all legal related information.
Categories web services provider

Tags displays ads,Common Industrial Protocol

Risk Low

Business Relevance Medium
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. eRoom

eRoom

Description Collaborative software site.

Categories web services provider,collaboration,remote administration

Tags SSL protocol,allows remote connect,Common Industrial Protocol
Risk Low

Business Relevance High
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ERPC

errc ||

Description Encore Expedited Remote Procedure Call.
Categories network protocols/services,remote administration
Tags allows remote control

Risk High

Business Relevance Medium

Applications: E .



. errlog copy/server daemon

errlog copy/server daemon

Applications: E |

Description Registered with IANA on port 704 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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ESCP

esce i

Description Registered with IANA on port 621 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Eset

Eset

Description Eset Antivirus/Security software download and updates.
Categories security management
Tags SSL protocol,file sharing/transfer,adds/installs other software,Common

Industrial Protocol

Risk Very Low

Business Relevance High
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eSignal

eSignal .

Description Used by eSignal in their online trading line of products.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B e

ESP

Description Encapsulating Security Payload, a part of the IPSec security protocol suite.
Categories e-commerce

Tags

Risk Medium

Business Relevance Medium
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ESPN

N |

Description Online Sports news and show.

Categories web services provider,multimedia (TV/video),news

Tags SSL protocol,web-based support/help,displays ads,web chat,Common
Industrial Protocol

Risk Medium

Business Relevance Very Low

Applications: E .



[l Espnvideo

ESPN Video

Applications: E |

Description Video streaming on ESPN.

Categories multimedia (TV/video)

Tags decrypted traffic, Common Industrial Protocol
Risk Medium

Business Relevance Low
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ESPNcricinfo

ESPNcricinfo [}

Description ESPN site focused on the game of Cricket.

Categories web services provider,multimedia (TV/video),news

Tags SSL protocol,web-based support/help,displays ads,web chat,Common
Industrial Protocol

Risk Low

Business Relevance Very Low

Applications: E .
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B csro

ESRO

Description The Efficient Short Remote Operations service is a Remote Procedure Call
service.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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ESRO-EMSDP V1.3

esro-EmsP V13 ]

Description IANA tcp/udp port 642.
Categories network protocols/services
Tags

Risk Very Low

Business Relevance Medium

Applications: E .
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B cstsoit

ESTsoft

Description Provides software tools and online games.

Categories web services provider,gaming,software update

Tags SSL protocol,bundles software,Common Industrial Protocol
Risk Medium

Business Relevance Low
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Etao

Etao .

Description Chinese web portal.

Categories web services provider

Tags SSL protocol,Common Industrial Protocol
Risk Low

Business Relevance Medium

Applications: E .
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B cthenr

EtherlP

Description EtherlIP is a protocol used for tunneling Ethernet packets across an IP internet.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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ETOS

eros [

Description Registered with IANA on ports 377-378 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium

Applications: E .
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. Etsy

Etsy

Description E-commerce website for homemade or vintage items.
Categories e-commerce

Tags SSL protocol,not work related,Common Industrial Protocol
Risk Medium

Business Relevance Medium
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ETtoday

ETtoday .

Description Chinese online news portal.

Categories web services provider,multimedia (TV/video),news
Tags displays ads

Risk Low

Business Relevance Very Low

Applications: E .



. Eudora

Eudora

Applications: E |

Description email client.

Categories email

Tags SSL protocol,encrypts communications,sends mail
Risk Low

Business Relevance Medium

. Applications: E
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Eudora Pro .

Eudora Pro

Description email client.

Categories email

Tags SSL protocol,encrypts communications,sends mail
Risk Low

Business Relevance Medium

Applications: E .



. Eudora Set

Eudora Set

Applications: E |

Description Protocol used by Eudora. IANA tcp/udp port 592.
Categories network protocols/services,email

Tags

Risk Very Low

Business Relevance Medium

Applications: E
88
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European Union

European Union .

Description Official website for European Union.

Categories web services provider

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Low

Business Relevance Medium

Applications: E .



. Eve Online

Eve Online

Applications: E |

Description Science fiction multi player online game.
Categories multimedia (TV/video)

Tags web gaming

Risk High

Business Relevance Low

. Applications: E
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Eventbrite

Eventhrite .

Description Event organization and invite site.

Categories collaboration,social networking

Tags SSL protocol,sends mail,Common Industrial Protocol
Risk Very Low

Business Relevance High

Applications: E .
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. Evernote

Evernote
Description Synched note taking and web bookmarking app.
Categories web desktop
Tags SSL protocol,Mac installer,Common Industrial Protocol
Risk Low
Business Relevance Medium
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Evidon

Evidon .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Very Low

Business Relevance Very Low

Applications: E .



. Evolution
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Evolution
Description Gnome email client.
Categories email
Tags SSL protocol,encrypts communications,sends mail
Risk Medium
Business Relevance Medium
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Evony

Evony .

Description Browser-based online multiplayer game.

Categories gaming

Tags high bandwidth,SSL protocol,web gaming,not work related,Common
Industrial Protocol

Risk High

Business Relevance Very Low

Applications: E .
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. Examiner.com

Examiner.com
Description News portal.
Categories web services provider,multimedia (TV/video),news
Tags SSL protocol,displays ads,Flash,Common Industrial Protocol
Risk Very Low
Business Relevance Low

. Applications: E



| Applications: E

Exchange

Exchange .

Description Microsoft Exchange services.

Categories collaboration,email

Tags encrypts communications,User-Agent Exclusion,Common Industrial Protocol
Risk High

Business Relevance High

Applications: E .
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. Exchange Online

Exchange Online

Description Traffic associated with Exchange Online, such as visiting outlook.com.
Categories web services provider,web content aggregators

Tags SSL protocol,Common Industrial Protocol,Common Industrial Protocol
Risk Low

Business Relevance Low
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Exchange System Attendant

Exchange System Attendant .

Description Micosoft Exchange System Attendant service.
Categories email

Tags

Risk Very Low

Business Relevance Very High

Applications: E .



. exec

exec

Applications: E |

Description Unix utility that provides remote execution of software.
Categories remote desktop control,network utilities

Tags allows remote connect,opens port,allows remote control
Risk Low

Business Relevance Very High
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eXelate

eXelate .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Very Low

Business Relevance Very Low

Applications: E .
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B Excciick

ExoClick

Description Barcelona based advertising company for both advertisers and publishers.
Categories web services provider,business

Tags encrypts communications

Risk Low

Business Relevance Very Low

. Applications: E
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Expedia

Expedia .

Description Travel reservation website.

Categories e-commerce

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Low

Business Relevance Medium

Applications: E .
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. Exponential Interactive

Exponential Interactive

Description Advertisement site.

Categories web services provider,e-commerce,ad portal

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Very Low

Business Relevance Very Low

. Applications: E
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ExpressVPN .

ExpressVPN

Description A paid VPN platform with desktop and mobile apps.
Categories VPN/tunnel

Tags evasive,FTP protocol,SSL protocol,Common Industrial Protocol
Risk Medium

Business Relevance Medium

Applications: E .
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. ExtraTorrent

ExtraTorrent

Description A BitTorrent network.
Categories download manager,peer to peer
Tags file sharing/transfer,share media,BitTorrent,share video,not work

related, Common Industrial Protocol

Risk Very High

Business Relevance Very Low

. Applications: E
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ExtremeTube .

ExtremeTube
Description Adult Videos.
Categories multimedia (TV/video)
Tags SSL protocol,not work related,adult content
Risk Very High
Business Relevance Very Low

Applications: E .
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. Eyejot

Eyejot

Description Video mail web application.

Categories email,multimedia (TV/video), VoIP

Tags SSL protocol,sends mail,share video,webmail,Common Industrial Protocol
Risk Very Low

Business Relevance High

. Applications: E
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eyeReturn

eyeReturn .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal

Tags SSL protocol,displays ads,Common Industrial Protocol
Risk Very Low

Business Relevance Very Low

Applications: E .
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. ezhelp

ezhelp

Description Allows remote access.

Categories web services provider,ad portal

Tags SSL protocol,displays ads,allows remote connect, Common Industrial Protocol
Risk Medium

Business Relevance Low

. Applications: E
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