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Cisco ACI Term

Industry Standard Term
(Approximation)

Description

Alias

Alias

A changeable name for a given object. While the name
of an object, once created, cannot be changed, the Alias
is a field that can be changed. For more details, refer to
"Using Tags and Alias" section under "Using the REST
APT":

API Inspector

The API Inspector in the Cisco APIC GUI provides a
real-time display of the REST API commands that the
Cisco APIC processes to perform GUI interactions.

App Center

The Cisco ACI App Center allows you to fully enable
the capabilities of the Cisco APIC by writing
applications running on the controller. Using the Cisco
ACI App Center, customers, developers, and partners
are able to build applications to simplify, enhance, and
visualize their use cases. These applications are hosted
and shared at the Cisco ACI App Center and installed
in the Cisco APIC.

Application Policy Infrastructure
Controller (APIC)

Approximation of cluster controller

The Cisco APIC, which is implemented as a replicated
synchronized clustered controller, provides a unified
point of automation and management, policy
programming, application deployment, and health
monitoring for the Cisco ACI multitenant fabric. The
minimum recommended size for a Cisco APIC cluster
is three controllers.

Application Profile

An application profile (fvAp) defines the policies,
services, and relationships between endpoint groups
(EPGs).

Atomic Counters

Atomic Counters

Atomic counters allow you to gather statistics about
traffic between leafs. Using atomic counters, you can
detect drops and misrouting in the fabric, enabling quick
debugging and isolation of application connectivity
issues. For example, an administrator can enable atomic
counters on all leaf switches to trace packets from
endpoint 1 to endpoint 2. If any leaf switches have
nonzero counters, other than the source and destination
leaf switches, an administrator can drill down to those
leaf switches.



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html
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Attachable Entity Profile

An Attachable Access Entity Profile (AEP) is used to
group domains with similar requirements. By grouping
domains into AEPs and associating them, the fabric
knows where the various devices in the domain live and
the Application Policy Infrastructure Controller (APIC)
can push the VLANs and policy where it needs to be.

Border Leaf Switches

Border Leaf Switches

Border leaf switches refers to a leaf that is connected to
a layer 3 device like external network devices or services
such as firewalls and router ports. Other devices like
servers can also connect to it.

Bridge Domain

Bridge Domain

A bridge domain is a set of logical ports that share the
same flooding or broadcast characteristics. Like a virtual
LAN (VLAN), bridge domains span multiple devices.

Cisco ACI Optimizer

The Cisco ACI Optimizer feature in the Cisco APIC
GUI is a Cisco APIC tool that enables you to determine
how many leaf switches you will need for your network
and suggests how to deploy each application and external
EPG on each leaf switch without violating any
constraints. It can also help you determine if your current
setup has what you need, if you are exceeding any
limitations, and suggests how to deploy each application
and external EPG on each leaf switch.

Cisco Application Virtual Switch
(AVS)

Cisco AVS is a distributed virtual switch that is
integrated with the Cisco ACI architecture as a virtual
leaf and managed by the Cisco APIC. It offers different
forwarding and encapsulation options and extends across
many virtualized hosts and data centers defined by the
VMware vCenter server.

Configuration Zones

Configuration zones divide the Cisco ACI fabric into
different zones that can be updated with configuration
changes at different times. This limits the risk of
deploying a faulty fabric-wide configuration that may
disrupt traffic or even bring the fabric down. An
administrator can deploy a configuration to a non-critical
zone, and then deploy it to critical zones when satisfied
that it is suitable. For more details, refer to:
Configuration Zones

Consumer

An EPG that consumes a service.



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_APIC_Config_Zones.html
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Context or VRF Instance

Virtual Routing and Forwarding
(VRF) or Private Network

A virtual routing and forwarding instance defines a
Layer 3 address domain that allows multiple instances
of a routing table to exist and work simultaneously. This
increases functionality by allowing network paths to be
segmented without using multiple devices. Cisco ACI
tenants can contain multiple VRFs.

Contract

Approximation of Access Control
List (ACL)

The rules that specify what and how communication in
a network is allowed. In Cisco ACI, contracts specify
how communications between EPGs take place. Contract
scope can be limited to the EPGs in an application
profile, a tenant, a VRF, or the entire fabric.

Distinguished Name (DN)

Approximation of Fully Qualified
Domain Name (FQDN)

A unique name that describes a MO and locates its place
in the MIT.

Endpoint Group (EPG)

Endpoint Group

A logical entity that contains a collection of physical or
virtual network endpoints. In Cisco ACI, endpoints are
devices connected to the network directly or indirectly.
They have an address (identity), a location, attributes
(e.g., version, patch level), and can be physical or virtual.
Endpoint examples include servers, virtual machines,
storage, or clients on the Internet.

Fabric

The Cisco ACI fabric includes Cisco Nexus 9000 Series
switches with the Cisco APIC controller to run in the
leaf/spine Cisco ACI fabric mode. These switches form
a “fat-tree” network by connecting each leaf node to
each spine node; all other devices connect to the leaf
nodes. The Cisco APIC manages the Cisco ACI fabric.

Filter

Approximation of Access Control
List and approximation of Firewall

Cisco ACI uses a whitelist model: all communication is
blocked by default; communication must be given
explicit permission. A Cisco ACI filter is a TCP/IP
header field, such as a Layer 3 protocol type or Layer 4
ports, that are used to allow inbound or outbound
communications between EPGs.

GOLF

The Cisco ACI GOLF feature (also known as Layer 3
EVPN Services for Fabric WAN) enables much more
efficient and scalable Cisco ACI fabric WAN
connectivity. It uses the BGP EVPN protocol over OSPF
for WAN routers that are connected to spine switches.

L2 Out

Bridged Connection

A bridged connection connects two or more segments
of the same network so that they can communicate. In
Cisco ACI, an L2 Out is a bridged (Layer 2) connection
between a Cisco ACI fabric and an outside Layer 2
network, which is usually a switch.
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L3 Out

Routed Connection

A routed Layer 3 connection uses a set of protocols that
determine the path that data follows in order to travel
across multiple networks from its source to its
destination. Cisco ACI routed connections perform IP
forwarding according to the protocol selected, such as
BGP, OSPF, or EIGRP.

Label

Label matching is used to determine which consumer
and provider EPGs can communicate. Contract subjects
of a given producer or consumer of that contract
determine that consumers and providers can
communicate. A label matching algorithm is used
determine this communication. For more details, refer
to: ACI Fundamentals Guide

Managed Object (MO)

MO

An abstract representation of network resources that are
managed. In Cisco ACI, an abstraction of a Cisco ACI
fabric resource.

Management Information Tree (MIT)

MIT

A hierarchical management information tree containing
all the managed objects (MOs) of a system. In Cisco
ACI, the MIT contains all the MOs of the Cisco ACI
fabric. The Cisco ACI MIT is also called the
Management Information Model (MIM).

Microsegmentation with Cisco ACI

Microsegmentation,
micro-segmentation

Microsegmentation with the Cisco Application Centric
Infrastructure (ACI) provides the ability to automatically
assign endpoints to logical security zones called endpoint
groups (EPGs) based on various network-based or virtual
machine (VM)-based attributes.

Multipod

Multipod enables provisioning a more fault-tolerant
fabric comprised of multiple pods with isolated control
plane protocols. Also, multipod provides more flexibility
with regard to the full mesh cabling between leaf and
spine switches. For example, if leaf switches are spread
across different floors or different buildings, multipod
enables provisioning multiple pods per floor or building
and providing connectivity between pods through spine
switches. Multipod uses MP-BGP EVPN as the
control-plane communication protocol between the Cisco
ACI spine switches in different pods. For more details,
refer to the Multipod White Paper:



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/aci-fundamentals/b_ACI-Fundamentals/b_ACI-Fundamentals_appendix_01001.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-737855.html
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Networking Domains

A fabric administrator creates domain policies that
configure ports, protocols, VLAN pools, and
encapsulation. These policies can be used exclusively
by a single tenant, or they can be shared. Once a fabric
administrator configures domains in the Cisco ACI
fabric, tenant administrators can associate tenant
endpoint groups (EPGs) to domains. A domain is
configured to be associated with a VLAN pool. EPGs
are then configured to use the VLANS associated with
a domain. You can configure the following domain

types:

* VMM domain profiles (vmmDomP) are required
for virtual machine hypervisor integration.

* Physical domain profiles (physDomP) are typically
used for bare metal server attachment and
management access.

* Bridged outside network domain profiles
(12extDomP) are typically used to connect a bridged
external network trunk switch to a leaf switch in
the Cisco ACI fabric.

* Routed outside network domain profiles
(13extDomP) are used to connect a router to a leaf
switch in the Cisco ACI fabric.

* Fibre Channel domain profiles (fcDomP) are used
to connect Fibre Channel VLANs and VSANSs.

Policy

Named entity that contains generic specifications for
controlling some aspect of system behavior. For
example, a Layer 3 Outside Network Policy would
contain the BGP protocol to enable BGP routing
functions when connecting the fabric to an outside Layer
3 network.

Profile

Named entity that contains the necessary configuration
details for implementing one or more instances of a
policy. For example, a switch node profile for a routing
policy would contain all the switch-specific
configuration details required to implement the BGP
routing protocol.

Provider

An EPG that provides a service.
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Quota Management

Quota Management

The Quota management feature enables an admin to
limit what managed objects can be added under a given
tenant or globally across tenants. Using Quota
Management, you can limit any tenant or group of
tenants from exceeding Cisco ACI maximums per leaf
switch or per fabric or unfairly consuming most available
resources, potentially affecting other tenants on the same
fabric.

For example, a user has configured a bridge domain
quota of maximum 6 across the entire ACI policy model
with a fault action. The code would be:

apicl (config) # quota fvBD max 6 scope uni
exceed-action fault

REST API

REST API

The Cisco Application Policy Infrastructure Controller
(APIC) REST APl is a programmatic interface that uses
REST architecture. The API accepts and returns HTTP
(not enabled by default) or HTTPS messages that contain
JavaScript Object Notation (JSON) or Extensible
Markup Language (XML) documents. The REST API
is the interface into the management information tree
(MIT) and allows manipulation of the object model state.
The same REST interface is used by the Cisco APIC
CLI, GUI, and SDK, so that whenever information is
displayed, it is read through the REST API, and when
configuration changes are made, they are written through
the REST API. The REST API also provides an interface
through which other information can be retrieved,
including statistics, faults, and audit events. It even
provides a means of subscribing to push-based event
notification, so that when a change occurs in the MIT,
an event can be sent through a web socket.

Schema

In a Cisco ACI Multi-Site configuration, the Schema is
a container for single or multiple templates that are used
for defining policies.

Site

Site

The Cisco APIC cluster domain or single fabric, treated
as a Cisco ACI region and availability zone. It can be
located in the same metro-area as other sites, or spaced
world-wide.
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Stretched ACI

Stretched Cisco ACI fabric is a partially meshed design
that connects Cisco ACI leaf and spine switches
distributed in multiple locations. The stretched fabric is
a single Cisco ACI fabric. The sites are one
administration domain and one availability zone.
Administrators are able to manage the sites as one entity;
configuration changes made on any Cisco APIC
controller node are applied to devices across the sites.
The stretched Cisco ACI fabric preserves live VM
migration capability across the sites. Objects (tenants,
VRFs, EPGs, bridge-domains, subnets, or contracts) can
be stretched when they are deployed to multiple sites.

Subject

Approximation of Access Control
List

In Cisco ACI, subjects in a contract specify what
information can be communicated and how.

Tags

Object tags simplify API operations. In an API
operation, an object or group of objects is referenced by
the tag name instead of by the distinguished name (DN).
Tags are child objects of the item they tag; besides the
name, they have no other properties.

For more details, refer to "Using Tags and Alias" section
under "Using the REST API".

Template

Template

In a Cisco ACI Multi-Site configuration, templates are
framework to hold policies and configuration objects
that are pushed to the different sites. These templates
reside within schemas that are defined for each site.

Tenant

Tenant

A secure and exclusive virtual computing environment.
In Cisco ACI, a tenant is a unit of isolation from a policy
perspective, but it does not represent a private network.
Tenants can represent a customer in a service provider
setting, an organization or domain in an enterprise
setting, or just a convenient grouping of policies. Cisco
ACT tenants can contain multiple private networks (VRF
instances).

vzAny

The vzAny managed object provides a convenient way
of associating all endpoint groups (EPGs) in a Virtual

Routing and Forwarding (VRF) instance to one or more
contracts, instead of creating a seperate contract relation
for each EPG. For more details, refer to the "Contracts
and Policy Enforcement" section of ACI Best Practices.



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/ACI_Best_Practices/b_ACI_Best_Practices/b_ACI_Best_Practices_chapter_010.html
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