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DCNM Integration with ServiceNow

ServiceNow offers applications for IT Service Management (ITSM) and IT Operations Management (ITOM).
There are four primary modules - inventory discovery, incident management, event management & change
management workflows. Starting from Cisco DCNM Release 11.3(1), we provide Cisco DCNM integration
with ServiceNow. This enables you to integrate end-user IT data with the ServiceNow platform. The integration
provides a default set of ServiceNow custom tables which are populated with configuration data.

To utilize this functionality, install the DCNM application in the ServiceNow customer instance and provide
the DCNM mid-server details. Information or data regarding switch details, port details, and alarms, is retrieved
to the ServiceNow Configuration Management Database (CMDB) tables. By default, data is retrieved every
15 minutes and displayed.

Details about the switches and ports of each switch are collected from the DCNM inventory. The alarms are
collected by polling DCNM. Alarms are then filtered and categorized based on their type, such as, CPU,
MEMORY, POWER, LINKSTATE, EXTERNAL, ICMP, SNMP, and SSH. The alarms are then stored in
an Events table. These events are then used to generate incidents for the CPU, MEMORY, SNMP, and SSH
categories. The source, description, severity and category of each alarm is stored. When an alarm is cleared
on DCNM, it is also cleared on ServiceNow in the next poll cycle. When polling of alarms is initiated for the
first time, the alarms that were raised in the last seven days are pulled in from DCNM. In case there is a gap
of more than seven days between collection of alarms, the old alarms are cleared and the polling process is
reinitiated.

The DCNM application on ServiceNow runs scheduled scripts and connects with the mid-server which in
turn connects with DCNM to retrieve data. DCNM sends the requested data to the mid-server which then
passes on the data to the DCNM application on ServiceNow. The tables in the DCNM instance on ServiceNow
are then populated with this retrieved data.
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. Guidelines and Limitations of DCNM Integration with ServiceNow

ServiceNow
MID Server

You can also watch the video that demonstrates Cisco DCNM integration with ServiceNow. See Cisco DCNM
Integration with ServiceNow.

Guidelines and Limitations of DCNM Integration with ServiceNow
* Details about only one mid-server should be added in the Cisco DCNM >Properties table.

* Scheduled scripts to retrieve data are run only after insertion of a server record in the Cisco
DCNM>Propertiestable.

* In case the mid-server IP Address and credentials in the Cisco DCNM >Properties table are changed,
the data that was imported using the previous mid-server is deleted from the application scope tables.
However, data that was imported to the ServiceNow CMDB (global scope) remains and is not deleted.

* To ensure optimal performance in the ServiceNow database, each entry is matched with the switch
database ID and IP Address ensuring that there is no duplication of entries.
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* Entries in the cmdb_ci_ip_switch table have to be manually deleted in case a new server is added in the
Cisco DCNM>Propertiestable.

Installing and Configuring the Cisco DCNM Application on ServiceNow
Procedure

Step 1 Log in to https://dcnm1 .service-now.com. Select System Applications > Applications. Install the Cisco
DCNM Application from the All Appstab.

SErviCeNOW. service Manzgement Q- O PO B

system app [©) < Application Manager C || Y Fitter by Apps

AllApps  InDevelopment NotlInstalled Installed Find in Store

In Development

Activity Pack Integration

Editin Studio
Not Installed
Application Design Access Cisco DCNM Application
 Vers
- cre 26,2009 100 Install
« Modified on Dec 02,2019
by Cisco Systems Inc
Activity Pack Integration
« Version102
+ Createdon Jan 04,2017

by Cisco Systems Inc:

Step 2 After installation is complete, verify that the Cisco DCNM Properties and Dashboard tabs are appearing in
the application.
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servicenow senice Management

=

Cisco DCNM
Properties
Dashboard

P Tables

Step 3 Choose M 1D Serversand click the MID Server that is used for DCNM integration.

ServiCenOW: senice Management

MID Servers

B oqom

Q = lastrefreshed = Started = stopped = Loggedinuser = Unresolved issues
@ mserverone test e Yes Zmrr;ajvnld—lz—la—lms PAtchTa-l001 o0 o e orggy 20191120 20191120

16:42:53 16:38:37 denmmidserveruser °

L

e Actions on selected rows.. $ 1 tolofl

Installation Instructions

Step 4 Scroll down and click the Propertiestab. Click New and add the property given below in the MID Server

Property New record window. Click Submit.

Name Type Value

glide http.outbound.max_timeout.enabled | True/false False
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Step5

Step 6

Step 7
Step 8
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SErvicenow: senieManagement Q- = Pr

== MID Server Property
denm < = Newrecord 4

Tht

=5 MID Server Properti inis MID Server ith additi lterany More nf

Cisco DCNM
Application Global @

Properties

Name glide.http.outbound.max_timeout.enabled

Dashboard

Value false

W Tables

cisco_denm_abouts

cisco_denm_events m

cisco_dcnm_switch_mappings

MiDserver  midserverone a0

cisco_denm_switch_details 0]

cisco_dcnm_switch_ports

Now, select the Configuration Parameterstab.

SErviCenOW. senice Management

o - 0 7 Bz

midsery < | = micsemerone Discovery view @ T oo e | el
=i MID Server Issues  Configuration Parameters (11)  Supported IPRanges (1) Capabllities () Extension Contexts  Logs (107) Threads(63) Properties  Included in Clusters
Discovery = Configuration Parameters m Search  Parameternamey  Search 1 tollof1l =]
M Sensery Y MiDserver=midserverone
MID Server & Q. = Parameter name =value
Installation Instructions ©  midoronuse prowy frue
Downloads @ ul https://dcnm1.service-now.com/
Dashboard (  midproxy.port 80
R ()  midinstance.usermame denmmidserveruser

In the Configuration Parameterstab, click New. Enter the required details in the fields.

SErVICENOW: service Management Qusa- O P @ &

— MID Server Configuration Parameter

denm < = Newrecord @ = oo submit
= MID server midserverone o |l
Cisco DCNM Parameter name mid.disable_ lient on the MID Server. s
Properties Domain global ol
Dashboard Value true
P Tables Submit
®
Click Submit to set up the MID Server.
Choose Cisco DCNM > Properties. Click New Server. Enter the required parameters.
SErViCEeNOW. service Management Q- O F @ &
denm < = @ = oo Updae

= Ensure DCNM is NTP time sync

Cisco DCNM >k DCNM IP Address 172.28.11.96

Properties % Usemame | admin

Dashboard K Password | ewesesn
W Tables 3k Mid Server midserverone Q|| ®
cisco_denm_abouts MidServer Status Up
cisco_denm_events DDCNM Connection Status Reachable
cisco_denm_switch_mappings Incident Creation from the DCNM Alarms
cisco_denm_switch_details Create Incident v

cisco_denm_switch_ports User | CiscoDCNM A

Update

DCNM IP Address - IP Address of the DCNM.
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. Viewing the Dashboard

Username - Enter the username used to log in to DCNM.

Password - Enter the password used to log in to DCNM.

Note Access should be provided only for DCNM admins.

Mid server - Specify the name of the mid server to be used. The name is auto-populated as you type. You can

also click the search icon next to this field to bring the MID Servers window. You can then select a MID
Server from the list that is displayed.

User - Create a new user and add the user name in this field. The Caller field in the incidents that are created
is populated with this user name. This field is auto-populated as you type. You can also click the search icon
next to this field to bring the Users window. You can then select a user from the list that is displayed.

Create Incident - Select this checkbox in case you need incidents to be raised automatically for alarm events.
Now, click Submit.

After the server details are submitted, the DCNM Connection Status field will display Reachable on successful
communication with DCNM, and Unreachable, in case the connection is unsuccessful.

Viewing the Dashboard

Choose Cisco DCNM >Dashboar d to display the dashboard. The DCNM | P Address, the DCNM Connection
Status and the MidServer Status are displayed at the top of the dashboard.

SerViCENOW. senvce vanagement Q- o & Px

93 DCNM Overview v

X | B

(0] i in the Cisco DCNM but Global To editthis dashboard, picker

Cisco DCNM Server Details
o e DCNM IP Address DCNM Connection Status MidServer Status

Dashboard (@ 10106228226 Reachable up

W Tables

DCNM Incidents Inventory by Model Inventory by Role

]
cisco_denm_switch_details E
cisco_denm_switch_ports _
S > e
1P Switch Count Group by [ Switch Role 4
Port Availability Port Utilization
1P Address Number of Ports Avail Ports Used Ports Health PAddress  Avalllg  Availzg  Availlog  Awilleg  Awail25g  Avail40g  Availag 4
@ 1010622858 s7 56 1 95% @ 40112 0 0 0 0 0 8 0
® w11 51 49 8 25% @ 401114 0 0 3 0 0 3 0
@ 116 5 4 5 3% ® @iz 3 o by 0 0 4 0
@ 01114 54 a1 7 31% @ 40111 0 0 1 0 0 7 0
® 41115 54 49 5 1% @ 10106228177 0 0 1 0 0 2 0
@ 11 5 66 9 3% @ 0116 0 0 1 0 0 4 0
@ 10106228177 54 53 1 97% ® 201115 0 0 3 0 0 4 0
@ w12 o s s s2% @ 101062858 © o 1 o o % 0

Click All to retrieve and display data from all the DCNM Servers that are displayed in the dropdown list.
When the All option is selected, the number of incidents that are displayed in the DCNM Incidents donut are
color-coded and displayed based on the different DCNM server IP addresses. The Inventory by Model and
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Inventory by Role donuts also display data from all the DCNM servers. The Port Availability and Port
Utilization donuts display data along with the DCNM Server that each IP address belongs to.

DCNM Incidents- This displays the number of incidents that have been raised based on the alarms retrieved
from DCNM. Click the donut for more details about the

= Incidents m Search  Number v | search W 1 t0200f675 B PP
Y All>Caller=Cisco DCNM > Active = true>Priority = 2 - High
% Q. = Number ¥ = Opened = Short description = caller = Priority = state = Category = Assignment group = Assigned to = Updated = Updated by
()  INCo010677 2019-12-0419:45:09  DCNM Server Alert Cisco DCNM 2-High New Inquiry/Help  (empty) (empty) 2019-12-0419:45:09  system
@ INC0010676 2019-12-0200:10:10  DCNM Server Alert Cisco DCNM 2-High New Inquiry / Help (empty) (empty) 2019-12-02 00:10:10 system
(@  INC0010675 2019-12-0200:10:10  DCNM Server Alert Cisco DCNM 2-High New Inquiry / Help (empty) (empty) 2019-12-0200:10:10  system
()  INCo010674 2019-12-0200:10:10  DCNM Server Alert Cisco DCNM 2-High New Inquiry / Help (empty) (empty) 2019-12-0200:10:10  system

1

I nventory by Model - This displays the number and type of switches present in DCNM. Each band represents
a device model. Click a band for more

= IPSwitchesm Search | Name v | Search W 1 to20f2

S All>Operational status = Operational > Model number = N9K-C93180YC-EX
& O =hNamea = Manufacturer = Model D = 1P Address = Serial number = Can partition VLANS = Canroute IP = Can switch IP
® 93180YC-EX-leaf5 (empty) Unknown 40.1.1.15 FD0210705Q6 false false false
@ Leaf1-93180YC-EX Sender (empty) Unknown 10.106.228.58 FDO22400W0D false false false
Actions on selected rows... 3 1 to2of2

I nventory by Role- This displays the number and types of switch roles present in DCNM. Click the required
section to display the number of roles that are operational and click on that pictorial representation to display
more details about the roles.

= cisco_denm_switch_details m Search | Switch DB ID IP Address v | Search 1 to7of7
S All>Switch Role= leaf > Switch DB ID Operational Status = Operational
& O = IP Address = switch Role = Fabric = License Detail = Operational Status
@ 1010622858 leaf Default_LAN Honor Operational
@ sl leaf Default_LAN Permanent Operational
@ 4oLLis leaf Default_LAN Permanent Operational
@ 40.1.1.14 leaf Default_LAN Honor Operational

Port Availability - This displays information about port availability. The IP address along with the total
number of ports, available ports, used ports and health of the switch is displayed. Click an IP address to display
more

isco_dcnm_switch_details P = ooo
=

= d
< = om0

Update  Delete N

Number of Ports 57 Peer
Switch DB ID 14060 Peer Switch DB ID (]
Avail Ports 56 Switch Role leaf
Health 95% Used Ports 1
License Detail Honor VPC Domain 0
1P Address 10.106.228.58

Update | Delete

Port Utilization - This displays information about port utilization based on each IP address. The number of
ports having 1G, 2G, 4G, 8G, 10G, 16G, 25G, 32G, 40G, and 100G availability, are displayed. Click an IP
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address to display more

<= ;ils;g_dcnm_swwtch_port @ = ooo Update  Delete N2
Switch DB ID 2120
Avail 10g 0 Avail 16g 0
Avail 1g 0 Avail 25 0
Avail 2g 0 Avail 32g 0
Avail 4g 0 Avail 40g 8
Avail 8g 0 Avail na 0
Avail 100g 0 Health 53%
Update | Delete

Troubleshooting DCNM Integration with ServiceNow

In case data is not being retrieved in the ServiceNow table:
* Check if the MID server is up or down.

* Check for information entries in system logs with the source “x_caci_cisco_denm”.

* Check the login credentials added in Cisco DCNM Properties.

For more information on DCNM application integration with ServiceNow, click here.
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