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To display the contents of the Address Resolution Protocol (ARP) table, use the arp command in boot loader
mode.

arp [ip_address]

Syntax Description

Command Default

Command Modes

ip_address (Optional) Shows the ARP table or the mapping for a specific IP address.

No default behavior or values.

Boot loader

Command History

Usage Guidelines

Examples

Release Modification
Cisco 10S XE Fuji This command was introduced.
16.9.2

The ARP table contains the [P-address-to-MAC-address mappings.

This example shows how to display the ARP table:

Device: arp 172.20.136.8
arp'ing 172.20.136.8...
172.20.136.8 is at 00:1b:78:d1:25:ae, via port O
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To load and boot an executable image and display the command-line interface (CLI), use the boot command
in boot loader mode.

boot flag filesystem:/file-url...

Syntax Description

Command Default

Command Modes

filesystem: Alias for a file system. Use flash: for the system board flash device; use usbflashO: for
USB memory sticks.
ffile-url Path (directory) and name of a bootable image. Separate image names with a semicolon.

No default behavior or values.

Boot loader

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Fuji 16.9.2 This command was introduced.

When you enter the boot command without any arguments, the device attempts to automatically boot the
system by using the information in the BOOT environment variable, if any.

If you supply an image name for the file-url variable, the boot command attempts to boot the specified image.

When you specify boot loader boot command options, they are executed immediately and apply only to the
current boot loader session.

These settings are not saved for the next boot operation.

Filenames and directory names are case sensitive.

Example

This example shows how to boot the device using the new-image.bin image:
Device: set BOOT flash:/new-images/new-image.bin

Device: boot

After entering this command, you are prompted to start the setup program.
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boot system

To specify which system image to load during the next boot cycle, use the boot system command in global
configuration mode. To remove the startup system image specification, use the no form of this command.

boot system {filesystem: /ffile-url | switch all filesystem: ffile-url}
no boot system [ {filesystem: /file-url | switch all [filesystem: /file-url]}]

Syntax Description filesystemt  Specifies a file system. The options are bootflash:, flash:, ftp:, http:, sftp:, and tftp:.

switch all Sets the system image for all devices in the stack.

ffileeurl  The URL of the system image to load at system startup.

Command Default No default behavior or values.

Command Modes Global configuration (config)

Command History Release Modification

Cisco IOS XE Fuji 16.9.2 This command was introduced.

Examples This example shows how to boot the system image file named cat9k lite iosxe.16.09.03.SPA.bin
from the bootflash:

Device (config) # boot system bootflash:cat9k_lite_iosxe.16.09.03.SPA.bin

This example shows how to boots all devices in the stack from a network server with an IP address:

Device (config) # boot system switch all tftp://10.11.15.10/cat9k lite iosxe.16.09.03.SPA.bin
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cat

To display the contents of one or more files, use the cat command in boot loader mode.

cat filesystem:/file-url...

Syntax Description filesystem:  Specifies a file system.

ffile-url  Specifies the path (directory) and name of the files to display. Separate each filename with a

space.
Command Default No default behavior or values.
Command Modes Boot loader

Command History Release Modification

Cisco IOS XE Fuji 16.9.2 This command was introduced.

Usage Guidelines Filenames and directory names are case sensitive.

If you specify a list of files, the contents of each file appears sequentially.

Examples This example shows how to display the contents of an image file:

Device: cat flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image_name: image file name.bin
ios_image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info end:
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To copy a file from a source to a destination, use the copy command in boot loader mode.

copy filesystem:/source-file-url filesystem:/destination-file-url

Syntax Description filesystem: Alias for a file system. Use usbflashO: for USB memory sticks.

/source-file-url Path (directory) and filename (source) to be copied.

/destination-file-url Path (directory) and filename of the destination.

Command Default No default behavior or values.
Command Modes Boot loader
Command History Release Modification

Cisco IOS XE Fuji 16.9.2 This command was introduced.

Usage Guidelines Filenames and directory names are case sensitive.

Directory names are limited to 127 characters between the slashes (/); the name cannot contain control
characters, spaces, deletes, slashes, quotes, semicolons, or colons.

Filenames are limited to 127 characters; the name cannot contain control characters, spaces, deletes, slashes,
quotes, semicolons, or colons.

If you are copying a file to a new directory, the directory must already exist.

Examples This example shows how to copy a file at the root:

Device: copy usbflashO:testl.text usbflashO:test4.text
File "usbflashO:testl.text" successfully copied to "usbflashO:test4.text"

You can verify that the file was copied by entering the dir filesystem: boot loader command.
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copy startup-config tftp:

To copy the configuration settings from a switch to a TFTP server, use the copy startup-config tftp: command
in Privileged EXEC mode.

copy startup-config tftp: remote host {ip-address}/{name}

Syntax Description

Command Default

Command Modes

remote host {ip-address}/{name} Host name or IP-address of Remote host.

No default behavior or values.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 16.1 This command was introduced.

To copy your current configurations from the switch, run the command copy startup-config tftp: and follow
the instructions. The configurations are copied onto the TFTP server.

Then, login to another switch and run the command copy tftp: startup-config and follow the instructions.
The configurations are now copied onto the other switch.

This example shows how to copy the configuration settings onto a TFTP server:

Device: copy startup-config tftp:
Address or name of remote host []?
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copy tftp: startup-config

To copy the configuration settings from a TFTP server onto a new switch, use the copy tftp: startup-config
command in Privileged EXEC mode on the new switch.

copy tftp: startup-config remote host {ip-address}/{name}

Syntax Description

Command Default

Command Modes

remote host {ip-address}/{name} Host name or IP-address of Remote host.

No default behavior or values.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 16.1 This command was introduced.

After the configurations are copied, to save your configurations, use write memory command and then either
reload the switch or run the copy startup-config running-config command.

This example shows how to copy the configuration settings from the TFTP server onto a switch:

Device: copy tftp: startup-config
Address or name of remote host []?
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debug voice diagnostics mac-address

To enable debugging of voice diagnostics for voice clients, use the debug voice diagnostics mac-address
command in privileged EXEC mode. To disable debugging, use the no form of this command.

debug voice diagnostics mac-address mac-addressl verbose mac-address mac-address2 ver bose
nodebug voice diagnostics mac-address mac-addressl verbose mac-address mac-address? verbose

Syntax Description  voice diagnostics Configures voice debugging for voice clients.

mac-address mac-addressl mac-address mac-address2 Specifies MAC addresses of the voice clients.

verbose Enables verbose mode for voice diagnostics.

Command Default No default behavior or values.

Command History Release Modification
Cisco 10S XE Fuji This command was
16.9.2 introduced.

The following is sample output from the debug voice diagnostics mac-addr ess command and shows
how to enable debugging of voice diagnostics for voice client with MAC address of 00:1f:ca:cf:b6:60:

Device# debug voice diagnostics mac-address 00:1f:ca:cf:b6:60
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debug platform condition feature multicast controlplane

To enable radioactive tracing for the Internet Group Management Protocol (IGMP) and Multicast Listener
Discovery (MLD) snooping features, use the debug platform condition feature multicast controlplane
command in privileged EXEC mode. To disable radioactive tracing, use the no form of this command.

debug platform condition feature multicast controlplane {{igmp-debug | pim} group-ip {ipv4 address |
ipv6 address} | {mld-snooping | igmp-snooping} mac mac-addressip {ipv4 address | ipv6 address} vian
vian-id } level {debug | error | info | verbose | warning}

no debug platform condition feature multicast controlplane{{igmp-debug | pim} group-ip {ipv4 address
| ipv6 address} | {mld-snooping | igmp-snooping} mac mac-addressip {ipv4 address | ipv6 address} vlian
vlan-id } level {debug | error | info | verbose | warning}

Syntax Description igmp-debug Enables IGMP control radioactive
tracing.
pim Enables Protocol Independent
Multicast (PIM) control radioactive
tracing.
mld-snooping Enables MLD snooping control

radioactive tracing.

igmp-snooping Enables IGMP snooping control
radioactive tracing.

mac mac-address MAC address of the receiver.

group-ip {ipv4 address | ipv6 address} IPv4 or IPv6 address of the
igmp-debug or pim group.

ip {ipv4 address | ipv6 address} IPv4 or IPv6 address of the
mld-snooping or igmp-snooping
group.

vlan vian-id VLAN ID. The range is from 1 to
4094.

level Enables debug severity levels.

debug Enables debugging level.

error Enables error debugging.

info Enables information debugging.

verbose Enables detailed debugging.

warning Enables warning debugging.

Command Modes Privileged EXEC (#)
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Command History Release Modification

Cisco IOS XE Gibraltar 16.10.1 This command was introduced.

The following example shows how to enable radioactive tracing for IGMP snooping:

Device# debug platform condition feature multicast controlplane igmp-snooping mac
000a.£330.344a ip 10.1.1.10 vlan 550 level warning

Related Commands Command Description

clear debug platform condition | Removes the debug conditions applied to a platform.
all

debug platform condition Filters debugging output for debug commands on the basis of specified
conditions.

debug platform condition start | Starts conditional debugging on a system.

debug platform condition stop | Stops conditional debugging on a system.

show platform condition Displays the currently active debug configuration.
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debug platform condition mac

To enable radioactive tracing for MAC learning, use the debug platform condition mac command in privileged
EXEC mode. To disable radioactive tracing for MAC learning, use the no form of this command.

debug platform condition mac {mac-address {control-plane | egress|ingress} | access-list access-list

name {egress | ingress}}

no debug platform condition mac {mac-address{control-plane | egress|ingress} | access-list access-list

name {egress | ingress}}

Syntax Description

mac mac-address

Filters output on the basis of the
specified MAC address.

access-list access-list name

Filters output on the basis of the
specified access list.

control-plane Displays messages about the
control plane routines.
egress Filters output on the basis of
outgoing packets.
ingress Filters output on the basis of
incoming packets.
Command Modes Privileged EXEC (#)
Command History Release Modification

Cisco IOS XE Gibraltar 16.10.1 This command was introduced.

The following example shows how to filter debugging output on the basis of a MAC address:

Device# debug platform condition mac bcl6.6509.3314 ingress

Related Commands

Command

Description

show platform condition

Displays the currently active debug configuration.

debug platform condition

Filters debugging output for debug commands on the basis of specified
conditions.

debug platform condition start

Starts conditional debugging on a system.

debug platform condition stop

Stops conditional debugging on a system.

clear debug platform condition
all

Removes the debug conditions applied to a platform.
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debug platform rep

To enable debugging of Resilient Ethernet Protocol (REP) functions, use the debug platform rep command
in privileged EXEC mode. To remove the specified condition, use the no form of this command.

debug platform rep {all | error | event | packet | verbose}
no debug platform rep {all | error | event | packet | verbose}

Syntax Description all Enables all REP debugging
functions.
error Enables REP error debugging.
event Enables REP event debugging.
packet Enables REP packet debugging.
verbose Enables REP verbose debugging.

Command History Release Modification

Cisco IOS XE Gibraltar 16.10.1 This command was introduced.

The following example shows how to enable debugging for all functionss:

Device# debug platform rep all

debug platform rep verbose debugging is on

debug platform rep control pkt handle debugging is on
debug platform rep error debugging is on

debug platform rep event debugging is on

Related Commands | Command Description
show platform condition Displays the currently active debug configuration.
debug platform condition Filters debugging output for debug commands on the basis of specified
conditions.

debug platform condition start | Starts conditional debugging on a system.

debug platform condition stop | Stops conditional debugging on a system.

clear debug platform condition |Removes the debug conditions applied to a platform.
all
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debug ilpower powerman

Command Default

To enable debugging of the power controller and Power over Ethernet (PoE) system, use the debug ilpower
power man command in privileged EXEC mode. Use the no form of this command to disable debugging.

This command has no arguments or keywords.

Command History Release Modification
Cisco IOS XE Gibraltar 16.10.1 This command was introduced.

This example shows the output for the debug ilpower power man command for releases prior to
Cisco IOS XE Gibraltar 16.10.1:

Device# debug ilpower powerman

1. 3ILPOWER-3-CONTROLLER PORT ERR: Controller port error, Interface

Gix/y/z: Power Controller reports power Imax error detected

Mar 8 16:35:17.801: ilpower power assign handle event: event 0, pwrassign
is done by proto CDP

Port Gil/0/48: Selected Protocol CDP

Mar 8 16:35:17.801: Ilpowerinterface (Gil/0/48) process tlvfrom cdpINPUT:

Mar 8 16:35:17.801: power consumption= 2640, power request id= 1,

power man id= 2,

Mar 8 16:35:17.801: power request level[] = 2640 0 0 0 O

Mar 8 16:35:17.801:

Mar 8 16:35:17.801: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) power negotiation:
consumption = 2640, alloc power= 2640

Mar 8 16:35:17.802: Ilpowerinterface (Gil1/0/48) setting ICUT OFF threshold
to 2640.

Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:18.115: ILP:: posting ilpslot 1 port 48 event 5 class O

Mar 8 16:35:18.115: ILP:: Gil/0/48: State=NGWC ILP LINK UP_ S-6,
Event=NGWC_ILP IMAX FAULT EV-5

Mar 8 16:35:18.115: ilpowerdelete power from pdlinkdownGil/0/48

Mar 8 16:35:18.115: Ilpowerinterface (Gil/0/48), delete allocated power
2640

Mar 8 16:35:18.116: Ilpowerinterface (Gil/0/48) setting ICUT OFF threshold
to O.

Mar 8 16:35:18.116: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.116: ilpower notify 1lldp power via mdi tlvGil/0/48 pwrallocO

Mar 8 16:35:18.116: Gi1/0/48 AUTO PORT PWR Allocl30 Request 130

Mar 8 16:35:18.116: Gil/0/48: LLDP NOTIFY TLV:
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(curr/prev) PSE Allocation: 13000/0
(curr/prev) PD Request : 13000/0

(curr/prev) PD Class : Class 4/

(curr/prev) PD Priority : low/unknown
(curr/prev) Power Type : Type 2 PSE/Type 2 PSE
(curr/prev) mdi pwr support: 7/0
(curr/prevPower Pair) : Signal/

(curr/prev) PSE PwrSource : Primary/Unknown

This example shows the output for the debug ilpower power man command starting Cisco 10S XE
Gibraltar 16.10.1. Power Unit (mW) has been added to the power_request_level, PSE Allocation
and PD Request. Power request level has been enhanced to display only non-zero values.

Device# debug ilpower powerman

1. SILPOWER-3-CONTROLLER PORT ERR: Controller port error, Interface

Gix/y/z: Power Controller reports power Imax error detected

Mar 8 16:35:17.801: ilpower power assign handle event: event 0, pwrassign
is done by proto CDP

Port Gil/0/48: Selected Protocol CDP

Mar 8 16:35:17.801: Ilpowerinterface (Gil/0/48) process tlvfrom cdpINPUT:

Mar 8 16:35:17.801: power consumption= 2640, power request id= 1,

power man id= 2,

Mar 8 16:35:17.801: power request level (mW) = 2640

<emmmm e mW unit added, non-zero value display

Mar 8 16:35:17.801:

Mar 8 16:35:17.801: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) power negotiation:
consumption = 2640, alloc power= 2640

Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) setting ICUT OFF threshold
to 2640.

Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:18.115: ILP:: posting ilpslot 1 port 48 event 5 class O

Mar 8 16:35:18.115: ILP:: Gil/0/48: State=NGWC_ILP LINK UP_ S-6,

Event=NGWC_ ILP IMAX FAULT EV-5

Mar 8 16:35:18.115: ilpowerdelete power from pdlinkdownGil/0/48

Mar 8 16:35:18.115: Ilpowerinterface (Gil/0/48), delete allocated power
2640

Mar 8 16:35:18.116: Ilpowerinterface (Gil/0/48) setting ICUT OFF threshold
to 0.

Mar 8 16:35:18.116: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.116: ilpower notify 1lldp power via mdi tlvGil/0/48 pwrallocO

Mar 8 16:35:18.116: Gil/0/48 AUTO PORT PWR Allocl30 Request 130

Mar 8 16:35:18.116: Gil/0/48: LLDP NOTIFY TLV:

(curr/prev) PSE Allocation (mW): 13000/0

Cmmmmm oo mW unit added
(curr/prev) PD Request (mW) : 13000/0
Cmmmmm o mW unit added
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curr/prev) PD Class : Class 4/

)
curr/prev) PD Priority : low/unknown
)

(

(

(curr/prev) Power Type : Type 2 PSE/Type 2 PSE
(curr/prev) mdi pwr support: 7/0
(curr/prevPower Pair) : Signal/

(curr/prev) PSE PwrSource : Primary/Unknown
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delete

To delete one or more files from the specified file system, use the delete command in boot loader mode.

delete filesystem: ffile-url...

Syntax Description filesystemt  Alias for a file system. Use usbflashO: for USB memory sticks.

ffile-url... Path (directory) and filename to delete. Separate each filename with a space.

Command Default No default behavior or values.

Command Modes Boot loader

Command History Release Modification

Cisco IOS XE Fuji 16.9.2 This command was introduced.

Usage Guidelines Filenames and directory names are case sensitive.

The device prompts you for confirmation before deleting each file.

Examples This example shows how to delete two files:

Device: delete usbflashO:test2.text usbflashO:test5.text

Are you sure you want to delete "usbflashO:test2.text" (y/n)?y
File "usbflashO:test2.text" deleted

Are you sure you want to delete "usbflashO:test5.text" (y/n)?y
File "usbflashO:test2.text" deleted

You can verify that the files were deleted by entering the dir usbflashO: boot loader command.
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To display the list of files and directories on the specified file system, use the dir command in boot loader
mode.

dir filesystem:/file-url

Syntax Description

Command Default

filesystem:  Alias for a file system. Use flash: for the system board flash device; use usbflashO: for USB
memory sticks.

ffile-url  (Optional) Path (directory) and directory name that contain the contents you want to display.
Separate each directory name with a space.

No default behavior or values.

Command Modes Boot Loader
Privileged EXEC
Command History Release Modification

Usage Guidelines

Examples

Cisco IOS XE Fuji 16.9.2 This command was introduced.

Directory names are case sensitive.

This example shows how to display the files in flash memory:

Device: dir flash:
Directory of flash:/

2  -rwx 561 Mar 01 2013 00:48:15 express_setup.debug

3 -rwx 2160256 Mar 01 2013 04:18:48 c2960x-dmon-mz-150-2r.EX

4  -rwx 1048 Mar 01 2013 00:01:39 multiple-fs

6 drwx 512 Mar 01 2013 23:11:42 c2960x-universalk9-mz.150-2.EX
645 drwx 512 Mar 01 2013 00:01:11 dc _profile dir

647 -rwx 4316 Mar 01 2013 01:14:05 config.text

648 -rwx 5 Mar 01 2013 00:01:39 private-config.text

96453632 bytes available (25732096 bytes used)

Table 1: dir Field Descriptions

Field Description

2 Index number of the file.

-ITWX File permission, which can be any or all of the following:

» d—directory
» r—readable

» w—writable

* x—executable
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Field Description

1644045 | Size of the file.

<date> |Last modification date.

env_vars | Filename.
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Syntax Description

Command Default

Command Modes

exit .

To return to the previous mode or exit from the CLI EXEC mode, use the exit command.

exit
This command has no arguments or keywords.
No default behavior or values.

Privileged EXEC

Global configuration

Command History

Release Modification
Cisco IOS XE Fuji This command was
16.9.2 introduced.

This example shows how to exit the configuration mode:

Device (config) # exit
Device#
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flash_init

To initialize the flash: file system, use the flash_init command in boot loader mode.

flash_init

Syntax Description ~ This command has no arguments or keywords.

Command Default The flash: file system is automatically initialized during normal system operation.
Command Modes Boot loader
Command History Release Modification
Cisco IOS XE Fuji This command was introduced.
16.9.2
Usage Guidelines During the normal boot process, the flash: file system is automatically initialized.

Use this command to manually initialize the flash: file system. For example, you use this command during
the recovery procedure for a lost or forgotten password.
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help

To display the available commands, use the help command in boot loader mode.

help

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes Boot loader

Command History Release Modification

Cisco IOS XE Fuji 16.9.2 This command was introduced.

Example

This example shows how to display a list of available boot loader commands:

Device:help

? -- Present list of available commands

arp -- Show arp table or arp-resolve an address
boot -- Load and boot an executable image

cat -- Concatenate (type) file(s)

copy —-- Copy a file

delete -- Delete file(s)

dir -- List files in directories
emergency-install -- Initiate Disaster Recovery
unset -- Unset one or more environment variables
version -- Display boot loader version
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To install Software Maintenance Upgrade (SMU) packages, use the install command in privileged EXEC
mode.

install {abort |activate |file {bootflash: |flash: | harddisk: |webui:} [{auto-abort-timer timer timer
prompt-level {all |none}}] |add file {bootflash: |flash: |ftp: | harddisk: | http: |https: |rcp: | scp:
| tftp: | webui:} [{activate[{auto-abort-timer timer prompt-level {all | none}commit}]}] |commit |
auto-abort-timer stop | deactivatefile {bootflash: |flash: | harddisk: | webui:} |label id{description
description | label-name name} | remove {file {bootflash: |flash: | harddisk: |webui:} |inactive} |
rollback to {base | committed |id {install-ID } | label {label-name}}}

Syntax Description

abort Terminates the current install operation.

activate Validates whether the SMU is added through the
install add command.

This keyword runs a compatibility check, updates
package status, and if the package can be restarted,
triggers post-install scripts to restart the necessary
processes, or triggers a reload for nonrestartable

packages.
file Specifies the package to be activated.
{bootflash: | flash: | harddisk: | webui:} Specifies the location of the installed package.
auto-abort-timer timer (Optional) Installs an auto-abort timer.
prompt-level {all | none} (Optional) Prompts a user about installation
activities.

For example, the activate keyword automatically
triggers a reload for packages that require a reload.
Before activating the package, a message prompts
users about wanting to continue or not.

The all keyword allows you to enable prompts. The
none keyword disables prompts.

add Copies files from a remote location (through FTP
or TFTP) to a device and performs SMU
compatibility check for the platform and image
versions.

This keyword runs base compatibility checks to
ensure that a specified package is supported on a
platform.

{ bootflash: | flash: |ftp: |harddisk: |http: |https: |  Specifies the package to be added.
rcp: | scp: | tftp: jwebui:}
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Command Default

Command Modes
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commit

Makes SMU changes persistent over reloads.

You can perform a commit after activating a package
while the system is up, or after the first reload. If a
package is activated, but not committed, it remains
active after the first reload, but not after the second
reload.

auto-abort-timer stop

Stops the auto-abort timer.

deactivate Deactivates an installed package.
Note Deactivating a package also updates
the package status and might trigger a
process restart or reload.
label id Specifies the ID of the install point to label.
description Adds a description to the specified install point.

label-name name

Adds a label name to the specified install point.

remove Removes the installed packages.
The removekeyword can only be used on packages
that are currently inactive.

inactive Removes all the inactive packages from the device.

rollback Rolls back the data model interface (DMI) package
SMU to the base version, the last committed version,
or a known commit ID.

to base Returns to the base image.

committed Returns to the installation state when the last commit
operation was performed.

id install-1D Returns to the specific install point ID. Valid values

are from 1 to 4294967295.

Packages are not installed.

Privileged EXEC (#)

Command History

Usage Guidelines

Release

Modification

Cisco IOS XE Fuji 16.9.1

This command was introduced.

An SMU is a package that can be installed on a system to provide a patch fix or security resolution to a released
image. This package contains a minimal set of files for patching the release along with metadata that describes

the contents of the package.
Packages must be added before the SMU is activated.
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A package must be deactivated before it is removed from Flash. A removed packaged must be added again.

The following example shows how to add an install package to a device:

Device# install add file
flash:cat9 iosxe.BLD SMU 20180302_085005_ TWIG_LATEST 20180306_013805.3.SSA.smu.bin

install add: START Mon Mar 5 21:48:51 PST 2018
install add: Adding SMU

--- Starting initial file syncing ---

Info: Finished copying

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin to the
selected switch (es)

Finished initial file syncing

Executing pre scripts....

Executing pre scripts done.

--- Starting SMU Add operation ---

Performing SMU ADD on all members
[1] SMU_ADD package(s) on switch 1
[1] Finished SMU _ADD on switch 1

Checking status of SMU ADD on [1]

SMU_ADD: Passed on [1]

Finished SMU Add operation

SUCCESS: install add
/flash/cat9k_iosxe.BLD_SMU 20180302 085005 TWIG_LATEST 20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:49:00 PST 2018

The following example shows how to activate an install package:

Device# install activate file
flash:cat9k_iosxe.BLD_SMU 20180302 085005 _TWIG_LATEST 20180306 _013805.3.SSA.smu.bin

install activate: START Mon Mar 5 21:49:22 PST 2018
install activate: Activating SMU
Executing pre scripts....

Executing pre sripts done.

--— Starting SMU Activate operation ---

Performing SMU ACTIVATE on all members
[1] SMU_ACTIVATE package(s) on switch 1
[1] Finished SMU_ACTIVATE on switch 1

Checking status of SMU ACTIVATE on [1]

SMU_ACTIVATE: Passed on [1]

Finished SMU Activate operation

SUCCESS: install activate
/flash/cat9k_iosxe.BLD_SMU 20180302 085005 TWIG_LATEST_ 20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:49:34 PST 2018

The following example shows how to commit an installed package:

Device# install commit

install commit: START Mon Mar 5 21:50:52 PST 2018
install commit: Committing SMU
Executing pre scripts....
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Executing pre sripts done.

--- Starting SMU Commit operation ---

Performing SMU COMMIT on all members
[1] SMU_COMMIT package(s) on switch 1
[1] Finished SMU COMMIT on switch 1

Checking status of SMU COMMIT on [1]

SMU_COMMIT: Passed on [1]

Finished SMU Commit operation

SUCCESS: install commit

/flash/cat9k_iosxe.BLD_SMU 20180302 085005 TWIG_LATEST_ 20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:51:01 PST 2018

Related Commands

Command Description
show install Displays information about the install
packages.
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12 traceroute

To enable the Layer 2 traceroute server, use the |12 traceroute command in global configuration mode. Use
the no form of this command to disable the Layer 2 traceroute server.

|2 traceroute
no |2 traceroute

Syntax Description ~ This command has no arguments or keywords.

Command Modes Global configuration (config#)
Command History Release Modification
Cisco 10S XE Fuji 16.9.2 The command was introduced.
Usage Guidelines Layer 2 traceroute is enabled by default and opens a listening socket on User Datagram Protocol (UDP) port

2228. To close the UDP port 2228 and disable Layer 2 traceroute, use the no 12 tracer oute command in global
configuration mode.

The following example shows how to configure Layer 2 traceroute using the |2 tr acer oute command.

Device# configure terminal
Device (config)# 12 traceroute
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license hoot level

To boot a new software license on the device, use the license boot level command in global configuration
mode. Use the no form of this command to remove all software licenses from the device.

license boot level base-license-level addon addon-license-level
no license boot level

Syntax Description

Command Default

Command Modes

base-license-level  Level at which the switch is booted, for example, networ k-essentials
Base licenses that are available are:

* Network Essentials

» Network Advantage (includes Network Essentials)

addon-license-level Additional licenses that can be subscribed for a fixed term of three, five, or seven years.
Add-on licenses that are available are:
* Digital Networking Architecture (DNA) Essentials
* DNA Advantage (includes DNA Essentials)

The switch boots the configured image.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

Cisco 10S XE Fuji 16.9.1 This command was introduced.

Use the license boot level command for these purposes:
» Downgrade or upgrade licenses
* Enable or disable an evaluation or extension license

* Clear an upgrade license
This command forces the licensing infrastructure to boot the configured license level instead of the license
hierarchy maintained by the licensing infrastructure for a given module:

» When the switch reloads, the licensing infrastructure checks the configuration in the startup configuration
for licenses, if any. If there is a license in the configuration, the switch boots with that license. If there
is no license, the licensing infrastructure follows the image hierarchy to check for licenses.

« If the forced boot evaluation license expires, the licensing infrastructure follows the regular hierarchy to
check for licenses.

» If the configured boot license has already expired, the licensing infrastructure follows the hierarchy to
check for licenses.
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Examples The following example shows how to activate the network-essentals license on a switch at the next

reload:

Device (config)# license boot level network-essentals
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license smart deregister

Syntax Description

To cancel device registration from Cisco Smart Software Manager (CSSM), use the license smart deregister
command in privileged EXEC mode.

license smart deregister

This command has no arguments or keywords.

Command Default ~ Privileged EXEC (#)
Command History Release Modification
Cisco IOS XE Fuji 16.9.1 This command was introduced.

Usage Guidelines

Use the license smart deregister command for these purposes:
» When your device is taken off the inventory
» When your device is shipped elsewhere for redeployment

* When your device is returned to Cisco for replacement using the return merchandise authorization (RMA)
process

Example
This example shows how to deregister a device from CSSM:

Device# license smart deregister

*Jun 25 00:20:13.291 PDT: %SMART LIC-6-AGENT DEREG SUCCESS: Smart Agent for Licensing

De-registration with the Cisco Smart Software Manager or satellite was successful

*Jun 25 00:20:13.291 PDT: %SMART LIC-5-EVAL START: Entering evaluation period

*Jun 25 00:20:13.291 PDT: %SMART LIC-6-EXPORT CONTROLLED: Usage of export controlled features
is Not Allowed for udi PID:ISR4461/K9,SN:FDO2213A0GL

Related Commands

Command Description

license smart register idtoken Registers a device in CSSM.

show license all Displays entitlements information.
show license status Displays compliance status of a license.
show license summary Displays summary of all active licenses.
show license usage Displays license usage information
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license smart register idtoken

To register a device with the token generated from Cisco Smart Software Manager (CSSM), use the license
smart register idtoken command in privileged EXEC mode.

license smart register idtoken token_ID {force}

Syntax Description

Command Modes

token_ID Device with the token generated from CSSM.

force Forcefully registers your device irrespective of
whether the device is registered or not.

Privileged EXEC (#)

Command History

Release Modification
Cisco IOS XE Fuji 16.9.1 This command was introduced.
Example

This example shows how to register a device on CSSM:

Device# license smart register idtoken
$T14Uytr