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CHAPTER 1

Administering the Device

* Information About Administering the Device, on page 1

* How to Administer the Device, on page 10

* Configuration Examples for Device Administration, on page 37
+ Additional References for Device Administration, on page 40

* Feature History for Device Administration, on page 40

Information About Administering the Device

System Time and Date Management

You can manage the system time and date on your device using automatic configuration methods (RTC and
NTP), or manual configuration methods.

\}

Note For complete syntax and usage information for the commands used in this section, see the Cisco 10S
Configuration Fundamentals Command Reference on Cisco.com.

System Clock

The basis of the time service is the system clock. This clock runs from the moment the system starts up and
keeps track of the date and time.

The system clock can then be set from these sources:

* RTC
* NTP
* Manual configuration
The system clock can provide time to these services:
* User show commands

* Logging and debugging messages
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The system clock keeps track of time internally based on Coordinated Universal Time (UTC), also known as
Greenwich Mean Time (GMT). You can configure information about the local time zone and summer time
(daylight saving time) so that the time appears correctly for the local time zone.

The system clock keeps track of whether the time is authoritative or not (that is, whether it has been set by a
time source considered to be authoritative). If it is not authoritative, the time is available only for display
purposes and is not redistributed.

Network Time Protocol

The NTP is designed to time-synchronize a network of devices. NTP runs over User Datagram Protocol
(UDP), which runs over IP. NTP is documented in RFC 1305.

An NTP network usually gets its time from an authoritative time source, such as a radio clock or an atomic
clock attached to a time server. NTP then distributes this time across the network. NTP is extremely efficient;
no more than one packet per minute is necessary to synchronize two devices to within a millisecond of one
another.

NTP uses the concept of a stratum to describe how many NTP hops away a device is from an authoritative
time source. A stratum 1 time server has a radio or atomic clock directly attached, a stratum 2 time server
receives its time through NTP from a stratum 1 time server, and so on. A device running NTP automatically
chooses as its time source the device with the lowest stratum number with which it communicates through
NTP. This strategy effectively builds a self-organizing tree of NTP speakers.

NTP avoids synchronizing to a device whose time might not be accurate by never synchronizing to a device
that is not synchronized. NTP also compares the time reported by several devices and does not synchronize
to a device whose time is significantly different than the others, even if its stratum is lower.

The communications between devices running NTP (known as associations) are usually statically configured;
each device is given the IP address of all devices with which it should form associations. Accurate timekeeping
is possible by exchanging NTP messages between each pair of devices with an association. However, in a
LAN environment, NTP can be configured to use IP broadcast messages instead. This alternative reduces
configuration complexity because each device can simply be configured to send or receive broadcast messages.
However, in that case, information flow is one-way only.

The time kept on a device is a critical resource; you should use the security features of NTP to avoid the
accidental or malicious setting of an incorrect time. Two mechanisms are available: an access list-based
restriction scheme and an encrypted authentication mechanism.

Cisco’s implementation of NTP does not support stratum 1 service; it is not possible to connect to a radio or
atomic clock. We recommend that the time service for your network be derived from the public NTP servers
available on the IP Internet.

The Figure shows a typical network example using NTP. Device A is the primary NTP, with the Device B,
C, and D configured in NTP server mode, in server association with Device A. Device E is configured as an
NTP peer to the upstream and downstream device, Device B and Device F, respectively.
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NTP Stratum

NTP Associations

NTP Stratum .

Figure 1: Typical NTP Network Configuration

workgroup e e

Switch E

— i — T —
Workstations

1oiads

If the network is isolated from the Internet, Cisco’s implementation of NTP allows a device to act as if it is
synchronized through NTP, when in fact it has learned the time by using other means. Other devices then
synchronize to that device through NTP.

When multiple sources of time are available, NTP is always considered to be more authoritative. NTP time
overrides the time set by any other method.

Several manufacturers include NTP software for their host systems, and a publicly available version for

systems running UNIX and its various derivatives is also available. This software allows host systems to be
time-synchronized as well.

NTP uses the concept of a stratum to describe how many NTP hops away a device is from an authoritative
time source. A stratum 1 time server has a radio or atomic clock directly attached, a stratum 2 time server
receives its time through NTP from a stratum 1 time server, and so on. A device running NTP automatically
chooses as its time source the device with the lowest stratum number with which it communicates through
NTP. This strategy effectively builds a self-organizing tree of NTP speakers.

NTP avoids synchronizing to a device whose time might not be accurate by never synchronizing to a device
that is not synchronized. NTP also compares the time reported by several devices and does not synchronize
to a device whose time is significantly different than the others, even if its stratum is lower.

The communications between devices running NTP (known as associations) are usually statically configured;
each device is given the IP address of all devices with which it should form associations. Accurate timekeeping
is possible by exchanging NTP messages between each pair of devices with an association. However, in a
LAN environment, NTP can be configured to use IP broadcast messages instead. This alternative reduces
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configuration complexity because each device can simply be configured to send or receive broadcast messages.
However, in that case, information flow is one-way only.

Poll-Based NTP Associations

Networking devices running NTP can be configured to operate in variety of association modes when
synchronizing time with reference time sources. A networking device can obtain time information on a network
in two ways—Dby polling host servers and by listening to NTP broadcasts. This section focuses on the poll-based
association modes. Broadcast-based NTP associations are discussed in the Broadcast-Based NTP Associations
section.

The following are the two most commonly used poll-based association modes:

* Client mode

* Symmetric active mode

The client and the symmetric active modes should be used when NTP is required to provide a high level of
time accuracy and reliability.

When a networking device is operating in the client mode, it polls its assigned time-serving hosts for the
current time. The networking device will then pick a host from among all the polled time servers to synchronize
with. Because the relationship that is established in this case is a client-host relationship, the host will not
capture or use any time information sent by the local client device. This mode is most suited for file-server
and workstation clients that are not required to provide any form of time synchronization to other local clients.
Use the ntp server command to individually specify the time server that you want your networking device
to consider synchronizing with and to set your networking device to operate in the client mode.

When a networking device is operating in the symmetric active mode, it polls its assigned time-serving hosts
for the current time and it responds to polls by its hosts. Because this is a peer-to-peer relationship, the host
will also retain time-related information of the local networking device that it is communicating with. This
mode should be used when a number of mutually redundant servers are interconnected via diverse network
paths. Most stratum 1 and stratum 2 servers on the Internet adopt this form of network setup. Use the ntp
peer command to individually specify the time serving hosts that you want your networking device to consider
synchronizing with and to set your networking device to operate in the symmetric active mode.

The specific mode that you should set for each of your networking devices depends primarily on the role that
you want them to assume as a timekeeping device (server or client) and the device’s proximity to a stratum
1 timekeeping server.

A networking device engages in polling when it is operating as a client or a host in the client mode or when
it is acting as a peer in the symmetric active mode. Although polling does not usually place a burden on
memory and CPU resources such as bandwidth, an exceedingly large number of ongoing and simultaneous
polls on a system can seriously impact the performance of a system or slow the performance of a given network.
To avoid having an excessive number of ongoing polls on a network, you should limit the number of direct,
peer-to-peer or client-to-server associations. Instead, you should consider using NTP broadcasts to propagate
time information within a localized network.

Broadcast-Based NTP Associations

Broadcast-based NTP associations should be used when time accuracy and reliability requirements are modest
and if your network is localized and has more than 20 clients. Broadcast-based NTP associations are also
recommended for use on networks that have limited bandwidth, system memory, or CPU resources.
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NTP Security .

A networking device operating in the broadcast client mode does not engage in any polling. Instead, it listens
for NTP broadcast packets that are transmitted by broadcast time servers. Consequently, time accuracy can
be marginally reduced because time information flows only one way.

Use the ntp broadcast client command to set your networking device to listen for NTP broadcast packets
propagated through a network. For broadcast client mode to work, the broadcast server and its clients must
be located on the same subnet. You must enable the time server that transmits NTP broadcast packets on the
interface of the given device by using the ntp broadcast command.

The time kept on a device is a critical resource; you should use the security features of NTP to avoid the
accidental or malicious setting of an incorrect time. Two mechanisms are available: an access list-based
restriction scheme and an encrypted authentication mechanism.

)

Note We do not recommend configuring Message Direct 5 (MDS5) authentication. You can use other supported

NTP Access Group

authentication methods for stronger encryption.

The access list-based restriction scheme allows you to grant or deny certain access privileges to an entire
network, a subnet within a network, or a host within a subnet. To define an NTP access group, use the ntp
access-group command in global configuration mode.

The access group options are scanned in the following order, from least restrictive to the most restrictive:
1. ipv4 —Configures IPv4 access lists.
2. ipv6 —Configures IPv6 access lists.

3. peer —Allows time requests and NTP control queries, and allows the system to synchronize itself to a
system whose address passes the access list criteria.

4. serve —Allows time requests and NTP control queries, but does not allow the system to synchronize itself
to a system whose address passes the access list criteria.

5. serve-only —Allows only time requests from a system whose address passes the access list criteria.

6. query-only —Allows only NTP control queries from a system whose address passes the access list criteria.

If the source IP address matches the access lists for more than one access type, the first type is granted access.
If no access groups are specified, all access types are granted access to all systems. If any access groups are
specified, only the specified access types will be granted access.

For details on NTP control queries, see RFC 1305 (NTP Version 3).

The encrypted NTP authentication scheme should be used when a reliable form of access control is required.
Unlike the access list-based restriction scheme that is based on IP addresses, the encrypted authentication
scheme uses authentication keys and an authentication process to determine if NTP synchronization packets
sent by designated peers or servers on a local network are deemed as trusted before the time information that
they carry along with them is accepted.

The authentication process begins from the moment an NTP packet is created. Cryptographic checksum keys
are generated using the message digest algorithm 5 (MD5) and are embedded into the NTP synchronization
packet that is sent to a receiving client. Once a packet is received by a client, its cryptographic checksum key
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is decrypted and checked against a list of trusted keys. If the packet contains a matching authentication key,
the time-stamp information that is contained within the packet is accepted by the receiving client. NTP
synchronization packets that do not contain a matching authenticator key are ignored.

\)

Note In large networks, where many trusted keys must be configured, the Range of Trusted Key Configuration
feature enables configuring multiple keys simultaneously.

It is important to note that the encryption and decryption processes used in NTP authentication can be very
CPU-intensive and can seriously degrade the accuracy of the time that is propagated within a network. If your
network setup permits a more comprehensive model of access control, you should consider the use of the
access list-based form of control.

After NTP authentication is properly configured, your networking device will synchronize with and provide
synchronization only to trusted time sources.
NTP Services on a Specific Interface

Network Time Protocol (NTP) services are disabled on all interfaces by default. NTP is enabled globally
when any NTP commands are entered. You can selectively prevent NTP packets from being received through
a specific interface by using the ntp disable command in interface configuration mode.

Source IP Address for NTP Packets

When the system sends an NTP packet, the source IP address is normally set to the address of the interface
through which the NTP packet is sent. Use the ntp sour ce interface command in global configuration mode
to configure a specific interface from which the IP source address will be taken.

This interface will be used for the source address for all packets sent to all destinations. If a source address is
to be used for a specific association, use the source keyword in the ntp peer or ntp server command.

NTP Implementation

Implementation of NTP does not support stratum 1 service; it is not possible to connect to a radio or atomic
clock. We recommend that the time service for your network be derived from the public NTP servers available
on the IP Internet.

Figure 2: Typical NTP Network Configuration

The following figure shows a typical network example using NTP. Switch A is the primary NTP, with the
Switch B, C, and D configured in NTP server mode, in server association with Switch A. Switch E is configured
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System Name and Prompt .
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If the network is isolated from the Internet, NTP allows a device to act as if it is synchronized through NTP,

when in fact it has learned the time by using other means. Other devices then synchronize to that device
through NTP.

When multiple sources of time are available, NTP is always considered to be more authoritative. NTP time
overrides the time set by any other method.

Several manufacturers include NTP software for their host systems, and a publicly available version for

systems running UNIX and its various derivatives is also available. This software allows host systems to be
time-synchronized as well.

System Name and Prompt

You configure the system name on the device to identify it. By default, the system name and prompt are
Switch.

If you have not configured a system prompt, the first 20 characters of the system name are used as the system
prompt. A greater-than symbol [>] is appended. The prompt is updated whenever the system name changes.

For complete syntax and usage information for the commands used in this section, see the Cisco |0S
Configuration Fundamentals Command Reference, Release 12.4 and the Cisco I0S|1P Command Reference,
Volume 2 of 3: Routing Protocols, Release 12.4.
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Stack System Name and Prompt

If you are accessing a stack member through the active switch, you must use the session stack-member-number
privileged EXEC command. The stack member number range is . When you use this command, the stack
member number is appended to the system prompt. For example, Switch-2# is the prompt in privileged EXEC
mode for stack member 2, and the system prompt for the switch stack is Switch.

Default System Name and Prompt Configuration

DNS

The default switch system name and prompt is Switch.

The DNS protocol controls the Domain Name System (DNS), a distributed database with which you can map
hostnames to IP addresses. When you configure DNS on your device, you can substitute the hostname for the
IP address with all IP commands, such as ping, telnet, connect, and related Telnet support operations.

IP defines a hierarchical naming scheme that allows a device to be identified by its location or domain. Domain
names are pieced together with periods (.) as the delimiting characters. For example, Cisco Systems is a
commercial organization that IP identifies by a comdomain name, so its domain name is €iSC0.cOM. A specific
device in this domain, for example, the File Transfer Protocol (FTP) system is identified as ftp.cisco.com.

To keep track of domain names, IP has defined the concept of a domain name server, which holds a cache
(or database) of names mapped to IP addresses. To map domain names to IP addresses, you must first identify
the hostnames, specify the name server that is present on your network, and enable the DNS.

Default DNS Settings

Table 1: Default DNS Settings

Feature Default Setting

DNS enable state Enabled.

DNS default domain name None configured.

DNS servers No name server addresses are configured.

Login Banners

You can configure a message-of-the-day (MOTD) and a login banner. The MOTD banner is displayed on all
connected terminals at login and is useful for sending messages that affect all network users (such as impending
system shutdowns).

The login banner is also displayed on all connected terminals. It appears after the MOTD banner and before
the login prompts.

\ )

Note For complete syntax and usage information for the commands used in this section, see the Cisco 10S

Configuration Fundamentals Command Reference, Release 12.4.
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Default Banner Configuration

The MOTD and login banners are not configured.

MAC Address Table

The MAC address table contains address information that the device uses to forward traffic between ports.
All MAC addresses in the address table are associated with one or more ports. The address table includes
these types of addresses:

* Dynamic address—A source MAC address that the device learns and then ages when it is not in use.

» Static address—A manually entered unicast address that does not age and that is not lost when the device
resets.

The address table lists the destination MAC address, the associated VLAN ID, and port number associated
with the address and the type (static or dynamic).

)

Note For complete syntax and usage information for the commands used in this section, see the command reference

for this release.

MAC Address Table Creation

With multiple MAC addresses supported on all ports, you can connect any port on the device to other network
devices. The device provides dynamic addressing by learning the source address of packets it receives on
each port and adding the address and its associated port number to the address table. As devices are added or
removed from the network, the device updates the address table, adding new dynamic addresses and aging
out those that are not in use.

The aging interval is globally configured. However, the device maintains an address table for each VLAN,
and STP can accelerate the aging interval on a per-VLAN basis.

The device sends packets between any combination of ports, based on the destination address of the received
packet. Using the MAC address table, the device forwards the packet only to the port associated with the
destination address. If the destination address is on the port that sent the packet, the packet is filtered and not
forwarded. The device always uses the store-and-forward method: complete packets are stored and checked
for errors before transmission.

MAC Addresses and VLANs

All addresses are associated with a VLAN. An address can exist in more than one VLAN and have different
destinations in each. Unicast addresses, for example, could be forwarded to port 1 in VLAN 1 and ports 9,
10, and 1 in VLAN 5.

Each VLAN maintains its own logical address table. A known address in one VLAN is unknown in another
until it is learned or statically associated with a port in the other VLAN.

MAC Addresses and Device Stacks

The MAC address tables on all stack members are synchronized. At any given time, each stack member has
the same copy of the address tables for each VLAN. When an address ages out, the address is removed from
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the address tables on all stack members. When a device joins a switch stack, that device receives the addresses
for each VLAN learned on the other stack members. When a stack member leaves the switch stack, the
remaining stack members age out or remove all addresses learned by the former stack member.

Default MAC Address Table Settings
The following table shows the default settings for the MAC address table.

Table 2: Default Settings for the MAC Address

Feature Default Setting

Aging time 300 seconds
Dynamic addresses Automatically learned
Static addresses None configured

ARP Table Management

To communicate with a device (over Ethernet, for example), the software first must learn the 48-bit MAC
address or the local data link address of that device. The process of learning the local data link address from
an IP address is called address resolution.

The Address Resolution Protocol (ARP) associates a host IP address with the corresponding media or MAC
addresses and the VLAN ID. Using an IP address, ARP finds the associated MAC address. When a MAC
address is found, the IP-MAC address association is stored in an ARP cache for rapid retrieval. Then the IP
datagram is encapsulated in a link-layer frame and sent over the network. Encapsulation of IP datagrams and
ARP requests and replies on IEEE 802 networks other than Ethernet is specified by the Subnetwork Access
Protocol (SNAP). By default, standard Ethernet-style ARP encapsulation (represented by the ar pa keyword)
is enabled on the IP interface.

ARP entries added manually to the table do not age and must be manually removed.

For CLI procedures, see the Cisco IOS Release 12.4 documentation on Cisco.com.

How to Administer the Device

Configuring the Time and Date Manually

System time remains accurate through restarts and reboot, however, you can manually configure the time and
date after the system is restarted.

We recommend that you use manual configuration only when necessary. If you have an outside source to
which the device can synchronize, you do not need to manually set the system clock.

Setting the System Clock

If you have an outside source on the network that provides time services, such as an NTP server, you do not
need to manually set the system clock.
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Follow these steps to set the system clock:

Procedure

Configuring the Time Zone .

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

Use one of the following:

* clock set hh:mm:ss day month year
« clock set hh:mm:ss month day year

Example:

Device# clock set 13:32:00 23 March 2013

Manually set the system clock using one of
these formats:

+ hh:mm: ss—Specifies the time in hours
(24-hour format), minutes, and seconds.
The time specified is relative to the
configured time zone.

« day—Specifies the day by date in the
month.

» month—Specifies the month by name.

+ year—Specifies the year (no abbreviation).

Configuring the Time Zone

Follow these steps to manually configure the time zone:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

clock timezone zone hours-offset
[minutes-offset]

Example:

Device (config) # clock timezone AST -3 30

Sets the time zone.

Internal time is kept in Coordinated Universal
Time (UTC), so this command is used only for
display purposes and when the time is manually
set.
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Command or Action

Purpose

« zone—Enters the name of the time zone to
be displayed when standard time is in
effect. The default is UTC.

* hours-offset—Enters the hours offset from
UTC.

* (Optional) minutes-offset—Enters the
minutes offset from UTC. This available
where the local time zone is a percentage
of an hour different from UTC.

Step 4

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 5

show running-config

Example:

Device# show running-config

Verifies your entries.

Step 6

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Configuring Summer Time (Daylight Saving Time)

To configure summer time (daylight saving time) in areas where it starts and ends on a particular day of the
week each year, perform this task:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Enters global configuration mode.
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Command or Action

Purpose

Device# configure terminal

Step 3 clock summer-time zone date date month year | Configures summer time to start and end on
hh: mm date month year hh: mm [offset]] specified days every year.
Example:
Device (config) # clock summer-time PDT
date
10 March 2013 2:00 3 November 2013 2:00
Step 4 clock summer-time zonerecurring [week day | Configures summer time to start and end on the
month hh: mm week day month hh: mm [offset]] | specified days every year. All times are relative
to the local time zone. The start time is relative
Example: .
to standard time.
Device (config) # clock summer-time The end time is relative to summer time.
PDT recurring 10 March 2013 2:00 3 Summer time is disabled by default. If you
November 2013 2:00 specify clock summer-time zone recurring
without parameters, the summer time rules
default to the United States rules.
If the starting month is after the ending month,
the system assumes that you are in the southern
hemisphere.
 zone—Specifies the name of the time zone
(for example, PDT) to be displayed when
summer time is in effect.
* (Optional) week— Specifies the week of
the month (1 to 4, first, or last).
* (Optional) day—Specifies the day of the
week (Sunday, Monday...).
* (Optional) month—Specifies the month
(January, February...).
* (Optional) hh:mm—Specifies the time
(24-hour format) in hours and minutes.
* (Optional) offset—Specifies the number of
minutes to add during summer time. The
default is 60.
Step 5 end Returns to privileged EXEC mode.
Example:

Device (config) # end
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Command or Action

Purpose

Step 6

show running-config

Example:

Device# show running-config

Verifies your entries.

Step 7

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Configuring NTP

The device does not have a hardware-supported clock and cannot function as an NTP primary clock to which
peers synchronize themselves when an external NTP source is not available. The device also has no hardware
support for a calendar. As a result, the ntp update-calendar and the ntp master commands in global

configuration mode are not available.

These following sections provide configuration information on NTP:

Default NTP Configuration

shows the default NTP configuration.

Table 3: Default NTP Configuration

Feature

Default Setting

NTP authentication

Disabled. No authentication key is specified.

NTP peer or server associations

None configured.

NTP broadcast service

Disabled; no interface sends or receives NTP
broadcast packets.

NTP access restrictions

No access control is specified.

NTP packet source IP address

The source address is set by the outgoing interface.

NTP is enabled on all interfaces by default. All interfaces receive NTP packets.

Configuring NTP Authentication

To configure NTP authentication, perform this procedure:
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Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: Enter your password if prompted.
Device> enable

Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal

Step 3 [no] ntp authenticate Enables NTP authentication.
Example: Use the no form of this command to disable

NTP authentication

Device (config) # ntp authenticate

Step 4 [no] ntp authentication-key number {md5| | Defines the authentication keys.

cmac-aes-128 | hmac-shal | hmac-sha2-256}
value

Example:

Device (config) # ntp authentication-key
42 md5 aNiceKey

* Each key has a key number, a type, and a
value.

+» Keys can be one of the following types:

» md5: Authentication using the MD5
algorithm.

* Cmac-aes-128: Authentication using
Cipher-based message authentication
codes (CMAC) with the AES-128
algorithm. The digest length is 128
bits and the key length is 16 or 32
bytes.

» hmac-shal: Authentication using
Hash-based Message Authentication
Code (HMAC) using the SHA1 hash
function. The digest length is 128 bits
and the key length is 1 to 32 bytes.

» hmac-sha2-256: Authentication using
HMAC using the SHA2 hash
function. The digest length is 256 bits
and the key length is 1 to 32 bytes

Use the no form of this command to remove
authentication key.
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Command or Action

Purpose

Step 5

[no] ntp trusted-key key-number

Example:

Device (config) # ntp trusted-key 42

Defines trusted authentication keys that a peer
NTP device must provide in its NTP packets
for this device to synchronize to it.

Use the no form of this command to disable
trusted authentication.

Step 6

[no] ntp server ip-address key key-id [prefer]

Example:

Device (config) # ntp server 172.16.22.44
key 42

Allows the software clock to be synchronized
by an NTP time server.

* ip-address: The IP address of the time
server providing the clock synchronization.

* key-id: Authentication key defined with
the ntp authentication-key command.

* prefer: Sets this peer as the preferred one
that provides synchronization. This
keyword reduces clock hop among peers.

Use the no form of this command to remove a
server association.

Step 7

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Configuring Poll-Based NTP Associations

To configure poll-based NTP associations, perform this procedure:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.
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Command or Action

Purpose

Step 3

[no] ntp peer ip-address|ver sion number] [key
key-id] [sour ce interface] [prefer]

Example:

Device (config) # ntp peer 172.16.22.44
version 2

Configures the device system clock to
synchronize a peer or to be synchronized by a
peer (peer association).

* ip-address: The IP address of the peer
providing or being provided, the clock
synchronization.

* number: NTP version number. The range
is 1 to 3. By default, version 3 is selected.

* key-id: Authentication key defined with
the ntp authentication-key command.

« interface: The interface from which to pick
the IP source address. By default, the
source IP address is taken from the
outgoing interface.

* prefer: Sets this peer as the preferred one
that provides synchronization. This
keyword reduces switching back and forth
between peers.

Use the no form of this command to remove a
peer association.

Step 4

[no] ntp server [vrf vrf-name] ip-address
[version number] [key key-id] [source
interface] [prefer]

Example:

Device (config)# ntp server 172.16.22.44
version 2

Configures the device's system clock to be
synchronized by a time server (server
association).

« vrf-name: The virtual routing and
forwarding (VRF) address of the server
providing the clock synchronization.

Note Before you configure this
command, the VRF must be

configured.

* ip-address: The IP address of the time
server providing the clock synchronization.

 number: NTP version number. The range
is 1 to 3. By default, version 3 is selected.

* key-id: Authentication key defined with
the ntp authentication-key command.

« interface: The interface from which to pick
the IP source address. By default, the
source IP address is taken from the
outgoing interface.
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Command or Action

Purpose

* prefer: Sets this peer as the preferred one
that provides synchronization. This
keyword reduces clock hop among peers.

Use the no form of this command to remove a
server association.

Step 5

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Configuring Broadcast-Based NTP Associations

To configure broadcast-based NTP associations, perform this procedure:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

interface interface-id

Example:

Device (config) # interface
gigabitethernetl/0/1

Configures an interface and enters interface
configuration mode.

Step 4

[no] ntp broadcast [version number] [key
key-id] [destination-address]

Example:

Device (config-if) # ntp broadcast version|
2

Enables the interface to send NTP broadcast
packets to a peer.

* number: NTP version number. The range
is 1 to 3. By default, version 3 is used.

* key-id: Authentication key.

« destination-address: IP address of the peer
that is synchronizing its clock to this
switch.
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Command or Action

Purpose

Use the no form of this command to disable the
interface from sending NTP broadcast packets.

Step 5

[no] ntp broadcast client

Example:

Device (config-if) # ntp broadcast client

Enables the interface to receive NTP broadcast
packets.

Use the no form of this command to disable the
interface from receiving NTP broadcast packets.

Step 6

exit
Example:

Device (config-if)# exit

Returns to privileged EXEC mode.

Step 7

[no] ntp broadcastdelay microseconds

Example:

Device (config) # ntp broadcastdelay 100

(Optional) Change the estimated round-trip
delay between the device and the NTP broadcast
server

The default is 3000 microseconds. The range
is from 1 to 999999.

Use the no form of this command to disable the
interface from receiving NTP broadcast packets.

Step 8

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Configuring NTP Access Restrictions

You can control NTP access on two levels as described in these sections:

Creating an Access Group and Assigning a Basic IP Access List

To create an access group and assign a basic IP access list, perform this procedure:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

Enter your password if prompted.

Step 2

configureterminal

Example:

Enters global configuration mode.
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Command or Action Purpose

Device# configure terminal

Step 3 [no] ntp access-group {query-only | Create an access group, and apply a basic IP
serve-only | serve | peer} access-list-number | access list..

Example: * query-only: NTP control queries.

Device (config) # ntp access-group peer 99 * serve-only: Time requests.

* serve: Allows time requests and NTP
control queries, but does not allow the
device to synchronize to the remote device.

* peer: Allows time requests and NTP
control queries and allows the device to
synchronize to the remote device.

« access-list-number: IP access list number.
The range is from 1 to 99.

Use the no form of this command to remove
access control to the switch NTP services.

Step 4 access-list access-list-number permit source | Create the access list.

source-wildcard . .
[ ]  access-list-number: IP access list number.

Example: The range is from 1 to 99.

Device (config) access-1list 99 permit * permit: Permits access if the conditions
172.20.130.5 are matched.

« source: IP address of the device that is
permitted access to the device.

+ source-wildcard: Wildcard bits to be
applied to the source.

Note When creating an access list, remember
that, by default, the end of the access
list contains an implicit deny statement
for everything if it did not find a match
before reaching the end.

Use the no form of this command to remove
authentication key.

Step 5 end Returns to privileged EXEC mode.

Example:

Device (config) # end
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Disabling NTP Services on a Specific Interface

To disable NTP packets from being received on an interface, perform this procedure:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: Enter your password if prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 interface interface-id Enters global configuration mode.
Example:
Device (config)# interface
gigabitethernetl/0/1
Step 4 [no] ntp disable Disables NTP packets from being received on
the interface.
Example:
Use the no form of this command to re-enable
Device (config-if)# ntp disable receipt of NTP packets on an interface.
Step 5 end Returns to privileged EXEC mode.
Example:
Device (config-if)# end

Configuring a System Name

Follow these steps to manually configure a system name:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
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Command or Action

Purpose

Device> enable

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

hostname name

Example:

Device (config) # hostname
remote-users

Configures a system name. When you set the
system name, it is also used as the system
prompt.

The default setting is Switch.

The name must follow the rules for ARPANET
hostnames. They must start with a letter, end
with a letter or digit, and have as interior
characters only letters, digits, and hyphens.
Names can be up to 63 characters.

Step 4

end

Example:

remote-users (config) #fend
remote-users#

Returns to priviliged EXEC mode.

Step 5

show running-config

Example:

Device# show running-config

Verifies your entries.

Step 6

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Setting Up DNS

If you use the device IP address as its hostname, the IP address is used and no DNS query occurs. If you
configure a hostname that contains no periods (.), a period followed by the default domain name is appended
to the hostname before the DNS query is made to map the name to an IP address. The default domain name
is the value set by the ip domain name command in global configuration mode. If there is a period (.) in the
hostname, the Cisco 10S software looks up the IP address without appending any default domain name to the

hostname.

Follow these steps to set up your switch to use the DNS:
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setting UpDNS  [J|]

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 ip domain name name Defines a default domain name that the software
Examole: uses to complete unqualified hostnames (names
ple: without a dotted-decimal domain name).
Device (config) # ip domain name Cisco.com Do not include the initial period that separates
an unqualified name from the domain name.
At boot time, no domain name is configured;
however, if the device configuration comes
from a BOOTP or Dynamic Host Configuration
Protocol (DHCP) server, then the default
domain name might be set by the BOOTP or
DHCEP server (if the servers were configured
with this information).
Step 4 ip name-server server-addressl Specifies the address of one or more name
[server-address2 ... server-addresst] servers to use for name and address resolution.
Example: You can specify up to six name servers.
Separate each server address with a space. The
Device (config) # ip first server specified is the primary server. The
name-server 192.168.1.100 device sends DNS queries to the primary server
192.168.1.200 192.168.1.300 first. If that query fails, the backup servers are
queried.
Step 5 ip domain lookup [nsap | source-interface | (Optional) Enables DNS-based
interface] hostname-to-address translation on your device.
This feature is enabled by default.
Example:
If your network devices require connectivity
Device (config)# ip domain-lookup with devices in networks for which you do not
control name assignment, you can dynamically
assign device names that uniquely identify your
devices by using the global Internet naming
scheme (DNS).
Step 6 end Returns to privileged EXEC mode.
Example:
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Command or Action

Purpose

Device (config) # end

Step 7

show running-config

Example:

Device# show running-config

Verifies your entries.

Step 8

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Configuring a Message-of-the-Day Login Banner

You can create a single or multiline message banner that appears on the screen when someone logs in to the

device.

Follow these steps to configure a MOTD login banner:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

banner motd ¢ message ¢

Example:

Device (config) # banner motd #
This is a secure site. Only
authorized users are allowed.
For access, contact technical
support.

#

Specifies the message of the day.

c—Enters the delimiting character of your
choice, for example, a pound sign (#), and press
the Return key. The delimiting character
signifies the beginning and end of the banner
text. Characters after the ending delimiter are
discarded.
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Configuring a Login Banner .

Command or Action

Purpose

message—Enters a banner message up to 255
characters. You cannot use the delimiting
character in the message.

Step 4 end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 5 show running-config

Example:

Device# show running-config

Verifies your entries.

Step 6 copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Configuring a Login Banner

You can configure a login banner to be displayed on all connected terminals. This banner appears after the

MOTD banner and before the login prompt.

Follow these steps to configure a login banner:

Procedure

Command or Action

Purpose

Step 1 enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3 banner login ¢ message ¢

Example:

Specifies the login message.

Cc— Enters the delimiting character of your
choice, for example, a pound sign (#), and press
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Command or Action

Purpose

Device (config) # banner login $
Access for authorized users only.
Please enter your username and

the Return key. The delimiting character
signifies the beginning and end of the banner
text. Characters after the ending delimiter are
discarded.

password.
$
message—Enters a login message up to 255
characters. You cannot use the delimiting
character in the message.
Step 4 end Returns to privileged EXEC mode.
Example:
Device (config) # end
Step 5 show running-config Verifies your entries.
Example:
Device# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the

Example:

Device# copy running-config
startup-config

configuration file.

Managing the MAC Address Table

Changing the Address Aging Time

Follow these steps to configure the dynamic address table aging time:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.
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Command or Action

Purpose

Step 3

mac address-table aging-time [0 |
10-1000000] [routed-mac | vlan vian-id]

Example:

Device (config) # mac address-table
aging-time 500 vlan 2

Sets the length of time that a dynamic entry
remains in the MAC address table after the entry
is used or updated.

The range is 10 to 1000000 seconds. The default
is 300. You can also enter 0, which disables
aging. Static address entries are never aged or
removed from the table.

vlan-id—Valid IDs are 1 to 4094.

Step 4

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 5

show running-config

Example:

Device# show running-config

Verifies your entries.

Step 6

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Configuring MAC Address Change Notification Traps

Follow these steps to configure the switch to send MAC address change notification traps to an NMS host:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.
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Command or Action

Purpose

Step 3

snmp-server host host-addr community-string
notification-type { informs|traps} {version
{1|2c|3}} {vrf vrf instance name}

Example:
Device (config) # snmp-server host

172.20.10.10 traps private
mac-notification

Specifies the recipient of the trap message.

* host-addr—Specifies the name or address
of the NMS.

* traps (the default)}—Sends SNMP traps
to the host.

» informs—Sends SNMP informs to the
host.

* ver sion—Specifies the SNMP version to
support. Version 1, the default, is not
available with informs.

* community-string—Specifies the string
to send with the notification operation.
Though you can set this string by using
the snmp-server host command, we
recommend that you define this string by
using the snmp-server community
command before using the snmp-server
host command.

« notification-type—Uses the
mac-notification keyword.

« vrf vrf instance name—Specifies the VPN
routing/forwarding instance for this host.

Step 4

snmp-server enable traps mac-notification
change

Example:

Device (config) # snmp-server enable traps

mac-notification change

Enables the device to send MAC address
change notification traps to the NMS.

Step 5

mac address-table notification change

Example:

Device (config) # mac address-table
notification change

Enables the MAC address change notification
feature.

Step 6

mac address-table notification change
[interval value] [history-size value]

Example:
Device (config) # mac address-table

notification change interval 123
Device (config) #mac address-table

Enters the trap interval time and the history
table size.

* (Optional) interval value—Specifies the
notification trap interval in seconds
between each set of traps that are
generated to the NMS. The range is 0 to
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Command or Action Purpose
notification change history-size 100 2147483647 seconds; the default is 1
second.

* (Optional) history-size value—Specifies
the maximum number of entries in the
MAC notification history table. The range
is 0 to 500; the default is 1.

Step 7

inter face interface-id

Example:

Device (config) # interface
gigabitethernetl/0/2

Enters interface configuration mode, and
specifies the Layer 2 interface on which to
enable the SNMP MAC address notification
trap.

Step 8

snmp trap mac-notification change {added
| removed}

Example:

Device (config-if)# snmp trap
mac-notification change added

Enables the MAC address change notification
trap on the interface.

* Enables the trap when a MAC address is
added on this interface.

* Enables the trap when a MAC address is
removed from this interface.

Step 9

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 10

show running-config

Example:

Device# show running-config

Verifies your entries.

Step 11

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Configuring MAC Address Move Notification Traps

When you configure MAC-move notification, an SNMP notification is generated and sent to the network
management system whenever a MAC address moves from one port to another within the same VLAN.

Follow these steps to configure the device to send MAC address-move notification traps to an NMS host:
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Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

snmp-server host host-addr {traps|informs}
{version {1|2c| 3}} community-string
notification-type

Example:
Device (config) # snmp-server host

172.20.10.10 traps private
mac-notification

Specifies the recipient of the trap message.

* host-addr—Specifies the name or address
of the NMS.

* traps (the default)—Sends SNMP traps to
the host.

* informs—Sends SNMP informs to the
host.

* ver sion—Specifies the SNMP version to
support. Version 1, the default, is not
available with informs.

+ community-string—Specifies the string to
send with the notification operation.
Though you can set this string by using
the snmp-server host command, we
recommend that you define this string by
using the snmp-server community
command before using the Snmp-server
host command.

« notification-type—Uses the
mac-notification keyword.

Step 4

snmp-server enable traps mac-notification
move

Example:

Device (config) # snmp-server enable traps|

mac-notification move

Enables the device to send MAC address move
notification traps to the NMS.

Step 5

mac address-table notification mac-move

Example:

Enables the MAC address move notification
feature.
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Command or Action

Purpose

Device (config) # mac address-table
notification mac-move

Step 6

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 7

show running-config

Example:

Device# show running-config

Verifies your entries.

Step 8

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

What to do next

To disable MAC address-move notification traps, use the no snmp-server enable traps mac-notification
move global configuration command. To disable the MAC address-move notification feature, use the no mac
address-table notification mac-move global configuration command.

You can verify your settings by entering the show mac address-table notification mac-move privileged
EXEC commands.

Configuring MAC Threshold Notification Traps

When you configure MAC threshold notification, an SNMP notification is generated and sent to the network
management system when a MAC address table threshold limit is reached or exceeded.

Follow these steps to configure the switch to send MAC address table threshold notification traps to an NMS

host:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.
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Command or Action

Purpose

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

snmp-server host host-addr {traps| informs}
{version {1|2c| 3}} community-string
notification-type

Example:
Device (config) # snmp-server host

172.20.10.10 traps private
mac-notification

Specifies the recipient of the trap message.

* host-addr—Specifies the name or address
of the NMS.

« traps (the default)—Sends SNMP traps to
the host.

* informs—Sends SNMP informs to the
host.

* version—Specifies the SNMP version to
support. Version 1, the default, is not
available with informs.

» community-string—Specifies the string to
send with the notification operation. You
can set this string by using the
snmp-server host command, but we
recommend that you define this string by
using the snmp-server community
command before using the snmp-server
host command.

« notification-type—Uses the
mac-notification keyword.

Step 4

snmp-server enable traps mac-notification
threshold

Example:

Device (config) # snmp-server enable traps|

mac-notification threshold

Enables MAC threshold notification traps to
the NMS.

Step 5

mac addr ess-table notification threshold

Example:

Device (config) # mac address-table
notification threshold

Enables the MAC address threshold notification
feature.

Step 6

mac address-table notification threshold
[limit percentage] | [interval time]

Enters the threshold value for the MAC address
threshold usage monitoring.
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Command or Action

Purpose

Example:

Device (config) # mac address-table
notification threshold interval 123
Device (config) # mac address-table
notification threshold limit 78

* (Optional) limit percentage—Specifies the
percentage of the MAC address table use;
valid values are from 1 to 100 percent. The
default is 50 percent.

* (Optional) interval time—Specifies the
time between notifications; valid values
are greater than or equal to 120 seconds.
The default is 120 seconds.

Step 7

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 8

show running-config

Example:

Device# show running-config

Verifies your entries.

Step 9

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Disabling MAC Address Learning on VLAN

You can control MAC address learning on a VLAN to manage the available MAC address table space by

controlling which VLANSs can learn MAC addresses. Before you disable MAC address learning, be sure that
you are familiar with the network topology. Disabling MAC address learning on VLAN could cause flooding
in the network.

Beginning in privileged EXEC mode, follow these steps to disable MAC address learning on a VLAN:

Before you begin

Follow these guidelines when disabling MAC address learning on a VLAN:

* Use caution before disabling MAC address learning on a VLAN with a configured switch virtual interface
(SVI). The switch then floods all IP packets in the Layer 2 domain.

* You can disable MAC address learning on a single VLAN ID from 2 - 4093 (for example, no mac
address-table learning vlan 223) or arange of VLAN IDs, separated by a hyphen or comma (for example,
no mac address-table learning vlan 1-10, 15).
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* It is recommended that you disable MAC address learning only in VLANSs with two ports. If you disable
MAC address learning on a VLAN with more than two ports, every packet entering the switch is flooded
in that VLAN domain.

* If you disable MAC address learning on a VLAN that includes a secure port, MAC address learning is
not disabled on that port.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters the global configuration mode.

Step 2

no mac-address-table learning vlan[vlan-id
|Man-id | -vlan-id,]

Example:

Device (config) # no mac-address-table
learning {vlan vlan-id [,vlan-id |
-vlan-id]

Disable MAC address learning on a specified
VLAN or VLAN:S.

You can specify a single VLAN ID or a range

of VLAN IDs separated by a hyphen or comma.
Valid VLAN IDs range from 2 - 4093. It cannot
be an internal VLAN.

Step 3

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 4

show mac-address-tablelearning vian[vian-id
]
Example:

Device# show mac-address-table learning
[vlan vlan-id]

Verify the configuration.

You can display the MAC address learning
status of all VLANS or a specified VLAN by
entering the show mac-address-table learning
[vlan vlan-id] privileged EXEC command.

Step 5

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Save your entries in the configuration
file.

Step 6

default mac address-tablelearning

Example:

Device# default mac address-table

(Optional) Reenable MAC address learning on
VLAN in a global configuration mode.

Adding and Removing Static Address Entries

Follow these steps to add a static address:
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Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 mac address-table static mac-addr vlian Adds a static address to the MAC address table.
vian-id interface interface-id * mac-addr—Specifies the destination MAC
Example: unicast address to add to the address table.
Packets with this destination address
Device (config) # mac address-table received in the specified VLAN are
static c2£3.220a.12f4 vlan 4 interface forwarded to the Spec]ﬁed interface.
gigabitethernet 1/0/1
» vian-id—Specifies the VLAN for which
the packet with the specified MAC address
is received. Valid VLAN IDs are 1 to
4094.
« interface-id—Specifies the interface to
which the received packet is forwarded.
Valid interfaces include physical ports or
port channels. For static multicast
addresses, you can enter multiple interface
IDs. For static unicast addresses, you can
enter only one interface at a time, but you
can enter the command multiple times with
the same MAC address and VLAN ID.
Step 4 show running-config Verifies your entries.
Example:
Device# show running-config
Step 5 copy running-config startup-config (Optional) Saves your entries in the

Example:

Device# copy running-config
startup-config

configuration file.
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Configuring Unicast MAC Address Filtering

Follow these steps to configure the device to drop a source or destination unicast static address:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 mac address-table static mac-addr vlian Enables unicast MAC address filtering and
vlan-id drop configure the device to drop a packet with the
specified source or destination unicast static
Example:
address.
Device (config) # mac address-table static|
c2£3.220a.12£4 vlan 4 drop * mac-addr—Specifies a source or
destination unicast MAC address (48-bit).
Packets with this MAC address are
dropped.
 vian-id—Specifies the VLAN for which
the packet with the specified MAC address
is received. Valid VLAN IDs are 1 to
4094.
Step 4 end Returns to privileged EXEC mode.
Example:
Device (config) # end
Step 5 show running-config Verifies your entries.
Example:
Device# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the
configuration file.
Example:
Device# copy running-config
startup-config

Monitoring and Maintaining Administration of the Device

Command Purpose

clear mac address-table dynamic Removes all dynamic entries.
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Command

Purpose

clear mac address-table dynamic address
mac-address

Removes a specific MAC address.

clear mac address-table dynamic interface
interface-id

Removes all addresses on the specified physical port
or port channel.

clear mac address-table dynamic vlan vian-id

Removes all addresses on a specified VLAN.

show clock [detail ]

Displays the time and date configuration.

show ip igmp snooping groups

Displays the Layer 2 multicast entries for all VLANs
or the specified VLAN.

show mac address-table addr ess mac-address

Displays MAC address table information for the
specified MAC address.

show mac address-table aging-time

Displays the aging time in all VLANSs or the specified
VLAN.

show mac address-table count

Displays the number of addresses present in all
VLAN:S or the specified VLAN.

show mac address-table dynamic

Displays only dynamic MAC address table entries.

show mac address-table inter face interface-name

Displays the MAC address table information for the
specified interface.

show mac address-table move update

Displays the MAC address table move update
information.

show mac address-table multicast

Displays a list of multicast MAC addresses.

show mac address-table notification {change |
mac-move | threshold}

Displays the MAC notification parameters and history
table.

show mac address-table secure

Displays the secure MAC addresses.

show mac address-table static

Displays only static MAC address table entries.

show mac address-table vlan vian-id

Displays the MAC address table information for the
specified VLAN.

Configuration Examples for Device Administration

Example: Setting the System Clock

This example shows how to manually set the system clock:

Device# clock set 13:32:00 23 July 2013
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Examples: Configuring Summer Time

This example (for daylight savings time) shows how to specify that summer time starts on March 10 at 02:00
and ends on November 3 at 02:00:

Device (config) # clock summer-time PDT recurring PST date
10 March 2013 2:00 3 November 2013 2:00

This example shows how to set summer time start and end dates:

Device (config) #clock summer-time PST date
20 March 2013 2:00 20 November 2013 2:00

Example: Configuring a MOTD Banner

This example shows how to configure a MOTD banner by using the pound sign (#) symbol as the beginning
and ending delimiter:

Device (config) # banner motd #

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#

Device (config) #

This example shows the banner that appears from the previous configuration:

Unix> telnet 192.0.2.15

Trying 192.0.2.15...

Connected to 192.0.2.15.

Escape character is '"]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

Example: Configuring a Login Banner

This example shows how to configure a login banner by using the dollar sign ($) symbol as the beginning
and ending delimiter:

Device (config) # banner login $
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Access for authorized users only. Please enter your username and password.
$

Device (config) #

Example: Configuring MAC Address Change Notification Traps

This example shows how to specify 172.20.10.10 as the NMS, enable MAC address notification traps to the
NMS, enable the MAC address-change notification feature, set the interval time to 123 seconds, set the
history-size to 100 entries, and enable traps whenever a MAC address is added on the specified port:

) # snmp-server host 172.20.10.10 traps private mac-notification
Device (config) # snmp-server enable traps mac-notification change
Device (config) # mac address-table notification change
)
)

Device (config
(
(
Device (config mac address-table notification change interval 123
(
(
(

#
#
#
#

Device (config) # mac address-table notification change history-size 100
Device (config) # interface gigabitethernetl/2/1
Device (config-if) # snmp trap mac-notification change added

Example: Configuring MAC Threshold Notification Traps

This example shows how to specify 172.20.10.10 as the NMS, enable the MAC address threshold notification
feature, set the interval time to 123 seconds, and set the limit to 78 per cent:

Device (config) # snmp-server host 172.20.10.10 traps private mac-notification
Device (config) # snmp-server enable traps mac-notification threshold

Device (config) # mac address-table notification threshold

( ) # mac address-table notification threshold interval 123

( ) # mac address-table notification threshold limit 78

Device (config
Device (config

Example: Adding the Static Address to the MAC Address Table

This example shows how to add the static address c2f3.220a.12f4 to the MAC address table. When a packet
isreceived in VLAN 4 with this MAC address as its destination address, the packet is forwarded to the specified
port:

)

Note  You cannot associate the same static MAC address to multiple interfaces. If the command is executed again
with a different interface, the static MAC address is overwritten on the new interface.

Device (config) # mac address-table static c2£3.220a.12f4 vlan 4 interface gigabitethernetl/1/1
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Example: Configuring Unicast MAC Address Filtering

This example shows how to enable unicast MAC address filtering and how to configure drop packets that
have a source or destination address of ¢23.220a.12f4. When a packet is received in VLAN 4 with this MAC
address as its source or destination, the packet is dropped:

Device (config) # mac address-table static c2£3.220a.12f4 vlan 4 drop

Additional References for Device Administration

Related Documents

Related Topic Document Title

For complete syntax and usage information for the Command Reference (Catalyst 9400 Series

commands used in this chapter. Switches)

For configuring VRF-aware services for NTP. Configuring Multi-VRF CE in IP Routing
Configuration Guide

Feature History for Device Administration

This table provides release and related information for features explained in this module.

These features are available on all releases subsequent to the one they were introduced in, unless noted
otherwise.

Release Feature Feature Information

Cisco IOS XE Everest 16.6.1 | Device Administration | The device administration allows to configure the
system time and date, system name, a login banner,
and set up the DNS.

Use Cisco Feature Navigator to find information about platform and software image support. To access Cisco
Feature Navigator, go to http://www.cisco.com/go/cfn.
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CHAPTER 2

Performing Device Setup Configuration

* Restrictions for Performing Device Setup Configuration, on page 41

* Information About Performing Device Setup Configuration, on page 41
* How to Perform Device Setup Configuration, on page 53

* Configuration Examples for Device Setup Configuration, on page 67

* Additional References For Performing Device Setup, on page 87

* Feature History for Performing Device Setup Configuration, on page 87

Restrictions for Performing Device Setup Configuration

* Subpackage software installation is not supported.

» Auto-upgrade across active and standby Router Processors (RPs) is not supported.

Information About Performing Device Setup Configuration

The following sections provide information about how to perform a device setup configuration, including IP
address assignments and Dynamic Host Configuration Protocol (DHCP) auto configuration.

Device Boot Process

To start your device, you need to follow the procedures described in the Cisco Catalyst 9400 Series Switches
Hardware Installation Guide for installing and powering on the device and setting up the initial device
configuration.

The normal boot process involves the operation of the boot loader software and includes these activities:

* Performs low-level CPU initialization. This process initializes the CPU registers that control where
physical memory is mapped, the quantity and speed of the physical memory, and so forth.

* Initializes the file systems on the system board.
* Loads a default operating system software image into memory and boots up the device.

* Performs power-on self-test (POST) for the CPU subsystem and tests the system DRAM. As part of
POST, the following test is also performed:
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* MAC loopback test to verify the data path between the supervisor engine and the network ports
connected to each module. If this test fails for any of the ports, the ports are forced into error-disabled
state, and the module is marked as post-fail in the show module command output.

For information about the complete list of supported online diagnostics, see the Configuring Online
Diagnostics chapter.

The boot loader provides access to the file systems before the operating system is loaded. Normally, the boot
loader is used only to load, decompress, and start the operating system. After the boot loader gives the operating
system control of the CPU, the boot loader is not active until the next system reset or power-on.

The boot loader also provides trap-door access into the system if the operating system has problems serious
enough that it cannot be used. The trap-door mechanism provides enough access to the system so that if it is
necessary, you can reinstall the operating system software image by using the Xmodem Protocol, recover
from a lost or forgotten password, and finally restart the operating system.

Before you can assign device information, make sure you have connected a PC or terminal to the console port
or a PC to the Ethernet management port, and make sure you have configured the PC or terminal-emulation
software baud rate and character format to match these of the device console port:

* Baud rate default is 9600.

* Data bits default is 8.

N

Note If the data bits option is set to 8, set the parity option to none.

* Stop bits default is 2 (minor).

* Parity settings default is none.

Software Install Overview

The Software Install feature provides a uniform experience across different types of upgrades, such as full
image install, Software Maintenance Upgrade (SMU), and In-Service Model Update (data model package).

The Software Install feature facilitates moving from one version of the software to another version in install
mode. Use the install command in privileged EXEC mode to install or upgrade a software image. You can
also downgrade to a previous version of the software image, using the install mode.

The method that you use to upgrade Cisco IOS XE software depends on whether the switch is running in
install mode or in bundle mode. In bundle mode or consolidated boot mode, a .bin image file is used from a
local or remote location to boot the device. In the install boot mode, the bootloader uses the packages.conf
file to boot up the device.

The following software install features are supported on your switch:

 Software bundle installation on a standalone switch.

* Software rollback to a previously installed package set.
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Software Boot Modes

Your device supports two modes to boot the software packages:

Installed Boot Mode

You can boot your device in installed mode by booting the software package provisioning file that resides in
flash:

Switch: boot flash:packages.conf

\}

Note We recommend that you use the install mode for Cisco Catalyst 9200 Series Switches.

\)

Note The packages.conf file for particular release is created on following the install workflow described in the
section, Installing a Software Package.

The provisioning file contains a list of software packages to boot, mount, and run. The ISO file system in
each installed package is mounted to the root file system directly from flash.

\}

Note The packages and provisioning file used to boot in installed mode must reside in flash. Booting in installed
mode from usbflashO: or tftp: is not supported.

Bundle Boot Mode
You can boot your device in bundle boot mode by booting the bundle (.bin) file:

switch: boot flash:cat9k_iosxe.16.06.01.SPA.bin

The provisioning file contained in a bundle is used to decide which packages to boot, mount, and run. Packages
are extracted from the bundle and copied to RAM. The ISO file system in each package is mounted to the
root file system.

Unlike install boot mode, additional memory that is equivalent to the size of the bundle is used when booting
in bundle mode.

Unlike install boot mode, bundle boot mode is available from several locations:

* flash:
* usbflashO:
« tftp:

Changing the Boot Mode

To change a device running in bundle boot mode to install mode, set the boot variable to flash:packages.conf,
and execute the install add fileflash:cat9k_2.bin activate commit command. After the command is executed,
the device reboots in install boot mode.
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Installing the Software Package

You can install the software package on a device by using the install add, install activate, and install commit
commands in privileged EXEC mode.

The install add command copies the software package from a local or remote location to the device. The
location can be FTP, HTTP, HTTPs, or TFTP. The command extracts individual components of the .bin file
into sub-packages and packages.conf file. It also validates the file to ensure that the image file is specific to
the platform.

For the install activate command to work, the package must be available in the device bootflash. When this
command is configured, previously added packages from the .bin file get activated, and the system reloads.

Enable the install commit command to make updates persistent over reloads.

Installing an update replaces any previously installed software image. At any time, only one image is installed
on the device.

The following flow chart explains how the software install works:

Figure 3: Committing a Software Package

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new Installs software Cornm_lls the Device uses the
software package recently installed ~
G recently installed
package to the copied in the software package software package | &
device previous step so that it persists P g 2

\}

Note The install activate command reloads the device with the new image.

Terminating a Software Install
You can terminate the activation of a software image in the following ways:

» Using the install activate auto-abort-timer command. When the device reloads after activating a new
image, the auto-abort-timer is triggered. If the timer expires before issuing the install commit command,
then the installation process is terminated; the device reloads again and boots up with the previous version
of the software image.

Use the install auto-abort-timer stop command to stop this timer.

* Using the install abort command. This command rolls back to the version that was running before
installing the new software. Use this command before issuing the install commit command.

Devices Information Assignment

You can assign IP information through the device setup program, through a DHCP server, or manually.

Use the device setup program if you want to be prompted for specific IP information. With this program, you
can also configure a hostname and an enable secret password.
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It gives you the option of assigning a Telnet password (to provide security during remote management) and
configuring your switch as a command or member switch of a cluster or as a standalone switch.

Use a DHCP server for centralized control and automatic assignment of IP information after the server is
configured.

\)

Note If you are using DHCP, do not respond to any of the questions in the setup program until the device receives
the dynamically assigned IP address and reads the configuration file.

If you are an experienced user familiar with the device configuration steps, manually configure the device.
Otherwise, use the setup program described in section Device Boot Process, on page 41.

Default Switch Information

Table 4: Default Switch Information

Feature Default Setting

IP address and subnet mask No IP address or subnet mask are defined.
Default gateway No default gateway is defined.

Enable secret password No password is defined.

Hostname The factory-assigned default hostname is device.
Telnet password No password is defined.

Cluster command switch functionality | Disabled.

Cluster name No cluster name is defined.

DHCP-Based Autoconfiguration Overview

DHCP provides configuration information to Internet hosts and internetworking devices. This protocol consists
of two components: one for delivering configuration parameters from a DHCP server to a device and an
operation for allocating network addresses to devices. DHCP is built on a client-server model, in which
designated DHCP servers allocate network addresses and deliver configuration parameters to dynamically
configured devices. The device can act as both a DHCP client and a DHCP server.

During DHCP-based autoconfiguration, your device (DHCP client) is automatically configured at startup
with IP address information and a configuration file.

With DHCP-based autoconfiguration, no DHCP client-side configuration is needed on your device. However,
you need to configure the DHCP server for various lease options associated with IP addresses.

If you want to use DHCP to relay the configuration file location on the network, you might also need to
configure a Trivial File Transfer Protocol (TFTP) server and a Domain Name System (DNS) server.
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Note

We recommend a redundant connection between a switch stack and the DHCP, DNS, and TFTP servers. This
is to help ensure that these servers remain accessible in case one of the connected stack members is removed

from the switch stack.

The DHCP server for your device can be on the same LAN or on a different LAN than the device. If the
DHCEP server is running on a different LAN, you should configure a DHCP relay device between your device
and the DHCP server. A relay device forwards broadcast traffic between two directly connected LANs. A
router does not forward broadcast packets, but it forwards packets based on the destination IP address in the
received packet.

DHCP-based autoconfiguration replaces the BOOTP client functionality on your device.

DHCP Client Request Process

When you boot up your device, the DHCP client is invoked and requests configuration information from a
DHCP server when the configuration file is not present on the device. If the configuration file is present and
the configuration includes the ip addressdhcp interface configuration command on specific routed interfaces,
the DHCP client is invoked and requests the IP address information for those interfaces.

This is the sequence of messages that are exchanged between the DHCP client and the DHCP server.
Figure 4: DHCP Client and Server Message Exchange

DHCPDISCOVER {broadcast)
SwichA DHCPOFFER {unicast) DHCP server

DHCPREQUEST (broadcast) 4
DHCPACK (unicast)

The client, Device A, broadcasts a DHCPDISCOVER message to locate a DHCP server. The DHCP server
offers configuration parameters (such as an IP address, subnet mask, gateway IP address, DNS IP address, a
lease for the IP address, and so forth) to the client in a DHCPOFFER unicast message.

107

In a DHCPREQUEST broadcast message, the client returns a formal request for the offered configuration
information to the DHCP server. The formal request is broadcast so that all other DHCP servers that received
the DHCPDISCOVER broadcast message from the client can reclaim the IP addresses that they offered to
the client.

The DHCP server confirms that the IP address has been allocated to the client by returning a DHCPACK
unicast message to the client. With this message, the client and server are bound, and the client uses
configuration information received from the server. The amount of information the device receives depends
on how you configure the DHCP server.

If the configuration parameters sent to the client in the DHCPOFFER unicast message are invalid (a
configuration error exists), the client returns a DHCPDECLINE broadcast message to the DHCP server.

The DHCP server sends the client a DHCPNAK denial broadcast message, which means that the offered
configuration parameters have not been assigned, that an error has occurred during the negotiation of the
parameters, or that the client has been slow in responding to the DHCPOFFER message (the DHCP server
assigned the parameters to another client).

A DHCEP client might receive offers from multiple DHCP or BOOTP servers and can accept any of the offers;
however, the client usually accepts the first offer it receives. The offer from the DHCP server is not a guarantee
that the IP address is allocated to the client; however, the server usually reserves the address until the client
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has had a chance to formally request the address. If the device accepts replies from a BOOTP server and
configures itself, the device broadcasts, instead of unicasts, TFTP requests to obtain the device configuration
file.

The DHCP hostname option allows a group of devices to obtain hostnames and a standard configuration from
the central management DHCP server. A client (device) includes in its DCHPDISCOVER message an option
12 field used to request a hostname and other configuration parameters from the DHCP server. The configuration
files on all clients are identical except for their DHCP-obtained hostnames.

DHCP-Based Autoconfiguration and Image Update

You can use the DHCP image upgrade features to configure a DHCP server to download both a new image
and a new configuration file to one or more devices in a network. Simultaneous image and configuration
upgrade for all switches in the network helps ensure that each new device added to a network receives the
same image and configuration.

There are two types of DHCP image upgrades: DHCP autoconfiguration and DHCP auto-image update.

Restrictions for DHCP-Based Autoconfiguration

» The DHCP-based autoconfiguration with a saved configuration process stops if there is not at least one
Layer 3 interface in an up state without an assigned IP address in the network.

* Unless you configure a timeout, the DHCP-based autoconfiguration with a saved configuration feature
tries indefinitely to download an IP address.

* The auto-install process stops if a configuration file cannot be downloaded or if the configuration file is
corrupted.

* The configuration file that is downloaded from TFTP is merged with the existing configuration in the
running configuration but is not saved in the NVRAM unless you enter the write memory or
copy running-configuration startup-configuration privileged EXEC command. If the downloaded
configuration is saved to the startup configuration, the feature is not triggered during subsequent system
restarts.

DHCP Autoconfiguration

DHCP autoconfiguration downloads a configuration file to one or more devices in your network from a DHCP
server. The downloaded configuration file becomes the running configuration of the device. It does not over
write the bootup configuration saved in the flash, until you reload the device.

DHCP Auto-Image Update

You can use DHCP auto-image upgrade with DHCP autoconfiguration to download both a configuration and
a new image to one or more devices in your network. The devices (or devices) downloading the new
configuration and the new image can be blank (or only have a default factory configuration loaded).

If the new configuration is downloaded to a switch that already has a configuration, the downloaded
configuration is appended to the configuration file stored on the switch. (Any existing configuration is not
overwritten by the downloaded one.)

To enable a DHCP auto-image update on the device, the TFTP server where the image and configuration files
are located must be configured with the correct option 67 (the configuration filename), option 66 (the DHCP
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server hostname) option 150 (the TFTP server address), and option 125 (description of the Cisco IOS image
file) settings.

After you install the device in your network, the auto-image update feature starts. The downloaded configuration
file is saved in the running configuration of the device, and the new image is downloaded and installed on the
device. When you reboot the device, the configuration is stored in the saved configuration on the device.

DHCP Server Configuration Guidelines

Follow these guidelines if you are configuring a device as a DHCP server:

* You should configure the DHCP server with reserved leases that are bound to each device by the device
hardware address.

* If you want the device to receive IP address information, you must configure the DHCP server with these
lease options:

* [P address of the client (required)
* Subnet mask of the client (required)
* DNS server IP address (optional)
* Router IP address (default gateway address to be used by the device) (required)
* If you want the device to receive the configuration file from a TFTP server, you must configure the
DHCEP server with these lease options:
* TFTP server name (required)
* Boot filename (the name of the configuration file that the client needs) (recommended)

* Hostname (optional)

* Depending on the settings of the DHCP server, the device can receive IP address information, the
configuration file, or both.

* If you do not configure the DHCP server with the lease options described previously, it replies to client
requests with only those parameters that are configured. If the IP address and the subnet mask are not in
the reply, the device is not configured. If the router IP address or the TFTP server name are not found,
the device might send broadcast, instead of unicast, TFTP requests. Unavailability of other lease options
does not affect autoconfiguration.

* The device can act as a DHCP server. By default, the Cisco IOS DHCP server and relay agent features
are enabled on your device but are not configured. (These features are not operational.)

Purpose of the TFTP Server

Based on the DHCP server configuration, the device attempts to download one or more configuration files
from the TFTP server. If you configured the DHCP server to respond to the device with all the options required
for IP connectivity to the TFTP server, and if you configured the DHCP server with a TFTP server name,
address, and configuration filename, the device attempts to download the specified configuration file from
the specified TFTP server.

If you did not specify the configuration filename, the TFTP server, or if the configuration file could not be
downloaded, the device attempts to download a configuration file by using various combinations of filenames
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and TFTP server addresses. The files include the specified configuration filename (if any) and these files:
network-config, cisconet.cfg, hostname.config, or hostname.cfg, where hostname is the device’s current
hostname. The TFTP server addresses used include the specified TFTP server address (if any) and the broadcast
address (255.255.255.255).

For the device to successfully download a configuration file, the TFTP server must contain one or more
configuration files in its base directory. The files can include these files:

* The configuration file named in the DHCP reply (the actual device configuration file).
* The network-confg or the cisconet.cfg file (known as the default configuration files).

* The router-confg or the ciscortr.cfg file (These files contain commands common to all device. Normally,
if the DHCP and TFTP servers are properly configured, these files are not accessed.)

If you specify the TFTP server name in the DHCP server-lease database, you must also configure the TFTP
server name-to-IP-address mapping in the DNS-server database.

If the TFTP server to be used is on a different LAN from the device, or if it is to be accessed by the device
through the broadcast address (which occurs if the DHCP server response does not contain all the required
information described previously), a relay must be configured to forward the TFTP packets to the TFTP server.
The preferred solution is to configure the DHCP server with all the required information.

Purpose of the DNS Server

The DHCP server uses the DNS server to resolve the TFTP server name to an IP address. You must configure
the TFTP server name-to-IP address map on the DNS server. The TFTP server contains the configuration
files for the device.

You can configure the IP addresses of the DNS servers in the lease database of the DHCP server from where
the DHCP replies will retrieve them. You can enter up to two DNS server IP addresses in the lease database.

The DNS server can be on the same LAN or on a different LAN from the device. If it is on a different LAN,
the device must be able to access it through a router.

How to Obtain Configuration Files

Depending on the availability of the IP address and the configuration filename in the DHCP reserved lease,
the device obtains its configuration information in these ways:

* The IP address and the configuration filename is reserved for the device and provided in the DHCP reply
(one-file read method).

The device receives its IP address, subnet mask, TETP server address, and the configuration filename
from the DHCP server. The device sends a unicast message to the TFTP server to retrieve the named
configuration file from the base directory of the server and upon receipt, it completes its boot up process.

* The IP address and the configuration filename is reserved for the device, but the TFTP server address is
not provided in the DHCP reply (one-file read method).

The device receives its IP address, subnet mask, and the configuration filename from the DHCP server.
The device sends a broadcast message to a TFTP server to retrieve the named configuration file from
the base directory of the server, and upon receipt, it completes its boot-up process.

* Only the IP address is reserved for the device and provided in the DHCP reply. The configuration filename
is not provided (two-file read method).
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The device receives its IP address, subnet mask, and the TFTP server address from the DHCP server.
The device sends a unicast message to the TFTP server to retrieve the network-confg or cisconet.cfg
default configuration file. (If the network-confg file cannot be read, the device reads the cisconet.cfg
file.)

The default configuration file contains the hostnames-to-1P-address mapping for the device. The device
fills its host table with the information in the file and obtains its hostname. If the hostname is not found
in the file, the device uses the hostname in the DHCP reply. If the hostname is not specified in the DHCP
reply, the device uses the default Switch as its hostname.

After obtaining its hostname from the default configuration file or the DHCP reply, the device reads the
configuration file that has the same name as its hostname (hostname-confg or hostname.cfg, depending
on whether network-confg or cisconet.cfg was read earlier) from the TFTP server. If the cisconet.cfg file
is read, the filename of the host is truncated to eight characters.

If the device cannot read the network-confg, cisconet.cfg, or the hostname file, it reads the router-confg
file. If the device cannot read the router-confg file, it reads the ciscortr.cfg file.

Note The device broadcasts TFTP server requests if the TFTP server is not obtained from the DHCP replies, if all
attempts to read the configuration file through unicast transmissions fail, or if the TFTP server name cannot

be resolved to an IP address.

How to Control Environment Variables

With a normally operating device, you enter the boot loader mode only through the console connection
configured for 9600 bps. Unplug the device power cord, and press the M ode button while reconnecting the
power cord. You can release the M ode button after all the amber system LEDs turn on and remain solid. The
boot loader device prompt then appears.

The device boot loader software provides support for nonvolatile environment variables, which can be used
to control how the boot loader, or any other software running on the system, operates. Boot loader environment
variables are similar to environment variables that can be set on UNIX or DOS systems.

Environment variables that have values are stored in flash memory outside of the flash file system.

Each line in these files contains an environment variable name and an equal sign followed by the value of the
variable. A variable has no value if it is not present; it has a value if it is listed even if the value is a null string.
A variable that is set to a null string (for example, “ ) is a variable with a value. Many environment variables
are predefined and have default values.

You can change the settings of the environment variables by accessing the boot loader or by using Cisco I0S
commands. Under normal circumstances, it is not necessary to alter the setting of the environment variables.
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This table describes the function of the most common environment variables.

Table 5: Common Environment Variables

A semicolon-separated list of
executable files to try to load
and execute when
automatically booting.

Variable Boot Loader Command Cisco 10S Global Configuration
Command
BOOT set BOOT filesystem:/file-url | boot system {filesystem: ffile-url ... |

switch {number | all}}

Specifies the Cisco IOS image to load
during the next boot cycle and the stack
members on which the image is loaded.
This command changes the setting of
the BOOT environment variable.

The package provisioning file, also
referred to as the packages.conf file, is
used by the system to determine which
software packages to activate during
boot up.

* When booting in installed mode,
the package provisioning file
specified in the boot command is
used to determine which packages
to activate. For example boot
flash: packages.conf.

* When booting in bundle mode, the
package provisioning file
contained in the booted bundle is
used to activate the packages
included in the bundle. For
example, boot flash:image.bin.

MANUAL BOOT

set MANUAL_BOOT yes

Decides whether the switch
automatically or manually
boots.

Valid values are 1, yes, 0, and
no. If it is set to no or 0, the
boot loader attempts to
automatically boot up the
system. If it is set to anything
else, you must manually boot
up the switch from the boot
loader mode.

boot manual

Enables manually booting the switch
during the next boot cycle and changes
the setting of the MANUAL BOOT
environment variable.

The next time you reboot the system,
the switch is in boot loader mode. To
boot up the system, use the boot flash:
filesystem:/ file-url boot loader
command, and specify the name of the
bootable image.
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Variable

Boot Loader Command

Cisco 10S Global Configuration
Command

CONFIG_FILE

set CONFIG_FILE flash:/
file-url

Changes the filename that
Cisco IOS uses to read and
write a nonvolatile copy of the
system configuration.

boot config-file flash:/ file-url

Specifies the filename that Cisco I0S
uses to read and write a nonvolatile
copy of the system configuration. This
command changes the CONFIG_FILE
environment variable.

SWITCH_NUMBER

set SWITCH_NUMBER
stack-member-number

Changes the member number
of a stack member.

switch current-stack-member-number
renumber new-stack-member-number

Changes the member number of a stack
member.

SWITCH_PRIORITY

set SWITCH_PRIORITY
stack-member-number

Changes the priority value of
a stack member.

switch stack-member-number priority
priority-number

Changes the priority value of a stack
member.

BAUD

set BAUD baud-rate

line console 0
speed speed-value

Configures the baud rate.

ENABLE BREAK

set ENABLE_BREAK yes/ino

boot enable-break switch yes/no

Enables a break to the auto-boot cycle.
You have 5 seconds to enter the break
command.

Environment Variables for TFTP

When the switch is connected to a PC through the Ethernet management port, you can download or upload a
configuration file to the boot loader by using TFTP. Make sure the environment variables in this table are

configured.

Table 6: Environment Variables for TFTP

Variable

Description

MAC_ADDR

Specifies the MAC address of the switch.

Note We recommend that you do not modify this variable.

However, if you modify this variable after the boot loader is up or the value is
different from the saved value, enter this command before using TFTP. A reset is

required for the new value to take effect.

IP_ ADDRESS

Specifies the IP address and the subnet mask for the associated IP subnet of the

switch.
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Variable Description

DEFAULT GATEWAY | Specifies the IP address and subnet mask of the default gateway.

Scheduled Reload of the Software Image

You can schedule a reload of the software image to occur on the device at a later time (for example, late at
night or during the weekend when the device is used less), or you can synchronize a reload network-wide (for
example, to perform a software upgrade on all device in the network).

\}

Note A scheduled reload must take place within approximately 24 days.

You have these reload options:

* Reload of the software to take affect in the specified minutes or hours and minutes. The reload must take
place within approximately 24 hours. You can specify the reason for the reload in a string up to 255
characters in length.

* Reload of the software to take place at the specified time (using a 24-hour clock). If you specify the
month and day, the reload is scheduled to take place at the specified time and date. If you do not specify
the month and day, the reload takes place at the specified time on the current day (if the specified time
is later than the current time) or on the next day (if the specified time is earlier than the current time).
Specifying 00:00 schedules the reload for midnight.

The reload command halts the system. If the system is not set to manually boot up, it reboots itself.

If your device is configured for manual booting, do not reload it from a virtual terminal. This restriction
prevents the device from entering the boot loader mode and then taking it from the remote user’s control.

If you modify your configuration file, the device prompts you to save the configuration before reloading.
During the save operation, the system requests whether you want to proceed with the save if the CONFIG_FILE
environment variable points to a startup configuration file that no longer exists. If you proceed in this situation,
the system enters setup mode upon reload.

To cancel a previously scheduled reload, use the reload cancel privileged EXEC command.

How to Perform Device Setup Configuration

Using DHCP to download a new image and a new configuration to a device requires that you configure at
least two devices. One device acts as a DHCP and TFTP server and the second device (client) is configured
to download either a new configuration file or a new configuration file and a new image file.

Configuring DHCP Autoconfiguration (Only Configuration File)

This task describes how to configure DHCP autoconfiguration of the TFTP and DHCP settings on an existing
device in the network so that it can support the autoconfiguration of a new device.
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Procedure
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Command or Action

Purpose

Step 1

configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ip dhcp pool poolname

Example:

Device (config)# ip dhcp pool pool

Creates a name for the DHCP server address
pool, and enters DHCP pool configuration
mode.

Step 3

boot filename

Example:

Device (dhcp-config) # boot
config-boot. text

Specifies the name of the configuration file
that is used as a boot image.

Step 4

networ k network-number mask prefix-length

Example:

Device (dhcp-config) # network 10.10.10.0
255.255.255.0

Specifies the subnet network number and mask
of the DHCP address pool.

Note The prefix length specifies the number
of bits that comprise the address
prefix. The prefix is an alternative way
of specifying the network mask of the
client. The prefix length must be

preceded by a forward slash (/).

Step 5

default-router address

Example:

Device (dhcp-config) # default-router
10.10.10.1

Specifies the IP address of the default router
for a DHCP client.

Step 6

option 150 address

Example:

Device (dhcp-config) # option 150
10.10.10.1

Specifies the IP address of the TFTP server.

Step 7

exit
Example:

Device (dhcp-config) # exit

Returns to global configuration mode.
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Command or Action

Purpose

Step 8

tftp-server flash:filename.text

Example:

Device (config) # tftp-server
flash:config-boot. text

Specifies the configuration file on the TFTP
server.

Step 9

interface interface-id

Example:

Device (config) # interface
gigabitethernetl/0/4

Specifies the address of the client that will
receive the configuration file.

Step 10

no switchport

Example:

Device (config-if) # no switchport

Puts the interface into Layer 3 mode.

Step 11

ip address address mask

Example:

Device (config-if)# ip address 10.10.10.1]
255.255.255.0

Specifies the IP address and mask for the
interface.

Step 12

end

Example:

Device (config-if) # end

Returns to privileged EXEC mode.

Configuring DHCP Auto-lmage Update (Configuration File and Image)

This task describes DHCP autoconfiguration to configure TFTP and DHCP settings on an existing device to
support the installation of a new switch.

Before you begin

You must first create a text file (for example, autoinstall dhcp) that will be uploaded to the device. In the text
file, put the name of the image that you want to download (for example, cat9k iosxe.16.xx.xx.SPA.bin).

System Management Configuration Guide, Cisco 10S XE Bengaluru 17.5.x (Catalyst 9400 Switches) .



. Configuring DHCP Auto-Image Update (Configuration File and Image)

Procedure

Performing Device Setup Configuration |

Command or Action

Purpose

Step 1

configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ip dhcp pool poolname

Example:

Device (config)# ip dhcp pool pooll

Creates a name for the DHCP server address
pool and enter DHCP pool configuration mode.

Step 3

boot filename

Example:

Device (dhcp-config) # boot
config-boot. text

Specifies the name of the file that is used as a
boot image.

Step 4

networ k network-number mask prefix-length

Example:

Device (dhcp-config) # network 10.10.10.0
255.255.255.0

Specifies the subnet network number and mask
of the DHCP address pool.

Note The prefix length specifies the number
of bits that comprise the address
prefix. The prefix is an alternative way
of specifying the network mask of the
client. The prefix length must be

preceded by a forward slash (/).

Step 5

default-router address

Example:

Device (dhcp-config) # default-router
10.10.10.1

Specifies the IP address of the default router
for a DHCP client.

Step 6

option 150 address

Example:

Device (dhcp-config) # option 150
10.10.10.1

Specifies the IP address of the TFTP server.

Step 7

option 125 hex

Example:

Device (dhcp-config) # option 125 hex

0000.0009.0=05. 08661 . 7574 . 6£69. 673. 7461 . 6c6c. 5£64 . 68637()

Specifies the path to the text file that describes
the path to the image file.
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Command or Action Purpose
Step 8 copy tftp flash filename.txt Uploads the text file to the device.
Example:

Device (config) # copy tftp flash
image.bin

Step 9 copy tftp flash imagename.bin Uploads the tar file for the new image to the

Example: device.

Device (config) # copy tftp flash
image.bin

Step 10 exit Returns to global configuration mode.

Example:

Device (dhcp-config) # exit

Step 11 tftp-server flash: config.text Specifies the Cisco IOS configuration file on

the TFTP server.
Example:

Device (config) # tftp-server
flash:config-boot. text

Step 12 tftp-server flash: imagename.bin Specifies the image name on the TFTP server.

Example:

Device (config) # tftp-server
flash:image.bin

Step 13 tftp-server flash: filename.txt Specifies the text file that contains the name

Example: of the image file to download

Device (config) # tftp-server
flash:boot-config. text

Step 14 interface interface-id Specifies the address of the client that will

receive the configuration file.
Example:

Device (config) # interface
gigabitEthernetl1/0/4
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Command or Action Purpose
Step 15 no switchport Puts the interface into Layer 3 mode.
Example:

Device (config-if) # no switchport

Step 16 ip address address mask Specifies the IP address and mask for the

interface.
Example:

Device (config-if) # ip address 10.10.10.1]
255.255.255.0

Step 17 end Returns to privileged EXEC mode.

Example:

Device (config-if) # end

Step 18 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

Device (config-if)# end

Configuring the Client to Download Files from DHCP Server
A\

Note  You should only configure and enable the Layer 3 interface. Do not assign an IP address or DHCP-based
autoconfiguration with a saved configuration.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 boot host dhep Enables autoconfiguration with a saved
fi ion.
Example: configuration
Device (conf) # boot host dhcp
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Command or Action

Purpose

Step 3

boot host retry timeout timeout-value

Example:

Device (conf) # boot host retry timeout
300

(Optional) Sets the amount of time the system
tries to download a configuration file.

Note If you do not set a timeout, the system
will try indefinitely to obtain an IP

address from the DHCP server.

Step 4

banner config-save * C warning-message* C

Example:

Device (conf) # banner config-save “C

Caution - Saving Configuration File

to NVRAM May Cause You to No longer

Automatically Download Configuration
Files at Reboot”C

(Optional) Creates warning messages to be
displayed when you try to save the
configuration file to NVRAM.

Step 5

end

Example:

Device (config-if)# end

Returns to privileged EXEC mode.

Step 6

show boot

Example:

Device# show boot

Verifies the configuration.

Manually Assigning IP Information to Multiple SVIs

This task describes how to manually assign IP information to multiple switched virtual interfaces (SVIs):

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.
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Command or Action

Purpose

Step 3

interface vlan vian-id

Example:

Device (config) # interface wvlan 99

Enters interface configuration mode, and enters
the VLAN to which the IP information is
assigned. The range is 1 to 4094.

Step 4

ip addr ess ip-address subnet-mask

Example:

Device (config-vlan)# ip address
10.10.10.2 255.255.255.0

Enters the IP address and subnet mask.

Step 5

exit
Example:

Device (config-vlan) # exit

Returns to global configuration mode.

Step 6

ip default-gateway ip-address

Example:

Device (config)# ip default-gateway
10.10.10.1

Enters the IP address of the next-hop router
interface that is directly connected to the device
where a default gateway is being configured.
The default gateway receives IP packets with
unresolved destination IP addresses from the
device.

Once the default gateway is configured, the
device has connectivity to the remote networks
with which a host needs to communicate.

Note When your device is configured to
route with IP, it does not need to have
a default gateway set.

Note The device capwap relays on
default-gateway configuration to
support routed access point join the
device.

Step 7

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 8

show interfaces vlian vian-id

Example:

Device# show interfaces vlan 99

Displays the interfaces status for the specified
VLAN.
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Command or Action

Purpose

Step 9

show ip redirects

Example:

Device# show ip redirects

Displays the Internet Control Message Protocol
(ICMP) redirect messages.

Modifying Device Startup Configuration

The following sections provide information on how to modify the startup configuration of a device.

Specifying a Filename to Read and Write a System Configuration

By default, the Cisco I0S software uses the config.text file to read and write a nonvolatile copy of the system
configuration. However, you can specify a different filename, which will be loaded during the next boot cycle.

Before you begin

Use a standalone device for this task.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

boot flash:/file-url

Example:

Device (config) # boot flash:config.text

Specifies the configuration file to load during
the next boot cycle.

« file-url: The path (directory) and the
configuration filename.

* Filenames and directory names are
case-sensitive.

Step 4

end

Example:

Device (config) # end

Returns to privileged EXEC mode.
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Command or Action

Purpose

Step 5

show boot

Example:

Device# show boot

Lists the contents of the BOOT environment
variable (if set), the name of the configuration
file pointed to by the CONFIG FILE
environment variable, and the contents of the
BOOTLDR environment variable.

* The boot global configuration command
changes the setting of the CONFIG_FILE
environment variable.

Step 6

copy running-config startup-config

Example:

Device# copy running-config
startup-config

(Optional) Saves your entries in the
configuration file.

Manually Booting the Switch

By default, the switch automatically boots up; however, you can configure it to manually boot up.

Before you begin

Use a standalone switch for this task.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

boot manual

Example:

Device (config) # boot manual

Enables the switch to manually boot up during
the next boot cycle.

Step 3

end

Example:

Device (config) # end

Returns to privileged EXEC mode.

Step 4

show boot

Example:

Verifies your entries.
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Command or Action Purpose
. The boot manual global command changes the
Devicet show boot setting of the MANUAL BOOT environment
variable.

The next time you reboot the system, the switch
is in boot loader mode, shown by the switch:
prompt. To boot up the system, use the boot
filesystem:/file-url boot loader command.

« filesystem:—Uses flash: for the system
board flash device.

Switch: boot flash:

* For file-url—Specifies the path (directory)
and the name of the bootable image.

Filenames and directory names are
case-sensitive.

Step 5 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

Device# copy running-config
startup-config

Booting the Device in Installed Mode

Installing a Software Package

You can install, activate, and commit a software package using a single command or using separate commands.
This task shows how to use the install add file activate commit command for installing a software package.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable

Step 2 install add filetftp: filename [activate Copies the software install package from a

commit] remote location (via FTP, HTTP, HTTPs,
TFTP) to the device, performs a compatibility
check for the platform and image versions,
activates the software package, and makes the
package persistent across reloads.

Example:

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/
cat9k iosxe.16.06.01.SPA.bin activate

commi t * This command extracts the individual

components of the .bin file into
sub-packages and packages.conf file.
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Command or Action

Purpose

* The device reloads after executing this
command.

Step 3

exit
Example:

Device# exit

Exits privileged EXEC mode and returns to user
EXEC mode.

Managing the Update Package

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

install add file tftp: filename

Example:

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/
cat9k iosxe.16.06.01.SPA.bin

Copies the software install package from a
remote location (via FTP, HTTP, HTTPs,
TFTP) to the device, and performs a
compatibility check for the platform and image
versions.

* This command extracts the individual
components of the .bin file into
sub-packages and packages.conf file.

Step 3

install activate [auto-abort-timer]

Example:

Device# install activate

Activates the added software install package,
and reloads the device.

* When doing a full software install, do not
provide a package filename.

* The auto-abort-timer keyword,
automatically rolls back the software
image activation.

The automatic timer is triggered after the
new image is activated. If the timer expires
prior to the issuing of the install commit
command, then the install process is
automatically terminated. The device
reloads, and boots up with a previous
version of the software image.

Step 4

install abort

Example:

Device# install abort

(Optional) Terminates the software install
activation, and rolls back to the version that was
running before current installation procedure.
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Command or Action

Purpose

* You can use this command only when the
image is in an activated state; and not when
the image is in a committed state.

Step 5

install commit

Example:

Device# install commit

Makes the changes persistent over reload.

¢ The install commit command completes
the new image installation. Changes are
persistent across reloads until the
auto-abort timer expires.

Step 6

install rollback to committed

Example:

Device# install rollback to committed

(Optional) Rolls back the update to the last
committed version.

Step 7

install remove {file filesystem: filename |
inactive}

Example:

Device# install remove inactive

(Optional) Deletes all unused and inactive
software installation files.

Step 8

show install summary

Example:

Device# show install summary

Displays information about the active package.

* The output of this command varies
according to the install commands that are
configured.

Booting a Device in Bundle Mode

There are several methods by which you can boot the device — either by copying the bin file from the TFTP
server and then boot the device, or by booting the device straight from flash or USB flash using the commands
boot flash:<image.bin> or boot usbflash0:<image.bin> .

The following procedure explains how to boot the device from the TFTP server in the bundle mode.

Procedure

Command or Action

Purpose

Step 1

switch: BOOT =<source path of .bin file>

Example:

switch:BOOP=tEtp: //10.0.0.2/cat% icsxe.16.06.01.SPA.bin]
switch:
switch:
switch:

Sets the boot parameters.

Step 2

boot

Example:

switch:boot

Boots the device.
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Command or Action

Purpose

Step 3

show version

(Optional) Displays the version of the image
installed.

Configuring a Scheduled Software Image Reload

This task describes how to configure your device to reload the software image at a later time.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

copy running-config startup-config

Example:

Device# copy running-config
startup-config

Saves your device configuration information to
the startup configuration before you use the
reload command.

Step 4

reload in [hh:]Jmm [text]

Example:

Device# reload in 12

System configuration has been modified.
Save? [yes/nol: y

Schedules a reload of the software to take affect
in the specified minutes or hours and minutes.
The reload must take place within
approximately 24 days. You can specify the
reason for the reload in a string up to 255
characters in length.

Step 5

reload at hh: mm[month day | day month] [text]

Example:

Device (config) # reload at 14:00

Specifies the time in hours and minutes for the
reload to occur.

Note Use the at keyword only if the device
system clock has been set (through
Network Time Protocol (NTP), the
hardware calendar, or manually). The
time is relative to the configured time
zone on the device. To schedule reloads
across several devices to occur
simultaneously, the time on each device

must be synchronized with NTP.
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Command or Action Purpose
Step 6 reload cancel Cancels a previously scheduled reload.
Example:

Device (config) # reload cancel

Step 7 show reload Displays information about a previously
scheduled reload or identifies if a reload has

Example: been scheduled on the device.

show reload

Configuration Examples for Device Setup Configuration

The following sections provide configuration examples for device setup.

Examples: Displaying Software Bootup in Install Mode

The following example displays software bootup in install mode:

switch: boot bootflash:packages.conf
attempting to boot from [bootflash:packages.conf]

Located file packages.conf

#

Loading image in Verbose mode: 0

Cisco Package: invalid params - disabling isord

sd 6:0:0:0: [sda] No Caching mode page found

ARDBEG device bus 22: slot 0: fn 0 cpld regs ff££fc90000400000 cpldiomem = ££f££c90000600000
mmio start 87£99000000 , len 1048576

chr mmap: Allocating DMA Reserve Pool

dplr intrpt: Entered dplr intrpt module init dplr intrpt 1

usb 1-1: device not accepting address 2, error -110

usb 1-1: device not accepting address 3, error -110

usb 1-1: device not accepting address 4, error -110

usb 1-1: device not accepting address 5, error -110

usb usbl-portl: unable to enumerate USB device

Restricted Rights Legend
Use, duplication, or disclosure by the Government is

subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
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Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Experimental Version
16.6.20170902:081931
[v166_throttle-/scratch/mcpre/BLD-BLD V166 THROTTLE LATEST 20170902 091308 126]

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Sat 02-Sep-17 06:26 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco WS-XCT7R (X86) processor (revision V00) with 869290K/6147K bytes of memory.
Processor board ID FXS1939Q43K

8 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available
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vstack

A

)

% Invalid input detected at '

A

marker.

Press RETURN to get started!

The following example displays software bootup in bundle mode:

switch: boot bootflash:cat9k iosxe.BLD V166 THROTTLE LATEST 20170902 091308 2.SSA.bin
attempting to boot from
[bootflash:cat9k iosxe.BLD V166 THROTTLE LATEST 20170902 091308 2.SSA.bin]

Located file cat9k iosxe.BLD V166 THROTTLE LATEST 20170902 091308 2.SSA.bin
I

Loading image in Verbose mode: 0
Validate packages: SHA-1 hash:
calculated F6FO000E8:101DA244:03579E26:16DF84F5: 6DSFEADB
expected F6FO00E8:101DA244:03579E26:16DF84F5: 6DSFEADB
sd 6:0:0:0: [sda] No Caching mode page found
ARDBEG device bus 22: slot 0: fn 0 cpld regs ff££fc90000400000 cpldiomem = ££f££c90000600000
mmio start 87£99000000 , len 1048576
chr mmap: Allocating DMA Reserve Pool
dplr_intrpt: Entered dplr intrpt module init dplr intrpt 1
usb 1-1: device not accepting address 2, error -110
usb 1-1: device not accepting address 3, error -110
usb 1-1: device not accepting address 4, error -110

usb 1-1: device not accepting address 5, error -110

usb usbl-portl: unable to enumerate USB device

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Experimental Version
16.6.20170902:081931
[v166_ throttle-/scratch/mcpre/BLD-BLD V166 THROTTLE LATEST 20170902 091308 126]
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Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Sat 02-Sep-17 06:26 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco WS-XCT7R (X86) processor (revision V00) with 869290K/6147K bytes of memory.
Processor board ID FXS1939Q43K

8 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

vstack

~

)

% Invalid input detected at '”~' marker.

Press RETURN to get started!

Example: Managing an Update Package

The following example shows how to add a software package file:
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Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat9 iosxe.16.06.01.SPA.bin

install add: START Fri Jun 23 21:07:59 IST 2017
install add: Adding PACKAGE

--- Starting Add ---

Performing Add on Active/Standby

issu_helper.sh (13338): drop caches: 3
[RO] Add package(s) on RO
[RO] Finished Add on RO

Checking status of Add on [RO]

Add: Passed on [RO]

Finished Add

SUCCESS: install add Fri Jun 23 21:09:10 IST 2017
Device#

The following is a sample output of the show install summary command after adding a software
package file to a device:

Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG I 16.6.1.0
IMG C 16.6.2.0

The following example shows how to activate an added software package file:

Device# install activate

install activate: START Fri Jun 23 21:13:25 IST 2017

install activate: Activating PACKAGE

ISOFS: Unable to identify CD-ROM format.

Following packages shall be activated:

/flash/cat9k-webui.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
/flash/cat9k-srdriver.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
/flash/cat9k-sipspa.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
/flash/cat9k-sipbase.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
/flash/cat9k-rpboot.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
/flash/cat9k-rpbase.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
/flash/cat9k-guestshell.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
/flash/cat9k-espbase.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
/flash/cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby
[RO] Activate package(s) on RO
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc srdriver.BLD POLARIS DEV LATEST 20170622 233647.SSA.pkg
Removed cat9k-espbase.BLD POLARIS DEV_LATEST 20170622 233647.SSA.pkg
Removed cat9k-guestshell.BLD POLARIS DEV_LATEST 20170622 233647.SSA.pkg
Removed cat9k-rpbase.BLD POLARIS DEV_LATEST 20170622 233647.SSA.pkg
Removed cat9k-rpboot.BLD POLARIS DEV LATEST 20170622 233647.SSA.pkg
Removed cat9k-sipbase.BLD POLARIS DEV_LATEST 20170622 233647.SSA.pkg
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Removed cat9k-sipspa.BLD POLARIS DEV LATEST 20170622 233647.SSA.pkg
Removed cat9k-srdriver.BLD POLARIS DEV_LATEST 20170622 233647.SSA.pkg
Removed cat9k-webui.BLD POLARIS DEV_LATEST 20170622 233647.SSA.pkg
New files list:
Added cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
Added cat9k-espbase.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
Added cat9k-guestshell.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
Added cat9k-rpbase.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
Added cat9k-rpboot.BLD V166 THROTTLE_LATEST_ 20170622 152342.SSA.pkg
Added cat9k-sipbase.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
Added cat9k-sipspa.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
Added cat9k-srdriver.BLD V166 THROTTLE LATEST 20170622 152342.SSA.pkg
Added cat9k-webui.BLD V166 THROTTLE_LATEST 20170622 152342.SSA.pkg
Finished list of software package changes
[RO] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

Install will reload the system now!
Device#

The following sample output from the show install summary command displays the status of the
software package as active and uncommitted:

Device# show install summary
[ RO ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG I 16.6.2.0
IMG U 16.6.1.0
Device#

The following example shows how to execute the install commit command:

Device# install commit
install commit: START Fri Jun 23 21:24:45 IST 2017
install commit: Committing PACKAGE

--- Starting Commit ---
Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
Checking status of Commit on [RO]

Commit: Passed on [RO]
Finished Commit

SUCCESS: install commit Fri Jun 23 21:24:48 IST 2017

Device#

The following example shows how to rollback an update package to the base package:

Device# install rollback to committed

install rollback: START Tue Jun 20 14:55:12 PDT 2017
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This operation requires a reload of the system. Do you want to proceed? [y/n]
*Jun 20 14:55:12.911 PDT: %IOSXE-5-PLATFORM: RO0/0: Jun 20 14:55:12 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install rollbacky
--- Starting Rollback ---
Performing Rollback on Active/Standby
[RO] Rollback package(s) on RO
--- Starting rollback impact ---
Changes that are part of this rollback

Current : rp 00 rp_boot
cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 10 rp_boot

cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Replacement: rp 0 O rp_boot

cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 O rp_boot

cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg

Current : cc 0 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 00 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 00 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 1 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 2 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 20 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 20 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 3 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 30 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 30 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 4 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 40 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 40 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 5 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 50 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 50 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 6 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 60 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 60 cc_spa

cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
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Current : cc 7 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 70 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 70 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 8 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 8 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 8 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 9 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 90 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 90 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : fp 0 O fp
cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : fp 1 0 fp
cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O guestshell
cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_base
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_daemons
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp _iosd
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_security
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_webui
cat9k-webui.BLD V166 THROTTLE_LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O srdriver
cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 guestshell
cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_base
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_daemons
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_iosd
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_security
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_webui
cat9k-webui.BLD V166 THROTTLE_LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 srdriver
cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Replacement: cc 0 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 00 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 00 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 1 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 10 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 10 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 10 0 cc

cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
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Replacement: cc 10 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 10 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 2 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 2 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 2 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 3 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 30 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 30 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 4 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 40 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 40 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 5 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 50 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 50 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 6 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 6 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 6 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 7 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 70 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 70 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 8 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 8 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 8 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 9 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 90 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 90 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: fp 0 O fp
cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: fp 1 0 fp
cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O guestshell
cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O rp_base
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O rp_daemons
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O rp _iosd

cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
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Replacement: rp 0 O rp_security
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O rp_webui
cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O srdriver
cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 guestshell
cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_base
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_daemons
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp _iosd
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_security
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_webui
cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 srdriver

cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Finished rollback impact
[RO] Finished Rollback on RO
Checking status of Rollback on [RO]
Rollback: Passed on [RO]
Finished Rollback

Install will reload the system now!
SUCCESS: install rollback Tue Jun 20 14:56:54 PDT 2017

Device#

The following is a sample output from the install remove inactive command:

Device# install remove inactive

install remove: START Tue Jun 20 14:14:40 PDT 2017
Cleaning up unnecessary package files
No path specified, will use booted path flash:packages.conf
Cleaning flash:
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
File is in use, will not delete.
cat9k-espbase.BLD_V166 THROTTLE LATEST 20170618 152248.SSA.pkg
File is in use, will not delete.
cat9k-guestshell .BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
File is in use, will not delete.
cat9k-rpbase. BLD V1 667THROTTLE7LATEST72 017061 871522 48.SSA.pkg
File is in use, will not delete.
cat9k-rpboot. BLD V1 6 67THROTTLE7LATEST72 017061 871 52248.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.BLD_V166_ THROTTLE LATEST_ 20170618 152248.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
File is in use, will not delete.
cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
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The following files will be deleted:

[RO]:
/flash/cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-guestshell .BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k_1.bin

/flash/cat9k_1l.conf

/flash/cat9k_2.1.conf

/flash/cat9k_2.bin

/flash/cat9k_2.conf
/flash/cat9k_iosxe.BLD_V166_ THROTTLE LATEST 20170618 _152248.SSA.bin
/flash/packages.conf.00-

Do you want to remove the above files? [y/n]y

[RO]:
Deleting file flash:cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
done.

Deleting file flash:cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg

done.

Deleting file flash:cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg ...
done.

Deleting file flash:cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg

done.

Deleting file flash:cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg

done.

Deleting file flash:cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg

done.

Deleting file flash:cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg

done.

Deleting file flash:cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg

done.

Deleting file flash:cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg ... done.
Deleting file flash:cat9k 1l.bin ... done.

Deleting file flash:cat9k l.conf ... done.

Deleting file flash:cat9k 2.1.conf ... done.

Deleting file flash:cat9k 2.bin ... done.

Deleting file flash:cat9k 2.conf ... done.

Deleting file flash:cat9k iosxe.BLD V166 THROTTLE LATEST 20170618 152248.SSA.bin ... done.
Deleting file flash:packages.conf.00- ... done.

SUCCESS: Files deleted.
--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on Active/Standby
[RO] Post Remove Cleanup package(s) on RO
[RO] Finished Post Remove Cleanup on RO
Checking status of Post Remove Cleanup on [RO]
Post Remove Cleanup: Passed on [RO]
Finished Post Remove Cleanup

SUCCESS: install remove Tue Jun 20 14:16:29 PDT 2017
Device#

The following is sample output from the install abort command:
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Device# install abort

install abort: START Tue Jun 20 14:06:48 PDT 2017
install abort: Abort type PACKAGE

This install abort would require a reload. Do you want to proceed? [y/n]

*Jun 20 14:06:49.820 PDT:%IOSXE-5-PLATFORM: RO/0: Jun 20 14:06:49 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install aborty
--- Starting Abort ---
Performing Abort on Active/Standby
[RO] Abort package(s) on RO
--- Starting rollback impact ---
Changes that are part of this rollback

Current : rp 00 rp_boot
cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 10 rp_boot

cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Replacement: rp 0 O rp_boot

cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_boot

cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg

Current : cc 0 0 cc_srdriver

cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 00 cc

cat9k-sipbase.BLD V166 THROTTLE_ LATEST 20170618 152248 2.SSA.pkg
Current : cc 00 cc_spa

cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 1 0 cc_srdriver

cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 cc

cat9k-sipbase.BLD V166 THROTTLE_ LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 cc_spa

cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 0 cc

cat9k-sipbase.BLD V166 THROTTLE_ LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 0 cc_spa

cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 10 0 cc_srdriver

cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 2 0 cc_srdriver

cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 20 cc

cat9k-sipbase.BLD V166 THROTTLE_ LATEST 20170618 152248 2.SSA.pkg
Current : cc 20 cc_spa

cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 3 0 cc_srdriver

cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 30 cc

cat9k-sipbase.BLD V166 THROTTLE_ LATEST 20170618 152248 2.SSA.pkg
Current : cc 30 cc_spa

cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 4 0 cc_srdriver

cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 40 cc

cat9k-sipbase.BLD V166 THROTTLE_ LATEST 20170618 152248 2.SSA.pkg
Current : cc 40 cc_spa

cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 5 0 cc_srdriver

cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 50 cc

cat9k-sipbase.BLD V166 THROTTLE_ LATEST 20170618 152248 2.SSA.pkg
Current : cc 50 cc_spa

cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
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Current : cc 6 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 60 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 60 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 7 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 70 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 70 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 8 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 8 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 8 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 9 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 90 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : cc 90 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : fp 0 O fp
cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : fp 1 0 fp
cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O guestshell
cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_base
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_daemons
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_iosd
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_security
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O rp_webui
cat9k-webui.BLD V166 THROTTLE_LATEST 20170618 152248 2.SSA.pkg
Current : rp 0 O srdriver
cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 guestshell
cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_base
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_daemons
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_iosd
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_security
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 rp_webui
cat9k-webui.BLD V166 THROTTLE_LATEST 20170618 152248 2.SSA.pkg
Current : rp 1 0 srdriver
cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Replacement: cc 0 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 00 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 00 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 1 0 cc_srdriver

cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
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Replacement: cc 10 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 10 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 10 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 10 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 10 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 2 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 2 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 2 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 3 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 30 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 30 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 4 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 40 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 40 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 5 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 50 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 50 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 6 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 6 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 6 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 7 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 70 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 70 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 8 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 8 0 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 8 0 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 9 0 cc_srdriver
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 90 cc
cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: cc 90 cc_spa
cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: fp 0 0O fp
cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: fp 1 0 fp
cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O guestshell

cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
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Replacement: rp 0 O rp_base
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O rp_daemons
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O rp _iosd
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O rp_security
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O rp_webui
cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 0 O srdriver
cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 guestshell
cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_base
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_daemons
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_iosd
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_security
cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 rp_webui
cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Replacement: rp 1 0 srdriver

cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Finished rollback impact
[RO] Finished Abort on RO
Checking status of Abort on [RO]
Abort: Passed on [RO]
Finished Abort

Install will reload the system now!
SUCCESS: install abort Tue Jun 20 14:08:25 PDT 2017

Device#

The following is a sample output from the install activate auto-abort-timer command:

Device# install activate auto-abort-timer 30

install activate: START Tue Jun 20 17:26:07 PDT 2017
install activate: Activating PACKAGE

*Jun 20 17:26:08.572 PDT: $IOSXE-5-PLATFORM: RO0/0: Jun 20 17:26:08 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install activate

Following packages shall be activated:

/flash/cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-guestshell .BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
/flash/cat9k-cc srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/n]
*Jun 20 18:07:47.821 PDT: SENVIRONMENTAL-6-NOTICE: Temp: DopplerD, Location: R0, State:
Minor, Reading: 85 Celsius
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*Jun 20 18:13:47.848 PDT: SENVIRONMENTAL-6-NOTICE: Temp: inlet, Location: RO, State:
Minor, Reading: 46 Celsiusy
--- Starting Activate ---
Performing Activate on Active/Standby
[RO] Activate package(s) on RO
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Removed cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Removed cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Removed cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Removed cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Removed cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Removed cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Removed cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
Removed cat9k-webui.BLD V166 THROTTLE LATEST 20170618 152248.SSA.pkg
New files list:
Added cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Added cat9k-espbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Added cat9k-guestshell.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Added cat9k-rpbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Added cat9k-rpboot.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Added cat9k-sipbase.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Added cat9k-sipspa.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Added cat9k-srdriver.BLD V166 THROTTLE LATEST 20170618 152248 2.SSA.pkg
Added cat9k-webui.BLD V166 THROTTLE_LATEST_ 20170618 152248 2.SSA.pkg
Finished list of software package changes
[RO] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

*Jun 20 18:53:02.320 PDT: %IOSXE-5-PLATFORM: RO0/0: Jun 20 18:53:02 rollback_timer.sh:
$INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Install auto abort timer will expire in 1800
seconds
Install will reload
the system now!

SUCCESS: install activate Tue Jun 20 18:53:27 PDT 2017

Device#

Verifying Software Install

Procedure

Step 1 enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.
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show install log

Example:

Device# show install log

Displays information about all the software install operations that was performed since boot-up of the device.

Device# show install log

Olinstall op boot]: START Sun Jun 11 15:01:37 Universal 2017
Olinstall op boot]: END SUCCESS Sun Jun 11 15:01:44 Universal 2017
llinstall commit]: START Mon Jun 12 07:27:31 UTC 2017

[

[

[

[1linstall commit (INFO, )]: Releasing transaction lock...

[1] installicommit (CONSOLE, )]: Committing PACKAGE

[remote|install commit]: START Mon Jun 12 07:28:08 UTC 2017

[remote|install commit (INFO, )]: Releasing transaction lock...

[remote|install commit]: END SUCCESS Mon Jun 12 07:28:41 UTC 2017

[1linstall commit (INFO, )]: [1 2 3]: Performing Commit
SUCCESS: Commit finished

[1linstall commit (INFO, )]: install commit: START Mon Jun 12 07:28:08 UTC 2017
SUCCESS: install commit Mon Jun 12 07:28:41 UTC 2017

[1linstall commit (INFO, )]: Remote output from switch 2

[1linstall commit (INFO, )]: install commit: START Mon Jun 12 07:28:12 UTC 2017
SUCCESS: install commit Mon Jun 12 07:28:44 UTC 2017

[1linstall commit (INFO, )]: install commit: START Mon Jun 12 07:28:12 UTC 2017

SUCCESS: install commit Mon Jun 12 07:28:45 UTC 2017
[1linstall commit]: END SUCCESS Mon Jun 12 07:28:47 UTC 2017

show install summary

Example:

Device# show install summary

Displays information about the image versions and their corresponding install state for all
members/field-replaceable unit (FRU).

* The output of this command differs based on the install command that is executed.

Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG I 16.6.2.0

IMG C 16.6.1.0

Device#

show install package filesystem: filename

Example:

Device# show install package flash:cat9k iosxe.16.06.01.SPA.bin

Displays information about the specified software install package file.
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Device# show install package flash:cat9k_iosxe.16.06.01.SPA.bin

Package: cat9k iosxe.16.06.01.SPA.bin
Size: 333806196
Timestamp: Sun Jun 11 14:47:23 2017 UTC
Canonical path: /flash/cat9k iosxe.16.06.01.SPA.bin

Raw disk-file SHAlsum:
5e9ef6edlf7472b35eddd61df300ed44bl4db65ecd

Header size: 1000 bytes
Package type: 10002
Package flags: 0

Header version: 3

Internal package information:
Name: cc_srdriver
BuildTime:
ReleaseDate: Sun-27-Aug-17-09:05
BootArchitecture: none
RouteProcessor: cat9k
Platform: CATI9K
User: mcpre
PackageName: cc_srdriver
Build: BLD V166 THROTTLE LATEST 20170827 090555
CardTypes:

Package is not bootable.
Device#

show install active

Example:

Device# show install active

Displays information about the active software install package.

Device# show install active

[ RO ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

show install inactive

Example:

Device# show install inactive

Displays information about the inactive packages.

Device# show install inactive

[ RO ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted
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IMG I 16.7.1.0
Device#

show install committed

Example:

Device# show install committed

Displays information about committed packages.

Device# show install committed

[ RO ] Committed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG C 16.6.1.0
Device#

show install uncommitted

Example:

Device# show install uncommitted

Displays information about uncommitted packages.

Device# show install uncommitted

[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG U 16.6.2.0
Device#

Example: Configuring a Device as a DHCP Server

Device# configure terminal

Device (config) # ip dhecp pool pooll

Device (dhcp-config) # network 10.10.10.0 255.255.255.0

Device (dhcp-config) # boot config-boot.text

Device (dhcp-config) # default-router 10.10.10.1

Device (dhcp-config) # option 150 10.10.10.1

Device (dhcp-confiqg) # exit
(
(
(
(
(

Device (config) # tftp-server flash:config-boot.text
Device (config) # interface gigabitethernetl/0/4

Device (config-if) # no switchport

Device (config-if)# ip address 10.10.10.1 255.255.255.0
Device (config-if)# end
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. Example: Configuring DHCP Auto-Image Update

Example: Configuring DHCP Auto-Image Update

Device# configure terminal

Device (config)# ip dhcp pool pooll

Device (dhcp-config) # network 10.10.10.0 255.255.255.0

Device (dhcp-config) # boot config-boot.text

Device (dhcp-config) # default-router 10.10.10.1

Device (dhcp-config) # option 150 10.10.10.1

Device (dhcp-config) # option 125 hex 0000.0009.0a05.08661.7574.6£69.6e73.7461.6c6c.5£64.686370

Device (dhcp-config) # exit

Device (config) # tftp-server flash:config-boot.text
Device (config) # tftp-server flash:image name

Device (config) # tftp-server flash:boot-config.text
Device (config) # tftp-server flash: autoinstall dhcp
Device (config) # interface gigabitethernetl/0/4

Device (config-if)# no switchport

Device (config-if)# ip address 10.10.10.1 255.255.255.0
Device (config-if)# end

Example: Configuring a Device to Download Configurations from a DHCP

Server

The following example shows how to use a Layer 3 SVI interface on VLAN 99 to enable DHCP-based
autoconfiguration with a saved configuration:

Device# configure terminal

Device (config) # boot host dhcp

Device (config) # boot host retry timeout 300

Device (config) # banner config-save ~C Caution - Saving Configuration File to NVRAM May Cause
You to No longer Automatically Download Configuration Files at Reboot”C

Device (config) # vlan 99

Device (config-vlan)# interface vlan 99

Device (config-if)# no shutdown

Device (config-if)# end

Device# show boot

BOOT path-list:

Config file: flash:/config.text

Private Config file: flash:/private-config.text
Enable Break: no

Manual Boot: no

HELPER path-list:
NVRAM/Config file

buffer size: 32768
Timeout for Config
Download: 300 seconds
Config Download
via DHCP: enabled (next boot: enabled)
Device#

Example: Scheduling Software Image Reload

This example shows how to reload the software on a device on the current day at 7:30 p.m:
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Device# reload at 19:30

Reload scheduled for 19:30:00 UTC Wed Jun 5 2013 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]

This example shows how to reload the software on a device at a future date and time:

Device# reload at 02:00 jun 20

Reload scheduled for 02:00:00 UTC Thu Jun 20 2013 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

Additional References For Performing Device Setup

Related Documents

Related Topic Document Title

Device setup commands Command Reference (Catalyst

Boot loader commands 9400 Series Switches)

Hardware installation Cisco Catalyst 9400 Series
Switches Hardware Installation
Guide

Feature History for Performing Device Setup Configuration

This table provides release and related information for features explained in this module.

These features are available on all releases subsequent to the one they were introduced in, unless noted

otherwise.
Release Feature Feature Information
Cisco 10S XE Everest 16.6.1 | Device Setup A device setup configuration can be performed,

Configuration including auto configuration of IP address
assignments and DHCP.

Use Cisco Feature Navigator to find information about platform and software image support. To access Cisco
Feature Navigator, go to http://www.cisco.com/go/ctn.
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CHAPTER 3

Smart Licensing Using Policy

* Introduction to Smart Licensing Using Policy, on page 89

* Information About Smart Licensing Using Policy, on page 90

* How to Configure Smart Licensing Using Policy: Workflows by Topology , on page 113
» Migrating to Smart Licensing Using Policy, on page 125

* Task Library for Smart Licensing Using Policy, on page 146

* Troubleshooting Smart Licensing Using Policy, on page 187

» Additional References for Smart Licensing Using Policy, on page 198

* Feature History for Smart Licensing Using Policy, on page 198

Introduction to Smart Licensing Using Policy

Smart Licensing Using Policy is an enhanced version of Smart Licensing, with the overarching objective of
providing a licensing solution that does not interrupt the operations of your network, rather, one that enables
a compliance relationship to account for the hardware and software licenses you purchase and use.

Smart Licensing Using Policy is supported starting with Cisco IOS XE Amsterdam 17.3.2a.
The primary benefits of this enhanced licensing model are:
* Seamless day-0 operations

After a license is ordered, no preliminary steps, such as registration or generation of keys etc., are required
unless you use an export-controlled or enforced license. There are no export-controlled or enforced
licenses on Cisco Catalyst Access, Core, and Aggregation Switches, and product features can be configured
on the device right-away.

* Consistency in Cisco I0S XE

Campus and industrial ethernet switching, routing, and wireless devices that run Cisco IOS XE software,
have a uniform licensing experience.

* Visibility and manageability
Tools, telemetry and product tagging, to know what is in-use.
* Flexible, time series reporting to remain compliant

Easy reporting options are available, whether you are directly or indirectly connected to Cisco Smart
Software Manager (CSSM), or in an air-gapped network.
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This document provides conceptual, configuration, and troubleshooting information for Smart Licensing
Using Policy on Cisco Catalyst Access, Core, and Aggregation Switches.

For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide.

Information About Smart Licensing Using Policy

This section provides information about the components that can be part of your implementation of Smart
Licensing Using Policy, the key concepts associated with the feature, the supported products, overviews of
all supported topologies (the different ways in which you can implement the feature), and how Smart Licensing
Using Policy interacts with other features.

Overview
Smart Licensing Using Policy is a software license management solution that provides a seamless experience
with the various aspects of licensing.

* Purchase licenses: Purchase licenses through the existing channels and use the Cisco Smart Software
Manager (CSSM) portal to view product instances and licenses.

)

Note To simplify your implementation of Smart Licensing Using Policy, provide your
Smart Account and Virtual Account information when placing an order for new
hardware or software. This allows Cisco to install applicable policies and
authorization codes (terms explained in the Concepts, on page 93 section below),
at the time of manufacturing.

* Use: All licenses on Cisco Catalyst Access, Core, and Aggregation Switches are unenforced. This means
that you do not have to complete any licensing-specific operations, such as registering or generating keys
before you start using the software and the licenses that are tied to it. License usage is recorded on your
device with timestamps and the required workflows can be completed at a later date.

* Report license usage to CSSM: Multiple options are available for license usage reporting. You can use
the Cisco Smart Licensing Utility (CSLU), report usage information directly to CSSM, use a Controller
(like Cisco DNA Center), deploy Smart Software Manager On-Prem (SSM On-Prem) to administer
products and licenses on your premises. The usage report is in plain text XML format. See: Sample
Resource Utilization Measurement Report, on page 187.

* Reconcile: For situations where delta billing applies (purchased versus consumed).

Architecture
This section explains the various components that can be part of your implementation of Smart Licensing
Using Policy.

Product Instance

A product instance is a single instance of a Cisco product, identified by a Unique Device Identifier (UDI).
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CSLU

CSSM

csw i

A product instance records and reports license usage (RUM reports), and provides alerts and system messages
about overdue reports, communication failures, etc. RUM reports and usage data are securely stored in the
product instance.

Throughout this document, the term product instance refers to all supported physical and virtual product
instances - unless noted otherwise. For information about the product instances that are within the scope of
this document, see Supported Products, on page 106.

Cisco Smart License Utility (CSLU) is a Windows-based reporting utility that provides aggregate licensing
workflows. This utility performs the following key functions:

* Provides options relating to how workflows are triggered. The workflows can be triggered by CSLU or
by the product instance.

* Collects usage reports from the product instance and uploads these usage reports to the corresponding
Smart Account or Virtual Account — online, or offline, using files. Similarly, the RUM report ACK is
collected online, or offline, and sent back to the product instance.

* Sends authorization code requests to CSSM and receives authorization codes from CSSM, if applicable.

CSLU can be part of your implementation in the following ways:
* Install the windows application, to use CSLU as a standalone tool that is connected to CSSM.

* Install the windows application, to use CSLU as a standalone tool that is disconnected from CSSM. With
this option, the required usage information is downloaded to a file and then uploaded to CSSM. This is
suited to air-gapped networks.

Cisco Smart Software Manager (CSSM) is a portal that enables you to manage all your Cisco software licenses
from a centralized location. CSSM helps you manage current requirements and review usage trends to plan
for future license requirements.

You can access the CSSM Web UI at https://software.cisco.com. Under the License tab, click the Smart
Software Licensing link.

See the Supported Topologies, on page 97 section to know about the different ways in which you can connect
to CSSM

In CSSM you can:

* Create, manage, or view virtual accounts.

* Create and manage Product Instance Registration Tokens.

* Transfer licenses between virtual accounts or view licenses.
* Transfer, remove, or view product instances.

* Run reports against your virtual accounts.

* Modify your email notification settings.

* View overall account information.
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A management application or service that manages multiple product instances.

On Cisco Catalyst Access, Core, and Aggregation Switches, Cisco DNA Center is the supported controller.
Information about the controller, product instances that support the controller, and minimum required software
versions on the controller and on the product instance is provided below:

Table 7: Support Information for Controller: Cisco DNA Center

Minimum Required Cisco DNA Minimum Required Cisco 10S XE | Supported Product Instances
Center Version for Smart Licensing Version?
Using PoIicy1

Cisco DNA Center Release 2.2.2 | Cisco IOS XE Amsterdam 17.3.2a * Cisco Catalyst 9200 Series
Switches

* Cisco Catalyst 9300 Series
Switches

* Cisco Catalyst 9400 Series
Switches

* Cisco Catalyst 9500 Series
Switches

* Cisco Catalyst 9600 Series
Switches

! The minimum required software version on the controller. This means support continues on all subsequent
releases - unless noted otherwise

2 The minimum required software version on the product instance. This means support continues on all
subsequent releases - unless noted otherwise.

For more information about Cisco DNA Center, see the support page at:
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/series.html.

Smart Software Manager On-Prem (SSM On-Prem) is an asset manager, which works in conjunction with
CSSM. It enables you to administer products and licenses on your premises instead of having to directly
connect to CSSM.

Information about the required software versions to implement Smart Licensing Using Policy with SSM
On-Prem, is provided below:
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Minimum Required SSM On-Prem | Minimum Required Cisco 10S XE | Supported Product Instances
Version for Smart Licensing Using Version®
Policy®

Version 8, Release 202102 Cisco I0S XE Amsterdam 17.3.3 * Cisco Catalyst 9200 Series
Switches

* Cisco Catalyst 9300 Series
Switches

* Cisco Catalyst 9400 Series
Switches

* Cisco Catalyst 9500 Series
Switches

* Cisco Catalyst 9600 Series
Switches

The minimum required SSM On-Prem version. This means support continues on all subsequent releases
- unless noted otherwise

The minimum required software version on the product instance. This means support continues on all
subsequent releases - unless noted otherwise.

For more information about SSM On-Prem, see Smart Software Manager On-Prem on the Software Download
page. Hover over the .iso image to display the documentation links.

Concepts

This section explains the key concepts of Smart Licensing Using Policy.

License Enforcement Types

A given license belongs to one of three enforcement types. The enforcement type indicates if the license
requires authorization before use, or not.

» Unenforced or Not Enforced

Unenforced licenses do not require authorization before use in air-gapped networks, or registration, in
connected networks. The terms of use for such licenses are as per the end user license agreement (EULA).

All licenses available on Cisco Catalyst Access, Core, and Aggregation Switches are unenforced licenses.
* Enforced

Licenses that belong to this enforcement type require authorization before use. The required authorization
is in the form of an authorization code, which must be installed in the corresponding product instance.

An example of an enforced license is the Media Redundancy Protocol (MRP) Client license, which is
available on Cisco’s Industrial Ethernet Switches.

» Export-Controlled

Licenses that belong to this enforcement type are export-restricted by U.S. trade-control laws and require
authorization before use. The required authorization code must be installed in the corresponding product
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instance for these licenses as well. Cisco may pre-install export-controlled licenses when ordered with
hardware purchase.

An example of an export-controlled license is the High Speed Encryption (HSECKDY) license, which is
available on certain Cisco Routers.

License Duration

This refers to the duration or term for which a purchased license is valid. A given license may belong to any
one of the enforcement types mentioned above and be valid for the following durations:

* Perpetual: There is no expiration date for such a license.

Network Essentials and Network Advantage licenses are examples of perpetual licenses that are available
on Cisco Catalyst Access, Core, and Aggregation Switches.

* Subscription: The license is valid only until a certain date.

Digital Network Architecture (DNA) Essentials and DNA Advantage licenses are examples of subscription
licenses that are available on Cisco Catalyst Access, Core, and Aggregation Switches.

Authorization Code

The Smart Licensing Authorization Code (SLAC) allows activation and continued use of a license that is
export-controlled or enforced.

A SLAC is not required for any of the licenses available on Cisco Catalyst Access, Core, and Aggregation
Switches, but if you are upgrading from an earlier licensing model to Smart Licensing Using Policy, you may
have a Specific License Reservation (SLR) with its own authorization code. An SLR authorization code is
supported after upgrade to Smart Licensing Using Policy.

N

Note While existing SLRs are carried over after upgrade, you cannot request a new SLR in the Smart Licensing
Using Policy environment, because the notion of “reservation” does not apply. If you are in an air-gapped
network, the No Connectivity to CSSM and No CSLU topology applies instead.

For more information about how the SLR authorization code is handled, see Upgrades, on page 107. If you
want to return an SLR authorization code, see Removing and Returning an Authorization Code, on page 173.

Policy
A policy provides the product instance with these reporting instructions:

* License usage report acknowledgement requirement (Reporting ACK required): The license usage report
is known as a RUM Report and the acknowledgement is referred to as an ACK (See RUM Report and
Report Acknowledgement). This is a yes or no value which specifies if the report for this product instance
requires CSSM acknowledgement or not. The default policy is always set to “yes”.

* First report requirement (days): The first report must be sent within the duration specified here.

If the value here is zero, no first report is required.

* Reporting frequency (days): The subsequent report must be sent within the duration specified here.

If the value here is zero, it means no further reporting is required unless there is a usage change.
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* Report on change (days): In case of a change in license usage, a report must be sent within the duration
specified here.

If the value here is zero, no report is required on usage change.

If the value here is not zero, reporting iSrequired after the change is made. All the scenarios listed below
count as changes in license usage on the product instance:

* Changing licenses consumed (includes changing to a different license, and, adding or removing a
license).

» Going from consuming zero licenses to consuming one or more licenses.

* Going from consuming one or more licenses to consuming zero licenses.

\}

Note Ifa product instance has never consumed a license, reporting is not required even if the policy has a non-zero
value for any of the reporting requirements (First report requirement, Reporting frequency, Report on change).

Understanding Policy Selection

CSSM determines the policy that is applied to a product instance. Only one policy is in use at a given point
in time. The policy and its values are based on a number of factors, including the licenses being used.

Cisco default is the default policy that is always available in the product instance. If no other policy is
applied, the product instance applies this default policy. The table below (Table 8: Policy: Cisco default, on
page 95) shows the cisco default policy values.

While you cannot configure a policy, you can request for a customized one, by contacting the Cisco Global
Licensing Operations team. Go to Support Case Manager. Click OPEN NEW CASE > Select Software
Licensing. The licensing team will contact you to start the process or for any additional information. Customized
policies are also made available through your Smart account in CSSM.

\)

Note To know which policy is applied (the policy in-use) and its reporting requirements, enter the show license
all command in privileged EXEC mode.

Table 8: Policy: Cisco default

Policy: cisco default Default Policy Values

Export (Perpetual/Subscription) Reporting ACK required: Yes

Note Applied only to licenses with | First report requirement (days): 0
enforcement type . )
"Export-Controlled". Reporting frequency (days): 0

Report on change (days): 0
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P0|iCV! Cisco default

Default Policy Values

Enforced (Perpetual/Subscription)

Note Applied only to licenses with
enforcement type "Enforced".

Reporting ACK required: Yes
First report requirement (days): 0
Reporting frequency (days): 0
Report on change (days): 0

Unenforced/Non-Export Perpetual®

Reporting ACK required: Yes

First report requirement (days): 365
Reporting frequency (days): 0
Report on change (days): 90

Unenforced/Non-Export Subscription

Reporting ACK required: Yes
First report requirement (days): 90
Reporting frequency (days): 90
Report on change (days): 90

3 For Unenforced/N on-Export Perpetual: the default policy’s first report requirement (within 365 days)
applies only if you have purchased hardware or software from a distributor or partner.

RUM Report and Report Acknowledgement

Trust Code

A Resource Utilization Measurement report (RUM report) is a license usage report, which the product instance
generates, to fulfil reporting requirements as specified by the policy.

An acknowledgement (ACK) is a response from CSSM and provides information about the status of a RUM
report.

The policy that is applied to a product instance determines the following reporting requirements:

* Whether a RUM report is sent to CSSM and the maximum number of days provided to meet this
requirement.

* Whether the RUM report requires an acknowledgement (ACK) from CSSM.
* The maximum number of days provided to report a change in license consumption.
A RUM report may be accompanied by other requests, such as a trust code request, or a SLAC request. So

in addition to the RUM report IDs that have been received, an ACK from CSSM may include authorization
codes, trust codes, and policy files as well.

The reporting method, that is, how a RUM report is sent to CSSM, depends on the topology you implement.

A UDI-tied public key with which the product instance signs a RUM report. This prevents tampering and
ensures data authenticity.
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Supported Topologies

This section describes the various ways in which you can implement Smart Licensing Using Policy. For each
topology, refer to the accompanying overview to know the how the set-up is designed to work, and refer to
the considerations and recommendations, if any.

After Topology Selection

After you have selected a topology, see How to Configure Smart Licensing Using Policy: Workflows by
Topology , on page 113. These workflows are only for new deployments. They provide the simplest and fastest
way to implement a topology.

If you are migrating from an existing licensing model, see Migrating to Smart Licensing Using Policy, on
page 125.

If you want to perform any additional configuration tasks, for instance, if you want to configure a different
license, or use an add-on license, or if you want to configure a narrower reporting interval, see the Task Library
for Smart Licensing Using Policy, on page 146. Check the "Supported Topologies" where provided, before
you proceed.

Connected to CSSM Through CSLU

Overview:

Here, product instances in the network are connected to CSLU, and CSLU becomes the single point of interface
with CSSM. A product instance can be configured to push the required information to CSLU. Alternatively,
CSLU can be set-up to pull the required information from a product instance at a configurable frequency.

Product instance-initiated communication (push): A product instance initiates communication with CSLU,
by connecting to a REST endpoint in CSLU. Data that is sent includes RUM reports and requests for
authorization codes and trust codes. You can configure the product instance to automatically send RUM
reports to CSLU at required intervals. This is the default method for a product instance.

CSLU-initiated communication (pull): To initiate the retrieval of information from a product instance, CSLU
uses NETCONF, or RESTCONEF, or gRPC with YANG models, or native REST APIs, to connect to the
product instance. Supported workflows include receiving RUM reports from the product instance and sending
the same to CSSM, authorization code installation, trust code installation, and application of policies.
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Figure 5: Topology: Connected to CSSM Through CSLU
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Considerations or Recommendations:

Choose the method of communication depending on your network’s security policy.

Where to Go Next:
To implement this topology, see Workflow for Topology: Connected to CSSM Through CSLU, on page 113.

Connected Directly to CSSM

Overview:
This topology is available in the earlier version of Smart Licensing and continues to be supported with Smart
Licensing Using Policy.

Here, you establish a direct and trusted connection from a product instance to CSSM. The direct connection,
requires network reachability to CSSM. For the product instance to then exchange messages and communicate
with CSSM, configure one of the transport options available with this topology (described below). Lastly, the
establishment of trust requires the generation of a token from the corresponding Smart Account and Virtual
Account in CSSM, and installation on the product instance.

You can configure a product instance to communicate with CSSM in the following ways:
» Use Smart transport to communicate with CSSM

Smart transport is a transport method where a Smart Licensing (JSON) message is contained within an
HTTPs message, and exchanged between a product instance and CSSM, to communicate. The following
Smart transport configuration options are available:

» Smart transport: In this method, a product instance uses a specific Smart transport licensing server
URL. This must be configured exactly as shown in the workflow section.

» Smart transport through an HTTPs proxy: In this method, a product instance uses a proxy server to
communicate with the licensing server, and eventually, CSSM.
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¢ Use Call Home to communicate with CSSM.

Call Home provides e-mail-based and web-based notification of critical system events. This method of
connecting to CSSM is available in the earlier Smart Licensing environment, and continues to be available
with Smart Licensing Using Policy. The following Call Home configuration options are available:

* Direct cloud access: In this method, a product instance sends usage information directly over the
internet to CSSM; no additional components are needed for the connection.

* Direct cloud access through an HTTPs proxy: In this method, a product instance sends usage
information over the internet through a proxy server - either a Call Home Transport Gateway or an
off-the-shelf proxy (such as Apache) to CSSM.

Figure 6: Topology: Connected Directly to CSSM
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Considerations or Recommendations:

Smart transport is the recommended transport method when directly connecting to CSSM. This recommendation
applies to:

* New deployments.
* Earlier licensing models. Change configuration after migration to Smart Licensing Using Policy.

* Registered licenses that currently use the Call Home transport method. Change configuration after
migration to Smart Licensing Using Policy.

+ Evaluation or expired licenses in an earlier licensing model. Change configuration after migration to
Smart Licensing Using Policy.

To change configuration after migration, see Workflow for Topology: Connected Directly to CSSM, on page
115 > Product Instance Configuration > Configure a connection method and transport type > Option 1.
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. Connected to CSSM Through a Controller

Where to Go Next:
To implement this topology, see Workflow for Topology: Connected Directly to CSSM, on page 115.

Connected to CSSM Through a Controller

When you use a controller to manage a product instance, the controller connects to CSSM, and is the interface
for all communication to and from CSSM. The supported controller for Cisco Catalyst Access, Core, and
Aggregation Switches is Cisco DNA Center.

Overview

If a product instance is managed by Cisco DNA Center as the controller, the product instance records license
usage and saves the same, but it is the Cisco DNA Center that initiates communication with the product
instance to retrieve RUM reports, report to CSSM, and return the ACK for installation on the product instance.

All product instances that must be managed by Cisco DNA Center must be part of its inventory and must be
assigned to a site. Cisco DNA Center uses the NETCONF protocol to provision configuration and retrieve
the required information from the product instance - the product instance must therefore have NETCONF
enabled, to facilitate this.

In order to meet reporting requirements, Cisco DNA Center retrieves the applicable policy from CSSM and
provides the following reporting options:

* Ad hoc reporting: You can trigger an ad hoc report when required.

* Scheduled reporting: Corresponds with the reporting frequency specified in the policy and is automatically
handled by Cisco DNA Center.

N

Note Ad hoc reporting must be performed at least once before a product instance is eligible for scheduled reporting.

The first ad hoc report enables Cisco DNA Center to determine the Smart Account and Virtual Account to
which subsequent RUM reports must be uploaded. You will receive notifications if ad hoc reporting for a
product instance has not been performed even once.

Cisco DNA Center also enables you to install and remove SLAC for export-controlled licenses. Since all
available licenses on Cisco Catalyst Access, Core, and Aggregation Switches are unenforced licenses, SLAC
installation and removal do not apply.

A trust code is not required.
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Figure 7: Topology: Connected to CSSM Through a Controller
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This is the recommended topology if you are using Cisco DNA Center.

Where to Go Next:

A56TH2

To implement this topology, see Workflow for Topology: Connected to CSSM Through a Controller, on page
116

CSLU Disconnected from CSSM

Overview:

Here, a product instance communicates with CSLU, and you have the option of implementing product

instance-initiated communication or CSLU-initiated communication (as in the Connected to CSSM Through
CSLU topology). The other side of the communication, between CSLU and CSSM, is offline. CSLU provides
you with the option of working in a mode that is disconnected from CSSM.

Communication between CSLU and CSSM is sent and received in the form of signed files that are saved
offline and then uploaded to or downloaded from CSLU or CSSM, as the case may be.
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Figure 8: Topology: CSLU Disconnected from CSSM
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Considerations or Recommendations:

None.

Where to Go Next:
To implement this topology, see Workflow for Topology: CSLU Disconnected from CSSM, on page 117.

No Connectivity to CSSM and No CSLU

Overview:

Here you have a product instance and CSSM disconnected from each other, and without any other intermediary
utilities or components. All communication is in the form of uploaded and downloaded files.
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SSM On-Prem Deployment .

Figure 9: Topology: No Connectivity to CSSM and No CSLU
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Considerations or Recommendations:

This topology is suited to a high-security deployment where a product instance cannot communicate online,
with anything outside its network.

Where to Go Next:

To implement this topology, see Workflow for Topology: No Connectivity to CSSM and No CSLU, on page
120.

SSM On-Prem Deployment

Overview:
SSM On-Prem is designed to work as an extension of CSSM that is deployed on your premises.

Here, a product instance is connected to SSM On-Prem and SSM On-Prem becomes the single point of
interface with CSSM. Each instance of SSM On-Prem must be made known to CSSM through a mandatory
registration and synchronization of the local account in SSM On-Prem, with a Virtual Account in CSSM.

When you deploy SSM On-Prem to manage a product instance, the product instance can be configured to
push the required information to SSM On-Prem. Alternatively, SSM On-Prem can be set-up to pull the required
information from a product instance at a configurable frequency.

* Product instance-initiated communication (push): The product instance initiates communication with
SSM On-Prem, by connecting to a REST endpoint in SSM On-Prem. Data that is sent includes RUM
reports and requests for authorization codes, trust codes, and policies.

Options for communication between the product instance and SSM On-Prem in this mode:

* Use a CLI command to push information to SSM On-Prem as and when required.

* Use a CLI command and configure a reporting interval, to automatically send RUM reports to SSM
On-Prem at a scheduled frequency.
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* SSM On-Prem-initiated communication (pull): To initiate the retrieval of information from a product
instance, SSM On-Prem NETCONF, RESTCONF, and native REST API options, to connect to the
product instance. Supported workflows include receiving RUM reports from the product instance and
sending the same to CSSM, authorization code installation, trust code installation, and application of
policies.

Options for communication between the product instance and SSM On-Prem in this mode:

* Collect usage information from one or more product instances as and when required (on-demand).

* Collect usage information from one or more product instances at a scheduled frequency.

In SSM On-Prem, the reporting interval is set to the default policy on the product instance. You can change
this, but only to report more frequently (a narrower interval), or you can install a custom policy if available.

After usage information is available in SSM On-Prem, you must synchronize the same with CSSM, to ensure
that the product instance count, license count and license usage information is the same on both, CSSM and
SSM On-Prem. Options for usage synchronization between SSM On-Prem and CSSM - for the push and pull
mode:

* Perform ad-hoc synchronization with CSSM (Synchronize now with Cisco).
* Schedule synchronization with CSSM for specified times.

» Communicate with CSSM through signed files that are saved offline and then upload to or download
from SSM On-Prem or CSSM, as the case may be.

\)

Note This topology involves two different kinds of synchronization between SSM On-Prem and CSSM. The first
is where the local account is synchronized with CSSM - this is for the SSM On-Prem instance to be known
to CSSM and is performed by using the Synchronization widget in SSM On-Prem. The second is where
license usage is synchronized with CSSM, either by being connected to CSSM or by downloading and
uploading files. You must synchronize the local account before you can synchronize license usage.

Figure 10: Topology: SSM On-Prem Deployment
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Considerations or Recommendations:
This topology is suited to the following situations:

* If you want to manage your product instances on your premises, as opposed communicating directly
with CSSM for this purpose.

* I[f your company’s policies prevent your product instances from reporting license usage directly to Cisco
(CSSM).

» If your product instances are in an air-gapped network and cannot communicate online, with anything
outside their network.

Apart from support for Smart Licensing Using Policy, some of the key benefits of SSM On-Prem Version 8
include:

» Multi-tenancy: One tenant constitutes one Smart Account-Virtual Account pair. SSM On-Prem enables
you to manage multiple pairs. Here you create local accounts that reside in SSM On-Prem. Multiple local
accounts roll-up to a Smart Account-Virtual Account pair in CSSM. For more information, see the Cisco
Smart Software Manager On-Prem User Guide > About Accounts and Local Virtual Accounts.

\}

Note The relationship between CSSM and SSM On-Prem instances is still one-to-one.

* Scale: Supports up to a total of 300,000 product instances

* High-Auvailability: Enables you to run two SSM On-Prem servers in the form of an active-standby cluster.
For more information, see the Cisco Smart Software On-Prem Installation Guide > Appendix 4. Managing
a High Availability (HA) Cluster in Your System.

High-Availability deployment is supported in the SSM On-Prem console and the required command
details are available in the Cisco Smart Software On-Prem Console Guide.

* Options for online and offline connectivity to CSSM.

SSM On-Prem Limitations:

* Proxy support for communication with CSSM, for the purpose of license usage synchronization is
available only from Version 8 202108 onwards. The use of a proxy for local account synchronization,
which is performed by using the Synchronization widget, is available from the introductory SSM
On-Prem release where Smart Licensing Using Policy is supported.

* SSM On-Prem-initiated communication is not supported on a product instance that is in a Network
Address Translation (NAT) set-up. You must use product instance-initiated communication, and further,
you must enable SSM On-Prem to support a product instance that is in a NAT setup. Details are provided
in the workflow for this topology.

Where to Go Next:
To implement this topology, see Workflow for Topology: SSM On-Prem Deployment, on page 121.

If you are migrating from an existing version of SSM On-Prem, the sequence in which you perform the various
upgrade-related activities is crucial. See Migrating to a Version of SSM On-Prem That Supports Smart
Licensing Using Policy, on page 145.
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Supported Products

This section provides information about the Cisco IOS-XE product instances that are within the scope of this
document and support Smart Licensing Using Policy. All models (Product IDs or PIDs) in a product series
are supported — unless indicated otherwise.

Table 9: Supported Product Instances: Cisco Catalyst Access, Core, and Aggregation Switches

Cisco Catalyst Access, Core, and When Support was Introduced
Aggregation Switches

Cisco Catalyst 9200 Series Switches Cisco I0S XE Amsterdam 17.3.2a
Cisco Catalyst 9300 Series Switches Cisco I0S XE Amsterdam 17.3.2a
Cisco Catalyst 9400 Series Switches Cisco I0S XE Amsterdam 17.3.2a
Cisco Catalyst 9500 Series Switches Cisco I0S XE Amsterdam 17.3.2a
Cisco Catalyst 9600 Series Switches Cisco 10S XE Amsterdam 17.3.2a

Interactions with Other Features

High Availability

This section explains considerations that apply to a High Availability configuration, when running a software
version that supports Smart Licensing Using Policy. The following High Availability set-ups are within the
scope of this document:

A device stack with an active, a standby and one or more members

A dual-RP (route processor) set-up, where two RPs are installed in a chassis, one being the active and the
other, the standby.

A dual-chassis set—upé (could be fixed or modular), with the active in one chassis and a standby in the other
chassis.

A dual-chassis and dual-RP set-upz, on a modular chassis. Two chassis are involved here as well, with an
active RP in one chassis, a standby RP in the other chassis. The dual-RP aspect refers to an additional in-chassis
standby RP in just one of the chassis, which is the minimum requirement, or an in-chassis standby RP in each
chassis.

Trust Code Requirements in a High Availability Set-Up

The number of trust codes required depends on the number of UDIs. The active product instance can submit
requests for all devices in the High Availability set-up and install all the trust codes that are returned in an
ACK.

% The Cisco StackWise Virtual feature, which is available on Cisco Catalyst switches, is an example of such a set-up.
7 The Quad-Supervisor with Route Processor Redundancy, which is available on Cisco Catalyst switches, is an example of such a set-up.
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Policy Requirements in a High Availability Set-Up

There are no policy requirements that apply exclusively to a High Availability set-up. As in the case of a
standalone product instance, only one policy exists in a High Availability set-up as well, and this is on the
active. The policy on the active applies to the standby or members in the set-up.

Product Instance Functions in a High Availability Set-Up

This section explains general product instance functions in a High Availability set-up, as well as what the
product instance does when a new standby or member is added to an existing High Available set-up.

For authorization and trust codes: The active product instance can request (if required) and install authorization
codes and trust codes for standbys and members.

For policies: The active product instance synchronizes with the standby.

For reporting: Only the active product instance reports usage. The active reports usage information for all
devices (standbys or members — as applicable) in the High Availability set-up.

In addition to scheduled reporting, the following events trigger reporting:

* The addition or removal of a standby. The RUM report includes information about the standby that was
added or removed.

* The addition or removal of a member, including stack merge and stack split events. The RUM report
includes information about member that was added or removed.

A switchover.

* A reload.

When one of the above events occur, the “Next report push” date of the show license statusprivileged EXEC
command is updated. But it is the implemented topology and associated reporting method that determine if
the report is sent by the product instance or not. For example, if you have implemented a topology where the
product instance is disconnected (Transport Type is Off), then the product instance does not send RUM reports
even if the “Next report push” date is updated.

For a new member or standby addition:

* A product instance that is connected to CSLU, does not take any further action.

* A product instance that is directly connected to CSSM, performs trust synchronization. Trust
synchronization involves the following:

Installation of trust code on the standby or member if not installed already.

If a trust code is already installed, the trust synchronization process ensures that the new standby or
member is in the same Smart Account and Virtual Account as the active. If it is not, the new standby or
member is moved to the same Smart Account and Virtual Account as the active.

Installation of an authorization code, policy, and purchase information, if applicable

Sending of a RUM report with current usage information.

This section describes how upgrade or migration to Smart Licensing Using Policy is handled. It also clarifies
how Smart Licensing Using Policy handles all earlier licensing models including: the earlier version of Smart
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Licensing, Specific License Reservation (SLR), Right-to-Use Licensing (RTU), and how evaluation or expired
licenses from any of the earlier licensing models are handled in Smart Licensing Using Policy environment.

To migrate to Smart Licensing Using Policy, you must upgrade to a software version that supports Smart
Licensing Using Policy. After you upgrade, Smart Licensing Using Policy is the only supported licensing
model and the product instance continues to operate without any licensing changes. The Migrating to Smart
Licensing Using Policy, on page 125 section provides details and examples for migration scenarios that apply
to Cisco Catalyst Access, Core, and Aggregation Switches.

Device-led conversion is not supported for migration to Smart Licensing Using Policy.

Identifying the Current Licensing Model Before Upgrade

Before you upgrade to Smart Licensing Using Policy, if you want to know the current licensing model that
is effective on the product instance, enter the show license all command in privileged EXEC mode. This
command displays information about the current licensing model for all except the RTU licensing model. The
show licenseright-to-useprivileged EXEC command displays license information only if the licensing model
is RTU.

How Upgrade Affects Enforcement Types for Existing Licenses

When you upgrade to a software version which supports Smart Licensing Using Policy, the way existing
licenses are handled, depends primarily on the license enforcement type.

» An unenforced license that was being used before upgrade, continues to be available after the upgrade.
All licenses on Cisco Catalyst Access, Core, and Aggregation Switches are unenforced licenses. This
includes licenses from all earlier licensing models:

* Smart Licensing.

* Specific License Reservation (SLR), which has an accompanying authorization code. The
authorization code continues to be valid after upgrade to Smart Licensing Using Policy and authorizes
existing license consumption.

* Right-to-Use (RTU) Licensing.
* Evaluation or expired licenses from any of the above mentioned licensing models.

* An enforced or export-controlled license that was being used before upgrade, continues to be available
after upgrade if the required authorization exists.

There are no export-controlled or enforced licenses on any of the supported Cisco Catalyst Access, Core,
and Aggregation Switches, therefore, these enforcement types and the requisite SLAC do not apply.

How Upgrade Affects Reporting for Existing Licenses

Existing License Reporting Requirements After Migration to Smart Licensing Using Policy

Right-to-Use (RTU) Depends on the license being used.

After migration and deployment of a supported topology, in output of
the show license usage command, refer to the Next ACK deadline field
to know if and when reporting is required.
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Existing License Reporting Requirements After Migration to Smart Licensing Using Policy

Specific License Reservation (SLR) | Required only if there is a change in license consumption.

An existing SLR authorization code authorizes existing license
consumption after upgrade to Smart Licensing Using Policy.

Smart Licensing (Registered and | Depends on the policy.
Authorized licenses): Reporting for
these licenses is based on the
reporting requirements in the
policy.

Evaluation or expired licenses Based on the reporting requirements of the Cisco default policy.

How Upgrade Affects Transport Type for Existing Licenses
The transport type, if configured in your existing set-up, is retained after upgrade to Smart Licensing Using
Policy.

When compared to the earlier version of Smart Licensing, additional transport types are available with Smart
Licensing Using Policy. There is also a change in the default transport mode. The following table clarifies
how this may affect upgrades:

Transport type Before Upgrade License or License State Before | Transport Type After Upgrade
Upgrade
Default (callhome) evaluation cslu (default in Smart Licensing
Using Policy)
SLR off
registered callhome
smart evaluation off
SLR off
registered smart
Not applicable Not applicable cslu
For example, if the existing For example, if the existing
licensing model is RTU. licensing model is RTU.

How Upgrade Affects the Token Registration Process

In the earlier version of Smart Licensing, a token was used to register and connect to CSSM. ID token
registration is not required in Smart Licensing Using Policy. The token generation feature is still available in
CSSM, and is used to establish trust when a product instance is directly connected to CSSM. See Connected
Directly to CSSM.
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To downgrade, you must downgrade the software version on the product instance. This section provides
information about downgrades for new deployments and existing deployments (you upgraded to Smart
Licensing Using Policy and now want to downgrade).

New Deployment Downgrade

This section applies if you had a newly purchased product instance with a software version where Smart
Licensing Using Policy was already enabled by default and you want to downgrade to a software version
where Smart Licensing Using Policy is not supported.

The outcome of the downgrade depends on whether a Trust Code was installed while you were still operating
in the Smart Licensing Using Policy environment, and further action may be required depending on the release
you downgrade to.

If the topology you implemented while in the Smart Licensing Using Policy environment was "Connected
Directly to CSSM", then a trust code installation can be expected or assumed, because it is required as part
of topology implementation. For any of the other topologies, trust establishment is not mandatory. Downgrading
product instances with one of these other topologies will therefore mean that you have to restore licenses to
a registered and authorized state by following the procedures that are applicable in the Smart Licensing
environment. See Table 10: Outcome and Action for New Deployment Downgrade to Smart Licensing, on
page 110 below.

Table 10: Outcome and Action for New Deployment Downgrade to Smart Licensing

In the Smart Licensing Using Policy | Downgrade to.. Outcome and Further Action
Environment

Standalone product instance, Cisco I0S XE Amsterdam 17.3.1 | No further action is required.
connected directly to CSSM, and .
trust established. OR The product instance attempts to

renew trust with CSSM after

Cisco IOS XE Gibraltar 16.12.4
downgrade.

and later releases in Cisco [0S XE
Gibraltar 16.12.x After a successful renewal, licenses
OR are in a registered state and the
earlier version of Smart Licensing
Cisco IOS XE Fuji 16.9.6 and later | is effective on the product instance.
releases in Cisco IOS XE Fuji
16.9.x

Any other release (other than the | Action is required: You must
ones mentioned in the row above) | reregister the product instance.

that supports Smart Licensing Generate an ID token in the CSSM

Web UI and on the product
instance, configure the license
smart register idtoken idtoken
command in global configuration
mode.
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In the Smart Licensing Using Policy
Environment

Downgrade to..

Outcome and Further Action

High Availability set-up, connected
directly to CSSM, and trust
established.

Any release that supports Smart
Licensing

Action is required: You must
reregister the product instance.

Generate an ID token in the CSSM
Web UI and on the product
instance, configure the license
smart register idtoken idtoken all
command in global configuration
mode.

Any other topology. (Connected to
CSSM Through CSLU, CSLU
Disconnected from CSSM, No
Connectivity to CSSM and No
CSLU)

Any release that supports Smart
Licensing

Action is required.

Restore licenses to a registered and
authorized state by following the
procedures that are applicable in
the Smart Licensing environment.

Upgrade and Then Downgrade

If you upgrade to a software version that supports Smart Licensing Using Policy and then downgrade to any
of the earlier licensing models, license consumption does not change and any product features you have
configured on the product instance are preserved — only the features and functions that are available with
Smart Licensing Using Policy are not available anymore. Refer to the corresponding section below to know
more about reverting to an earlier licensing model.

Upgradeto Smart Licensing Using Policy and then Downgradeto Smart Licensing

The outcome of the downgrade depends on whether a Trust Code was installed while you were still operating
in the Smart Licensing Using Policy environment, and further action may be required depending on the release
you downgrade to. See Table 11: Outcome and Action for Upgrade to Smart Licensing Using Policy and then
Downgrade to Smart Licensing, on page 112.
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Table 11: Outcome and Action for Upgrade to Smart Licensing Using Policy and then Downgrade to Smart Licensing

In the Smart Licensing Using Policy
Environment

Downgrade to..

Outcome and Further Action

Standalone product instance,
connected directly to CSSM, and
trust established.

Cisco IOS XE Amsterdam 17.3.1
OR

Cisco IOS XE Gibraltar 16.12.4
and later releases in Cisco I0S XE
Gibraltar 16.12.x

OR

Cisco IOS XE Fuji 16.9.6 and later
releases in Cisco 10S XE Fuji
16.9.x

No further action is required.

The system recognizes the trust
code and converts it back to a
registered ID token, and this reverts
the license to an AUTHORIZED
and REGISTERED state.

Any other release (other than the
ones mentioned in the row above)
that supports Smart Licensing

Action is required: You must
reregister the product instance.

Generate an ID token in the CSSM
Web UI and on the product
instance, configure the license
smart register idtokenidtoken
command in global configuration
mode.

High Availability set-up, connected
directly to CSSM, and trust
established.

Any release that supports Smart
Licensing

Action is required: You must
reregister the product instance.

Generate an ID token in the CSSM
Web UI and on the product
instance, configure the license
smart register idtoken idtoken all
command in global configuration
mode.

Any other topology (Connected to
CSSM Through CSLU, CSLU
Disconnected from CSSM, No
Connectivity to CSSM and No
CSLU)

Any release that supports Smart
Licensing.

Action is required.

Restore licenses to a registered and
authorized state by following the
procedures that are applicable in
the Smart Licensing environment.

)

Note

state after downgrade.

Licenses that were in an evaluation or expired state in the Smart Licensing environment, revert to that same

Upgradeto Smart Licensing Using Policy and then Downgradeto SLR

To revert to SLR, all that is required is for the image to be downgraded. The license remains reserved and
authorized — no further action is required.
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However, if you have returned an SLR while in the Smart Licensing Using Policy environment, then you
must repeat the process of procuring an SLR as required, in the supported release.

Downgradeto RTU
To revert to RTU, all that is required is for the image to be downgraded.

Licenses that were in an evaluation or expired state in the RTU Licensing environment, revert to that same
state after downgrade.

How to Configure Smart Licensing Using Policy: Workflows by
Topology

This section provides the simplest and fastest way to implement a topology.

\)

Note These workflows are meant for new deployments only. If you are migrating from an existing licensing model,
see Migrating to Smart Licensing Using Policy, on page 125.

Workflow for Topology: Connected to CSSM Through CSLU

Depending on whether you want to implement a product instance-initiated or CSLU-initiated method of
communication, complete the corresponding sequence of tasks:

* Tasks for Product Instance-Initiated Communication

* Tasks for CSLU-Initiated Communication

Tasks for Product Instance-Initiated Communication
CSLU Installation — CSLU Preference Settings — Product I nstance Configuration
1. CSLU Installation
Where task is performed: A Windows host (laptop, destop, or a Virtual Machine (VM)
Download the file from Smart Software Manager > Smart Licensing Utility.
Refer to the Cisco Smart License Utility Quick Start Setup Guide for help with installation and set-up.
2. CSLU Preference Settings
Where tasks are performed: CSLU
a. Logging into Cisco (CSLU Interface), on page 147
b. Configuring a Smart Account and a Virtual Account (CSLU Interface), on page 147
C. Adding a Product-Initiated Product Instance in CSLU (CSLU Interface), on page 147

3. Product I nstance Configuration

Where tasks are performed: Product Instance
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a. Ensuring Network Reachability for Product Instance-Initiated Communication, on page 148
b. Ensure that transport type is set to cslu.

CSLU is the default transport type. If you have configured a different option, enter the license smart
transport cslu command in global configuration mode. Save any changes to the configuration file.

Device (config) # license smart transport cslu
Device (config) # exit
Device# copy running-config startup-config

C. Specify how you want CSLU to be discovered (choose one):
* Option 1:
No action required. Name server configured for Zero-touch DNS discovery of cs1u-local

Here, if you have configured DNS (The name server IP address is configured on the product
instance), and the DNS server has an entry where hostname cs1u-1local is mapped to the CSLU
IP address, then no further action is required. The product instance automatically discovers
hostname cslu-local.

Option 2:

No action required. Name server and domain configured for Zero-touch DNS discovery of
cslu-local.<domain>

Here if you have configured DNS, (The name server IP address and domain is configured on the
product instance), and the DNS server has an entry where cslu-local.<domain> is mapped to
the CSLU IP address, then no further action is required. The product instance automatically
discovers hostname cslu-local.

Option 3:
Configure a specific URL for CSLU.

Enter the license smart url cdu http://<cdlu_ip_or_host>:8182/cslu/vl/pi command in global
configuration mode. For <cslu_ip or host>, enter the hostname or the IP address of the windows
host where you have installed CSLU. 8182 is the port number and it is the only port number that
CSLU uses.

Device (config) # license smart url cslu http://192.168.0.1:8182/cslu/vl/pi
Device (config) # exit
Device# copy running-config startup-config

Result:

Since the product instance initiates communication, it automatically sends out the first RUM report at the
scheduled time, as per the policy. Along with this first report, if applicable and if required, it sends a trust
code request. To know when the product instance will be sending this information, enter the show license all
command in privileged EXEC mode and in the output, check the date for field Next report push:.

CSLU forwards the information to CSSM and the returning ACK from CSSM, to the product instance.

In case of a change in license usage, see Configuring a Base or Add-On License , on page 183 to know how
it affects reporting.
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Tasks for CSLU-Initiated Communication

CSLU Ingtallation — CSLU Preference Settings— Product I nstance Configuration

1.

CSLU Installation

Where task is performed: A Windows host (laptop, destop, or a Virtual Machine (VM)

Download the file from Smart Software Manager > Smart Licensing Utility.

Refer to the Cisco Smart License Utility Quick Start Setup Guide for help with installation and set-up.
CSLU Preference Settings

Where tasks is performed: CSLU

a. Logging into Cisco (CSLU Interface), on page 147

b. Configuring a Smart Account and a Virtual Account (CSLU Interface), on page 147

C. Adding a CSLU-Initiated Product Instance in CSLU (CSLU Interface), on page 149

d. Collecting Usage Reports: CSLU Initiated, on page 150

Product I nstance Configuration
Where tasks is performed: Product Instance

Ensuring Network Reachability for CSLU-Initiated Communication, on page 152

Result:

You can now collect and send a RUM report to CSSM, in CSLU, by navigating to the Actionsfor Selected...
menu in CSLU, and selecting Collect Usage. The RUM report is sent to CSSM. Along with this first report,
if applicable and if required, CSLU sends a trust code request to CSSM. It gets the ACK from CSSM and
sends this back to the product instance for installation.

In case of a change in license usage, see Configuring a Base or Add-On License , on page 183 to know how
it affects reporting.

Workflow for Topology: Connected Directly to CSSM

Smart Account Set-Up — Product I nstance Configuration — Trust Establishment with CSSM

1.

Smart Account Set-Up
Where task is performed: CSSM Web U], https://software.cisco.com/.

Ensure that you have a user role with proper access rights to a Smart Account and the required Virtual
Accounts.

Product I nstance Configuration
Where tasks are performed: Product Instance
a. Set-Up product instance connection to CSSM: Setting Up a Connection to CSSM , on page 156.
b. Configure a connection method and transport type (choose one)
* Option 1:

Smart transport: Set transport type to Smart and configure the corresponding URL.
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If the transport mode is set to license smart transport smart, and you configure license smart
url default, the Smart URL (https://smartreceiver.cisco.com/licservice/license) is automatically
configured. Save any changes to the configuration file.

Device (config)# license smart transport smart
Device (config)# license smart url default
Device (config) # exit

Device# copy running-config startup-config

* Option 2:

Configure Smart transport through an HTTPs proxy. See Configuring Smart Transport Through
an HTTPs Proxy, on page 158

* Option 3:

Configure Call Home service for direct cloud access. See Configuring the Call Home Service
for Direct Cloud Access, on page 159.

* Option 4:

Configure Call Home service for direct cloud access through an HTTPs proxy. See Configuring
the Call Home Service for Direct Cloud Access through an HTTPs Proxy Server, on page 161.

3. Trust Establishment with CSSM
Where task is performed: CSSM Web UI and then the product instance

a. Generate one token for each Virtual Account you have. You can use same token for all the product
instances that are part of one Virtual Account: Generating a New Token for a Trust Code from CSSM,
on page 176.

b. Having downloaded the token, you can now install the trust code on the product instance: Installing
a Trust Code, on page 177.

Result:

After establishing trust, CSSM returns a policy. The policy is automatically installed on all product instances
of that Virtual Account. The policy specifies if and how often the product instance reports usage.

If you want to change your reporting interval to report more frequently: on the product instance, configure
the license smart usage interval command in global configuration mode. For syntax details see the license
smart (privileged EXEC) command in the Command Reference for the corresponding release.

In case of a change in license usage, see Configuring a Base or Add-On License , on page 183 to know how
it affects reporting.

Workflow for Topology: Connected to CSSM Through a Controller

To deploy Cisco DNA Center as the controller, complete the following workflow:

Product I nstance Configuration — Cisco DNA Center Configuration
1. Product Instance Configuration

Where task is performed: Product Instance

. System Management Configuration Guide, Cisco 10S XE Bengaluru 17.5.x (Catalyst 9400 Switches)



| Smart Licensing Using Policy
Workflow for Topology: CSLU Disconnected from CSSM .

Enable NETCONF. Cisco DNA Center uses the NETCONF protocol to provision configuration and
retrieve the required information from the product instance - the product instance must therefore have
NETCONTF enabled, to facilitate this.

For more information, see the Programmability Configuration Guide, Cisco IOS XE Amsterdam 17.3.x.
In the guide, go to Model-Driven Programmability > NETCONF Protocol.

2. Cisco DNA Center Configuration
Where tasks is performed: Cisco DNA Center GUI

An outline of the tasks you must complete and the accompanying documentation reference is provided
below. The document provides detailed steps you have to complete in the Cisco DNA Center GUI:

a. Set-up the Smart Account and Virtual Account.

Enter the same log in credentials that you use to log in to the CSSM Web UI. This enables Cisco DNA
Center to establish a connection with CSSM.

See the Cisco DNA Center Administrator Guide of the required release (Release 2.2.2 onwards) >
Manage Licenses > Set Up License Manager.

b. Add the required product instances to Cisco DNA Center inventory and assign them to a site.

This enables Cisco DNA Center to push any necessary configuration, including the required certificates,
for Smart Licensing Using Policy to work as expected.

See the Cisco DNA Center User Guide of the required release (Release 2.2.2 onwards) > Display
Your Network Topology > Assign Devicesto a Site.

Result:

After you implement the topology, you must trigger the very first ad hoc report in Cisco DNA Center, to
establish a mapping between the Smart Account and Virtual Account, and product instance. See the Cisco
DNA Center Administrator Guide of the required release (Release 2.2.2 onwards) > Manage Licenses> Upload
Resource Utilization Details to CSSM. Once this is done, Cisco DNA Center handles subsequent reporting
based on the reporting policy.

If multiple policies are available, Cisco DNA Center maintains the narrowest reporting interval. You can
change this, but only to report more frequently (a narrower interval). See the Cisco DNA Center Administrator
Guide of the required release (Release 2.2.2 onwards) > Manage Licenses > Modify License Policy.

If you want to change the license level after this, see the Cisco DNA Center Administrator Guide of the required
release (Release 2.2.2 onwards) > Manage Licenses > Change License Level.

Workflow for Topology: CSLU Disconnected from CSSM

Depending on whether you want to implement a product instance-initiated or CSLU-initiated method of
communication. Complete the corresponding table of tasks below.

* Tasks for Product Instance-Initiated Communication

* Tasks for CSLU-Initiated Communication
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Tasks for Product Instance-Initiated Communication

CSLU Ingtallation — CSLU Preference Settings — Product | nstance Configuration— Download All
for Cisco and Upload From Cisco

1. CSLU Installation

Where task is performed: A Windows host (laptop, destop, or a Virtual Machine (VM)

Download the file from Smart Software Manager > Smart Licensing Utility.

Refer to the Cisco Smart License Utility Quick Start Setup Guide for help with installation and set-up.
2. CSLU Preference Settings

Where tasks are performed: CSLU

a. Inthe CSLU Preferences tab, click the Cisco Connectivity toggle switch to off. The field switches
to “Cisco Is Not Available”.

b. Configuring a Smart Account and a Virtual Account (CSLU Interface), on page 147

C. Adding a Product-Initiated Product Instance in CSLU (CSLU Interface), on page 147

3. Product I nstance Configuration
Where tasks are performed: Product Instance
a. Ensuring Network Reachability for Product Instance-Initiated Communication, on page 148
b. Ensure that transport type is set to cslu.

CSLU is the default transport type. If you have configured a different option, enter the license smart
transport cslu command in global configuration mode. Save any changes to the configuration file.

Device (config) # license smart transport cslu
Device (config)# exit
Device# copy running-config startup-config

c. Specify how you want CSLU to be discovered (choose one)
* Option 1:
No action required. Name server configured for Zero-touch DNS discovery of cslu-1ocal

Here, if you have configured DNS (The name server IP address is configured on the product
instance), and the DNS server has an entry where hostname cs1u-1ocal is mapped to the CSLU
IP address, then no further action is required. The product instance automatically discovers
hostname cslu-local.

* Option 2:

No action required. Name server and domain configured for Zero-touch DNS discovery of

cslu-local.<domain>

Here if you have configured DNS, (The name server IP address and domain is configured on the
product instance), and the DNS server has an entry where cslu-local.<domain> is mapped to
the CSLU IP address, then no further action is required. The product instance automatically
discovers hostname cslu-local.

* Option 3:
Configure a specific URL for CSLU.
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Enter the license smart url cslu http://<cdlu_ip_or_host>:8182/cdu/vl/pi command in global
configuration mode. For <cslu_ip or host>, enter the hostname or the IP address of the windows
host where you have installed CSLU. 8182 is the port number and it is the only port number that
CSLU uses.

Device (config) # license smart url cslu http://192.168.0.1:8182/cslu/vl/pi
Device (config) # exit
Device# copy running-config startup-config

4. Download All for Cisco and Upload From Cisco
Where tasks are performed: CSLU and CSSM
a. Download All For Cisco (CSLU Interface), on page 151
b. Uploading Usage Data to CSSM and Downloading an ACK, on page 179
c. Upload From Cisco (CSLU Interface), on page 151

Result:

Since the product instance initiates communication, it automatically sends out the first RUM report at the
scheduled time, as per the policy. Along with this first report, if applicable and if required, it sends a trust
code request. To know when the product instance will be sending this information, enter the show license all
command in privileged EXEC mode and in the output, check the date for field Next report push:.

Since CSLU is disconnected from CSSM, you must save usage data which CSLU has collected from the
product instance to a file. Then, from a workstation that is connected to Cisco, upload it to CSSM. After this,
download the ACK from CSSM. In the workstation where CSLU is installed and connected to the product
instance, upload the file to CSLU.

In case of a change in license usage, see Configuring a Base or Add-On License , on page 183 to know how
it affects reporting.

Tasks for CSLU-Initiated Communication

CSLU Installation — CSLU Preference Settings — Product | nstance Configuration — Download All
for Cisco and Upload From Cisco

1. CSLU Installation

Where task is performed: A Windows host (laptop, destop, or a Virtual Machine (VM)

Download the file from Smart Software Manager > Smart Licensing Utility.

Refer to the Cisco Smart License Utility Quick Start Setup Guide for help with installation and set-up.
2. CSLU Preference Settings

Where tasks is performed: CSLU

a. Inthe CSLU Preferences tab, click the Cisco Connectivity toggle switch to off. The field switches
to “Cisco Is Not Available”.

b. Configuring a Smart Account and a Virtual Account (CSLU Interface), on page 147

C. Adding a CSLU-Initiated Product Instance in CSLU (CSLU Interface), on page 149
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d. Collecting Usage Reports: CSLU Initiated, on page 150

3. Product I nstance Configuration

Where task is performed: Product Instance

Ensuring Network Reachability for CSLU-Initiated Communication, on page 152
4. Download All for Cisco and Upload From Cisco

Where tasks are performed: CSLU and CSSM

a. Download All For Cisco (CSLU Interface), on page 151

b. Uploading Usage Data to CSSM and Downloading an ACK, on page 179
c. Upload From Cisco (CSLU Interface), on page 151

Result:

You can now collect and send a RUM report to CSSM, in CSLU, by navigating to the Actionsfor Selected...
menu, and selecting Collect Usage. If applicable the report also includes a trust code request and authorization
code request.

Since CSLU is disconnected from CSSM, you must save usage data which CSLU has collected from the
product instance to a file. Then, from a workstation that is connected to Cisco, upload it to CSSM. After this,
download the ACK from CSSM. In the workstation where CSLU is installed and connected to the product
instance, upload the file to CSLU.

In case of a change in license usage, see Configuring a Base or Add-On License , on page 183 to know how
it affects reporting.

Workflow for Topology: No Connectivity to CSSM and No CSLU

Since you do not have to configure connectivity to any other component, the list of tasks required to set-up
the topology is a small one. See, the Resultssection at the end of the workflow to know how you can complete
requisite usage reporting after you have implemented this topology.

Product I nstance Configuration
Where task is performed: Product Instance
Set transport type to Off.

Enter the license smart transport off command in global configuration mode. Save any changes to the
configuration file.

Device (config)# license smart transport off
Device (config) # exit
Device# copy running-config startup-config

Result:

All communication to and from the product instance is disabled. To report license usage you must save RUM
reports to a file (on your product instance) and upload it to CSSM (from a workstation that has connectivity
to the internet, and Cisco):

1. Generate and save RUM reports
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Enter the license smart save usage command in privileged EXEC mode. In the example below, all RUM
reports are saved to the flash memory of the product instance, in file a11_rum.txt. In the example, the
file is first saved to bootflash and then copied to a TFTP location:

Device# license smart save usage all file bootflash:all rum.txt
Device# copy bootflash:all rum.txt tftp://10.8.0.6/user0l

2. Upload usage data to CSSM: Uploading Usage Data to CSSM and Downloading an ACK, on page 179

3. [Install the ACK on the product instance: Installing a File on the Product Instance, on page 179

In case of a change in license usage, see Configuring a Base or Add-On License , on page 183 to know how
it affects reporting.

Workflow for Topology: SSM On-Prem Deployment

Depending on whether you want to implement a product instance-initiated method of communicatio (push)
or SSM On-Prem-initiated method of communication (pull), complete the corresponding sequence of tasks:

Tasks for Product Instance-Initiated Communication

SSM On-Prem Installation — Addition and Validation of Product I nstances (Only if Applicable) —
Product I nstance Configuration— Initial Usage Synchronization

1. SSM On-Prem I nstallation

Where task is performed: A physical server such as a Cisco UCS C220 M3 Rack Server, or a
hardware-based server that meets the necessary requirements.

Download the file from Smart Software Manager > Smart Software Manager On-Prem.

Refer to the Cisco Smart Software On-Prem Installation Guide and the Cisco Smart Software On-Prem
User Guide for help with installation.

Installation is complete when you have deployed SSM On-Prem, configured a common name on SSM
On-Prem (Security Widget > Certificates), synchronized the NTP server (Settings widget > Time
Settings), and created, registered, and synchronized (Synchronization widget) the SSM On-Prem local
account with your Smart Account and Virtual Account in CSSM.

)

Note Licensing functions in the On-Prem Licensing Wor kspace are greyed-out until you complete the creation,
registration, and synchronization of the local account with your Smart Account in CSSM. The local account
synchronization with CSSM is for the SSM On-Prem instance to be known to CSSM, and is different from
usage synchronization which is performed in 4. Initial Usage Synchronization below.

2. Addition and Validation of Product I nstances
Where tasks are performed: SSM On-Prem Ul

This step ensures that the product instances are validated and mapped to the applicable Smart Account
and Virtual account in CSSM. This step is required only in the following cases:

* If you want your product instances to be added and validated in SSM On-Prem before they are
reported in CSSM (for added security).
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* If you have created local virtual accounts (in addition to the default local virtual account) in SSM
On-Prem. In this case you must provide SSM On-Prem with the Smart Account and Virtual Account
information for the product instances in these local virtual accounts, so that SSM On-Prem can report
usage to the correct license pool in CSSM.

a. Assigning a Smart Account and Virtual Account (SSM On-Prem UI), on page 163

b. Validating Devices (SSM On-Prem UI), on page 163

N

Note If your product instance is in a NAT set-up, also enable support for a NAT Setup when you enable device
validation — both toggle switches are in the same window.

3. Product Instance Configuration
Where tasks are performed: Product Instance and the SSM On-Prem Ul

Remember to save any configuration changes on the product instance, by entering the copy running-config
startup-config command in privileged EXEC mode.

a. Ensuring Network Reachability for Product Instance-Initiated Communication, on page 164
b. Retrieving the Transport URL (SSM On-Prem UI), on page 166

c. Setting the Transport Type, URL, and Reporting Interval, on page 180

The transport type configuration for CSLU and SSM On-Prem are the same (license smart transport
cslu command in global configuration mode), but the URLSs are different.

4. Initial Usage Synchronization
Where tasks are performed: Product instance, SSM On-Prem UI, CSSM
a. Synchronize the product instance with SSM On-Prem.

On the product instance, enter the license smart sync {all | local} command, in privileged EXEC
mode. This synchronizes the product instance with SSM On-Prem, to send and receive any pending
data.

Device (config)# license smart sync local

You can verify this in the SSM On-Prem UI. Log in and select the Smart Licensing workspace.
Navigate to the I nventory > SL Using Palicy tab. In the Alertscolumn of the corresponding product
instance, the following message is displayed: Usage report from product instance.

N

Note If you have not performed Step 2 above (Addition and Validation of Product Instances), completing this
sub-step will add the product instance to the SSM On-Prem database.

b. Synchronize usage information with CSSM (choose one):
* Option 1:

SSM On-Prem is connected to CSSM: In the SSM On-Prem UI, Smart Licensing workspace,
nagivate to Reports> Usage Schedules > Synchronize now with Cisco.
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* Option 2:

SSM On-Prem is not connected to CSSM: See Exporting and Importing Usage Data (SSM
On-Prem UI), on page 167.

Result:

You have completed initial usage synchronization. Product instance and license usage information is now
displayed in SSM On-Prem.

For subsequent reporting, you have the following options:
* To synchronize data between the product instance and SSM On-Prem:

* Schedule periodic synchronization between the product instance and the SSM On-Prem, by
configuring the reporting interval. Enter the license smart usageinterval interval_in_dayscommand
in global configuration mode.

To know when the product instance will be sending the next RUM report, enter the show license
all command in privileged EXEC mode and in the output, check the Next report push: field.

* Enter the license smart sync privileged EXEC command, for ad hoc or on-demand synchronization
between the product instance and SSM On-Prem.

* To synchronize usage information with CSSM:

* Schedule periodic synchronization with CSSM. In the SSM On-Prem UI, navigate to Reports>
Usage Schedules> Synchronization schedule with Cisco. Enter the following frequency
information and save:

+ Days: Refers to how often synchronization occurs. For example, if you enter 2, synchronization
occurs once every two days.

 Time of Day:: Refers to the time at which synchronization occurs, in the 24-hour notation
system. For example, if you enter 14 hours and 0 minutes, synchronization occurs at 2 p.m.
(1400) in your local time zone.

* Upload and download the required files for reporting: Exporting and Importing Usage Data (SSM
On-Prem UI), on page 167).

Tasks for SSM On-Prem Instance-Initiated Communication

SSM On-Prem Installation — Product I nstance Addition — Product | nstance Configuration— Initial
Usage Synchronization

1. SSM On-Prem I nstallation

Where task is performed: A physical server such as a Cisco UCS C220 M3 Rack Server, or a
hardware-based server that meets the necessary requirements.

Download the file from Smart Software Manager > Smart Software Manager On-Prem.

Refer to the Cisco Smart Software On-Prem Installation Guide and the Cisco Smart Software On-Prem
User Guide for help with installation.
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Installation is complete when you have deployed SSM On-Prem, configured a common name on SSM
On-Prem (Security Widget > Certificates), synchronized the NTP server (Settings widget > Time
Settings), and created, registered, and synchronized (Synchronization widget) the SSM On-Prem local
account with your Smart Account and Virtual Account in CSSM.

\)

Note Licensing functions in the On-Prem Licensing Workspace are greyed-out until you complete the creation,
registration, and synchronization of the local account with your Smart Account in CSSM. The local account
synchronization with CSSM is for the SSM On-Prem instance to be known to CSSM, and is different from
usage synchronization which is performed in 4. Initial Usage Synchronization below.

2. Product I nstance Addition
Where task is performed: SSM On-Prem UI

Depending on whether you want to add a single product instance or multiple product instances, follow
the corresponding sub-steps: Adding One or More Product Instances (SSM On-Prem UI), on page 168.

3. Product Instance Configuration
Where tasks are performed: Product Instance

Remember to save any configuration changes on the product instance, by entering the copy running-config
startup-config command in privileged EXEC mode: Ensuring Network Reachability for SSM
On-Prem-Initiated Communication, on page 169

4. Initial Usage Synchronization
Where tasks are performed: SSM On-Prem, and CSSM
a. Retrieve usage information from the product instance.

In the SSM On-Prem UI, navigate to Reports> Synchronisation pull schedule with the devices >
Synchronise now with the device.

In the Alerts column, the following message is displayed: Usage report from product instance.

Tip It takes 60 seconds before synchronization is triggered. To view progress, navigate to the On-Prem Admin
Workspace, and click the Support Centre widget. The system logs here display progress.

b. Synchronize usage information with CSSM (choose one)
* Option 1:

SSM On-Prem is connected to CSSM: In the SSM On-Prem UI, Smart Licensing workspace,
nagivate to Repor ts> Usage Schedules> Synchronize now with Cisco.

* Option 2:

SSM On-Prem is not connected to CSSM. See: Exporting and Importing Usage Data (SSM
On-Prem UI), on page 167.

Result:
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You have completed initial usage synchronization. Product instance and license usage information is now
displayed in SSM On-Prem. SSM On-Prem automatically sends the ACK back to the product instance. To
verify that the product instance has received the ACK, enter the show license status command in privileged
EXEC mode, and in the output, check the date for the Last ACK received field.

For subsequent reporting, you have the following options:
* To retrieve usage information from the product instance, you can:

* In the SSM On-Prem UI, Smart Licensing workspace, nagivate to Reports> Usage Schedules>
Synchronize now with Cisco.

* Schedule periodic retrieval of information from the product instance by configuring a frequency.
In the SSM On-Prem UI, Smart Licensing workspace, nagivate to Reports> Usage Schedules>
Synchronisation pull schedule with the devices. Enter values in the following fields:

* Days: Refers to how often synchronization occurs. For example, if you enter 2, synchronization
occurs once every two days.

» Time of Day:: Refers to the time at which synchronization occurs, in the 24-hour notation
system. For example, if you enter 14 hours and 0 minutes, synchronization occurs at 2 p.m.
(1400).

* Collect usage data from the product instance without being connected to CSSM. In the SSM On-Prem
UI, Smart Licensing workspace, nagivate to | nventory > SL Using Policy tab. Select one or more
product instances by enabling the coresponding check box. Click Actionsfor Selected... > Collect
Usage. On-Prem connects to the selected Product Instance(s) and collects the usage reports. These
usage reports are then stored in On-Prem’s local library. These reports can then be transferred to
Cisco if On-Prem is connected to Cisco, or (if you are not connected to Cisco) you can manually
trigger usage collection by selecting Export/Import All.. > Export Usage to Cisco.

* To synchronize usage information with CSSM, you can:

* Schedule periodic synchronization with CSSM. In the SSM On-Prem UI, navigate to Reports>
Usage Schedules > Synchronization schedule with Cisco. Enter the following frequency
information and save:

+ Days: Refers to how often synchronization occurs. For example, if you enter 2, synchronization
occurs once every two days.

» Time of Day:: Refers to the time at which synchronization occurs, in the 24-hour notation
system. For example, if you enter 14 hours and 0 minutes, synchronization occurs at 2 p.m.
(1400).

* Upload and download the required files for reporting: Exporting and Importing Usage Data (SSM
On-Prem UlI), on page 167).

Migrating to Smart Licensing Using Policy

To upgrade to Smart Licensing Using Policy, you must upgrade the software version (image) on the product
instance to a supported version.
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Smart Licensing Using Policy |
. Migrating to Smart Licensing Using Policy

Before you Begin

Ensure that you have read the Upgrades, on page 107 section, to understand how Smart Licensing Using Policy
handles various aspects of all earlier licensing models.

Smart Licensing Using Policy is introduced in Cisco IOS XE Amsterdam 17.3.2. This is therefore the minimum
required version for Smart Licensing Using Policy.

Note that all the licenses that you are using prior to migration will be available after upgrade. This means that
not only registered and authorized licenses (including reserved licenses), but also evaluation licenses will be
migrated. The advantage with migrating registered and authorized licenses is that you will have fewer
configuration steps to complete after migration, because your configuration is retained after upgrade (transport
type configuration and configuration for connection to CSSM, all authorization codes). This ensures a smoother
transition to the Smart Licensing Using Policy environment.

Device-led conversion is not supported for migration to Smart Licensing Using Policy.

Upgrading the Switch Software

See the corresponding release note for the upgrade procedure. If there are any general release-specific
considerations, these are called-out in the corresponding release notes. For example, to upgrade to Cisco I0S
XE Amsterdam 17.3.2, see Release Notes for Cisco <platform name>, Cisco |OS XE Amsterdam 17.3.X.

You can use the procedure to upgrade in install mode or with In-Service Software Upgrade (ISSU) (on
supported platforms and supported releases).

Release Notes for Cisco Catalyst 9400 Series Switches: https://www.cisco.com/c/en/us/support/switches/
catalyst-9400-series-switches/products-release-notes-list.html. See section Upgrading the Switch Software.
ISSU is supported on this product instance.

After Upgrading the Software Version
» Complete topology implementation.

If a transport mode is available in your pre-upgrade set-up, this is retained after you upgrade. Only in
some cases, like with evaluation licenses or with licensing models where the notion of a transport type
does not exist, the default (cslu) is applied - in these cases you may have a few more steps to complete
before you are set to operate in the Smart Licensing Using Policy environment.

No matter which licensing model you upgrade from, you can change the topology after upgrade.
* Synchronize license usage with CSSM

No matter which licensing model you are upgrading from and no matter which topology you implement,
synchronize your usage information with CSSM. For this you have to follow the reporting method that
applies to the topology you implement. This initial synchronization ensures that up-to-date usage
information is reflected in CSSM and a custom policy (if available), is applied. The policy that is applicable
after this synchronization also indicates subsequent reporting requirements. These rules are also tabled
here: How Upgrade Affects Reporting for Existing Licenses, on page 108

\}

Note  After initial usage synchronization is completed, reporting is required only if the
policy, or, system messages indicate that it is.
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| Smart Licensing Using Policy

Sample Migration Scenarios

Example: Smart Licensing to Smart Licensing Using Policy .

Sample migration scenarios have been provided considering the various existing licensing models and licenses.
All scenarios provide sample outputs before and after migration, any CSSM Web UI changes to look out for
(as an indicator of a successful migration or further action), and how to identify and complete any necessary

post-migration steps.

\)

Note

For SSM On-Prem, the sequence in which you perform the various upgrade-related activities is crucial. So

only for this scenario, the migration sequence has been provided - and not an example.

Example: Smart Licensing to Smart Licensing Using Policy

The following is an example of a Cisco Catalyst 9500 switch migrating from Smart Licensing to Smart
Licensing Using Policy. This is a High Availability set-up with an active and standby.

* Table 12: Smart Licensing to Smart Licensing Using Policy: show Commands

» The CSSM Web UI After Migration, on page 130

* Reporting After Migration, on page 131

The show command outputs below call-out key fields to check, before and after migration.

Table 12: Smart Licensing to Smart Licensing Using Policy: show Commands

Before Upgrade

After Upgrade

show license summary (Smart Licensing)

The status and License Authorization fields show that the
license is REGISTERED and AUTHORIZED.

Device# show license summary

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: SA-Eg-Company-01

Virtual Account: SLE Test

Export-Controlled Functionality: ALLOWED

Last Renewal Attempt: None

Next Renewal Attempt: Mar 21 11:08:58 2021 PST
License Authorization:
Status: AUTHORIZED

Last Communication Attempt:
Next Communication Attempt:
License Usage:
License

Status

SUCCEEDED
Oct 22 11:09:07 2020 PST

Entitlement tag Count

C9500 Network Advantage
AUTHORIZED
C9500-DNA-16X-A
AUTHORIZED

(C9500 Network Advantage) 2

(C9500-16X DNA Advantage) 2

show license summary (Smart Licensing Using Policy)

The status field shows that the licenses are now IN USE instead
of registered and authorized.

Device# show license summary
License Usage:

License Entitlement tag Count Status]
network-advantage (C9500 Network Advantage) 2 IN USE
dna-advantage (C9500-16X DNA Advantage) 2 IN USE
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. Example: Smart Licensing to Smart Licensing Using Policy

Smart Licensing Using Policy |

show license usage (Smart Licensing)

Device# show license usage
License Authorization:
Status: AUTHORIZED on Sep 22 11:09:07 2020 PST

Description: C9500 Network Advantage
Count: 2

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED
C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A

Count: 2

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

C9500 Network Advantage (C9500 Network Advantage) :

show license usage (Smart Licensing Using Policy)

The license counts remain the same.

Aggregation Switches).

Device# show license usage

License Authorization:
Status: Not Applicable
network-advantage (C9500 Network Advantage):
Description: network-advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: network-advantage
Enforcement type: NOT ENFORCED
License type: Perpetual
dna-advantage (C9500-16X DNA Advantage) :
Description: C9500-16X DNA Advantage
Count: 2 Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9500-16X DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription

show license status (Smart Licensing)

show license status (Smart Licensing Using Policy)

The Transport: field: A transport type was configured
and therefore retained after upgrade.

The policy: header and details: A custom policy was
available in the Smart Account or Virtual Account —
this has also been automatically installed on the product
instance. (After establishing trust, CSSM returns a
policy. The policy is then automatically installed.)

TheUsage Reporting:headeﬁ'ThCNext report
push: field provides information about when the
product instance will send the next RUM report to
CSSM.

The Trust Code Installed: field: The ID token is
successfully converted and a trusted connected has
been established with CSSM.
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| Smart Licensing Using Policy
Example: Smart Licensing to Smart Licensing Using Policy .

Device# show license status Device# show license status

Smart Licensing is ENABLED Utility:

Utility: Status: DISABLED

Status: DISABLED Smart Licensing Using Policy:

Data Privacy: Status: ENABLED

Sending Hostname: yes Data Privacy:

Callhome hostname privacy: DISABLED Sending Hostname: yes

Smart Licensing hostname privacy: DISABLED Callhome hostname privacy: DISABLED
Version privacy: DISABLED Smart Licensing hostname privacy: DISABLED
Transport:

Type: Callhome Version privacy: DISABLED

Registration: Transport:

Status: REGISTERED Type: Callhome

Smart Account: Eg-SA-01 Policy:

Virtual Account: Eg-VA-01 Policy in use: Merged from multiple sources.
Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Sep 22 11:08:58 2020 PST Reporting ACK required: yes (CISCO default)
Last Renewal Attempt: None Unenforced/Non-Export Perpetual Attributes:
Next Renewal Attempt: Mar 21 11:08:57 2021 PST First report requirement (days): 365 (CISCQ
Registration Expires: Sep 22 11:04:23 2021 PST default)

License Authorization: Reporting frequency (days): O (CISCO
Status: AUTHORIZED on Sep 22 11:09:07 2020 PST default)

Last Communication Attempt: SUCCEEDED on Sep 22 11:09:07 2020 Report on change (days): 90 (CISCO default)
PST

Next Communication Attempt: Oct 22 11:09:06 2020 PST Unenforced/Non-Export Subscription
Communication Deadline: Dec 21 11:04:34 2020 PST Attributes:

Export Authorization Key: First report requirement (days): 90 (CISCOQ
Features Authorized: default)

<none> Reporting frequency (days): 90 (CISCO
Miscellaneus: default)

Custom Id: <empty> Report on change (days): 90 (CISCO default)

Enforced (Perpetual/Subscription) License

Attributes:
First report requirement (days): 0 (CISCO
default)
Reporting frequency (days): 0 (CISCO
default)

Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License
Attributes:
First report requirement (days): 0 (CISCO
default)
Reporting frequency (days): 0 (CISCO
default)
Report on change (days): 0 (CISCO default)
Miscellaneous:
Custom Id: <empty>
Usage Reporting:
Last ACK received: Sep 22 13:49:38 2020 PST
Next ACK deadline: Dec 21 12:02:21 2020 PST
Reporting push interval: 30 days
Next ACK push check: Sep 22 12:20:34 2020
PST
Next report push: Oct 22 12:05:43 2020 PST
Last report push: Sep 22 12:05:43 2020 PST
Last report file write: <none>
Trust Code Installed:
Active: PID:C9500-16X,SN:FCW2233A52V
INSTALLED on Sep 22 12:02:20 2020 PST
Standby: PID:C9500-16X,SN:FCW2233A52Y
INSTALLED on Sep 22 12:02:20 2020 PST
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. Example: Smart Licensing to Smart Licensing Using Policy

Smart Licensing Using Policy |

show license udi (Smart Licensing)

Device# show license udi

UDI: PID:C9500-16X,SN:FCW2233A5ZV
HA UDI List:

Active:PID:C9500-16X, SN:FCW2233A5ZV
Standby:PID:C9500-16X,SN:FCW2233A52Y

show license udi (Smart Licensing Using Policy)

This is a High Availability set-up and the command displays all

UDIs in the set-up.
Device# show license udi

UDI: PID:C9500-16X,SN:FCW2233A52V
HA UDI List:
Active:PID:C9500-16X,SN:FCW2233A52V
Standby:PID:C9500-16X, SN: FCW2233A572Y

The CSSM Web Ul After Migration

Log in to the CSSM Web UI at https://software.cisco.com and click Smart Software Licensing. Under

Inventory > Product I nstances.

Registered licenses in the Smart Licensing environment were displayed with the hostname of the product
instance in the Name column. After upgrade to Smart Licensing Using Policy, they are displayed with the
UDI of the product instance. All migrated UDIs are displayed. In this example, they are
PID:C9500-16X,SN:FCW2233A5ZV and PID:C9500-16X,SN:FCW2233A5ZY.

Only the active product instance reports usage, therefore PID:C9500-16X,SN:FCW2233A5ZV displays license
consumption information under License Usage. The standby does not report usage and the License Usage
section for the standby displays No Records Found.

It is always the active that reports usage, so if the active in this High Availabilty set-up changes, the new
active product instance will display license consumption information and report usage.

Figure 11: Smart Licensing to Smart Licensing Using Policy: Active and Standby Product Instances After Migration

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

‘ Active pro
instance a

Standby p
‘ instance a

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: Dept-01 ~
General Licenses Product Instances Event Log

Authorize License-Enforced Features | searthd
Name Product Type Last Contact «
UDI_PID:C9300-24UX; UDI_SN-FCW2303D16Y; IR C9300 2020-Sep-22 21:20:02
| uo _PID:C9500-16X; UDI_SN.FCW2233A5ZV. IRy C9500 2020-Sep-22 20:48:20

UDI_PID:C9500-16X; UDI_SN.FCW2240U069 C9500 2020-Sep-22 20:.42:17
UDI_PID:C9407R; UDI_SN:FXS2119Q2U7 C9400 2020-Sep-22 20:40:49
UDI_PID:C9500-16X; UDI_SN:-FCW2233A5ZY; I§ C9500 2020-Sep-22 19.02:48
UDI_PID:C9606R; UDI_SN:FXS2319000W, I C9600 2020-Sep-21 05:16:17
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Example: RTU Licensing to Smart Licensing Using Policy .

Figure 12: Smart Licensing to Smart Licensing Using Policy: UDI and License Usage under Active Product Instance

UDI_PID:C9500-16X; UDI_SN:FCW2233A5ZV, Active product instance

Overview High Avadabdity Event Log

Description

Nyquist Fiber CR500

General
Name: IUOI_PID C9500-16X; UDI_SN.FCW2233A52V. I
Product Co500
Host Igentifier
MAC Address
PID CO500-18X
Serial Number FCW2233A52ZV
uuio
Virtual Account SLE_Test . P -
Registration Date: 2020-Sep-22 19:02:46 RS u.sage |nfom'!at|on

under active product instance

Last Contact 2020-Sep-22 20:48:30

License Usage

License Biling Expires Raguired
C9500-DNA-16X-A Prepaid = 2
C9500 Network Advantage Prepaid - 2

Showing all 2 Rows

Actions «

Reporting After Migration
The product instance sends the next RUM report to CSSM, based on the policy.

If you want to change your reporting interval to report more frequently: on the product instance, configure
the license smart usageinterval command. For syntax details see the license smart (global config) command
in the Command Reference for the corresponding release.

Example: RTU Licensing to Smart Licensing Using Policy

The following is an example of a Cisco Catalyst 9300 switch migrating from Right-to-Use (RTU) Licensing
to Smart Licensing Using Policy. This is a set-up with an active and members.

RTU Licensing is available on Cisco Catalyst 9300, 9400, and 9500 Series Switches until Cisco IOS XE Fuji
16.8.x. Smart Licensing was introduced starting from Cisco IOS XE Fuji 16.9.1.

When the software version is upgraded to one that supports Smart Licensing Using Policy, all licenses are
displayed as IN USE and the cisco default policy is applied on the product instance. If any add-on licenses
are used, the cisco default policy requires usage reporting in 90 days. Since all licenses on Cisco Catalyst
Access, Core, and Aggregation Switches are unenforced, (enforcement type), no functionality is lost.

* Table 13: RTU Licensing to Smart Licensing Using Policy: show Commands
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. Example: RTU Licensing to Smart Licensing Using Policy

Smart Licensing Using Policy |

» The CSSM Web UI After Migration, on page 134

* Reporting After Migration, on page 134

The table below calls out key changes or new fields to check for in the show command outputs, after upgrade

to Smart Licensing Using Policy

Table 13: RTU Licensing to Smart Licensing Using Policy: show Commands

Before Upgrade

After Upgrade

show licenseright-to-use summary (RTU Licensing)

Device# show license right-to-use summary
License Name Type Period left
network-essentials Permanent Lifetime
dna-essentials Subscription CSSM Managed

License Level In Use: network-essentials+dna-essentials
Subscription
License Level on Reboot:

network-essentials+dna-essentials Subscription

show license summary (Smart Licensing Using Policy)
All licenses are migrated and 1N USE.

Device#show license summary
License Usage:

License Entitlement Tag Count Status|
network-essentials (C9300-24 Network Essen...) 2 IN
USE

dna-essentials (C9300-24 DNA Essentials) 2 IN
USE

network-essentials (C9300-48 Network Essen...) 1 IN
USE

dna-essentials (C9300-48 DNA Essentials) 1 IN
USE

show licenseright-to-use usage (Smart Licensing)

show license usage (Smart Licensing Using Policy)

All licenses (permanent, subscription) have been migrated and
the licenses are now 1§ Ust and have types Perpetual and

Subscription.

The Enforcement Type field displays NOT ENFORCED. (There
are no export-controlled or enforced licenses on Cisco Catalyst
Access, Core, and Aggregation Switches).
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Device# show license right-to-use usage
Slot# License Name Type usage-duration(y:m:d) In-Use
EULA

network-essentials Permanent 00:00:00 yes yes
network-essentials Evaluation 00:00:00 no no
network-essentials Subscription 00:00:00 no no
network-advantage Permanent 00:00:00 no no
network-advantage Evaluation 00:00:00 no no
network-advantage Subscription 00:00:00 no no
dna-essentials Evaluation 00:00:00 no no
dna-essentials Subscription 00:00:00 yes yes
dna-advantage Evaluation 00:00:00 no no
dna-advantage Subscription 00:00:00 no no

Slot# License Name Type usage-duration(y:m:d) In-Use

EULA
network-essentials Permanent 00:00:00 yes yes
network-essentials Evaluation 00:00:00 no no
network-essentials Subscription 00:00:00 no no
network-advantage Permanent 00:00:00 no no
network-advantage Evaluation 00:00:00 no no
network-advantage Subscription 00:00:00 no no
dna-essentials Evaluation 00:00:00 no no
dna-essentials Subscription 00:00:00 yes yes
dna-advantage Evaluation 00:00:00 no no
dna-advantage Subscription 00:00:00 no no

Slot# License Name Type usage-duration(y:m:d) In-Use

EULA

network-essentials Permanent 00:00:00 yes yes
network-essentials Evaluation 00:00:00 no no
network-essentials Subscription 00:00:00 no no
network-advantage Permanent 00:00:00 no no
network-advantage Evaluation 00:00:00 no no
network-advantage Subscription 00:00:00 no no
dna-essentials Evaluation 00:00:00 no no
dna-essentials Subscription 00:00:00 yes yes
dna-advantage Evaluation 00:00:00 no no
dna-advantage Subscription 00:00:00 no no

Example: RTU Licensing to Smart Licensing Using Policy .

Device# show license usage

License Authorization:
Status: Not Applicable

network-advantage (C9300-24 Network Advantage) :
Description: C9300-24 Network Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: C9300-24 Network Advantage
Enforcement type: NOT ENFORCED
License type: Perpetual

dna-advantage (C9300-24 DNA Advantage) :
Description: C9300-24 DNA Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status:
Feature Name: dna-advantage
Feature Description: C9300-24 DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription

network-advantage (C9300-48 Network Advantage) :
Description: C9300-48 Network Advantage
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: C9300-48 Network Advantage
Enforcement type: NOT ENFORCED
License type: Perpetual

dna-advantage (C9300-48 DNA Advantage) :
Description: C9300-48 DNA Advantage
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9300-48 DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription

NOT RESTRICTED

show licenseright-to-use (RTU Licensing)

show license status (Smart Licensing Using Policy)
The Transport: field displays its off.

The Trust Code Installed: field displays that a trust code is
not installed.

Under the Usage Reporting: header, the Next report push:
field provides information about when the next RUM report must
be sent to CSSM.
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. Example: RTU Licensing to Smart Licensing Using Policy

Device# show license right-to-use

Slot# License Name Type Period left

1 network-essentials Permanent Lifetime

1 dna-essentials Subscription CSSM Managed
License Level on Reboot:
network-essentials+dna-essentials
Subscription

Slot# License Name Type Period left

2 network-essentials Permanent Lifetime

2 dna-essentials Subscription CSSM Managed
License Level on Reboot:
network-essentials+dna-essentials
Subscription

Slot# License Name Type Period left

3 network-essentials Permanent Lifetime

3 dna-essentials Subscription CSSM Managed
License Level on Reboot:
network-essentials+dna-essentials
Subscription

Smart Licensing Using Policy |

Device# show license status

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes
Callhome hostname privacy:
Smart Licensing hostname privacy:

Version privacy: DISABLED

Transport:
Type: Transport Off
Policy:

Policy in use: Merged from multiple sources.

Reporting ACK required: yes (CISCO default)

Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)

DISABLED
DISABLED

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)

Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)

Report on change (days): 0 (CISCO default)
Miscellaneous:
Custom Id: <empty>
Usage Reporting:
Last ACK received: <none>

Next ACK deadline: Jan 26 10:27:59 2021 PST
Reporting push interval: 20 days
Next ACK push check: <none>
Next report push: Oct 28 10:29:59 2020 PST
Last report push: <none>
Last report file write: <none>

Trust Code Installed: <none>

The CSSM Web Ul After Migration
No changes in the CSSM Web UL

Reporting After Migration

Implement any one of the supported topologies, and fulfil reporting requirements. See Supported Topologies,
on page 97 and How to Configure Smart Licensing Using Policy: Workflows by Topology , on page 113. The
reporting method you can use depends on the topology you implement.
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Example: SLR to Smart Licensing Using Policy .

Example: SLR to Smart Licensing Using Policy

The following is an example of a Cisco Catalyst 9500 switch migrating from Specific License Reservation
(SLR) to Smart Licensing Using Policy. This is a High Availability set-up with an active and standby.

The license conversion is automatic and authorization codes are migratied. No further action is required to
complete migration. After migration the No Connectivity to CSSM and No CSLU, on page 102 topology is
effective. For information about the SLR authorization code in the Smart Licensing Using Policy environment,

see Authorization Code, on page 94.

* Table 14: SLR to Smart Licensing Using Policy: show Commands

* The CSSM Web UI After Migration, on page 140

* Reporting After Migration, on page 141

The show command outputs below call-out key fields to check, before and after migration.

Table 14: SLR to Smart Licensing Using Policy: show Commands

Before Upgrade

After Upgrade

show license summary (SLR)

The Registration and License Authorization status fields
show that the license was REGISTERED - SPECIFIC LICENSE
RESERVATION and AUTHORIZED - RESERVED.

Device# show license summary

Smart Licensing is ENABLED
License Reservation is ENABLED
Registration:
Status: REGISTERED - SPECIFIC LICENSE RESERVATION
Export-Controlled Functionality: ALLOWED
License Authorization:

Status: AUTHORIZED - RESERVED
License Usage:
License Entitlement tag Count
Status

C9500 Network Advantage (C9500 Network Advantage) 2
AUTHORIZED
C9500-DNA-16X-A
AUTHORIZED

(C9500-16X DNA Advantage) 2

show license summary (Smart Licensing Using Policy)

The status field shows that the licenses are now 1N USE instead
of registered and authorized.

Device# show license summary

License Reservation is ENABLED
License Usage:
License

Entitlement tag Count Status]

2 IN USE|
2 IN USE|

network-advantage (C9500 Network Advantage)
dna-advantage (C9500-16X DNA Advantage)

show licensereservation (SLR)

show license all (Smart Licensing Using Policy)

The License Authorizations header: shows that base (C9500
Network Advantage) and add-on (C9500-DNA-16X-A) licenses
on the active and standby product instances were authorized with
Specific License Reservation. The authorization type: field
shows SPECIFIC INSTALLED.

The Last Confirmation code: field: shows that the SLR
authorization code is successfully migrated for the active and
standby product instances in the High Availability set-up.

System Management Configuration Guide, Cisco 10S XE Bengaluru 17.5.x (Catalyst 9400 Switches) .
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Device# show license reservation
License reservation: ENABLED
Overall status:
Active: PID:C9500-16X,SN:FCW2233A52V
Reservation status: SPECIFIC INSTALLED on Aug 31
10:15:01 2020 PDT
Export-Controlled Functionality: ALLOWED
Last Confirmation code: 4bfbea7f
Standby: PID:C9500-16X, SN:FCW2233A5ZY
Reservation status: SPECIFIC INSTALLED on Aug 31
10:15:01 2020 PDT
Export-Controlled Functionality: ALLOWED
Last Confirmation code: 9394f196
Specified license reservations:
C9500 Network Advantage (C9500 Network Advantage) :
Description: C9500 Network Advantage
Total reserved count: 2
Term information:
Active: PID:C9500-16X,SN:FCW2233A52V
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X,SN:FCW2233A52Y
License type: PERPETUAL
Term Count: 1
C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A
Total reserved count: 2
Term information:
Active: PID:C9500-16X,SN:FCW2233A52V
License type: TERM
Start Date: 2020-MAR-17 UTC
End Date: 2021-MAR-17 UTC
Term Count: 1
Standby: PID:C9500-16X,SN:FCW2233A52Y
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Example: SLR to Smart Licensing Using Policy .

Device# show license reservation

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED
Export Authorization Key:
Features Authorized:
<none>
Utility:
Status: DISABLED
Smart Licensing Using Policy:
Status: ENABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED
Transport:
Type: Transport Off
Miscellaneous:
Custom Id: <empty>
Policy:
Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:
First report requirement (days): 365 (CISCO default)

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)

Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): O (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Nov 29 10:50:05 2020 PDT

Reporting Interval: 30

Next ACK push check: <none>

Next report push: Aug 31 10:52:05 2020 PDT

Last report push: <none>

Last report file write: <none>

Trust Code Installed: <none>
License Usage

network-advantage (C9500 Network Advantage):
Description: network-advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: network-advantage
Enforcement type: NOT ENFORCED
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Smart Licensing Using Policy |

License type: Perpetual
Reservation:
Reservation status: SPECIFIC INSTALLED
Total reserved count: 2
dna-advantage (C9500-16X DNA Advantage) :
Description: C9500-16X DNA Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9500-16X DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription
Reservation:
Reservation status: SPECIFIC INSTALLED
Total reserved count: 2
Product Information

UDI: PID:C9500-16X,SN:FCW2233A52V

HA UDI List:
Active:PID:C9500-16X,SN:FCW2233A52V
Standby:PID:C9500-16X, SN: FCW2233A572Y

Agent Version

Smart Agent for Licensing: 5.0.5 rel/42
License Authorizations

Overall status:
Active: PID:C9500-16X,SN:FCW2233A52V
Status: SPECIFIC INSTALLED on Aug 31 10:15:01 2020
PDT
Last Confirmation code: 4bfbea7f
Standby: PID:C9500-16X, SN:FCW2233A5ZY
Status: SPECIFIC INSTALLED on Aug 31 10:15:01 2020
PDT
Last Confirmation code: 9394£196
Specified license reservations:
C9500 Network Advantage (C9500 Network Advantage) :
Description: C9500 Network Advantage
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A57ZV
Authorization type: SPECIFIC INSTALLED on Aug
31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X,SN:FCW2233A52Y
Authorization type: SPECIFIC INSTALLED on Aug
31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A57ZV
Authorization type: SPECIFIC INSTALLED on Aug
31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X, SN:FCW2233A5ZY
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Example: SLR to Smart Licensing Using Policy .

Authorization type: SPECIFIC INSTALLED on Aug
31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Purchased Licenses:

No Purchase Information Available
Derived Licenses:

Entitlement Tag:
regid.2017-03.com.cisco.advantagek9-Nyquist-C9500,
1.0 f1563759-2e03-4a4c-bec5-5feec525al2c

Entitlement Tag:
regid.2017-07.com.cisco.C9500-DNA-16X-A,

1.0 ef3574d1-156b-486a-864f-9£779ff3eed?

show license status (SLR)

show license status (Smart Licensing Using Policy)

The Transport: header: Type:displays that the transport type is
set to off.

The Usage Reporting: header: Next report push: field displays
if and when the next RUM report must be uploaded to CSSM.
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Device# show license status Device# show license status
Smart Licensing is ENABLED Utility:
Utility: Status: DISABLED
Status: DISABLED License Reservation is ENABLED
License Reservation is ENABLED Data Privacy:
Data Privacy: Sending Hostname: yes
Sending Hostname: yes Callhome hostname privacy: DISABLED
Callhome hostname privacy: DISABLED Smart Licensing hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED Version privacy: DISABLED
Version privacy: DISABLED Transport:
Transport: Type: Transport Off
Type: Callhome Policy:
Registration: Policy in use: Merged from multiple sources.
Status: REGISTERED - SPECIFIC LICENSE RESERVATION Reporting ACK required: yes (CISCO default)
Export-Controlled Functionality: ALLOWED Unenforced/Non-Export Perpetual Attributes:
Initial Registration: SUCCEEDED on Aug 31 11:07:39 First report requirement (days): 365 (CISCO default)
2020 PDT
License Authorization: Reporting frequency (days): 0 (CISCO default)
Status: AUTHORIZED - RESERVED on Aug 31 10:15:01 2020 Report on change (days): 90 (CISCO default)
PDT Unenforced/Non-Export Subscription Attributes:
Export Authorization Key: First report requirement (days): 90 (CISCO default)
Features Authorized:
<none> Reporting frequency (days): 90 (CISCO default)
License type: TERM Report on change (days): 90 (CISCO default)
Start Date: 2020-MAR-17 UTC Enforced (Perpetual/Subscription) License Attributes:
End Date: 2021-MAR-17 UTC
Term Count: 1 First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)
Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)
Miscellaneous:
Custom Id: <empty>
Usage Reporting:
Last ACK received: <none>
Next ACK deadline: Nov 29 10:50:05 2020 PDT
Reporting Interval: 30
Next ACK push check: <none>
Next report push: Aug 31 10:52:05 2020 PDT
Last report push: <none>
Last report file write: <none>
Trust Code Installed: <none>

The CSSM Web Ul After Migration

In CSSM, there are no changes in the Product I nstances tab. The Last Contact column displays "Reserved
Licenses" since there has been no usage reporting yet.

After the requisite RUM report is uploaded and acknowledged "Reserved Licenses" and license usage will
only be seen in the Active PID product Instance.
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Example: SLR to Smart Licensing Using Policy .

Figure 13: SLR to Smart Licensing Using Policy: Active and Standby Product Instances After Migration, Before Reporting

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Repors Preferences On-Prem Accounts Activity

Virtual Account: Dept-01 ~

General Licenses Product Instances Event Log
SLR after upgrade, but before
first usage reporting
Authorize License-Enforced Features. .. P Search |y Name, Product Type
Name Product Type Last Contact + Alerts
UDI_PID:C9500-16X; UDI_SN.FCW2233A5ZY C9500 2020-Sep-25 18:01:41 (Reserved Licenses
UDI_PID:C9500-16X; UDI_SN:FCW2233A52V C9500 2020-Sep-25 18:00:24 (Reserved Licenses)
UDI_PID:C9407R; UDI_SN:FXS2119Q2U7 C9400 2020-Sep-25 17:21:27

Figure 14: SLR to Smart Licensing Using Policy: Active and Standby Product Instances After Migration, After Reporting

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: Dept-01 ~

General Licenses Product Instances Event Log
SLR after upgrade, after
usage reporting
Authorize License-Enforced Features (» Search bt Name, Product Typ
Name Product Type Last Contact » Alerts
'
UDI_PID.C9500-16X; UDI_SN:FCW2233A5ZV, Iy 9500 2020-Sep-25 17:03:20
UDI_PID:C9500-16X; UDI_SN:FCW2233A5ZY. I - 2020-Sep-25 17:03:18
'
UDI_PID:C9407R; UDI_SN:FXS2119Q2U7 C9400 2020-Sep-25 16:59:37

Reporting After Migration

SLR licenses require reporting only when there is a change in licensing consumption (For example, when
using an add-on license which is for specified term). The policy (show license status) indicates this, or you
will receive syslog messages about this.

Since all communication to and from the product instance is disabled, to report license usage you must save
RUM reports to a file and upload it to CSSM (from a workstation that has connectivity to the internet, and
Cisco):

1. Generate and save RUM reports.
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Enter the license smart save usage command in provileged EXEC mode. In the example below, all RUM
reports are saved to the flash memory of the product instance, in file a11_rum.txt. For syntax details see
the license smart (privileged EXEC) command in the Command Reference for the corresponding release.
In the example, the file is first saved to bootflash and then copied to a TFTP location:

Device# license smart save usage all file bootflash:all rum.txt
Device# copy bootflash:all rum.txt tftp://10.8.0.6/all_rum.txt

2. Upload usage data to CSSM: Uploading Usage Data to CSSM and Downloading an ACK, on page 179.

3. Install the ACK on the product instance: Installing a File on the Product Instance, on page 179.

Example: Evaluation or Expired to Smart Licensing Using Policy

The following is an example of a Cisco Catalyst 9500 switch with evaluation licenses (Smart Licensing) that
are migrated to Smart Licensing Using Policy.

The notion of evaluation licenses does not apply to Smart Licensing Using Policy. When the software version
is upgraded to one that supports Smart Licensing Using Policy, all licenses are displayed as IN USE and the
Cisco default policy is applied to the product instance. Since all licenses on Cisco Catalyst Access, Core, and
Aggregation Switches are unenforced, (enforcement type), no functionality is lost.

* Table 15: Evaluation or Expired to Smart Licensing Using Policy: show Commands

* The CSSM Web Ul After Migration, on page 144

* Reporting After Migration, on page 144

The table below calls out key changes or new fields to check for in the show command outputs, after upgrade
to Smart Licensing Using Policy

Table 15: Evaluation or Expired to Smart Licensing Using Policy: show Commands

Before Upgrade After Upgrade

show license summary (Smart Licensing, Evaluation Mode) show license summary (Smart Licensing Using Policy)

Licenses are UNREGISTERED and in EVAL MODE. All licenses are migrated and 1~ uskt. There are no EVAL MODE
licenses.

Device# show license summary Device# show license summary

Smart Licensing is ENABLED License Usage:

Registration: License Entitlement tag Count

Status: UNREGISTERED Status

Export-Controlled Functionality: NOT ALLOWED

License Authorization: network-advantage (C9500 Network Advantage) 2 IN|

Status: EVAL MODE USE

Evaluation Period Remaining: 89 days, 21 hours, 37 dna-advantage (C9500-16X DNA Advantage) 2 IN|

minutes, USE

30 seconds
License Usage:

License Entitlement tag Count Status
(C9500 Network Advantage) 2 EVAL MODE
(C9500-16X DNA Advantage) 2 EVAL MODE
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show license usage (Smart Licensing, Evaluation Mode) show license usage (Smart Licensing Using Policy)

The Enforcement Type field displays NOT ENFORCED. (There
are no export-controlled or enforced licenses on Cisco Catalyst
Access, Core, and Aggregation Switches).

Device# show license usage Device# show license usage
License Authorization:

License Authorization: Status: Not Applicable

Status: EVAL MODE network-advantage (C9500 Network Advantage) :
Evaluation Period Remaining: 89 days, 21 hours, 37 Description: network-advantage
minutes, Count: 2

21 seconds Version: 1.0

(C9500 Network Advantage) : Status: IN USE

Description: Export status: NOT RESTRICTED

Count: 2 Feature Name: network-advantage
Version: 1.0 Feature Description: network-advantage
Status: EVAL MODE Enforcement type: NOT ENFORCED
Export status: NOT RESTRICTED License type: Perpetual

(C9500-16X DNA Advantage) : dna-advantage (C9500-16X DNA Advantage) :
Description: Description: C9500-16X DNA Advantage
Count: 2 Count: 2
Version: 1.0 Version: 1.0

Status: EVAL MODE Status: IN USE
Export status: NOT RESTRICTED Export status: NOT RESTRICTED

Feature Name: dna-advantage

Feature Description: C9500-16X DNA Advantage
Enforcement type: NOT ENFORCED

License type: Subscription

show license status (Smart Licensing, Evaluation Mode) show license status (Smart Licensing Using Policy)
The Transport: field displays that its off.
The policy field shows that the Cisco default policy is applied

The Trust Code Installed: field displays that a trust code is
not installed.

The Usage Reporting: header: The nNext report push: field
provides information about when the next RUM report must be
sent to CSSM.
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Switch# show license status

Smart Licensing is ENABLED

Utility:

Status: DISABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Callhome

Registration:

Status: UNREGISTERED

Export-Controlled Functionality: NOT ALLOWED
License Authorization:

Status: EVAL MODE

Evaluation Period Remaining: 89 days, 21 hours, 37
minutes, 15 seconds

Export Authorization Key:

Features Authorized:

<none>

Miscellaneus:

Custom Id: <empty>

Smart Licensing Using Policy |

Switch# show license status

Utility:
Status: DISABLED
Smart Licensing Using Policy:
Status: ENABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off
Policy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)

Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Miscellaneous:

Custom Id: <empty>

Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Jan 26 10:27:59 2021 PST

Reporting push interval: 20 days

Next ACK push check: <none>

Next report push: Oct 28 10:29:59 2020 PST

Last report push: <none>

Last report file write: <none>

Trust Code Installed: <none>

The CSSM Web Ul After Migration
No changes in the CSSM Web UL.

Reporting After Migration

Implement any one of the supported topologies, and fulfil reporting requirements. See Supported Topologies,
on page 97 and How to Configure Smart Licensing Using Policy: Workflows by Topology , on page 113. The
reporting method you can use depends on the topology you implement.
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Migrating to a Version of SSM On-Prem That Supports Smart Licensing Using Policy .

Migrating to a Version of SSM On-Prem That Supports Smart Licensing Using

Policy

If you are using a version of SSM On-Prem that is earlier than the minimum required version (See SSM
On-Prem, on page 92), you can use this section as an outline of the process and sequence you have to follow
to migrate the SSM On-Prem version, the product instance, and any other tasks like SLAC installation, if
applicable.

1. Upgrade SSM On-Prem.
Upgrade to the minimum required Version 8, Release 202102 or a later version.

Refer to the Cisco Smart Software Manager On-Prem Migration Guide.

2. Upgrade the product instance.

For information about when Smart Licensing Using Policy was introduced on a supported product instance,
see: Supported Products, on page 106.

For information about the upgrade procedure, see Upgrading the Switch Software, on page 126.

3. Re-Register a local account with CSSM

Online and Offline options are available. Refer to the Cisco Smart Software Manager On-Prem Migration
Guide > Re-Registering a local Account (Online Mode) or Manually Re-Registering a Local Account
(Offline Mode) .

Once re-registration is complete, the following events occur automatically:
* SSM On-Prem responds with new transport URL that points to the tenant in SSM On-Prem.
* The transport type configuration on the product instance changes from from call-home or smart, to
cslu. The transport URL is also updated automatically.
4. Save configuration changes on the product instance, by entering the copy running-config startup-config

command in privileged EXEC mode.

5. Clear older On-Prem Smart Licensing certificates on the product instance and reload the product instance.
Do not save configuration changes after this.

)

Note This step is required only if the software version running on the product instance is Cisco [0S XE Amsterdam
17.3.x or Cisco I0S XE Bengaluru 17.4.x.

Enter the license smart factory reset and then the reload commands in privileged EXEC mode.

Device# license smart factory reset
Device# reload

6. Perform usage synchronization

a. On the product instance, enter the license smart sync {all|local} command, in privileged EXEC
mode. This synchronizes the product instance with SSM On-Prem, to send and receive any pending
data.

Device (config)# license smart sync local
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You can verify this in the SSM On-Prem UI. Go to Inventory > SL Using Policy. In the Alerts
column, the following message is displayed: Usage report from product instance.

b. Synchronize usage information with CSSM (choose one)
* Option 1:

SSM On-Prem is connected to CSSM: In the SSM On-Prem UI, Smart Licensing workspace,
nagivate to Reports> Usage Schedules> Synchronize now with Cisco.

* Option 2:

SSM On-Prem is not connected to CSSM. See: Exporting and Importing Usage Data (SSM
On-Prem UI), on page 167.

Result:

You have completed migration and initial usage synchronization. Product instance and license usage information
is now displayed in SSM On-Prem.

For subsequent reporting, you have the following options:
* To synchronize data between the product instance and SSM On-Prem:

* Schedule periodic synchronization between the product instance and SSM On-Prem, by configuring
the reporting interval. Enter the license smart usageinterval interval_in_days command in global
configuration mode.

To know when the product instance will be sending the next RUM report, enter the show license
all command in privileged EXEC mode and in the output, check the Next report push: field.

* Enter the license smart sync privileged EXEC command, for ad hoc or on-demand synchronization
between the product instance and SSM On-Prem.

* To synchronize usage information with CSSM:

* Schedule periodic synchronization with CSSM. In the SSM On-Prem UI, navigate to Reports>
Usage Schedules> Synchronization schedule with Cisco. Enter the following frequency
information and save:

+ Days: Refers to how often synchronization occurs. For example, if you enter 2, synchronization
occurs once every two days.

» Time of Day:: Refers to the time at which synchronization occurs, in the 24-hour notation
system. For example, if you enter 14 hours and 0 minutes, synchronization occurs at 2 p.m.
(1400) in your local time zone.

* Upload and download the required files for reporting: Exporting and Importing Usage Data (SSM
On-Prem UI), on page 167).

Task Library for Smart Licensing Using Policy

This section is a grouping of tasks that apply to Smart Licensing Using Policy. It includes tasks performed
on a product instance, on the CSLU interface, and on the CSSM Web UL

. System Management Configuration Guide, Cisco 10S XE Bengaluru 17.5.x (Catalyst 9400 Switches)



| Smart Licensing Using Policy
Logging into Cisco (CSLU Interface) .

To implement a particular topology, refer to the corresponding workflow to know the sequential order of tasks
that apply. See How to Configure Smart Licensing Using Policy: Workflows by Topology , on page 113

To perform any additional configuration tasks, for instance, to configure a different license, or use an add-on
license, or to configure a narrower reporting interval, refer to the corresponding task here. Check the "Supported
Topologies" where provided, before you proceed.

Logging into Cisco (CSLU Interface)

Depending on your needs, when working in CSLU, you can either be in connected or disconnected mode. To
work in the connected mode, complete these steps to connect with Cisco.

Procedure

Step 1 From the CSLU Main screen, click L ogin to Cisco (located at the top right corner of the screen).
Step 2 Enter: CCO User Name and CCO Password.
Step 3 In the CSLU Preferences tab, check that the Cisco connectivity toggle displays “Cisco Is Available”.

Configuring a Smart Account and a Virtual Account (CSLU Interface)

Both the Smart Account and Virtual Account are configured through the Preferences tab. Complete the
following steps to configure both Smart and Virtual Accounts for connecting to Cisco.

Procedure

Step 1 Select the Preferences Tab from the CSLU home screen.
Step 2 Perform these steps for adding both a Smart Account and Virtual Account:

a) In the Preferences screen navigate to the Smart Account field and add the Smart Account Name.
b) Next, navigate to the Virtual Account field and add the Virtual Account Name.

If you are connected to CSSM (In the Preferences tab, Cisco is Available), you can select from the list of
available SA/VAs.

If you are not connected to CSSM (In the Preferences tab, Cisco | sNot Available), enter the SA/VAs manually.

Note SA/VA names are case sensitive.

Step 3 Click Save. The SA/VA accounts are saved to the system

Only one SA/VA pair can reside on CSLU at a time. You cannot add multiple accounts. To change to another
SA/VA pair, repeat Steps 2a and 2b then Save. A new SA/VA account pair replaces the previous saved pair

Adding a Product-Initiated Product Instance in CSLU (CSLU Interface)

Complete these steps to add a device-created Product Instance using the Preferences tab.
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Procedure

Step 1
Step 2
Step 3

Select the Preferencestab.
In the Preferences screen, de-select the Validate I nstance check box.
Set the Default Connect M ethod to Product Instance Initiated and then click Save.

Smart Licensing Using Policy |

Ensuring Network Reachability for Product Instance-Initiated Communication

This task provides possible configurations that may be required to ensure network reachability for product
instance-initiated communication. Steps marked as "(Required)" are required for all product instances, all
other steps my be required or optional, depending the kind of product instance and network requirements.
Configure the applicable commands:

Before you begin

Supported topologies: Connected to CSSM Through CSLU (product instance-initiated communication).

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode. Enter your
password, if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

inter face interface-type-number

Example:

Device (config)# interface
gigabitethernet0/0

Enters interface configuration mode and
specifies the Ethernet interface, subinterface,
or VLAN to be associated with the VRF.

Step 4

vrf forwarding vrf-name

Example:

Device (config-if) # vrf forwarding
Mgmt-vrf

Associates the VRF with the Layer 3 interface.
This command activates multiprotocol VRF
on an interface

Step 5

ip addressip-address mask

Example:

Device (config-if)# ip address
192.168.0.1
255.255.0.0

Defines the IP address for the VRF.

. System Management Configuration Guide, Cisco 10S XE Bengaluru 17.5.x (Catalyst 9400 Switches)



| Smart Licensing Using Policy

Adding a CSLU-Initiated Product Instance in CSLU (CSLU Interface) .

Command or Action

Purpose

Step 6

negotiation auto

Example:

Device (config-if) # negotiation auto

Enables auto-negotiation operation for the
speed and duplex parameters of an interface.

Step 7

end

Example:

Device (config-if)# end

Exits the interface configuration mode and
enters global configuration mode.

Step 8

ip http client source-interface
interface-type-number
Example:

Device (config)# ip http client
source-interface gigabitethernet0/0

Configures a source interface for the HTTP
client.

Step 9

ip route ip-address ip-mask subnet mask

Example:

Device (config)# ip route vrf mgmt-vrf
192.168.0.1 255.255.0.0 192.168.255.1

(Required) Configures a route and gateway on
the product instance. You can configure either
a static route or a dynamic route.

Step 10

{ip|ipv6} name-server server-address 1
...server-address 6]

Example:

Device (config) # Device (config)# ip
name-server
vrf mgmt-vrf 173.37.137.85

Configures Domain Name System (DNS) on
the VRF interface.

Step 11

ip domain lookup sour ce-interface
interface-type-number
Example:

Device (config) # ip domain lookup
source-interface gigabitethernet0/0

Configures the source interface for the DNS
domain lookup.

Step 12

ip domain name domain-name

Example:

Device (config)# ip domain name
example.com

Configure DNS discovery of your domain. In
accompanying example, the name-server
creates entry cslu-local.example.com.

Adding a CSLU-Initiated Product Instance in CSLU (CSLU Interface)

Using the CSLU interface, you can configure the connect method to be CSLU Initiated. This connect method
(mode) enables CSLU to retrieve Product Instance information from the Product Instance.

\)

Note The default Connect Method is set in the Preferences tab.
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. Collecting Usage Reports: CSLU Initiated

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

Complete these steps to add a Product Instance from the Inventory tab

Procedure

Go to the Inventory tab and from the Product Instances table, select Available Actions — Add Single
Product I nstance.

Enter the Host (IP Addressof the Host).

Select the Connect M ethod and select an appropriate CSL U Initiated connect method.

In the right panel, click Product Instance Login Credentials. The left panel of the screen changes to show
the User Name and Password fields

If you click General, the detailed Add Product modal opens.

Enter the Product Instance User Name and Password
Click Save.

The information is saved to the system and the device is listed in the Product Instances with the Last Contact
listed as -never-.

Collecting Usage Reports: CSLU Initiated

Step 1

Step 2
Step 3

CSLU also allows you to manually trigger the gathering of usage reports from devices.

After configuring and selecting a Product Instance (selecting Add Single Product I nstance, filling in the
Host name and selecting a CSL U Initiated connect method), select Actionsfor Selected > Collect Usage.
CSLU connects to the selected Product Instance(s)and collects the usage reports. These usage reports are
stored in CSLU’s local library. These reports can then be transferred to Cisco if CSLU is connected to Cisco,
or (if you are not connected to Cisco) you can manually trigger usage collection by selecting Product | nstances
> Download for Cisco.

If you are working in CSLU-initiated mode, complete these steps to configure CSLU to collect RUM reports
from Product Instances.

Procedure

Select the Preferencetab and enter a valid Smart Account and Virtual Account, and then selectan appropriate
CSLU Initiated collect method. (If there have been any changes in Preferences, make sure you click Save.)

Open the Inventory tab and select one or more Product I nstances.
From the CSLU main screen, select Available actions> Collect Usage

RUM reports are retrieved from each selected device and stored in the CSLU local library. The Last Contacted
column is updated to show the time the report was received, and the Alerts column shows the status.

If CSLU is currently logged into Cisco the reports will be automatically sent to the associated Smart A