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Information About Configuring VLAN

A Virtua Local AreaNetwork (VLAN) isaswitched network that islogically segmented by function, project
team, or application, without regard to the physical locations of users. VLANS have the same attributes as
physical LANs. In VLANS, you can group end stations even if they are not physically located on the same
LAN segment. Using aVLAN, you can logically segment aphysical LAN into different broadcast domains.
The broadcast and unicast traffic within aVLAN is not forwarded to other VLANS.

Figure 1: VLAN Interface Configuration

Ixia A ! -’ :

Switch

Ixia B

356577

Compared to traditional Ethernet, VLANSs enjoy the following advantages:

« A traditional Ethernet network sends mass broadcast datato al the network devices directly, regardless
of necessity, leading to network jitter. With VLAN, you can configure the necessary communication
devicein each VLAN to reduce broadcast traffic and improve network efficiency.

* Only devicesthat are a part of the same VLAN can communicate with each other, which helpsimprove
the security of a network.

* A VLAN helps reduce network configuration workload. When the physical position of a host changes
within the range of aVLAN, thereis no need to change its network configuration.

Management VLAN

A management VLAN manages a device from aremote |ocation, and uses protocols such as Telnet, SSH,
SNMP, and syslog. A management VLAN should be configured on aLayer 2 switch. You canloginto a
device from aremote location only by using a management VLAN. A management VLAN need not be
configured on aLayer 3 switch. On a Layer 3 switch, the interface VLAN is the management VLAN.
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. How to Configure VLAN

How to Configure VLAN

The following topics provide information about the procedures you should perform to configureaVLAN.

Configuring a VLAN

To configureaVLAN, perform this procedure.

SUMMARY STEPS
1. enable
2. configure terminal
3. vlanvianlist
4. switchport ethernet port-number
5. description string
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: Enter your password, if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal

Step 3 vlan vian list CreatesaVLAN for asingle port or alist of ports.

Example:
Devi ce(config)# vlan 11

Step 4 switchport ethernet port-number AddsaVLAN interface to the designated port.

Example:
Devi ce(config-if-vlan)# swi tchport ethernet 1/4

Step 5 description string Adds a description to the VLAN.

Example:

Devi ce(config-if-vlan)# description vlanl

Configuring an Interface Default VLAN ID

To configure an interface default VLAN ID, perform this procedure.
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SUMMARY STEPS
1. enable
2. configureterminal
3. interface ethernet port-number
4. switchport default vlian vian-id
5. noswithport default vlan
DETAILED STEPS

Types of VLAN Interfaces .

Command or Action

Purpose

Step 1

enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

Enter your password, if prompted.

Step 2

configureterminal

Example:

Devi ce# configure termn nal

Enters global configuration mode.

Step 3

interface ethernet port-number

Example:

Devi ce(config)# interface ethernetl/4

Entersinterface configuration mode.

Step 4

switchport default vian vian-id

Example:

Devi ce(config-if-ethernet-1/4)# sw cthport default
vlan 3

Configures an interface as a default interface.

Step 5

no swithport default vian

Example:

Devi ce(config-if-ethernet-1/4)# no switchport
default vlan

Restores the default VLAN ID to port 1.

Types of VLAN Interfaces

A VLAN interface can be divided into three different types based on the process an interface performson a

VLA- tagged packet.

* Access: Thisinterface belongsto asingle VLAN and is used to connect to aterminal device. When this
interface receives an untagged VLAN packet, it adds the Default VLAN tag to it. When the interface
receives atagged VLAN packet, it checksthe VLAN ID of the packet. If itisaVLAN that the
corresponding port allows to pass through, the interface accepts the packet. Otherwise, the interface

drops the packet.

When forwarding a VLAN packet, the interface checks the VLAN ID carried in the packet. If itisa
VLAN ID that the corresponding port allows to passthrough, then theinterface stripsthe VLAN tag and

forwards the packet.
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. Configuring Interface VLAN Mode

 Hybrid: Thisinterface is able to receive and forward packets to multiple VLANSs. When this interface
receives an untagged VL AN packet, it addsthetag of the default VLAN toit. When theinterface receives
atagged VLAN packet, it checksthe VLAN ID of the packet. If itisaVLAN that the corresponding
port allows to pass through, the interface accepts the packet. Otherwise, the interface drops the packet.

When forwarding a VLAN packet, the interface checks the VLAN ID carried in the packet. If itisan
untagged VLAN ID, the interface strips the VLAN tag and forwards the packet. If the VLAN ID that is
carried in the packet isatagged VLAN ID, the interface retains the VLAN tag and forwards the packet.

Trunk: Thisinterface can receive and forward packets to multiple VLANs. When the interface forwards
aVLAN, the default VLAN packet does not carry atag whereas, other packets carry the tag. When the
interfacerecievesan untagged VLAN packet, it addsthe tag of the default VLAN toit. When theinterface
receives atagged VLAN packet, it checksthe VLAN ID of the packet. If itisaVLAN that the
corresponding port allows to pass through, the interface accepts the packet. Otherwise, the interface
drops the packet.

When forwarding a VLAN packet, the interface checks the VLAN ID carried in the packet. If it isan
untagged VLAN ID, the interface strips the VLAN tag and forwards the packet. If the VLAN ID that is
carried in the packet isatagged VLAN ID, theinterface retainsthe VLAN tag and forwards the packet.

Configuring Interface VLAN Mode

To configure VLAN mode, perform this procedure.

SUMMARY STEPS
1. enable
2. configure terminal
3. interface ethernet port-number
4. switchport mode{ access| hybrid | trunk}
DETAILED STEPS
Command or Action Purpose

Step 1 enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

Enter your password, if prompted.

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure terni nal

Step 3 interface ethernet port-number Enters the interface configuration mode.

Example:

Devi ce(config)# interface ethernetl/4

Step 4 switchport mode { access| hybrid | trunk} Configures the VLAN mode for the interface.

Example:

Devi ce(config-if)# swi tchport npde hybrid
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Configuring VLAN Attributes on a Hybrid Interface .

Configuring VLAN Attributes on a Hybrid Interface

To configure VLAN attributes on a hybrid interface, perform this procedure:

SUMMARY STEPS

1. enable

2. configure terminal

3. interface ethernet port-number

4. switchport mode hybrid

5. switchport hybrid { untagged | tagged} vlan { vian-list | all}
DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: Enter your password, if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 interface ethernet port-number Enters the interface configuration mode.
Example:
Devi ce(config)# interface ethernetl/ 4
Step 4 switchport mode hybrid Configures the hybrid mode for the interface VLAN.
Example:
Devi ce(config-if-ethernet-1/4)# sw tchport node
hybrid
Step 5 switchport hybrid { untagged | tagged} vlan { vian-list | Allows the packets from the specified VLANSsto pass

| all}

Example:

Devi ce(config-if-ethernet-1/4)# sw tchport hybrid
tagged 2-4

through the hybrid port. (To prevent the packets from the
specified VLANS passing through the hybrid port, use the
no form of the command.

Configuring VLAN Attributes on a Trunk Interface

To configure VLAN attributes on atrunk interface, perform this procedure.

SUMMARY STEPS

1. enable
2. configureterminal
3. interface ethernet port-number
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4. switchport modetrunk

Configuring VLAN |

5. switchport trunk allowed vlan { vian-list | all}

DETAILED STEPS

Command or Action

Purpose

Step 1

enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

Enter your password, if prompted.

Step 2

configureterminal

Example:

Devi ce#configure term nal

Enters global configuration mode.

Step 3

interface ethernet port-number

Example:
Device(config)# interface ethernetl/4

Entersinterface configuration mode.

Step 4

switchport mode trunk

Example:

Devi ce(config-if-ethernet-1/4)# sw tchport node
trunk

Configures the trunk mode for the interface VLAN.

Step 5

switchport trunk allowed vlan { vian-list | all}

Example:

Devi ce(config-if-ethernet-1/4)# swi tchport trunk
al |l oned vlan 2-4

Allows the packets from the specified VLANSs to pass
through the trunk port. (To prevent the packets from the
specified VLANS passing through the trunk port, use the
no form of this command.)

Configuring Port Priority

To add a priority value to a port, perform this procedure.

SUMMARY STEPS

enable

configure terminal

interface ethernet port-number
priority port-priority

show interface ether net port-number
end

No oA BN~

DETAILED STEPS

show interface brief ethernet port-number

Command or Action

Purpose

Step 1

enable

. Configuring VLAN
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Disabling Ingress Filtering .

Command or Action Purpose

Example: Enter your password, if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 interface ethernet port-number Entersinterface configuration mode.
Example:
Devi ce(config)# interface ethernetl/ 4
Step 4 priority port-priority Configures a priority value for the port. The priority range
isfrom O to 7. (To restore the default priority value for the
Example:
port, use theno form of the command.)
Devi ce(config-if-ethernet-1/4)# priority 2
Step 5 show interface ethernet port-number Displays the detailed configurations for a port.
Example:
Devi ce# show interface ethernet 2
Step 6 end Exitsto privileged EXEC mode.
Example:
Devi ce(config-if-ethernet-1/4)# end
Step 7 show interface brief ethernet port-number Displays the configurations on the port, in brief.
Example:

Devi ce# show i nterface brief ethernet 2

Disabling Ingress Filtering

Ingressfiltering is enabled by default. The interface checks the received packets. If the packets belong to the
VLAN, theinterface forwardsthem. If the packets do not belong to the VLAN, it dropsthe packets. To disable
ingress filtering, perform this procedure.

SUMMARY STEPS

enable

configure terminal

interface ethernet port-number

ingressfiltering

end

show ingressinterface { ethernet port-number| gpon port-number}

oa ks wh-=
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DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: Enter your password, if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 3 interface ethernet port-number Enters interface configuration mode.
Example:
Devi ce(config)# interface ethernetl/4
Step 4 ingressfiltering Enables ingress filtering. (To disable ingress filtering use
theno form of thiscommand.)
Example:
Device(config-if-ethernet-1/4)# ingress filtering
Step 5 end Exitsto privileged EXEC mode.
Example:
Devi ce(config-if-ethernet-1/4)# end
Step 6 show ingressinterface { ethernet port-number| gpon Displays the status of filtering on the ingress port.

port-number}

Example:

Devi ce# show i ngress interface ethernet 1/4

Configuring an Acceptable Frame Type for a Port

To configure an acceptable frame type that is acceptable on a port, perform this procedure.

SUMMARY STEPS

enable

configure terminal

interface ethernet port-number

ingress acceptable-frame { all| tagged}
end

o0k ON=
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DETAILED STEPS

Configuration Examples for VLAN .

Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your password, if
Example: prompted.
Devi ce> enabl e
Step 2 configure terminal Enters glabal configuration mode.
Example:
Devi ce#configure term nal
Step 3 interface ethernet port-number Enters interface configuration mode.
Example:
Devi ce(config)#interface ethernetl/4
Step 4 ingress acceptable-frame{ all| tagged} Configures the type of frames acceptable on the port.
Example: « all: the port can receive tagged and untagged VLAN
Devi ce(config-if-ethernet-1/4)# ingress packets.
tabl e-f t d
acceptable-trame tagge « tagged: the port can receive only tagged VLAN
packets.
Step 5 end Exits to privileged EXEC mode.
Example:
Devi ce(config-if-ethernet-1/4)# end
Step 6 show ingressinterface { ethernet port-number| gpon Displays the status of filtering on the ingress port.

port-number}

Example:

Devi ce# show ingress interface ethernet 1/4

Configuration Examples for VLAN

The following sections provide examples of VLAN configurations.

Example: Creating a VLAN and Assigning a Default VLAN

The following example shows how to create a VLAN:

Devi ce> enabl e
Devi ce# configure term nal

Configuring VLAN .
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. Example: Configuring the VLAN Mode for an interface

Devi ce(confi g) #vl an 100
Devi ce(config-if-vlan)#sw tchport ethernet 1/1 ethernet 1/2

The following example shows how to configure adefault VLAN and change the VLAN mode of an
interface:

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)#interface ethernet 1/1

Devi ce(config-if-ethernet-1/1)#sw tchport node access

Devi ce(config-if-ethernet-1/1)#swi tchport default vlan 100
Devi ce(config-if-ethernet-1/1)#interface ethernet 1/2

Devi ce(config-if-ethernet-1/2)#sw tchport node trunk

Devi ce(config-if-ethernet-1/2)#swi tchport default vlan 100
Devi ce(config-if-ethernet-1/2)#exit

The following example shows how to display the VLAN configuration on Port1 and Port2:

Devi ce> enabl e
Devi ce# configure term nal
Devi ce(confi g)#show i nterface brief ethernet 1/1 ethernet 1/2

Por t Desc Li nk shutdn Speed Pri PVID Mbde TagVl an Ut VI an
el/1l up false auto-f100 0 100 acc 100
el/ 2 up false auto-f100 0 100 trk 100

Total entries: 2 .

Example: Configuring the VLAN Mode for an interface

The following example shows how to configure an access port:

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)#vlan 100

Devi ce(config)#interface ethernet 1/1

Devi ce(config-if-ethernet-1/1)#swi tchport node access

The following example shows how to configure a trunk port:

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(confi g) #vl an 100

Devi ce(config)#interface ethernet 1/2

Devi ce(config-if-ethernet-1/1)#sw tchport node trunk

The following example shows how to display the VLAN configuration on Port1 and Port2:

Devi ce(config)# show interface brief ethernet 1/1 ethernet 1/2
Port Desc Linkshutdn Speed Pri PVID MdeTagVlan WV an
el/1 up false auto-f100 0 1 acc 1
el/2 up false auto-f100 0 1 trk 1
Total entries: 2 .
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