BEE CHAPTER 3

Smart Call Home Web Application

This chapter discusses the following areas:
e Overview of the Smart Call Home Web Application.
e Launch Smart Call Home.
e Smart Call Home Overview page.
« Registration Management Processes.

* Report Generation.

Overview of the Smart Call Home Web
Application

This section discusses the following areas:
e Accessing the Smart Call Home Web Application.
« Navigational Aids and Sorting Table Information.
The Smart Call Home web application provides access to:
¢ An Overview page — provides a summary of key Smart Call Home functions.

« Registration Management functions — provides links for registering the
following items:

— Registered Devices

— Devices Pending Registration
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Bl Overview of the Smart Call Home Web Application

— Transport Gateways
— Registered Users

» Reports — Reports about Call Home hardware and the messages they send.

Accessing the Smart Call Home Web Application

To access the Smart Call Home web application go to the following URL:
https://tools.cisco.com/sch/

Navigational Aids and Sorting Table Information

Some pages on Smart Call Home have tables that contain a variety of information;
the content depends on what page is being viewed. Sometimes there is so much
data being represented in the table that it cannot be viewed on one page, so
navigational aids are provided to do the following tasks:

* Change the page that is being currently viewed.

« Change what table entries are being displayed on the current page, by sorting
the table columns.

There are several different ways to change what page, and therefore what entries
in a table, you are viewing by using the navigational aids on the page. To view
data that is on another page, use one of the following options:

66 items found, displaying 1 to 15.
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e The first part of the navigational aid ™] provides a summary that indicates the
following information:

— How many total items were found (i.e. 66).

— Which items are currently being displayed on the current page (i.e. 1 to
15); as you change pages, the information updates accordingly.

e Click the < First/Prev > option to go either to the first or previous page,
respectively.

» Click the < Next/Last > option to go either the next or last page, respectively.
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» Click one of the page numbers that are displayed in the navigation list, I} to
go directly to that page.

You can also change what table entries are displayed on the current page, by using
the table headers ™] to sort the table columns. To view table entries that are on
another page, use one of the following options.
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All the table columns can be sorted by a specific column, by clicking the column
header. ™] All the table data in the table is sorted by that column, including data
that may be displayed in the table on other pages. You toggle between ascending
and descending order each time you click a particular column header.

Launch Smart Call Home

Topics covered in this section are:
e Login Prompt
e Accept the Legal agreement

To launch the Smart Call Home function, perform the following steps:
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Login Prompt

Step 1

Step 2

Go to the Smart Call Home application at URL: https://tools.cisco.com/sch/ the
login prompt window opens. One of two options will occur:

» If this is your first time logging on to Smart Call Home and have not yet
accepted the Legal Agreement, the Legal Agreement window will open.

« If you have previously accepted the Legal Agreement the Smart Call Home
web application will open to the overview page.

Usér Naine: Theie ai & vaiious levels of access depending on yvoui

relationahip with Cisco. Find the level that is most

Register Now
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Enter your Cisco.com ID and password in the Registered User area; this
Registered User is a user with a Cisco.com ID, this reference to a registered user
is independent from the Smart Call Home user registration.

Accept the Legal agreement

Every customer needs to accept the Legal Agreement before they can use the
Smart Call Home application.

Once the customer has accepted the Legal Agreement, the User Registrations that
have a status of ‘Pending Legal Agreement’ will be changed to ‘Completed’. All
new User Registrations for the customer will automatically get a ‘Completed’
status.

After the customer has accepted the Legal Agreement they will have access to the
Smart Call Home web application. The Legal Agreement also includes the
Transport Gateway.

In the case where all the customer’s user registrations have a status of
‘Unregistered’ (i.e. all the user registrations have been deleted), the customer
needs to re-accept the Legal Agreement when logging back into Smart Call Home.
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Step3  Enter your Cisco.com and password. If you have not accepted the Legal
agreement, the Legal agreement window appears.

ToolKit: Roll over tosts bakoe

Cisco Svsrems Cloge Rindgve

Click Accept - Cisco Systems

CURRENT

Current

Supporting Document(s)
SCH Legal Agreermnent (MS Word) o

Decument

IMPORTANT: YOU MUST READ CAREFULLY AND ACCEPT ALL OF THE TERMS AND CONDITIONS
CONTAINED IN THIS AGREEMENT BEFORE YOUR ACCESS TO OR USE OF CISCOS SMART CALL
HOME.IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS, YOU SHOULD CLICK
THE "DECLINE™ BUTTON AT THE END OF THIS AGREEMENT.IF ¥OL DO AGREE TO ALL OF THE
TERMS AND COMDITIONS, YOU SHOULD CLICK THE "ACCEPT" BUTTOM AT THE END OF THIS
AGREEMENT.

This Smart Call Home Agreement ("Agreement”) is entered into by and between Cisco Systems, Inc., a
California corporation ("Ciscc”), and you (gither an individual or an entity) "you”™ or "Customer™), and
governs the use by you of Ciscos Smart Call Home ("Smant Call Home®), including any related electronic
documentation and any associated media, reports and printed materials provided in connection with
Smart Call Home, except to the extent there is a separate signed agreement between Customer and
Cisco govemning Customers use of Smart Call Home. To the extent of a conflict between the provisions of
this Agreement and such separate signed agreement, the terms of the separate signed agreement shall

control,
0 0 Q Q 0 0
[1] 0 ] v} 0 0
1] 0 0 0 0 0

By clicking on the Accept button Below, you are scknowl edging that you have resd the Agresment in its entirety, and are
committing your organization to this contract. i you do ot have the suthority to commit your organizaticon, plesss click on the
Hominste button 1o identity an suthorzed individual .

SIGNATURE
(D Aceept | _Decline |

oy

Close Window B

All contant copyright 1992:2002 Ciseo Syrtams, Ine imporant Hotices sndfsivacy Statement S

At the bottom click Accept; (1) the Smart Call Home Overview page appears.
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Y

Note  The system does not let the customer go to any other page in the Web Application
until the Legal Agreement has been accepted.

Smart Call Home Overview Page

This page provides links to important information about Smart Call Home and
access to the different functions provided by the Smart Call Home service, which
are noted below.

Overiew Registratiol gement
Smart Call Home Alerts You in Real-Time !__

Resolve technical issues fastwith autormated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Serdce Center of any issues before they can affect your business.

Learmn maore 2::? ngIN
- ability
= Leamn More '

Please visit the link to download Transport Gatewsy (T)
Please visit the link to download User Guide (F)

Registration Management
+ Reqistered Devices .
|Devuces Pending Reaistration |
«Transport Gateways
IF!ec:l stered Users

‘Reports

!Get information about registered devices and their call home messages I
Device Report 5
Call Home History Report I

Lr.leha-'o 1k Summary Report

o
©
o
=
ow

The Overview page provides the following access and information:

» Has a tabbed bar () that provides access to the following areas of Smart
Call Home:

— Overview page — provides access to the current page.

— Registration Management page — provides access to all the registration
related functions for devices, users, and Transport Gateways.

— Reports page — gives you access to pages that let you generate reports
about devices and all the Call Home messages processed by the Cisco
Backend.
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¢ Gives a summary of the Smart Call Home service with a link to obtain
additional information. (T}

* Provides download links to the:

— Transport Gateway (Z) — Go to
http://www.cisco.com/kobayashi/sw-center/sw-netmgmt.shtml and click
Cisco Transport Gateway.

— Smart Call Home User Guide. (3)
¢ Provides an overview of, and links to, the following functions: ]

— Registration Management — Provides access to the same links that are
provided on the Registration Management tab.

— Reports — Provides quick access to the two different types of reports.

Registration Management Processes

On the Smart Call Home web application all registration related activities are
consolidated under one tab, the Registration Management tab. This tab provides
access to registration for devices, users and Transport Gateways.

This section describes the various registration functions for the following areas:
e Overview of Registration Processes.
¢ Device Registration.
e User Registration.

¢ Transport Gateway Registration.

Overview of Registration Processes

In order for customer Cisco devices to communicate in the Smart Call Home
environment there are several types of registrations that must occur first; there are
three basic types of registrations:

* Device Registration — Devices are associated with a Cicso.com user id, valid
contract or warranty, and Company. This registration is required for Call
Home messages sent by the device to be processed.

Smart Call Home User Guide
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» User Registration — Users get registered to a company and gets
automatically created when the customer confirms the device registration.
The user registration is needed so the customer can get access to the reports
in the web application. A customer can register additional users.

« Transport Gateway Registration — Transport Gateways get associated to a
company. The Transport Gateway registration is needed only when the
customer wants to use a Transport Gateway to send Call Home messages to
the backend.

All of the previous registration options are available on the Smart Call Home web
application under the Registration Management tab.
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Registered Devices | Devices Pending Registration | Transport Gatevays | Registered Users

This tab provides access to the following registration functions for:

* Registered Devices — Lets you manage device registrations for registered
devices.

* Devices Pending Registration — Lets you confirm device registrations in
order for the device to become registered in Smart Call Home.

» Transport Gateways — Lets you manage Transport Gateway registrations.

¢ Registered Users — Lets you manage user registrations and add users.

Device Registration

This section provides an overview of the device registration process and describes
how the Smart Call Home web application lets you perform the following tasks:

e Confirm Device Registration for Devices with “Pending Registration” to
associate the device to a contract and company.

« View, Edit, or Delete Registered Devices.

Device Registration Overview
When a first supported message type is received by the Cisco Backend, Smart Call

Home initiates a device registration that needs to be confirmed by the customer.
On the Smart Call Home web application the customer confirms the device
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registration for a device that has a “Pending Registration” status. Once the
device’s “Pending Registration” is confirmed, all supported incoming Call Home
messages from the device can be processed on the Cisco backend.

A “Pending Registration” status is created when the device sends its first
supported Call Home message to the Cisco Backend. The user confirms the device
registration using one of the following methods:

* Manually go to the Device Registration page on the Smart Call Home web
application.

e Click on the link in the email, which takes you directly to the confirmation
page for the device on the Smart Call Home web application.

When the device is covered by a service contract, the system will register the
device using this contract. When the device is not covered by a service contract,
the system will allow the user to register the device for a trial period. A user
registers a device using a valid service contract in Smart Call Home; a device can
have a registration status of:

* Pending Registration — Status occurs when a device sends its first Call
Home message to the backend.

» Complete — When a customer uses the web application to confirm the device
registration for a device that has pending registration.

* Unregistered — Is for devices that have had the registrations deleted.

« Expired — Indicates that the contract, warranty or trial period for the
associated device has expired and is no longer valid.

Once a device has the pending registration confirmed, the supported Call Home
messages sent by the device will be processed and the results will be made
available via the Smart Call Home web application. When a Service Request is
created during the Call Home message processing, the contract or warranty
associated with the device registration will be used to create the Service Request.

There are two types of processes for device registration:

* Confirm Device Registration process, for those devices that have a “Pending
Registration” status; once the registration has been confirmed you can
manage the registration.

* Administer Device Registration process, for those devices that have a
“Complete” status.

[ Version 2
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Confirm Device Registration for Devices with “Pending Registration”

Note

This process involves a customer confirming a device registration via the Smart
Call Home web application. The system associates the device registration with a
valid contract or warranty, and an associated company.

When a customer configures a device for call-home they become the administrator
for that device registration by default. During the device configuration the
customer must enter their contact email address; this email address is used to send
the following information:

* A notification about the pending device registration.
* A security token for that device registration.

e A link to the Smart Call Home web application; the link takes the customer
to the device registration confirmation page.

The customer uses the Smart Call Home web application to confirm the device
registration using the specified security token, or can select other devices in the
list. Devices in the list are populated there when the device is covered by a valid
contract or warranty and the user is already registered to the Company that is
associated with those devices; these devices do not require a security token.

Security tokens expire within 3 weeks of creation, which means that they must be
installed on a Transport Gateway within 3 weeks. If the token expires, the
customer needs to regenerate the tokens through the web application, at which
point an L3/L4 engineer will extend the token’s expiry date. Once the security
token is used, the certificate that gets created will expire in 3 years.

When a customer confirms a device that has a “Pending Registration” the
confirmation associates the device with a valid contract or warranty, and
company. For a user to confirm a device registration, the user must have the
following items:

* A contract in their Cisco.com profile that covers the device, or at least one
suitable contract for registering the device to Smart Call Home (unless the
device is covered by a warranty).

« Permissions to query update and create Service Requests, since the user will
be the default contact person for Service Requests created for the device.

To confirm a device registration use one of the following methods:
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e Click on the link in the email, which takes you directly to the confirmation
page for the device.

e launch the Smart Call Home web application. and go to the Devices Pending
Registration page (see following steps).

Launch Smart Call Home; the Smart Call Home Overview page appears.

Registration Management Reports
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Service Center of any issues before they can affect your business.
Learn more

o —

Please visit the link to download Transport Gateway
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Reqgistered Davices

Devices Pending Redistration (D)

Transport Gateways

Registered Users

Reports

Get information about registered devices and their call home messages
Device Repon

Call Home History Report

Metwork Summary Report

-
[t}
[l
=
[==}
jzia}

To complete the registration for a device that has a “Pending Registration” status,
perform the following steps:

There are two ways to get to the Devices Pending Registration page:
+ If you are on the Overview page, click Devices Pending Registration. (1)
e If you are not on the Overview page, do the following:

— Click the Registration Management tab; ) the Registration
Management page appears.

= ===t
Renistered Devices JDevices Pending Registration V| Transport Gateways | Redistered Users
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— From the Registration Management page, click Devices Pending
Registration. ¢ =)

In both cases the Devices Pending Registration page appears.
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e e T T T e

:Ezniﬁlm&m'm. | Devices Pending Registration | Transport Gateways | Registered Users |

- e e e e e B e e e e e e e

Devices Pending Registration

Thiz page allowws you to complete pending device registrations, Completing & pending device registration is
neceszary to enzure that messages gent by the device wil be proceszsed.

There are two methods to complete pending device registrations:
® Enter a Security Token in the provided field and click the Submit button.
& Check devices in the kst below and click the Complete Device Registration button.

Complete Device Registration By Security Token

jEnter Security Token: ' Submit @‘

The list below displays pending device registrations for the companies you are already registerad for,

Complete Device Registration From Existing Device List

[ ! HostName Cortract  Serial Number Company !

I_ —SlmrSeEmlroaELS SIS FIELSISE LS SLE S I moSmS = LS o o =
I [:I Host-250670445 1005057 250670445 CISCO SYSTEMS |
: D GA.catES00-470 1022310 CAMI0S20048G CISCO SYSTEMS i
: D Host-SALO2025HAU FABO445T3CS CISCO SYSTEMS :
: I:l Host-FABD449X14D FABO449:14D CISCO SYSTEMS :
: D J-CatBs03-03 FABD449%1F3 CISCO SYSTEMS :
i D RY.catES00-4.45 1022310 FOCOS50Y0KL CISCO SYSTEMS :
: I:l Host-FOC1003Y0TB 1022310 FOC1003Y0TE CISCO SYSTEMS :
: [:I QA-catES00-A03 1022310 SAL1007DDJM CISCO SYSTEMS :
: D MFR-CatB503-03 1022310 SALTMEKCYR CISCO SYSTEMS :

|
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Complete Device Registration @

Step3  You can select one of the following navigational options or change the content on
this page:

» Click one of the tabs ) to go to that respective section of Smart Call Home.
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» Click one of the registration functional areas ¢ ~1 to go to the page for that
respective function.

e All the columns can be sorted by specific column, by clicking the column

header. ™) All the entries in the table are sorted, not just the entries displayed
on the current page.

Step4  Use one of the following options to perform the associated Devices Pending
Registration functions on this page

a. Enter a security token:
>

Note If the device being registered belongs to a company that the user is not
registered to yet then the user must enter the Security Token.

The security token will have been sent in an email to the person who
registered the device.

If 10 invalid security tokens have been entered, the system displays a
message indicating that the maximum number of invalid security tokens
had been entered. No new security token can be entered until a support
engineer resets the security token counter.

— Enter a security token in the Enter Security Token field 17 then click
Submit; (T) the system displays an overview of the device registration

and asks the customer to confirm that the displayed company information
is correct.

— Confirm that the displayed company information is correct; if the info is
not correct, the customer should cancel.

b. Select a device from the list:

— If there is a list of devices, ;= check the check box for each device you
want to register.

— Click Complete Device Registration. (I}

[ Version 2
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Step 5

Note

>
Note If the device being registered belongs to the same company that the user

is already registered to and the device is covered by a valid contract or
warranty then the device is placed in the device list.

Check the check box adjacent to the Host Name column header,
7| HostName to select all the devices listed on the current page.

After performing one of the previous options, a confirmation message appears
that indicates the following information:

» The selected device is being processed for registration.
e The customer is notified via email when the device registration is completed.
e The customer can continue using other Smart Call Home functions.

¢ In the message, the customer can click “here” to register another device.

In the confirmation message if you click “here” to register another device, you
could see the device that you just registered still in the Devices Pending
Registration list. It may take a moment for the processing to be completed before
a refresh of the Devices Pending Registration web page no longer shows the
previously unregistered device.

After Smart Call Home completes the registration process it will move the device
from the Devices Pending Registration list to the Registered Devices page.

If the device registration confirmation was not completed successfully, go to
Device Registration Troubleshooting for more information.

Once the device registration is confirmed, all supported incoming Call Home
messages from the device can be processed by Smart Call Home on the backend.

For information on how to navigate on this page, go to Navigational Aids and
Sorting Table Information.
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View, Edit, or Delete Registered Devices

A registered device is one that has been previously registered successfully by a
customer and has a status of “Complete”. A customer can view device
registrations associated with a Company that matches the Company the customer
has a completed user registration for. After registering a device a user can perform
the following tasks:

» View Registered Devices.
« Edit Device Preferences and Contracts.
« Edit Device Contract.

¢ Delete a Device Registration.

View Registered Devices

Step 1

A customer can view device registrations for those devices that have the same
companies the customer has a completed user registration for.

To the view the device registrations, perform the following steps:

Registration Management
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your

team, or the Cisco® Technical Service Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gateway
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Registered Devices

Devices Pending Registration

Transport Gateways

Registered Users

Reports
Get information about registered devices and their call home messages
Device Repont

Call Home History Report
Metwork Sumrmary Repart

=+
™
=+
oo

Click either Registered Devices (1) or the Registration Management tab; CO
the Registered Devices page appears.
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Step 2

Registered Devices

Manage your registered devices below. Mouse over the "Infof™" icon to view and edit device setings, such as registration information,

notifications, and service request preferences.

Please note that the Edit Device Contract function mey take several minutes to laad.

Use o~ as widcard cheracter for the partil search._

rSe.IT:h List:

Contract

Entitlement Status:
[ setect One v

COMmExany:
cisco*

o

Host Mame:
| Registration Status:
I Select One v |
l Search
] I Setial Mumber — Host hName

L e e e e e e ke e e e e e e R R ]

JAB09T S0AML
o Infaf

JABOS SOEMD
O e JAE09190EM0
[] | JABOS200SKS | ey

Infof=

0 0 0 0
0 0 0 0

FOC03507209
L]

Infod JM-CatBs03-03

FOCO950Y 205
L]

Info JW-CatBs03-03

41 temns found, displaying 1to 13, |
[FirstiPres] 1, 2, 3 [Mext/Last
L

Delete Devices

You can select one of the following navigational options and go to another page:

* Click one of the tabs ) to go to that respective section of Smart Call Home.

Product ID Cortract  Companty

Rama_-Catis03-01 WWS-C8503 1044610 CISCD SYSTEMS

WEICES13 1044610 CISCO SYSTEMS

WE-CE513 1044610 CISCO SYSTEMS

0 0 0 0
0 0 0 0

W3-CEA03 | 1044610 CISCO SYSTEMS

WE-CES03 1044610 CISCO SYSTEMS

Registration
Status
Drate Stamp

Complete
24-Jan-2007
01:04:49 Phd

Complete
24-Jan-2007
02:30:30 PM

Complete
24-J5n-2007
02:40:32 PM

0
0
Complete

M -Fek-2007
08:11:37 PM

Complete
01 -Feb-2007
08:11:47 P

Erititlemeri
Status
End Date

SR Capahble
10-Jan-2005
04:00:00 Phd

=R Capable
10-Jan-2008
04:00:00 P

SR Capakle
10-Jsn-2008
04:00:00 Pk

0 0
0 0
SR Capakle

10-Jan-2005
04:00:00 Ph

SR Capable
10-Jan-2005
04:00:00 Phd
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» Click one of the registration functional areas ;7 to go to the page for that

respective function.
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Step3  There are several ways that you can change the view of the registered devices that
are listed on the page. Use the following steps to perform the associated functions
that let you change the view on this page:

e All the columns can be sorted by specific column, by clicking the column
header. ™] All the entries in the table are sorted, not just the entries displayed
on the current page.

o If there are more entries than can fit on one page, then use the navigational
aids ™ to see entries on other pages.

e The current view can be filtered to reduce the number of entries displayed in
the table (see following section).

Filter the Display of Registered Devices

The registered device data in the table represents one of the following items:

¢ If no search parameters are specified then the table displays all the devices
that have registrations that are associated to a Company, for which the
customer is registered.

~

Note Deleted device registrations that have status “unregistered” are not
displayed.

o If search parameters |7, are specified in any of the fields then the table
displays those device registrations that match those specified search
parameters.
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Step 4

Step 5

{Registered Devices | Devices Pending Registration | Transport Gatevays | Registered Lisers

Registered Devices

Manage your registered devices belovw. Mouse over the “Infol" icon to view and edit device seMings, such as registration information,
notifications, and service request preferences.

Please note that the Edit Device Contract function may take several minutes to load.

Use an ™" as wildcard character for the partial search.

ISearch List: Host Name: Serial Number: Company: |
:qu‘ ] [ | [ciscor I

I

Contract Regictration Status: Entitlernent Status: |

[ ] [ setect one v]@ Select One v]@ I

| L | |

Search @ I

I

I

I

I

I

I

I

I

g

I °

| —_————— Complete SR Capable

1 [ FOCOSSOVOKIBIO o catson. Aas | WS-CBSO3 1044610 CISCO SYSTEMS | 25-Jan-2007 000811 10-Jan-2008 04:00:00 !

1 = | 1 P PM :

. I ! Complete SR Capable ]

| O geesoraent :Gﬂ.caiGSOD-.aA?:WS.CEism 1044610 CISCO SYSTEMS 2502007 02615 10-40.2008 04000 |
= I

! | 1 |

1 I Complete SR Capable

§ O |ooveA :aA.cmssoo,AAoms,csm 1044610 CISCO SYSTEMS | 27-Jan-2007 08.5348  10-Jan-2008 04:00:00 |

1 = I 1 PM P :

. | | Complete SR Capable I

'O FOCOSOVOK1 bd 10A-caES00-AA1 | WS-CESOS 1044610 CISCO SYSTEMS  05-7eh-2007 014343 10-4an-2008 040000 |
= ] P PM I

i : | |

1 ] Complete SR Capable

i [ | 500vovinto :Oﬂ-ceiGSOD-ﬂAMWS-CSSH 1044610 CISCO SYSTEMS  10-Feb-200704:28:56  10-Jan-2008 04:00:00 :

18 r ] PM P

| Delete Devices |

You can select one of the following navigational options or change the content on
this page:

» Click one of the tabs ) to go to that respective section of Smart Call Home.

» Click one of the registration functional areas ¢ =1 to go to the page for that
respective function.

e All the columns can be sorted by specific column, by clicking the column
header. ™] All the entries in the table are sorted, not just the entries displayed
on the current page.

Do the following steps to perform the associated functions on this page:

You can change the data that is being displayed on this page by specifying
different criteria in the Search List parameter fields. ;7 You can specify data in
any one or more of the search-list data fields:

| Smart Call Home User Guide
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» For the Host Name, Contract and Company fields you can enter the whole
name or use a portion of the name with a wildcard, an * (asterisk), as part of
the name.

~

Note  The search parameters are not case sensitive; the following example uses
qa* for Host Names starting with “QA”. | =

»  You can use the drop-down list for the Registration Status (T} and Entitlement
Status fields; (I} only one item can be chosen from each drop-down list.

Step 6  When you are done entering the search list criteria, click Search; {5) Smart Call
Home displays a table 1 that contains those devices that match the specified
search parameters | (i.e. those devices that have Host Names that start with QA).

Smart Call Home User Guide
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Edit Device Preferences and Contracts

The info icon 2 lets you edit device preferences and device contracts for a
registered device by performing the following steps:

| ReostetonMenagemert

ed Devices | Devices Pending Reqgistration | Transport Gatevvaye | Recistered Users 2

| Regi

Wanage your registered devices below. Mouse over the "Infof=" icon to view and edit device seftings, such as registration information,
notitications, and service request preferences.

Please note that the Edit Device Contract function mey take several minutes to load.

e B O

:Senl ch List: Host Mame: Serial Mumber: Comgany. 1
] Cigco® :
: Contract Registration Status: Ertflement Status: 1
] ' | Select One v | | Setect One v| :
I
I Search I
___________________________________________ 1
_r----------.-.-.-------------.-.-.---'R-e-isﬁa;io-n---Eﬁitl.eFel.-d-.-l
|:| 1| Serial Mumber Hiost Matme Product D Contract  Company Status Status ;
i Diate Stamp Endl Diate L
e b e e e e
1 Tl Complete SR Capable
|:| ] i#af'sg_!g‘ Gl Rama_-CatB503-01 W3-C5303 | 1022310 CISCD SYSTEMS  24-Jan-2007 10-Jan-2005
: 01:04: 49 Phd 04:00:00 Ph
1
Complete SR Capakle
O :ﬁs&g 90BN Boot aoenD WE-CES13 | 1022310 CISCO SYSTEMS  24-Jan-2007 | 10-Jan-2008
. 1 02:30:30 PM 04:00:00 PK
1
1 Y Complete SR Capable
F |i:1'nf'§|ég:'UDSKS CatBs00 WS.CES13 1022310 CISCO SYSTEMS  24-Jan-2007 1 0-Jan-2005
1= | 02:40:32 P 04:00:00 Phd
1
1 0 : 0 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0 0 0
1
1 Complete SR Capable
1
O, :;l?;:éepwzue JM-CAES0I0T WE-CESO3 102230 CISCO SYSTEMS | 01-Feh-2007  10-Jan-2008
P 1 08:11:37 P 04:00:00 Phd
i
o Complete =R Capable
|:| 1 ;?fé&‘.laDYQDS Jh-CatEs03-03 WS-CES03 1022310 CISCO SYSTEMS  01-Feb-2007 10-Jan-2003
=== 05:11:47 PM 0 00:00 Ph
fopr——
| #1 ftems found, displaying 10 15.1
. [FirstPrew] 1, 2, 3 [Nextast I
L
&
Delete Devices &
Smart Call Home User Guide
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Step1  You can select one of the following navigational options or change the content on
this page:

» Click one of the tabs ) to go to that respective section of Smart Call Home.

* Click one of the registration functional areas ¢ ~1 to go to the page for that
respective function.

e All the columns can be sorted by specific column, by clicking the column
header. ™] All the entries in the table are sorted, not just the entries displayed
on the current page.

o If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

Do the following steps to perform the associated functions on this page:

Step2  You can use the Search List fields |7, change what devices are displayed in the
table.

Step3  To edit device preferences, or edit a device contract and change the contract
associated with the device registration (this contract will be used by the
application to create Service Requests) move your mouse over the corresponding
info icon; 17 a popup window appears (see following figure).

Automatic Service Requests: Yes
Contract for SR Creation: 1022310
SR Contact Person: Sch TestOne
Receive Email Hotifications: Yes
Emails Sent To:
sch_test_201@yahoo com

Edit Device Preferences :-@

Edit Device Contract > (B

184245

Note  There are two edit options on the popup window:
» Edit Device Preferences. (1)
+ Edit Device Contract. (B)

Smart Call Home User Guide
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Edit Device Preferences

Edit Device Preferences allows you to set the preferences for Service Request
creation and email notifications for Call Home messages that have been received
and processed by Smart Call Home. To edit device preferences perform the
following tasks:

Smart Call Home User Guide
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Step4  On the previous Info popup window click Edit Device Preferences; © the Edit
Device Preferences page appears.

Smart Call Home Profile

The page allovws you to override the default settings for Molifications and Service Request (SR) creation at a

Company and Device level,
An* denctes a required field.

Preferences
Preferences for:

Automatic Service
Request Creation:

Receive Email
Hotifications:

Company:
CISCO SYSTEMS

Hostname: *

@'O All Hosts in the Company
@@ A Specific Host

(@) 6S1_AST-6508-01 v

:Oﬂo :

1 @Y&s (default) |

SR Contact Person®
(@ | sch_test_sot v/
I & user is not listed above, they are not registered as an

Administrator in Smart Call Home or they do not have the required
contract(s) in their profie. The uzer can add the reguired

contract(s) to their CCO profile using the CPR Profile Update Tool,
OO OO OO O O D

1 Ono

1 Turning off notifications only applies to Call Home messages
I that do not trigaer Service Requests to be created or updated.

'l (® Yes (default)
Select from the following email addresses:
schtest-coo@cizco com A~

sch_mieked@yahoo.com
sch_test_31@yahoo.com
sch_uatbeta_009@vahoo.com ¥

Alzo send to these email addresses:

®| |

Comma separate addressess

O submit || cancel |

184247
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Step 5

Step 6

Step 7

Note

Step 8

Note

You can select one of the following navigational options and go to another page:
» Click one of the tabs ) to go to that respective section of Smart Call Home.

» Click one of the registration functional areas ¢ =1 to go to the page for that
respective function.

Do the following steps to perform the associated functions on this page; the edit
device preferences window lets you perform the following tasks:

Specify which device(s) you want this preference assigned to, perform one of the
following tasks:

a. Specify a preference for All Hosts in the Company (T}

b. Specify a Specific Host (2} and choose the corresponding host from the
drop-down list. (3)

Specify whether to activate the automatic Service Request (SR) creation feature
for the designated host(s) by clicking the corresponding No or Yes |7, radio
button.

When clicking Yes then also choose the designated SR contact person from the
drop-down list; (3) only one entry can be chosen.

Activating the Automatic Service Request Creation automatically generates
service requests when events of interest occur that are flagged for SR action in the
profile.

By default, automatic Service Request creation is activated when a device
registration has been confirmed. The person confirming a device registration will
be, by default, the Service Request Contact Person for the device.

Specify if email notifications will be sent by clicking the corresponding No or Yes

radio button. |7

The email addresses in the list box (3) are the email addresses of people registered
to the company. The email address(es) need to be selected in order for the system
to send an email notification to the specified person(s).

Multiple persons can be selected by pressing the Ctrl key and choosing additional

Smart Call Home User Guide
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entries in the list box with the mouse. To select contiguous entries, select the first
email address in the list box then press the Shift key and select the last contiguous
email address, all items from the first to the last selected entry are selected.

To add more email addresses for email notification, in addition to those email
addresses already specified in the “Select from the following email addresses:”
list box, (5) enter the additional email address(es) into the “Also send to these
email addresses:” field. (&)

Note To add more than one email address, separate the email addresses with a comma
and a space (i.e. skeeler@cisco.com, ckells@cisco.com).
When you click Submit, (3) the additional email addresses that are specified are
not added to the “Select from the following email addresses:” list box; (3) the
additional email addresses stay in the “Also send to these email addresses:” field.
©®

Step 10  Click Submit (3) to have all the selections sent to Smart Call Home for
processing; clicking Cancel returns you to the previous page with no action
performed.
If you are having trouble editing device preferences then see Troubleshooting for
Edit Device Preferences for more information.
Edit Device Contract

Edit Device Contract allows you to associate a different service contract to the
device registration. When a device is covered by a service contract the application
will not allow you to change the contract used to register the device.

To edit a device contract perform the following tasks:

[ Version 2
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Step1  On the Registered Devices page (see Edit Device Preferences and Contracts)
move your mouse over the corresponding info icon; "= a popup window appears
(see following figure).

Awtomatic Service Requests: Yes
Contract for SR Creation: 1022310
SR Contact Person: Sch TestOne
Receive Email Hotifications: Yes
Emails Sent To:
sch_test_20@vyahoo com

Edit Device Preferences >(@

Edit Device Contract > (B

184245

Step2  On the Info popup window click Edit Device Contract; (E) Smart Call Home
displays a message indicating that it may take a few minutes to retrieve the
contract information.

Regstered Devices | Devvices Péending Registration | Transport Gatewways | Registerad Lsers

Edit Device Contract
This page alows you to change the contract this device is ertitled under

E Ratrieval of the contract information may take several minutes. Ploase wait....

124210

After the retrieval of the contract is completed, the Edit Device Preferences page
appears
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Crverview | Redistration Mansgement Reports

Edit Device Contract
Thiz page allows you to changes the cortract this device is enfitled under .

An * denoles a required field.

Device Information: Company
CISCD SYSTEMS

Host Hame
RWL20_8503-P
Serial Humber
SALDS220RGE
Current Contract: Contract Humber
1022310
Entitlement End Date
01 -Feb-2005 04:00:00 P
Select llew Contract:*  Corfract Number Entitlement End Date Compariy
@@ 2926856 13-Aug-2007 050000 PM  C1SCO SYSTEMS

Oyzgapaze  17-Nov-2009 035958 PM  CISCO SYSTEMS
O osraary  30-Dec-2007 04:00:00 PM 566 SVSTEMS
O2334s3¢  -Feb-201010:2230PM  CISCO SYSTEMS

@[sem] [cmen

1ad24a

You can select one of the following navigational options and go to another page:
» Click one of the tabs ) to go to that respective section of Smart Call Home.

e Click one of the registration functional areas ¢ ~1 to go to the page for that
respective function.

Do the following steps to perform the associated functions on this page:

If a contract is available, click the radio button for the new contract @ you want
associated with the selected registered device.

If no contracts are available you will see a message stating “No additional contract
found for this Device”; see Device Registration Overview for more information
about contracts and registering devices.

[ Version 2
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Step 5 After selecting the new contract click Submit, (Z) the Registered Devices page
appears with a successful edit message; clicking Cancel returns you to the
previous page with no action performed.

Eegishation Managsmant
Registered Devices | Devices Pending Reqgistration | Transport Gateways | Registered Users

Jevice Registration edited successfully REG-INFO00012: The device registration for device for company
M5 has been updated successfully with the selected contract 2334634

1242432

If you are having trouble editing device contracts then see User Registration
Troubleshooting for more information.

Delete a Device Registration

A customer can delete device completed registrations for those devices they have
a completed user registration; the customer needs to be registered as an Admin for
the company.

To delete a device registration that is associated to a device, perform the following
steps:
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Registered Devices

Wanage your registered devices below. Mouse over the "Infof= icon to view and edit device settings, such as registration information,

notifications, and service request preferences.

Pleaze note that the Edit Device Contract function may take several minutes to load.

Use an ™" as wildcard character for the partial search.
[om = = ——— —

ISealch List: Host Mame: Fortrad ) ;ompanv’: 1
" | | (Ciscot | :
: Registration Status: Entitiement Stetus: 1
i Select One v | | Setect one v :
: Search :

[ =iserial Number

§ B0 02
#|rifof!

B9 06D
O

: snfof?

: — lJaB032005KS
ED #|rifof=
Poio 0
Pl 0
: — fFocossovzog
: O *Infof”

: — iFocossovzos

Delete Devices @

Hozt Mame

Redistration Ertitlemert I

Product ID Cortract  Companry: Statuz Status 1
3 Date Stamp End Date
Complete SR Capable

Fama_-Catea03-01 Wi-CES03 1022310 CIS00 SYSTEMS | 24-Jan-2007 10-Jan-2003

JABOS1 B0EHD
Catfs00
0 0
0 0

Jrd-CathaE-0s

Jrd-CatfanE-0s

01:04:43 P 04:00:00 P

Complete SR Capable
WE-CEE13 102230 CISCOSYSTEMS  24-Jan-2007 10-Jan-2003
02:30:30 P 04:00:00 P

Complete SR Capable
WS-CEI13 1022310 CISCO SYSTEMS | 24-Jan-2007 10-Jan-2005
02:40:32 Phd 04:00:00 Fhd

0 1] 0 0 0 0 0 0
0 0 0 0 0 0 0 0
Complete SR Capakle

WE-CEIDE 1022310 | CISCO SYSTEMS  01-Feb-2007 10-Jan-2008
01137 PM 04:00:00 P

Complete SR Capable
WWE-CEI03 1022310 CISCO SYSTEMS | O01-Feb-2007 10-Jan-2005
05:11:47 Fid 0d:00:00 P

184248

You can select one of the following navigational options or change the content on

this page:

* Click one of the tabs ¢ to go to that respective section of Smart Call Home.

* Click one of the registration functional areas ¢ ~1 to go to the page for that
respective function.

[ Version 2
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Step 2

Step 3

Note

e Use the Search List fields ;7 to change what devices are displayed in the
table.

e All the columns can be sorted by specific column, by clicking the column
header. ™] All the entries in the table are sorted, not just the entries displayed
on the current page.

« If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

Do the following steps to perform the associated functions on this page:

Check one or more individual check boxes to the left of each device Serial
Number, i’} or select all the devices by checking the check box to the left of the
Serial Number column header.

After checking the check box(es), click Delete Devices; (I) Smart Call Home
displays a message prompt ensuring you really want to delete the registration for
the selected device(s), if you click OK then a message confirming a successful
deletion of the registration for the selected device(s).

When the device registration is deleted the Call Home messages sent by the device
will not be processed anymore. The system sets the device registration status of
the selected registration(s) to ‘Unregistered’.

User Registration

User registration is required for the following tasks:
* Viewing reports.
¢ Maintaining registered devices.
« Being specified as a contact for service requests.

This section provides an overview of the User registration process and describes
how the Smart Call Home web application lets you perform the following tasks:

e View Users.
e Add Users.
¢ Delete a User Registration.

» Restore an Expired User Registration.

Smart Call Home User Guide
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User Registration Overview

Note

A user gets registered to Smart Call Home and gets associated to a company. A
user registration is required for the following tasks:

* Viewing reports.
e Maintaining registered devices.

» Being specified as a contact for the service requests.

User registration occurs automatically during device registration confirmation,
for the user registering the device; the user becomes the administrator for the
device registration, by default.

This section discusses the following topics:
» Registration Processes for Users.
« User Registration Requirements.
» User and Administrator Functions.

e User Registration Task Pre-Reqgs.

Registration Processes for Users

A user gets registered to a company. There are two ways that a customer can get
registered to a company:

e A user registers them self, by confirming a pending device registration.
* A user registers others:

— A customer, registered as an Administrator, can register additional
customers using the web application.

— The to-be registered customer must have a contract in their Cisco.com
profile for that Company in case the person needs Administrator
privileges. A registration as ‘User’ does not require a contract in the
Cisco.com profile.

[ Version 2

Smart Call Home User Guide |




Chapter 3 Smart Call Home Web Application |

| Registration Management Processes

User Registration Requirements

A customer needs to be registered for a company in order to have access to the
device info for that company. There are 2 registration levels; administrator, which
gives the user administrator privileges for registrations and user.

User and Administrator Functions

A customer needs to be registered to a company to have access to the device info
for that company; there are two registration levels: administrator (which gives the
user admin privileges for registrations) and user.

A person registered as “Administrator” for a Company will be able to perform the
following tasks:

» Delete any device or user registrations for the Company.
« Edit device contracts/registrations for the Company.
« Edit device preferences for the Company.

« Be a Service Request contact person for any device registrations for the
Company; the Service Request contact person must have a contract in their
Cisco.com profile that can be used to register the device.

~

Note A “User” cannot perform any of these previous functions.

User Registration Task Pre-Reqs
The following requirements must be performed before user registration can occur
in Smart Call Home. The Cisco.com ID and contract requirements are:
e The new user must have a valid Cisco.com ID.

¢ To getregistered as an “Administrator”, the customer needs to have a contract
for that company in their Cisco.com profile.

» To get registered as “User”, customer is not required to have a contract for
this company in their profile.

Smart Call Home User Guide
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To perform any of the user registration processes you must first launch the Smart
Call Home web application.

Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Overview |
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Service Center of any issues before they can affect your business.
Leamn maore

Please visit the link to download Transport Gatewsy

Plaase visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.

Registered Devices
Devices Pending Registration

Transport Gateways
Reports

Get information about registered devices and their call home messages

Device Report
Call Home History Report
MNetwork Summary Report

=
Lo
-l
=+
oo

A customer can view those user registrations that are associated to the same
Company as the customer. To view all the registered users, perform the following

steps:
There are two ways to get to the Registered Users page:
 If you are on the Overview page click Registered Users. (1)

» If you are not on the Overview page, click Registered Users. ¢ =1

Overview Reaistration Management

S . o . A . s hY
Registered Devices | Devices Pending Registration | Transport Gateways | Reaistered Users §

184251

[ Version 2

Smart Call Home User Guide |




Chapter 3 Smart Call Home Web Application |

| Registration Management Processes

In both cases the List of Registered Users page appears where you can add and
delete users.

Reqistration Management

List of Registered Users

User registration is required to maintain registered devices, be specified as a contact for service requests, and view reports.

Use an ™" as wildcard character for the partial search.
Search List: Cisco.com ID: Company: Function:

Select Ore v |

Registration Status:

[ select one v
| Search |

B s
[J) Cisco.com 10 User Name Company Service Funclion Req. Status Time Stamp l

Smart Cal Pending Legal 15.Feb-2007

O sch_test 308 Sch TestEight CISCO SYSTEMS User Agreement 022832 AM

5 Smart Call . 23-Feb-2007

£ch_fest 31 Sch Testthityone  CISCO SYSTEMS Agdmin Completed 10:4225 AM

Smart Call 26-Jan-2007

[0 sch_test_310 Sch TestTen CISCO SYSTEMS User Completed 11:35:48 AM

Smart Call 16-Feb-2007

[0 sch_test 313 Sch TestThirteen  CISCO SYSTEMS User Completed 01:07:08 AM

Smart Call 05-Feb-2007

O  sch_test_315 Sch TestFifteen CISCO SYSTEMS Admin  Completed 0220:44 PM

0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0

Smart Cal 23-Feb-2007

[0 | skeeter Scott Hesler CISCO SYSTEMS I User Completed 04:21-55 PM

Smart Cal 23-Feb-2007

|:| shesler Scott Hesler CISCO SYSTEMS User Completed 04:21:55 PM

.y
| 30 tems found, displaying 16 1o 30.
FirsiPrev] 1, 2 [NexdiLast]

:E

184252

Delete User | | Add User

Step3  You can select one of the following navigational options and go to another page:
» Click one of the tabs ) to go to that respective section of Smart Call Home.

e Click one of the registration functional areas ¢ ~1 to go to the page for that
respective function.
Do the following steps to perform the associated registered user functions on this
page:
Step4  There are several ways that you can change the view of the registered users that
are listed on the page:
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You can enter data into any or all of the search parameter fields; ¢ in the
Cisco.com ID and Company fields you can enter the whole name or use a
portion of the name with a wildcard, an * (asterisk), as part of the name.

All the columns can be sorted by a specific column by clicking the column
header. 7] You toggle between ascending and descending order each time
you click the column header. All the entries in the table are sorted, not just
the entries displayed on the current page.

If there are more entries than can fit on one page, then use the navigational
aids ™ to see entries on other pages.

There are two scenarios in which a user registration can be submitted to Smart
Call Home:

The Smart Call Home system can create a Customer Registration for a
customer who confirmed a device registration that is linked to a Company
they are not yet registered to.

A customer can register additional persons to one or more Companies, which
the logged-in customer is registered to.

Note  If the user needs to be registered as an administrator or is going to confirm a
device registration then the to-be registered person must have at least one suitable
contract that allows registration in Smart Call Home. The Company in this
contract must be a company that the logged-in customer is registered with.

[ Version 2
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Step 5

The first scenario is covered in more detail in the Device Registration section.
This following section will discuss the second scenario. To add a user, perform
the following steps:

Oivarview

Registration Management Reports

Smart Call Home Alerts You in Real-Time e

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Service Center of any issues before they can affect your business.

Learn more SRNIRK N

Avallability
3 Leam Maore

Please visit the link to download Transport Gatewsy
Please visit the link to download User Guide
Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Ragistered Davices

Devices Pending Registration
Tranzport Gateways
Registered Users E}
Reports

Get infarmation about registerad devices and their call home messages
Call Home History Report
Metwiork Surnmary Report

=
L
o
=r
oo
=

Go to the List of Registered Users page; there are two different ways to get to the
Registered Users page:

 From the Overview page click Registered Users, (1) OR
« If not on the Overview page, perform the following tasks:

— Click the Registration Management tab (if not already there); the
Registration Management page appears.

— On the Registration Management page, click Registered Users. ¢ =3

| Smart Call Home User Guide
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e Reqistration Management
{Resistered Devices | Devices Pending Registration | Transport Gateways | Registered Users )

List of Registered Users

User registration is required to maintain registered devices, be specified as a contact for service requests, and view reports.

Use an ™~ as wildcard character for the partial search.
Search List: Cisco.com ID: Company: Function:

[ Select Ore v |

Registration Status:

| Select one v
[ search |

List of Registered Users

User registration is required to maintain registered devices, be specified as a contact for service requests, and view reports.

Olossns e  com e fem mdas  mom |
O] schtest_308 Sch TestEight CISCO SYSTEMS m T m@“ ;g;;bnzﬂ
sch_test 31 Sch Testthirtyons CISCO SYSTEMS m Cal Admin Completed 33‘:;”2-52:::
O] schtest_310 SchTestTen CISCO SYSTEMS m ol User  Completed mﬁ;
O] schtest_313 SchTestThirteen  CISCO SYSTEMS m ol ser  Completed ;;‘“gggﬂ
O] schtest 315 SchTestFiftesn  CISCO SYSTEMS pmatCal  admin  Comgleted b
1] 0 0 0 1] 0 0 0 0 0 0 0
1] 0 0 0 o 0 0 0 0 0 0 0
0] skester Scolt Keeler CISCO SYSTEMS SetCol User  Completed Fosbarrel
O skeeter Scolt Kesler CISCO SYSTEMS m ol ser | Completed 3";';5“?:

lisoren 1 2eaest |

Delete User J|_add User KD

184254

Step1  You can select one of the following navigational options or change the content on
this page:

* Click one of the tabs ¢ to go to that respective section of Smart Call Home.

» Click one of the registration functional areas ¢ =1 to go to the page for that
respective function.

*  You can enter data into any or all of the search parameter fields; () in the
Cisco.com ID and Company fields you can enter the whole name or use a
portion of the name with a wildcard, an * (asterisk), as part of the name.
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e All the columns can be sorted by specific column, by clicking the column

header. ™] All the entries in the table are sorted, not just the entries displayed
on the current page.

o If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

Do the following steps to perform the associated functions on this page:

Step2 At the bottom of the List of Registered Users page, click Add User; (1) The Add
User: Step 1 of 2 page appears.

Onverview Reqisiration Management
Registered Devices | Devices Pending Registration | Transport Gateways | Registered Users

Add User: Step 1 of 2

To register one of your colleagues for the Smart Call Home senvice, please enter his or her Cisco.com ID and
click on the Continue button

A™ denotes a required field

= Back [contine J®

184255

Step3  Enter the Cisco.com ID (i.e. ckells) of the user you want to add, into the
Cisco.com ID: field. |3

Step4  Click Continue; (1) the Add User: Step 2 of 2 page appears.
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Redistered Devices | Devices Pending Redistration | Transport Gaterways | Redistered Users

Add User: Step 2 of 2

Select the appropriste user type for each entitled company in the table below.
Some users may not have Administrator privileges for all companies and locstions.
Companies for which a user is already registered cannct be selected

Cisco.com ID: ckells
Full Hame: Christopher, Kells

|:| Company %SF]E; Service Administrators

I 1 CISCO '_] Simart Call
W h'd
J SYSTEMS I User 817 Home sch_test_301 sch_test_305

< Beck (continue J®
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Step 5 Check the check box ;= that is adjacent to the Company.

>
Note  Checking the check box of the Company ;= activates the drop-down list
for the User Type field. |7

Step 6  If more than one user type is available in the drop-down list, choose the user type
you want assigned to the new user.

~

Note  Default is User; the Administrator option is available only when the to-be
registered person has contracts in their profile for the Company.

Step 7  Click Continue; (1) the List of Registered Users page appears.

Smart Call Home User Guide
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Note

Registered Devices | Devices Pending Reqistration | Transport Gateways | Registered Users

User registered successfully.

REG-INFO-00004:; The user has been registered successtully. Since this person has no valid contracts in hisfher profile
for the selected Company, hefshe cannot be assigned as Service Reguest contact person for any of the Company's
devices.

List of Registered Users

User registration is required to maintain registered devices, be specified as a contact for service requests, and view reports.

-Use an ™" as wildcard character for the partial search,

Search List: Cizco.com ID; Company; Function:
Select One v
Registration Status:
| Select One v
| Search
[ cisco.comid Lser Name Company Service Function Req. Status Time Stamp
Wois 8 cois uste pies g oo ade g _|
CISC0 Smart Call 01-Mar-2007 00:14:02
Dl chells Christopher Kells | SvsTems ’ User Completed ™
o ] ] 1] 0 [] 0 0 ] o o ']
o 1] 1] o] 0 0 0 0 0 ] o ]
CISCO Smart Call Pending Legal 29-Jan-2007 0206:42
[0 sch_test_304 Sch TestFour i Adin e i
QsCo Srnart Call 16-Feb-2007 00:3357
O sch_test_s0s Sch TestFive SveTEMS Admin  Completed Prd

P — —— —_
A

Rems found, displaying 1 1o 15,

Mufedlzinkile

184257

Delete Lser Add User
e ————————

Smart Call Home updated the following info on the previous List of Registered
Users page.

» The top of the page has a user added confirmation message displayed.
* The user (i.e. ckells) ;7 has been added to the list of registered users.

The navigational list =] has been updated by two items (from 30 items to 31), to
reflect the new user entry.

The table entry contains the following user information:

e Which company the user is registered.

| Smart Call Home User Guide
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Name of the service that performed the registration.

The associated function the user has with the company (user or
administrator).

The status of the user registration (Completed or Pending Legal Agreement).

Date and time the registration occurred.

If you are not able to add a user, see User Registration Troubleshooting for more
information.

Delete a User Registration

A customer administrator can delete only those user registrations that have the
same Company as the one that the customer has a completed user registration for.
When you delete a user’s registration to a particular Company; the deletion does
not affect the registrations for the same service with other companies.

To delete a user registration to a Company combination, complete the following
steps:

[ Version 2
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Eegistration Management

List of Registered Users

User registration iz required to maintain registered devices, be specified as a contact for service requests, and view reports.

Use an ™" as wildcard character for the partial search.
Search List: Cisco.com I Company: Function:

[ Select one v |

Registration Status:

| Select One |
j Search
I:][C:Iseo.com [+ User Name Compal Service Function Req. Status Time Stam)
Cisco.com ID User Name Lompany SEnvIce Function Req. Status Time Stamp
- —— —— — s — — . —_—— —— = e
: Christopher & CISCO Srnart Call 01-Mar-2007
j 1 |clells Kells iSYSTEMS Home  USBT  COMPEIRD  gpq400pm
) ) ’ CISCO Smart Call 16-Feb-2007
[ gurvsing Gurvinder Singh SYSTEMS  Home User Completed 02:22:54 PM
MIEKE CIsCO Smart Call 01-Mar-2007
0O | miefrede FREDERICKX  SYSTEMS Home  US€7  Completed 01:13.05 AM
0 ] 0 0 o 0 0 0 0 0 0 0
o o o o o o o o o o 0 [
CISCO Smart Call 20-Feb-2007
O sch_test_300 Sch TestZero SYSTEMS  Home Admin Completed 063508 AM
CISCO Smart Call 0&-Feb-2007
[ sch_test_3o01 SehTestone | SveTEmMs Home Admin  Completed 00:15:04 PM
CISCO Smart Call . 21-Feh-2007
O sch_test_302 Sch TestTwo SVSTEMS Home Admin Completed 06'44°55 AM
CISCO Smart Call . Pending Legal  29-Jan-2007
O seh_test 304 Seh TestFOUr  ovsTEMS  Home AGMIN 4 greement 02:06:42 AM
) CISCO Srart Call 16-Feb-2007
O sch_test_305 Sch TestFive SYSTEMS | Home Admin Completed 00°33:57 PM
"31 tems found, displaying 1 to 15. |
(FirstPrev] 1, 2, 3(Newtilast]
@ 2
5
Delete User | | Add User | =

Step1  You can select one of the following navigational options or change the content on
this page:

» Click one of the tabs ) to go to that respective section of Smart Call Home.

» Click one of the registration functional areas ¢ =1 to go to the page for that
respective function.

* You can enter data into any or all of the search parameter fields; () in the
Cisco.com ID and Company fields you can enter the whole name or use a
portion of the name with a wildcard, an * (asterisk), as part of the name.
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e All the columns can be sorted by specific column, by clicking the column
header. ™] All the entries in the table are sorted, not just the entries displayed
on the current page.

o If there are more entries than can fit on one page, then use the navigational
aids ™ to see entries on other pages.

Do the following steps to perform the associated functions on this page:

Step 2 In the previous table of users, check the check box adjacent to each user you want
to delete (i.e. ckells). '}

Step3 At the bottom of the List of Registered Users page, click Delete User; (1) a
prompt appears, telling you the result of the delete action and asking if you are
sure you want continue with the delete.

=

[JavaScript Application]

[ Once areqgistration is deleted, the owner of the deleted registration will no longer have access to
2_/'—/1 Smart Call Home For the company associated with the registration, Are you sure you wank to delete
the selected registrations{s)?

| O | ’ Cancel ]

184239

Step4  Click OK to delete the previously selected user(s); the List of Registered Users
page appears with the following successful delete information.
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Ovenviews Becisiralon Mensosmen I T
Registered Devices | Devices Pending Redistration | Transport Gateways | Registered Users

a1

13-Sep-200T: Registrations deleted successfully

REG-INFO-80087: The selected registrations have been deleted successfully.

List of Registered Users

User registration is required to maintain registered devices, be specified as a contact for service requests, and view reports.
Use an " a3 wildcard character for the partial search.

Search List: Cizco.com ID; Comgany: Function:;
[ | | |SelectOne v
Registration Status;
| Select one v
| Search
- N . Re.
[] cisco.comIn ~ User Name Company gervice Function Status Time Stamp
] | scstestuser2 dethrestestusertwo  MCROSOFT ot | Compiateg | 18002007
dethrestestusertwo  CORPORATION Home e 09 46:36 AM
Srmart =
: MICROSOFT : 01 -Mar-2007 | o
|:| migfrede MIEKE FREDERICK X CORPORATION E:‘Ime User Euxpired 011305 AM g

~

Note  The following information has been updated on the page:

The top of the page has a user deleted confirmation message displayed. |3

The user (i.e. ckells) has been removed from the list of registered users, for
this company.

Restore an Expired User Registration

A User registration expires when one of the following events occur:

A customer is registered as an Administrator and does not have anymore valid
contracts for the Company.

~

Note

Contracts in the user’s Cisco.com profile have either expired, or been otherwise
removed from profile.

| Smart Call Home User Guide
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e The warranty for the device has expired and the user does not have any
contracts in their Cisco.com profile for that Company. This is a case where
the user registration was created after confirming a device registration for a
device that was covered under warranty.

Registrations that associate a Customer, registered as ‘User’, with a Company will
not expire.

Customer Administrators whose user registration for a Company has expired
become Not Registered Customers for that Company. The administrators will not
be able to see any device reports or act as Service Request contact person for
devices registered for the same Company as the expired user registration. The
administrator will need to be re-registered using the user registration process in
the web application or they can register a device.

To restore an expired registration the administrator must do one of the following:

Either needs to get/buy a new contract that can be registered to the company, OR
Add an already existing contract for the company to his/her Cisco.com profile.

After performing the restore, the user needs to make sure that the contracts have
been added to the Cisco.com profile and then the user can be re-registered to
Smart Call Home.

Transport Gateway Registration

A customer uses the Smart Call Home web application to maintain existing
Transport Gateway registrations for which they are an administrator. A customer
has administrator privileges for a Transport Gateway registration when the
customer:

e Isregistered as the administrator for a company that is associated with the
Transport Gateway.

e Installed / registered the Transport Gateway.

By default, the person registering the Transport Gateway (the person who
installed the Transport Gateway) will be assigned the role of administrator for that
Transport Gateway registration. Each Transport Gateway registration requires at
least one administrator.

[ Version 2
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When the customer views the Transport Gateways on the Smart Call Home web
application, they view Transport Gateway Registrations for which they are
administrators.

This section provides the following information and also describes how the Smart
Call Home web application lets you perform the following tasks:

e Transport Gateway Registration Overview.

e View Transport Gateway Registrations (when logged in as an administrator).
» Search for Transport Gateway Registrations.

» Use the Mouse over function to view additional registration data.

* Delete Transport Gateway Registrations.

Transport Gateway Registration Overview

A Transport Gateway gets registered to Smart Call Home; the registration
associates the Transport Gateway to a company. The association occurs when the
Call Home messages start getting sent to the backend via the registered Transport
Gateway.

Transpor Gateway Registration

% . Register Transport Gatewsay
: Transpon Gakrway Application
Custoaner

\‘ Resel TG Password

| Administer TG Registration -
— Smart Call Home
¢ YWeh Application
Customer Delete TG Registration
=

184261

A customer (not registered or registered for Smart Call Home) can register a
Transport Gateway. The Transport Gateway registration process occurs at the end
of the Transport Gateway installation. To register the Transport Gateway the
customer enters the following information:

e Their Cisco.com id and password.

Smart Call Home User Guide
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¢ Transport gateway name.
e Optionally, a transport gateway description.

Entering this information generates a password and ID for the Transport Gateway,
which is stored in the Transport Gateway and will be used to authenticate the
transport gateway when sending messages to the backend.

Smart Call Home users get administrator privileges for a Transport Gateway
registration based on their user registrations to a company for which they are
assigned the Administrator role. Only customers that are registered as an
administrator for a company will have access to the Transport Gateway
registrations, for that company. Customers registered as User will not have access
to the Transport Gateway overview.

Administrator Registration to a Transport Gateway

In order for a customer to view the Transport Gateway registrations on the Smart
Call Home web application they need to have the following items:

* A valid Cisco.com ID.
* Be an administrator of the Transport Gateway.

There are two ways that a customer can become an administrator of a Transport
Gateway:

e They are registered as an administrator for the Company that the Transport
Gateway is associated.

e They are the user who installed and registered the Transport Gateway; by
default they become the administrator.

A customer Administrator can use the Smart Call Home web application to view
or delete Transport Gateway registrations.

Viewing Transport Gateway Registrations

Anyone can register a Transport Gateway, as long as the person has a valid
Cisco.com ID and password; however, to view the Transport Gateway
registrations you must be an administrator. To perform any Transport Gateway
registration processes, you must first launch the Smart Call Home web
application.

[ Version 2
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Step 1

Step 2

Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Oiverview

Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Service Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gatewsy
Plaase visit the link to download User Guide

Registration Management
Finalize device registration, customize preferences, register users and manage transport gateways.

Begistered Devices

Devices Pending Registration

Transport Gateways

Registered Users @

Reports

Get information about registered devices and their call home messages
Device Report

Call Home History Report

Metwork Summary Report

[l
w
I
=+
o

To complete the registration for a device that has a “Pending Registration” status,
perform the following steps:

There are two ways to get to the Transport Gateways page:
« If you are on the Overview page click Transport Gateways. (1)

» If you are not on the Overview page click Transport Gateways. ¢ ~

Overview Registration Management

184263

Recistered Devices | Deviods Pending Registration | Transport Gefeways) Resistered Users

e

In both cases the Transport Gateways page appears.
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Search for Transport Gateway Registrations

The default view is to display all the Transport Gateway registrations of which
you are an administrator. To find then see a more selective view of the Transport
Gateway Registrations use the Search List function and perform the following
steps:

E et
Redisterad Devices | Devices Pending Redistration | Transport Gateweays | Bedistered Users
Transport Gateway Registrations

Manage your Transport Gateveay Registrations below, Mouse over the [nfo icon to view additionsl information such s the
description and list of sdministrators.

__________________________________________ -
: Search List: Tranzport Gateweay Mame: Company: I
| |
| Transport Gateseay Id. I
1 (D 5C73 |
I |
I Search @ I
e o Ee EE EE O EE EE EE N BN W N EE N SN M M SN NN M M N SN SN M N NN NN M M N SN NN M W NN NN W EE EE E 4
|:| :J?aﬂz i e D Info Company Rediztration Status
Tranzport Gatesway [0
. g(\:-’?_;GDB'I =2 Info CISCO SYSTEMS Completed
O 2(\;{;@051 Cu Info CISCO SYSTEMS Completed
F z(\:fﬂTGDm E Infa CISCO SYSTEMS Completed
Z
Delete Registration %

Step3  In the Search List fields ;7 specify information in one or more of the following
fields:

+ In the Transport Gateway Id field (1) enter a portion of the id you want to see
a view of (i.e.SC73).

Note  The text you enter in either of the previous search fields are text sensitive;
however, wildcards (an asterisk *) do not need to be used with entered text.

e [If there is more than one company displayed, press the Company field
drop-down arrow ¢ ~» and choose the company you want to use.

Smart Call Home User Guide
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Step4  Click Search; (2) the Transport Gateway Registrations page is refreshed and
shows those Transport Gateway Registrations that match the search criteria you
specified; the page shows only those ids that start with SC73.¢ T».

& ment

Reuvistered Devices | Devices Pending Recistration | Transport Gateways | Registered Users

Transport Gateway Registrations

Manage your Transport Gatevway Registrations belowe . Mouse over the Info icon to views additional informstion such as the
description and list of administrators.

Search List: Tranzport Gateway Mame: Company:

Tranzport Gateway o

L ECTE )

Search

[ame

Transport Gatewary D Info Company. Registration Status
Transport Gateway D
O l"zlé%} ?51 ao7 Info CISCO SYSTEMS Completed
[
5
Delete Registration g

Using the Mouse-Over Function

To view additional data about a Transport Gateway registration use the Mouse
over function on the icon.

Step5  Move and hold your mouse over the 7f[7}- icon of the Transport Gateway you
want more information about; a popup window appears with the following
information:

Description
TG Test

Administrators

sch_test 317 sch_test 320,
sch_test 319 sch_test 300,
sch_test_315 sch_test_318,
sch-mieke | karkanna ,
sch_test 301, sch_test 31

184267

e A description of the Transport Gateway.
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* A list of userids that are administrators of the selected Transport Gateway.

Deleting a Transport Gateway Registration

A customer can delete a Transport Gateway registration for which they are an
administrator. To delete a Transport Gateway Registration perform the following

steps:
Registered Devices | Devices Pendin istration | Transport Gateways | Redistersd Users

Transport Gateway Registrations

Manage your Transport Gatewsy Registrations below. Mouse over the Info icon to view addlional information such as the
description and kst of administrators.

Search List: Transport Gateway Name: Coumpany”
| Select One w
Transport Gateway Id
SCT3
Search
mm_w Info Compary Recistration Status
MO s Info CISCO SYSTEMS Compisted

Delete Registration @

184265

Step1  Check the check box (1) that is adjacent to the Transport Gateway Registration
you want to delete.

Step2  Click Delete Registration; (Z) a pop-up message indicates that the selected
Transport Gateway registration will be deleted.

I

The page at hitp:{/tools-stage.cisco.com says:

(% Deleting a Transport Gakeway registration will prevent the Transport Gateway from sending data to
- the Cisco backend. &re you sure you want to delete this registration #

| Ok | ’ Cancel ]

184269

Step3  The selected Transport Gateway(s) are removed from the list.
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Step4  The system displays a Ul message indicating that the selected Transport Gateway
registration has been deleted successfully and if there were other administrators
assigned to the registration, they have also been notified.

Step 5 Click OK to continue processing the Transport Gateway registration deletion; the
Transport Gateway will be removed from the Transport Gateway registration list.

Report Generation

Reports are only available for registered devices and when a customer is
registered to one or more companies, they can view the reports for the devices
registered to those same companies.

This section explains how to perform the following tasks:
e Access the two different types of Reports:

— Device Reports — contains detailed inventory information on the
customer’s registered device(s), provides information about the device’s
registration contact and the device’s latest Inventory and Configuration
details.

— Call Home History Report — provides access to the different Call Home
messages, and the processed results on those messages, sent within the
last three months.

* Specify Report Criteria to generate reports for specific devices.

¢ Obtain information about View Device Details, contacts, and different types
of messages.

Device Reports

The Device Report lets you search for, and get access to, all the inventory and
configuration data for a device. The data for this report is retrieved from the
Inventory and Configuration Call Home messages.
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Note  The customer must be registered to at least one Company, and a customer can
view the Call Home History report for only their registered devices.

If a device is not registered anymore, because of one of the following reasons,
then the report is not accessible for this device:

» The device registration was deleted (status 'Unregistered’).
e The device has a pending device registration.

» The contract used to register the device has expired and hence the device
registration has expired.

When the device is successfully registered then the report will be accessible again.

This section describes how to perform different Device Report processes on the
Smart Call Home web application and explains how to perform the following
tasks:

* Generate Device Reports and obtain information about the device.

* Specify Report Criteria and filter the list of devices you want a report on.
e View Device Report Results.

¢ View Device Details.

To perform any of the report processes you must first launch the Smart Call Home
web application...

Smart Call Home User Guide
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Step 1

Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Regi Management

Smart Call Home Alerts You in Real-Time

Resolva technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Semvice Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gateway

Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Begistered Devices

Devices Pending Registration

Transport Gateways

Registered Users

Reports

Get information about registered devices and their call home messages
Device Report

Call Home History Report

Metwork Surmrmary Report

=
-
]
=t
ow

There are two ways to get to the Device Report page:
+ If you are on the Overview page click Device Report. (1)

e If you are not on the Overview page, click the Reports tab; ¢ the Device
Report page appears where you can specify your report criteria.

Generate Device Reports

Call Home messages are sent periodically, these messages include inventory and
configuration information:

» Inventory messages from a device are used by the Smart Call Home web
application to display device detail information and for generating device
reports.

» Configuration messages are used by the Smart Call Home web application to
generate configuration data on Device Reports.

| Smart Call Home User Guide
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Specify Report Criteria

This page lets you specify search criteria to generate a Device Report.

Crarviewy Registration Mansgement

Device Report | Call Home History Report | Metvwork Summary Report

Specify Report Criteria @ ®

An * denctes & required field.
Use an " as wildcard character for the partial search. ®

Company:' e )

Hast Hame:

==
Serial Humber: | sal* @ :
|
I

Chassis Product ID: |
Card Product ID: |

Card Serial Humber: |

! Run Report @

Step2  You can perform one of the following navigational options on this page:

184271

» Click one of the tabs ) to go to that respective section of Smart Call Home.

+ Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

+ Click Network Summary Report (2) to go to that page.
Do the following steps to perform the associated functions on this page:

Step3  Choose a company from the Company drop-down list ¢ ~3 for which the customer
has a completed user registration, or choose All to see device reports for all the
Companies the customer has registrations.

Note  The All option is available only when the user is registered to more than one
company.

Step 4  Optionally enter one or more of the following search criteria: |3

* Host Name — full or partial host name (case insensitive).

Smart Call Home User Guide
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e Serial Number — full or partial serial number (serial number of a chassis)
(case insensitive).

* Chassis Model Name — full or partial name can be used to register the device.
e Card Model Name — full or partial name.

« Card Serial Number — full or partial serial number.

Note Use wildcards %) to refine your search (i.e. sal*); (&) the results on the next
Smart Call Home page display only those devices that have a serial number that
starts with “sal”.

Step 5  Click Run Report, () the Device Report Results page appears.

When the web application indicates that no data could be found, see Device
Report Troubleshooting for more information.

View Device Report Results

This page displays those entries that match the search criteria specified on the
Specify Report Criteria page.
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Device Report | (ol Home Hestory Regont | Natwork Summary Report [0)
DeviceReportresuts O T
Imum |
Oosroien SR progetp MM owveon - Py S
'W| Ri-1 Tantrey 1 SYSTOEI-'S WSCBS13 1.0 12 2(SERRA_NTEG_070917) Z:‘!'smm :?05:",}022:: :1225;&2.2?-;
:Sﬂ@IQJ!QK:CALOSSESO‘ f:‘::i g WECBSI3 10 122(SERRA_NTEG_070ety) 13529903 | 14-Sep. 2007 | 14.-Sep-2000
|
| Q l [+] [+] o [+] o (o] [+] o o [+ ] o
: [+] | o] [+] o o] o o [+] o o [+] [+] o
| | Ciseo
| | Systems
[EALIOIFPOE | RvLs_sevT.es03.03 E:O:’:m g?ﬁ?sms WS.CESIS 14 122(SERRA_INTEG_070208) 357 =-04 fff;‘;gﬁ g;’”@’iﬂ;
! I o
20 tems tound, aspherg 110 151
IFvatPred] ) 2liesthastl
Export Cat Home Report ([ Eacel |__FoF )
| Rmmewrepon T T T T T T T T ]
AN dendtes & requred fiekd, .
Use an ™= as widcard character for the partial search. I
| company: rm = |
* Host Name: .
Serial umber: ol I
Chassis Product ik b
+ Card Product ID: !
I Card Serial lumber: Iw
b
T R e S R £l
The Selection Criteria area ™] of this page indicates what selection criteria were
used to obtain the displayed results (i.e. Serial Number - sal*). | =

S,

Note  Notice that the search parameter “sal*” did not need to match the case (upper or
lower case) to be successful in the search; however, an * (wildcard) needed to be
used, since the whole parameter name was not spelled out.

Step1  You can perform one of the following navigational options or change the content
on this page:
» Click one of the tabs ) to go to that respective section of Smart Call Home.
Smart Call Home User Guide
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Step 2

Step 3

Step 4

Step 5

» Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

« Click Network Summary Report (I) to go to that page.

e All the columns can be sorted by specific column, by clicking the column
header. ™] All the entries in the table are sorted, not just the entries displayed
on the current page.

o If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

Do the following steps to perform the associated functions on this page:

See the device details on a specific device by clicking a device in the Serial
Number column; ;7 this displays the Device Details page for the selected device.

Export the Call Home Report to either an Excel or a PDF format, ) by clicking
the corresponding option at the bottom of the report page.

You can specify different report criteria at the bottom of the page, ™] this area
contains the current criteria (serial number = SAL%*).

Click Run Report, () the Device Report Results page appears that match the
new specified parameters, if entered in the previous step.

View Device Details

Step 1

To view the details of a specific device in Smart Call Home, perform the following
steps:

On the Device Report Results page, click a device in the serial number column;'=
this displays the Device Details page.
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Overview Registration Management Reports
Device Report | Call Home History Report | Network Surtimary Repar @

Device Details
< Back to Report Resuts (3)

R R

| Device Details: Serial Humber: Host Hame: I
I FOX053907v A Ut 1

| 2how Detad
I
| Hardware Module

I§hgw Detad
I

1
1

[

1

1

[

1

| Hardware Submodule |
:‘Rhow Datad :
: Power-Supphy :
1

1

1

1

1

1

1

1

1 Show Detad
|
| System

| Show Detad
I

| Configuration
|
I§hnw Detad
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This page has Device Details summary info, = which contains the Device serial
number and Host Name of the selected device.

You can perform one of the following navigational options on this page:
» Click one of the tabs ¢ to go to that respective section of Smart Call Home.

+ Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

+ Click Network Summary Report (2) to go to that page.

+ Click Back to Report Results, (3) which returns you to the Device Report
Results page where you can click a different device to see their details.
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Step 3

Contact Details

Step 4

Step 5

Do the following steps to perform the associated functions on this page:

Click Show Detail under one of the device detail options |7, to obtain more
information about the detail areas noted below:

» Contact Details

e Hardware Module

e Hardware Submodule
* Power-Supply Details
e Software Details

e Configuration Message

The Contact Details table |, contains information about the contact that
performed the device registration.

Contact
ficie Detad (@)
I R N Y R R RN, -
| Sontract Murnber Contact Name Contact Emad Contact Phone humber I
I
|

: 102230 Sch TestOne sch-test-coof@cizco.com

184274

G:@Dﬂ Call Home Report: xl Excel :y PDF)

Click the Show/Hide Detail toggle (1) under the Contact section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.

The Contact Detail table |7, contains the following information about the
registered device and the Service Representative, who registered the device:

* Contract Number — Contract Number used to register the device.

e Contact Name — SR Contact person first and last name.

¢ Contact Email — Contact Email address of the SR Contact person.

e Contact Phone Number — Contact Phone number of the SR Contact person.
Do the following steps to perform the associated functions on this page:

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.
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Step 6  Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

Hardware Module

The Hardware Module Details table ;= contains information about the hardware
modules of the selected device, if present.

Har dware Module
Hide Detail (T)
I e e e e e e e e e e e ey |
Modula Poris Card Type Broduct ID HAL B = ‘Serial Number Eart Number  Status M
Ddumier Revisi 1
Revision
B “
[} SFM-capable |
I 48 port = a7002 . 4
i 2| 4B o o0no0ome | YS-XB548-GETX 102 7.2(1) B.7(022)PW8 SALIOT1GIRH 73-3408-04 BO Ok 1
| RS !
I
I Supervisor |
| [ 2 Engine 720 WS-SUPT20-38XL 5.2 8.4(2) 12202007112 SAL1033XYI3 73-9766-03 BO Ok |
i (Active) I
: Pure 1
SFM-mode 16
7 - - ] 2 2 4 735081 1
| 16 otio00mp  VWSXESIB-CEC 18 122(18)S 122(2007112 SALOSIB4ES3 73-5051-08 DO Ok |
1 GBIC |
I
CEF720 8 port N o o
1 E 10GE with DFC WS-HETOB-10GE 13 Unknown | Unknonwn SADI0B00T2  73-9375-08 B PawrDown |
oo o e e e o e e e e e
K
(Emoﬂ Call Home: Report: 3] Excel | ﬂmF_) 2

Step 7  Click the Show/Hide Detail toggle (1) under the Hardware Module section name;
this toggles the option to Hide Detail (1) and shows the associated detail
information.

The Hardware Module Details table ;= contains the following information about
the modules plugged in this device:

e Module — Slot Number of module.

e Ports — Number of ports the module has.
» Card Type — Description of the type card.
e Product ID — Product ID of the device.

« HW - Hardware Version.

 FW - Firmware Version.

* SW - Software Version.

e Serial Number — Serial Number of the module.
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e Part Number — Part Number of the module.
+ Part Number Revision — Revision Part Number of the module.

» Status — Current operating status of the module.

Note The table columns can be sorted when you click a column header; ¢ =1 the
selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on this page:

Step 8  Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Step9  Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

Hardware Submodule

The Hardware Submodule table |7, contains information about the hardware
submodules, if present, on the selected device.

Har dware Submodule
Hicle Detai @
Vlodue: Sbiicade PO Paifaber Pailmos fevion smsituner - BN S, |
i 6 | Policy Feature Card 3 WS.FEK-PFCIBNL | 73-8070-10  AD SALID33YOYC 18 Ok :
I & MSFC3 Dsughterbosrd WE-SUPT20 73041006 AD SALIDZIXHAD 25 Ok |
: 7 Distribaded Forwarding Card  WS-FEH-DFCIBKL  73-884305 AD SALIOD29UBI 24 Ok :
] 9 Distributed Forwarding Card WWa-FEF00-DFC3C ¥3-9765-04 Al SALNMOEEI0) 10 F'llt'rDD\'.rnl
3
(Export Call Home Report: X Excel | <Al POF ) g

Step 10  Click the Show/Hide Detail toggle (1) under the Hardware Submodule section
name; this toggles the option to Hide Detail (1) and shows the associated detail
information.

Hardware Details (Sub-module) Details table |7, contains the following
information about the sub-modules plugged in this device:

¢ Module — Slot Number of the module containing the sub-module.
¢ Sub-Module — Name of the sub-module feature.
¢ Product ID — Product id of the sub-module.

* Part Number — Part number of the sub-module.
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* Part Number Revision — Part Number Revision for the sub-module.
* Serial Number — Serial number of the device that contains the sub-module.
e HW — Hardware version of the sub-module.

« Status — Operational status of the sub-module.

1@ The table columns can be sorted when you click a column header; ¢ =
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on this page:

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

Power-Supply Details

Step 13

The Power-Supply Details table |7, contains information about the power supplies
on the selected device:

Powier-Supply
Hicle Dot
Power Supply llumber i P i bt = LT |
|\ Manutacturer Product D Serisl Number i Revision
g g g Mumber =~ Revign _ _ _ Bevisen
1 - a0 AC power supply, Cisco Systems, | ..~ s = I
:4050 i b WE-CAC-4000W-INT | SNIOSSZBMJ0  34-1768-06  AD 14 |
1
& I AC pOnwer SUupD S0 yitems 2 -
12- 220v AC power supply, | CISCO SYSIeMS, |y cac 4000W.US | SMIOB4SBEE | 34-1684.08 | AD 14 1
1 4000 watt I .
S e e e e e e e e e e
(Expnn Call Home Report: xl Excel ﬂ PDF ) o
o

Click the Show/Hide Detail toggle (1) under the Power-Supply section name;
this toggles the option to Hide Detail (1) and shows the associated detail
information.

The Power-Supply Details table |, contains the following information about the
power supplies plugged in this device:

* Power Supply Number — Slot the Power-Supply is plugged into and the
power supply description.

e Manufacturer — The manufacturer of the Power-Supply.
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Step 14

Step 15

Software Details

e Product ID — Product ID of the Power-Supply.

e Serial Number — Serial Number of the Power-Supply.

¢ Part Number — Part Number of the Power-Supply.

¢ Part Number Revision — Revision Part Number of the Power-Supply.

 HW Revision — Hardware Revision of the Power-Supply.

Note  The table columns can be sorted when you click a column header; ¢~
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on this page:

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Click Hide Detail, (T) under the Power-Supply section name, to close the details
section

The Software Details table |, contains information about the software installed
on the selected device.
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Hidde Dedail

@

CPL: MPCES48_E, Wersion: 2.0, (nB30380020)
CORE: ES00, Version: 2.0, (0x80210020)

| Frocomeor; CPLM 200MHz, CCB:400MHz, DDR 200MHz, L1:
I D-cachue 32 1B enabled 1-cache 32 kB enabled
I Image lame: rep 204 Sipservices_dbg.m. 1 22-200711 08184048
|I(IS Version: 12 2(20071103:184048)
| Feature Set: P SERVICES
|IKIII| Version: 12.2(33r)SRE3
|mhumm 1835008K
IIO Memony: 131072k
[ ostall Memory: 1966080K
|llorb-wl-ﬂle 954K
Imﬂwm
Menmory:
ls;-mmnam SO04T72K
:N‘l’hﬂ Time: P OB AS2E0
L e
:symmmrm 1 week, 3 days, 17 howrs, 2 minutes
|Col'lflﬂ$beoiuer: 0x2
|MMTM Hormal Reboad
| Last Reload Reason: 1A
I Processor Uptime: 1 week, 3 days, 17 howrs, 2 minutes
Reset Reason: Last resat from power-on
(Expont Cail Home Report: 3] Excel | <] P )

5P

CPLE MPCES548_E_ Version: 2.0, (0xBOZS0020)
CORE: ES0D, Version: 2.0, (0:3021002070

CPUE 2008Hz, CCB4008Hz, DOR: 2006, L1
D-cache 32 kB enabled l-cache 32 kB enabied

rsp? 2043-jpservices_dbg.m 1 22. 2007 11081840438

122020071 108-184048)
IP SERVICES

12203 SRE3
1835008

107

1966080H

964K

5004724
025705 IST Tue Dec 11 2007
bus error at PC OxB249280

1 week, 3 days, 17 hours, 2 minudes
w2

Norinal Relosd

Linknician resson

A

Last resed from she resed
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Step 16  Click the Show/Hide Detail toggle (1) underthe Software section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.

This page contains the following information:
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Step 17

Step 18

Device summary info ¢ contains the Serial Number and the Host Name of
the selected device.

The Software Details table |7, contains the following information about the
software used in this device:

Processor — Type of processor.

Processor Revision — Revision number of the processor.

Image Name — Image name of the IOS.

IOS Version — Version of the IOS being used.

Feature Set — Name of the Feature Set.

ROM Version — Version of the ROM being used.

Amount of memory being used (in Kilobytes) for the following storage areas:
— Main Memory
— 10 Memory
— Install Memory

Non-volatile Configuration Memory

System Flash

Last Restarted — When the last restart of the device occurred.
Last Reset Reason — Reason for the last reset that occurred.
Uptime — Amount of time the device has been operational.
Config Register — Config Register number.

Boot Version — What boot version is being used, if applicable.

Do the following steps to perform the associated functions on this page:

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Click Hide Detail (I) to close the details section and toggles the option back to
Show Detail.
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The Configuration Details section contains information about the configurations

on the selected device; the configuration details will only be available when the
device has already sent at least one configuration message.

Configuration

Hide Detail @

This information is derived from the last Configuration message received by Smart Call Hi

Configuration Details: Last Configured

28-Feb-2007 02:00:00 AM
lmage Hame

$3223F-adventerprisekd_wan_dbg-ve. 1 22-sierra_integ_070123.5X47
Inage Featine

ADVANCED ENT SERVICES S5H (MODULAR)

WView Rimniniig Config = @
View Starfup Config >

Devdce Configuration:

Technologles & Featuwres:

This list of features is derived from the show running config and therefore m
features enabled by default

For a complete list of features, please refer to the Feature Navigator toal G
Technology = Sub-Technology = Fealures

Security and VPN
Authentication Protocols

Manual cut-and-paste cenificate enrollment
Public Key Infrastructure (PKI)
Cerlificate Authority (CA) Key Rollover
Public Key Infrastructure (PKI)
Certificate Revocation List (CRL)
Security Infrastruciure
QOCSP (Online Cerificate Status Protocol)
LAM Switching

Enhanced High System Availability

G0OLD - Generic Online Diagnostics

Step 19 Click the Show/Hide Detail toggle (1) underthe Configuration section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.
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The configuration details section contains the following information about the
configuration used in this device:

« Indicate when the last time the device was configured.
* Image name and feature.

» Provides hyperlink access to view the running config (Z) and startup config.

®

e Provides information about the technologies and features running on the
selected device.

Note  This list doesn’t include those features that are enabled in the device by default.

« Provides a link to the Feature Navigator tool, (3) which provides a complete
list of features for this I0S.

Do the following steps to perform the associated functions on this page:

Step 20  Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

Call Home History Report

The Call Home History Report lets you search for and get access to all the Call
Home messages that were sent from the Call Home device to the Smart Call Home
backend, within the last 3 months.

Note  The customer must be registered to at least one Company, and a customer can
view the Call Home History report for only their registered devices.

If a device is not registered anymore, because of one of the following reasons,
then the report is not accessible for this device:

» The device registration was deleted (status 'Unregistered’).
e The device has a pending device registration.

» The contract used to register the device has expired and hence the device
registration has expired.
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When the device is successfully registered then the report will be accessible again.

This section describes how to perform Call Home History Report processes on the
Smart Call Home web application and explains how to perform the following
tasks:

¢ Generate a Call Home History Report and view the Call Home messages and
message processing results.

* Specify Report Criteria and filter the list of devices you want a report on.
e View Device Details and message processing results.

« Export the Call Home Report to an Excel or a PDF format.

Generate a Call Home History Report

Step 1

To perform any of the report processes you must first launch the Smart Call Home
web application...

Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Req Management Report
Smart Call Home Alerts You in Real-Time L

Reszolve technical izsues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Serdce Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gateway
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Reqistered Devices

Devices Pending Registration

Transport Gateways

Registered Users

Reports

Get information sbout registered devices and their call home messages
Device Report

Call Home History Report ()

Metwork Surnmary Report

o
=]
o
=
=]
o=

There are two ways to get to the Call Home History Report page:
« If you are on the Overview page click Call Home History Report. (1)
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e If not on the Overview page then perform the following tasks:

— Click the Reports tab; ¢y (if not already there); the Reports page
appears.

— On the Reports page, click Call Home History Report.¢ ~»

Overyview Reuvistration Management

154361

In both cases the Specify Report Criteria page for the Call Home History Report
appears.

Device Report | Call Home Histary Report | Network Summary Report

Specify Report Criteria

An * denctes a required field.
Use an "* as wildcard character for the partial search.

| Company: LA v
I Host llame: (D) |
| Sevial Number: ® [

| Service Request Humber: @

Ilnclutle only messages @. O

|
|
| Message Type:* m v I
|
it I

Message Processed:* [ Start Date/Time:

I End DatefTime:

(o )®

The Specify Report Criteria page has several search criteria options available to
generate a Call Home History Report. There are two main areas where you can
specify search criteria to generate a Report:

» Selection Criteria |
* Messages Processed time frames ;=

Step 2 In the selection criteria area, j— you can perform the following options:
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« Keep the default settings of All for the Company and Message Type fields.

e Choose a company name from the drop-down list.

» Enter a Host Name (1) and / or Serial Number; (I} wildcards (an *) can be
used in both fields.

» Choose a message type from the drop-down list. The message type drop-down
list options are:

Configuration
Diagnostic
Environmental
Inventory

Test

« Can specify a service request number, {3) the number can be a full or partial
SR number.

« To see only those messages that raised a service request then check the
Include only messages that raised SR: check box. (@)

Step3  Inthe Messages Processed time frames area ;=—, you must specify a time frame that
is within 3 months of the current date.

The time zone that the time is displayed is US PST.

See Specify Messages Processed Time Frames for more information about how to
specify required time ranges to refine the search results for a Call Home History

Report.

Step4  Click Run Report; (G) the Reports Results page displays entries that match the
search criteria.

See Call Home History Report Troubleshooting for information about problems
with this report.

[ Version 2
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Specify Messages Processed Time Frames

The Messages Processed area ;7 lets you specify a time frame of when the
messages were processed by the Cisco Backend these time frame fields are a
mandatory area. The time frame dates must be within 3 months of the current date
and only those entries that are within the specified time frame will be displayed
on the results page. The time zone that the time is displayed in is, US PST.

Message Processed:" |_ Eargfgqﬁ[gn_ - _ _'i
|
| End Date/Time(PST) I -
, |2

The starting and ending dates and times are changed using a calendar tool that is
described below.

Display the Time Frame Calendar

Step 5

Click the calendar button, __ next to either the Start Date/Time field () or the
End Date/Time field; (Z) this displays a calendar where you can specify a new
date and time for the associated field.

The day displayed in the respective starting or ending date field is highlighted on
the calendar in a blue square; initially this will be the current day, until you change
the day.

1 January, 2007 X
“, <o Today e ¥
wk |Sun Mon Tue Wed Thu Fri Sat
52 1 2 3 4 5 &
1l 7 s 10 11 12 13

2| 14 15 16 17 18 19 20
3| 21 22 23 24 25 26 27
4| 28 29 30 31
Time: 00 : 00

Drag to move

184285
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Changing the Date

Step 6
Step 7

Step 8

~

Note

Changing the Time

Note

Step 9
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You have the following options to change the currently displayed date:
Click a different day within the currently displayed month.
Change the current month by doing one of the following items:

* Click < to go back one month or > go ahead one month.

¢ Click and hold the mouse button on < or, > this displays a drop-down list
where you can choose a previous month or future month, respectively.

Change the current month by doing one of the following items:

¢ Change the current year; click << to go back one year or >> to go ahead one
year.

¢ Click and hold the mouse button on << or, >> this displays a drop-down list
where you can choose a previous year or future year, respectively.

The time frames specified must be within 3 months of the current date.

The time, that is US PST time zone, appears in the following format:

Time: @ o0 : 00 @

+ The hours display area (I) has time frames that are between 00 and 23 hours
(11 PM).

+ The minutes display area (Z} has time frames that are between 00 and 59
minutes.

The time frames specified must be within 3 months of the current date.

You have the following options to change the currently displayed hours or
minutes. The following information applies to both the hours and minutes display
areas, unless otherwise noted:

To increment the time use one of the following options; these directions apply to
both the hours and minutes display areas:
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Note

Step 10

Note

Click directly in the display area, each click increments the time by 1 until
the respective maximum time (23 hours or 59 minutes) is reached.

Click directly in the display area then press and hold down the left mouse
button. Slide the mouse to the right; this increments the current value until the
respective maximum time (23 hours or 59 minutes) is reached.

When the maximum value is reached, the time starts incrementing again from the
minimum value of 00 up to the maximum again.

To decrement the time use one of the following options:

Press and hold down the Shift button and click directly in the display area,
each click decrements the time by 1 down to the minimum value of 00. From
the minimum value the time starts decrementing from the respective
maximum time (23 hours or 59 minutes).

Click directly in the display area then press and hold down the left mouse
button. Slide the mouse to the mouse to the left; this decrements the current
value until reaching the respective maximum time (23 hours or 59 minutes)
is reached.

When the minimum value is reached the time starts decrementing again from the
respective maximum time (23 hours or 59 minutes).

Call Home History Report Results

This page lists all the Call Home messages that met the specified search criteria
from the previous Selection Criteria page.
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Call Home History Report Results

| Report Criteria: Co
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Message Processed:

3 1
ALL

CISCO SYSTEMS

Froume 01-Jul-2007 12:00:00 AM |
Tox 13-Aug-2007 01:47.00 AWM

e PPNttt iy T TS

Mossage
Processed
! s psTY
10-Aug-2007
SAL1000VIE RvLI7_AST6s09.01 (2SN s cesose 1022910
03-Aug-2007
SAL100E0Y1E  Ramall_-CatSS03.01 07-45.03 PM WS-CES09-E 1022310
02-Aug-2007
FOCIMEY1KG QA-catBS00-AT0 11:4213 &M WS-CBS09-E 1022310
02-Ang-2007
FOCIONEYIHG | GA-catS00-A70 Y207 an | WE-CBS09-E 1022310
02-Aug-2007
FOCIMEY1KQ QA-catBS00-AT0 11-05.05 &M WE-CESO9-E 1022310
01-Aug-2007
FTA0RS2C006  RVL2E_Cat6S00 1120115 AM WE-CES1Z 102230
M -Aug-2007
SAL100E0VIE  RVLAT_AST-£509-01 11:1318 AM WE-CES09-E 1022310
01-Aug-2007
SALIMOFPDE  RVLS_SEVT-6503-03 11841 AM WE-CBSO3 1022310
01 -Aug-2007
SNHODBBHKG  Rama2_SEVT.6503.04 110625 AM WE.CBS03 102230
o o o o o o
o o o o o o
01-Aug-2007
SALINBHCYR RVL1_AST-6313-01 10:30.55 AM WS-CE513 1022310
{1571 tems found, dsplaying 11015, |
= 1
.[ﬁﬂMlLZ.}.E.iﬁ.Lﬁl&Aﬁ.ﬁﬁli
((Export Call Home Report: _Fucel POE )
| Run Hew Report
|4 ® denctes & rexuined fiekd
iusean"' a5 wikicard charscter for the partial search,
i Company:* A1
i Host Hame:
i Serial umber:
| Message Type:' Al
i Serviee Request lumber:
+ Inchude only messages that raised Se: =]
! Message Processed:” Start Date/Time:
Erd DateTime: =

Lo
SYSTEMS

CISCO
SYSTEMS

CISC0
SYSTEMS

CI5C0
SYSTEMS

CISCO
SYSTEMS

50
SYSTEMS

CISCO
SYSTEMS

CISCO
SYSTEMS

CEC0

SYSTEMS
1}
0

QIS0
SYSTEMS

Serial SR Message

Number Cortact Saverity

Entitled Level ;
Seh ) it

Yes | roione |t IMLM | Yes
Sch | o Ih I

Yes 5 Ciagnostic  |B0B0S3503 ©  Yes
TestOne I b I
Sch | |

Yes | roiore S lw; ‘No Mo
Sch | I

Yes Testone 5 ﬁmmsm ‘No o
Sch I \

Vs  Testore | Gsonostie | Mo -

| I

Sch

Y& festone ! | Test | s NIA

| |

Sch

Yes Testone | 5 :M lwa Mis
Seh N

Yer e |1 IM }wA Ves
Sch | |

Yes Testone ! lw {NJ’A No
0 0 lo ol o 0
0 0 :u u‘r 0 0
Sch

Yes Testone | * !Er_nfqymi\wu Yes

The Call Home History Report Results page indicates what selection criteria 7]
were used to obtain the displayed results (i.e. the company, selected message type

and time

frames).
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Note

Step 1

Step 2

Step 3

Step 4

Step 5

The table columns can be sorted when you click a column header; ] the selected
column header toggles the data in the table between ascending and descending
order. All the data in the report is sorted by that column, including data that may
be displayed on other pages.

You can perform one of the following navigational options on this page:
» Click one of the tabs ) to go to that respective section of Smart Call Home.
« Click Device Report (1) to go to that page.
« Click Network Summary Report (I) to go to that page.

Do the following steps to perform the associated functions on this page:

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option.

See the details of a specific message by clicking a message in the Type/Results
column; 17 this displays the Device Message Processing Details page for the
selected message type. You can view the details of the following types of
messages:

Table 3-1

Configuration Inventory
Diagnostic Syslog
Environmental Test

When an SR case is created, or updated, the SR Raised/Updated column displays
the SR number, ] which provides a hyperlink to detailed information about the
selected service request. A logon prompt for the TAC Service Request Tool is
displayed when you click the hyperlinked SR number.

You can specify different report criteria at the bottom of the page, ™] this area
contains previously used criteria that were used to generate the current report
results (i.e. Start Date/Time 03/09/07 12:00 AM).
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Configuration Message

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Devics Report | Call Home History Report | Metwerk Summary Repart @

< Binck to Report Resutts ()

Message Details

B E A A R A A E AR EA R E AR R AR E A AR AR AR AR AN AR SR A ER RN SRER R RERER RS

Configuration

5 Message: Company enerated on device E
CISCO SYSTEMS 14.Sep-2007 0B:00:00 AM{Local Time Zone)  :
i Hostname Processed by Smart Call Home at §
@ CALO-6513-01 14-Sep-2007 09:06:05 AMPST)
i Message Hame :
H H
H H
H H
: E
: g
LS 4

e e e L L e e L L L e L L e e L e L e I L e L L Ity
Configuration Details: Last Configurad
14-Sep-2007 06:00:00 AM
Image Hame
=7 H053-acdventerprisekd_wan_dbg-m.122-sierra_integ_070813
Image Feature
ADWANCED ENTERPRISE SERVICES S5H
Device Configuration: ViewRunningConfig= (7)
ViewStartupContig>  (8)
Technologies & Features: This kst of features iz derived from the show running config and therefore may not include features
enabled by default |
For & complete list of festures, please refer to the Feabure Navigator fool @-

Technology » Sub-Technology > Features

I

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I Securilty and VPN I
| Authertication Protocols I
! Manual cut-and-paste certificate encollment |
: Puiic Key Infrastructure (PHI) :
| Certificate Autharity (CA) Key Roliover |
1 Pullic Key Infrastructure (PHI) |
| Certificate Revocation List (CRL) |
I Securty Infrastructure: |
[ OCSP (Online Certificate Status Protocal) [
| ENCRYPTION [
: Passward Encryption :
I I
I I
I I
L 4

LAN Switching

CALL HOME

184288

The details of the selected configuration message contain the following
information:

]

e The Message Details area i} contains a summary of the following
information:
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— Company name, device message generation and Smart Call Home
processing times.

— Hostname (@) - Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
CALO-6513-01). The bottom of the Device Report Results page has
search parameter fields that you can use to run a new report; the fields
have the following information pre-filled:

e Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

¢ Host Name - Contains the specified host name (i.e.
CALO-6513-01).

~

Note  From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

— Message Name — Indicates the type history report message being
displayed (i.e Configuration).

— View Message Header (3 — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

« View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

* The Detail area |7, contains the following information about the
configuration used in this device:

— Indicates when the last time the device was configured.
— Image name and feature.

— Provides hyperlink access to view the running config () and startup
config. (&)

— Provides information about the technologies and features running on the
selected device.

— Provides a link to the Feature Navigator tool, (#) which provides a

complete list of features for this I0S.

Step1  Click one of the following options available on this page:
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One of the tabs ) to go to that respective section of Smart Call Home.
Device Report (1) to go to that page.
Network Summary Report (Z) to go to that page.

Back to Report Results, (3} which returns you to the previous web page
where you can click on a different configuration message and get the
corresponding details or perform a different search.

Hostname (@) to link back to the Device Report Results page for this device,
here you can specify different device report criteria for a new search.

View Message Header (%) to view the message content for the Configuration
information.

View Device Output (&) to view the Device Output (attachments) in the CH
message.

View the Running config (3) or Startup Config. (%)

Feature Navigator tool, (%) to see a complete list of the IOS features.

The Results for Gold messages are based on the analysis done by the system on
Call Home messages that are processed within a certain time period, called the
“aggregation period”. The default value of this aggregation period is five minutes,
and the Cisco admin may change this timer period.

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Diagnostic Message — Report Results

This page provides information about the details of the selected diagnostic
message.

[ Version 2
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(1 Overview Registration Menagement | Reports
Device Report | Call Home History Report | Network Summary Report (2)
= Back to Report Results @

Message Details

essage: Company Generated on device at

CISCO SYSTEMS 15-Aug-2007 101503 AM (Local Time Zone)
Hostname Processed by Smart Call Home at
@ EVLA0 CALO-6513-01 13-Mov-2007 033225 PM(PST)
Message Hame
Disgnostic

Wiew Message Header =
@ View Device Output »

|'" rvice Request  Technology Sub-Technology Problem Code 1
1608844083 (7)  LAN Switching Catalyst 6500 Smart Call Home HARDVVARE_FAILLRE i
T T T T e PR 1
I Problem Details  WS-CES13 with Host Name RYL101_CALO-6513-01 and Supervisor WWS-SUPT20-38 reported GOLD Diagnostics test failure: ]
! 1
] TestiPSecSPAComponents on module in slot 51 |
I Recommendation 1
] There was a single test falure in module Sf1. The recommendtion for this test failure is listed inthe test detail section below.
Individual Results within Analysis Period __  __ . __ . __ . . .

Test llame Recommendation Count Status _I
I TestPSecSPACOMponents 1 Failure o
: I8
eeats® | SewReeweswe® . _ . @

The details of the selected diagnostic message contain the following information:

]

¢ The Message Details area |

' contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname (@) - Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
RVL101_CALO-6513-01). The bottom of the Device Report Results
page has search parameter fields that you can use to run a new report; the
fields have the following information pre-filled:

¢ Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

¢ Host Name - Contains the specified host name (i.e.
RVL101_CALO-6513-01).
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From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

Message Name — Indicates the type history report message being
displayed (i.e Configuration).

View Message Header (5) — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

* The Overall Results within the Analysis Period area |7, contains an overview
of the diagnostic failure and contains the following information:

Service Request — Identifies the Service Request (SR) number (3 that
was successfully raised for the specified device. This number contains a
hyperlink, which provides detailed information about the actual SR.

Technology — Indicates the technology that experienced the error (i.e.
LAN Switching).

Sub-technology — Identifies what sub-technology, in the technology
area, experienced the error (i.e. Catalyst 6500).

For the Technology and Sub-technology sections there will be different
values for the Catalyst 6500 versus the Cisco 7600 devices.

Problem Code — Provided by the diagnostic results.

]

The Service Request (SR) parameters, i} listed above, appear in the
report only if an SR was successfully raised. The Service Request
parameter information is available only for diagnostic and environmental

messages.

Problem Details— Is a brief statement that indicates what caused the
diagnostic error.

Recommendation — Contains possible causes and solutions for the error.

[ Version 2
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The Individual Results within Analysis Period Area ™] provides details on
individual tests and contains the following information:

— Test Name — The name of the diagnostic test that found the error and a
toggle for Show/Hide details, (8) which displays more detailed
diagnostic information; a test description of the diagnostic and details
about the impact the test failure has on the device.

— Recommendation — Has a Show/Hide Recommendation toggle, (¥
which provides the following information:

¢ How to recover from the problem identified by the diagnostic test

¢ Details on what further testing can be performed to further isolate the
problem.

— Count — The total number of failures that were encountered when
running the diagnostic

— Status — The ending status of the diagnostic.

Step1  Click one of the following options available on this page:

One of the tabs ) to go to that respective section of Smart Call Home.
Device Report (1) to go to that page.
Network Summary Report (Z)to go to that page.

Back to Report Results, (3} which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

View Message Header (3 to see the AML Header part of the CH message.

View Device Output (&) to see the Device Output (attachments) in the CH
message.

Service Request number (3) to see detailed information about the actual SR.

Show / Hide Details (%) to see the results data of the message text, sent in the
diagnostic message.

Show / Hide Recommendations (&) provides detailed recommendation
steps to be executed by the customer.
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Show / Hide Details of a Diagnostic Message

On the Diagnostic Message page, the Result Details of a diagnostic message can
be seen by clicking a toggle that alternates between Show Details (&) and Hide
Details. (@

Overall Results within Analysis Period

Service Request  Technology Sub-Technology Problem Code
605044063 LAN Switching Catalyst 6500 Smart Call Home HARDVWARE_FAILURE

Problem Details  WS-CE513 with Host Name RVL101 _CALO-6513-01 and Suparvigor WS-SUPT20-38 reported GOLD Disgnostics test failure:
TestiPSecSPAComponents on module in siot 51

Recommendation
There was a single test falure in module SA . The recommendation for this test failure is Ested inthe test detail saction below,

Individual Results within Analysis Period

Test Hame Recommendation Count Status

TestPSecSPAComponents 1 Failure o
o

Show Details Show Recommendation =

Step2  Click Show Details (& to expand the window and see the information in the Test
Description and Impact of Failure areas.

Individual Results within Analysis Period

Test Hame Recommendation Count Status
TestPSecSPAComponents 1 Faibure
Hidle Deetails @ Showy Recommendation

Test Description

The TestFSecSPAComponents tests checks the components inthe IFSec Shared Port Adapter (SPA) sub-module { Zamboni( in & run-time
environment for hardware funclionalty and integrity check.

Impact of Failure

Module S failed the TestiPSecSPAComponents test:

- Error code -1 (DIAG_SIMULATED _FAILURE) indicates thal the test failure was simulated

- This s a disruptive test and runs on VPN SPA sub-modules.

- This failure usually indicates that the SPA sub-module is not working properly and packet encryplion can not take place.

Note  If there is more than one Individual Result, you can expand all or any combination
of Show Details without having to collapse any previously expanded areas.

The Show Details toggle (& displays the following information:
« Test Description — A description of the diagnostic test.

« Impact of Failure — Indicates the impact that the test failure has on the
device; this includes the error text, error code and module information.
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Step3  Click Hide Details (5) to collapse the area directly below the toggle to remove
the Test Description and Impact of Failure information from view.

Show / Hide Recommendation of a Diagnostic Message

On the Diagnostic Message page, the Recommendation Details of a diagnostic
message can be seen by clicking a toggle that alternates between Show
Recommendation (&) and Hide Recommendation. (B)

Overall Results within Analysis Period

Service Request  Technology Sub-Technology Problem Code
606644063 LAN Switching Catahyst 6500 Smart Call Home HARDWARE_FAILURE

Problem Details  WS-CB513 with Host Name RYL1 01 _CALO-6513-01 and Supervisor YW5-SUPT20-38 reported GOLD Diagnostics test faiure:

TestiPSecSPAComponants on module in slot 51
Recommendation
There was a single test falure in module 51 . The recommendation for this test failure iz Ested in the test detail saction below.

Individual Results within Analysis Period

Test Hame Recommendation Count Status

TestPSecSPAComponents 1 Failure o
=

Showy Details Show Recommendation @ w
-

Step4  Click Show Recommendation (&) to expand the window and see the information
in the Recommendation area, : shown in the next figure.
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On the Diagnostic Message page, the Recommendation Details of a diagnostic
message can be seen by clicking a toggle that alternates between Show
Recommendation () and Hide Recommendation. (&)

Overall Results within Analysis Period
Service Request  Technology Sub-Technology Problem Caode
G05844063 LAN Swiching Catalyst 6500 Smart Call Home HARTWVARE FAILURE

Problem Details  VWS-CE513 with Host Name RYL101_CALCL5513-01 and Supervisor WS-SUPT20-38 reported GOLD Diagnostics test falure:
TesiFSecSPAComponents on module in slot 54

Recommendation
There was a single test faiure in module 58 . The recommendstion for this test falure is listed in the test detal section below .

Individual Results within Analysis Period

Test Hame Recommendation Count Status
TestiPSecSPACOmponents 1 Failure
Show Detsile (2) e Recommencdation ®
| T A
Recommendation \
[
- If the: module needs to be replaced, note that although not guaranteed, a bad daughter cand should not calse this test 1o fal. However  if the error :
continues to occur after you replace the module, consider replacing any daughter cards wsed in this moduls. f
- Rezaat main module 54 and make sure that the screws are tighlly screswed I
- If there is no visual damage, try the module in ancther siot or a different chassis. Seal the module finmdy and make sure the screws are securely :
tightened. If the problem Tollowes the module, replace module 51 |
- Replace the SPA sub-module in module 51 . Please note that SPA sub-modules are hot Swappable and do not require the removal of the main module | g
in order to swap it =)
i—

-

Read the information in the Recommendation area, i : which provides the
following information:

« How to recover from the problem identified by the diagnostic test.

¢ Provides details on further testing that can be performed to further isolate the
problem.

If Show Details (& was previously clicked then the Recommendation section will
appear below the Show Details (Test Description / Impact of Failure) area.

Click Hide Recommendation (E) to collapse the Recommendation area below
the toggle to remove the Recommendation information from view.

Environmental Message

The Results for the Environmental messages are based on the analysis done by the
system on Call Home messages that are processed within a certain time period,
called the “aggregation period”. The default value of this time period is five
minutes, and the Cisco admin may change this timer period.

[ Version 2
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The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Environmental Message — Report Results

This page provides information about the details of the selected environmental

message.
) Qverview | Resistration Management | Renorts
Device Report | Call Home History Report | Network Summary Report @
< Back to Report Resuts ()
Message Details
Eru'less.\ue: Company Generated on device at
: CISCO SYSTEMS 20-Ape-2007 07:41:12 AM (Local Teme Zone)
Hostname Processed by Smart Call Home at
(@ Luto-catBs00-A31 15-Now-2007 02:50:00 PM(PST)
Message Hame
Environmental

View Messaqe Header »

Ove mll Results wuhm Allalgls Period

I< T e b T e B e B B e B B, o P T P T T T S |
Sannca nequasl Technology Sub-Technology Problem Code i |
§608544853 @  LaNSwiching Catatyst 6500 Smart Call Home HARDWARE FALURE |

I Problem Details  WS-CES09-E with Host MName Auto-cat6500-431 and Supervisor WS-SUPT20-3B has reported following Environmental event: |
I I
I 1. System minor atarm on VTT 1 OK ]
I Recommendation Replace VTT module 1. For information on how to replace the YTT module, please see I
1 it hwnarer cisco comiunivercdiccAdidocjproductlanicatG000icfgnotes/TE_10498 htm. 1
1 Moke: If all VTT module manufacturing assembly numbers are 73-4354-02 Rev A0 or higher, then only the: falled module needs |
I 1o be replaced. Oiherwme all the three modules will need to be replaced. I

| Device Components TEnvironmental Alarm Recommendation Count Status |

IVTT1 System minor alarm on VIT1 OK 1 Faire |
. LW
| Show Details . Show Recommendation @ | e

The details of the selected environmental message contain the following
information: (@)

]

e The Message Details area i} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.
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— Hostname (@) - Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
Auto-cat6500-A31). The bottom of the Device Report Results page has
search parameter fields that you can use to run a new report; the fields
have the following information pre-filled:

e Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

* Host Name - Contains the specified host name (i.e.
Auto-cat6500-A31).

~

Note  From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

— Message Name — Indicates the type history report message being
displayed (i.e Configuration).

— View Message Header (3 — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

— View Device Output () — Provides a hyperlink to the Device Output
(attachments) in the CH message.

e The Overall Results within Analysis Period area = contains an overview of
the environmental alarm and contains the following information:

— Service Request — Identifies the Service Request (SR) number (7) that
was successfully raised for the specified device. This number contains a
hyperlink, which provides a link to detailed information about the actual
SR.

— Technology — Type of technology that experienced the error (i.e. LAN
Switching).

— Sub-technology — What sub-technology, in the technology area,
experienced the error (i.e. Catalyst 6500).

Note  For the Technology and Sub-technology sections there will be different
values for the Catalyst 6500 versus the Cisco 7600 devices.

Problem Code — Provided by diagnostic results.

[ Version 2
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Note  The Service Request (SR) parameters, i : listed above, appear in the
report only if an SR was successfully raised. The Service Request
parameter information is available only for diagnostic and environmental
messages.

— Problem Details— Brief statement that indicates what caused the
environmental error.

— Recommendation — Contains possible causes and solutions for the error.

e The Individual Results within Analysis Period Area ™] contains an overview
of the following key error information:

— Device Components — The name of the components that initiated the
device alarm.

— Environmental Alarm — Identifies which environmental alarm was
turned on by the component.Contains a toggle (&) for hiding or viewing
the Detailed information about the environmental a.

— Description — A description of the environmental alarm.

— Count — This count is the number of times this failure was reported
within the time frame of the aggregation timer. The default value of this
aggregation period is five minutes, and the Cisco admin may change this
timer period.

— Status — Will indicate if this is a failure or if the failure is recovered.

Step1  Click one of the following options available on this page:
e One of the tabs ) to go to that respective section of Smart Call Home.
» Device Report (1) to go to that page.
» Network Summary Report (Z)to go to that page.

+ Back to Report Results, {3} which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

+ Hostname (3 to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

e View Message Header (5 to see the AML Header part of the CH message.

Smart Call Home User Guide

Version2 |




| Chapter3  Smart Call Home Web Application

Step 2

Note

Report Generation ||

« View Device Output (&) to see the Device Output (attachments) in the CH
message.

 Service Request number (&) to see detailed information about the actual SR.

« Show/Hide Details (&) to see the results data of the message text, sent in the
diagnostic message.

» Show / Hide Recommendations (&) provides detailed recommendation
steps to be executed by the customer.

Show / Hide Details of Environmental Message

On the Environmental Details page, the Result Details of an environmental
message can be seen by clicking a toggle that alternates between Show Details (&)
and Hide Details. (@)

________________________________ =
| Syslog Ervor Recommendation Time Occured |
l9ciataN_RP-0-LCLOG_MSG: Nov 7 21:50:25 |
[ |
| Show Details @ Show Recommendsation é
I |

=}

Click Show Details (&) to expand the area directly below the toggle to display the
Alarm description information.

Individual Results

Syslog Error Recommendation Time Occured
YCWAN_RP-0-LCLOG_MSG: Maow 7 21:50:25
Hide Details Show Recommendation

| Test Description |
|

| Thie arrar maceans i a v dar AN ronfe rracacenr driver (CATAN RPY macsans An arrnr has

If there is more than one Environmental Result, you can expand all or any
combination of, Show Details recommendation information without having to
collapse any previously expanded ones.

Show / Hide Recommendation of Environmental Message
On the Environmental Message page, the Recommendation Details of an

environmental message can be seen by clicking a toggle that alternates between
Show Recommendation (%) and Hide Recommendation. (&)

[ Version 2
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Step 3

Step 4

Step 5

Inventory Message

35412

________________________________ -
| Syslog Error Recommendation Time Occured |
:%ONAN_F?P-D-LCLOG_MSG. Mov 7 21:50:25 |

|
| Shovwy Details Show Recommendation @ |
|

Click Show Recommendation (%) to expand the window and see the information

in the Recommendation area, shown in the next figure.

Individual Results

Syslog Error Recommendation Time Occured
WONWAN_RP-0-LCLOG_MSG: MNov 7 21:50:25
Hide: Detsils Hide Recommendation

ITest Deseription

|
! |
| This error message is a router WAN route processor driver (CWAN_RP) message. An error has |
| occurred on a module. The siot and CPU number are indicated after the CWAN_RP-0-LCLOG_MSG text |

| Tha arrar maceans that annsars aftar fha olnd nmbar e tha Arisinal maseans from tha macd ke

Read the information in the Recommendation area, ;= which provides the
following information:

¢ How to recover from the problem identified by the diagnostic test, or

¢ Provides details on further testing that can be performed to further isolate the
problem.

)
Note  If Show Details (8) was previously clicked then the Recommendation

section will appear below the Show Details (Test Description / Impact of
Failure) area.

Click Hide Recommendation (®) to collapse the Recommendation area below
the toggle to remove the Recommendation information from view.

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.
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Inventory Message — Details

This page provides information about the details of the selected inventory
message.

Network Summary Report

Device Report | Call Home History Rep
< Back to Report Resuts ()

@

M etails
. &on\paw' e S
CISCO SYSTEMS 18-Feb-2007 11:13:00 AM(Local Time Jone)
Hostname Processed by Smart Call Home at
@ TGNV AST-509.01 21-Sep-2007 01:06:16 AM(PST)
Message Hame

Inventory
@ View Mecsage Header >
(5) view Device Output »

______________________________________________ -
I Company Bart Last Last Config
. Ve
| Serialumber  Host Hame Deseriofion = ProdutiD o SWVersin e et Das :
I Cisco 1
1 @ Systems i
] Catabyst CISCO 73922104 18-Feb-2007 21-Sep-2007
IQAMI 0S200MH TGN _AST.B509.01 5500 S.siot | SYSTEMS WS.CE509-E (12 12 2(SERRA_WNTEG_070123) A0 11:13:00 AM | 01:06:16 A |
I Chassis 1
System

(Expart Call Home Report: 3€] Excel | 2] PBF)

184356

The details of the selected inventory message contain the following information:

e The Message Details area "} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname Q@) - Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
TGINV1_AST-6509-01). The bottom of the Device Report Results page
has search parameter fields that you can use to run a new report; the fields
have the following information pre-filled:

+ Company Name - Is the company (i.e. Cisco Systems) that is
associated with the currently selected device.

* Host Name - Contains the specified host name (i.e.
TGINV1_AST-6509-01).
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Note  From the linked Device Report Results page you can run the report with

the existing pre-filled data, or enter data in any of the other fields.

— Message Name — Indicates the type history report message being
displayed (i.e Configuration).

— View Message Header (5) — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

— View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

The Detail area |7, contains an overview of the inventory and contains the
same information as the top half of the View Device Report Results page,
except that only one device is displayed in the Detail area; ;= the device
associated to the inventory message selected on the previous Report Results

page.

Step 6  Click one of the following options available on this page:

One of the tabs ) to go to that respective section of Smart Call Home.
Device Report (1) to go to that page.
Network Summary Report (Z)to go to that page.

Back to Report Results, (3} which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

View Message Header () to see the AML Header part of the CH message.

View Device Output (&) to see the Device Output (attachments) in the CH
message.

Click the Serial Number (3) (i.e. CAM105200AH) to view the Device
Details (see View Device Details for more information)

Export the Call Home Report to either an Excel or a PDF format, ) by
clicking the corresponding option at the bottom of the report page.
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Syslog Message

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Syslog Message - Details

This page provides information about the details of the selected message.

Device Report | Call Home History Report | Network Summary Report @
= Back o Report Resutts (3)

Message Details
Message: Company Generated on device at E
: CISCO SYSTEMS CORPORATION 07 -Nov-2007 01:50:26 PM (Local Time Zone)
Hostname Processed by Smart Call Home at
@ AST-6509-01 22-Feb-2008 12:28:45 PM(PST)
Message Hame
Syslog
@ Wiewy Meseage Header = 3
(6) view Device Quiput =

The details of the selected syslog message contain the following information:

Ty

o The Message Details area I} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname (@) - Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e. R1-2).
The bottom of the Device Report Results page has search parameter
fields that you can use to run a new report; the fields have the following
information pre-filled:

e Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

¢ Host Name - Contains the specified host name (i.e. R1-2).

~

Note  From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

Smart Call Home User Guide
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— Message Name — Indicates the type history report message being
displayed (i.e Configuration).

— View Message Header (5) — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

— View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

Step 7  Click one of the following options available on this page:

Test Message

One of the tabs ) to go to that respective section of Smart Call Home.
Device Report () to go to that page.
Network Summary Report (Z)to go to that page.

Back to Report Results, (3) which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

Hostname (3) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

View Message Header (3) to see the AML Header part of the CH message.

View Device Output (&) to see the Device Output (attachments) in the CH
message.

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.
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Test Message — Details

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

= Back to Report Resuls

Message Details @

Message: Company Generated on device at ‘
: CISC0 SYSTEMS 12-Mow-2007 11:33:49 PMi(Local Time Zone) :
Hestnamse Processed by Smart Call Home at
@ ees 13-M-2007 091255 AM(PST)
Meszsage Hame
Test
@ Wiews Message Header =

(&) View Device Output »

The details of the selected test message contain the following information:

e The Message Details area i} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname (@) - Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e. R1-2).
The bottom of the Device Report Results page has search parameter

fields that you can use to run a new report; the fields have the following
information pre-filled:

* Company Name - Is the company (i.e. Cisco Systems) that is
associated with the currently selected device.

« Host Name - Contains the specified host name (i.e. R1-2).
S

Note  From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

[ Version 2
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— Message Name — Indicates the type history report message being
displayed (i.e Configuration).

— View Message Header (5) — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

— View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

» The lower Message Details area ™] contains the test text, which is
information contained in the <ch:MessageDescription> tag of the AML
Header.

Step 8  Click one of the following options available on this page:
¢ One of the tabs () to go to that respective section of Smart Call Home.
« Device Report (1) to go to that page.
+ Network Summary Report (Z)to go to that page.

« Back to Report Results, (3} which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

» Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

* View Message Header (3 to see the AML Header part of the CH message.

+ View Device Output (&) to see the Device Output (attachments) in the CH
message.

Network Summary Report

This report presents a summarized report on devices registered with Smart Call
Home for the selected company. The numbers and percentages are computed on
the data that is collected via Inventory and Configuration CH messages from
registered devices in customer's network.

The device data in the Network Summary Report is based on devices to which the
logged-in Customer has access via the Smart Call Home web application. This
Report is available for Registered Customers and contains a summarized view on
the following items:

e Company selected and total number of devices registered in Smart Call Home

Smart Call Home User Guide
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e Number of different product IDs for devices registered in Smart Call Home
e Number of different supervisors in devices registered in Smart Call Home
e Number of different modules in devices registered in Smart Call Home

¢ Number of different sub-modules in devices registered in Smart Call Home

* Number of different power supplies for devices registered in Smart Call
Home

¢ Number of different software versions registered in Smart Call Home

« List of technologies and features supported by devices registered in Smart
Call Home

This section describes how to perform the following Network Summary Report
processes on the Smart Call Home web application:

e Generate Network Summary Report and view the Call Home messages and
message processing results.

e Specify Report Criteria and filter the list of devices you want a report.
¢ View Device Details and message processing results.

¢ Export Report Results to an Excel or a PDF format.

Generate a Network Summary Report

When Smart Call Home generates a Network Summary Report it retrieves the data
for all Cisco devices for which the application has received and processed
Inventory and Configuration CH messages.

To perform any of the report processes you must first launch the Smart Call Home
web application.

Step1  Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Smart Call Home User Guide
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Overview ' Re on Management
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
teamn, or the Cisco® Technical Serice Center of any issues befare they can affect your business.

Learn more

Please visit the link to download Transport Gatewsay
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Registered Devices

Devices Pending Registration

Transport Gateways

Registered Users

Reports

Get information sbout registered devices and their call home messages

Device Report

Call Home History Report
Metwork Surnmary Repart @

185406

There are two ways to get to the Network Summary Report page:
« If you are on the Overview page click Network Summary Report. (1)

e If not on the Overview page then perform the following tasks:

— Click the Reports tab; ¢y (if not already there); the Reports page
appears.
— On the Reports page, click Network Summary Report.r ~1.

1
|
1
|
|
|
|
)
136407

In both cases the Specify Report Criteria page for the Network Summary Report

appears.
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Specify Report Criteria

UGS Sticn anacement

Device Report | Call Home History Report | Network Summary Report

Company:

Product:

Fun Report @

125405

Do the following steps to perform the associated functions on this page:

Step2  Choose a company from the Company drop-down list for which the customer has

a completed user registration, or choose All to see reports for all the Companies
the customer has registrations.

Note  The All option is available only when the user is registered to more then one
company.

Step3  Choose a product from the Product drop-down list, ¢ =3 the options are:
« Al

e Catalyst 6500
¢ Cisco 7600

Smart Call Home User Guide
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Quervew | ReastraonMeneqement | Repots

Device Report | Call Home History Report | Network Summary Report

= Back to Search Page

sSummary

Report Criteria: Company Product
ALL ALL

Report Summary:  Total Humber of Devices registered with Smart Call Home
A7

User Details: Logaged in as Role
Sch TestOne Administrator

Product Summary

Product Device Count % of Devices

MCafalvst8500 | 212 97.69 o
| 5
Cisco 7600 |5 230 1
L =

Step4  Click one of the device types in the product column; the summary page for the
specified product appears.

)
Note If the All option was not specified in the Product drop-down list, then

the previous interim page will not be displayed, you will instead go
directly to the summary page for the specified product (next section).

Network Summary Report Results for ALL Products
This page displays those entries that match the search criteria specified on the
Specify Report Criteria page.

If the All option is specified in the Product drop-down list, then the following
page displayed, which identifies the following information:

o The different types of devices that are in the selected company or companies'
network(s).

e The actual number of each type of device.

¢ What % those devices comprise of the whole network.
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Network Summary Report Results for a Specific Product

This page displays those entries that match the search criteria specified on the
Specify Report Criteria page.
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Ovverview

Summary

Registration Mansgement
Device Report | Call Home History Report | Network Summary Report

< Back to Search Pa @ @

e e e e e m————

r
lRepon Criteria:  Company

| Report Summary: Total Humber of Devices registered with Smart Call Home

luser Details:
]

Product
7600

Role 1
Administrator |

Summary for 7600

el e e e e e e e e e e e e e |

| Product ID

'Shc-w Details @
: Supervisor

|Show Details @
1
| Module

bhow Details @
: Sub-Module
[Ehovw Details @

|
| Power Supply
:Show Details @.

| Software Releases

I
[Show Details @
[}

| Software -- Feature Sets and Images

—

: Technology & Features

|This is a list of technologies and features supported by the devices currently registered with Smart Call
|Home. This list of festures is derived from the show running config. Some features are enabled in the
[Hevices by default and may not appear in the show running config,

|For & complete list of features, please refer to Feature Navigator tool @

l .
l&uw Details @

1835409
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This page has Network Summary secton ;= that identifies the following
information:

e Which company was selected or All.

e The number of devices registered with Smart Call Home, for the specified
company or companies.

~
Note  This is the total number of registered devices in customer's

network/selected company for which Smart Call Home has received and
processed Configuration or Inventory messages.

e The id of the person that logged in, and requested the report.

« The role of the person requesting the report.

You can perform one of the following navigational options on this page:
» Click one of the tabs ) to go to that respective section of Smart Call Home.
« Click Device Report (1) to go to that page.
+ Click Call Home History Report (Z) to go to that page.

« Click Back to Search Page (3) to specify different search criteria for a
Network Summary Report.

» Click Feature Navigator tool, (3) which provides a complete list of features
for this IOS.

* Click Show Details (3) on one of the summary sections to get more details
on the selected area.

Do the following steps to perform the associated functions on this page:

Click Show Detail (&) under one of the device detail options to obtain more
information about the detail areas noted below:

e Product ID

e Supervisor

e Module

¢ Sub-Module

* Power Supply

* Software Releases

[ Version 2
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Product ID

Supervisor

Note

Step 1

Step 2

* Software - Feature Sets and Images

e Technology & Features

All the previously listed areas have column headers in their respective sections;
these columns can be sorted by specific column, by clicking the column header.

The Product ID (PID) area contains the following information:

Product ID

we-final 1
WS-CES13 12
MFR-VYS-CES03 6§
WS.CES09-E £
WE-CBS03 59
WE-CBS09 2
JM-WS-CBS03 23

Export Call Home Report{ 3] Excel | *a] PDF

185410

Click Show Detail under the Product ID area name; this toggles the option to Hide
Detail (1) and shows the associated detail information:

¢« PID Name
« PID Count
e % 6500s with PID

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

The Supervisor area contains the following information:
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Supervisor

Hide Details (T)

s e e i e e -
O o .
WS-SUP32-GE-38 12 8357 12.28
WE-SUPT20-BASE 77 5500 95 .49
WE-SUPT20 20 1428 21.92
WE-SUP720-38 2 15.71 11.40
WE-SUPT20-38XL 2] 642 789

Step1  Click Show Detail under the Supervisor area name; this toggles the option to Hide
Detail (1) and shows the associated detail information:

e Supervisor Name

e Supervisor Count

e % of all Supervisors

* % 6500s with Supervisor

Step 2 Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Module

The Module area contains the following information:

Smart Call Home User Guide
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Module

Hice Detais (T)

T R T H A oy
WS-NE51BA-GBIC 1 072 0.a7
WS-X6148-GE-454F 1 072 1.75
WS-XB548-GE-TH 4 241 350
7600-55C-400 1 072 087
WS-X6248-RJ-45 12 875 526
WS-X6704-10GE 2 145 1.75
FI_MENKAR 1 072 087
WS-XB148H2-RJ-45 1 072 057
WS-X6582-2PA 9 656 9564
WS H6348-RJ-45 2 145 263
WS-X6816-GBIC 3 218 350
WS-X6548-GE-454F 1 072 175
WS-HE548-R)-45 73 5328 298
WS-X6516-GBIC 2 145 175
WS-X6708-10GE 1 072 087
18 tems found, displaying 1 to 15,

[FirstiPrev] 1, 2 [NextfLast] .
Export Call Home Report z

Step1  Click Show Detail under the Module area name; this toggles the option to Hide
Detail (1) and shows the associated detail information:

e Module Name

¢ Module Count

¢ % of all Modules

* % 6500s with Module

Step2  Export the Call Home Report to either an Excel or a PDF format, {3 by clicking
the corresponding option at the bottom of the report page.

Submodule

The Submodule area contains the following information:
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WE-FEK-PFCIEXL
WE-FEK-DFC34
WS-FEK-48-AF
VWS-FET00-DFCIA
WS-FEK-PFC3
WS-FE700-DF CSCHL
WE-FEK-PVWR
CHEVYS-LC
WE-FEK-PFC3E
WS-FE700-CFC
VWS-FET00-DFCIEXL
WS-FE700-DFC3B
WS-FEK-PFCIA

Export Call Home Report Al PoF

oar
a7
438
087
1403
B14
a7
a7
1578

185413

Step 1

Click Show Detail under the Submodule area name; this toggles the option to

Hide Detail (1) and shows the associated detail information:

Step 2

Sub-Module Name
Sub-Module Count

% of all Sub-Modules

% 6500s with Sub-Module

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking

the corresponding option at the bottom of the report page.

Power-Supply

The Power-Supply area contains the following information:

[ Version 2
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Power Supply
Hide Details

Power Supply Name Povver Su Court 9% of All Power Supplies 9% E500s with Power Supply
WWS-CAC-3000w/ 45 1814 1489
WWS-CAC-4000W-INT 1 0.40 070
WS-CAC-4000W-US 4 161 283
WS-CAC-2500w 1 0.40 070
WWS-CAC-1 300w 6 24 425
FWR-950-AC 190 7661 67.37
FWR-2700-AC/4 1 0.40 070

185414

Step1  Click Show Detail under the Power-Supply area name; this toggles the option to
Hide Detail (1) and shows the associated detail information:

* Power Supply Name

* Power Supply Count

e % of all Power Supplies

* % 6500s with Power Supply

Step 2 Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Software Releases

The Software Releases area contains the following information:
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Software Releases

Hide Details (T)

N ot ot e P gy
12 2(SIERRA_INTEG_070204) 17 149 100.00
12.2(18.10.44)SX 2 175 11.76
12.2(2005081 2:011456) 1 087 588
12 2(SIERRA_NTEG_060911) 3 263 1764
12 2(SIERRA_INTEG2_070417) 1 0.87 588
12 2(SIERRA_NTEG_070314) as 7718 517.64
12 2(SIERRA_NTEG_061019) 1 087 588
12 2(SIERRA_NTEG_070123) 27 2368 158,82
12 2(SIERRA_NTEG_080817) 3 283 1764
12 2(SEERRA_NTEG_070611) 9 7.89 5294
12 2(SIERRA_NTEG_070301) 2 175 11.76
12.2(20070212095105) 3 283 1764
12 2(SEERRA_NTEG_070212) 1 087 52.68
12.2(20060425:003730) 3 263 1764
12 2(SIERRA,_INTEG _070730) 1 0a7 54838

17 tems found, displaying 110 13,
[FirstiPrev] 1, 2 (et ast

ot tms v EETHEE)

1854145

Step1  Click Show Detail under the Software Releases area name; this toggles the option
to Hide Detail (1) and shows the associated detail information:

* Release

* Device Count with Release
¢ % 6500s with Release

¢ % of all Release

Step 2 Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Software - Sets and Images

The Software - Sets and Images area contains the following information:
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Step 1

Software -- Feature Sets and Images
Hide Details @

UL LGRS Sy
i Device % wot |
.Eesture Set Image blame mmh ﬂmh all |
! mage mege .
N B OO N N N R R i w rw
ADVENTERPRISEKS_WAN_DBG  jaysis3223basels3223-adventerprisekd_wan_dbg-vm 087 357
ADVENTERPRISEK9_VWAN_DBG  s72033_sp-ADVENTERPRISEKS _WAN_DBG-VM 5| 438| 1785
ADVANCED ENT SERVICES : : :

SSH (MODULAR) £72033-adventerprizek9_wan_dbg-vz 122-sierra_inteq_070123.5X47 3 263 101
IP SERVICES SSH LAN ONLY ’ .

(MODULAR) s72033-ipservicesk9-vz 1 22-20070321:092037 1| 087 357
IP SERVICES 55H &7 2033-ipzervicesk_wan-m 122-33.5¥H 1 0.a87 357

ADVANCED ENT SERVICES 79033 adventerprisekd_wan_dbg-vz 122-sierra_irteq_O70204.S¥51 13 1140 46.42

SSH (MODULAR)
ADVENTERPRISEKS_WAN_DBG 3223 _sp-ADVENTERPRISEKI_WAN_DBG-VM 2 1.75| 714
ADYANCED ENTERPRISE : A =
SERVICES SSH $72033-adventerprisekd_wan_dbg-m 122-sierra_integ_070513 1 087 357

14 1228 5000
ADVENTERPRISEKS_WAN_DBG  s72033-adventerprisekd_wan_dbg-vz SIERRA_INTEG_070204 1 087 | 357
ADVENTERPRISEK9_VWAN_DBG  s72033-adventerprisekd_wan_dbg-vm 3| 283| 101
ADYVANCED ENT SERVICES i i :
SSH (MODULAR) £72033-adventerprizek9_wan_dbg-vz 122-sierra_inteq_070611 7 614 2500
ADVENTERPRISE_WAN_DBG $3223-adventerprise_wan_dbg-vz 122-18 1044 SX 1 087 | 357
ADVENTERPRISEKI_VWAN_DBG = s72033_rp-ADYVENTERPRISEKI_VWAN_DBG-¥M 37 3245 13214
ADYANCED ENT SERVICES : :
SSH (MODULAR) &7 2033-adventerprisekd_wan_dbg-vz 122-sierra_irteg_070225 1 087 357
28 tems found, displaying 1 to 15.
[FirstiPrev] 1, 2 [Nextid ast

[i=]

et s (T AT

Click Show Detail under the Software - Sets and Images area name; this toggles
the option to Hide Detail (1) and shows the associated detail information:

» Feature Set

¢ Image Name

e Device Count with Image
* % 6500s with Image

* % of all Image
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Step 2 Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.
Technology & Features

The Technology & Features area contains the following information:

Technology & Features

Thiz is a list of technologies and festures supported by the devices currently registered with Smart Call Home. This list of festures is
derived from the show running config. Some features are enabled in the devices by default and may not appear in the show running

config.

For a complete list of features, please refer to Feature Navigator tool

d Device Count % 65005 wih |
Sub-Technology.
! Technology. Eeature \With Feature 1
o w w m o P e ¥ M f M W M R M W f M R M f e R omw ¥ o w o o mmow o mw r o s o o o o owd
2 ATM Cell Loss Priority (CLP)
ATH Mot Available Setting 1 087
Additional anci :
Legacy Protocols AppleTalk Routing AppleTalk 1 and 2 1 087
Additional anc ;
Legacy Protocols Movell § IPX Routing Novel IPX 4 350
Availability Frame-relay SSO-ATM 1 087
Avwailability HOLC 550 -HDLC 9 7.69
Availability Multilink PFPP S50 - Multilink PPP (MLP) 9 789
Availability PPP S50 -PPP 9 789
’ : Manual certificate enroliment
Cortert Metworking Mot Available (TFTP and cut-anc-paste) 3 263
" § FTP Support for Downloading
Content Metworking  File Transfer Protocal (FTP) Software Images 1 087
Contert Networking Mot Available Redundancy Facilty Protocol 1 0.7
P Access Lists IP Named Access Control List 3 263
i3] Border Gateway Protocol BGP BGP 1 0.87
1 Border Gatevway Protocol BGP BGP Convergence Optimization g 789
Dynamic Host Configuration .
i Protocol (DHCP)DHCPYE DHCE Soopng ! uif
Enhanced Interior Gateway
P Routing Protocol EIGRP Enhanced IGRP (EIGRP) 7 614
87 items found, displaying 1 to 15.
[FirstiPrev] 1,2, 3,4, 5,6 [NextiLast]
- -
Expon ot Home Revort (K el SLP0r )
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Step1  Click Show Detail under the Technology & Features area name; this toggles the
option to Hide Detail (1) and shows the associated detail information:

» Feature Names (associated with each Technology / Sub-Technology, on a
row-by-row basis)

* Device Count with Feature
e % 6500s with Feature

Step 2 Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Export the Call Home Report

Numerous pages on both Device Reports and Call Home History Reports have an
Export Call Home Report function, which lets you export the report information
on the current page to either an Excel or a PDF format.

Perform the following steps to export a report to either an Excel or PDF format:

Step1  Click the export option you want to use, Excel or PDF; the respective Excel or
PDF option window appears.

Do you want to open or zave this file? Do you want to open or zave thiz file?
lﬂj MName: Smart Call Home - Contact Report.xds - Nasmas: Smart Cal Home - Contact Raport.pdf
Type: Microsoft Excel Workshest, 119 bytes e Type: Adobe Acrobat 7.0 Document, 1,60 KB
From: tools-stage.cisco.com From: tools-stage. dsco.com
Open ] [ Save ] l Cancel ] [ Open ] [ Save ] I Cancel ]
‘wihile fles lrom the Intemet can be usehul, some fles can potentisly ‘wihie fles from the Intemet can be useful, some fles can potentisly =1
hasrn pour computes. IF pou do not thust the scurce, do not open of harm pous computer. If wou do not trust the sowce, do not open of =2
save this le. What's the r:k? save this fle. Whai's the 1k 2,
=
s

Step 2 Click the option you want to use (Open, Save or Cancel), then click OK.
One of three actions will occur:
» If you click Open, then the export is opened by the respective application.

» If you click Save, then the export file is downloaded to the default download
directory location of your web browser.
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« If you click Cancel, then the export action is cancelled.
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