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Executive Summary

Executive Summary

This deployment guide provides step-by-step instructions in order to deploy a VersaStack system consisting
of IBM V9000 storage and Cisco UCS infrastructure for a successful VMware deployment. As an example,
this solution could be deployed by enterprises to support their environments needing extreme performance
in the datacenter. For design guidance on which VersaStack solution best suites your requirements, please
refer to the design zone information for VersaStack later in this document.

In today’s rapid paced IT environments there are many challenges including:

e Inarecent poll, 73% of all IT spending was used just to keep the current data center running;
amounting in increased Opex

e Rapid storage growth resulting in expensive and complex storage management

e Underutilized compute and storage resources

o IT groups are challenged to meet SLA’s, dealing with complex troubleshooting

e |T groups are beset with time consuming data migrations to manage growth and change

To overcome these issues and increase efficiency, IT departments are moving towards converged
infrastructure solutions. These solutions offer many benefits, some of which are having the integration testing
completed along with thoroughly documented deployment procedures. They also offer increased feature
sets and premium support with a single point of contact. Cisco and IBM have team up to bring the best
networking, compute and storage in a single solution named VersaStack. VersaStack offers customer’s
versatility, simplicity and great performance along with reliability. In this document we will show how to
install an All-Flash VersaStack setup for a VMware infrastructure that is designed to increase IOPS and
provide best performance for 10 intensive applications. Brief list of the VersaStack benefits that solve the
challenges previously noted include:

e Cisco Unified Computing System Manger providing simplified management for compute and network
through a consolidated management tool

e Cisco UCS Service Profiles designed to vastly reduce deployment time and provide consistency in the
datacenter

e Cisco Fabric Interconnects to reduce infrastructure costs and simplify networking
e |IBM Real-time compression to reduce the storage footprint and storage costs
e |IBM Data-at-rest Encryption to provide Enterprise reliability

e Optional IBM Easy Tier to automate optimizing performance while lowering storage costs by
automatically placing infrequently accessed data on cheaper disks, and highly accessed data on faster
tiers thereby reducing costly migrations

e |IBM'’s FlashSystem V9000 Simplified Storage Management designed to simplify day to day storage
tasks

VersaStack offers customers the ability to reduce OPEX while at the same time helping meet their SLA’s by
simplifying many of the day to day IT tasks, as well as consolidating and automating others.
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VersaStack for Data Center Overview
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Introduction

The current data center trend, driven by the need to better utilize available resources, is towards
virtualization on shared infrastructure. Higher levels of efficiency can be realized on integrated platforms due
to the pooling of compute, network and storage resources, brought together by a pre-validated process.
Validation eliminates compatibility issues and presents a platform with reliable features that can be deployed
in an agile manner. This industry trend and the validation approach used to cater to it, has resulted in
enterprise customers moving away from silo architectures. VersaStack serves as the foundation for a variety
of workloads, enabling efficient architectural designs that can be deployed quickly and with confidence.

Audience

This document describes the architecture and deployment procedures of an infrastructure composed of
Cisco®, IBM ®, and VMware® virtualization that use IBM FlashSystem V9000 block protocols. The intended
audience for this document includes, but is not limited to, sales engineers, field consultants, professional
services, IT managers, partner engineering, and customers who want to deploy the core VersaStack
architecture with IBM FlashSystem V9000.

What’s New?

The following design elements distinguish this version of VersaStack from previous models:
e Support for the Cisco UCS 3.1(1e) release and Cisco UCS B200-M4 servers
e Support for the latest release of IBM FlashSystem V9000 software 7.6.0.4
e VMware vSphere 6.0 Ula

e Validation of the Cisco Nexus 9000 switches including an IBM FlashSystem V9000 storage array with
16G Host connectivity

e Validation of Cisco MDS 9148S Switches with 16G ports

For more information on previous VersaStack models, please refer the VersaStack guides at:

http://www.cisco.com/c/en/us/solutions/enterprise/data-center-designs-cloud-computing/versastack-
designs.html
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Solution Design and Architecture
_________________________________________________________________________________________________________________________________|

Architecture

The VersaStack architecture is highly modular or "'Pod-like”. There are sufficient architectural flexibility and
design options to scale as required with investment protection. The platform can be scaled up (adding
resources to existing VersaStack units) and/or out (adding more VersaStack units).

Specifically, this VersaStack is a defined set of hardware and software that serves as an integrated
foundation for both virtualized and non-virtualized solutions. VersaStack All-Flash includes IBM FlashSystem
V9000, Cisco networking, the Cisco Unified Computing System™ (Cisco UCS®), Cisco MDS fiber-channel
switches and VMware vSphere software in a single package. The design is flexible enough that the
networking, computing, and storage can fit in one data center rack or be deployed according to a
customer's data center design. Port density enables the networking components to accommodate multiple
configurations.

One benefit of the VersaStack architecture is the ability to meet any customer's capacity or performance
needs in a cost effective manner. The Converged Infrastructure system capable of serving multiple protocols
across a single interface allows for customer choice and investment protection because it is wire-once
architecture.

This architecture references relevant criteria pertaining to resiliency, cost benefit, and ease of deployment of
all components including IBM FlashSystem V9000 storage.

Figure 1 illustrates the VMware vSphere built on VersaStack components and the network connections for a
configuration with IBM FlashSystem V9000 Storage. This design uses the Cisco Nexus® 9372, and Cisco
UCS B-Series with the Cisco UCS virtual interface card (VIC) and the IBM FlashSystem V9000 storage
controllers connected in a highly available design using Cisco Virtual Port Channels (vPCs). This
infrastructure is deployed to provide FC-booted hosts with block-level access to shared storage datastores.

Common infrastructure services such as Active Directory, DNS, DHCP, vCenter, Cisco Nexus 1000v virtual
supervisor module (VSM), Cisco UCS Performance Manager etc can be deployed on a redundant and self-
contained hardware in a Common Infrastructure Pod along with the VersaStack Pod. At a customer's site,

depending on whether this is a new data center, there may not be a need to build this infrastructure piece.

This document details the implementation and deployment of VersaStack Pod and does not cover the
implementation of the Common Infrastructure Pod.



Solution Design and Architecture

Figure 1  VersaStack Cabling Overview
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The reference hardware configuration includes:

Two Cisco Nexus 9396 or 9372 switches

Two Cisco UCS 6248UP Fabric Interconnects

Two Cisco MDS 9148S Fibre-Channel switches

Support for 32 Cisco UCS C-Series servers without any additional networking components
Support for 8 Cisco UCS B-Series servers without any additional blade server chassis

Support for up to 160 Cisco UCS C-Series and B-Series servers by way of additional fabric extenders
and blade server chassis

Two IBM FlashSystem V9000 control enclosures and one V9000 Storage enclosure. Support for up to
12 flash modules of the same capacity within storage enclosures.

For server virtualization, the deployment includes VMware vSphere. Although this is the base design, each of
the components can be scaled easily to support specific business requirements. For example, more (or
different) servers or even blade chassis can be deployed to increase compute capacity, additional V9000
Storage Enclosures to increase capacity, and pairs of V9000 Control Enclosures shelves can be deployed to
improve I/O capability and throughput, and special hardware or software features can be added to introduce
new features and functionality.

This document guides you through the low-level steps for deploying the base architecture. These
procedures cover everything from physical cabling to network, compute and storage device configurations.
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For detailed information regarding the design of VersaStack, please reference the Design guide at:

http://www.cisco.com/c/en/us/solutions/enterprise/data-center-designs-cloud-computing/versastack-
designs.html

Software Revisions

The table below details the software revisions used for validating various components of the Cisco Nexus
9000 based VersaStack architecture. To validate your enic version, run the command "*ethtool -i vmnicO"
through the command line of the ESX host. For more information regarding supported configurations please
reference the following Interoperability links:

IBM:

http://www-03.ibm.com/systems/support/storage/ssic/interoperability.wss

Cisco:

http://www.cisco.com/web/techdoc/ucs/interoperability/matrix/matrix.html

Table 1 Software Revisions
Layer Device Image Comments
Compute Cisco UCS Fabric 3.1(1e) Embedded
management
Interconnects 6200 Series
Switches
Cisco UCS C 220 M3/M4 3.1(1e) Software bundle
Server release
Cisco UCS B 200 M3/ M4 3.1(1e) Software bundle
Server release
Cisco ESXi enic driver 2.3.0.7 Ethernet driver for
Cisco VIC
Cisco ESXi fnic driver 1.6.0.25 FCOE driver for
Cisco VIC
Network Cisco Nexus 9372 Switches 6.1(2)I3(5) Operating system
version
Cisco MDS 9148S Switches 6.2(13b) FC switch
firmware version
Storage IBM FlashSystem V9000 7.6.0.4 Software version
Storage
Software VMware vSphere ESXi 6.0 updatela Software version
VMware vCenter 6.0 Software version
Cisco Nexus 1000v Switch 5.2(1)SV3(1.5a) Software version

10
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Configuration Guidelines

This document provides details on configuring a fully redundant, highly available VersaStack unit with IBM
FlashSystem V9000 storage. Therefore, reference is made at each step to the component being configured
as either A or B. For example, Controller-A and Controller-B are used to identify the IBM storage controllers
that are provisioned within this document and Cisco Nexus A and Cisco Nexus B identifies the pair of Cisco
Nexus switches that are configured. The Cisco UCS fabric Interconnects are similarly configured.
Additionally, this document details the steps for provisioning multiple Cisco UCS hosts, and these are
identified sequentially: VM-Host-Infra-01, VM-Host-Infra-02, and so on. Finally, to indicate that you should
include information pertinent to your environment in a given step, <text> appears as part of the command
structure.

This document is intended to enable you to fully configure the VersaStack Pod in the environment. Various
steps require you to insert customer-specific naming conventions, IP addresses, VSAN and VLAN schemes,
as well as to record appropriate MAC addresses.

VLAN Topology

Table 2 and Table 3 describe the VLAN and VSAN IDs necessary for deployment as outlined in this guide.
The virtual machines (VMs) necessary for deployment are outlined in this guide as well. Networking
architectures can be unique to each environment. Since the design of this deployment is a POD, the
architecture in this document leverages private networks and only the in-band management VLAN traffic
routes out through the Cisco Nexus 9000 switches. Other management traffic is routed through a separate
Out of Band Management switch; your architecture could vary based on the deployment objectives. An NFS
VLAN is included in this document to allow connectivity to any existing NFS data stores for migration of
virtual machines if required, however NFS is not validated in the solution and is not supported on IBM
FlashSystem V9000.

Table 2 Example IPs
VLAN Name VLAN Purpose ID used in this
Document
Native VLAN to which untagged frames are 2
assigned
Out of Band VLAN for out-of-band management 3171
Mgmt interfaces
NFS VLAN for Infrastructure NFS traffic 3172
vMotion VLAN for VMware vMotion 3173
VM-Traffic VLAN for Production VM Interfaces 3174
In-Band VLAN for in-band management interfaces 11
Mgmt

11
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Figure 2 VLAN Logical View
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Fibre Channel Topology

The SAN infrastructure allows addition of storage enclosures or additional building blocks non-disruptively. A
pair of Cisco MDS switches has been used for the fibre channel connectivity providing redundancy. Separate
fabrics have been created by utilizing VSAN’s on the Cisco MDS switches which provides dedicated hosts or
server-side storage area networks (SANs) and a private fabric to support the cluster interconnects.

The logical fabric isolation provides:
e No access for any host or server to the storage enclosure accidentally.

¢ No congestion to the host or server-side SAN can cause potential performance implications for both
the host or server-side SAN and the FlashSystem V9000.

Table 3 describes the VSANs necessary for deployment as outlined in this guide.

Table 3 VSANSs for Deployment
VSAN Name VSAN Purpose ID Used in
Validating This
Document
Host-Fabric- VSAN for Host 101
A connectivity

12
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VSAN Name VSAN Purpose ID Used in
Validating This
Document

Host-Fabric- VSAN for Host 102

B connectivity

Cluster- VSAN for Cluster 201

Fabric-A connectivity

Cluster- VSAN for Cluster 202

Fabric-B connectivity

Figure 3 Fibre Channel Topology View
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Virtual Machines

This document assumes that the required infrastructure machines exists or are created during the install. For
example, some of the machines that would be necessary are listed in the below table.

Table 4 Virtual Machine List
Virtual Machine Description Host Name

Active Directory
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Virtual Machine Description Host Name

vCenter Server

DHCP Server

Configuration Variables

The following customer implementation values for the variables below should be identified prior to starting
the installation procedure.

Table 5 Customer Variables

Variable Description Customer

Implementation
Value

<<var_contOl mgmt ip>>

Out-of-band management IP for V9000 Controller
01

<<var_contO0Ol mgmt mask>
>

Out-of-band management network netmask

<<var_contO0l mgmt gatew
ay>>

Out-of-band management network default gate-
way

<<var cont02 mgmt ip>>

Out-of-band management IP for V9000 Controller
02

<<var_ cont02 mgmt mask>
>

Out-of-band management network netmask

<<var_cont02 mgmt gatew
ay>>

Out-of-band management network default gate-
way

<<var can0l srvc ip>>

Out-of-band service IP for canisterl, Storage
Enclosure

<<var_ can02 srvc ip>>

Out-of-band service IP for canister2, Storage
Enclosure

<<var_can_srvc_mask>>

Out-of-band services management network net-
mask

<<var can srvc gateway>
>

Out-of-band services management network de-
fault gateway

<<var_ cluster mgmt ip>>

Out-of-band management IP for V9000 cluster

<<var_ cluster mgmt mask
>>

Out-of-band management network netmask

<<var_ cluster mgmt gate
way>>

Out-of-band management network default gate-
way

<<var_ password>>

Global default administrative password

<<var_ dns domain name>>

DNS domain name
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Variable

Description

Customer
Implementation
Value

<<var_ nameserver ip>>

DNS server IP(s)

<<var_ timezone>>

VersaStack time zone (for example, Ameri-
ca/New_York)

<<var_ global ntp server
_ip>>

NTP server IP address

<<var email contact>>

Administrator e-mail address

<<var_admin_phone>>

Local contact number for support

<<var mailhost ip>>

Mail server host IP

<<var_ country code>>

Two-letter country code

<<var state>>

State or province name

<<var city>>

City name

<<var_org>>

Organization or company name

<<var_unit>>

Organizational unit name

<<var_ street address>>,

Street address for support information

<<var contact name>>

Name of contact for support

<<var_admin>>

Secondary Admin account for storage login

<<var nexus_A hostname>
>

Cisco Nexus A host name

<<var nexus_ A mgmt0 ip>
>

Out-of-band Cisco Nexus A management IP ad-
dress

<<var_ nexus A mgmt0 net
mask>>

Out-of-band management network netmask

<<var nexus_ A mgmt0 gw>
>

Out-of-band management network default gate-
way

<<var_ nexus_B hostname>
>

Cisco Nexus B host name

<<var nexus_ B mgmt0 ip>
>

Out-of-band Cisco Nexus B management IP ad-
dress

<<var_ nexus B mgmt0 net
mask>>

Out-of-band management network netmask

<<var nexus_ B mgmt0 gw>
>

Out-of-band management network default gate-
way

<<var_ ib-mgmt vlan id>>

In-band management network VLAN ID
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Variable

Description

Customer
Implementation
Value

<<var_ native vlan id>>

Native VLAN ID

<<var nfs vlan id>>

NFS VLAN ID

<<var_vmotion vlan id>>

VMware vMotion® VLAN ID

<<var_ vm-
traffic vlan id>>

VM traffic VLAN ID

<<var_ nexus_vpc_domain
id>>

Unique Cisco Nexus switch VPC domain ID

<<var_ucs_clustername>>

Cisco UCS Manager cluster host name

<<var ucsa mgmt ip>>

Cisco UCS fabric interconnect (FI) A out-of-band
management IP address

<<var_ucsb mgmt ip>>

Cisco UCS fabric interconnect (Fl) B out-of-band
management IP address

<<var_ucsa_mgmt mask>>

Out-of-band management network netmask

<<var ucsa mgmt gateway
>>

Out-of-band management network default gate-
way

<<var_ucs cluster ip>>

Cisco UCS Manager cluster IP address

<<var_cimc_mask>>

Out-of-band management network netmask

<<var_ cimc gateway>>

Out-of-band management network default gate-
way

<<var_vsm domain_ id>>

Unique Cisco Nexus 1000v virtual supervisor
module (VSM) domain ID

<<var_ vsm mgmt ip>>

Cisco Nexus 1000v VSM management IP address

<<var_vsm updatemgr mgm
t ip>>

Virtual Switch Update Manager IP address

<<var_ vsm mgmt mask>>

In-band management network netmask

<<var vsm mgmt gateway>
>

In-band management network default gateway

<<var_vsm_ hostname>>

Cisco Nexus 1000v VSM host name

<<var_ ftp server>>

IP address for FTP server

<<var_ MDS A hostname>>

Name for the FC Cisco MDS Switch in Fabric A

<<var MDS A mgmtO ip>>

Cisco MDS switch Out-of-band management IP
address

<<var MDS A mgmtO netma
sk>>

Cisco MDS switch Out-of-band management IP
netmask
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Variable

Description

Customer
Implementation
Value

<<var MDS A mgmtO gw>>

Cisco MDS switch Out-of-band Cisco Nexus A
management |IP gateway

<<var_ MDS B hostname>>

Name for the FC Cisco MDS Switch in Fabric B

<<var MDS B mgmt0O ip>>

Cisco MDS switch Out-of-band management IP
address

<<var MDS B mgmtO netma
sk>>

Cisco MDS switch Out-of-band management IP
netmask

<<var MDS B mgmtO gw>>

Cisco MDS switch Out-of-band management IP
gateway

<<var UTC offset>>

UTC time offset for your area

<<var_vsan a id>>

VSAN id for Host connectivity on Cisco MDS
switch A (101 is used)

<<var_vsan B id>>

VSAN id for Host connectivity on Cisco MDS
switch B (102 is used)

<<var vsan _a clus_ id>>

VSAN id for V9000 Cluster connectivity on Cisco
MDS switch A (201 is used )

<<var vsan B clus_ id>>

VSAN id for V9000 Cluster connectivity on Cisco
MDS switch B (202 is used )

<<var_ fabric a fcoe vla
n_id>>

Fabric id for Cisco MDS switch A (101 is used)

<<var_ fabric b fcoe vla
n_id>>

Fabric id for Cisco MDS switch B (102 is used )

<<var_ In-
band mgmtblock net>>

Block of IP addresses for KVM access for Cisco
ucs

<<var_vmhost infra 01 i
p>>

VMware ESXi host 01 in-band Mgmt IP

<<var_ nfs vlan id ip ho
st-01>>

NFS VLAN IP address for ESXi host 01

<<var nfs vlan id mask
host-01>>

NFS VLAN netmask for ESXi host 01

<<var_vmotion vlan id i
p_host-01>>

vMotion VLAN IP address for ESXi host 01

<<var_vmotion vlan id m
ask host-01>>

vMotion VLAN netmask for ESXi host 01

The last 5 wvariables
should be repeated for
all ESXi hosts

The variables below for the Fibre Channel environment are to be collected during the installation phase for

subsequent use in this document.

17




Solution Design and Architecture

# IBM FlashSystem V9000 Storage Controllers are also referred to as AC2 and the Storage Enclosure as
AE2, this document refers to the controllers as Controller A (ContA) and Controller B (ContB) and the stor-
age enclosure as (SE).

Following are the IBM FlashSystem V9000 Storage Fibre Channel port naming conventions used on Cisco
MDS switches:

e Cont - Storage Controller
e SE- Storage Enclosure
e FE - Front-end, Host connectivity

e BE - Back-end, Cluster communication

Table 6 WWPN Variables
Source Switch/ Variable WWPN
Port

FC_SE-BE1-fabricA Switch A, FC13 <<var_ wwpn FC SE-BEl-
fabricA>>

FC_SE-BE2-fabricA Switch A, FC14 <<var wwpn_ FC_ SE-BE2-
fabricA>>

FC_SE-BE3-fabricA Switch A, FC15 <<var wwpn FC SE-BE3-
fabricA>>

FC_SE-BE4-fabricA Switch A, FC16 <<var wwpn FC SE-BE4-
fabricA>>

FC_SE-BE5-fabricB Switch B, FC13 <<var wwpn_ FC SE-BE5-
fabricB>>

FC_SE-BE6-fabricB Switch B, FC14 <<var wwpn FC SE-BE6-
fabricB>>

FC_SE-BE7-fabricB Switch B, FC15 <<var_ wwpn_ FC_SE-BE7-
fabricB>>

FC_SE-BE8-fabricB Switch B, FC16 <<var wwpn FC SE-BES8-
fabricB>>

FC_ContA-BE1-fabricA | Switch A, FC9 <<var_ wwpn_ FC ContA-BEl-
fabricA>>

FC_ContA-BE2-fabricA | Switch A, FC10 <<var wwpn FC ContA-BE2-
fabricA>>

FC_ContB-BE1-fabricA | Switch A, FC11 <<var_ wwpn_ FC ContB-BEl-
fabricA>>

FC_ContB-BE2-fabricA | Switch A, FC12 <<var wwpn FC ContB-BE2-
fabricA>>

FC_ContA-BE3-fabricB | Switch B, FC9 <<var_ wwpn_ FC ContA-BE3-
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Source

Switch/
Port

Variable

WWPN

fabricB>>

FC_ContA-BE4-fabricB

Switch B, FC10

<<var wwpn FC ContA-BE4-
fabricB>>

FC_ContB-BE3-fabricB

Switch B, FC11

<<var_ wwpn_ FC ContB-BE3-
fabricB>>

FC_ContB-BE4-fabricB

Switch B, FC12

<<var wwpn FC ContB-BE4-

fabricB>>
FC_ContA-FE1-fabricA | Switch A, FC5 <<var wwpn FC ContA-FEl-
fabricaA>>
FC_ContA-FE2-fabricB | Switch B, FC5 <<var wwpn_ FC ContA-FE2-
fabricB>>
FC_ContA-FE3-fabricA | Switch A, FC6 <<var_ wwpn_ FC ContA-FE3-
fabricaA>>
FC_ContA-FE4-fabricB | Switch B, FC6 <<var wwpn_ FC ContA-FE4-
fabricB>>
FC_ContB-FE1-fabricA | Switch A, FC7 <<var_ wwpn_ FC ContB-FEl-
fabricA>>
FC_ContB-FE2-fabricB | Switch B, FC7 <<var wwpn FC ContB-FE2-
fabricB>>
FC_ContB-FE3-fabricA | Switch A, FC8 <<var wwpn_ FC ContB-FE3-
fabricA>>
FC_ContB-FE4-fabricB | Switch B, FC8 <<var wwpn FC ContB-FE4-

fabricB>>
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VersaStack Cabling

VersaStack Build Process

Figure 4 VersaStack Build Process Flow Chart
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VersaStack Cabling

The information in this section is provided as a reference for cabling the equipment in a VersaStack
environment. To simplify cabling requirements, the tables include both local and remote device and port
locations.

The tables in this section contain details for the prescribed and supported configuration of the IBM
FlashSystem V9000 running 7.6.0.4.

This document assumes that out-of-band management ports are plugged into an existing management
infrastructure at the deployment site. These interfaces will be used in various configuration steps

Be sure to follow the cabling directions in this section. Failure to do so will result in changes to the
deployment procedures that follow because specific port locations are mentioned.
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It is possible to order IBM FlashSystem V9000 systems in a different configuration from what is presented in
the tables in this section. Before starting, be sure that the configuration matches the descriptions in the
tables and diagrams in this section.

Figure 5 shows the cabling diagrams for VersaStack configurations using the Cisco Nexus 9000 and IBM
FlashSystem V9000. For more information about FlashSystem V9000 enclosure cabling information,
reference the following URL:

https://www.ibm.com/support/knowledgecenter/STKMQV _7.6.0/com.ibm.storage.vflashsystem9000.7.6.do
c/FlashSystem V9000 welcome.htm?lang=en

Figure 5 VersaStack Wiring
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Figure 6 shows the Management cabling. The V9000’s have redundant management connections. One path
is through the dedicated out-of-band management switch, and the secondary path is through the in-band
management path going up through the Cisco Nexus 9000 to the production network.

Figure 6 VersaStack Management Cabling
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The tables below provide the details of all the connections in use.

Table 7 Cisco Nexus 9000-A Cabling Information

Local Device Local Port Connec Remote Device Remote

tion Port
Cisco Nexus 9000-A Eth1/25 10GbE Cisco UCS fabric interconnect-A Eth1/25
Eth1/26 10GbE Cisco UCS fabric interconnect-B Eth1/26
Eth1/49 40GbE Cisco Nexus 9000-B Eth1/49
Eth1/50 40GbE Cisco Nexus 9000-B Eth1/50

Eth1/48 GbE GbE management switch Any
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# For devices requiring GbE connectivity, use the GbE Copper SFP+s (GLC-T=).

Table 8 Cisco Nexus 9000-B Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco Nexus 9000-B Eth1/25 10GbE Cisco UCS fabric interconnect- Eth1/25
B
Eth1/26 10GbE Cisco UCS fabric interconnect- Eth1/26
A
Eth1/49 40GbE Cisco Nexus 9000-A Eth1/49
Eth1/50 40GbE Cisco Nexus 9000-A Eth1/50
Eth1/48 GbE GbE management switch Any

& For devices requiring GbE connectivity, use the GbE Copper SFP+s (GLC-T=).
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Figure 7

IBM V9000 Storage Day-0 Fibre Cabling Reference
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Table 9 Cisco Nexus MDS 9148S-A

Port naming on Switch/ Port Cabling

Switch reference
FC_SE-BE1-fabricA Switch A, FC13 9
FC_SE-BE2-fabricA Switch A, FC14 11
FC_SE-BE3-fabricA Switch A, FC15 13
FC_SE-BE4-fabricA Switch A, FC16 15
FC_ContA-BE1-fabricA | Switch A, FC9 1
FC_ContA-BE2-fabricA | Switch A, FC10 3
FC_ContB-BE1-fabricA | Switch A, FC11 5
FC_ContB-BE2-fabricA | Switch A, FC12 7
FC_ContA-FE1-fabricA | Switch A, FC5 65
FC_ContA-FE3-fabricA | Switch A, FC6 67
FC_ContB-FE1-fabricA | Switch A, FC7 69
FC_ContB-FE3-fabricA | Switch A, FC8 71
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Table 10 Cisco Nexus MDS 9148S-B Cabling Reference Correlation
Port naming on Switch/ Cabling
Switch Port reference

FC_SE-BE5-fabricB Switch B, FC13 (10

FC_SE-BE6-fabricB Switch B, FC14 (12

FC_SE-BE7-fabricB Switch B, FC15 (14

FC_SE-BE8-fabricB Switch B, FC16 (16

FC_ContA-BE3-fabricB [Switch B, FC9 2

FC_ContA-BE4-fabricB [Switch B, FC10 4

FC_ContB-BE3-fabricB [Switch B, FC11 |6

FC_ContB-BE4-fabricB [Switch B, FC12 8

FC_ContA-FE2-fabricB [Switch B, FC5 66
FC_ContA-FE4-fabricB [Switch B, FC6 68
FC_ContB-FE2-fabricB  [Switch B, FC7 70
FC_ContB-FE4-fabricB  [Switch B, FC8 72

Table 11 IBM FlashSystem V9000 Controller, Cont-A Cabling Information
Local Device Local Conne Remote Device Remote
Port ction Port

E1l GbE GbE management switch Any
E2 (optional) | GbE Cisco Nexus 9000-A Any
FC1 16gbps Cisco MDS 9148S-A fcl/5
(Slot2:Port2)
FC2 16gbps Cisco MDS 9148S-B fcl/5

IBM FlashSystem V9000 Con- (Slot2:Port4)

troller, Cont-A
FC3 16gbps Cisco MDS 9148S-A fc1/6
(Slot5:Port2)
FC4 16gbps Cisco MDS 9148S-B fc1/6
(Slot5:Port4)
FC5 16gbps Cisco MDS 9148S-A fcl/9
(Slot1:Port2)
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Local Device Local Conne Remote Device Remote
Port ction Port
FC6 16gbps Cisco MDS 9148S-A fc1/10
(Slot1:Port4)
FC7 16gbps Cisco MDS 9148S-B fcl/9
(Slot3:Port2)
FC8 16gbps Cisco MDS 9148S-B fc1/10
(Slot3:Port4)
Table 12 IBM FlashSystem V9000 Controller, Cont-B Cabling Information
Local Device Local Conne Remote Device Remote
Port ction Port
IBM FlashSystem V9000 Con- | g1 GbE GbE management switch Any
troller, Cont-B
E2 (optional) | GbE Cisco Nexus 9000-B Any
FC1 16gbps Cisco MDS 9148S-A fcl/7
(Slot2:Port2)
FC2 16gbps Cisco MDS 9148S-B fcl/7
(Slot2:Port4)
FC3 16gbps Cisco MDS 9148S-A fcl/8
(Slot5:Port2)
FC4 16gbps Cisco MDS 9148S-B fc1/8
(Slot5:Port4)
FC5 16gbps Cisco MDS 9148S-A fcl/11
(Slotl1:Port2)
FC6 16gbps Cisco MDS 9148S-A fcl/12
(Slot1:Port4)
FC7 16gbps Cisco MDS 9148S-B fcl/11
(Slot3:Port2)
FC8 16gbps Cisco MDS 9148S-B fc1/12
(Slot3:Port4)
Table 13 IBM FlashSystem V9000 Storage Enclosure, SE Cabling Information
Local Device Local Connection Remote Device Remote
Port Port
E1l GbE GbE management switch Any
IBM FlashSystem V9000 Stor- .
E2 GbE GbE management switch Any
age Enclosure, SE
FC1 16gbps Cisco MDS 9148S-A fc1/13
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Local Device Local Connection Remote Device Remote
Port Port
FC2 16gbps Cisco MDS 9148S-A fc1/14
FC3 16gbps Cisco MDS 9148S-A fc1/15
FC4 16gbps Cisco MDS 9148S-A fcl/16
FC5 16gbps Cisco MDS 9148S-B fc1/13
FC6 16gbps Cisco MDS 9148S-B fc1/14
FC7 16gbps Cisco MDS 9148S-B fc1/15
FC8 16gbps Cisco MDS 9148S-B fcl/16
Table 14 Cisco Nexus MDS 9148S-A Cabling Information
Local Device Local Connection Remote Device Remote
Port Port
MgmtO GbE GbE management switch Any
fcl/1 8gbps Cisco UCS Fabric Interconnect fc29
6248-A
Cisco MDS 9148S-A - -
fcl/2 8gbps Cisco UCS Fabric Interconnect fc30
6248-A
fc1/3 8gbps Cisco UCS Fabric Interconnect fc31
6248-A
fc1/4 8gbps Cisco UCS Fabric Interconnect fc32
6248-A
fcl/5 16gbps IBM controller, ContA-FE1 FC1
fcl1/6 16gbps IBM controller, ContA-FE3 FC3
fcl/7 16gbps IBM controller, ContB-FE1 FC1
fcl/8 16gbps IBM controller, ContB-FE3 FC3
fc1/9 16gbps IBM controller, ContA-BE1 FC5
fc1/10 16gbps IBM controller, ContA-BE2 FC6
fc1/11 16gbps IBM controller, ContB-BE1 FC5
fc1/12 16gbps IBM controller, ContB-BE2 FC6
fc1/13 16gbps IBM Storage Enclosure, SE-BE1 FC1
fc1/14 16gbps IBM Storage Enclosure, SE-BE2 FC2
fc1/15 16gbps IBM Storage Enclosure, SE-BE3 FC3
fcl/16 16gbps IBM Storage Enclosure, SE-BE4 FC4
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Table 15 Cisco Nexus MDS 9148S-B Cabling Information
Local Device Local Connection Remote Device Remote
Port Port
MgmtO GbE GbE management switch Any
fc1/1 8gbps Cisco UCS Fabric Interconnect 6248- | fc29
B
Cisco MDS 91485-8 fcl/2 8gbps Cisco UCS Fabric Interconnect 6248- | fc30
B
fcl/3 8gbps Cisco UCS Fabric Interconnect 6248- | fc31
B
fc1/4 8gbps Cisco UCS Fabric Interconnect 6248- | fc32
B
fcl/5 16gbps IBM controller, ContA-FE2 FC2
fcl/6 16gbps IBM controller, ContA-FE4 FC4
fcl/7 16gbps IBM controller, ContB-FE2 FC2
fcl/8 16gbps IBM controller, ContB-FE4 FC4
fcl/9 16gbps IBM controller, ContA-BE3 FC7
fc1/10 16gbps IBM controller, ContA-BE4 FC8
fc1/11 16gbps IBM controller, ContB-BE3 FC7
fc1/12 16gbps IBM controller, ContB-BE4 FC8
fc1/13 16gbps IBM Storage Enclosure, SE-BE5 FC5
fc1/14 16gbps IBM Storage Enclosure, SE-BE6 FC6
fcl/15 16gbps IBM Storage Enclosure, SE-BE7 FC7
fcl/16 16gbps IBM Storage Enclosure, SE-BE8 FC8
Table 16 Cisco UCS Fabric Interconnect A Cabling Information
Local Device Local Connection Remote Device Remote
Port Port
Cisco UCS fabric interconnect-A | MgmtO GbE GbE management switch Any
Eth1/25 10GbE Cisco Nexus 9000-A Eth 1/25
Eth1/26 10GbE Cisco Nexus 9000-B Eth 1/26
Eth1/1 10GbE Cisco UCS Chassis FEX-A | IOM 1/1
Eth1/2 10GbE Cisco UCS Chassis FEX-A IOM 1/2
Eth1/3 10GbE Cisco UCS Chassis FEX-A | IOM 1/3
Eth1/4 10GbE Cisco UCS Chassis FEX-A | IOM 1/4
fc29 8gbps Cisco MDS 9148S-A fcl/1
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Local Device Local Connection Remote Device Remote
Port Port
fc30 8gbps Cisco MDS 9148S-A fcl/2
fc31 8gbps Cisco MDS 9148S-A fcl/3
fc32 8gbps Cisco MDS 9148S-A fcl/4
L1 GbE Cisco UCS fabric intercon- | L1
nect-B
L2 GbE Cisco UCS fabric intercon- | L2
nect-B
Table 17 Cisco UCS Fabric Interconnect B Cabling Information
Local Device Local Connection Remote Device Remote
Port Port
Cisco UCS fabric interconnect-B | MgmtO GbE GbE management switch Any
Eth1/25 10GbE Cisco Nexus 9000-B Eth 1/25
Eth1/26 10GbE Cisco Nexus 9000-A Eth 1/26
Eth1/1 10GbE Cisco UCS Chassis FEX-B IOM 1/1
Eth1/2 10GbE Cisco UCS Chassis FEX-B IOM 1/2
Eth1/3 10GbE Cisco UCS Chassis FEX-B IOM 1/3
Eth1/4 10GbE Cisco UCS Chassis FEX-B IOM 1/4
fc29 8gbps Cisco MDS 9148S-B fcl/1
fc30 8gbps Cisco MDS 9148S-B fcl/2
fc31 8gbps Cisco MDS 9148S-B fcl/3
fc32 8gbps Cisco MDS 9148S-B fcl/4
L1 GbE Cisco UCS fabric interconnect- | L1
A
L2 GbE Cisco UCS fabric interconnect- | L2
A

# Cisco UCS C-Series can be connected to the Fl directly or using FEX, the system validation included Cisco
UCS C-Series directly connected to the Fabric Interconnects.

Table 18 Connectivity with Direct Connect to Fl
Local Device Local Connection Remote Device Remote
Port Port
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Local Device Local Connection Remote Device Remote
Port Port
Cisco UCS C-Series Server 1 with Port O 10GbE Cisco UCS Fabric Interconnect Port 5
Cisco VIC 6248-A
Port 1 10GbE Cisco UCS Fabric Interconnect Port 6
6248-B
Cisco UCS C-Series Server 2 with Port O 10GbE Cisco UCS Fabric Interconnect Port 7
Cisco VIC 6248-A
Port 1 10GbE Cisco UCS Fabric Interconnect Port 8
6248-B
Table 19 Cisco Nexus Rack FEX A Example Connectivity Option
Local Device Local Port Connection Remote Device Remote
Port
Cisco Nexus 2232PP FEX A Fabric Port 1/1 | 10GbE Cisco UCS fabric interconnect A | Port 5
Fabric Port 1/2 | 10GbE Cisco UCS fabric interconnect A Port 6
Table 20 Cisco Nexus Rack FEX B
Local Device Local Connection Remote Device Remote
Port Port
Cisco Nexus 2232PP FEX B Fabric Port 10GbE Cisco UCS fabric interconnect B | Port 5
1/1
Fabric Port 10GbE Cisco UCS fabric interconnect B Port 6
1/2
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VersaStack Deployment

Cisco Nexus 9000 Initial Configuration Setup

This section provides the details for the initial Cisco Nexus 9000 Switch setup.

Cisco Nexus A

To set up the initial configuration for the first Cisco Nexus switch complete the following steps:

.S

On initial boot and connection to the serial or console port of the switch, the NX-OS setup should auto-
matically start and attempt to enter Power on Auto Provisioning.

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: y
--—-- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:
Enter the password for "admin":
Confirm the password for "admin":
---- Basic System Configuration Dialog VDC: 1 ----

This setup utility will guide you through the basic configuration of the system.
Setup configures only enough connectivity for management of the system.

Please register Cisco Nexus9000 Family devices promptly with your supplier.
Failure to register may affect response times for initial service calls.
Nexus9000 devices must be registered to receive entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime to skip the
remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): y

Create another login account (yes/no) [n]: n

Configure read-only SNMP community string (yes/no) [n]:

Configure read-write SNMP community string (yes/no) [n]:

Enter the switch name : <<var nexus_A hostname>>

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
Mgmt0O IPv4 address : <<var nexus A mgmt0O ip>>

Mgmt0 IPv4 netmask : <<var nexus A mgmt0 netmask>>
Configure the default gateway? (yes/no) [vy]:

IPv4 address of the default gateway : <<var nexus A mgmt0 gw>>
Configure advanced IP options? (yes/no) [n]:

Enable the telnet service? (yes/no) I[n]:
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Enable the ssh service? (yes/no) [y]:
Type of ssh key you would like to generate (dsa/rsa) [rsa]:
Number of rsa key bits <1024-2048> [1024]: 2048
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address : <<var_global ntp server ip>>
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]:
The following configuration will be applied:
password strength-check
switchname <<var nexus_A hostname>>
vrf context management
ip route 0.0.0.0/0 <<var_nexus_ A mgmt0 gw>>
exit
no feature telnet
ssh key rsa 2048 force
feature ssh
ntp server <<var_ global ntp server ip>>
system default switchport
no system default switchport shutdown
copp profile strict

interface mgmtO ip address <<var nexus A mgmtO ip>><var nexus_ A mgmtO netmask>>
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:

[ttt ########] 100% Copy complete.

Cisco Nexus B

To set up the initial configuration for the second Cisco Nexus switch complete the following steps:

F.

On initial boot and connection to the serial or console port of the switch, the NX-OS setup should auto-
matically start and attempt to enter Power on Auto Provisioning.

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: y
--—-- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]:
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Enter the password for "admin":
Confirm the password for "admin":

---- Basic System Configuration Dialog VDC: 1 ---This setup utility will
guide you through the basic configuration of the system. Setup configures only
enough connectivity for management of the system.

Please register Cisco Nexus9000 Family devices promptly with your supplier.
Failure to register may affect response times for initial service calls.
Nexus9000 devices must be registered to receive entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime to skip the
remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): y
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) I[n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : <<var nexus_ B hostname>>
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
Mgmt0 IPv4 address : <<var nexus B mgmt0_ ip>>
MgmtO IPv4 netmask : <<var nexus B mgmtO netmask>>
Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway : <<var nexus B mgmt0 gw>>
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would like to generate (dsa/rsa) [rsa]:
Number of rsa key bits <1024-2048> [1024]: 2048
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address : <<var_global ntp server ip>>
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut) [noshut]:
Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]:
The following configuration will be applied:
password strength-check
switchname <<var nexus_ B hostname>>
vrf context management

ip route 0.0.0.0/0 <<var_nexus_B mgmt0 gw>>
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exit

no feature telnet

ssh key rsa 2048 force

feature ssh
ntp server <<var_global ntp server ip>>
system default switchport

no system default switchport shutdown
copp profile strict

interface mgmtO ip address <<var nexus B mgmtO ip>><<var nexus B mgmt0 netmask>>
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:

[### 44 R HHHFH A HF SR H 4 HH R ##4444] 100% Copy complete.

Enable the Appropriate Cisco Nexus 9000 Features and Settings
Cisco Nexus 9000 A and Cisco Nexus 9000 B
To enable IP switching feature and set default spanning tree behaviors, complete the following steps:

1. On each Cisco Nexus 9000, enter configuration mode:

config terminal

2. Use the following commands to enable the necessary features:

feature udld
feature lacp
feature vpc

3. Configure spanning tree and save the running configuration to start-up:

spanning-tree port type network default
spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
copy run start

Create VLANS for VersaStack IP Traffic
Cisco Nexus 9000 A and Cisco Nexus 9000 B
To create the necessary virtual local area networks (VLANS), complete the following step on both switches:

From the configuration mode, run the following commands:

vlan <<var_ ib-mgmt vlan id>>
name IB-MGMT-VLAN
vlan <<var native vlan id>>
name Native-VLAN
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vlan <<var nfs vlan id>>

name NEFS-VLAN

vlan <<var vmotion vlan id>>
name vMotion-VLAN

vlan <<var vm-traffic vlan id>>
name VM-Traffic-VLAN

exit

copy run start

Configure Virtual Port Channel Domain

Cisco Nexus 9000 A
1. From the global configuration mode, create a new vPC domain:
vpc domain <<var_ nexus_vpc_domain_ id>>
2. Make Cisco Nexus 9000A the primary vPC peer by defining a low priority value:
role priority 10

3. Use the management interfaces on the supervisors of the Cisco Nexus 9000s to establish a
keepalive link:

peer-keepalive destination <<var nexus B mgmt0O ip>> source
<<var_ nexus A mgmt0 ip>>

4. Enable following features for this vPC domain:

peer-switch

delay restore 150
peer-gateway

ip arp synchronize
auto-recovery

copy run start

Cisco Nexus 9000 B

To configure vPCs for switch B, complete the following steps:

1. From the global configuration mode, create a new vPC domain:

vpc domain <<var nexus_ vpc_domain_ id>>

2. Make Cisco Nexus 9000A the primary vPC peer by defining a low priority value:
role priority 20

3. Use the management interfaces on the supervisors of the Cisco Nexus 9000s to establish a
keepalive link:

peer-keepalive destination <<var nexus A mgmt0O ip>> source
<<var nexus B mgmtO ip>>

4. Enable following features for this vPC domain:
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peer-switch
delay restore 150
peer—-gateway
ip arp synchronize
auto-recovery
copy run start
Configure Network Interfaces for the VPC Peer Links

Cisco Nexus 9000 A
1. Define a port description for the interfaces connecting to VPC Peer <var_nexus_B_hostname>>.

interface Ethl/49
description VPC Peer <<var nexus B hostname>>:1/47
interface Ethl1/50

description VPC Peer <<var nexus B hostname>>:1/48

2. Apply a port channel to both VPC Peer links and bring up the interfaces.

interface Ethl1/49,Ethl/50
channel-group 10 mode active
no shutdown

3. Define a description for the port-channel connecting to <<var_nexus_B_hostname>>.

interface Pol0

description vPC peer-1link

4. Make the port-channel a switchport, and configure a trunk to allow in-band management, NFS, VM
traffic, and the native VLAN.

switchport
switchport mode trunk
switchport trunk native vlan <<var native vlan id>>

switchport trunk allowed vlan <<var ib-mgmt vlan id>>,
<<var nfs vlan id>>,<<var vmotion vlan id>>, <<var vm traffic vlan id>>,

5. Make this port-channel the VPC peer link and bring it up.

vpc peer-link
no shutdown
copy run start

Cisco Nexus 9000 B

1. Define a port description for the interfaces connecting to VPC Peer <var_nexus_A_hostname>>.

interface Ethl/49

description VPC Peer <<var nexus A hostname>>:1/47
interface Ethl/50

description VPC Peer <<var nexus A hostname>>:1/48
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2. Apply a port channel to both VPC Peer links and bring up the interfaces.

interface Ethl1/49,Ethl/50
channel-group 10 mode active
no shutdown

3. Define a description for the port-channel connecting to <<var_nexus_A_hostname>>,

interface Pol0
description vPC peer-1link

4. Make the port-channel a switchport, and configure a trunk to allow in-band management, NFS, VM
traffic, and the native VLAN.

switchport

switchport mode trunk

switchport trunk native vlan <<var native vlan id>>

switchport trunk allowed vlan <<var_ ib-mgmt vlan id>>, <<var nfs vlan_ id>>,
<<var vmotion vlan id>>, <<var vm traffic vlan id>>,

5. Make this port-channel the VPC peer link and bring it up.

vpc peer-link
no shutdown

copy run start

Configure Network Interfaces to Cisco UCS Fabric Interconnect
Cisco Nexus 9000 A
1. Define a description for the port-channel connecting to <<var_ucs_clustername>>-A.

interface Pol3
description <<var ucs_ clustername>>-A

2. Make the port-channel a switchport, and configure a trunk to allow in-band management, NFS, VM
traffic, and the native VLANS.

switchport

switchport mode trunk

switchport trunk native vlan <<var native vlan id>>

switchport trunk allowed vlan <<var ib-mgmt vlan id>>,

<<var nfs vlan id>>,<<var vmotion vlan id>>, <<var vm-traffic vlan id>>,

3. Make the port channel and associated interfaces spanning tree edge ports.

spanning-tree port type edge trunk

4. Set the MTU to be 9216 to support jumbo frames.

mtu 9216

5. Make this a VPC port-channel and bring it up.
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vpc 13
no shutdown

6. Define a port description for the interface connecting to <<var_ucs_clustername>>-A.

interface Ethl/25
description <<var ucs_clustername>>-A:1/25

7. Apply it to a port channel and bring up the interface.

channel-group 13 force mode active
no shutdown

8. Define a description for the port-channel connecting to <<var_ucs_clustername>>-B

interface Pol4
description <<var ucs clustername>>-B

9. Make the port-channel a switchport, and configure a trunk to allow InBand management, NFS, and
VM traffic VLANs and the native VLAN.

switchport

switchport mode trunk

switchport trunk native vlan <<var native vlan id>>

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>,
<<var_vmotion vlan id>>, <<var vm-traffic vlan id>>

10. Make the port channel and associated interfaces spanning tree edge ports.
spanning-tree port type edge trunk

11. Set the MTU to be 9216 to support jumbo frames.

mtu 9216

12. Make this a VPC port-channel and bring it up.

vpc 14
no shutdown

13. Define a port description for the interface connecting to <<var_ucs_clustername>>-B

interface Ethl/26
description <<var ucs_clustername>>-B:1/26

14. Apply it to a port channel and bring up the interface.

channel-group 14 force mode active
no shutdown
copy run start

Configure Network Interfaces to Cisco UCS Fabric Interconnect

Cisco Nexus 9000 B

1. Define a description for the port-channel connecting to <<var_ucs_clustername>>-B
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interface Pol4
description <<var ucs clustername>>-B

2. Make the port-channel a switchport, and configure a trunk to allow in-band management, NFS, VM
traffic, and the native VLANS.

switchport

switchport mode trunk

switchport trunk native vlan <<var native vlan id>>

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>,
<<var_vmotion vlan id>>, <<var vm traffic vlan id>>

3. Make the port channel and associated interfaces spanning tree edge ports.

spanning-tree port type edge trunk

4. Setthe MTU to be 9216 to support jumbo frames.

mtu 9216

5. Make this a VPC port-channel and bring it up.

vpc 14
no shutdown

6. Define a port description for the interface connecting to <<var_ucs_clustername>>-B

interface Ethl/25
description <<var ucs_clustername>>-B:1/25

7. Apply it to a port channel and bring up the interface.

channel-group 14 force mode active
no shutdown

8. Define a description for the port-channel connecting to <<var_ucs_clustername>>-A

interface Pol3
description <<var_ ucs_ clustername>>-A

9. Make the port-channel a switchport, and configure a trunk to allow InBand management, NFS, and
VM traffic VLANs and the native VLAN.

switchport

switchport mode trunk

switchport trunk native vlan <<var native vlan id>>

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>,
<<var vmotion vlan id>>, <<var vm traffic vlan id>>,

10. Make the port channel and associated interfaces spanning tree edge ports.

spanning-tree port type edge trunk

11. Set the MTU to be 9216 to support jumbo frames.

mtu 9216

12. Make this a VPC port-channel and bring it up.
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vpc 13
no shutdown

13. Define a port description for the interface connecting to <<var_ucs_clustername>>-A

interface Ethl/26
description <<var ucs_clustername>>-A:1/26

14. Apply it to a port channel and bring up the interface.

channel-group 13 force mode active
no shutdown
copy run start

Management Plane Access for Servers and Virtual Machines

There are multiple ways to configure the switch to the uplink to your separate management switch. The two
examples shown below helps you to know how your configuration could be setup, however since networking
configurations can vary, we recommend you consult your local network personal for the optimal
configuration. In the first example provided in this section, a single switch is top of rack and the Cisco Nexus
9000 series switches are both connected to it through its ports number 48. The Cisco Nexus 9000-Series
switches use a 1 GB SFP to convert the Cat-5 copper cable connected to the top of rack switch; however,
note that the connection types can vary. The Cisco Nexus 9000 switches are configured with the interface-
VLAN option and each Cisco Nexus 9000 switch has a unique IP for its VLAN. The traffic we wish to route
from the Cisco Nexus 9000 is the in-band management traffic, so we will use the VLAN 11 and set the port
to access mode. The top of rack switch also has its ports set to access mode. In the second example, the
top of rack switch would have port channel configured, and also we show how to leverage port channel,
which maximizes upstream connectivity.

Cisco Nexus 9000 A and B using Interface VLAN Example 1

On the Cisco Nexus A switch type the following commands. Notice the VLAN IP is different on each switch.

Cisco Nexus 9000 A

int Ethl/48

description IB-management-access

switchport mode access

spanning-tree port type network

switchport access vlan <<var ib-mgmt vlan id>>
no shut

feature interface-vlan

int Vlan <<var_ ib-mgmt vlan id>>

ip address <<var_ switch A inband mgmt ip address>>/<<var_ inband mgmt netmask>>
no shut

ip route 0.0.0.0/0 <<var_ inband mgmt gateway>>
copy run start

Cisco Nexus 9000 B

int Ethl/48

description Ib-management-access

switchport mode access

spanning-tree port type network

switchport access vlan <<var ib-mgmt vlan id>>
no shut

feature interface-vlan
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int Vlan <<var ib-mgmt vlan id>>

ip address <<var_ switch B inband mgmt ip address>>/<<var inband mgmt netmask>>
no shut

ip route 0.0.0.0/0 <<var_ inband mgmt gateway>>

copy run start

Cisco Nexus 9000 A and B using Port Channel Example 2

To enable management access across the IP switching environment leveraging port channel in config mode,
complete the following steps:

1. Define a description for the port-channel connecting to management switch.

interface poll
description IB-MGMT

2. Configure the port as an access VLAN carrying the InBand management VLAN traffic.
switchport

switchport mode access
switchport access vlan <<var ib-mgmt vlan id>>

3. Make the port channel and associated interfaces normal spanning tree ports.

spanning-tree port type normal

4. Make this a VPC port-channel and bring it up.

vpc 11
no shutdown

5. Define a port description for the interface connecting to the management plane.

interface Ethl/48
description IB-MGMT-SWITCH uplink

6. Apply it to a port channel and bring up the interface.

channel-group 11 force mode active
no shutdown

7. Save the running configuration to start-up in both Cisco Nexus 9000s and run commands to look at
port and port channel.

Copy run start
sh int ethl/48 br
sh port-channel summary

Cisco MDS 9148S Initial Configuration Setup

These steps provide the details of the initial Cisco MDS Fibre Channel Switch setup. We are creating a
cluster zone to enable FlashSystem V9000 Controllers (AC2) to Storage Enclosure (AE2) communication.
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Cisco MDS A

To set up the initial configuration for the first Cisco MDS switch complete the following step:

# On initial boot and connection to the serial or console port of the switch, the NX-OS setup should auto-
matically start and attempt to enter Power on Auto Provisioning.

On initial boot and connection to the serial or console port of the switch, the Cisco MDS setup should
automatically start and attempt to enter Power on Auto Provisioning.

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: y
--—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:
Enter the password for "admin":
Confirm the password for "admin":
---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management of the
system.

Please register Cisco MDS 9000 Family devices promptly with your supplier.
Failure to register may affect response times for initial service calls. MDS
devices must be registered to receive entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime to skip the
remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): y
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) I[n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : <<var MDS A hostname>>
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO IPv4 address : <<var MDS A mgmtO ip>>
Mgmt0 IPv4 netmask : <<var MDS A mgmt0O netmask>>
Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway : <<var MDS A mgmtO0 gw>>
Configure advanced IP options? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would like to generate (dsa/rsa) [rsa]l:
Number of rsa key bits <1024-2048> [1024]: 2048

Enable the telnet service? (yes/no) [n]:
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Configure congestion/no credit drop for fc interfaces? (yes/no) [y]:
Enter the type of drop to configure congestion/no credit drop? (con/no) [c]:

Enter milliseconds in multiples of 10 for congestion-drop for port mode F in
range (<100-500>/default), where default is 500. [d]l:

Congestion-drop for port mode E must be greater than or equal to Congestion-drop
for port mode F. Hence, Congestion drop for port mode E will be set as default.

Enable the http-server? (yes/no) [y]:

Configure clock? (yes/no) [n]:

Configure timezone? (yes/no) [n]: y

Enter timezone config [PST/MST/CST/EST] : <<var_ timezone>>
Enter Hrs offset from UTC [-23:423] : <<var UTC offset>>
Enter Minutes offset from UTC [0-59]

Configure summertime? (yes/no) [n]:

Configure the ntp server? (yes/no) [n]: y

NTP server IPv4 address : <<var_global ntp server ip>>
Configure default switchport interface state (shut/noshut) [shut]:

Configure default switchport trunk mode (on/off/auto) [on]:
Configure default switchport port mode F (yes/no) [n]:
Configure default zone policy (permit/deny) [deny]:
Enable full zoneset distribution? (yes/no) [n]:
Configure default zone mode (basic/enhanced) [basic]:

The following configuration will be applied:
password strength-check

switchname <<var MDS A hostname>>
interface mgmtO

ip address <<var MDS A mgmtO_ ip>> <<var MDS A mgmtO netmask>> no shutdown
ip default-gateway <<var MDS A mgmtO gw>>
ssh key rsa 2048 force
feature ssh

no feature telnet system timeout congestion-drop default mode F system
timeout congestion-drop default mode E

feature http-server

clock timezone PST 0 O

ntp server <<var_global ntp server ip>>
system default switchport shutdown

system default switchport trunk mode on
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no system default zone default-zone permit

no system default zone distribute full

no system default zone mode enhanced

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:

(A4t AHAFAS A HAFSAS A H A S S A 4HEE] 1003 Copy complete.

Cisco MDS B

To set up the initial configuration for the second Cisco MDS switch complete the following step:

# On initial boot and connection to the serial or console port of the switch, the NX-OS setup should auto-
matically start and attempt to enter Power on Auto Provisioning.

On initial boot and connection to the serial or console port of the switch, the Cisco MDS setup should
automatically start and attempt to enter Power on Auto Provisioning.

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: y
---- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:
Enter the password for "admin":
Confirm the password for "admin":
--—-- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of the system.
Setup configures only enough connectivity for management of the system.

Please register Cisco MDS 9000 Family devices promptly with your supplier.
Failure to register may affect response times for initial service calls. MDS
devices must be registered to receive entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime to skip the
remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): y
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : <<var MDS B hostname>>
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [vy]:
Mgmt0O IPv4 address : <<var MDS B mgmt0O ip>>
Mgmt0 IPv4 netmask : <<var MDS B mgmt0O netmask>>

Configure the default gateway? (yes/no) [y]:
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IPv4d address of the default gateway : <<var MDS B mgmtO gw>>
Configure advanced IP options? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would like to generate (dsa/rsa) [rsa]l:
Number of rsa key bits <1024-2048> [1024]: 2048
Enable the telnet service? (yes/no) [n]:
Configure congestion/no credit drop for fc interfaces? (yes/no) [v]:
Enter the type of drop to configure congestion/no credit drop? (con/no) [c]:

Enter milliseconds in multiples of 10 for congestion-drop for port mode F

in range (<100-500>/default), where default is 500. [d]l:

Congestion-drop for port mode E must be greater than or equal to Congestion-
drop for port mode F. Hence, Congestion drop for port mode E will be set as
default.

Enable the http-server? (yes/no) [y]:

Configure clock? (yes/no) [n]:

Configure timezone? (yes/no) [n]: y
Enter timezone config [PST/MST/CST/EST] : <<var timezone>>
Enter Hrs offset from UTC [-23:+23] : <<var UTC offset>>
Enter Minutes offset from UTC [0-59]
Configure summertime? (yes/no) [n]:
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address : <<var_global ntp server ip>>
Configure default switchport interface state (shut/noshut) [shut]:
Configure default switchport trunk mode (on/off/auto) [on]:

Configure default switchport port mode F (yes/no) [n]:

Configure default zone policy (permit/deny) [deny]:

Enable full zoneset distribution? (yes/no) [n]:

Configure default zone mode (basic/enhanced) [basic]:
The following configuration will be applied:

password strength-check
switchname : <<var MDS B hostname>>
interface mgmtO

ip address <<var MDS B mgmt0O ip>> <<var MDS B mgmt0 netmask>>

no shutdown

ip default-gateway <<var MDS B mgmtO gw>>
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ssh key rsa 2048 force
feature ssh
no feature telnet
system timeout congestion-drop default mode F
system timeout congestion-drop default mode E
feature http-server clock timezone PST 0 O
ntp server <<var global ntp server ip>>
system default switchport shutdown
system default switchport trunk mode on
no system default zone default-zone permit
no system default zone distribute full
no system default zone mode enhanced
Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:

(A FEtHtAAaFH A A F A A F A HHHES] 1003 Copy complete.

Enable Appropriate Cisco MDS Features and Settings

Cisco MDS A and B

To enable the feature on both switches, enter the following commands

Config
feature npiv
feature fport-channel-trunk

Enable VSANs and Create Port Channel and Cluster Zone

Cisco MDS A

1. Create Port Channel that will be uplinked to the fabric interconnect

interface port-channel 1

2. Create a VSAN for Host Connectivity and assign interfaces to it. Ports assigned to the port channel
will also be in this VSAN. Configure the ports up.

vsan database

vsan <<var_vsan a_id>>

vsan <<var vsan a id>> interface fcl/5-8
vsan <<var_vsan a id>> interface pol
interface fcl/5-8

no shut

3. Create a VSAN for Cluster Interconnect and assign interfaces to it.
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vsan database

vsan <<var vsan a clus id>>
vsan <<var vsan_ a clus_id>> interface fcl/8-16

no shut

4. Activate the port channel.

# The port channel ports will not be connected until the Fabric Interconnect is configured.

interface port-channel 1

channel mode acti

switchport rate-mode dedicated

ve

5. Assign interfaces to the port channel and save the config.

interface fcl/1-4

port-license acquire
channel-group 1 force

no shutdown
exit
copy run start

# You can run a “show int br” to validate the interfaces 1-4 are in the proper VSAN.

6. Run show flogi database to obtain the WWPN’s for the FlashSystem V9000 ports in cluster VSAN.
Copy the 8 WWPN’s for the IBM Storwize system to create a zone for the cluster in Step 9.

VersaStack-MDS-A# sh flogi database wvsan 201

fcl/9

fcl/10
fcl/11
fcl/12
fcl/13
fcl/14
fcl/15
fcl/16

201 0x940000 50:05:07:68:0c:11:22:
201 0x940300 50:05:07:68:0c:31:22:
201 0x940100 50:05:07:68:0c:11:22:
201 0x940200 50:05:07:68:0c:31:22:
201 0x940400 50:05:07:60:5e:83:cc:
201 0x940600 50:05:07:60:5e:83:cc:
201 0x940500 50:05:07:60:5e:83:cc:
201 0x940700 50:05:07:60:5e:83:cc:

Total number of flogi = 8.

7. Input all FlashSystem V9000 Fabric A WWPNs into the variable table below belonging to host and

cluster VSANs. Their assigned switch ports identify FlashSystem V9000 Fibre Channel ports.

Table 21 V9000 Fabric A WWPNs
Source Switch/ Variable WWPN
Port

FC_SE-BE1-fabricA

Switch A FC13

var_wwpn_FC_SE-BE1-fabricA

50:05:07:60:5€e:83:cc:81

FC_SE-BE2-fabricA

Switch A FC14

var_wwpn_FC_SE-BE2-fabricA

50:05:07:60:5e:83:cc:91

FC_SE-BE3-fabricA

Switch A FC15

var_wwpn_FC_SE-BE3-fabricA

50:05:07:60:5e:83:cc:al
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FC_SE-BE4-fabricA Switch A FC16 | var_wwpn_FC_SE-BE4-fabricA 50:05:07:60:5e:83:cc:bl

FC_ContA-BE1- var_wwpn_FC_ContA-BE1-

i Switch A FC9 - 50:05:07:68:0c:11:22:71
fabricA fabricA
FC_ContA-BE2- ) var_wwpn_FC_ContA-BE2-

. Switch A FC10 - - - 50:05:07:68:0c:31:22:71
fabricA fabricA

var_wwpn_FC_ContB-BE1-

FC_ContB-BE1-fabricA | Switch A FC11 i
fabricA

50:05:07:68:0c:11:22:67

var_wwpn_FC_ContB-BE2-
fabricA

FC_ContB-BE2-fabricA | Switch A FC12 50:05:07:68:0c:31:22:67

var_wwpn_FC_ContA-FE1-
fabricA

FC_ContA-FE1-fabricA | Switch A FC5 50:05:07:68:0c:21:22:71

var_wwpn_FC_ContA-FE3-

FC_ContA-FE3-fabricA | Switch A FC6 .
fabricA

50:05:07:68:0c:51:22:71

var_wwpn_FC_ContB-FE1-

FC_ContB-FE1-fabricA | Switch A FC7 .
- fabricA

50:05:07:68:0c:21:22:67

var_wwpn_FC_ContB-FE3-

FC_ContB-FE3-fabricA | Switch A FC8 .
- fabricA

50:05:07:68:0c:51:22:67

8. Create a device alias database with each PWWN mapping using the port assignments:

device-alias database

device-alias name VersaStack-ContA-BEl pwwn var wwpn FC ContA-BEl-fabricA
device-alias name VersaStack-ContA-BE2 pwwn var wwpn FC ContA-BE2-fabricA
device-alias name VersaStack-ContB-BEl pwwn var wwpn FC ContB-BEl-fabricA
device-alias name VersaStack-ContB-BE2 pwwn var wwpn FC ContB-BE2-fabricA
device-alias name VersaStack-SE-BEl pwwn var wwpn FC SE-BEl-fabricA
device-alias name VersaStack-SE-BE2 pwwn var wwpn FC SE-BE2-fabricA
device-alias name VersaStack-SE-BE3 pwwn var wwpn FC SE-BE3-fabricA
device-alias name VersaStack-SE-BE4 pwwn var wwpn FC SE-BE4-fabricA
device-alias name VersaStack-ContA-FEl pwwn var wwpn FC ContA-FEl-fabricA
device-alias name VersaStack-ContA-FE3 pwwn var wwpn FC ContA-FE3-fabricA
device-alias name VersaStack-ContB-FEl pwwn var wwpn FC ContB-FEl-fabricA
device-alias name VersaStack-ContB-FE3 pwwn var wwpn FC ContB-FE3-fabricA
device-alias commit

9. Create the zone for FlashSystem V9000 Cluster used for controller communication. If adding more
FlashSystem V9000 control or storage nodes, you will add the WWPN's to the cluster communication
zone used below named VersaStack. Host zones and the cluster zone belong to separate VSAN fab-
rics.

zone name versastack vsan <<var_ vsan a clus_ id>>
member device-alias VersaStack-ContA-BE1l

member device-alias VersaStack-ContA-BE2

member device-alias VersaStack-ContB-BE1l

member device-alias VersaStack-ContB-BE2

member device-alias VersaStack-SE-BE1

member device-alias VersaStack-SE-BE2

member device-alias VersaStack-SE-BE3
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member device-alias VersaStack-SE-BE4
exit

10. Create the zoneset for the VersaStack cluster configuration and add the zone. This gets created in
the cluster communication VSAN.

zoneset name versastack-cluster vsan <<var vsan_a clus_ id>>

member versastack

zoneset activate name versastack-cluster vsan <<var vsan a clus id>>
sh zoneset active

copy run start

Cisco MDS B

1. Create Port Channel that will be uplinked to the fabric interconnect.

interface port-channel 2

2. Create a VSAN for Host Connectivity and assign interfaces to it. Ports assigned to the port channel
will also be in this vsan.

vsan database

vsan <<var_vsan b id>>

vsan <<var vsan b id>> interface fcl/5-8
vsan <<var_vsan b id>> interface po2
interface fcl/5-8

no shut

3. Create a VSAN for Cluster Interconnect and assign interfaces to it.

vsan database

vsan <<var_vsan b clus_ id>>

vsan <<var vsan b clus id>> interface fcl/8-16
no shut

4. Activate the port channel

# The port channel ports will not be connected until the Fabric Interconnect is configured.

interface port-channel 2
channel mode active
switchport rate-mode dedicated

5. Assign interfaces to the port channel and save the config.

interface fcl/1-4
port-license acquire
channel-group 2 force
no shutdown

exit

copy run start

& You can run a “show int br” to validate the interfaces 1-4 are in the proper VSAN.

6. Run show flogi database to obtain the WWPN’s for the FlashSystem V9000 ports in the cluster VSAN.
Copy the 8 WWPN’s for the IBM Storewize system to create a zone for the cluster in Step 9.
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VersaStack-MDS-B# sh flogi database

fcl/9

fcl/10
fcl/11
fcl/12
fcl/13
fcl/14
fcl/15
fcl/16

Total number of flogi

VSAN FCID
202 0x7c07
202 0x7c00
202 0x7c06
202 0x7c01
202 0x7c03
202 0x7c05
202 0x7c02
202 0x7c04
= 8.

vsan 202
PORT NAME
00 50:05:07:68:0c:12:22
00 50:05:07:68:0c:32:22
00 50:05:07:68:0c:12:22
00 50:05:07:68:0c:32:22
00 50:05:07:60:5e:83:cc
00 50:05:07:60:5e:83:cc
00 50:05:07:60:5e:83:cc
00 50:05:07:60:5e:83:cc

7. Input all FlashSystem V9000 fabric B WWPN’s into the variable table below belonging to host and
cluster VSANS.
Table 22 V9000 Fabric B WWPNs
Switch/ .
Source Variable WWPN
Port

FC_SE-BE5-fabricB

Switch B FC13

\var_wwpn_FC_SE-BE5-fabricB

50:05:07:60:5e:83:cc:82

FC_SE-BE6-fabricB

Switch B FC14

\var_wwpn_FC_SE-BE6-fabricB

50:05:07:60:5e:83:cc:92

FC_SE-BE7-fabricB

Switch B FC15

\var_wwpn_FC_SE-BE7-fabricB

50:05:07:60:5e:83:cc:a2

FC_SE-BE8-fabricB

Switch B FC16

\var_wwpn_FC_SE-BE8-fabricB

50:05:07:60:5€e:83:cc:b2

FC_ContA-BE3-fabricB

Switch B FC9

\var_wwpn_FC_ContA-BE3-fabricB

50:05:07:68:0c:12:22:71

FC_ContA-BE4-fabricB

Switch B FC10

\var_wwpn_FC_ContA-BE4-fabricB

50:05:07:68:0c:32:22:71

FC_ContB-BE3-fabricB

Switch B FC11

\var_wwpn_FC_ContB-BE3-fabricB

50:05:07:68:0c:12:22:67

FC_ContB-BE4-fabricB

Switch B FC12

\var_wwpn_FC_ContB-BE4-fabricB

50:05:07:68:0c:32:22:67

FC_ContA-FE2-fabricB

Switch B FC5

\var_wwpn_FC_ContA-FE2-fabricB

50:05:07:68:0c:22:22:71

FC_ContA-FE4-fabricB

Switch B FC6

\var_wwpn_FC_ContA-FE4-fabricB

50:05:07:68:0c:52:22:71

FC_ContB-FE2-fabricB

Switch B FC7

\var_wwpn_FC_ContB-FE2-fabricB

50:05:07:68:0c:22:22:67

FC_ContB-FE4-fabricB

Switch B FC8

\var_wwpn_FC_ContB-FE4-fabricB

50:05:07:68:0c:52:22:67

8. Create a dev alias database for each PWWN using the port assignments:

device-alias
device-alias
device-alias
device-alias
device-alias

database
name VersaStack-ContA-BE3 pwwn
name VersaStack-ContA-BE4 pwwn
name VersaStack-ContB-BE3 pwwn
name VersaStack-ContB-BE4 pwwn

50
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device-alias name VersaStack-SE-BE5 pwwn var wwpn FC SE-BE5-fabricB
device-alias name VersaStack-SE-BE6 pwwn var wwpn FC SE-BE6-fabricB
device-alias name VersaStack-SE-BE7 pwwn var wwpn FC SE-BE7-fabricB
device-alias name VersaStack-SE-BE8 pwwn var wwpn FC SE-BE8-fabricB
device-alias name VersaStack-ContA-FE2 pwwn var wwpn FC ContA-FE2-fabricB
device-alias name VersaStack-ContA-FE4 pwwn var wwpn FC ContA-FE4-fabricB
device-alias name VersaStack-ContB-FE2 pwwn var wwpn FC ContB-FE2-fabricB
device-alias name VersaStack-ContB-FE4 pwwn var wwpn FC ContB-FE4-fabricB
device-alias commit

9. Create the zone for the FlashSystem V9000 Cluster; used for controller communication .If adding
more FlashSystem V9000 control or storage nodes, you will add the WWPN's to the cluster commu-
nication zone used below named versastack. Host zones and the cluster zone belong to separate
VSAN fabrics

zone name versastack vsan <<var vsan b clus id>>
member device-alias VersaStack-ContB-BE3

member device-alias VersaStack-ContB-BE4

member device-alias VersaStack-ContA-BE3

member device-alias VersaStack-ContA-BE4

member device-alias VersaStack-SE-BEDS

member device-alias VersaStack-SE-BE6

member device-alias VersaStack-SE-BE7

member device-alias VersaStack-SE-BES

exit

10. Create the zoneset for the VersaStack cluster configuration and add the zone. This gets created in
the cluster communication VSAN.

zoneset name versastack-cluster vsan <<var vsan b clus id>>

member versastack

zoneset activate name versastack-cluster vsan <<var vsan b clus id>>
sh zoneset active

copy run start

Storage Configuration

This section is about storage configuration. Encryption is used to improve security, and to save cost when
disposing of drives. We also leverage IBM Real-time compression to reduce OPEX by reducing our storage
footprint. Proper planning can optimize your performance and help reduce operational costs for your
VersaStack.

Secure Web Access to the IBM FlashSystem V9000 Service and Management GUI

Browser access to all system and service IPs is automatically configured to connect securely using HTTPS
and SSL. Attempts to connect through HTTP will get redirected to HTTPS.

The system generates its own self-signed SSL certificate. Upon first connection to the system, your browser
may present a security exception because it does not trust the signer; you should allow the connection to
proceed.

Prerequisites

Since we will implement encryption during our setup, we will need the licenses for this feature for both
storage controllers. There is no trial license. We will also need three USB keys for our two control
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enclosures, installed across both control enclosures to allow us to complete the encryption. The USB keys
can be removed from the system after setup and kept in a secure location. Whenever an encryption-enabled
V9000 system is powered on, it requires a USB key containing the correct encryption key to be plugged into
a control enclosure. As such, it is recommended that one USB key is to remain installed in each system if
you plan to allow automatic rebooting of the system should it be shut down for any reason. Alternatively, you
would need to re-insert one USB key to reboot.

Three USB Drives Installed in the V9000

r =

4
Encryption Key: v Validated

IBM FlashSystem V9000 Initial Configuration

If you are connecting multiple control enclosures for scale, the additional nodes will communicate through
the Fibre Channel connection for initial discovery. To setup on node A only, complete the following steps:

1. Configure an Ethernet port of a PC/laptop to allow DHCP to configure its IP address and DNS.

2. Connect an Ethernet cable from the PC/laptop Ethernet port to the Ethernet port labeled "'T*" on the
rear of either node canister in the V9000 control enclosure.

" =

This port is for senace use onhy

§ o6

3. A few moments after the connection is made, the node will use DHCP to configure the IP address
and DNS settings of the laptop/PC.

# This will likely disconnect you from any other network connections you have on the laptop/PC. If
you do not have DHCP on your PC/laptop, you can manually configure it with the following network
settings: IPv4 address 192.168.0.2, mask to 255.255.255.0, gateway to 192.168.0.1, and DNS to
192.168.0.1

4. Open a browser and go to address https://install, which will direct you to the initialization wizard.
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System Initialization b4

Welcome
This wizard guides you through the hardware setup process.

For new installations, locate the customer worksheet and ensure that it has
been completed by the customer before you begin this procedure.

B O

S et |

5. When asked how the node will be used, select ""As the first node in a new system'" and click Next.

System Initialization b4

Service Setup

This wizard configures a new system or provides instructions on how fo
expand an existing system.

How will this node be used?

(@ As the first node in a new system.

(7) As an additional node in an existing system.

s

ek | et

6. Follow the instructions that are presented by the initialization tool to configure the system with a
management IP address <<var_cluster_mgmt_ip>>,<<var_cluster_mgmt_mask>> and <<var_cluster
__mgmt_gateway>>, then click Next.
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- Create a New System

@ IPva ) IPv6

|P address:

—

Subnet mask:

—

Gateway: [

e

Cancel

7. Click Close when the task is completed.

[ c

v~ Task completed. 100%
* View more details
Task started. 3:22 PM
Create system. 3:22 PM
Funning command: 3:22 PM
=zatask mkcluster —clusterip 9.71.46.203 —gw 3:22 PM
5.71.46.1 —-mask 255.255.254.0
System is created successfully. 3:22 PM
Task completed. 3:22 PM

8. Click Next.

Restarting Web Server

*Rebooting: 0:00

s
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System Initialization 4

Summary

System initialization completed.

1. Disconnect the Ethernet cable from the technician port.
2. Connect to the network.
3. Click Finish to be redirected to the management GUI to complete system sefup.

B A A A

After you complete the initialization process, disconnect the cable as directed, between the PC/laptop and
the technician port, and reconnect to your network with your previous settings. Your browser will be
redirected the management GUI, at the IP address you configured.

‘ﬁ You may have to wait up to five minutes for the management GUI to start up and become accessible.

IBM FlashSystem V9000 SSR Initialization
To initialize IBM FlashSystem V9000 SSR, complete the following steps:

1. Use “password” for the Password field and log in.

FlashSystem™ V9000

Storage Management (VersaStack)

User name: superuser

Password: \u.ouu
Login g\
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2. Click Next.
u
@ Welcome Welcome to Service Setup

: . Attach cables and power on all control enclosures and expansion enclosures before continuing.
Email Event Motifications

Locate the customer worksheet and ensure that it has been completed by the customer before
Summary you begin this procedure.

Cancel

3. During the next wizard the prompt for Call Home information will be presented again, so select No
here then Yes on the popup dialog to continue.

56



VersaStack Deployment

4. Verify the information, click Finish.

It is highly recommended that email event notifications is enabled
for the customer.

Do you want to continue without configuring email event
notifications?
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@ Welcome Summary
(Y Email Event Notifications $ystem Information
IP address: 192.168.161.25
Subnet mask: 255.255.252.0
e Summary Gateway: 192.168.160.1
Code level: 7.6.0.1
Nodes
9846-AC2.TBAVZ00 v’ Online
9846-AC2:78AV240 v' Online

5. The task runs briefly (around 20 seconds). Close the dialog to continue.

v~ Task completed.

T View more details

Task started. 3:Z6 MM
Punning commard: 3:EZ6 PM
swotask chsystem -—-easysetup yes 3:26 PM
Svnchronizing memory cache. 3:EZ6 PM
The task i=s 100% complete. 3:26 PM
Tazk completed. BE
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6. Information panel displays the cluster ipaddress, and default userid and password to proceed to the
next wizard with. Click Close to continue.

Service installation is complete.

Contact the customer and instruct them to log in to 192.168.161.25
with the following credentials:

Username: superuser
Password: passwOrd

IBM FlashSystem V9000 Initial Configuration Setup

To configure the IBM FlashSystem V9000, complete the following steps:

1. Read and accept the license agreement.
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FlashSvstem™ V9000

Storage Management (VersaStack)

License Agreement &

B
International Program License Agreement Part 1 - General
ms BY DOWNLOADING, LING, COPYING,
ACCESSING, CLICKING ON AN "ACCEPT" BUTTON, OR
OTHERWISE USING THE PROGRAM, LICENSEE
f = \

Accept

15, 1B and FlashSystern are

2. Change the password for superuser, and then click Log In.

FlashSvstem® V9000

Storage Management (VersaStack)

User name: superuser

New |
Password: 20808822
Confirm

Password:

Login ]——]

roperty of IBM Corp, © IBM Corporadion and othe 0 5. I8 ard Flas
dtradernarks of the IBM Corporation inthe U 25, othet oo orbath,

3. In the welcome to system setup screen click Next.
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w

e Welcome Welcome

Systemn Name The service team has configured the storage and verified that the system has been properly configured.

This wizard guides you through the remaining setup process for your system.
Licensed Functions

Date and Time

Call Home

Summary

e

Cancel

4. Enter the System Name and click Apply and Next to proceed.

w

© Welcome

System Name

e System Name Enter a name for the system:

frersastac ]

Licensed Functions

Date and Time

Call Home

Summary

. ]

« Back Apply and Next &
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5. Enter the number of licenses and click Apply and Next.

System Setup X

(¥ Welcome ‘

Licensed Functions

() System Name ‘
) The features that were ordered are listed in the purchase order that was sent with the product.

Virtualization: z] (TiB of virtualized storage)
Date and Time Flash Copy: :] {TiB of virtualized storage)
Call Home Remote Mirroring: z] (TiB of virtualized storage)
Summary Real-time Compression: [ 0] (TiB of virtualized storage)

() Licensed Functions

« Back Apply and Next'»

6. Select NTP Server and enter the address of the server then click Apply and Next, then click Close.
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System Setup X

(¥ Welcome
Date and Time

(& System Name
Select time and date settings. You can enter these settings manually or specify a

Network Time Protocol (NTP) server to synchronize time on the system.

(¥ Licensed Functions

Manually NTP Server
@) Date and Time © ©

Call Home IP address: [* ]

Summary Time Zone: [ {GMT-5:00) Indiana (East) ']

« Back Applyand Next'w

7. Fill out system location and contact details <<var_org>>, <<var_street_address>>, <<var_city>>
<<var_state>>, <<var_zip>>, <<var_country_code>> then click Next.
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System Setup x
(Y Welcome
System Location
@ System Name
Service parts should be shipped to the same physical location as the system.
(9 Licensed Functions
Company name: [* ]
() Date and Time
System address: [* ]
@ call Home
+ System Location City:
Contact R [* ]
Email Servers
State or province: [xx ]
Summarty
Postal code: [* ]
Country or region: [No( Sef = ]
Description: [* third! fioor, lab 3, novthwest corner, efc ]

Cancel

8. Insert Contact Details <<var_contact_name>>, <<var_email_contact>>, <<var_admin_phone>>,
<<var_city>> then Click Apply and Next and click Close.
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| sttem Setug x I

© Welcome
Contact

@ System Name
The support center contacts this person to resolve issues on the system.

@ Licensed Functions

Name: [; ]
(¥ Date and Time
Email:
@ Call Home m c )
v System Location
+ Contact Phone {primary): [* ]

Email Servers

Phone (alternate): [ ]

sSummary

Cancel

9. Input the email server IP address <<var_mailhost_ip>> and change the port if necessary, then click
Apply and Next, then Close.
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| sttem Setug x I

 Welcome

Email Servers

@ System Name
Call home and event notifications are routed through this email server.

( Licensed Functions

Server IP: Port:
(9 Date and Time [* ] [25 ]@)\‘T‘J
@ Call Home S
v System Location
v Contact

+ Email Servers

Summary

(7] Setup call home later

P e e

Cancel

10. Review the Summary screen and Click Finish, then click Close after tasks have completed.
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(© Date and Time

@ Welcome Summary
@ System Name System Information
9B846-AC2: T8AV240
9846-AC2: T8AV200
@ Licensed Functions
System hame: YersaStack
Code level: 7.68.03

v Online
v Online

Date:
Time:
Time 2onhe:

Feb 1, 2016
9:23:03 AM
{(GMT-5:00) Eastern

@ Call Home

@ Summary

@

Call Home

System setup is complete.

Finish

You will be redirected to the management GUI.

O ottt

Cancel

11. On Home screen, click on the enclosure to the right (indicated by the fly over labeled “Click to add

additional storage”).
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superuser (Security Administratar)

Actions | |5 Overview

{Click to add additional sturage]

—

7 V
No Storage Configured

12. Click Next, then Close once the task dialog completes.
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Add Enclosures X I

@ Welcome
Welcome

Select Pool Policy This wizard will add a new storage enclosure.

Surmmary

Cancel

Adding sterage enclosures

v Task completed.

v Yiew more details

B B T e T

The task is 23% complete.

Checking for storage enclosure [id=1).

The task is Z4% complete.

Checking for storage enclosure [id=1).

The task is 25% complete.

Checking for storage enclosure [id=1}.

The task is 26% complete.

The storage enclosure has been added to the system.
The task is 100% complete.

Synchronizing memory cache.

Task completed.

13. Click Next (keeping Pool Policy selection of Maximum Performance).
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w

(¥ Welcome

© Select Pool Policy
(2) Select Pool Policy
(@ Maximize performance

Summary This option places all storage in a single pool to improve tiering performance.

. . e e e e i e e P e

« Back Next & Cancel

14. Click Finish, then Close once the task dialog completes.
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| Add Enclosures X

) Welcome

Summary

0 Select Pool Policy
Expansion Enclosure

Capacity: 31.20 TiB
@ Summary Flash medules: 12
Number of Pools: 1

Finish Cancel

Create Pools

-1:(- Initializing array - 59% completed.

v Yiew more details
SWULHSA MAMULSRGLY —EHSyLLEL HULU “EAL LUd% TQULLU U —ieo oy

80%

The pool (ID 0) was successfully created.
Running command:

svetask mkarray -—enclosure 1 -lewvel raidi
Successfully created BAID array (ID 0O}
Running command:

sveinfo lsarrayinitprogress -delim , O
Initializing array - 0% completed.
Running cormand:

svoinfo lsarrayinitprogress -delim , O

EEEEEEEEEE

Initializing array - 59% completed.
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Network superuser |

Service IP Addresses

A
Management IP The service IP address provides access to the service interfaces on each individual node. The serce P address
Addresses directly connects to each individual node for service operations. Select a node and then click on part 1 to configure that
. - node's service IP address. The service IP address can be unconfigured by clearing the [P+ ar IPvE fields ar by setting

the IPv4 address to 0.0.0 0 aor the IPvE address to 0:0
Service IP Addresses

o

“ Node Name ‘ node {io_grp0) |

L
L
b5

Ethernet Ports

iSCSI

a&o¢

Fibre Channel
Connectivity

I—'-.. Fibre Channel Ports

Gl .

&=

&

15. Using the lower left Setting navigation, select Network, then highlight the Service IP Addresses sec-
tion and click interface 1. Change the IP address if necessary and click OK.
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Network

Service |P Addresses

D

Management IP

The service |F address provides access to the service interfaces on each individual node. The service IP address
Addresses

directly connects to each individual node for service operations. Select a node and then click on port 1 to configure that

node's service IP address. The service IP address can be unconfigured by clearing the IPv4 ar IPvE fields or by setting
the IPv4 address to 0.0.0.0 or the IPvE address to 0::0.

vy

Service IP Addresses

v >
E
Q @

Node Name | node1 {io_grp0) ‘

4

Ethernet Ports

iSCSI

Fibt Service IP (Port 1)

Cor

IP Address| 192.168.161.24 |

EEE

Gl =

Subnet Mask| 255.265.252.0 |

Gateway| 192.168.160.1 |

i S

16. Select the Node Name drop-down and select node2.

>

Service I[P Addresses
Management IP

The service IP address provides access to the senvice interfaces on each individual node. The service IP address
Addresses

directly connects to each individual node for service operations. Select a node and then click on port 1 to configure that

node's service IP address. The service IF address can be unconfigured by clearing the IPw4 or IPvE fields ar by setting
the IPv4 address to 0.0.0.0 or the IPvE address to 0::0.

oy

Service IP Addresses

Node Name | node2 (io_grp0)

(s

Ethernet Ports node1 {io_grp0)

node2 {io_grp0)

iSCSI

Fibre Channel
Connectivity

-;'-.. Fibre Channel Ports

Glebpp

17. Click node2. Change the IP address if necessary and click OK.
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Metwork .
Service |P Addresses

Management IP The service |P address provides access to the service interfaces on each individual node. The service IP address
Addresses

directly connects to each individual node for service operations. Select a node and then click on port 1 to configure that

node's service IP address. The service IP address can he unconfigured by clearing the IPv4 or IPvE fields or by setting
the IPv4 address to 0.0.0.0 or the IPvE address to 020

Service IP Addresses ‘

Node Name [nodez (io_grp0) hd |

Ethernet Ports

iSCSI

£ . Fibt Service [P (Port 1)
: Cor
IP Address 1192.168.161.23

Subnet Mask 255.255.252.0 ]

"

.

=B8] i,y

b

Gateway 192.168.160.1 ]

18. Open another browser session to URL, enter the ipaddress of the cluster, followed by /service.
(“<<var_cluster_mgmt_ip>>/service”) Enter the superuser password (set on step 4), and click “Log

n-.

File  Edit

B welcome to Service Assistant %

“(- @ htps://192,168,16 1, 25/service/ C'||O\Search ‘ ﬁ g ’ ﬁ ‘d ‘ E

IBM FlashSystem V9000 Service Assistant Tool

Superuser Passward

feanesans

78AV240 | nodet

If you arrived here unintentionally, return to management GUIL =

Licensed Material - Property of IBM Carp. @ |BM Caorporation and otheris) 2013,
2015. IBM and FlashSystem are registered trademarks of the |BM Corporation in the

=
United States, other countries, or bath. Java
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19. Click the radio button on Panel 01-1, then from the left navigation click Change Service IP.

IBM Flashsystem Y9000 Service A

Current: 01 | 1|

Status: Managed Home

Identify You can view detailed status and error summary, and manage service actions for the current node, The current node is the node
on which service-related actions are performed. The connected node displays the service assistant and provides the interface for
wiorking with other nodes on the system. To manage a different node, select a node from the following table.

Attention: Only perform service actions on nodes when directed by service procedures. If used inappropriately, service actions can
cause a loss of access to data, or even data loss. If the node status is active, select Monitoring--=Events in the management GUI
to fix any errors that are related to the active node.

Actions: | Enter Service State ¥| GO

‘ Change Node S|
Node Name MNode Status Error Panel System Site Relationship
' nodel Active 78AV200  \fersaStack Local
' nodez Active TEAWZ40  ersaStack System
C Managed 01-2 Wersastack Expansion

Refresh

‘ MNode Errors 3] ‘
Node Detail =
Node ‘ Hardware Access Location Ports
Node ID:

20. Enter <<var_can01_srvc_ip>> for IPAddress, <<var_can_srvc_mask>> for Subnet Mask,
<<var_can_srvc_gateway>> for Gateway, then click OK.

IBM FlashSystem VY9000 Service A

Current: 01 | 1| )
Status: Managed Change Service IP

Identify You can set the service [P address assigned to Ethernet port 1 for the current node, This IP address is used to access the service

assistant and the service command line, Al nodes in the system have different service addresses, The service IP address can be
unconfigured by setting the IPv4 address to 0.0,.0.0 or the IPv6 address to 0:0:0:0:0:0:0:0.,

Note: If vou are changing the service [P address that you are using to connect to the node, the connection to the service assistant
is lost when the service IP address is changed. To regain access to the service assistant, log in to the service assistant using the
new service IP address.

Current Service Assistant IP Address: 192.168.161.21

‘ New Service Assistant IP Address

® 1pva C1pes

* IP Address: li
Subnet Mask: li
Gateway: I—
ok |

21. From left navigation click Home, select the radio button for Panel 01-2, then click Change Service
IP.
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IBM FlashSystem V9000 Service As:

Current: 01 | 2|

Status: Managed Home

Identfy You can view detailed status and error summary, and manage service actions for the current node. The current node is the node
on which service-related actions are performed. The connected node displays the service assistant and provides the interface for
working with other nodes on the system. To manage a different node, select a node from the following table.

Attention: Only perform service actions on nodes when directed by service procedures. If used inappropriately, service actions car
cause aloss of access to data, or even data loss, If the node status is active, select Monitoring--»Events in the management GUI
to fix any errors that are related to the active node,

Actions: | Enter Service State 'I GO

S range o =)
Node Name Node Status Error Panel System Site Relationship
™ nodel Active 7BAVZ200  WersaStack Local
_ ' nodez Active 7BAVZ40  WersaStack System
_ [ Managed 01-1 “fersaStack Expansion
Refresh |
_ | Node Errors ® |
Node | Hardware | Access Location Ports ‘
Mode 10

22. Enter <<var_can02_srvc_ip>> for IPAddress, <<var_can_srvc_mask>> for Subnet Mask,
<<var_can_srvc_gateway>> for Gateway, then click OK.

IBM FlashSystem Y9000 Service A

Current: 01 | 2 | .
Status: Managed Change Service IP

Identify You can set the service IP address assigned to Ethernet port 1 for the current node. This IP address is used to access the service

assistant and the service command line. All nodes in the system have different service addresses, The service IP address can be
unconfigured by setting the IPv4 address to 0.0.0.0 or the [Pv6 address to 0:0:0:0:0:0:0:0.

Note: If vou are changing the service IP address that you are using to connect to the node, the connection to the service assistant
is lost when the service [P address is changed. To regain access to the service assistant, log in to the service assistant using the
new service 1P address.

Current Service Assistant [P Address: 192.168.161.22

New Service Assistant IP Address

® pva O Ipve

* [P Address: l—
Subnet Mask: l—
Gateway: l—
o |

23. Close this browser session and return to the main V9000 GUI browser session.

24. From the Settings icon in the left pane, select System.
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Licensed Functions

@’ Date and Time The features that were ordered are listed in the purchase order that was sent with the product.
—— o Encryption: License
7 Licensed Functions Virtualization: | 0| (TiB of virtualized storage)
s —
/ Flash Copy: | 0| {TiB of virtualized storage)
4
Update System
Remote Mirroring: | 0| {TiB of virtualized storage)

Real-time Compression: | 0| {TiB of virtualized storage)

Q Resources

Notifications )

GUI Preferences

25. Select Licensed Functions, and select the Encryption License (if you have purchased that). Click Ap-
ply Changes, and then Close.
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Licensed Functions

@u’ Date and Time The features that were ordered are listed in the purchase order that was sent with the product
= . Encryption: v| License

—

7 Licensed Functions Virtualization: | 0| (TiB of virtualized storage)
pS s

Flash Copy: | 0| ({TiB of virtualized storage)
Update System
Remote Mirroring: | 0| (TiB of virtualized storage)

VVOL Real-time Compression: | 0| (TiB of virtualized storage)

H'l
=
Q Resources Changes to the license settings are pending.

=3 D\

26. From Settings icon in the left pane, select Security then Encryption. Click Enable Encryption.

Security superuser (Security Administrator)

Encryption
ﬁ —_—
Remote Authentication

s 5

? Encryption

\ J

@ Secure Communications

[ ——seines—— J§
Notifications j

d=-Do@®d g

27. In this wizard, click Next
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EnableEneryption o~

@ Yvelcome Welcome

USBIRIERIRE The following wizard will guide you through the encryption

setup of the IBM FlashSystem Vo000,

Summary

CD You will need 3 USB flash drives.

e O oo oo o b

Cancel
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Enable Encryption X
& Velcome USB Flash Drives
(&) USB Flash Drives
Summarsy
Insert 3 USE flash drives into the system.
1 of 3 encryplion keys detected
— zzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzz
[ <seo T Cancel

28. Insert all 3 USB sticks, then click Next. Wait for the Encryption Key updates to complete then click
Next.

29. Click Commit to enable Encryption, and then click Close.
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Enable Encryption

¥ Welcome ‘ Summary

) USB Flash Drives ‘

USB encryption keys: 3
@ Summary

» Pools
mdiskgrp0 Not Encrypted

A Back Commit Cancel

Enable Encryptien X

Encryption is now enabled on the system.

To automatically unlock data if the system is restarted, insert at least
one USB flash drive into an available USB port.

Store any USB flash drives that contain the encryption keyina
secure location.

30. Click the User icon in the left pane, and then select Users to access the Users screen.
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User Groups L&

@ Il
:@ All Users

SecurityAdmin

@
:‘ﬁr Administrator

Audit Log

Service

Create User Group

superuser (¢

All Users
| 4+ Create User | i= Actions = O~ Filter | [&
Name A | User Group PasSSw.. H ey
superuser SecurityAdmin Configured No

E L e L o T BT P H
htpe7#182, 158, 161, 25/gLi#Lisers-Lisers W

31. Click Create User.

User Groups L}

-
- 1

Y All Users

=

¢ SecurityAdmin

Create User Group

All Users

sUperuser

@ & m
<
»

{ ¥ Create User | = Actions | O Filter | [
C-L,g Name 4 | UserGroup Passwy... H ey
superuser SecurityAdmin Configured No

@
::@ Administrator

CopyOperator

@
::@ Service
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32. Enter and new name for an alternative admin account. Leave Security Admin default, and input the
new password then click Create.

Create User

Name

[admin

— Authentication Mode

@) Lecal () Remote

User Group

[ SecurityAdmin "]

— Local Credentials

Ugers must have a password, an 55H publlc key, or both.

Password Yerfy password

== ==

S53H Public Key

Browse | Mo file selected

Cancel

33. Log out the superuser account and log back in as the new account you created.

superuser (Se

A

[ Log Out )
Create User Group —_———————
L Modify Password

A“ Users |_ Manage 55H Public Key

All Users

ﬁ /@& SecurityAdmin

34. Click Cancel if you are prompted to add host or volumes, and select the Pools icon one the left
screen and select Volumes by Pool.
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superuser (S

System
QOverview

Actions | |5

—i—
s
Yolumes by Pool )

Internal Storage

MDisks by Pools
System Migration

;& @m

i
|

'

71 T

F Y

26.00 TiB

Physical

(il T e 26,00 TiB (0%) )

35. Click the Create Volumes tab.

superuser

Volumes by Pool

Pool Filter L8

-
" 3 Yol Allocati
mdiskgrp0 mdiskgrp0 olume Allecation Allocated to Volumes 0 bytes
0 Valume copies : Capacity 26.00 TiE
0 bytes Allocated / 26.00 TiE Online
L ) 1 MDOisk, 0 valume
copies
Eagy Tier Balanced
|’ + Create Volumes | = Actions | . Filter
Natme ate UID Host Map|

L0 Moitems found.

Lmén

a (= =

36. Select Custom for the ESXi boot volumes to get to the Volume Details section.
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Create Volumes

g

Quick Volume Creation —— Advanced ——

Mirrored

Yolume Details

Quantity:  Capacity: Capacity savings: Name:

(1 cf[s Jle®m -] [Nene )

Yolume Location

Thin Previsioning

Compressed

General

Summary

Create and Map'to'Host Cancel

37. Input quantity 4, capacity 40GB, and name VM-Host-Infra-0. And change the starting ID to 1.
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Create Yolumes

Quick Volume Creation Advanced ——

£y L

Mirrored

Volume Details

GQuantity:  Capacity: Capacity savings: Mame:

(4 38 a0|(GiB | None - | [VM-Hostnfra0

Yolume Location

Thin Provisioning

Compressed

General

Summary

Create Createand Map to Host Cancel

38. Click General section, and deselect the Format volume option, then click Create, then Close.
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39. Click Create Volumes again and select the Custom preset. Enter quantity 2, capacity 2 TB, and
name Infra_datastore. Enter 1 for the starting ID. Similar to above, on the General section deselect
Format volume from General section. Click Create, and then Close.
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40. Click Create Volumes again and select the Custom volume. Enter quantity 1, capacity 500GB, and
name infra_swap. Similar to above, on Volume Location section select mdiskgrpO, and deselect For-
mat volume from General section. Click Create, and then click Close.
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Volumes by Pool

Pool Filter . ]

_ mdiskgrp0 C - ———————|—
mdiskarp0 7 Allocated to Yolumes 416 Ti
; Allocation
8 \olume copies anline Capacity 26.00 Ti
416 TiB Allocated / 26.00 TiB 1 MDisk, &
Yolume copies
Easy Tier

Balanced
i

© d . . e
ol { + E(?it_g _\f‘(_)_l!.,l_l‘!‘lf_s_j i= Actions | COu Filter Showing 6 volumes | Selecting @ voiumes
3) Mame ate UID L]
I ﬂ Infra_datastere1 v Online 600507680C8181138800000000000005
- Infra_datastore2 v Online 600507680C8181138800000000000006
t’ VYM-Host-Infra-01 v Online 600507680C8181138800000000000000
VYM-Host-Infra-02 v Online 600507680C8181138800000000000001

..5 ¥M-Host-Infra-03 v Online 600507680C8181138800000000000002
a VYM-Host-Infra-04 v Online 600507680C8181138800000000000003
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Create Yolumes

Quick Yolume Creation —— Advanced ——

Mirrored

Yolume Details

Guantity:  Capacity: Capacity savings: Name:

[1 :} [ 500][GiEl '] [None '] [infra_swap

Yolume Location

Thin Provisioning

Compressed

General

Summary

Create Create and Map to' Host Cancel
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Create Volumes

Loading...

Quick Volume Creation

—— Advanced ——

Mirrored

Yolume Details

Yolume Location

Thin Provisiohing

Compressed

General

Format velume: [] Enabled

Cache mode: Enabled ~

OpenvMs UDID: |

Summary

Create Createand Map to' Host

41. Validate the volumes created.
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Yolumes by Pool

Pool Filter L
|

rd hY 1
_ mdiskgrp0 | I
mdiskgrp0 Allocation Allocated to Volumes 464 T
7 wolume copies Online Capacity 26.00 7
4 84 TIE Allocated / 26.00 TiB 1 MDisk, 7
L | e | J Yaolume CDpiES
Easy Tier
" Balanced
M
& dl X
[ 4 Create Volumes | i= Actions | C. Filter
é-‘ Nl
X D Infra_datastore1l Online 600507680C81811386... No 2,00 TiB
Infra_datastore2  Online  600507680C8181138... No 2,00 TiB
‘ , VM-Hostdnfra-01  Online  600507680C8181138... No  40.00 GiB
v VM-Host-Infra02 ' Online  600507680C8181138... Ne  40.00 GIB
-’ VM-Host-Infra03 ~ Online  600507680C8181138... Ne  40.00 GiB
00 VM-Hostdnfra-04  Online  600507680C8181138... No  40.00 GiB
' infra_swap v Online 600507680C8181138... No 500.00 GiB

Server Configuration

VersaStack Cisco UCS Initial Setup

Perform Initial Setup of Cisco UCS 6248 Fabric Interconnect for VersaStack Environments

This section provides the detailed procedures for configuring the Cisco Unified Computing System (Cisco
UCS) for use in a VersaStack environment. The steps are necessary to provision the Cisco UCS C-Series
and B-Series servers and should be followed precisely to avoid improper configuration.

Cisco UCS 6248 A
To configure the Cisco UCS for use in a VersaStack environment, complete the following steps:

1. Connect to the console port on the first Cisco UCS 6248 fabric interconnect.

Enter the configuration method: console

Enter the setup mode; setup newly or restore from backup. (setup/restore)? Setup
You have chosen to setup a new fabric interconnect? Continue? (y/n): y

Enforce strong passwords? (y/n) [y]l: y

Enter the password for "admin": <<var password>>

Enter the same password for "admin": <<var password>>

Is this fabric interconnect part of a cluster (select 'no' for standalone)?
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(yes/no) [n]: y

Which switch fabric (A|B): A

Enter the system name: <<var ucs_clustername>>

Physical switch MgmtO IPv4 address: <<var ucsa mgmt ip>>
Physical switch MgmtO IPv4 netmask: <<var ucsa mgmt mask>>
IPv4 address of the default gateway: <<var_ ucsa mgmt gateway>>
Cluster IPv4 address: <<var ucs cluster ip>>

Configure DNS Server IPv4 address? (yes/no) [nol: y

DNS IPv4 address: <<var_ nameserver_ ip>>

Configure the default domain name? y

Default domain name: <<var dns_ domain name>>

Join centralized management environment (UCS Central)? (yes/no) [n]: Enter

2. Review the settings printed to the console. If they are correct, answer yes to apply and save the con-
figuration.

3. Wait for the login prompt to make sure that the configuration has been saved prior to proceeding.

Cisco UCS 6248 B

To configure the Cisco UCS for use in a VersaStack environment, complete the following step:

Power on the 2nd module and connect to the console port on the second Cisco UCS 6248 fabric
interconnect.

Enter the configuration method: console

Installer has detected the presence of a peer Fabric interconnect. This Fabric
interconnect will be added to the cluster. Do you want to continue {yln}? y

Enter the admin password for the peer fabric interconnect: <<var password>>

Physical switch MgmtO IPv4 address: <<var_ ucsb mgmt ip>>
Apply and save the configuration (select ‘no’ if you want to re-enter)? (yes/no):

Yy

VersaStack Cisco UCS Configuration

Log in to Cisco UCS Manager

To log in to the Cisco Unified Computing System (UCS) environment, complete the following steps:

1. Open a web browser and navigate to the Cisco UCS 6248 Fabric Interconnect cluster address.
2. Click the Launch Cisco UCS Manager link under HTML.

3. If prompted to accept security certificates, accept as necessary.
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4. When prompted, enter admin as the user name and enter the administrative password.
<<var_password>>

5. Click Login to log in to Cisco UCS Manager.

6. Enter the information for the Anonymous Reporting if desired and click OK.
Snomyrmous Reparting @

e Cisco Syskems, Inc, will be collecting Feature configuration and usage statistics which will be

= sent ko Cisco Smart Call Home server anonymously, This data helps us prioritize the Features
and improvements that will most benefit our customers,
If vou decide ko enable this Feature in Future, wou can do so from the "Anonymous Reporting”
in the Call Home setkings under the Admin tab,

YWiew Sample Data

-

Do you authorize the disclosure of this information to Cisco Smart CallHome?

Yes Mo

Don't show this message again.

o [ cona |

Upgrade Cisco UCS Manager Software to Version 3.1(1e)

This document assumes the use of Cisco UCS Manager Software version 3.1(1e). To upgrade the Cisco UCS
Manager software and the Cisco UCS 6248 Fabric Interconnect software to version 3.1(1e), refer to Cisco
UCS Manager Install and Upgrade Guides.

Add Block of IP Addresses for KVM Access

To create a block of IP addresses for server Keyboard, Video, Mouse (KVM) access in the Cisco UCS
environment, complete the following steps:

# This block of IP addresses should be in the same subnet as the management IP addresses for the Cisco
UCS Manager.

1. Log into Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Pools > root > IP Pools > IP Pool ext-mgmt.
3. In the Actions pane, select Create Block of IP Addresses.

4. Enter the starting IP address of the block and the number of IP addresses required, and the subnet
and gateway information. <<var In-band mgmtblock net>>

5. Click OK to create the IP block.

6. Click OK in the confirmation message.
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Fault Summary Q & New v | [ Options | @ @ | /i\ Pending Activities | # Find | [@]Exit | l
0 17 0 2 San~ @rools~ oot~ B Pools + B#IP Pool ext-mgmt gﬁlppumenmgm[
‘ Servers LAN SAN » » General IP Addresses IP Blocks Faults Events
=] LAN ] Name :ext-mgmt
» () LAN Cloud .
+ & Agpliances 2 Creste Block of IPvé Addresses Descnoion
+ =l ntemal LA 1 Creote Block of P Addresses GUID :00000000-0000-0000-0000-000000000000
> & Policies - Size 10
@ Poos Assigned 0
vé root Assignment Order | (®) Default O Sequential
188 P Pools 5 show Pool Usage

1P Pool iscsi-initiator-pool
<18 MAC Pools
» 158 MAC Pool default
» I8 IAC Pool MAC_Pool_A
» 158 AC Pool MAC_Pool_B
» 43, Sub-Organizations
{2 Traffic Monitoring Sessions
> FabricA
> FabricB
v Netflow Monitoring
» 2. Flow Record Defnitions
> .2 Flow Exporters
» 2 Flow Monitors
» 2 Flow Monitor Sessions

Synchronize Cisco UCS to NTP

To synchronize the Cisco UCS environment to the NTP server, complete the following steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane.

2. Select All > Timezone Management.

3. In the Properties pane, select the appropriate time zone in the Timezone menu.
4. Click Save Changes, and then click OK.

5. Click Add NTP Server.

6. Enter <<var global ntp server ip>>and click OK.

7. Click OK.

Fault Summary Q S New ¥ | 7 Oplions © | /1 Pending Actviies | 4 Find | [G]Exit
oo a0 [ e
‘« SAN M Storage Admin b »|  General Events
Fiter: [ Al Actions Propertes
& Add NTP Server Time Zone - Americalew_York (Eastem ¥
NTP Servers.

oEpot et

Name
Mo d3tz available

@& Time Zone Management

&) Timezone
» [l Capability Catalog
agement Extension

+ 58 License Management

3 Adg
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Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of Cisco UCS B-Series Cisco UCS chassis and of
additional fabric extenders for further Cisco UCS C-Series connectivity. To modify the chassis discovery

policy, complete the following steps:

1. In Cisco UCS Manager, click Equipment tab in the navigation pane and select Equipment in the list

on the left.

2. In the right pane, click the Policies tab.

3. Under Global Policies, set the Chassis/FEX Discovery Policy to match the number of uplink ports that
are cabled between the chassis or fabric extenders (FEXes) and the fabric interconnects.

4. Set the Link Grouping Preference to Port Channel.
5. Click Save Changes.

6. Click OK.

Fault Summary Q @ New v | [Z Options i Pending Actvites | 44 Fina | [G] Exit

< Equipment Servers LAN

< SETVETS ¢ Thermal gD -

Fiter: [ A

Power Policy

Redundancy :|( Non Redundant @ N+1 () Grid
MAC Address Table Aging
Aging Time <) Never (@) Mode Detaut () atmer

Global Power Allocation Policy

Allocation Method [ Manual Blade Level Cap () Policy Driven Chassis Group Cap

Firmware Auto Sync Server Policy

Sync State |8 Mo Actions (O User Acknowledge

Global Power Profiling Policy Info Policy

Frofile Power Action -3} Disabled () Enaled

Enable Server and Uplink Ports

To enable server and uplink ports, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.

Server Discovery Policies SEL Policy Power Groups

2 Equipment

2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.

3. Expand Ethernet Ports.

4. Select the ports that are connected to the chassis and to the Cisco UCS C-Series or the FEX (two

per FEX) if used, right-click them, and select Configure as Server Port.
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Fault Summary Q o New ¥ | & Opiions (i ] ies | 38 Find | [G) Exit
= 2 B 2 8 Equoment v ERFabric Interconnects B Fabric Int subord... » EEFixed Module » <l Ethemet Ports = ~<@Port 1 gEESL

< Equipment Servers LAN SN b2 General Faulls Evens Fsu Statisics

Fiter: [21 .

. Fault Summary Physical Display
; (] v A A R
0 0 o [ I N B =i 1 -
» @ Rack-Hounts a FETXTTTT  CEEREmEEs
I Fabric Interconnects
up B Acmin Dovn B Fail B LinkDown
subordinzte Stams

Overall Siaius - 4 Down Properties
Addiional Info - Admin config change D -1 SiotiD -1
Admin Stte - Disabled
User Label
=i For] et MAC -00:2A:6A:CZ:DF:08
-gPord ctions .
Made :Fabric
_: :: PortType -Physical Role -Unconfigured
_apod Transceiver
@rort ']i:a:-—‘; rev Type -H10GB CU5M
-@Por Model 47529028
@ Por Vendor -CISCO-MOLEX INC
-: :B: Senal ‘MOC13385083
Ao
4 Por]
4 Por]
-@ror
-@por <
@l Port 15"
@ Port 17
-@Port 18
~@Fort 1o

5. Click Yes to confirm server ports and click OK.

6. Verify that the ports connected to the chassis and to the Cisco UCS C-Series are now configured as
server ports.

Fault Summary (€] 2 New ¥ | |7 Opiions © | /7 Pending Activiies | 38 Find | [@] Exit

v A A

3 2 0 2 & Equipment BRI Fabric Interconnects > BB Fabric Interco;

A (subordinate) » S Fixed Module v =l Ethernet Ports i Ethernet Ports

«  Equipment Seners LaN san  » p|| (EmemetForts

B (AL & Filter = Eort (5 Print A Uncenfigured Network [,/] Server FCOE Uplink Unified Uplink Applianca Storage FCoE Storage Unified Storage Monitor
- Siot ‘Agar. PortID PortID MAC

0 1 002A5AC2DF08
2 002ABAC2DF09

1T Type Overall Siatus Agmin State

~8 Equpment Physical typ t Enavled

1
»89 Chassis C
» & Rack-Mounts 1
~ER Fabric Inferconnects 1
1
1

Physical tup t Enabled
0D:ZABACZDFOA Server Physical tup ¥ Enavied

0

0

0
X 0 4 OD2ABACZDF0B Server Physical tup t Enablea
B8 Fabric Inferconnect A (subordinate| o
0

r@

=== Fixed Module

5 ODZABACIDFAC Server Physical tup t Enabled

6 0D:2ABACIDFOD Server Physical tup T Enabled

@ Fort17
-@Port 18

7. Select ports 25 and 26 that are connected to the Cisco Nexus switches, right-click them, and select
Configure as Uplink Port.

8. Click Yes to confirm uplink ports and click OK.
9. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.
10. Expand Ethernet Ports.

11. Select the ports that are connected to the chassis and Cisco UCS C-Series or the FEX (two per FEX)
if used, right-click them, and select Configure as Server Port.

12. Click Yes to confirm server ports and click OK.

13. Select ports 25 and 26 that are connected to the Cisco Nexus switches, right-click them, and select
Configure as Uplink Port.
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14. Click Yes to confirm the uplink ports and click OK.

Enable Fibre Channel Ports

To enable FC uplink ports, complete the following steps making sure you first reconfigure the subordinate
switch to save time:

1. On the equipment tab, select the Fabric Interconnect B which should be the subordinate FI, and in
the Actions pane, select Configure Unified Ports, Click Yes.

Fault Summary
0 El 0
4 Equipment Servers LAN
vEE Equipment
&) Chassis
» <% Rack-Mounts

B Fabric Inferconnects
B Fabric Interconnect A (subordinate)
[ - Fabric Inierconnect B (primary)

A

1

SAN b ®

(2] I New | 7 Optons (i)

ites | 34 Fnd | [g) Bt

S8 Equipment * 88 Fahiic Interconnects » - B3 Fabric Interconnect B (primary)

General Physical Ports Fans PSUs
Fault Summary

] 0 0 0
Status

Overall Stalus : ¢ Operable
Themal - ¢ OK
Ethemet Mode :End Host
FC Mode -End Host
Admin EvacMode -Off
Oper Evac Mode :Off

Actions

"E Enable Ports ¥
i)
=50

Physical Display FSM Faults Events Statstics

Neighbors

Physical Display

W Up M Admin Down M Fail B Link Down

Properties
Name ‘B
Product Name :Cisco UCS 6248UP
Vendor _Cisco Systems, Inc. PID -UCS-FL6248UP

Revision

=

Serial :S5118040058

Available Memary :13.158 (GB) Tolal Memory -15.770 {GB)

Locator €D -2

} Part Details

} Local Storage Information
» Access

» High Availability Details

» VLAN Port Count

» FC Zone Count

2. Slide the lever to change the ports 29-32 to change the ports to Fiber Channel
Yes to the reboot message. Click OK.
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A Configure Unified Ports X

Unified Computing System Manager

Configure Fixed Module Ports

Instructions
The position of the slider determines the type ofthe ports.
All the ports to the left of the slider are Ethernet ports (Blue), while the ports to the right are Fibre Channel ports (Purple).

Port Transport If Role or Port Channel Memb._.  Desired If Role
Port 1 ether Server

Port 2 ether Server

Port 3 ether Server

Port 4 ether Server

Port 5 ether Server

Port 6 ether Server

Port 7 ether Unconfigured

Port 8 ether Unconfigured

Port 9 ether Unconfigured

Port 10 ether Unconfigured

Port 11 ether Unconfigured =

Configure Fixed Module Ports | Configure Expansion Module Ports | | Finish | | Cancel |

When the subordinate has completed reboot, select the Fabric Interconnect A, (primary), and then
select Configure Unified Ports, and click Yes.

Slide the Bar to the left to select ports 29-32 for FC (purple), click Finish, and say Yes to the reboot
message. You will need to re-login to the client after the reboot of the FI completes.

Create VSAN for the Fibre Channel Interfaces

To configure the necessary virtual storage area networks (VSANSs) for FC uplinks for the Cisco UCS
environment, follow these steps:

1.

2.

In Cisco UCS Manager, click SAN tab in the navigation pane.
Expand the SAN > SAN Cloud tree. Then fabric A.
Right-click VSANSs.

Choose Create VSAN.

Enter VSAN A as the name of the VSAN for fabric A.

Keep the Disabled option selected for FC Zoning.

Click the Fabric A radio button.
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8.

9.

Enter <<var vsan a id>> as the VSAN ID for fabric A.

Enter <<var fabric a fcoe vlan id>> as the FCoE VLAN ID for fabric A. and click OK, and OK
again.

A Create VSAN X

Create VSAN

Name

- 'VSAN A

FC Zoning Settings

FC Zoning :|(®) Disabled () Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

(®) Common/Global () Fabric A(C) Fabric B(C) Both Fabrics Configured Differently

You are creating a global YSAN that maps to AVWLAN can be used to carry FCoE traffic and can be mapped to this
the same VSAN ID in all available fabrics. WSAN.
Enter the VSAN 1D that maps to this VSAN. Enter the YLAN ID that maps to this VSAN.
VSANID 101 FCoE VLAM :| 107
| OK | | Cancel
10. On the SAN tab, expand SAN, SAN Cloud, Fabric-B and Right-click VSANSs.

11.

12.

13.

14.

15.

Right-click VSANs and choose Create VSAN.

Enter VSAN_ B as the name of the VSAN for Fabric B.
Keep the Disabled option selected for FC Zoning.
Click Fabric B radio button.

Enter <<var vsan b _id>> as the VSAN ID for fabric B. Enter <<var fabric b fcoe vlan_ id>>
as the FCoE VLAN ID for fabric B, then click OK and then OK.
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A Create VSAN X

Create VSAN

Name : WSAN_B
FC Zoning Seftings

FC Zoning :|(e) Disabled () Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

(&) Common/Global () Fabric A(C) Fabric B () Both Fabrics Configured Differently

“ou are creating a global VSAN that maps to AVLAN can be used to carry FCoE traffic and can be mapped to this
the same VSAN ID in all available fabrics. VSAN.
Enter the WSAN ID that maps to this ViSAN. Enter the WVLAN ID that maps to this ViSAN.
VSANID ;102 FCoE VLAN : 102
| OK | | Cancel

Create Port Channels for the Fibre Channel Interfaces

To configure the necessary port channels for the Cisco UCS environment, complete the following steps:

Fabric-A

1.

2.

In the navigation pane, under SAN > SAN Cloud, expand the Fabric A tree.
Right-click FC Port Channels.

Choose Create Port Channel.

Enter 1 for the port channel ID and po1 for the port channel name.

Click Next then choose ports 29 and 32 and click >> to add the ports to the port channel. Click Fin-
ish.
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6. Click OK.

7. Under the VSAN drop-down, select VSAN 101.

Q 2| New ¥ | [ Options | © | /i, Pending Activities | 8 Find | [G] Exit |

=]san~ C3SAN Cloud » BB Fabric A~ =l FC Port Channels » 6 FC Port-Channel 1

=
A
- Aggregation
Fc
Po1

General Ports Faults Events Stafistics
Status Properties
Overall Status :Down 2
Additional Info : No operational members Fabric D
= Port Type
G Transport Type
1 Name
'[‘5[»55\1\9 Port Channel Description
={8 add ports VAN

Port Channel Admin Speed
Operational SpeediGbps)

abric AVsan VEAN_A (101 7]

- Auto v

0
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Fault Summary (¢] I New | | Options 0
0 0 1 1 SJsan+ )5 Coud ~ ERFabric A~ ~HlIFC Port Ch
4 Senes LAN SAN i Siob »| General Parts Faults Events
Status
s Overall Satus - ¢ Up
() SAN Cloud
€0 SA Cou Addional I :
3 FabricA
=l FC Port Channels Actions

s e |
= FC Interface 129
=l FC Interface 131
=l FC Interface 13
=il FC Interface 132
il FCoE Fort Channels
=il Uplink FC Interfaces
+ 4 Uplink FCoE Interfaces
»=Jvsans
i Fabiic B
=] SAN Pin Groups
+ & Threshold Palicies
» Vsl
() Storage Cloud
i Fabiic A
i Fabiic B
s ueine

fiies | 4 Find | (g Eit
nngls * & FC Port-Channel 1
Stastics

Properties
D
FabriclD -A
PortType Aggregation
Transport Type -Fe
Name :| Pol

Description

VSAN | Fabric Alvsan VSAN_A (11}

Port Channel Admin Speed - Auty

Operational Speed(Gbps) -0

8. Click Save Changes and then click OK.

Fabric-B

4 FC Port-Channel 1

1. Click the SAN tab. In the navigation pane, under SAN > SAN Cloud, expand the Fabric B tree.

2. Right-click FC Port Channels.

3. Choose Create Port Channel.

4. Enter 2 for the port channel ID and po2 for the port channel name.
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| i Create Port Channel X
Unified Computing System Manager
Create Port Channel Set Port Channel Name @
1. ¥ Set Port Channel
Name D 2
2. Jadd Ports Name | Po2
<Prev | [ Next> | Finish | [ Cancel |
5. Click Next.

6. Choose ports 29-32 and click >> to add the ports to the port channel.

7. Click Finish, Click OK.

8. Under the VSAN drop-down, select VSAN 102, click Save Changes, and click OK.

9. To initialize a quick sync of the connections to the Cisco MDS switch, right click the port channel

created, and select disable port channel, then re-enable the port channel. Repeat this step for the
port channel created for Fabric-A.
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ADisable Port Channel X

B 5 v0u e souvanto st Pokchmer 22

] - |

Acknowledge Cisco UCS Chassis and Cisco UCS C-Series
To acknowledge all Cisco UCS chassis and C-Series Servers, complete the following steps:
1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.

2. Expand Chassis and select each chassis that is listed.

3. Right-click each chassis and select Acknowledge Chassis, click Yes, then click OK.
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If C-Series servers are part of the configuration, expand Rack Mounts.

5. Right-click each Server under Rack-Mounts that is listed and select Acknowledge. If FEX is used for
the Cisco UCS C-Series servers, acknowledge FEX.

Create Uplink Port Channels to Cisco Nexus Switches

To configure the necessary port channels out of the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
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‘& In this procedure, two port channels are created: one from fabric A to both Cisco Nexus switches
and one from fabric B to both Cisco Nexus switches.

2. Under LAN > LAN Cloud, expand the Fabric A tree.
3. Right-click Port Channels.

4. Select Create Port Channel.

5. Enter 13 as the unique ID of the port channel.

6. Enter vPC-13-Nexus as the name of the port channel.

7. Click Next.
A Create Port Channel X
Unified Computing System Manager
N Set Port Channel Name ®
1. ¥ Set Port Channel
Name D 13
2. add ports Name :| vPC-13-Nexus

<Prev | [ Next> | | Fnish | [ Cancel |

8. Select the following ports to be added to the port channel:

— Slot ID 1 and port 25
— Slot ID 1 and port 26

9. Click >> to add the ports to the port channel.
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A Create Port Channel X
Unified Computing System Manager
Create Port Channel Add Ports o
1. Set Port Channel Name
2. IJMd Ports Ports Ports in the port channel
Slot 1D Agar. Por... | Port MAC SlotID Agor. Por... | Port MAC
No data available 1 i 26 00:2A:6A .
1 0 25 00:2ABA

==

==

| < Prev Next > Finish | [ Cancel |

10. Click Finish to create the port channel.

11. Click OK.

12. In the navigation pane, under LAN > LAN Cloud, expand the fabric B tree.
13. Right-click Port Channels.

14. Select Create Port Channel.

15. Enter 14 as the unique ID of the port channel.

16. Enter vPC-14-NEXUS as the name of the port channel.
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17. Click Next.

18. Select the following ports to be added to the port channel:
— Slot ID 1 and port 25
— Slot ID 1 and port 26

19. Click >> to add the ports to the port channel.

20. Click Finish to create the port channel.

21. Click OK.

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Pools > root.

# In this procedure, two MAC address pools are created, one for each switching fabric.

3. Right-click MAC Pools under the root organization.

4. Select Create MAC Pool to create the MAC address pool.
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Fault Summary ¢] © New " | |7 Opions i Pendng Acivites | # Find | [G Bt
0 » 3 e S @rook oot~ GMAC Pooks A Pools
MAC Pools.
1 Senvers LAN SAN b @
4
& o dFite sboot GYpint
Fitter: | Al ln) 3 v

Name Size Assigned

No data available

» () Aopliances
» ] Internal LAN
» & Policies

A Sub0n_
{8 Trafic Monitoring Sessions
+E FabricA
rEa FabricB
=4 Netfow Monitoring

i Monitor Sessions

5. Enter MAC Pool A as the name of the MAC pool.
6. Optional: Enter a description for the MAC pool.
7. Click Next.

8. Click Add.

9. Specify a starting MAC address.

b For the VersaStack solution, the recommendation is to place OA in the next-to-last octet of the
starting MAC address to identify all of the MAC addresses as fabric A addresses.

10. Specify a size for the MAC address pool that is sufficient to support the available blade or server re-
sources.

A Create a Block of MAC Addresses X

Create a Block of MAC Addresses

First MAC Address | oo-25'B5:07:0400 Size | 64

-
-

To ensure unigqueness of MACS in the LAN fabric, you are strongly encouraged to use the following MAC
prefix:

00:25:B5: 006X XX

| oK | | Cancel
11. Click OK.

12. Click Finish.
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13. In the confirmation message, click OK.

14. Right-click MAC Pools under the root organization.

15. Select Create MAC Pool to create the MAC address pool.
16. Enter MAC_Pool B as the name of the MAC pool.

17. Optional: Enter a description for the MAC pool.

18. Click Next.

19. Click Add.

20. Specify a starting MAC address.

# For the VersaStack solution, the recommendation is to place OB in the next to last octet of the
starting MAC address to identify all the MAC addresses in this pool as fabric B addresses.

21. Specify a size for the MAC address pool that is sufficient to support the available blade or server re-
sources.

A Create a Block of MAC Addresses X

Create a Block of MAC Addresses

First MAC Address :| Qp-25:B5:07-0B-00 Size :| 64| -

To ensure unigueness of MACS in the LAM fabric, you are strongly encouraged to use the following MAC
prefix:
00:25:B5:00 XXX

oK | [ Cancel
22. Click OK.
23. Click Finish.
24. In the confirmation message, click OK.

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment,
complete the following steps:

1. In Cisco UCS Manager, click Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click UUID Suffix Pools.
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4. Select Create UUID Suffix Pool

5. Enter UUID Pool as the name of the UUID suffix pool.

A Create UUID Suffix Pool x
Unified Computing System Manager
Create UUID Suffix Pool Define Name and Description @

1.+ Define Name and
Description Mame : UUID_Pool

2. Jadd uui Blocks Description

Prefix |(§) Derived () other |

Assignment Order |@ Default ) Sequential |

<Prev | [LNext> ] [ Finish [E]_
6. Optional: Enter a description for the UUID suffix pool.
7. Keep the prefix at the derived option.
8. Click Next.
9. Click Add to add a block of UUIDs.

10. Keep the From field at the default setting.

11. Specify a size for the UUID block that is sufficient to support the available blade or server resources.

[ A Create a Block of UUID Suffixes x
Create a Block of UUID Suffixes @
From:| p000-000000000001 Size :| 64| =
4 | | »

[ oK | [ cancel |
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12. Click OK.
13. Click Finish.
14. Click OK.

Create Server Pool

To configure the necessary server pool for the Cisco UCS environment, complete the following steps:

& Consider creating unique server pools to achieve the granularity that is required in your environment.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click Server Pools.

4. Select Create Server Pool.

5. Enter Infra Pool as the name of the server pool.

6. Optional: Enter a description for the server pool.

7. Click Next.

8. Select the servers to be used for the VMware management cluster and click >> to add them to the
Infra Pool server pool.
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A Create Server Pool

X

Unified Computing System Manager

r[)

Create Server Pool Add SEWEI’S
1. Set Name and
Description Servers Pooled Servers
2. 1 add servers . | 8. PID |A. |S5. | .. . | 5. lL. |.. |PID|A.|S.|.
13 F. 18 11 F. 12
14 F. 16 12 F. 12
15 F. 16
18 F. 16
17 F. 16
18 F. 16
Model: Model:
Serial Number: Serial Number:
endor: ‘Vendor:
|W| Next > | Finish | | Cancel |

9. Click Finish.
10. Click OK.

Create VLANs

To configure the necessary virtual local area networks (VLANS) for the Cisco UCS environment, complete the
following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

‘& In this procedure, five VLANSs are created.

2. Select LAN > LAN Cloud.

3. Right-click VLANSs.

4. Select Create VLANS.

5. Enter IB-MGMT-VLAN as the name of the VLAN to be used for management traffic.

6. Keep the Common/Global option selected for the scope of the VLAN.
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7. Enter <<var ib-mgmt vlan id>> as the ID of the management VLAN.
8. Keep the Sharing Type as None.
9. Click OK and then click OK again.

& Create VLANs x

Create VLANS

VLAN Mame/Prefix ;| IB-MGMT-VLAN
Multicast Policy Name :[ <not set= | 7] Ed Create Multicast Policy

(® Common/Global ) Fabric A Fabric B () Both Fabrics Configured Differently

You are creating global VLAMS that map to the same VLAN IDs in all available fabrics.
Enterthe range of VLAN IDs.(e.g. "2009-2019", "29 35 40-45" "23" "23 34-45")

VLAN IDs :| 11 |

Sharing Type :|(®) None () Primary () Isolated () Community

| Check Overlap | | OK | | Cancel

10. Right-click VLANS.

11. Select Create VLANS.

12. Enter NFS-VLAN as the name of the VLAN to be used for NFS.

13. Keep the Common/Global option selected for the scope of the VLAN.
14. Enter the <<var_nfs_vlan_id>> for the NFS VLAN.

15. Keep the Sharing Type as None.

16. Click OK, and then click OK again.

17. Right-click VLANS.

18. Select Create VLANS.

19. Enter vMotion-VLAN as the name of the VLAN to be used for vMotion.
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20

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39

. Keep the Common/Global option selected for the scope of the VLAN.

Enter the <<var vmotion vlan id>> as the ID of the vMotion VLAN.

Keep the Sharing Type as None.

Click OK, and then click OK again.

Right-click VLANS.

Select Create VLANs

Enter VM-Traffic-VLAN as the name of the VLAN to be used for the VM traffic.
Keep the Common/Global option selected for the scope of the VLAN.

Enter the <<var vm-traffic vlan id>> for the VM Traffic VLAN.

Keep the Sharing Type as None.

Click OK, and then click OK again.

Right-click VLANS.

Select Create VLANs

Enter Native-VLAN as the name of the VLAN to be used as the native VLAN.
Keep the Common/Global option selected for the scope of the VLAN.

Enter the <<var native vlan id>> as the ID of the native VLAN.

Keep the Sharing Type as None.

Click OK and then click OK again.

Expand the list of VLANSs in the navigation pane, right-click the newly created Native-VLAN and se-
lect Set as Native VLAN.

. Click Yes, and then click OK.

Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given

server

configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters,

host bus adapter (HBA), ROM, and storage controller properties. To create a firmware management policy

forag

1.
2.

3.

iven server configuration in the Cisco UCS environment, complete the following steps:

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.
Right-click Host Firmware Packages.
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4. Select Create Host Firmware Package
5. Enter VM-Host-Infra as the name of the host firmware package.
6. Leave Simple selected.

7. Select the version 3.1(1e) for both the Blade and Rack Packages and also for M-Series Package if
M-Series servers are managed.

8. Click OK to create the host firmware package.

9. Click OK.

A Create Host Firmware Package X

Create Host Firmware Package

Name :| VM-Host-Infra
Description -
How would you like to configure the Host Firmware Package?
(®) Simple C) Advanced

Elade Package :|3.1(1e)B v
Rack Package :[3 1(1e)C | v ]
M-Series Package :|<not set= v

Excluded Components:

Adapter

HEBEA Cption ROM
CIMC

Board Controller
Flex Flash Controller
BIOS

FsU

Storage Controller
Host NIC

Host NIC Option ROM
GPUs

FC Adapters

Local Disk

ono D

| OK | | Cancel

Set Jumbo Frames in Cisco UCS Fabric

To configure jumbo frames and enable quality of service in the Cisco UCS fabric, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select LAN > LAN Cloud > QoS System Class

3. In the right pane, click General tab.

118



VersaStack Deployment

4. On the Best Effort row, enter 9216 in the box under the MTU column.

5. Click Save Changes in the bottom of the window.

Fault Summary Q &/ New v | [ Options | @ @ | /3, Pending Actvtes |43 Find | [G]Exit |
0 % 0 5 S LN Coud
1 Equipment Servers LAN SAN A Storagi b » General Events FSM
Filter: | Al . - o o
Priority Enabled Co$ Packet Weight Weight MTU Multicast
=] LAN Drop (%) Optimized
v
(CJLAN Cloud Piatinum 5 ¢ . VA e .
> Fabric A
» @ Fabric B
Goid 6 v 6 v| WA nomal M
& assnmnoes|
+ =] LAN Pin Groups
= siiver 4 q 3 v NA normal v
reshold Policies
» =] VLAN Groups
= Bronze ¥ NiA
» =] VLAs 2 3 v normal v
» () Appl
(. ApplancEs Best Any 5 S 218 v
» =] Internal LAN Effort
» 8 Polides Fibre 3 5 o % NA
» @ Pools Channel
» [@ Trafic Monitoring Sessions
» & Neffiow Monitoring

Create Local Disk Configuration Policy (Optional)

A local disk configuration for the Cisco UCS environment is necessary if the servers in the environment do
not have a local disk.

# This policy should not be used on servers that contain local disks.

To create a local disk configuration policy, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Local Disk Config Policies.

4. Select Create Local Disk Configuration Policy.

5. Enter SAN-Boot as the local disk configuration policy name.

6. Change the mode to No Local Storage.

7. Click OK, to create the local disk configuration policy.

8. Click OK.
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i Create Local Disk Configuration Policy X

Create Local Disk Configuration Policy

Mame :| SAMN-Boot

Description

Mode :[Nu Local Storage | v ]

FlexFlash
FlexFlash State :|(e) Disable ) Enable

If FlexFlash State is disabled, SD cards will become unavailable immediately.
Flease ensure SD cards are notin use before disabling the FlexFlash State.

FlexFlash RAID Reporting State @ Disable () Enable

| ok | | cancel

Create Network Control Policy for Cisco Discovery Protocol

To create a network control policy that enables Cisco Discovery Protocol (CDP) on virtual network ports,
complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click Network Control Policies.

4. Select Create Network Control Policy

5. Enter Enable CDP as the policy name.

6. For CDP, select the Enabled option.

7. Click OK to create the network control policy.
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A Create Network Control Policy
Create Network Control Policy
Mame : Enable_CDP
Description
CDF :|() Disabled (s)|Enabled
MAC Register Mode @ Only Mative Vian () All Host Vlans
Action on Uplink Fail :|(® Link Down () Warning
MAC Security
Forge :|(®) Allow ) Deny
LLDP -
| OK | | Cancel
8. Click OK.

Create Power Control Policy
To create a power control policy for the Cisco UCS environment, complete the following steps:

1.

2.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.

Right-click Power Control Policies.

Select Create Power Control Policy

Enter No-Power-Cap as the power control policy name.

Change the power capping setting to No Cap.

Click OK to create the power control policy.

Click OK.
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& Create Power Control Policy X

Create Power Control Policy

Mame :| Mo-Power-Cap
Description
Fan Speed Policy | any v
Power Capping

If you choose cap, the server is allocated a certain amount of power based on its priority
within its power group. Priority values range from 1 to 10, with 1 being the highest priority. IT
you choose no-cap, the server is exempt from all power capping.

(&)|Mo Cap (O cap

Cisco UCS Manager only enforces power capping when the servers in a power group require
more power than is currently available. With sufficient power, all servers run at full capacity
regardless of their priority.

| OK | Cancel

Create Server Pool Qualification Policy (Optional)

To create an optional server pool qualification policy for the Cisco UCS environment, complete the following
steps:

# This example creates a policy for a Cisco UCS B200-M4 Server.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Server Pool Policy Qualifications.

4. Select Create Server Pool Policy Qualification

5. Enter UCSB-B200-M4 as the name for the policy.

6. Select Create Server PID Qualifications.

7. Enter uUCSB-B200-M4 as the PID.

8. Click OK to create the server pool qualification policy.

9. Click OK, and then click OK again.
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A Create Server Pool Policy Qualification

Create Server Pool Policy Qualification

MNaming
Mame : UCSB-B200-M4
Description | UCSB-B200-M4

This server pool policy qualification will apply to new or re-discovered servers. Existing servers are not qualified until they are re-discovered

Actions Qualifications
Create Adapter Qualifications # (= @ Filter = Export S Print

Giv
Create Chassis/Server Qualifications Mame Max Model From To Architecture | Speed Stepping Power Gr....

Mo data available

Create Memory Qualifications

Create CPU/Cores Qualifications

Create Storage Qualifications

Create Server PID Qualifications

Create Power Group Qualifications

Create Rack Qualifications

E Add 5] Delete Info

| 0K :I | Cancel :I
A& Create Server PID Qualifications X

Create Server PID Qualifications

FID :[ucsa-ezaa-r-.-m | v ]

| OK ] | Cancel ]

Create Server BIOS Policy

To create a server BIOS policy for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click BIOS Policies.

4. Select Create BIOS Policy.

5. Enter vM-Host-Infra as the BIOS policy name.
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6. Change the Quiet Boot setting to Disabled.

7. Click Next.

A Create BIOS Policy

Unified Computing System Manager

Creats BIOS Palicy Main
1.v'Main
5 qucessor Name :| VM-Host-Infra
3 ulnte\ Directed 10 Description :
Q
4 SIS Sy Reboot on BIOS Settings Change !
5. Jserial port .
- Quiet Boot :|d|sab|ed () enabled () Platform Default |
7 I_IPCI Post Error Pause :|O disabled () enabled @ Platform Default |
8. Uopr

9. JLom and pat Slots
10. D rrusted platform

Resume Ac On Power Loss :|O stay-off ) last-state () reset (s) Platform Default |

Front Panel Lockout :|O disabled () enabled (s) Platform Default |

11 Q Graphics Configuration Consistent Device Naming :|O disabled () enabled (s) Platfiorm Default |

12. D eoot options

13 |—‘ Server Management

10.

11.

12.

13.

14.

15.

Change Turbo Boost to enabled.

Change Enhanced Intel Speedstep to enable.
Change Hyper Threading to enabled.

Change Core Multi Processing to all.

Change Execution Disabled Bit to enabled.
Change Virtualization Technology (VT) to enabled.
Change Direct Cache Access to enabled.

Change CPU Performance to Enterprise.
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A Create BIOS Policy

Unified Computing System Manager

Create BIOS Policy

1. Main

2. Processor

3. Untel Directed 10

4. |J RAS Memory

5. uSenaI Port

6. duse

7.3pa

g Uopr

9. 1.om and pcte slots
10. I—‘]Trust:ed Platform
1. a Graphics Configuration
12. Boot options
13. uSer\rer Management

Processor

Turbo Boost

Enhanced Intel Speedstep
Hyper Threading

Core Multi Processing
Execute Disabled Bit
Virtualization Technology (VT)
Hardware Pre-fetcher
Adjacent Cache Line Pre-fetcher
DCU Streamer Pre-fetch

DCU IP Pre-fetcher

Direct Cache Access
Processor C State

Processor C1E

Processor C3 Report
Processor CG Report
Processor C7 Report

CPU Performance

Max Variable MTRR Setting

{|O disabled @ enabled O Platiorm Default |

|| disabled (&) enabled O Platform Default |

{|O disabled @ enabled O Platiorm Default |

Jall ‘ v |

{|O disabled @ enabled O Platiorm Default |

{|O disabled @ enabled O Platiorm Default |

;| disabled O enabled (3) Platform Default |

{|O disabled O enabled @ Platiorm Default |

{|O disabled O enabled @ Platiorm Default |

{|O disabled O enabled @ Platiorm Default |

{|O disabled @ enabled O Platiorm Default |

;| disabled O enabled () Platform Default |

{|O disabled O enabled @ Platiorm Default |

:| Pratform Default | v

{|O disabled O enabled @ Platiorm Default |

:| Pratform Default | v

| enterprise k2

:|O auto-max ) 8 () Platiorm Default |

16. Click Next to go the Intel Directed IO Screen.

17. Change the VT for Direct 10 to enabled.
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A Create BIOS Policy

P o]

Unified Computing System Manager

Create BIOS Policy

1. Main

2. Processor

3. ¥ Intel Directed IO
4. |-1 RAS Memory

5. L serial port

6. Juss

7.0

8. dopr

. 310M and e siots
10. UTrusted platform
11. a Graphics Configuration
12. DBoot options

13 |-1 Server Management

Intel Directed IO

VT For Directed [
Interrupt Remap
Coherency Support
ATS Support

Fass Through DMA Support

:|O disabled [@)]enabled O Platiorm Default |

|| disabled O enabled @ Platiorm Default |

|| disabled O enabled @ Platiorm Default |

|C disabled O enabled & Platiorm Default |

|| disabled O enabled @ Platiorm Default |

18. Click next to go the RAS Memory screen.

19. Change the Memory RAS Config to maximum performance.

20. Change NUMA to enabled.

21. Change LV DDR Mode to performance-mode.
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A Create BIOS Policy X

Unified Computing System Manager

7

Create BIOS Policy RAS Memory

1. Main

2. Processor Memory RAS Config | maximum-performance | v

3. Intel Directed I0 NUMA [ disabled &) enabled O Plattorm Default |

4. RAS Memory

5 IJSen'aI Port LV DDR Mode :|O power-saving-mode peﬁormance—mode (O auto ) Platform Default

6 duss DRAM Refresh Rate | Platiorm Default [+

7.Jpa

DDR3 Voltage Selection :|O ddr3-1500mv () ddr3-1350mv @ Platform Default |

2. Japr

9. J1.0M and PCe Slots
10. U rusted platform

11. IJGraphics Configuration
12. I Boot options

13 IJSer\rer Management

[ < Prev | [ Mext > | [ Finish | [ Cancel |

22. Click Finish to create the BIOS policy.
23. Click OK.

Create vNIC/vVHBA Placement Policy for Virtual Machine Infrastructure Hosts

To create a VNIC/vVHBA placement policy for the infrastructure hosts, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC/vHBA Placement Policies.

4. Select Create Placement Policy.

5. Enter VM-Host-Infra as the name of the placement policy.

6. Click 1 and select Assigned Only.

7. Click OK and then click OK again.
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ﬁ_ Create Placement Policy
Create Placement Policy
Mame : VIM-Host-Infra
Virtual Slot Mapping Scheme :|(») Round Robin () Linear Ordered
{-%Filter = Export = Print ;E;'
Virtual Slot Selection Preference
1 Assigned Only
2 All
3 All
4 All
| oK | | Cancel

Update Default Maintenance Policy

To update the default Maintenance Policy, complete the following steps:

1.

2.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.

Select Maintenance Policies > default

Change the Reboot Policy to User Ack.

Click Save Changes.

Click OK to accept the change.
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ASuccess

© successtuly modiied deaut

Create VNIC Templates

To create multiple virtual network interface card (vNIC) templates for the Cisco UCS environment, complete
the following steps:

S

The “Enable Failover “ option is used for the VNICs in these steps as default, however, if deploying the
optional N1kV virtual switch, the “Enable Failover “ options for the vNICs should remain unchecked.”

1. Select Policies > root.

2. Right-click vNIC Templates.

3. Select Create vNIC Template.

4. Enter vNIC Template A as the vNIC template name.

5. Keep Fabric A selected.

6. Select the Enable Failover checkbox.

7. Under Target, make sure that the VM checkbox is not selected.
8. Select Updating Template as the Template Type.

9. Under VLANS, select the checkboxes for IB-MGMT-VLAN, NFS-VLAN, Native-VLAN, VM-
Traffic-VLAN, and vMotion-VLAN.

10. Set Native-VLAN as the native VLAN.

11. For MTU, enter 9000.

12. In the MAC Pool list, select MAC Pool A.

13. In the Network Control Policy list, select Enable CDP.

14. Click OK to create the vNIC template.
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15. Click OK.
& Create vNIC Template X
Create vNIC Template :
Name : vNIC_Template_A
Description
FabriciD : (& FabricA (O FabricB [v| Enable Failover
Target
|v| Adapter
VI
Warning
[TVM is selected, a port profile by the same name will be created.
[f & port profile of the same name exists, and updating template is selected, it will be overwritten
Template Type () Initial Template @ Updating Template
VLANS
& Filter = Export (5 Print Sy
Select MName Mative VLAN
=] default Q
(v] =l IB-MGMT-VLAN O
(v] =l Native VLAN O -
|: 0K ] |: Cancel ]

16. In the navigation pane, select the LAN tab.
17. Select Policies > root.

18. Right-click vNIC Templates.

19. Select Create VNIC Template

20. Enter vNIC Template B as the vNIC template name.
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21. Select Fabric B.
22. Select the Enable Failover checkbox.
23. Select Updating Template as the template type.

24. Under VLANS, select the checkboxes for IB-MGMT-VLAN, NFS-VLAN, Native-VLAN, VM-
Traffic-VLAN, and vMotion-VLAN.

25. Set Native-VLAN as the native VLAN.

26. For MTU, enter 9000.

27. In the MAC Pool list, select MAC_Pool B.

28. In the Network Control Policy list, select Enable CDP.
29. Click OK to create the vNIC template.

30. Click OK.
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A Create vNIC Template X

Create vNIC Template

Name : wNIC_Template_B

Description

FabriciD : (O FabricA (8) FabricB [v| Enable Failover

Target
|| Adapter
VI

Warning

IFWM is selected, a port profile by the same name will be created.
Ifa port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type :|() Initial Template @ Updating Template

VLANSs
& Filter = Export (S Print Giv
Select Mame Mative VLAN
= default O
[v] =l iB-MGMT-VLAN O
(v] =l Native-VLAN ® v
| oK | | Cancel |

Create WWNN Pools

To configure the necessary World Wide Node Name (WWNN) pools for the Cisco UCS environment, follow
these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Choose Pools > root.

3. Right-click WWNN Pools.

4. Choose Create WWNN Pool.

5. Enter WWNN_Pool as the name of the WWNN pool.

6. (Optional) Add a description for the WWNN pool.
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7. Click Next.
8. Click Add to add a block of WWNNSs.
9. Keep the default block of WWNNSs, or specify a base WWNN.

10. Specify a size for the WWNN block that is sufficient to support the available blade or server re-

sources.
11. Click OK.
12. Click Finish.
13. Click OK.
" A Create WWNN Pool x|
Unified Computing System Manager
Create WWMNN Pool Add WWN BlOCkS &
1. Define Name and
Description (= QFiIter = Export = Print ‘ft,a}"
2. 1 add wwn Blocks Name From To
ﬂ[zo:oo:oo:zs:gs:uo:___ 20:00:00:25:B5:00:00:00 20:00:00:25:B5:00:00:3F

E Add 5] Delete

< Prev Next > | [ Finish | | Cancel |

Create WWPN Pools

To configure the necessary World Wide Port Name (WWPN) pools for the Cisco UCS environment, complete
the following steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

2. Choose Pools > root.

‘ﬁ In this procedure, two WWPN pools are create; one for fabric A and one for fabric B.

3. Right-click WWPN Pools.
4. Choose Create WWPN Pool.
5. Enter WWPN_Pool A as the name of the WWPN pool for fabric A.

6. (Optional) Enter a description for this WWPN pool.
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7. Click Next.
8. Click Add to add a block of WWPNSs.

9. Specify the starting WWPN in the block for fabric A.

L For the VersaStack solution, the recommendation is to place OA in the next-to-last octet of the
starting WWPN to identify all the WWPNSs in this pool as Fabric A addresses.

10. Specify a size for the WWPN block that is sufficient to support the available blade or server re-
sources.

11. Click OK.
12. Click Finish to create the WWPN pool.

13. Click OK.

A& Create WWN Block

Create WWN Block

From : 20.00.00:25:85:01:0a00 | Size :[64 3

To ensure uniqueness of WWHNs in the SAN fabric, you are strongly encouraged to use
the following WWHN prefix:

20:00:00:25:D5: XX XXIXX

14. Right-click WWPN Pools.

15. Choose Create WWPN Pool.

16. Enter WWPN_Pool B as the name for the WWPN pool for fabric B.
17. (Optional) Enter a description for this WWPN pool.

18. Click Next.

19. Click Add to add a block of WWPNSs.
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20. Enter the starting WWPN address in the block for fabric B.

& Create WWN Block

Create WWN Block

From :| 20:00:0025:85:01:08:00 | Size :[64] B

To ensure unigqueness of WWHs in the SAN fabric, you are strongly encouraged to use
the following WWHN prefix:

20:00:00:25:D5:XX:XX:XX

L For the VersaStack solution, the recommendation is to place OB in the next to last octet of the
starting WWPN to identify all the WWPNSs in this pool as fabric B addresses.

21. Specify a size for the WWPN block that is sufficient to support the available blade or server re-
sources.

22. Click OK.
23. Click Finish.
24. Click OK.

Create VHBA Templates for Fabric A and Fabric B

To create multiple virtual host bus adapter (vHBA) templates for the Cisco UCS environment, follow these
steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Choose Policies > root.

3. Right-click vHBA Templates.

4. Choose Create VHBA Template.

5. Enter vHBA Template A as the vHBA template name.

6. Click the radio button Fabric A.
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7.

8.

9.

10.

In the Select VSAN list, Choose VSAN A.
In the WWPN Pool list, Choose WWPN Pool A.
Click OK to create the VHBA template.

Click OK.

A Create vHBA Template

Create vHBA Template

Mame :|vHBA Template A
Description
FabriclD ;@A OB

Select VSAN :|vsAN_A v | B3 Create VSAN

Template Type . @ Initial Template () Updating Template

Max Data Field Size : 2043

WWPN Pool [ WWPN_Pool_Al54/54) | ¥ |

QoS Poliey [<notset 7]

Pin Group :|=not set= L

Stats Threshold Policy ;| default| v

|_ 0K

| Cancel

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

In the navigation pane, click the SAN tab.

Choose Policies > root.

Right-click vHBA Templates.

Choose Create VHBA Template.

Enter vHBA Template B as the vHBA template name.
Click the radio button Fabric B.

In the Select VSAN list, Choose VSAN B.

In the WWPN Pool, Choose WWPN_Pool B.

Click OK to create the VHBA template.

Click OK.
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A& Create vHBA Template X

Create vHBA Template

MName :| vHBA Template B
Description
FabriclD (O A & B
Select VSAN | VSAN_B v | E Create VSAN
Template Type @ Initial Template ) Updating Template

Max Data Field Size : 2048

WWPN Pool [ WWPN_Pool_B(G4/54) ¥ |

oS Folicy [ notser 7]

Pin Group | =not set= v

Stats Threshold Policy | default| v

| OK | | Cancel

Create Boot Policies

This procedure applies to a Cisco UCS environment in which two FC interfaces are used on the IBM V9000
cluster Controller 1 and two FC interfaces used on Controller 2 for the Hosts connectivity.

Two boot policies need to be created. The first boot policy will be created to boot from Fabric A and the
second to boot from Fabric B. Though not absolutely necessary to have two boot policies, having two
options helps spread the load and helps ensure that a total failure does not happen if a disaster occur which
may removes an entire fabric.

For this example, the following WWPN values are used for the V9000. Your ports may vary depending on the
configuration of your V9000.

To create boot policies for the Cisco UCS environment, complete the following steps:

& Use the WWPN variables that were logged into the storage section of the WWPN table.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Choose Policies > root.

3. Right-click Boot Policies.

4. Choose Create Boot Policy.

5. Enter Boot-Fabric-A as the name of the boot policy.

6. (Optional) Enter a description for the boot policy.
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7. Keep the Reboot on Boot Order Change check box unchecked.

8. Expand the Local Devices drop-down menu and Choose Add cD/DvD (you should see local and re-
mote greyed out).

A Create Boot Policy X
Create Boot Policy
Name : Boot-Fabric-A A
Description :
Reboot on Boot Order Change 0
Enforce vNICAVHBAASCSI Name -
Boot Mode :|(®) Legacy () Uefi
WARNINGS:
The type (primary/secondary) does not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
If Enforce vNIC/vHBA/iSCSI Name is selected and the vNIC/VHBA/ISCSI does not exist, a config error will be reported.
If it is not selected, the vNICs/vHBAs are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used
w Local Devices Boot Order
- Filter = Export Print e
B Add Local Disk = A pot e
Name Ordera  vNIC/v... Type WWN LUNN._. SlotN... | BootN... BootP... Descrn...
B Add Local LUN @
£ coiovD 1

B Add Local 1BOD

B Add SD Card Vv

T .

| OK Cancel

9. Expand the vHBAs drop-down menu and Choose Add SAN Boot.

+ vHBAs

(@) Add SAN Boot

10. In the Add SAN Boot dialog box, enter Fabric-2 in the vHBA field.
11. Make sure that the Primary radio button is selected as the SAN boot type.

12. Click OK to add the SAN boot initiator.

138



VersaStack Deployment

A Add SAN Boot X

Add SAN Boot

vHBA : Fabric-A

Type L‘i) Primary () Secondary

| OK Cancel

13. From the vHBA drop-down menu, choose Add SAN Boot Target.

» vHBAs
&) Add SAN Boot
&) Add SAN Boot Target

14. Keep 0 as the value for Boot Target LUN.
15. Enter the WWPN for Controller A going to switch A <<var wwpn FC ContA-FEl-fabricA>>
16. Keep the Primary radio button selected as the SAN boot target type.
17. Click OK to add the SAN boot target.
A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN : 0

Boot Target WWPN :| 50:05:07:68:0c:21:22:71

Type :|(®) Primary () Secondary

| oK Cancel

18. From the vHBA drop-down menu, choose Add SAN Boot Target.
19. Keep 0 as the value for Boot Target LUN.
20. Enter the WWPN for Controller A going to switch A <<var wwpn FC ContA-FE3-fabricA>>

21. Click OK to add the SAN boot target.
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A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN :| 0

Boot Target WWPN :| 50:05:07:68:0c:51:22:71

Type : Primary (@) Secondary

[OK | | Cancel
22. From the vHBA drop-down menu, choose Add SAN Boot.
23. In the Add SAN Boot dialog box, enter Fabric-B in the vHBA box.
24. The SAN boot type should automatically be set to Secondary

25. Click OK to add the SAN boot initiator.

A Add SAN Boot X

Add SAN Boot

vHBA - Fabric-B|

Type II Primary (e) Secondary

OK Cancel

26. From the vHBA drop-down menu, choose Add SAN Boot Target.

27. Keep 0 as the value for Boot Target LUN.

28. Enter the WWPN for Controller B switch B <<var wwpn FC ContB-FE2-fabricB>>
29. Keep Primary as the SAN boot target type.

30. Click OK to add the SAN boot target.
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A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN : 0

Boot Target WWPN :| 50:05:07:68:0c:22:22:67

Type :|(®) Primary () Secondary

(O] Gance )
31. From the vHBA drop-down menu, choose Add SAN Boot Target.
32. Keep 0 as the value for Boot Target LUN.
33. Enter the WWPN for Controller B going to switch B <<var wwpn FC ContB-FE4-fabricB>>

34. Click OK to add the SAN boot target.

A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN : 0

Boot Target WWPN : 50:05:07:68:0c:52:22:67

Type : Primary (®) Secondary

| OK Cancel |

35. Click OK, and then click OK again to create the boot policy.

36. Verify that your configuration looks similar to the screenshot below:
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Boot Order

# (= @ Filter =>Export fPrint
Name O..a VNIC... Type WWN LUN... Slot... | Boot...  Boot..
&) co/iovD 1
v El San 2
v Sl san Primary Fabr... Prim...
= SAN Target Primary Prim...  50:05:07:68:0C:21:22:71 0
= san Target Secondary Sec...  50:05:07:68:0C:51:22:71 0
v ElsAN Secondary Fabr... Sec...
= san Target Primary Prim...  50:05:07:68:0C:22:22:67 0
Sl san Target Secondary Sec...  50:05:07:68:0C:52:22:67 0
37. Right-click Boot Policies again.
38. Choose Create Boot Policy.
39. Enter Boot-Fabric-B as the name of the boot policy.
40. (Optional) Enter a description of the boot policy.
41. Keep the Reboot on Boot Order Change check box unchecked.
42. From the Local Devices drop-down menu choose Add CD/DVD.
43. From the vHBA drop-down menu choose Add SAN Boot.
44. In the Add SAN Boot dialog box, enter Fabric-B in the vHBA box.
45. Make sure that the Primary radio button is selected as the SAN boot type.
46. Click OK to add the SAN boot initiator.
47. From the vHBA drop-down menu, choose Add SAN Boot Target.
48. Keep 0 as the value for Boot Target LUN.
49. Enter the WWPN for Controller B Switch-B << var wwpn FC ContB-FE2-fabricB>>
50. Keep Primary as the SAN boot target type.
51. Click OK to add the SAN boot target.
52. From the vHBA drop-down menu, choose Add SAN Boot Target.
53. Keep 0 as the value for Boot Target LUN.
54. Enter the WWPN for Controller B Switch-B << var wwpn FC ContB-FE4-fabricB>>
55. Click OK to add the SAN boot target.
56. From the VHBA menu, choose Add SAN Boot.
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57. In the Add SAN Boot dialog box, enter Fabric-A in the vHBA box.

58. The SAN boot type should automatically be set to Secondary, and the Type option should be una-
vailable.

59. Click OK to add the SAN boot initiator.

60. From the vHBA menu, choose Add SAN Boot Target.

61. Keep O as the value for Boot Target LUN.

62. Enter the WWPN for Controller A Switch-A << var wwpn FC_ContA-FEl-fabricA>>
63. Keep Primary as the SAN boot target type.

64. Click OK to add the SAN boot target.

65. From the vHBA drop-down menu, choose Add SAN Boot Target.

66. Keep 0 as the value for Boot Target LUN.

67. Enter the WWPN for Controller A Switch-A << var wwpn FC ContA-FE3-fabricA>>
68. Click OK to add the SAN boot target.

69. Click OK and then click OK again to create the boot policy.

70. Verify that your configuration looks similar to the screenshot below:

Boot Order

% (= @ Filer =Export Print Ghy

Name Ordera | vNIC/v... | Type WWN LUNN... SlotN... BootN.. BootP.. Descri...
@ cpiovD 1
v San 2
v =] saN Primary FabricB  Primary
=l san Target Primary Primary ~ 50:05:07:68:0C:22:22... 0
= san Target Secondary Secon... 50:05:07:68:0C:52:22... 0O
»3 SAN Secondary Fabric-A  Secon...
S san Target Primary Primary  50:05:07:68:0C:21:22...
S san Target Secondary Secon...  50:05:07:68:0C:51:22... 0

Create Service Profile Templates

In this procedure, two service profile templates are created; one for fabric A boot and one for fabric B boot.
The first profile is created and then cloned and modified for the second host.

To create service profile templates, complete the following steps:
1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Choose Service Profile Templates > root.
3. Right-click root.
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4. Choose Create Service Profile Template to open the Create Service Profile Template wizard.
5. Identify the Service Profile Template:

a. Enter vM-Host-Infra-Fabric-A as the name of the service profile template. This service pro-
file template is configured to boot from node 1 on fabric A.
b. Click the Updating Template radio button.

c. Under UUID, choose UUID Pool as the UUID pool.

d. Click Next.
A Create Service Profile Template X
Create Senvice Profle Tempiate ~ ldentify Service Profile Template 9
You must enter a name for the service profile template and specify the template type. You can also specify how a UUID will be assigned to this template and
1. VIdentify Service enter a description.
Profile Template
3 - - Name : VM-Host-Infra-Fabric-A
2. Storage Provisioning A
3 0 Nobworkin The template will be created in the following organization. Its name must be unigue within this organization.
. B 9 Where :org-root
4. ISAN Connectivity The template will be created in the following organization. Its name must be unique within this organization.
5. quning Type : IO Initial Template (s) Updating Temp
6. VNIC/VHBA Placement Specify how the UUID will be assigned to the server associated with the service generated by this template.
T —]vMedxa Policy uuID
8. Jserver Boot Order
9. B Maintenance Policy LD At : UUID_Pool(54/64) ﬂ
nment: ]
10. 4 Server Assignment <
1. 4 Operational Policies
The UUID will be assigned from the selected pool.
The available/total UUIDs are displayed after the pool name.
Optionally enter a description for the profile. The description can contain information about when and where the service profile should be used.
v

Prev | | Next> | | Finish | | Cancel |

6. Configure the Storage Provisioning Options:

a. Choose a local disk configuration policy:

i. If the server in question has local disks, choose default in the Local Storage list.
ii. If the server in question does not have local disks, choose SAN-Boot.
iii. Leave Simple radio button selected as default.
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A Create Senvice Profile Template X

Unified Computing System Manager

Creale Senice Profie Terpiale  Storage Provisioning 9
Optionally specify or create a Storage Profile, and select a local disk configuration policy.

1. ¥ Identify Service Profile

Template Specific Storage Profile Storage Profile Policy Local Disk Configuration Policy
2. ¥ Storage Provisioning
Local Storage] SAN-Boot ¥
3 d Networking 2
& san comnectiiy .
Do Create Local Disk Configuration Policy S DT
5. I Zoning Protect Configuration :No
6 d VNIC/vHBA Placement If Protect Configuration is set, the local disk configuration is
1 tedia Poi reserved if the service profile is disassociated
L ] Wk Polry yith the server. Inthal case, a configuraton error will e raised
8. Server Boot Order wihen a new service profile is associated with
0 -lMaintenance Polcy :ﬂgl;;nwemlhemmkwnﬁgumm in that profile is
10. Dserver Assignment FlexFlash
1" B Operstionsl Poices FlexFlash State - Disable
I FlexFlash State is disabled, SD cards will become
unavaiable immediately.
Please ensure SD cards are not in use before disabling the
FlexFlash State.
FlexFlash RAID Reporting State - Disable
(<men) (ed>] (Fsh ] (cance]
iv. Click Next.

7. Configure the Networking options:

a. Keep the default setting for Dynamic vNIC Connection Policy.

b. Click the Expert radio button to configure the LAN connectivity.
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| A Create Service Profile Template X
Unified Computing System Manager

Create Service Profie Tempiate - Nefworking @

Optionally specify LAN configuration information.

1. ¥ Identify Service Profile

Dynamic vNIC Connection Policy] Select a Policy to use (no Dynamic vNIC Policy by default) | |

Template

2. ¥Storage Provisioning

3. v Networking Create Dynamic VNIC Connection Policy

4. Dsan connectivity

5, 1 Zoning ) B

5. LIVNI C/vHBA Placement How would you like to configure LAN connectivity?

7. DvMedia Policy () simple(®)| Expert(") No vNICs () Use Connectivity Policy

8. B Server Boot Order Click Add to specify one or more vNICs that the server should use to connect to the LAN.

9. I maintenance Policy I MAC Address Fabric 1D Native VLAN
10. Q Server Assignment No data available

L 8] Operational Policies

-y
=

i5j Delete [ Add [ Modify

» iSCSI vNICs

(<Prev | [ Next> | [ Finish |  Cancel |

c. Click Add to add a vNIC to the template.

d. In the Create vNIC dialog box, enter vNIC-A as the name of the vNIC.
e. Check the Use vNIC Template check box.

f. Inthe vNIC Template list, choose vNIC Template A.

g. Inthe Adapter Policy list, choose VMWare.

h. Click OK to add this vNIC to the template.
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A Create vNIC X
Create vNIC

Name : vNIC-A4|

Use vNIC Template ¥

Create vNIC Template

vNIC Template :| vNIC_Template_A ¥

Adapter Performance Profile

Adapter Policy :{ VMWare | ¥ Create Ethernet Adapter Policy

[ OK | | Cancel

i. On the Networking page of the wizard, click Add to add another vNIC to the template.
j- Inthe Create vNIC box, enter vNIC-B as the name of the vNIC.

k. Check the Use vNIC Template check box.

[. Inthe vNIC Template list, choose vNIC Template B.

m. In the Adapter Policy list, choose VMWare.

n. Click OK to add the vNIC to the template.

0. Review the table in the Networking page to make sure that both vNICs were created.

p. Click Next.
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A Creste Service Profile Template X
Unified Computing System Manager
Create Senvice Frofle Tempiate ~ Networking )

Optionally specify LAN configuration information.

LV i ice Profil § N .
B Dynamic vNIC Connection Policy] Select a Policy to use (no Dynamic vNIC Policy by default)| ¥ |

Template
2. V' Storage Provisioning
3. ¥ Networking Create Dynamic vNIC Connection Policy
4 Dsan connectivity
5. Uzoning ) y
oL v (C/vHBA Placement How would you like to configure LAN connectivity?
7. DiMedia Palicy () Simple (8) Expert ) No vNICs () Use Connectivity Policy
8. R Server Boot Order Click Add to specify one or more vNICs that the server should use to connect fo the LAN.
g L]Haintenance Palicy Name MAC Address Fabric ID Native VLAN
' - Derived A
10. D server Assignment _-'m YNICE Dervec A
e
1. 4 Operational Policies CLBULER

3 Delete [ Add [5 Modify

» iSCSI VNICs |

< Prev Next > | [ Finish | | Cancel |

8. Configure the SAN Connectivity options:

a. Click the Expert radio button to configure the SAN connectivity.

b. Inthe WWNN Assignment list, choose WWNN_ Pool.
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A Create Service Profile Template X
Unified Computing System Manager
gt & @
Create Senvice Profie Tempiate AN Connectivity
Optionally specify disk policies and SAN configuration information.
1. ¥ Identify Service Profle How would you like to configure SAN connectivity?
Template ) I A
2.V Storage Provisioning (O Simple () Expert() NovHBAs () Use Connectivity Policy
3. ¥ Networking A server is identified on a SAN by its World Wide Node Name (WWNN). Specify how the system should assign @ WWNN to the server associated with this profile.
4.V SAN Connectivity World Wide Node Name
[ B Zoning
6. L]vNICJvHBA Placement WWNN Assignment | WWNN_Pool(64/64) ,
7. a vMedia Policy
8. U server Boot Order
9. B Maintenance Policy
10. J Server Assignment The WWNN will be assigned from the selected pool.
1" R Operational Policies The available/total WWNNs are displayed after the pool name.
Name WWPN
No data available v

| <Prev | [ Next> | | Finish | | Cancel |

c. Click Add at the bottom of the page to add a VHBA to the template.

d. In the Create vHBA dialog box, enter Fabric-A as the name of the vHBA.
e. Check the Use vHBA Template check box.

f. Inthe vHBA Template list, choose vHBA Template A.

g. Inthe Adapter Policy list, choose VMware.

h. Click OK to add this vHBA to the template.
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i Create vHBA X

Create vHBA

Name :| Fabric-A
Use vHBA Template 1
Create vHBA Template

vHBA Template :[vHBA_Template_A| ¥ |
Adapter Performance Profile

Adapter Policy :[VMWare | ¥ | EJ Create Fibre Channel Adapter Policy

| OK | | Cancel

i. On the SAN Connectivity page of the wizard, click Add at the bottom of the page to add another
VHBA to the template.

j- Inthe Create VHBA dialog box, enter Fabric-B as the name of the vHBA.

k. Check the check box for Use HBA Template.

1. Inthe vHBA Template list, choose vHBA Template B.

m. In the Adapter Policy list, choose VMware.

n. Click OK to add the vHBA to the template.

0. Review the table in the SAN Connectivity page to verify that both A and B vHBAs were created.
p. Click Next.

150



VersaStack Deployment

A Create Service Profile Template X
Unified Computing System Manager
create Senvice Profie Tempiate. ~ OAN Connectivity )

Optionally specify disk policies and SAN configuration information.

ek
1. Identify Senvica Profile [, .o\ ic denified on a SAN by its Worid Wide Node Name (WWNN). Specity how the system should assign a WWNN o the server associated with this profle.

Template -World Wide Node Name A
2. 'Storage Provisioning
3. ¥ Networking
4 V'SAN Connectivity WWNN Assignment: WWWNN_Pool(54/64) B
5 L1Zuning
6. NIC/vHBA Placement
7. uMedia policy
The WWNN will be assigned from the selected pool.
8. Jserver Boot order The availableftotal WWNNs are displayed after the pool name.
9 d Maintenance Policy
10 U server Assignment
11, J Operations! Policies
Name WWPN
v -l \4BA Fabric-B Derived
=l yHBA If defauit
v -l \4BA Fabric-A Derived v
[ .
[ <Prev | [ Net> | [ Finish | [ Cancel |
g. Set no Zoning options and click Next.
A Creste Service Profile Template X
Unified Computing System Manager
Create Service Profie Tempiate ~ 20NING @

Specify zoning information

- ¥ 1dentify Service Profile Zoning configuration involves the following steps:

Template 1. Select vHBA Initiator(s) (vHBAs are created on storage page)
2. ¥ Storage Provisioning 2. Select vHEA Initiator Group(s)
3. v Networking 3. Add selected Initiator(s) to selected Initiator Group(s)
4. ¥ SAN Connectivity
0 Select vHBA Initiators Select vHBA Initiator Groups
5 Zoning
6. JVNIQNHBA Placement Name Name Storage Connection Policy Name
7. D vMedia policy B Favric-a No data available
=8 Fabric-
8. Userver Boot Order Fabric-B i
9. Dmaintenance Policy
10. Jserver Assignment
1. Joperational Policies

i3 Delete Add EZ Modify

[ <Prev | [ Next> Finish | [ Cancel
r. Set the vNIC/vHBA placement options.
s. Inthe Select Placement list, choose the VM-Host-Infra placement policy.

9. Choose vConl and assign the vHBAs/vVNICs to the virtual network interfaces policy in the following
order:
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a. VHBA Fabric-A
b. vHBA Fabric-B
c. VNIC-A
d. vNIC-B

10. Review the table to verify that all vNICs and vHBAs were assigned to the policy in the appropriate or-
der.

11. Click Next.

12. Click Next to bypass the vMedia policy screen.

13. Set the Server Boot Order:

a. Inthe Boot Policy list, choose Boot-Fabric-A.

b. Review the table to verify that all boot devices were created and identified. Verify that the boot
devices are in the correct boot sequence.

c. Click Next.

A Create Service Profile Template X

Unified Computing System Manager

7]

Create Service Profile Template Server Boot Order
Optionally specify the boot policy for this service profile template.

1. ¥ Identify Service Profile Selecta boot policy.

Template
2. Storage Provisioning Boot Po\icv: Create Boot Policy
3. ¥ Networking
4. SAN Connectivity Name :Boot-Fabric-A
5. ¥ Zoning Description
6. VNIC/vHBA Placement Reboot on Boot Order Change :No
7. ¥ vMiedia Policy Enforce vNICVHBAISCSI Name Yes
8. ¥ Server Boot Order T e
9. I maintenance Policy WARNINGS:
10. L server Assignment The type (primary/secondary} does not indicate a boot order presence:
11. D operational policies P:Ee feﬁeaivz%tifﬁoﬂmg;éds?\ﬁces w_iminlmme s:meddlgwca%ﬁiaéﬂl\éﬂgéﬁrggeﬂsclsn @sldeterm%ned by Pﬁllz bus sc:ndorder.
nforce v i jame is selected and the v i oes not exist, a config error will be reporte
Ifitis not selected, the vNICs/vHBAs are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.
Boot Order
# (=) @ Fiter mEBport Print fri
Name Order | vNICNHBA/AS... « | Type WWN LUN Name
@ comvo 1
v Slsan 2
v 5 SAN Primary Fabric-A Primary
aSAN Target Primary Primary 50:05:07:68.0C:21:22.71 0
aSANTargetSecondaw Secondary 50:05:07:88.0C:51:22.71 1}
»= SAN Secondary Fabric-B Secondary
aSANTargetanaw Primary 50:05:07:88.0C:22:22:67 1}
aSAN Target Secondary Secondary 50:05:07:68.0C:52:22:67 0

Create ISCSI VNIC | Set ISCSI Boot Parameters | Set Uefi Boot Parameters

| < Prev | \ Next » \ \:FimEh \ | Cancel |

14. Add a Maintenance Policy:

a. Choose the Default Maintenance Policy.

b. Click Next.
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A Create Service Profile Template X

Unified Computing System Manager

. . @
Create Service Profile Template Maintenance Policy
Specify how disruptive changes such as reboots, network interruptions, and firmware upgrades should be applied to the server associated with this service

1 ﬁdent\fv Senvice Profile profile.

Template
2. ¥ Storage Provisioning ¥ Maintenance Policy
3.V Networking Selecta maintenance policy to include with this service profile or create a new maintenance policy that will he accessible to all service profiles
4. ¥ SAN Connectivity
5. ¥ Zoning Maintenance Policy; default| ¥ Create Maintenance Policy

6. ¥ VNIC/vHBA Placement
7. ¥ vMedia Palicy
8 ¥ Server Boot Order

9. I Maintenance Policy Name - default
10. U server Assignment Description -
11 queratiuna| Policies Reboot Policy :User Ack

Config. Trigger State :

[ <Prev | [ Mext> | [ Finish | | Cancel |

15. Specify the Server Assignment:

In the Pool Assignment list, choose Infra Pool.

a.
b. (Optional) Choose a Server Pool Qualification policy.

o

Choose Up as the power state to be applied when the profile is associated with the server.

d. Expand Firmware Management at the bottom of the page and choose VM-Host-Infra from the
Host. Firmware list.

e. Click Next.
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A Create Service Profile Template X

Unified Computing System Manager

Create Sevice Profile Template Server Assignment
Optionally specify a server pool for this service profile template.

¥
1. ¥ Identify Service Profile You can select a server pool you want to associate with this service profile template

Template
2. Storage Provisioning Pool Assignment] Infra_Pool ¥ Create Server Pool
3. ¥ Networking
4. ¥'SAN Connectivity Select the power state to be applied when this profile is associated
5'\;2 . with the server.
.V Zoning

U Down
6. \"VN]C,‘VHBA Placement OL1®)

7. wMedia Policy
8./ Server Boot Order
9 ¥ Maintenance Policy

10 Server Assignment The service profile template will be associated with one of the servers in the selected pool.
1. B Operational Policies If desired, you can specify an additional server pool policy qualification that the selected server must meet. To do so, selectthe qualification from the list
Server Pool Qualification ;| UCSB-B200-M4 | ¥
Restrict Migration <[

¥ Firmware Management (BIOS, Disk Controller, Adapter)

[fyou selecta hostfirmware policy for this service profile, the profile will update the firmware on the server that it is associated with
Otherwise the system uses the firmware already installed on the associated server.

Host Firmware Package) VM-HostInfra | ¥

Create Host Firmware Package

[<Prev | [ Mext > | | Finish ] [Cance\ J

16. Add Operational Policies:

a. Inthe BIOS Policy list, choose VM-Host-Infra.

b. Expand Power Control Policy Configuration and choose No-Power-Cap in the Power Control
Policy list.

A Create Service Profile Template X

Unified Computing System Manager

i ici ®
Craate Senvice Profie Tempiate ~ OPerational Policies
Opdonally specify information that affects how the system operates.
1. ¥ Identify Service Profile
Template ¥ BIOS Configuration
2 \/Stomge Provisianing If t de the default BIOS setti lect a BIOS policy that will by ted with th i fil
ouwant to override the defaul settings, selecta olicy that will be associated with this service profile

3.\/Netwurking o = —— 2

4.v'saN Connectivity BIOS Policy | VM-Host-Infra | ¥

5. V' Zoning < | | »

6. V’VN]C,‘VHBA Placement

7. vMedia Policy

8. ¥ Server Boot Order

9. ¥ Maintenance Policy
10. ¥ Server Assignment | » Management IP Address |
11. ¥ Operational Policies

| » External IPMI Management Configuration |

| » Monitoring Configuration (Thresholds) |

w Power Control Policy Configuration

Power control policy determines power allocation for a server in a given power group.

Power Control Policy :| No-Power-Cap | ¥ Create Power Control Policy

| » Scrub Policy |

| » KVM Management Policy |

< Prev | | Next> Finish Cancel
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Click Finish to create the service profile template.

o o

Click OK in the confirmation message.

e. Click the Servers tab in the navigation pane.

f. Choose Service Profile Templates > root.

g. Right-click the previously created vM-Host-Infra-Fabric-A template.
Choose Create a Clone.

i. Inthe dialog box, enter vM-Host-Infra-Fabric-B as the name of the clone, choose the root
Org, and click OK.

& Create Clone From VM-Host-Infra-Fabric-A X

Clone Mame: wM-Host-Infra-Fabric-B

COrg ;| root

m| Cancel :I | Help :|

j. Click OK.

k. Choose the newly cloned service profile template and click the Boot Order tab.

Fault Summary Q@ @ New v | [ Options (i) es | A Fnd | [@Exit
0 1 2 3 <pSevers v [lsenac Templates v g, oot [ Service Template VM-Host Infra-Fabric-8 [ Service Template VM Host infra Fabric B
4 Equipment Servers LAN » »| General Storage Network ISCSIVNICs Boot Order Policies Events FSM wMedia Policy
G| LI Actions Giobal Boat Policy
3 Modify Boot P Name :Boot Fabric-A
Boot Policy Instance 0rg-root/boot-olicy-80
Description
Rebooton Boot Order Change :No
Enforce YNICHHBASCSI Name -Yes
Boothode Legacy

WARNINGS:

The type (primaryisecondary) does notindicate 2 boot order prasence
The eflective ordr of boot devices witin e same device class (L

getermined by PCle bus scan order

NHBAASCSI Name.

lected and the SI does not exist. a config emor will be reported.

Template Vit-Hostinta-Fab

femplate VM-Hostinfa-Fab

I. Click Modify Boot Policy.

m. In the Boot Policy list, choose Boot-Fabric-B.
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A Modify Boot Policy X

Modify Boot Policy

Boot Policy | Boot-Fabric-B v

B3 Create Boot Policy

Name :Boot-Fabric-B
Description :
Reboot on Boot Order Change :No
Enforce vNICiVHBASCSI Name :Yes
Boot Mode :Legacy

WARNINGS:

The type (primary/secondary) does notindicate a boot order presence.

The effective order of boot devices within the same device class (LAN/StorageiSCSl) is determined by PCle bus scan order.

[f Enforce vNIC/WHBASC 81 Name is selected and the vNICAHBAGSCSI does not exist, a config error will be reported.

[fitis not selected, the vNICs/vHBAS are selected if they exist, otherwise the vNICAHBA with the lowest PCle bus scan order is used.

Boot Order
[+ (= éFilter wBpot SPrint Biv
Name Order VNICAH... | Type WWN LUN Mame = SlotMum... BootMName | BootPath Descri... «
@ copvo 1
+3 San 2
+3 SAN Primary Fabric-B Primary
Sl san Target Primary Primary 50:05:07:68:0C:22:22:67 0
Sl san Target Secondary Secondary  50:05:07:68:0C:52:22:67 0
+3 SAN Secondary Fabric-A Secondary
Sl san Target Primary Primary 50:05:07:68:0C:21:22:71 0
Sl san Target Secondary Secondary  50:05:07:68:0C:51:22:71 0
Create [SCSIVNIC | Set iSCSI Boot Parameters | Set Uefi Boot Parameters
(o) (e

n. Click OK and then click OK again.
0. In the right pane, click the Network tab and then click Modify vNIC/HBA Placement.

p. Select VM-Host-Infra and Expand vCon 1 and move vHBA Fabric-B ahead of vHBA Fabric-A
in the placement order.

g. Click OK and then click OK again.
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ﬁ Maodify vNIC/vHBA Placement X

Modify vNIC/vHBA Placement

Specify how vINICs and vHBAs are placed on physical network adapters

vMICNKHHBA Flacement specifies how vMICs and vHEAs are placed on physical network adapters (mezzanine)
in a senver hardware configuration independent way.

Select Placement: | vi-HostInfra *| E3 Create Placement Policy

Virtual Network Interface connection provides a mechanism of placing vMHICs and vHBEAs on physical network adapters.
vMICs and vHBAs are assigned to one of Virtual Network Interface connection specified below. This assignment can be
performed explicitly by selecting which Virtual Network Interface connection is used by vNIC or vHBA or it can be done
automatically by selecting "any™

vMNICKNHBA placement on physical network interface is controlled by placement preferences.

Please select one Virtual Network Interface and one or more vMICs or vHBAS

Virtual Network Interfaces Policy (read only)

VNICs VHBAS Mame Order « | Selection Prefe...
Mame v B ycon1 Assigned Only

Mo data available =l \HBA Fabric-A 2
—_— “ByHBA Fabric-B 1
e -l yNiC vNIC-A 3
=T remove == -lynic vNIC-B 4

chn 2 All

\.rC[:n 3 All

vCon - All

& Move Up + Move Down

[ oK | |: Cancel |

Create Service Profiles

To create service profiles from the service profile template, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Choose Service Profile Templates > root > Service Template VM-Host-Infra-Fabric-A.
3. Right-click vM-Host-Infra-Fabric-A and choose Create Service Profiles from Template.
4. Enter VvM-Host-Infra-0 as the service profile prefix.

5. Enter 1 as the Name Suffix Staring Number.

6. Enter 2 as the Number of Instances.

7. Click OK to create the service profile.
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& Create Service Profiles From Template X

Create Service Profiles From Template

Naming Prefix :| VM-Host-Infra-0
Name Suffix Starting Mumber | 1

Mumber of Instances | 2

(o) (cance
8. Click OK in the confirmation message.

9. Choose Service Profile Templates > root > Service Template VvM-Host-Infra-Fabric-B.
10. Right-click vM-Host-Infra-Fabric-B and choose Create Service Profiles from Template.
11. Enter VM-Host-Infra-0 as the service profile prefix.

12. Enter 3 as the Name Suffix Staring Number.

13. Enter 2 as the Number of Instances

14. Click OK to create the service profile.

A Create Service Profiles From Template X

Create Service Profiles From Template

Naming Prefix ;| VM-Host-Infra-0
Mame Suffix Starting Number : 3

Number of Instances :| 2

Iﬁ | Cancel
15. Click OK in the confirmation message.

16. Verify that the service profiles vM-Host-Infra-01, VM-Host-Infra-02, VM-Host-Infra-03
and VM-Host-Infra-04 have been created. The service profiles are automatically associated with
the servers in their assigned server pools.

17. (Optional) Choose each newly created service profile and enter the server host name or the FQDN in

the User Label field in the General tab. Click Save Changes to map the server host name to the ser-
vice profile name.
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Backup the Cisco UCS Manager Configuration

It is recommended you backup your Cisco UCS Configuration. Please refer to the link below for additional

information.

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/ucs-manager/GUI-User-Guides/Admin-

Management/3-

1/b_Cisco UCS Admin Mgmt Guide 3 1/b Cisco UCS Admin Mgmt Guide 3 1 chapter 01001.html

Adding Servers

Additional server pools, service profile templates, and service profiles can be created in the respective
organizations to add more servers to the Pod unit. All other pools and policies are at the root level and can
be shared among the organizations.

Gather Necessary WWPN Information

After the Cisco UCS service profiles have been created, each infrastructure blade in the environment will
have a unique configuration. To proceed with the SAN-BOOT deployment, specific information must be
gathered from each Cisco UCS blade and from the IBM controllers. Complete the following steps:

1. To gather the vHBA WWPN information, launch the Cisco UCS Manager GUI. In the navigation pane,
click the Servers tab. Expand Servers > Service Profiles > root. Select each of the service profiles
and expand to see the vHBAs.

2. Click vHBA Fabric-A, in the General tab highlight and right-click the WWPN and click Copy.

Fault Summary Q 2/ New ¥ | | Opions | ® | /3 Pending Aciiities | 2 Find | [G)Exit |
0 1 0 2 < Servers v =5 Service Profiles v 4, root ¥ =5 Service Profile VM-Host-Infra-01 v =lvHBAs v =il VHBA Fabric-A
4 Equipment Servers LAN b »||  General VHBA Interfaces Statistios Faulis Events
Fittr: Fault Summary Properties
" Servers
~=5 Service Profies ? Y % ?
~ 4 root
=5 VM-HostInfra-01
» 1 ISCSI WICs Actions
v~ vHBAS
» =l vHBA Fabric-B oNER
» - NICs VPN Pool

» =5 VM-Host-Infra-02
» =5 VM-HostInfra-03
» =5 UM-Host-Infra-04
> £, Sub-Organizations
[ Service Profile Templates
i, root
» [l service Template VM-Host-Infra-Fabric;
» [l Senvice Template VM-Host-Infra-Fabric:
> &, Sub-Organizations
~ & Policies
~ 4, oot
» 5 Adapter Policies
» 55 BIOS Defaults
» B BIOS Policies
» 5 Boot Policies
» & Host Firmware Packages
» 55 IPMI Accass Profiles
» £5 KVM Management Policies

» 5 Local Disk Config Policies

WWPN Pool Instance
Clear Persistent Bindin:
X i inding Fabric ID

Reset WWPN Address
x VSAN

Operational VSAN Name
Oumer

Type

Equipment

Persistent Binding

Boot Device

Max Data Fieid Size

Template Name
States
Operational Speed
State
Policies
Adapter Policy

Adapter Policy Instance

WARNING

This vHBA is not modifiable because is service profile is bound to

a senvice profle template.

To modily this VHBA, please unbind the service profile from its template.

‘Fabric-A
120:00:00:25:B5:01:0A:2F
:WWPN_Pool_A
:0rg-rootfwwn-pook-WWPN_Pool_A

©A B

{VSAN_A
Logieal
‘Fe

sys/chassis-1/blade-2/adaptor-1/host-f-1
® Disabled () Enabled
Enabled

[ 2048

VHBA_Template_A

Line Rate
Applied

org-root/fc-profie-VMWare

=il VHBA Fabric-A

3. Record the WWPN information that is displayed for both the Fabric A vHBA and the Fabric B vHBA
for each service profile into the WWPN variable in Table 23

Table 23

WWPN Variables

01-A

VM-Host-Infra-

Switch A Infra-01-A

var_wwpn_VM-Host-

20:00:00:25:b5:01:0a:2f

01-B

VM-Host-Infra-

Switch B Infra-01-B

var_wwpn_VM-Host-

20:00:00:25:b5:01:0b:2f
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B’;"_‘AHOSt"”fra' Switch A :’ni:;m‘fr;—VM'HOSt' 20:00:00:25:b5:01:0a:3f
B’g"_'BHOSt"”fra' Switch B :’nirr;‘iv(;’vzrfg—VM'HOSt' 20:00:00:25:b5:01:0b:3f
B/g/l_fost—lnfra— Switch A Yni:;%?nA—VM_HOSt_ 20:00:00:25:b5:01:0a:0f
B’g"_‘BHOSt"”fra‘ Switch B :’nirr;‘f’(%‘fg—v'\"'“"s“ 20:00:00:25:b5:01:0b:0f
XZ"_X'OSt"”fra' Switch A :’ni:;m‘znA—VM'HOSt_ 20:00:00:25:b5:01:0a:1f
ZZ"_‘BHOSt"”fra' Switch B :’nirr;m'fg—VM'Hos“ 20:00:00:25:05:01:0b:1f

Cisco MDS 9148S Compute SAN Zoning

The steps below are for configuring zoning for the WWPN's from the server and the FlashSystem V9000.

We are using the WWPN information collected in the previous steps. There are 4 zones created for servers in
VSAN 101 on Switch A and 4 zones created in VSAN 102 on Switch B. Host zones and the cluster zone
belongs to separate VSAN fabrics.

Cisco MDS - A Switch

1. Log in to the Cisco MDS switch and complete the following steps to create the WWPN aliases:

config
Enter configuration commands, one per line. End with CNTL/Z.

device-alias database

device-alias name VM-Host-Infra-01-A pwwn var wwpn VM-Host-Infra-01-A
device-alias name VM-Host-Infra-02-A pwwn var wwpn VM-Host-Infra-02-A
device-alias name VM-Host-Infra-03-A pwwn var wwpn VM-Host-Infra-03-A
device-alias name VM-Host-Infra-04-A pwwn var wwpn VM-Host-Infra-04-A
device-alias commit

2. Create the zones and add device-alias members for the 4 blades.

zone name VM-Host-Infra-01-A vsan 101

member device-alias VM-Host-Infra-01-A
member device-alias VersaStack-ContA-FE1
member device-alias VersaStack-ContA-FE3
member device-alias VersaStack-ContB-FE1
member device-alias VersaStack-ContB-FE3

zone name VM-Host-Infra-02-A vsan 101

member device-alias VM-Host-Infra-02-A
member device-alias VersaStack-ContA-FE1
member device-alias VersaStack-ContA-FE3
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member device-alias VersaStack-ContB-FE1
member device-alias VersaStack-ContB-FE3

zone name VM-Host-Infra-03-A vsan 101

member device-alias VM-Host-Infra-032-A
member device-alias VersaStack-ContA-FE1
member device-alias VersaStack-ContA-FE3
member device-alias VersaStack-ContB-FE1
member device-alias VersaStack-ContB-FE3

zone name VM-Host-Infra-04-A vsan 101
member device-alias VM-Host-Infra-042-A
member device-alias VersaStack-ContA-FE1
member device-alias VersaStack-ContA-FE3
member device-alias VersaStack-ContB-FE1
member device-alias VersaStack-ContB-FE3
exit

3. Add zones to zoneset.

zoneset name versastackzoneset vsan 101
member VM-Host-Infra-01-A

member VM-Host-Infra-02-A

member VM-Host-Infra-03-A

member VM-Host-Infra-04-A

exit

4. Activate the zoneset.

zoneset activate name versastackzoneset vsan 101

# Validate all the HBA's are logged into the Cisco MDS switch. The V9000 and the Cisco servers
should be powered on. To start the Cisco server's from Cisco UCS Manager, select the server tab,
then click Servers—>Service->Profiles>root, and then right click service profile, For example, vM-
Host-Infra-01 then select boot server.

5. Validate all powered on systems HBA's are logged into the switch through the show zoneset com-
mand.

sh zoneset active
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PWWI

6. Save the configuration.

copy run start

Cisco MDS - B Switch

1. Log in to the Cisco MDS switch and complete the following steps to create the WWPN aliases:

config
Enter configuration commands, one per line. End with CNTL/Z.

device-alias database

device-alias name VM-Host-Infra-01-B pwwn var wwpn VM-Host-Infra-01-B
device-alias name VM-Host-Infra-02-B pwwn var wwpn VM-Host-Infra-02-B
device-alias name VM-Host-Infra-03-B pwwn var wwpn VM-Host-Infra-03-B
device-alias name VM-Host-Infra-04-B pwwn var wwpn VM-Host-Infra-04-B
device-alias commit

2. Create the zones and add device-alias members for the 4 servers.

zone name VM-Host-Infra-01-B vsan 102
member device-alias VM-Host-Infra-01-B
member device-alias VersaStack-ContA-FE2
member device-alias VersaStack-ContA-FE4
member device-alias VersaStack-ContB-FE2
member device-alias VersaStack-ContB-FE4
exit
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zone name VM-Host-Infra-02-B vsan 102
member device-alias VM-Host-Infra-02-B
member device-alias VersaStack-ContA-FE2
member device-alias VersaStack-ContA-FE4
member device-alias VersaStack-ContB-FE2
member device-alias VersaStack-ContB-FE4
exit

zone name VM-Host-Infra-03-B vsan 102
member device-alias VM-Host-Infra-03-B
member device-alias VersaStack-ContA-FE2
member device-alias VersaStack-ContA-FE4
member device-alias VersaStack-ContB-FE2
member device-alias VersaStack-ContB-FE4
exit

zone name VM-Host-Infra-04-B vsan 102
member device-alias VM-Host-Infra-04-B
member device-alias VersaStack-ContA-FE2
member device-alias VersaStack-ContA-FE4
member device-alias VersaStack-ContB-FE2
member device-alias VersaStack-ContB-FE4
exit

3. Add zones to zoneset.

zoneset name versastackzoneset vsan 102
member VM-Host-Infra-01-B
member VM-Host-Infra-02-B
member VM-Host-Infra-03-B
member VM-Host-Infra-04-B

4. Activate the zoneset.

zoneset activate name versastackzoneset vsan 102

# Validate all the HBA's are logged into the Cisco MDS switch. The V9000 and the Cisco servers
should be powered on. To start the Cisco server's from Cisco UCS Manager, select the server tab,
then click Servers—> Service>Profiles>root, and right click service profile, For example, vM-Host-
Infra-01 then select boot server.

5. Validate the all powered on systems HBA's are logged into the switch.

sh zoneset active
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6. Save the configuration.

copy run start

Storage LUN Mapping

In this section we will be adding the host mappings for the host profiles created through Cisco UCS Manager
to the V9000 storage, connecting to the boot LUNs, and doing the initial ESXi install. The WWPN's for the
hosts will be required to complete this section.

Adding Hosts and Mapping the Boot Volumes on the IBM FlashSystem V9000

To add hosts and map the boot volumes, complete the following steps:

1. Open the FlashSystem V9000 management GUI by navigating to <<var cluster mgmt ip>> and
log in with your superuser or admin account.

2. In the left pane click Host icon, and click Hosts menu item.
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superuser (Security Administrator)

Actions | |g Overview

t

= T

&®d.n

i Ports by Host '
Host Mappings '
Yolumes by Host "

o«

4.64 TiB — : _ ~
Allocated T B ——— —
26.00 TiB

Physical

3. Click Add Host in the upper left menu to bring up the Host wizard. Select the Fibre Channel Host

connection option
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Add Host

Host connections: (©) Fibre Channel
() iscsl

MName: [

Host port (AWWPN): [

b Advanced

Cancel

4. Input Host Name VM-Host-Infra-01.

5. For Fibre Channel Ports open the drop-down menu and select or input the WWPN's for the A path
VHBA'S, <<var wwpn VM-Host-infra-01l1-a>>, and click Add Port to List.

6. Click the drop-down menu again, and select or Input the host B port, <<wwpn VM-Host-infra-01-
b>>, and click Add Port to List.

7. Leave Advanced Settings as default and click Add Host, then click Close.

h If the Hosts are powered on and zoned correctly they will appear in the selection drop-down or if
you type in the WWPN, you should green check marks for each WWPNSs.
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Add Host

Host connections: (®) Fibre Channel
() iscsl

Name: [VM-Host-I nfra-01

Host port (WWPN): | 20000025B5010A2F

[200000255501052F|

b Advanced
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superuser (S

Name atus Host Type ¥ of Ports | Host Mappings

¥M-Host-Infra-01 v Online Generic 2 No

8. Click Add Host to create the 2nd host, select Fibre Channel, and input vM-Host-Infra-02 for Host
Name.

9. For Fibre Channel Ports open the drop-down menu and select the WWPN's for the A path vHBA'Ss,
<<var wwpn VM-Host-infra-02-a>>, and click Add Port to List.

10. Select the B port by selecting the var for the B path, <<wwpn VM-Host-infra-02-b>>, and click
Add Port to List. Leave the Advanced Settings as default and click Add Host, then click Close.

168



VersaStack Deployment

Add Host

Host connections: (@) Fibre Channel
() iscsl

Mame: [ YM-Host-Infra-02

Host port (WWPN): | 20000025B5010A3F

[ 20000025B5010B3F

b Advanced

Cancel

11. Click Add Host to create the 3rd host, select Fibre Channel, and input vM-Host-Infra-03 for Host
Name.

12. For Fibre Channel Ports open the drop-down menu and select the WWPN's for the A path vHBA'Ss,
<<var wwpn VM-Host-infra-03-a>>, and click Add Port to List.

13. Select the B port by selecting the var for the B path, <<wwpn VM-Host-infra-03-b>>, and click
Add Port to List. Leave the Advanced Settings as default and click Add Host, then click Close.
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Add Host

Heost connections: (®) Fibre Channel
() iscsl

Name: [ YM-Host-Infra-03

Host port (MWPN): | 20000025B5010A0F

[ 2000002585010B0F|

b Advanced

Cancel

14. Click Add Host to create the 4th host, select Fibre Channel, and input vM-Host-Infra-04 for Host
Name.

15. For Fibre Channel Ports open the drop-down menu and select the WWPN's for the A path vHBAS,
<<var wwpn VM-Host-infra-04-a>>, and click Add Port to List.

16. Select the B port by selecting the var for the B path, <<wwpn VM-Host-infra-04-b>>, and click
Add Port to List. Leave the Advanced Settings as default and click Add Host, then click Close.
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Add Host

Host connections: (@ Fibre Channel
() iscsl

Name: [VM-Host-Infra-04

Host port (WWPN): | 20000025B5010A1F

[200000255501OB1F|

b Advanced

17. Click the Volumes icon in the left pane, then click the volumes menu item to display the created vol-
umes.

+ Create Volumes | i= Actions | . Filter \ Showing 7 volumes | Selecting 0 volumes

HostMappings | Cap 1%

Infra_datastore1 v Online mdiskgrpo 600507680C8101133200000000000004 Ne
Infra_datastore2 v Online miskgrpo 600507680C8101133800000000000005 No
VM-Host-Infra-01 v Online mdiskgrpo 600507680C8101133800000000000000 No
VM-Host-Infra-02 v’ Online mdiskgrpo 600507680C8101133800000000000001 No
VM-Host-Infra-03 v Online mdiskgrpo 600507680C8101133800000000000002 No
VM-Host-Infra-04 v Online mdiskgrpo 600507680C8101133800000000000003 No
infra_swap v Online mdiskgrpo 600507680C8101133800000000000006 No

@ — T
7

18. Right-click the volume vM-Host-Infra-01 and select Map to Host.

171



VersaStack Deployment

Volumes

| + Create Volumes

i Actions | . Filter

superuser |

Name
Infra_datastore1
Infra_datastore2
VM-Host-Infra-01

YM-Host-Infra

r._
L |

VM-Host-Infra
VYM-Host-Infra

infra_swap

d-Taed

ate Foo
v Online mdiskgrp0
v Online mdiskgrpo
« Onlin mdliskgrpo
diskgrp0
Rename ...
ndiskgrp0
Map to Host ... ndiskgrpo
Shrink ... ndiskgrpo
Expand ...

Modify Capacity Savings ...
Modify Open VMS UDID...

Unmap All Hosts ...
View Mapped Hosts ...

Migrate to Another Pool ...

Duplicate ...

Add Volume Copy ...

Delete
Properties

Yolume Copy Properties

=

19. In the drop-down select vM-Host-Infra-01.
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Map Velume ¥M-Heost-Infra-01 to Host x

Select the Host:

| vM-Host-Infra-01

VM-Host-Infra-01
(] ¥M-Hest-Infra-02
("] ¥M-Host-Infra-03
(] ¥M-Host-Infra-04

20. Select Map Volumes then click Close.

21. Right-click the volume vM-Host-Infra-02 and click Map to host. In the drop-down select VM-
Host-Infra-02.
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Map Yolume YM-Host-Infra-02 to Host X

Select the Host:

[ VM-Host-Infra-02

] ¥M-Host-Infra-01
¥M-Host-Infra-02
(] ¥YM-Hest-Infra-03
("] YM-Host-Infra-04

22. Click Map, and then click Close.

23. Right-click the volume vM-Host-Infra-03 and click Map to host. In the drop-down select vM-
Host-Infra-03.
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Map Yolume YM-Host-Infra-03 to Host X

Select the Host:

| VM-Host-Infra-03

"] ¥YM-Hest-Infra-01
("] ¥YM-Host-Infra-02
YM-Host-Infra-03
] YM-Hest-Infra-04

24. Click Map, and then click Close.

25. Right-click the volume vM-Host-Infra-04 and click Map to host. In the drop-down select VM-
Host-Infra-04.
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Map Volume YM-Host-Infra-04 to Host X

Select the Host:

| VM-Host-Infra-04

] ¥M-Host-Infra-01
] ¥M-Host-Infra-02
] ¥M-Host-Infra-03
¥M-Host-Infra-04

26. Click Map, and then click Close.

27. Holding down Control key on keyboard, left mouse click Infra datastorel, Infra datastore2,
and infra swap, then Right-click infra_swap, and click Map to Host.
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Volumes superuser

| + Create Yolumes | := Actions | “\ Filter
Name ate Pool UID Host Mappings apaci

Infra_datastore1 ¥ Online mdiskgrpo 600507680C8181138800000000000005 No 2.00 TiB
Infra_datastore2 ¥ Online mdiskgrpo 600507680C8181138800000000000006 No 2.00 TiB
VM-Host-Infra-01 ¥ Online mdiskgrpo 600507680C8181138800000000000000 Yes  40.00 GIiB
L! ¥M-Host-Infra-02 ¥ Online mdiskgrp0 600507680C8181138800000000000001 Yes  40.00 GiB
—— VYM-Host-Infra-03 v Online mdiskgrpo 600507680C8181138800000000000002 Yes  40.00 GiB
S ¥M-Host-Infra-04 v Online mdiskgrpo 600507680C8181138800000000000003 Yes  40.00 GIiB
i infra_swap « Onlin mdickars0 600507680C8181138800000000000007 No  500.00 GIB

Ji D Rename ...

Map to Host ...

Modify Capacity Savings ...

Unmap All Hosts ...

Migrate to Another Pool ...

@) Selcsatg| Delets g : : —calthigie

28. Select all four hosts: VvM-Host-Infra-01, VM-Host-Infra-02, VM-Host-Infra-03, VM-Host-
Infra-4.

29. Click Map, and then click Close.
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Map 3 Volumes to Host

Select the Host:

I VYM-Host-Infra-01,VM-Host-Infra-02,VM-Host-Infra-03,VM-Host-Infra-04 ~ ]

[v] ¥M-Host-Infra-01
[v|] ¥M-Host-Infra-02
- [v] ¥M-Host-Infra-03
Y¥M-Host-Infra-04

ESX and vSphere Installation and Setup

VersaStack VMware ESXi 6.0 Update 1a SAN Boot Installation

This section provides detailed instructions for installing VMware ESXi 6.0 Update 1a in a VersaStack
environment. After the procedures are completed, four San-booted ESXi hosts will be provisioned. These
deployment procedures are customized to include the environment variables.

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use
the built-in Keyboard, Video, Mouse (KVM) console and virtual media features in Cisco UCS Manager to map
remote installation media to individual servers and connect to their boot logical unit numbers (LUNSs). In this
Method, we are using the Cisco Custom ESXi 6.0 Ula GA ISO file which is downloaded from the URL below.
This is required for this procedure as it contains custom Cisco drivers and thereby reduces installation steps.

A This ESXi 6.0 Cisco custom image includes updates for the fnic and enic drivers. The versions that are part
of this image are: enic: 2.1.2.71; fnic: 1.6.0.17a

https://my.vmware.com/web/vmware/details?downloadGroup=0OEM-ESXI60U1A-CISCO&productld=491
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Log in to Cisco UCS 6200 Fabric Interconnect

Cisco UCS Manager

The IP KVM enables the administrator to begin the installation of the operating system (OS) through remote
media. It is necessary to log in to the Cisco UCS environment to run the IP KVM.

1. Login to Cisco UCSM using a web browser - use the Cisco Fl cluster IP address and admin
username and password to log in.

2. Download the Cisco Custom ISO for ESXi from the VMware website.

3. Open a web browser and enter the IP address for the Cisco UCS cluster address. This step launches
the Cisco UCS Manager application.

4. Log in to Cisco UCS Manager by using the admin user name and password.

5. From the main menu, click Servers tab.

6. Select Servers > Service Profiles > root > VM-Host-Infra-01.

7. Right-click vM-Host-Infra-01 and select KVM Console Actions > KVM Console.

8. Repeat these steps for other servers.

Fault Summary Q & Newv | [J Options | @ @ | /i Pending Actiiies | 3 Find | ] Exit |
0 3 1 0 wp SEIVErs v = Service Profiles « !::1‘ root v =5 Service Profile VM-Host-Infra-01
4 Equipment Servers LAN b 2 General Storage Network iSCSI vNICs Boot Order Virtual Machines FC Zones Policies
Filter: | Al : Fault Summary Properties
¥ o Servers
= A @ \'4 A A
» =5 Senvice Profiles ] 0 0 0
v £, oot
- = -
» 5 VMHost Al - ook
» =& \i-Hos Shutdown Server | - t Name :VM-Host-Infra-01
b ZE VMHost  Reset Petails User Label :
» &3 Sub-Org| KVM Console I Description :
» Service Profilf Owner :Local
~ & Policies Rename Service Profile Unique Identifier :e80ec920-1929-11e5-00(
'.‘i‘a root Create a Clone | UUID Pool : UUID_Pool
+ & Adapter b server UUID Pool Instance : org-root/uuid-pool-UUID_
- Associated Server - sys/chassis-1/blade-2
B AL Disassociate Service Profile : -
Service Profile Template : VM-Host-Infra-Fabric-A
Eth Ag . -
Change Service Profile Association lsole >> Template Instance - org-roat/Is-VM-Host-Infra
Eth Ag
Associate with Server Pool | :
V| » Assigned Server or Server Pool
Eth Ag g

Eth Adapter Policy Solaris

VMware ESXi

Bind toa Tamnlato

|| [ Rename Service Profile
==

Installation

» Management IP Address

ESXi Hosts VM-Host-Infra-01, VM-Host-Infra-02, VM-Host-Infra-03, and VM-Host-Infra-04

To prepare the server for the OS installation, complete the following steps on each ESXi host:
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1. Inthe KVM window, click Virtual Media.
2. Click Activate Virtual Devices, select Accept this session, then Apply.
3. Select Virtual Media, Map CD/DVD, then browse to the ESXi installer ISO image file and click Open.

4. Select Map Device to map the newly added image.

A Virtual Media - Map CD/DVD e

Drive/Image File: 146-Custom-Cisco-6.0.1.1.is0

Read Only

Map Device || Cancel |

5. Select Reset, then Ok and allow a power cycle and click KVM tab to monitor the server boot.

6. As an alternate method; if the server is powered on, first shutdown the server, then boot the server
by selecting Boot Server and clicking OK, and then click OK again.

Install ESXi

ESXi Hosts VM-Host-Infra-01,VM-Host-Infra-02,VM-Host-Infra-03 and VM-Host-Infra-04
To install VMware ESXi to the SAN-bootable LUN of the hosts, complete the following steps on each host:

1. On boot, the machine detects the presence of the ESXi installation media. Select the ESXi installer
from the menu that is displayed.

2. After the installer is finished loading, press Enter to continue with the installation.
3. Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.

4. Select IBM LUN that was previously set up as the installation disk for ESXi and press Enter to contin-
ue with the installation.

5. Select the appropriate keyboard layout and press Enter.
6. Enter and confirm the root password and press Enter.

7. The installer issues a warning that existing partitions will be removed from the volume. Press F11 to
continue with the installation.

8. After the installation is completes, hitting Enter will reboot the server. The ISO is automatically un-
mapped
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Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a
management network for the VMware hosts, complete the following steps on each ESXi host.

ESXi Host VM-Host-Infra-01

To configure the VM-Host-Infra-01 ESXi host with access to the management network, complete the

followi

1.

2.

3.

4.

10.

11.

12.

13.

14.

ng steps:

After the server has finished rebooting, press F2 to customize the system.

Log in as root and enter the corresponding password.

Select the Configure the Management Network option and press Enter.

Select the VLAN (Optional) option and press Enter.

Enter the <<var ib-mgmt vlan_ id>>and press Enter.

From the Configure Management Network menu, select IP Configuration and press Enter.
Select the Set Static IP Address and Network Configuration option by using the space bar.
Enter the IP address for managing the first ESXi host: <<var vm host infra 01 ip>>.
Enter the subnet mask for the first ESXi host.

Enter the default gateway for the first ESXi host.

Press Enter to accept the changes to the IP configuration.

Select the IPv6 Configuration option and press Enter.

Using the spacebar, unselect Enable IPv6 (restart required) and press Enter.

Select the DNS Configuration option and press Enter.

# Because the IP address is assigned manually, the DNS information must also be entered manually.

15

16.

17.

18.

19.

20.

21.

. Enter the IP address of the primary DNS server.

Optional: Enter the IP address of the secondary DNS server.

Enter the fully qualified domain name (FQDN) for the first ESXi host.
Press Enter to accept the changes to the DNS configuration.

Press Esc to exit the Configure Management Network submenu.
Press Y to confirm the changes and restart the host.

The ESXi host reboots. After reboot, press F2 and log back in as root.
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22.

23.

24,

25.

26.

Select Test Management Network to verify that the management network is set up correctly and
press Enter.

Press Enter to run the test.
Press Enter to exit the window.
Press Esc to log out of the VMware console.

Repeat the above procedure to configure vM-Host-Infra-02, VM-Host-Infra-03 and VM-Host-
Infra-04 ESXi hosts.

vSphere Setup and ESXi configuration

Download VMware vSphere Client and vSphere Remote CLI

To download the VMware vSphere Client and install Remote CLI, complete the following steps:

1.

8.

9.

10.

Open a web browser on the management workstation and navigate to the vM-Host-Infra-01 man-
agement IP address.

Download and install the vSphere Client.

Click the following link
https://my.vmware.com/web/vmware/details?downloadGroup=VCLI600&productld=491

Select your OS and Click Download.

Save it to destination folder.

Run the VMware-vSphere-CLI-xxxX.exe.
Click Next.

Accept the terms for the license and click Next.
Click Next on the Destination Folder screen.

Click Install, and then Finish.

# These applications are downloaded from the VMware website and Internet.

Log in to VMware ESXi Hosts Using VMware vSphere Client

ESXi Host VM-Host-Infra-01

To log in to the VM-Host-Infra-01 ESXi host by using the VMware vSphere Client, complete the following

steps:

1.

Open the recently downloaded VMware vSphere Client and enter the IP address of VM-Host-
Infra-01 as the host you are trying to connect to: <<var vm host infra 01 ip>>.
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2. Enter root for the user name.
3. Enter the root password.
4. Click Login to connect.

ESXi Host VM-Host-Infra-02

To log in to the VM-Host-Infra-02 ESXi host by using the VMware vSphere Client, complete the following
steps:

1. Open the recently downloaded VMware vSphere Client and enter the IP address of VM-Host-
Infra-02 as the host you are trying to connect to: <<var vm host infra 02 ip>>.

2. Enter root for the user name.

3. Enter the root password.

4. Click Login to connect.

5. Login to VM-Host-Infra-03 and VM-Host-Infra-04 as per the above procedure.

Install VMware Drivers for the Cisco Virtual Interface Card (VIC)

Follow the below steps to install VMware VIC Drivers on the ESXi host VM-Host-Infra-01, VM-Host-Infra-02,
VM-Host-Infra-03, VM-Host-Infra-04

Download and extract the following VMware VIC Drivers to the Management workstation:

e fnic Driver version 1.6.0.25

e enic Driver version 2.3.0.7

ESXi Hosts VM-Host-Infra-01, VM-Host-Infra-02, VM-Host-Infra-03 and VM-Host-Infra-04

1. From each vSphere Client, select the host in the inventory.

2. Click Summary tab to view the environment summary.

3. From Resources > Storage, right-click datastorel and select Browse Datastore.
4. Click the fourth button and select Upload File.

5. Navigate to the saved location for the downloaded VIC drivers and select fnic driver 1.6.0.25-
offline bundle-3741467.zip.

6. Click Open, and then Yes to upload the file to datastorel.
7. Click the fourth button and select Upload File.

8. Navigate to the saved location for the downloaded VIC drivers and select ESXi60-enic-2.3.0.7-
offline bundle-3642661.zip.

9. Click Open, and then Yes to upload the file to datastorel.
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10. Make sure the files have been uploaded to all ESXi hosts.

11. From the management workstation, open the VMware vSphere Remote CLI that was previously in-

stalled.

12. At the command prompt, run the following commands to account for each host:

F.

Starting with vSphere 6.0, ESXCLI checks whether a trust relationship exists between the machine

where you run the ESXCLI command and the ESXi host. An error results if the trust relationship
does not exist. To get the host thumbprint, type the command without the —-thumbprint option,
then copy and paste the thumbprint into the command.

esxcli -s <<var_vm host infra 01 ip>> -u root -p <<var password>> --thumbprint
<host thumbprint> software vib update -d /vmfs/volumes/datastorel/
fnic driver 1.6.0.25-offline bundle-3741467.zip

esxcli —-s <<var_vm host infra 02 ip>> -u root —-p <<var password>> -- thumbprint
<host thumbprint> software vib update -d /vmfs/volumes/datastorel/
fnic driver 1.6.0.25-offline bundle-3741467.zip

esxcli -s <<var_vm host infra 03 ip>> -u root -p <<var password>> --thumbprint
<host thumbprint> software vib update -d /vmfs/volumes/datastorel/
fnic driver 1.6.0.25-offline bundle-3741467.zip

esxcli —-s <<var_vm host infra 04 ip>> -u root -p <<var password>> -- thumbprint
<host thumbprint> software vib update -d /vmfs/volumes/datastorel/
fnic driver 1.6.0.25-offline bundle-3741467.zip

esxcli —-s <<var_vm host infra 01 ip>>
<host thumbprint> software vib update
2.3.0.7-0offline bundle-3642661.zip

esxcli —-s <<var_vm host infra 02 ip>>
<host thumbprint> software vib update
2.3.0.7-offline bundle-3642661.zip

esxcli —-s <<var_vm host infra 03 ip>>
<host thumbprint> software vib update
2.3.0.7-0offline bundle-3642661.zip

esxcli —-s <<var_vm host infra 04 ip>>
<host thumbprint> software vib update
2.3.0.7-offline bundle-3642661.zip

-u
-d

—u

-u
-d

-u
-d

root -p <<var_ password>> -- thumbprint
/vmfs/volumes/datastorel/ ESXi60-enic-

root -p <<var_ password>> -- thumbprint
/vmfs/volumes/datastorel/ ESXi60-enic-

root -p <<var_ password>> -- thumbprint
/vmfs/volumes/datastorel/ ESXi60-enic-

root -p <<var_ password>> -- thumbprint
/vmfs/volumes/datastorel/ ESXi60-enic-

13. Back in the vSphere Client for each host, right-click the host and select Reboot.

14. Click Yes, and then OK to reboot the host.

Set Up VMkernel Ports and Virtual Switch

ESXi Host VM-Host-Infra-01

# Repeat the steps in this section for all the ESXi Hosts.
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To set up the VMkernel ports and the virtual switches on the vM-Host-Infra-01 ESXi host, complete the
following steps:

1.

2.

3.

4,

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

From vSphere Client, select the host in the inventory.

Click Configuration tab.

Click Networking in the Hardware pane.

Click Properties on the right side of vSwitchO.

Select the vSwitch configuration and click Edit.

From the General tab, change the MTU to 9000.

Click OK to close the properties for vSwitchO.

Select the Management Network configuration and click Edit.
Change the network label to vMkernel-MGMT and select the Management Traffic checkbox.
Click OK to finalize the edits for Management Network.
Select the VM Network configuration and click Edit.

Change the network label to IB-MGMT and enter <<var ib-mgmt vlan id>> in the VLAN ID (Op-
tional) field.

Click OK to finalize the edits for VM Network.
Click Add to add a network element.
Select VMkernel and click Next.

Change the network label to VMkernel-NFS and enter <<var_nfs_vlan_id>> in the VLAN ID (Option-
al) field.

Click Next to continue with the NFS VMkernel creation.

Enter the IP address <<var nfs vlan id ip host-01>> and the subnet mask
<<var nfs vlan id mask host01>> for the NFS VLAN interface for VM-Host-Infra-01.

Click Next to continue with the NFS VMkernel creation.

Click Finish to finalize the creation of the NFS VMkernel interface.
Select the VMkernel-NFS configuration and click Edit.

Change the MTU to 9000.

Click OK to finalize the edits for the VMkernel-NFS network.
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24. Click Add to add a network element.
25. Select VMkernel, and then click Next.

26. Change the network label to vMkernel-vMotion and enter <<var vmotion vlan_ id>> in the
VLAN ID (Optional) field.

27. Select the Use This Port Group for vMotion checkbox.
28. Click Next to continue with the vMotion VMkernel creation.

29. Enter the IP address <<var vmotion vlan id ip host-01>> and the subnet mask
<<var_vmotion vlan id mask host-01>> for the vMotion VLAN interface for VM-Host-Infra-01.

30. Click Next to continue with the vMotion VMkernel creation.

31. Click Finish to finalize the creation of the vMotion VMkernel interface.
32. Select the VvMkernel-vMotion configuration and click Edit.

33. Change the MTU to 9000.

34. Click OK to finalize the edits for the VMkernel-vMotion network.

35. Click Add, and then select Virtual Machine Network, then click Next.

36. Change the network label to VM-Traffic and enter <<var vmtraffic vlan id>>in the VLAN ID
(Optional) field

37. Click Next, and then click Finish to complete the creation of the VM-traffic network.

38. Close the dialog box to finalize the ESXi host networking setup.

# This procedure uses 1 physical adapter (vmnic0) assigned to the vSphere Standard Switch
(vSwitch0). If you plan to implement the 1000V Distributed Switch later in this document, this is
sufficient. If your environment will be using the vSphere Standard Switch, you must assign another
physical adapter to the switch. Click the properties of VswitchO on the configuration networking
tab, click the Network Adapters tab, click Add, select vmnicl, click Next, click Next, click Finish,
and click Close.
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'VM-Host-Infra-01.versastadclocal VMware ESXi, 6.0.0, 3073146 | Evaluation (51 days remaining)

(Getting Started  Summary  Virtual Machines  Resource Alloation ' Performance. JEITvIE iy, Users | Events  Permissions

View: vSphere Standard Switch 1
Networking Refresh Add Networking...  Properties..

Standard Switch: vSwitch0 =
Mkemel Por — Physical

Storage

+ Networking (<] B vmnic) 20000 Full @
Y
e+
o a4

DS outing NID: 11

Authentication Services

Virtual Machine Startup/Shutd

Virtual Machine Swapfie Locati 8+

St ofie L

Mount Required VMFS Datastores

ESXi Hosts VM-Host-Infra-01

To mount the required datastores, complete the following steps on the first ESXi host:

1. From the vSphere Client, select the host vM-Host-Infra-01 in the inventory.
2. Click Configuration tab to enable configurations.

3. Click Storage in the Hardware pane.

4. From the Datastore area, click Add Storage to open the Add Storage wizard.
5. Select Disk/LUN and click Next.

6. Select the first 2TB Datastore LUN and click Next.

7. Accept default VMFS setting and click Next.

8. Click Next for the disk layout.

9. Enter infra datastore_1 as the datastore name.

10. Click Next to retain maximum available space.

11. Click Finish.

12. Select the other 2TB Datastore LUN and click Next.

13. Accept default VMFS setting and click Next.

14. Click Next for the disk layout.

15. Enter infra datastore_ 2 as the datastore name.

16. Click Next to retain maximum available space.
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17.

18.

19.

20.

21.

22.

23.

24,

25.

Click Finish.

Click Add Storage to open the Add Storage wizard.

Select Disk/LUN and click Next.

Select the 500GB swap LUN and click Next.
Accept default VMFS setting and click Next.
Click Next for the disk layout.

Enter infra swap as the datastore name.
Click Next to retain maximum available space.
Click Finish.

Configure NTP on ESXi Hosts

ESXi Hosts VM-Host-Infra-01, VM-Host-Infra-02, VM-Host-Infra-03 and VM-Host-Infra-04

To configure Network Time Protocol (NTP) on the ESXi hosts, complete the following steps on each host:

1.

2.

From each vSphere Client, select the host in the inventory.

Click Configuration tab to enable configurations.

Click Time Configuration in the Software pane.

Click Properties at the upper right side of the window.

At the bottom of the Time Configuration dialog box, click Options.

In the NTP Daemon Options dialog box, complete the following steps:

a. Click General in the left pane and select Start and stop with host.
b. Click NTP Settings in the left pane and click Add.

c. Inthe Add NTP Server dialog box, enter <<var global ntp server ip>> as the IP address of
the NTP server and click OK.

d. Inthe NTP Daemon Options dialog box, select the Restart NTP Service to Apply Changes check-
box and click OK.

In the Time Configuration dialog box, complete the following steps:

a. Select NTP Client Enabled checkbox and click OK.

b. Verify that the clock is now set to approximately the correct time.

# The NTP server time may vary slightly from the host time.
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Move VM Swap File Location

ESXi Hosts VM-Host-Infra-01, VM-Host-Infra-02, VM-Host-Infra-03 and VM-Host-Infra-04

To move the VM swap file location, complete the following steps on each ESXi host:

1. From the vSphere Client, select the host in the inventory.

2. To enable configurations, click Configuration tab.

3. Click Virtual Machine Swapfile Location in the Software pane.

4. Click Edit at the upper-right side of the window.

5. Select “Store the swapfile in a swapfile datastore selected below”

6. Select the <Infra Swap> datastore in which to house the swap files.

= virtual Machine Swapfile Location @I
Swapfile Location

~ Store the swapfile in the same directory as the wvirtual machine.
This is a recommended option.

= Store the swapfie in a swapfile datastore selected below.
£ This option could degrade vMotion performance for the affected wirtual machines.

Mame Capacity  Prowvisio... Free | Type Thin Provision.. ACcess

[Infra_Datastorel] 2.00TE <409.49 G 1.60 TEB WMFS Supported Single b
[datastorel] 32.50 GB 97F75.00mM 31.55 GB VMFS Supported Single b
[Infra__Datastore2 ] 2.00TB 986.00 M 200 TB WVMFS Supported Single b
[Infra_Swap] 499 .75 GEB 974.00 M 498.80 G WMFS Supported single b

UL 2

O | Cancel

7. Click OK to finalize moving the swap file location.

VersaStack VMware vCenter 6.0
The procedures in the following subsections provide detailed instructions to install VMware vCenter 6.0

appliance in a VersaStack environment. These deployment procedures are customized to include the
environment variables.
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Build and Setup VMware vCenter 6.0

The procedures in the following subsections provide detailed instructions for installing the VMware vCenter
6.0 Server Appliance in an environment. After the procedures are completed, a VMware vCenter Server will
be configured.

L Installing/upgrading VMware vCenter Server Appliance (VCSA) in 6.0 is significantly different from
other releases and uses an ISO file. Please refer to Knowledge Base 2110730 article for details installing
VCSA 6.0.

Install the Client Integration Plug-In

To install the client integration plug-in, complete the following steps:

1. Download the .iso installer for the vCenter Server Appliance and Client Integration Plug-in.

2. Mount the ISO image to the Windows virtual machine or physical server on which you want to install
the Client Integration Plug-In to deploy the vCenter Server Appliance.

3. In the software installer directory, navigate to the vcsa directory and double-click VMware-
ClientintegrationPlugin-6.0.0.exe. The Client Integration Plug-in installation wizard appears.

ﬂ VMware Client Integration Plug-in 6.0.0 — | =] | ..

Welcome to the installation wizard for the
VMware Client Integration Plug-in 6.0.0

This wizard lets you remove the WMware Client Integration
Plug-in 6.0.0 from your computer or change the way its
features are installed.

Click Mext to continue or Cancel to exit the wizard.

Client Integration
Plug-in

Back [ Mext ] ’ Cancel

4. On the Welcome page, click Next.
5. Read and accept the terms in the End-User License Agreement and click Next.
6. Click Next.

7. Click Install.
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Building the VMware vCenter Server Appliance

To build the VMware vCenter Appliance, complete the following steps:

1. In the software installer directory, double-click vcsa-setup.html.

2. Allow the plug-in to run on the browser when prompted.

3. On the Home page, click Install to start the vCenter Server Appliance deployment wizard.
4. Read and accept the license agreement, and click Next.

[F vMware vCenter Server Appliance Deployment

1 End User License Agreement End User License Agreement

= Please read the following license agreement before proceeding.
2 Connect to target server

e VMWARE END USER LICENSE AGREEMENT ~

4 Select deployment type
PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR
5 Set up Single Sign-on USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE

. INSTALLATION OF THE SOFTWARE.
6 Single Sign-on Site

7 Solect appliance Size IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU
(THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER

8 Select datastore LICENSE AGREEMENT (‘EULA"). IF YOU DO NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT
DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE UNUSED

9 Configure database SOFTWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS AND

10 Network Settings REQUEST A REFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.
11 Ready to complete EVALUATION LICENSE. If You are licensing the Software for evaluation purposes, Your use of the Software is
only permitted in a non-production environment and for the period limited by the License Key. Notwithstanding
any other provision in this EULA, an Evaluation License of the Software is provided “AS-IS” without
indemnification, support or warranty of any kind, expressed or implied.

1. DEFINITIONS.

1.1 “Affiliate” means, with respect to a party at a given time, an entity that then is directly or indirectly controlled M

b ie indar camman fantral with  ar cantrale that narhs and hara Srantral” manne an aemarchin uatinn ar cimilar

| accept the terms of the license agreement. Print

Back ‘ Next l Finish l Cancel |

5. On the “Connect to target server” page, enter the ESXi host name, User name and Password.
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S VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Connect to target server

Specify the ESXI host or vCenter Server on which to deploy the vCenter Server Appliance.
2 Connect to target server peciy ploy o

3 Set up virtual machine FQDN or IF Address: ‘ 192.168.161.101 |

4 Select deployment type

5 Set up Single Sign-on Username: ‘ root | i
6 Single Sign-on Site Password: ‘ sssssses |

7 Select appliance size

8 Select datastore /b Before proceeding, if the target is an ESXi host:

9 Configure database

10 Network Settings

+ Make sure the ESXi host is not in lock down mode or maintenance mode.
+ When deploying to a vSphere Distributed Switch (VDS), the appliance must be deployed to an ephemeral
11 Ready to complete portgroup. After deployment, it can be moved to a static or dynamic portgroup.

l Back H Next ! Finish Cancel ‘

6. Click Yes to accept the certificate.

7. On the Set up virtual machine screen, enter the vCenter Server Appliance name, set the password
for the root user, and click Next.
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' vMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Set up virtual machine

Specify virlual machine settings for the vCenter Server Appliance to be deployed.
+ 2 Connect to target server pecify g App ploy

3 Set up virtual machine Appliance name: | VersaStack-vCenter | o

4 Select deployment type

5 Set up Single Sign-on 0S5 user name: root
6 Single Sign-on Site
05 password:
7 Select appliance size | seeessaes | o
8 Select datastore
Confirm 08 password: | YT |

9 Configure database
10 Network Settings

11 Ready to complete

[ Back ][ Next ] Finish

8. In the Select deployment type screen, select Install vCenter Server with an embedded Platform Ser-
vices Controller and click Next.
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[ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select deployment type

Select the services to deploy onto this appliance.
+ 2 Connect to target server oy Pe

+ 3 Setup virtual machine vCenter Server 6.0 requires a Platform Services Controller, which contains shared services such as Single Sign-On,
Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same
4 Select deployment type Appliance VM as vCenter Server. An external Platform Services Controller is deployed in a separate Appliance VM.

5 Set up Single Si For smaller installations, consider vCenter Server with an embedded Platform Services Coniroller. For larger
B installations with multiple vCenter Servers, consider one or more external Platiorm Services Controllers. Refer to the
& Single Sign-on Site vCenter Server documentation for more information.

7 Select appliance size Note: Once you install vCenter Server, you can only change from an embedded to an external Platform Services
Controller with a fresh install.
& Select datastore

9 Configure database -
Embedded Platform Services Controller VM or Host

10 Network Settings B ==
(®) Install vCenter Server with an Embedded | UERIECT Ba2ion

11 Ready to complete A | Confrollar
Platform Services Controller —_—_— -

vCanter Server

External Platform Services Controller T VMorHest

r Platform Services 1

() Install Platform Services Controller i Controller I

O Install vCenter Server (Requires External ; — .
Platform Services Controller) | VM or Host VM or Host
| vCanter Sarver vCanter Sarver

| Back || Net || Finisn

9. Inthe “Set up Single Sign-On” page, select “Create a new SSO domain.”

10. Enter the SSO password, Domain name and Site name, Click Next.

% VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Set up Single Sign-on ($S0)

Create or join a SSO domain. An SSO configuration cannot be changed after deployment.
+ 2 Connect to target server ! i g ploy

+ 3 Setup virtual machine (®) Create a new SSO domain
4 Select deployment type (O Join an SSO domain in an existing vCenter 6.0 platform sefvices controller

5 Set up Single Sign-on -
vCenter SSO User name: administrator

6 Select appliance size

7 Select datastore vCenter SSO Password: ‘ sssssssss | o
8 Configure database
9 Network Settings Confirm password: ‘ sssssssss |
10 Ready to complete )
SS0 Domain name: [ vsphere local | =
$80 Site name: I VersaStack-Lab x | i)

A, Before proceeding, make sure that the vCenter Single Sign-On domain name used is different than your
Active Directory domain name.

\ Back ‘ Next Finish Cancel |
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11. In the Select appliance size screen, select the size that matches your deployment, and click Next.

E VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement
+ 2 Connect to target server
+ 3 Setup virtual machine
+ 4 Select deployment type
+ 5 Set up Single Sign-on
7 Select datastore
8 Configure database
9 Network Settings

10 Ready to complete

Select appliance size
Specify a deployment size for the new appliance

ool o Tiny (up to 10 hosts, 100 VMs)
ppliance size: Small (up to 100 hosts, 1,000 VMs)

Medium (up to 400 hosts, 4,000 VMs)
Large (up to 1000 hosts, 10,000 ViMs)

Description:

Thig will deploy a Small VM configured with 4 vCPUs and 16 GB of memory and requires 150 GB of disk space.
This option contains vCenter Server with an embedded Platform Services Controller.

| Back || Ned || Finisn Cancel |

12. In the Select data store screen, select the location for the VM configuration and virtual disks should
be stored (Infra Datastorel), and click Next.
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ﬁ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select datastore

+ 2 Connect fo tamget server Select the storage location for this deployment

v 3 Setup virtual machine The following datastores are accessible. Select the destination datastore for the virtual machine configuration files and
+ 4 Select deployment type all of the virtual disks.
+ 5 Setup Single Sign-on

B e tH i e Name Type Capacity Free Provisioned Thin Provisioni...

T Select datastore datastore1 VMF3 325GB 31.55GB 0.95 GB true

8 Configure database Infra_Datastore VMFS 20477568 204679GB  095GB true
9 Network Settings

10 Ready to complete

(] Enable Thin Disk Mode @

[ Back ][ Next ] Finish

13. Select embedded database in the “Configure database” page. Click Next.

ﬂ' VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement  Configure database

e e Configure the database for this deployment

+ 3 Setup virtual machine (® Use an embedded database (PostgreSQL)
+ 4 Select deployment type () Use Oracle database

+ 5 Setup Single Sign-on

+ 6 Select appliance size

+ T Select datastore

9 Network Settings

10 Ready to complete

| Back || mext | Fmen || canca
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14. In the “Network Settings” page, configure the below settings:

a. Choose a Network: MGMT-Network
b. IP address family: IPV4

c. Network type: static

d. Network address: <<var_vcenter_ip>>

e. System name: <<var_vcenter_fgdn>>

f. Subnet mask: <<var_vcenter_subnet _mask>>

g. Network gateway: <<var_vcenter_gateway>>
Network DNS Servers: <<var_dns_server>>

i. Configure time sync: Use NTP servers

j-  (Optional). Enable SSH

@ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Network Settings

> 5 (TR T T Configure network settings for this deployment. -~
+ J Setup virtual machine Choose a network: ‘ VM Network ‘ i ]

+ 4 Select deployment type

.+ 5 Set up Single Sign_on IP address family: ‘ 1Py ‘

« B Select appliance size

« T Select datastore Network type: ‘ static ‘

+ & Configure database

9 Network Settings Metwork address: | 192.163.161.100 |

10 Ready to complete
System name [FQDN or IP | vcenter.versastack.local | ()
address]:
Subnet masic [ 255.255.252.0 |
Metwork gateway: | 192.168.160.1 |
Metwork DNS Servers | 192.168.160.50 |

(separated by commas)

Contfigure time sync: () synchronize appliance time with ESXi host v

(@) llea NTP eanvere (Senarated hy commae)

| Back || Next | Finish | Cancel |

15. In the Ready to complete screen, review the deployment settings for the vCenter Server Appliance,
and click Finish to complete the deployment process.
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E‘ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement  Ready to complete

Please review your settings before starting the installation.
+ 2 Connect to target server v g g

Target server info: 192.168.161.101

+ 3 Setup virtual machine

Name: VersaStack-vCenter
w7 O SEERAETTIIEIGTE Installation type: Install
+ 5 Setup Single Sign-on Deployment type: Embedded Platform Services Controlier

i i Deployment Small (up to 100 hosts, 1,000 VMs
+ 6 Select appliance size conaigi o {up )
+ T Select datastore Datastore: Infra_Datastore1
+ 8 Configure database Disk mode: thick
. Network mapping: Network 1 to VM Network
v 9 Network Settings IP allocation: IPv4 , static
Host Name
Time synchronization: 192.163.160.254
Database: embedded
Properties: SS5H enabled = True

S50 User name = administrator

5350 Domain name = vsphere local

S50 Site name = VersaStack-Lab
Network 1 IP address = 192.168.161.100
Host Name = vcenter.versastack.local
Network 1 netmask = 255.255.252.0
Default gateway = 192.168.160.1

DNS = 192.168.160.50

Back | | MNext

16. The vCenter appliance installation will take few minutes to complete.

E‘ VMware vCenter Server Appliance Deployment

Finish |[ Cancel

Installation Complete
Your vCenter Server is successfully installed.

Post install steps:

1. vCenter Server is installed in evaluation mode. Activate vCenter Server by using the vSphere Web Client within 60 days.

When the evaluation period of this vCenter Server expires, all hosts will be disconnected from this vCenter Server.
2. Use the vSphere Web Client to manage vCenter Server. Log in with the Single Sign-On administrator account
administrator@vsphere local

You can now login to vSphere Web Client: hitps://192. 168.161.100/vsphere-client as administrator@vsphere.local
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Setup vCenter Server

vCenter Server Appliance

To set up the VMware environment, log into the vCenter Server web client.

1. Using a web browser, navigate to vSphere. Click the link labeled Log in to vSphere Web Client.

vmware

Getting Started For Administrators

To access vSphere remotely, use the ‘Web-Based Datastore Browser

wSphere Web Client Use your web browser 1o find and downioad files (for
Log in to vSphers Web Client example, virual machine and virtual disk fles).
Browse datastores in the vSphere inventory

For Developers

vSphere Web Services SDK

Leam about our latest DK, Toolkits, and APs for

For help, see

vSphere Documentation

managing VMware ESX, ESX, and VMware vCenter.

fion, participate

in our Forum Discussions, and view our latest Sessions
and Webinars.

Leam more about the Web Services SDK

Browse objects managed by vSphere

Downicad trusted root CA certificates

2. If prompted, run the VMWare Remote Console Plug-in.

3. Log in using the root user name and password

VMware*vCenter" Single Sign-On

4. Click Run.

5. Click Next.

6. Accept the license terms and Click Next.
7. Click Next on Destination Folder window.
8. Click Install.

9. Click Finish.
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10. Using a web browser, navigate to https:// <<var_vcenter_server_ip>>:9443/vsphere-client/#

11. In the user name type in administrator@vsphere.local and Password your <<password>.

!@ vSphere Web Client x {4/ Cisco UCS Manager x \__\
€« C | & b#ps://192.168.161.100:9443 /vsphere-client/# kg

User name: VMware vSphere Web Client
(i re W out

passwort:

12. Click Login.

Setup vCenter Server with a Datacenter, Cluster, DRS and HA

To setup the vCenter Server, complete the following steps:

1. In the vSphere Web Client, navigate to the vCenter Inventory Lists > Resources > vCenter Servers.
2. Select the vCenter instance (192.168.161.100).

3. Go to Actions in the toolbar and select New Datacenter from the drop-down.
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vmware’ vSphere Web Client  #=

U | Administrator@VSPHERELOCAL ~ | Help ~
- _-—
Navigator X (192468.461.100 | Actions
{4 Center Iventory . ) Getting Started (7 Actions - 192.168161.100  Bieg opjects

s New Datacenter...
(7 vCenter Servers -
ew Folder...
[ 1] New Fold ’
{2 102.168.161.100 > I 0 Create Datacent ?" Deploy OVF Template... |Virtual Machine Complete set-up
Welcome to vCente  £y.014 System Logs... L%
You are ready to set

first step is creating & b Assign License...

A datacenter contair Settings
such as hosts and vir
need only one datace
might use multiple d&
organizational units it

Tags

Add Permission...

Alarms
" —
Explore Further
To get started click Create Datacenter
Learn more about folders
4 Create Datacenter Learn about datacenters

4. Rename the datacenter and click OK.

N

 #3 New Datacenter (Z)

Datacenter name: |VersaStack _DC

Location: (5] 192.168.161.100

| ok || cancel

5. Go to Actions in the toolbar and select New Cluster from the drop-down.
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vmware® vSphere Web Client  #= U | Administrator@VSPHERE.LOCAL ~ | Help
~ Navigator J [ VersaStack DC Actions ~ = |
<4 vCenter Servers 0 | Getting Started sun [l Actions - VersaStack_DC [

= I ' New Cluster... )
[ Top Level Objects &

6 Create Datacen New Folder » e Complete set-up
Clusters _ .

Add a host Distributed Switch »
Hosts New Virtual Machine »

Ahostis a computer

{3 Virtual Machines software, such as ES §] New vApp from Library...

; machines. Adding al ¥y Deploy OVF Template... !
[J) VM Templates in Fol.. brings it under the rf } N
3 Server system. Storage »
36 vApps ¥ 9
‘ B Datastores You need a compute Edit Default VM Compatibility...
software. If you don't
| Datastore Clusters cofiware, viat the VN 42 Migrate VM to Another Network .
Q Networks o) information about thit Pr— ‘ %S‘t
To add a host, you Rename... |
of the administrative
T
Administrator or root b : ¥ —
host on the network. Add Permission... Datacenter
Alarms » [pr Server
X Delete
All vRealize Orchestrator plugin Actions  »
Fynlnm Furthar X

6. In the New Cluster window, provide a cluster name, enable DRS, vSphere HA and Host monitoring.

%J New Cluster 2
Name ‘Vsrsas'a:LMGMT
Location [l VersaStack_DC
- DRS [V Tum ON

Automation Level

| Fully automated 3

Migration Threshold Conservative Aggressive
~ vSphere HA [ Tum ON
Host Monitoring [w/] Enable host monitoring

~ Admission Control
Admission Control Status Admission control will prevent powering on WMs that violate availability constraints

[] Enable admission control

Policy Specify the type of the policy that admission control should enforce.
(+) Host failures cluster tolerates: 1 =

) Percentage of cluster resources reserved as falover spare capacity:

~ VM Monitoring

'VM Monitoring Status 1
| Disabled |~]

Overrides for individual VMs can be set from the VM Overrides page from Manage Seftings area.

Monitoring Sensitivity Low /s High
» EVC [ Disable -]
» Virtual SAN [JTumon
[ ok || cancel |
7. Click OK.

‘& Important: If mixing Cisco UCS B or C-Series M2, M3 or M4 servers within a vCenter cluster, it is neces-
sary to enable VMware Enhanced vMotion Compatibility (EVC) mode. For more information about setting
up EVC mode, refer to Enhanced vMotion Compatibility (EVC) Processor Support.

Add Host to Cluster

To add hosts to the Cluster, complete the following steps:
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1. Select the newly created cluster in the left pane.
2. Go to Actions in the menu bar and select Add Host from the pull-down menu.

3. Inthe Add Host window, in the Name and Location screen, provide the IP address or FQDN of the

host.
‘T Add Host PN
1 Name and location Enter the name or IP address of the host to add to vCenter Server.
2 Connection settings Host name or IP address: IVMfHust—Infra—m .versastack.local I
3 Host summary Location: u:n VersaStack_MGMT
4 Resource pool
Type: i ]

5 Ready to complete

Next Cancel

4. In the Connection settings screen, provide the root access credentials for the host.
5. Click Yes to accept the certificate.

6. In the Host summary screen, review the information and click Next.

7. Assign a license key to the host Click Next.

8. (Optional) In the Lockdown Mode screen, to enable/disable remote access for the administrator ac-
count after vCenter Server takes control of this host and click Next.

9. In the Resource pool screen, click Next.

10. In the Ready to complete screen, review the summary and click Finish.
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T Add Host 2
+ 1 Name and location Name vm-host-infra-01.versastack.local.versastack.local
+/ 2 Connection settings Version VMware ESXi 6.0.0 build-3073146
+ 3 Host summary License Evaluation License
+ 4 Assign license IB-MGMT
Networks VM-Traffic
v 5 Lockdown mode
Do datastore1
+ 6 Resource pool Infra_Datastore1

7 Resity o compos

Lockdown mode

Resources destination

Disabled
VersaStack_MGMT

Back

11. Repeat this procedure to add other Hosts to the cluster.

Finish Cancel

12. In vSphere in the left pane right click the cluster versaStack MGMT, and click Rescan for datastores.

At this point of the install, there is a warning for no network management redundancy. The optional Cisco
1000v virtual switch shown later is this document will remedy that issue. If you are not installing 1000v,
you should add the second Cisco network adapter to the VMware standard switch to each ESX hosts by
clicking on the configuration tab, and in the hardware pane, click Networking, click the properties of
vSwitchO. From the Network adapters tab, click Add and select the unclaimed adapter vmnicl, and click
Next, then click Next again and then click Finish.

ESXi Dump Collector Setup

ESXi hosts need to be configured to do core dumps to the ESXi Dump Collector that is part of vCenter. The
Dump Collector is not enabled by default on the vCenter Appliance. To setup the ESXi Dump Collector,
complete the following steps:

1. Inthe vSphere web client, select Home.

2. In the center pane, click System Configuration.

3. Inthe left hand pane, under Services, click VMware vSphere ESXi Dump Collector.

4. In the Actions menu, choose Start.

5. In the Actions menu, click Edit Startup Type.
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6. Select Automatic.
7. Click OK.
8. On the Management Workstation, open the VMware vSphere CLI command prompt.

9. Set each SAN-booted ESXi Host to coredump to the ESXi Dump Collector by running the following
commands, repeat the commands for ESXi hosts 3 and 4:

esxcli -s <<var_vm host infra 01 ip>> -u root -p <<var password>> --thumbprint
<host thumbprint> system coredump network set --interface-name vmk0 --server-ipv4
<<var vcenter server ip> --server-port 6500

# To get the host thumbprint, type the command without the --thumbprint option, then copy and
paste the thumbprint into the command.

esxcli —-s <<var_vm host infra 02 ip>> -u root -p <<var password>> --thumbprint
<host thumbprint> system coredump network set —--interface-name vmk0 --server-ipvi
<<var_vcenter server ip> --server-port 6500

esxcli —-s <<var_vm host infra 01 ip>> -u root -p <<var password>> --thumbprint
<host thumbprint> system coredump network set —--enable true

esxcli —-s <<var_vm host infra 02 ip>> -u root -p <<var password>> --thumbprint
<host thumbprint> system coredump network set --enable true

esxcli —-s <<var_vm host infra 01 ip>> -u root -p <<var password>> --thumbprint
<host thumbprint> system coredump network check

esxcli —-s <<var_vm host infra 02 ip>> -u root -p <<var password>> --thumbprint
<host thumbprint> system coredump network check

Setup the Optional Cisco Nexus 1000V Switch using Cisco Switch Update
Manager

Cisco Nexus 1000V

The Cisco Nexus 1000V is a distributed virtual switch solution that is fully integrated within the VMware
virtual infrastructure, including VMware vCenter, for the virtualization administrator. This solution offloads the
configuration of the virtual switch and port groups to the network administrator to enforce a consistent data
center network policy. The Cisco Nexus 1000V is compatible with any upstream physical access layer switch
that is compliant with Ethernet standard, Cisco Nexus switches, and switches from other network vendors.
The Cisco Nexus 1000V is compatible with any server hardware that is listed in the VMware Hardware
Compatibility List (HCL).

The Cisco Nexus 1000V has the following components:
e Virtual Supervisor Module (VSM)—The control plane of the switch and a VM that runs Cisco NX-0S.

¢ Virtual Ethernet Module (VEM)—A virtual line card that is embedded in each VMware vSphere (ESXi)
host. The VEM is partly inside the kernel of the hypervisor and partly in a user-world process, called
the VEM Agent.
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Cisco Nexus 1000V Architecture
Figure 8 illustrates the Cisco Nexus 1000V architecture.

Figure 8 Cisco Nexus 1000V Architecture

Cisco Nexus 1000V Architecture

Network leam manages virtual & physical Networks
Nutwork .

VAL (Ll
. . =y

Layer 3 control mode is the preferred method of communication between the VSM and the VEMs. In Layer 3
control mode, the VEMs can be in a different subnet than the VSM and from each other. Active and standby
VSM control ports should be Layer 2 adjacent. These ports are used to communicate the HA protocol
between the active and standby VSMs. Each VEM needs a designated VMkernel NIC interface that is
attached to the VEM that communicates with the VSM. This interface, which is called the Layer 3 Control
vmknic, must have a system port profile applied to it (see System Port Profiles and System VLANS), so the
VEM can enable it before contacting the VSM.

Installation Process

To create network redundancy for the migration, create a temporary VMkernel, and complete the following
steps:

ESXi Host VM-Host-Infra-01

‘ﬁ Repeat steps 1-11 in this section for all ESXi Hosts.

1. From each vSphere Client, select the host in the inventory.
2. Click the Configuration tab.

3. Click Networking in the Hardware then Properties.
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Processors Networking Ref
Mernory
Storage )
. standard Switch: vSwitcho Remove. | Properties.,
Metworking
Virtual Machine Part Sroup Phyysical Adaprers =
Sktorage Adapters
? i 3 L3 WM-TrafFic @ E@ vmnicO 40000 Ful G2
Met Adapk
FRAETE ARIREETS VLAN ID: 3174
Advanced Setkings
Uhkamel Port
Pruwer Mananemenk — i [T Fa¥

4. Click Add
5. Select VMkernel and click Next.

6. Change the network label to vMkernel-MGMT-2 and enter <<var_ ib-mgmt vlan_id>> in the VLAN
ID (Optional) field.

7. Select Use this port group for management traffic
8. Click Next to continue with the VMkernel creation.

9. Enter the IP address <<var vmhost infra 01 2nd_ip>> and the subnet mask for the VLAN inter-
face for vM-Host-Infra-01.

10. Click Next to continue with the VMkernel creation.
11. Click Finish to finalize the creation of the new VMkernel interface.

Deploy the OVF Template for the Cisco Nexus 1000 Virtual Switch Update Manager
To deploy the OVF template, complete the following the steps:

1. Log in and Download the Cisco Nexus 1000V installation software from www.cisco.com.

CLI LU LD
Products & Services Support How to Bu Training & Events Partners Q]
cisco o . :

Download Soﬁwa re & Download Cart (Qitems) g Feedback Help

Downloads Home > Products > Switches > Virtual Networking > Nexus 1000V Switch for VMware vSphere > Nexus 1000V Switch >
Virtual Switch Update Manager (VSUM)-1.5

Nexus 1000V Switch

@ Py A Ay i A B Add Deviee
8 | reensers ° 8 scooeec
Expand All| Collapse All Y offication
~ Lalest File Information Release Date ~ Size

15
« All Releases Virtual Switch Update Manager. This requires unzip 6.0 version. 15-JUN-2015 5055.67 MB [ Download |

' Nexus1000v-vsum.1.5-pkg.zip

2. Unzip the package contents and validate you can view the ova file.

3. From the vSphere client, click File, Deploy OVF Template and browse to the unzipped ova file.
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4. From the vSphere Web Client, Select Hosts and Clusters > Actions > Deploy OVF Template.

5. Specify the source location as Local File and browse to the OVA file location.

Deploy OVF Template 20
1 Source Select source
Selectthe source location
¥ 1a Selectsource

1b Review details Enter a URL to download and install the OVF package from the Internet. or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive
2 Destination

(O URL
: \ -
(») Local file
\ Browse .. | VNexus1000w-vsum.1.5.6-pkgiNexus 1000v-vsum.1.5.6\Nexus 1000wvsum.1.5.6.ova
Next Cancel
6. Click Next, then click Next again.
Deploy OVF Template 7 M
1 Source Review details
Verify the OVF template details
v  1a Selectsource
SIS Product Virtual Switch Update Manager
1 AcceptLicense
Agreements Version 158
2 Destination Vendor Cisco Systems Inc
Publisher @ No cerificate present
2b Selecta resource Download size 4.5 GB
Unknown (thin provisioned)
iz,
SHEDEE: 80.0 GB (thick provisioned)
- o . Description Cisco Virtual Switch Update Manager
Reac complete
Back Next Cancel

7. Review the license agreement. Accept and Click Next.

8. Click Next on the Select name and folder screen.
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9. Select versaStack MGMT cluster on the Select a resource screen.
10. Select infra_datastore 1 as the Datastore and click Next, leave the other options as default.
11. Make sure you have Management Mapped to IB-Mgmt in the Setup networks screen and click Next.

Deploy OVF Template (2) m

| G Setup networks

Configure the networks the deployed template should use
+  1a Selectsource

v 1b Review details Source Destination Configuration
Agreements

2 Destination

+  2a Selectname and folder

+  2b Selectaresource

+  2c Selectstorage IP protocol:  IPv4 IP allocation:  Static - Manual €@
v

2d Selup networks

2e Customize template o
Source: Management - Description

3 Readyto complete ) - . .
R provides connectivity (http(s ¥ssh/scp) to the Cisco Virtual Switch Update Manager.

Destination: IB-MGMT - Protocol settings

No configuration needed for this network

Back Next Cancel

12. On the Properties screen, input <<var vsm updatemgr mgmt ip>>, <<var vsm mgmt mask>>
<<var vsm mgmt gateway>>, <<var_nameserver_ip>>.

209



VersaStack Deployment

i Deploy OVF Template

L\-Ji
1 Source Customize template
Customize the deployment properties of this software solution
+  1a Selectsource
v 1b Review details © Al properties have valid values Show ned..  Collapse all...
v o Accept License
3 Agreements + Networking Properties 5 settings *
2 Desfination Management IP Address IP address for the appliance. (e.g. 192.168.0.10)
+  2a Selectname and folder |192.158.161.60 |
v 2b Selectaresource Subnet Mask Subnet Mask for the management interface. (e.g. 255.255.255.0)
+  2c Selectstorage |255.255.252.0 |
© SIS INE Default Gateway Gateway IP for the management interface (e.g. 192.168.0.1)
M custoniz enpae ozt |
+ 3 Readyfo complete ) ) )
DNS Server 1 The domain name server IP. Optional. Needed fo resolve vCenter's FQDN if entered.
[192.168.161.50 |
DNS Server 2 Secondary DNS Server IP (e.g. 10.10.10.10). Optional.
~ vCenter Properties 5 settings
IP Address or FQDN (Fully The |P address or FQDN (e.g. foo.example.com) of the vCenter to register with.
Qualified Domain Name) 192.168.161.100
Back Next Finish Cancel
13. Enter the vCenter IP and login information. For domain accounts, use the Administra-
tor@Vsphere.local login format and do not use domainname\user account format.
14. Accept default ports, and click Next.
Deploy OVF Template \/3 "

1 Source Customize template
Customize the deployment properties of this software solution

v 1a Selectsource
v 1b Review details © Al properties have valid values Shownext..  Collapse all...
v Accept License N
Agreements DNS Server 2 Secondary DNS Server IP (e.g. 10.10.10.10). Optional.

2 Destination | ‘

v/  2a Selectname and folder
~ vCenter Properties 5 settings
v 2b Selectaresource
The IP address or FQDN (e.g. foo.example.com) of the vCenter to register with.
Vv  2c Selectstorage P Aqaress orFQDN (Fully
Qualified Domain Name) ~ [192.168.161.100 |

v 2d Setup networks

Username vCenter username. User must be able to manage extensions.
v 2e Cusfomize template

|administrtor@vsphere.IocaI ‘
v 3 Readyto complete

Password Password for the above username.
Enter password

rraaannnn I

Confirm password Immm ]

HTTP Cleartext Port Needed for tunneled secure communication.
[eo l
HTTPS Port 443 ‘
Back Next Finish Cancel

15. Review the summary screen, click Power on after deployment and click Finish.
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Deploy OVF Template 200

1 Source Ready to complete
Review your settings selections before finishing the wizard

v 1a Selectsource
v 1b Review details OVF file VANexus1000v-vsum.1.5.6-pkg\Nexus 1000v-vsum.1.5.6\Nexus 1000v-vsum.1.5.6.0va
v 4 AcceptLicense Download size 45GB
Agreements .
Size on disk 80.0GB
2 Doslaton Name Virtual Switch Update Manager
v 2a Selectname and folder Target VersaStack_MGMT
Vv 2b Selecta resource Datastore Infra_Datastore1
olde VersaStack_DC
(7 2¢ Select storage Folder VersaStack_DC
Disk storage Thick Provision Lazy Zeroed
v 2d Setup networks
Ll Network mapping Management to IB-MGMT
v 2e Customize template IP allocation Static - Manual, IPv4
4 3 Readyto complete Properties Management IP Address = 192.168.161.60

Subnet Mask =
ay=192.1 0.254
DNS Server 1=192.168.161.50
DNS Se 2=
ddress or FQDN (Fully Qualified Domain Name) = 192.168.161.100
Username = administrtor@vsphere.local
HTTP Cleartext Port = 80
HTTPS Port = 443

[V] Power on after deployment

Back Finish Cancel

16. After the VM boots in a few minute the Plugin is registered. Validate the plugin in the vSphere web
client by clicking Client Plug-ins from the Administration window in Navigator pane.

& Client Plug-ns

Check for New Plug-ins Q -
Name Vendor Version Description State

@ SS0 Admin Ul plugin VMware 6.0.0 SS0D Admin Ul plugin @ Enabled

E} Cisco Nexus 1000V Management System Cisco Systems Inc. 1.56 Cisco Mexus 1000V Management S... Q Enabled

& Virtual Infrastructure VMware 6.0.0 vSphere Web Client (build 3018528) @ Enabled

E} Log Browser Vilware 6.0.0 Enables browsing vSphere log files ... Q Enabled

E} Hybrid Cloud Mgr Preview Vilware 1.00 Whiware vCloud Air Hybrid Cloud M... Q Enabled

E} vRealize Orchestrator plugin Vilware 1.00 vRealize Orchestrator plugin Q Enabled

Install the VSM through the Cisco Virtual Switch Update Manager

The VSUM will deploy the VSM primary and secondary to the ESXi hosts through the GUI install. You will
have a VSM primary running on 1 ESXi host and a secondary running on the other ESXi host. Both of these
are installed at them same time through the host selection. Complete the following steps to deploy the VSM:

‘& On the machine where you will run the browser for the VMware vSphere Web Client, you should have in-
stalled Adobe Flash as well the Client Integration plugin for the web client. The plug-in can be downloaded
from the lower left corner of the web client login page.

1. Launch the vSphere Web client interface https://<<Vshpere host ip>>:9443/vsphere-
client and login.

2. Select the Home tab and click Cisco Virtual Switch Update Manager.
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U | Administrator@VSPHERELOCAL ~ | Help ~ | (Rl

) Alarms
i« 0 Homs M) | New(©) Adknow..
N,
[ vCenter Inventory Lists > s = Y \ -
p—— | B @ 8 @ @ B
ﬁ VMs and Templates > vCenter Hosts and VMs and Storage Networking Content
3 Storage » | Inventory Lists Clusters Templates Lbraries | # Work In Progress
€9 Networking >
% Poicies and Profiles > @ o‘ L
@) Hybrid Cloud Manager >
(J VRealze Orchestrator > Hm%:,"d rvahze SCsco'lm\l Cisco Virtual Switch Update Manager
& Administration > Maro
Monitorin
[ Tasks 9
[ Events B L—a L | L ?, &
3T TaskConsole  Event Console vCenter Host Profiles VM Storage Customization
& lags Operations Policies Specification
Manager Manager
Q New Search
Administration
] saved searcres I Watch How-to Videos
~a = ~ i i

3. Click Cisco Nexus 1000V button then click Install.

ware® vSphere Web Client  #= U | Administrator@VSPHERELOGAL ~ | Help =
*

Navigator ‘ Cisco Virtual Switch Update Manager

History 0] B
(i} Home Getting Started Choose a task to begin
=4 vGenter Inventory Lists 3 Thisis your portal to Install, Add Hosts, Monitor and Upgrade

the Cisco Nexus 1000V. The Gisco VSUM also allows you to

) Hosts and Clusters > Add and Upgrade Hosts on the Cisco Application Virtual
&) VMs and Templates y | Swich.

Stor
& Storage ? Basic Tasks
) Networking by
iff Polcies and Profiles »| | AVS | Nexus1000V

Hybrid Cloud M:
“; SRS ? Install
() vRealize Orchestrator > .
£ Administation >!  m Dashboard
Tasks & Information
5 Log Browser
[ Events
./ Tags
3, New Search >
[ Saved Searches by

Help

4. Click the versaStack DC datacenter in the right screen.

5. Keep the default for deploy new VSM and High Availability Pair. Select IB-Mgmt for the control and
Management VLAN.
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£ Nexus1000v Switch Deployment Process & =
(=) | want to deploy new control plane (VSM)
() | already have a control plane (VSM) deployed
% Nexus1000V Switch Deployment Type W (=
Nexus1000V Switch Deployment Type () Stand alone
#
(=) High Availability Pair
VSM Version [ 5:2(1)8V3(1.58) RE
Choose a Port Group [ IB-MGMT | v ] Control VLAN
 1B-MGMT | + | Management VLAN «
6. For the Host Selection, click the Suggest button and choose the Datastores.
£ Host Selection O B
Suggest Pick a Host
Host 1 Host 2
IP Address |vm-host-|nfra-02.vers| #* IP Address |vm-host-lnfra-01 .versl #*
Datastore [ Infra_Datastor... | v J* Datastore | Infra_Datastor... | v Jek-
Resource Pool | - |+ Resource Pool | - | =
Folder name | / |~ | Folder name | / | = |

7. Enter a domain ID for the switch configuration section.

£ Switch Configuration ©

Deployment Type: (¢) Management IP Address
_) Control IP Address

(3

8. Enter the following information for the VSM configuration <<var_vsm_hostname>>
<<var_vsm_mgmt_ip>>, <<var_vsm_mgmt_mask>> <<var_vsm_mgmt_gateway>>
<<var password>>, then click Finish. You can launch a second VSphere Client to monitor the
progress. Click Tasks in the left pane. It will take a few minutes to complete.
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£ Virtual Supervisor Module (VSM) configuration (7]
Switch Name |vsm |*
IP Address [192.168.161.61 | %
Subnet Mask [255.255.252.0 | &
Gateway Address | 192.168.160.254 | o

Default Port Profiles: [ |

Username admin

Password ek | &

Confim password |*"*“*** |*
Task Mame Target Status Details

Reconfigure cluster @ VersaStack_MGMT +  Completed

Reconfigure virtual machine & vsm_secondary + Completed

Reconfigure virtual machine B vsm_primary "  Completed

Reconfigure virtual machine &h vsm_secondary "  Completed

Reconfigure virtual machine G wvem_primary +  Completed

Reconfigure vSphere Distributed ... &= + Completed
4 e L3
i 100 items Previous MNext B

Reconfigure cluster

Status: % Completed
Initiator:  com.cisco.ntky
Target: @ VersaStack_MGMT
Server:  192.168.161.100

Perform Base Configuration of the Primary VSM

To perform the base configuration of the primary VSM, complete the following step:
Use an SSH client, log in to the primary Cisco Nexus 1000V VSM as admin.

Run the following configuration commands:

config t

ntp server <<var global ntp server ip>> use-vrf management

vlan <<var_ ib-mgmt vlan id>>
name IB-MGMT-VLAN

vlan <<var nfs vlan id>>
name NFS-VLAN

vlan <<var vmotion vlan id>>
name vMotion-VLAN
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vlan <<var vm-traffic vlan id>>
name VM-Traffic-VLAN

vlan <<var native vlan id>>
name Native-VLAN

exit

port-profile type ethernet system-uplink

vmware port-group

switchport mode trunk

switchport trunk native vlan <<var native vlan id>>

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>,
<<var_ vmotion vlan id>>, <<var vm-traffic vlan id>>

channel-group auto mode on mac-pinning

no shutdown

system vlan <<var_ ib-mgmt vlan id>>, <<var nfs vlan id>>,

<<var vmotion vlan id>>, <<var vm-traffic vlan id>>

system mtu 9000

state enabled

exit

port-profile type vethernet IB-MGMT-VLAN
vmware port-group

switchport mode access

switchport access vlan <<var ib-mgmt vlan id>>
no shutdown

system vlan <<var ib-mgmt vlan id>>

state enabled

exit

port-profile type vethernet NFS-VLAN
vmware port-group

switchport mode access

switchport access vlan <<var nfs vlan id>>
no shutdown

system vlan <<var nfs vlan id>>

state enabled

exit

port-profile type vethernet vMotion-VLAN
vmware port-group

switchport mode access

switchport access vlan <<var vmotion vlan id>>
no shutdown

system vlan <<var vmotion vlan id>>

state enabled

exit

port-profile type vethernet VM-Traffic-VLAN
vmware port-group

switchport mode access

switchport access vlan <<var vm-traffic vlan id>>
no shutdown

system vlan <<var vm-traffic vlan id>>

state enabled

exit

port-profile type vethernet nlkv-L3
capability 13control

vmware port-group

switchport mode access
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switchport access vlan <<var ib-mgmt vlan id>>
no shutdown

system vlan <<var ib-mgmt vlan id>>

state enabled

exit

copy run start

Migrate Networking Components for ESXi Hosts to Cisco Nexus 1000V

vSphere Client Connect to vCenter

To migrate the networking components for the ESXi hosts to the Cisco Nexus 1000V, complete the following
steps:

1. Inthe vSphere web client, click the Home tab and click the Cisco Virtual Switch Update Manager.

vmware’ vSphere Web Client  #= U | Administralor@VSPHERELOCAL ~ | Help = |
Navigator x| (1 tome ‘ £ Alarms xx|
2O | (oo A | New D) Acknoviedged ()

=aaaaaeee—————————————— T I Clusters Templates Libraries

[ vCenter Inventory Lists ¥

1) Hosts and Clusters >

2] Vs and Templates > @ 0‘ N T E—— 0
(1 Storage ] | # WorkIn Progress 1

Hybrid Cloud Realze Cisco Virtual
3 Networking > Manager Orchestrator  Switch Update
| Manager
| Policies and Profiles H
Monitoring

&) Hybrid Cloud Manager »

() vRealize Orchestrator » ‘g ’3 m I;J j] L;

&% Administration 3y = 15 5 !

TaskConscle  Event Console vCenter Host Profiles WM Storage Customization

7] Tasks Qperations Policies Specification

= Manager Manager

| Log Browser

7 Everts Administration

) Tags R

Q& il iig
), New Search >
Roles System Licensing Customer
[ Saved Searches. > B Watch Howto GUraton Experience
Improvement ...

2. Click the Cisco Nexus 1000v and click Configure.

vmware' vSphere Web Client  #= U | Administrator@VSPHERELOCAL » | Help | (Y
Navigator § | CiscoVirtual Switch Update Manager ) Marms 1x|
IL o) s [ (u)} New (0)  Acknowledged (0)
(2} Home Getting Started About
vCenter Inventory Lists > This is your portal to Install, Add Hosts, Monitor and Upgrade B
o) o the Cisco Nexus 1000V, The Cisco VSUM also allows youto 1) Choose an available Datacenter
) Hosts and Clusters | Add and Upgrade Hosts on the Cisca Application Virtual e
] VMs and Templates 5| Switch. VersaStack DC « i v
Storage # Work In Progress
H 1 Busic Tesks = =
£ Networking »
7 Policies and Proflles b3 AVS | Nexus1000V
Hybrid Cloud M;
q i Cloud Marugor B Install
() vRealze Orchestrator >
& configure
%Mmi’nsﬁﬁm b M Dashboard
] Tasks © Information
|1 Log Browser
7 Events
) Tags
@, New Search )
[ Saved Searches »
Help

3. Click Datacenter, then click Distributed Virtual Switch and select Manage.
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vmware* vSphere Web Client  #= U | Adminisirator@VSPHERELOCAL = | Hebp ~ | (CHE -

Navigator Cisco Virtual Switch Update Manager 3 Alarms X
 Hstory DE:) “ (i | New(o) Acknowedged (0)
(3 Home Getting Started
vCenter Inventory Lists This is your portal o Install, Add Hoss, Monitor and Upgrade
B = 2| e i s 1000V, Th Cisco VSLM alsoalovs youto 1) Chooma i valaki Desachube
7 Hosts and Clusters. 3| Add and Upgrade Hosts on the Cisco Application Virual —
(24 Vs and Temgiates 3| Svien VersaStack_DC
Sto
8 surege 2 Besieasks
(3 Networking >
7 Polcies and Profiles 3| | AVS  Nexus1000v
)i YETITRE D Install
() vRealize Orchestrator > 0@ 1
Configure
on 2) Choose an associated Distributed Virt
%Mmlmim b} M Dashbioard
- [rams
\i_l Tasks © Information o
| Log Browser
[ Events
) Tags
(), New Search b
[ Saved Searches b} Manage
. [t

4. Click Add Host tab then select the plus sign next to VersaStack MGMT, then click the top check box
to all Hosts.

Navigator I mvsm  Actions ¥ =
<4 Home ' Getting Started  Summary  Monitor | Manage | Related Objects
ﬂ Hosts m [Sslﬁng |Ala111 Definitions ‘ Tags ‘ Permissions | Network Protocol F‘nﬂesl Ports M

@ Virtual Machines [ 0] Overview | Add Host = Upgrade Install License | Make Managed

&, Distributed Port Groups [0
& Uplink Port Groups )| || € Host Selection )

VersaStack_MGMT

Host Supported UnSupported UnReachable Already In DVS
vm-host-infra-03.versastack local 7
vm-host-infra-04.versastack.local
vm-host-infra-02.versastack.local

vm-host-infra-01.versastack.local

RN E
QOO0
1

Standalone Hosts

Choose hosts to migrate

Load Balance Algorithm For the "Route Based IP Hash" load balancing algorithm in the vSwitch, the global
loading balancing algorithm will be configured as "source-dest-ip-vian®.
Suggest

Finish || Reset

5. Click Suggest.
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cmvsm | Actions ~ ==

Gefting Started  Summary ~ Monitor | Manage | Related Objects

l Setlings | Alarm Definitions ‘ Tags | Permissions ‘ Network Protocol Profiles ‘ Ports m

Overview | Add Host | Upgrade Install License | Make Managed

& Host Selection (7] =

B Hosts
@h Virtual Machines [ o]
<2, Distributed Port Groups [0
S, Uplink Port Groups [ 2]

VersaStack_MGMT

Host Supported UnSupported UnReachable Already In DVS
vm-host-infra-03.versastack local
vm-host-infra-04.versastack local
vm-host-infra-02.versastack local
vm-host-infra-01.versastack local

NEQRE
0eQo

Standalone Hosts i

Choose hosts to migrate

Load Balance Algorithm For the "Route Based |P Hash" load balancing algorithm in the vSwitch, the global
loading balancing algorithm will be corfigured as "source-gest-ip-vian”.

Suggest
& Port Profile Editor (7]
inU... |Valid | Editable [ Profile Name
true  tue  false IB-MGMT-VLAN
Uplink
tue  tue  false kL3
Trunk
true  tue  false NFS-VLAN '”"
L3 capable
false  true  false system-uplinic
ISCSI Muttipath
false  tue  false VM-Traffic-VLAN Neither L3 nor ISCSI
true true  false vMotion-VLAN Channel-group auto mode on
true true true nikv-veth-vian11-21 Mac-pinning
false  true  true nikv-eth-23 Name |:| .
true  true  tue nikv-eth-22 L =

6. Select the Physical NIC Migration, and select the Unused NIC vmnic1 for migration. Select system
uplink in the middle pane.

Navigator vsm  Actions v =
<4 Home VO Geting Steried  Summary  Monitor | Manage | Related Objects

g Hosts () | | Setings | Alam Definiions | Tags | Pemssions [ Network Protoco Profies | Ports [ 820 Nexis 1000V

@ vitvaMachines B0 oueiew [ AddHost | Upgrade  Install License [ Make Managed |

&, Distributed Port Groups [10) I | Lwpicate |

& Upiink PortGroups () _

@ Physical NIC Migration (7] |
Physical NICs. Profile Source Profile

¥ [Jvm-host-infra-02.versastack.local .
vmnic0 nikv-eth-22 vSwitch0

S R

vﬁvm-hus{-inira—ﬂd.vaﬁaslack.\mal

vmnic) nikv-gth-22 vSwitch0

] vmnict system-uplink
¥ [vm-host-infra-03.versastack local

[7] vmnicO nikv-eth-22 vSwitch0

[+ vmnic1 system-uplink
v [vm-host-infra-01.versastack local ':

Select Al

Select one or more PNICs to move.

7. For the VM Kernel NIC Setup, deselect vink3, which is the temporary management kernel we created
for this migration.
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Navigator I @vsm ‘ Actions + =T
{4 Home o) Gelting Started  Summary  Monitor | Manage ‘ Related Objects
# VSm
Q Hosts m [ Settings | Alarm Definitions ‘ Tags | Permissions ‘ Network Protocol Profies | Ports | Cisco Nexus 1000V

& vinual Machines m Qverview ‘ Add Host ‘ Upgrade Install License | Make Managed

2, Distributed Port Groups ([I0]
= Uplink Port Groups ~ (I0F)

@ VM Kernel NIC Setup AQ
VmKemel NICs L3 Capable Profie Source Profile
v [Jvm-host-infra-02 versastack. ocal &
[ vmka ™ ntkv-L3 vSwilcho
[ vmk1 [ | NFS-VLAN v8witchD
[ vmk2 | | wMotion-VLAN wSwitchl
[] vmk3 [ | IB-MGMT-VLAN vwitch(
vQvm—huslinfra{)a.versaslack.\ow\
[ vmka [ | ntkv-L3 vEwilch0
[ vmk1 [ | NFS-VLAN v8witchD
[ vmk2 [ | wMotion-VLAN vSwitchl

{Choose one or more vmkNICs to move. * Denotes a new Kernel NIC to be added.

E—

8. For VM migration click button next to the virtual machine to expand the target profile and chose the
correct profile, which should be 1B-MGMT-VLAN. Repeat this for each Virtual Machine.

Navigator I =vsm | Actions ~ |—='
g " [ 1 -
<4 Home o) Getling Started  Summary  Monitor \ Manage \ Related Objects
E Hosts m [Semngs ‘ Alarm Definitions | Tags| Permissions ‘ Network Protocol Prafiles | Ports ‘ Cisco Nexus 1000V

£ vitual Macnnes @ Overview | Add Host | Upgrade  Install License | Make Managed
o, Distributed Port Groups 0]
B Uplink Port Groups [0 |Cmose one or more vmkNICs to move. * Denotes a new Kernel NIC to be added.

& VM Migration AU

Virtual Machine NICs Profile Source Profila

v [Jvm-host-infra-02 versastack Jocal B
¥ |OMeter-Test1
[/] Network adapter 1 IB-MGMT-VLAN vBwitchl
¥ |OMeter-Test2
[/] Network adapter 1 IB-MGMT-VLAN vBwitchl
v [Jvm-host-nfra-03 versastackJocal
¥ Virtual Switch Update Manager
[/] Network adapter 1 IB-MGMT-VLAN vBwitchl

¥ vsm_secondary

2 Mt A 4 1B RIS N AR L Butabn

Select None

v

9. Click Finish.

10. When the migration completes, click Settings then click Topology and expand the virtual machines to
view the network connections.
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Navigator X vsm | Actions ~

{ Heme 0] Getting Started  Summary ~ Monitor | Manage ‘ Related Objects
B B 8 g| _
+ (5 192.168.161.100 | Seftings | Alarm Deﬁmuons‘ Tags ‘ Permissions | Network Protacol Profile5‘ Poris | Cisco Nexus 1000V ‘
v [l VersaStack_DC e
»Evsm “ e £ | (ovenview) ‘ -8 0 d
o Properties — —
2 IB-MGMT-VLAN Unused_Or_Quarantine_Uplink @ H
£ IB-MGMT-VLAN Topology -
2 nikeL3 ¥ Virtual Machines (10) |
& NFSVLAN IOMMHFM v system-uplink (1]
Virtual Switch Update Ma...
54 system-uplink AD ] | » & UpLink00 (4 NIC Adapters)
51 Unused_Or_Quar. |OMeter-Tests |
2 Unused_Or_Quar... |OMeter-Testd
o T CVLAN VdBench-Testt
2, vMotion-VLAN vCenter
@ IB-MGMT vsm_primary
@ VM-Traffie VA Address: 00:50.56:07:21.c2
@ VMkemel-MGMT vsm_primary

MAC Address: 00:50:56:57-77:24
vsm_primary

MAC Address: 00:50:56:07:8:0f
I0Meter-Test1
vsm_secondary

MAC Address: 00:50:56:07:17:12
vsm_secondary

MAC Address: 00:50:56:57-00.62
¥sm_secondary

MAC Address: 00:50:56:07:c0:16

@ VMkemel-NFS
@ VMkemel-vMotion

Migrate ESXi Host Redundant Network Ports to Cisco Nexus 1000V

To migrate the ESXi host redundant network ports, complete the following steps:

1. Inthe VMware vSphere Web Client window, select Home > Hosts and Clusters.
2. On the left expand the Datacenter and cluster, and select the first VMware ESXi host.
3. In the center pane, select the Manage tab, and then select Networking.

4. Select vswitch0. All of the port groups on vSwitchO should be empty. Click the x mark in red under
Virtual switches to delete vSwitch0.
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[, vm-host-infra-01.versastack.local = Aclions ~

Getting Started  Summary  Monitor | Manage | Related Objects

[ setings | Storage ‘ Networking |Alarm Definttions ‘ Tags| Permissions

Virtual switches

“
| vrwalswiches [N

VMkernel adapters

Switch Discoverad lssues Parts
Physical adapters o= vem _ 1024
TCP/IP configuration ﬁ vSwitch0 _ _

Advanced

Standard switch: vSBwitch0 (IB-MGMT)

s K ¢

=3

@ IB-MGMT ) ’_‘ | {v Physical Adapters
|

VLAN ID: 11 vmnicd 20000 Full (i)
Virtual Machines (0) g

B VM-Traffic ]

VLANID: 3174 —
Virtual Machines (Q)

B VMkeme-MGMT [i]

VLAN ID: 11 —
Virtual Machines (Q)

§ VMkemne-MGMT-2 )

VLANID: 11
¥ VMkernel Ports (1)
vmk3 : 192.168.161.105 oH

JTT]

2 VMkemel-NFS [}

VLAN ID: 3172 —
Virtual Machines (0)

2 VMkemelvMotion [}

VLAN ID: 3173 —
Virtual Machines (0)

5. Click Yes to remove vsSwitchO. It may be necessary to refresh the Web Client to see the deletion.

6. The Cisco Nexus 1000V VSM should now be the only virtual switch. Select it and select the third icon
above it under Virtual switches (Manage the physical network adapters connected to the selected
switch).

Virtual switches

ReRTHSXO
Switch Discovered Issues Ports

(o VSM - 1024

7. Click the plus mark in green to add an adapter.

8. For UpLink01, select the system-uplink port group and make sure vmnicO is the Network adapter.
Click OK.
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Assign Physical Adapter to the Switch x
Uplink: UpLink01 v
Uplink port group: system-uplink v
Network adapter:
All | Properties CDP  LLDP
Adapter Cisco Systems |~
Inc Cisco VIC ¢
Ethernet NIC
Name vmnicO
Location PCI
0000:06:00.0
Driver enic
Status M
S|
OK Cancel

9. Click OK to complete adding the Uplink. It may be necessary to refresh the Web Client to see the
addition.

10. Repeat this procedure for the second ESXi host.

11. From the SSH client that is connected to the Cisco Nexus 1000V, run show interface status to verify
that all interfaces and port channels have been correctly configured.

ZP 192.168.16161 - PuTTY =N Ny =™

12. Run show module and verify that the two ESXi hosts are present as modules.
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E-? 192.168.161.61 - PuTTY E@

13. Run copy run start.

Remove the Redundancy for the NIC in Cisco UCS Manager

While creating the ESXi vNIC template settings, the default is to enable hardware failover on the vNIC. When
you have deployed the N1kV, that setting is no longer required and should be disabled. To remove the
redundancy, complete the following steps:

1. Launch Cisco UCS Manager and click LAN tab.

2. Click Policies, root, vNIC templates.

3. Click vNIC_Template_A, and uncheck Enable Failover.
4. Click Save Changes, and then Yes, then OK.

5. Repeat action for vNIC_Template_B.

& Reboot the ESXi hosts to implement the change.
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A Madify vNIC Template
Modify vNIC Template

MName ¥NIC_Template_A

Description |

FabriclD : ® FabricA (O FabncB | | Enable Failover
Target - Adapter

Template Type :|@ Initial Template () Updating Template |
VLANs

& Filter = Export (5 Print
Select | Name
- = default

=l ig-MeMT-VLAN
=l native-vLaN
=l nFs-vLaAN
=l vMotion-VLAN
= vm-Traffic VLAN

Create VLAN

CDN Source : |@ VNIC Name () User Defined

MTU :9000 | v

For more information about the 1000v switch, including how to update the software after installation, please
visit the web site: http://www.cisco.com/c/en/us/products/switches/nexus-1000v-switch-vmware-
vsphere/index.html
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Backup Management and other Software

Backup Management and other Software
_________________________________________________________________________________________________________________________________|

IBM Solutions

IBM is well known for management software. Added value to this solution can be obtained by installing IBM's
Storage Management Console for VMware vCenter. Please visit the IBM website to obtain the latest version
at http://www.ibm.com/us/en/.

For details about IBM backup and disaster recovery solutions, please refer to: http://www-
03.ibm.com/systems/storage/solutions/backup-and-disaster-recovery/.
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Bill of Materials

Bill of Materials

# This Bill of Materials for the VersaStack is for reference only including major components and may or may

not include components such as cables, SFPs, etc.

Bill of Materials for VersaStack

Part Number

Product Description

Quantity Required

IBM FlashSystem V900

o

FlashSystem V9000 Control

9846/9848-AC2 2
Enclosure

9846/9848-AE2 FlashSystem V9000 Storage 1
Enclosure

AF1P 2m Fiber Cable (LC) 24

AH11 16Gb FC Adapter 8

AF19 16Gb Flash Enclosure Optics 5
(4 pack)

AHA1 Compression Accelerator 4
IBM FlashSystem V9000

S641-RB7 Software V7 1

AF25 5.7 TB MicroLatency Flash 12

Module

Part Number

Product
Description

Quantity Required

Cisco Nexus 9300 Switching

Components
N9K-C9372PX Cisco Nexus 9300 2
with 48p 10G SFP+
and 6p 40G QSFP+
N3K-C3064-ACC-KIT Cisco Nexus 9300 2

Accessory Kit
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Part Number Product Quantity Required
Description
NXA-FAN-30CFM-F Cisco Nexus 8

2K/3K/9K Single
Fan, port side
exhaust airflow

CAB-9K12A-NA Power Cord, 4
125VAC 13A NEMA
5-15 Plug, North
America

Cisoc N9K-PAC-650W-B Cisco Nexus 9300 4
650W AC PS, Port-
side Exhaust

Part Number Product Description Quantity Required

Cisco MDS FC Switch

DS-C9148S-12PK9 Cisco MDS 9148S 16G FC 2
switch, w/ 12 active ports

DS-9148S-KIT-CSCO Cisco MDS 9148S Accessory 2
Kit for Cisco
Cisco MDS 9148S 16G FC 12- 2

ort upgrade license
M9148S-PL12 P Pd

DS-SFP-FC8G-SW 8 Gbps Fibre Channel SW 8
SFP+, LC

DS-SFP-FC16G-SW 16 Gbps Fibre Channel SW 24
SFP+, LC
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CAB-9K12A-NA

Power Cord, 125VAC 13A
NEMA 5-15 Plug, North

America

Part Number

Product Description

Quantity Required

Cisco UCS Unified Computing

System

Cisco UCSB-5108-AC2

Cisco UCS 5108 Blade
Server AC2 Chassis, O
PSU/8 fans/0 FEX

Cisco UCS-I0OM-2208XP

Cisco UCS 2208XP 1/0
Module (8 External, 32
Internal 10Gb Ports)

Cisco UCSB-5108-PKG-HW

Cisco UCS 5108
Packaging for chassis
with half width blades.

N20-CBLKP

Power supply unit
blanking panel for
Cisco UCS 5108

NO1-UAC1

Single phase AC power
module for Cisco UCS
5108

N20-FANS5

Fan module for Cisco
UCS 5108

N20-CBLKB1

Blade slot blanking
panel for Cisco UCS
5108/single slot
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Part Number

Product Description

Quantity Required

N20-CAK

Accessory kit for Cisco
UCS 5108 Blade Server
Chassis

1

Cisco UCSB-B200-M4

Cisco UCS B200 M4
w/o CPU, mem, drive
bays, HDD, mezz

Cisco UCS-CPU-E52650D

2.30 GHz E5-2650
v3/105W 10C/25MB
Cache/DDR4 2133MHz

Cisco UCS-MR-1X162RU-A

16GB DDR4-2133-MHz
RDIMM/PC4-
17000/dual
rank/x4/1.2v

32

Cisco UCSB-MLOM-PT-01

Cisco UCS Port
Expander Card (mezz)
for VIC

Cisco UCSB-MLOM-40G-03

Cisco UCS VIC 1340
modular LOM for blade
servers

Cisco UCSB-HS-EP-M4-F

CPU Heat Sink for
Cisco UCS B200 M4
Socket 1 (Front)

Cisco UCSB-HS-EP-M4-R

CPU Heat Sink for
Cisco UCS B200 M4
Socket 2 (Rear)
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Part Number

Product Description

Quantity Required

Cisco UCSB-LSTOR-BK

FlexStorage blanking
panels w/o controller,
w/o drive bays

8

Cisco UCSB-PSU-2500ACDV

2500W Platinum AC
Hot Plug Power Supply
- DbV

CAB-C19-CBN

Cabinet Jumper Power
Cord, 0 VAC 16A,
C20-C19 Connectors

Part Number

Product Description

Quantity Required

Cisco UCS UCS-FI-6248UP Fabric Interconnect

Cisco UCS-FI-6248UP Cisco UCS 6248UP 1RU 2
Fabric Int/No PSU/32 UP/
12p LIC

Cisco UCS-ACC-6248UP Cisco UCS 6248UP 2
Chassis Accessory Kit

Cisco UCS-PSU-6248UP-AC Cisco UCS 6248UP 4
Power Supply/100-
240VAC

Cisco UCS-BLKE-6200 Cisco UCS 6200 Series 2
Expansion Module Blank

Cisco UCS-FAN-6248UP Cisco UCS 6248UP Fan 4
Module

Cisco UCS-FI-DL2 Cisco UCS 6248 Layer 2 2
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Part Number

Product Description

Quantity Required

Daughter Card

CAB-9K12A-NA

Power Cord, 1VAC 13A
NEMA 5-15 Plug, North
America

Part Number

Product Description

Quantity Required

Cisco FEX

N2K-C2232PF Cisco Nexus 2232PP with 16 2
FET, choice of airflow/power

NXA-AIRFLOW-SLV Cisco Nexus Airflow 2
Extension Sleeve

N2K-F10G-F10G N2K Uplink option FET-10G 2
to FET-10G

CAB-9K12A-NA Power Cord, 125VAC 13A 4
NEMA 5-15 Plug, North
America

FET-10G 10G Line Extender for FEX 32

N2232PP-FA-BUN Standard airflow pack: N2K- 1

C2232PP-10GE, 2AC PS,
1Fan

Part Number

Product Description

Quantity Required

Cisco UCS Rack Servers

Cisco UCSC-C220-M4S

Cisco UCS C220 M4 SFF
w/o CPU, mem, HD,
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Part Number

Product Description

Quantity Required

PCle, PSU, rail kit

Cisco UCS-CPU-E52640D

2.60 GHz E5-2640
v3/90W 8C/20MB
Cache/DDR4

1866MHz

Cisco UCS-MR-1X162RU-A

16GB DDR4-2133-MHz
RDIMM/PC4-17000/dual

rank/x4/1.2v

16

Cisco UCSC-MLOM-CSC-02

Cisco UCS VIC1227 VIC
MLOM - Dual Port 10Gb
SFP+

Cisco UCSC-CMAF-M4

Reversible CMA for C220
M4 friction & ball bearing
rail kits

Cisco UCSC-RAILF-M4

Friction Rail Kit for C220
M4 rack servers

Cisco UCS-SD-32G-S

32GB SD Card for UCS
servers

Cisco UCSC-PSU1-770W

770W AC Hot-Plug
Power Supply for 1U C-
Series Rack

Server

CAB-9K12A-NA

Power Cord, 125VAC
13A NEMA 5-15 Plug,
North

America

N20-BBLKD

Cisco UCS 2.5 inch HDD
blanking panel

16

Cisco UCSC-HS-C220M4

Heat sink for Cisco UCS
C220 M4 rack servers

Cisco UCSC-MLOM-BLK

MLOM Blanking Panel
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# This Bill of Materials is using the Cisco 1300 series VIC for blade servers. The Cisco 1200 VIC series can
be substituted for the 1300 series VIC. Please consult with the IBM and Cisco compatibility guides for the
latest hardware supported.
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Appendix

|
Cisco Nexus 9000 Example Configurations

Cisco Nexus 9000 A

VersaStack nexus9k A# sh runn

!Command: show running-config

!Time: Mon Apr 11 19:07:04 2016

version 6.1(2)I3(5)

switchname VersaStack nexus9k A

vdc VersaStack nexus9k A id 1
allocate interface Ethernetl/1-54
limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource port-channel minimum 0 maximum 511
limit-resource ud4route-mem minimum 248 maximum 248
limit-resource ubroute-mem minimum 96 maximum 96
limit-resource mé4route-mem minimum 58 maximum 58
limit-resource mé6route-mem minimum 8 maximum 8

cfs eth distribute

feature udld

feature lacp

feature vpc

logging level vpc 5

logging level aaa 5

logging level cdp 6

logging level monitor 6

logging level otm 5

logging level radius 5

logging level spanning-tree 6

username admin password 5 $1$cKpcGJCkSL13EITE/kT7yugetzZGecdzl role network-admin

ssh key rsa 2048

ip domain-lookup
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no service unsupported-transceiver
copp profile strict

snmp-server user admin network-admin auth md5 0x2727a9cal3efaB8aac32b8ab529849f2ad
priv 0x2727a9cal3efa8aac32b8a529849f2ad localizedkey

snmp-server host 192.168.161.67 traps version 2c public udp-port 2162
rmon event 1 log trap public description FATAL (1) owner PMONW@FATAL
rmon event 2 log trap public description CRITICAL(2) owner PMON@CRITICAL
rmon event 3 log trap public description ERROR(3) owner PMON@ERROR
rmon event 4 log trap public description WARNING (4) owner PMONW@WARNING
rmon event 5 log trap public description INFORMATION (5) owner PMON@INEO
ntp server 192.168.160.254
vlan 1-2,11,3172-3174
vlan 2
name Native-VLAN
vlan 11
name IB-MGMT-VLAN
vlan 3172
name NES-VLAN
vlan 3173
name vMotion-VLAN
vlian 3174
name VM-Traffic-VLAN
spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
spanning-tree port type network default
vrf context management
ip route 0.0.0.0/0 192.168.160.1
hardware gos ns-buffer-profile mesh
vpc domain 10
peer-switch
role priority 10
peer-keepalive destination 192.168.161.12 source 192.168.161.11
delay restore 150

peer-gateway
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auto-recovery
ip arp synchronize

interface port-channellO
description vPC peer-1link
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
spanning-tree port type network
vpc peer-link

interface port-channelll
description IB-MGMT
switchport mode trunk
switchport access vlan 11
switchport trunk allowed vlan 11
spanning-tree port type network
vpc 11

interface port-channell3
description UCS-VersaStack-Flash-A
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
spanning-tree port type edge trunk
mtu 9216
vpc 13

interface port-channell4
description UCS-VersaStack-Flash-B
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
spanning-tree port type edge trunk
mtu 9216

vpc 14
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interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16
Ethernetl/17
Ethernetl1/18
Ethernetl/19
Ethernetl/20
Ethernetl/21
Ethernetl/22
Ethernetl/23
Ethernetl/24

Ethernetl/25

description UCS-VersaStack-Flash-A:1/25
switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan 11,3172-3174
mtu 9216

channel-group 13 mode active

interface Ethernetl/26
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description UCS-VersaStack-Flash-B:1/26
switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan 11,3172-3174
mtu 9216

channel-group 14 mode active

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

Ethernetl/27
Ethernetl/28
Ethernetl/29
Ethernetl/30
Ethernetl/31
Ethernetl/32
Ethernetl/33
Ethernetl/34
Ethernetl/35
Ethernetl/36
Ethernetl/37
Ethernetl1/38
Ethernetl/39
Ethernetl/40
Ethernetl/41
Ethernetl/42
Ethernetl1/43
Ethernetl/44
Ethernetl/45
Ethernetl/46
Ethernetl/47

Ethernetl1/48

description IB-MGMT-SWITCH uplink
switchport mode trunk

switchport access vlan 11
switchport trunk allowed vlan 11

channel-group 11 mode active
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interface Ethernetl/49
description VPC Peer VersaStack nexusS9k B:1/49
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
channel-group 10 mode active
interface Ethernetl/50
description VPC Peer VersaStack nexus9k B:1/50
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
channel-group 10 mode active
interface Ethernetl/51
interface Ethernetl/52
interface Ethernetl/53
interface Ethernetl/54
interface mgmtO
vrf member management
ip address 192.168.161.11/22
line console
line vty
boot nxos bootflash:/n9000-dk9.6.1.2.I3.5.bin
logging logfile messages 6

VersaStack nexus9k A# exit

Cisco Nexus 9000 B

VersaStack nexus9k B# sh runn
!Command: show running-config
!Time: Mon Apr 11 19:02:08 2016
version 6.1(2)I3(5)

switchname VersaStack nexus9k B

vdc VersaStack nexus9k B id 1
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allocate interface Ethernetl/1-54

limit-resource vlan minimum 16 maximum 4094

limit-resource vrf minimum 2 maximum 4096

limit-resource port-channel minimum O maximum 511

limit-resource u4route-mem
limit-resource u6route-mem
limit-resource m4route-mem
limit-resource mé6route-mem

cfs eth distribute

feature udld

feature lacp

feature vpc

logging level vpc 5

logging level aaa 5

logging level cdp 6

logging level monitor 6

logging level otm 5

logging level radius 5

minimum 248

maximum 248

minimum 96 maximum 96

minimum 58 maximum 58

minimum 8 maximum 8

logging level spanning-tree 6

username admin password 5 $1$1cR9I1S65$9aVGBC4Hxva9j45ss31E91 role network-admin

ssh key rsa 2048

ip domain-lookup

no service unsupported-transceiver

copp profile strict

snmp-server user admin network-admin auth md5 0xb559c5eb732b5743e31f14e5dfeeb86a
priv 0xb559c5eb732b5743e31fl4e5dfeeb86a localizedkey

snmp-server host 192.168.161
rmon event 1 log trap public
rmon event 2 log trap public
rmon event 3 log trap public
rmon event 4 log trap public
rmon event 5 log trap public
ntp server 192.168.160.254

vlan 1-2,11,3172-3174

.67 traps version 2c public udp-port 2162

description
description
description
description

description
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WARNING (4) owner PMON@WARNING
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vlan 2
name Native-VLAN
vlan 11
name IB-MGMT-VLAN
vlan 3172
name NES-VLAN
vlan 3173
name vMotion-VLAN
vlian 3174
name VM-Traffic-VLAN
spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
spanning-tree port type network default
vrf context management
ip route 0.0.0.0/0 192.168.160.254
hardware gos ns-buffer-profile mesh
vpc domain 10
peer-switch
role priority 20
peer-keepalive destination 192.168.161.11 source 192.168.161.12
delay restore 150
peer—-gateway
ip arp synchronize
interface port-channell0
description vPC peer-1link
switchport mode trunk
switchport trunk allowed vlan 11,3172-3174
spanning-tree port type network
vpc peer-1link
interface port-channelll
description IB-MGMT
switchport mode trunk

switchport access vlan 11
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switchport trunk allowed vlan 11
spanning-tree port type network
vpc 11

interface port-channell3
description UCS-VersaStack-Flash-A
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
spanning-tree port type edge trunk
mtu 9216

vpc 13

interface port-channell4
description UCS-VersaStack-B
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
spanning-tree port type edge trunk
mtu 9216

vpc 14

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl1l/10
Ethernetl/11
Ethernetl/12

Ethernetl/13

242



Appendix

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

Ethernetl/14
Ethernetl/15
Ethernetl/16
Ethernetl/17
Ethernetl1/18

Ethernetl/19

Ethernetl1/20
Ethernetl/21
Ethernetl/22
Ethernetl/23
Ethernetl/24

Ethernetl/25

description UCS-VersaStack-Flash-B:1/25
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
mtu 9216
channel-group 14 mode active

interface Ethernetl/26
description UCS-VersaStack-Flash-A:1/26
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 11,3172-3174
mtu 9216

channel-group 13 mode active

interface

interface

interface

interface

interface

interface

interface

Ethernetl/27
Ethernetl/28
Ethernetl1/29
Ethernetl1/30
Ethernetl/31
Ethernetl/32

Ethernetl/33

243



Appendix

interface Ethernetl/34

interface Ethernetl/35

interface Ethernetl/36
description IB-MGMT-SWITCH uplink
switchport access vlan 11

interface Ethernetl/37

interface Ethernetl/38

interface Ethernetl/39

interface Ethernetl/40

interface Ethernetl/41

interface Ethernetl/42

interface Ethernetl/43

interface Ethernetl/44

interface Ethernetl/45

interface Ethernetl/46

interface Ethernetl/47

interface Ethernetl/48
switchport mode trunk
switchport access vlan 11
switchport trunk allowed vlan 11
channel-group 11 mode active

interface Ethernetl/49
description VPC Peer VersaStack nexus9k A:1/49
switchport mode trunk
switchport trunk allowed vlan 11,3172-3174
channel-group 10 mode active

interface Ethernetl/50
description VPC Peer VersaStack nexus9k A:1/50
switchport mode trunk
switchport trunk allowed vlan 11,3172-3174
channel-group 10 mode active

interface Ethernetl/51
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interface Ethernetl/52

interface Ethernetl/53

interface Ethernetl/54

interface mgmtO

vrf member management

ip address 192.168.161.12/22

line console

line vty

boot nxos bootflash:/n9000-dk%9.6.1.2.I3.5.bin

logging logfile messages 6

VersaStack nexus9k B# exit

Cisco MDS Example Configurations

Cisco MDS 9148S A

VersaStack-MDS-A#

!Command: show running-config

!Time: Mon Apr 11 13:40:19 2016

version 6.2 (13b)

power redundancy-mode redundant

feature npiv

feature fport-channel-trunk

role name default-role

description This is a system defined role and applies to all users.

rule 5 permit
rule 4 permit
rule 3 permit
rule 2 permit

rule 1 permit

username admin password 5 $1$sKRMPQYi$/NAdADEi2J44GW9n9cQhY40

ssh key rsa 2048

ip domain-lookup

ip host VersaStack-MDS-A

show

show

show

show

show

feature

feature

feature

feature

feature

environment
hardware
module

snmp

system

192.168.161.15

aaa group server radius radius
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snmp-server user admin network-admin auth md5 0x6£53059324fc0al02a20acalaleb2alad
priv 0x6£53059324fc0al02a20acalale62al0a4d4 localizedkey

snmp-server host 192.168.161.67 traps version 2c public udp-port 2162

rmon event 1 log trap public description FATAL(l) owner PMON@FATAL

rmon event 2 log trap public description CRITICAL (2) owner PMONW@CRITICAL

rmon event 3 log trap public description ERROR(3) owner PMONW@ERROR

rmon event 4 log trap public description WARNING (4) owner PMON@WARNING

rmon event 5 log trap public description INFORMATION (5) owner PMON@INFO

ntp server 192.168.160.254

vsan database
vsan 101
vsan 201

device-alias database
device-alias name VersaStack-SE-BE1l pwwn 50:05:07:60:5e:83:cc:81
device-alias name VersaStack-SE-BE2 pwwn 50:05:07:60:5e:83:cc:91
device-alias name VersaStack-SE-BE3 pwwn 50:05:07:60:5e:83:cc:al
device-alias name VersaStack-SE-BE4 pwwn 50:05:07:60:5e:83:cc:bl
device-alias name VM-Host-Infra-01-A pwwn 20:00:00:25:b5:01:0a:2f
device-alias name VM-Host-Infra-02-A pwwn 20:00:00:25:05:01:0a:3f
device-alias name VM-Host-Infra-03-A pwwn 20:00:00:25:05:01:0a:0f
device-alias name VM-Host-Infra-04-A pwwn 20:00:00:25:b5:01:0a:1f
device-alias name VersaStack-ContA-BEl pwwn 50:05:07:68:0c:11:22:71
device-alias name VersaStack-ContA-BE2 pwwn 50:05:07:68:0c:31:22:71
device-alias name VersaStack-ContA-FE1l pwwn 50:05:07:68:0c:21:22:71
device-alias name VersaStack-ContA-FE3 pwwn 50:05:07:68:0c:51:22:71
device-alias name VersaStack-ContB-BEl pwwn 50:05:07:68:0c:11:22:67
device-alias name VersaStack-ContB-BE2 pwwn 50:05:07:68:0c:31:22:67
device-alias name VersaStack-ContB-FE1l pwwn 50:05:07:68:0c:21:22:67

device-alias name VersaStack-ContB-FE3 pwwn 50:05:07:68:0c:51:22:67

device-alias commit
fcdomain fcid database
vsan 101 wwn 24:01:00:2a:6a:c2:df:00 fcid 0x670000 dynamic

vsan 101 wwn 20:00:00:25:05:01:0a:0f fcid 0x670001 dynamic
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vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

interface mgmtO

101

101

101

101

101

201

101

201

101

201

201

201

201

201

201

Wwn

wWwn

wWwn

Wwn

WWn

wWwn

Wwn

wWwn

WWn

WWn

wWwn

WWn

wWwn

WWn

WwWn

[VM-Host-Infra-03-A]
20:00:00:25:b5:01:0a:1f
[VM-Host-Infra-04-A]
20:00:00:25:b5:01:0a:2f
[VM-Host-Infra-01-A]
20:00:00:25:p5:01:0a:3f
[VM-Host-Infra-02-A]
50:05:07:68:0c:21:22:67
[VersaStack-ContB-FE1]
50:05:07:68:0c:21:22:71
[VersaStack-ContA-FE1]
50:05:07:68:0c:11:22:71
[VersaStack-ContA-BE1]
50:05:07:68:0c:51:22:67
[VersaStack-ContB-FE3]
50:05:07:68:0c:11:22:67
[VersaStack-ContB-BE1l]
50:05:07:68:0c:51:22:71
[VersaStack-ContA-FE3]
50:05:07:68:0c:31:22:67
[VersaStack-ContB-BE2]
50:05:07:68:0c:31:22:71
[VersaStack-ContA-BE2]
50:05:07:60:5e:83:cc:81
[VersaStack-SE-BE1]
50:05:07:60:5e:83:cc:al
[VersaStack-SE-BE3]
50:05:07:60:5e:83:cc:91
[VersaStack-SE-BE2]
50:05:07:60:5e:83:cc:bl

[VersaStack-SE-BE4]

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

ip address 192.168.161.15 255.255.252.0
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0x670002

0x670003

0x670004

0x670100

0x670200

0x940000

0x670300

0x940100

0x670400

0x940200

0x940300

0x940400

0x940500

0x940600

0x940700

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic
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interface port-channell

channel mode active

switchport rate-mode dedicated
vsan database

vsan 101 interface port-channell

vsan 101 interface fcl/5

vsan 101 interface fcl/6

vsan 101 interface fcl/7

vsan 101 interface fcl/8

vsan 201 interface fcl/9

vsan 201 interface fcl/10

vsan 201 interface fcl/11

vsan 201 interface fcl/12

vsan 201 interface fcl/13

vsan 201 interface fcl/14

vsan 201 interface fcl/15

vsan 201 interface fcl/16

vsan 201 interface fcl/17

vsan 201 interface fcl/18

vsan 201 interface fcl/19

vsan 201 interface fcl/20
clock timezone EST -5 30
switchname VersaStack-MDS-A
line console
line vty
boot kickstart bootflash:/m9100-s5ek9-kickstart-mz.6.2.13b.bin
boot system bootflash:/m9100-s5ek9-mz.6.2.13b.bin
interface fcl/1
interface fcl/2
interface fcl/3
interface fcl/4

interface fcl/5
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interface fcl/6

interface fcl/7

interface fcl/8

interface fcl/9

interface fcl/10
interface fcl/11
interface fcl/12
interface fcl/13
interface fcl/14
interface fcl/15
interface fcl/16
interface fcl/17
interface fcl/18
interface fcl/19
interface fcl/20
interface fcl/21
interface fcl/22
interface fcl/23
interface fcl/24
interface fcl/25
interface fcl/26
interface fcl/27
interface fcl/28
interface fcl/29
interface fcl/30
interface fcl/31
interface fcl/32
interface fcl/33
interface fcl/34
interface fcl/35
interface fcl/36
interface fcl/37

interface fcl/38
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interface fcl/39

interface fcl/40

interface fcl/41

interface fcl/42

interface fcl/43

interface fcl/44

interface fcl/45

interface fcl/46

interface fcl/47

interface fcl/48

interface fcl/1

interface fcl/2

interface fcl/3

interface fcl/4

zoneset distribute full vsan 101

!Active Zone Database Section for vsan 101

zone name VM-Host-Infra-01-A vsan 101
member pwwn 20:00:00:25:05:01:0a:2f

! [VM-Host-Infra-01-A]
member pwwn 50:05:07:68:0c:21:22:71

! [VersaStack-ContA-FE1]
member pwwn 50:05:07:68:0c:51:22:71

! [VersaStack-ContA-FE3]
member pwwn 50:05:07:68:0c:21:22:67

! [VersaStack-ContB-FE1]
member pwwn 50:05:07:68:0c:51:22:67

! [VersaStack-ContB-FE3]

zone name VM-Host-Infra-02-A vsan 101
member pwwn 20:00:00:25:05:01:0a:3f

! [VM-Host-Infra-02-A]
member pwwn 50:05:07:68:0c:21:22:71

! [VersaStack-ContA-FE1]
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member pwwn 50:05:07:68:0c:51:22:71
! [VersaStack-ContA-FE3]

member pwwn 50:05:07:68:0c:21:22:67
! [VersaStack-ContB-FE1]

member pwwn 50:05:07:68:0c:51:22:67

! [VersaStack-ContB-FE3]

zone name VM-Host-Infra-03-A vsan 101
member pwwn 50:05:07:68:0c:21:22:71
! [VersaStack-ContA-FE1]
member pwwn 50:05:07:68:0c:51:22:71
! [VersaStack-ContA-FE3]
member pwwn 50:05:07:68:0c:21:22:67
! [VersaStack-ContB-FE1]
member pwwn 50:05:07:68:0c:51:22:67
! [VersaStack-ContB-FE3]
member pwwn 20:00:00:25:05:01:0a:0f

! [VM-Host-Infra-03-A]

zone name VM-Host-Infra-04-A vsan 101
member pwwn 50:05:07:68:0c:21:22:71
! [VersaStack-ContA-FE1]
member pwwn 50:05:07:68:0c:51:22:71
! [VersaStack-ContA-FE3]
member pwwn 50:05:07:68:0c:21:22:67
! [VersaStack-ContB-FE1]
member pwwn 50:05:07:68:0c:51:22:67
! [VersaStack-ContB-FE3]
member pwwn 20:00:00:25:b5:01:0a:1f

! [VM-Host-Infra-04-A]

zoneset name versastackzoneset vsan 101

member VM-Host-Infra-01-A
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member VM-Host-Infra-02-A
member VM-Host-Infra-03-A

member VM-Host-Infra-04-A

zoneset activate name versastackzoneset vsan 101
do clear zone database vsan 101
!Full Zone Database Section for vsan 101
zone name VM-Host-Infra-01-A vsan 101
member pwwn 20:00:00:25:b5:01:0a:2f
! [VM-Host-Infra-01-A]
member pwwn 50:05:07:68:0c:21:22:71
! [VersaStack-ContA-FE1]
member pwwn 50:05:07:68:0c:51:22:71
! [VersaStack-ContA-FE3]
member pwwn 50:05:07:68:0c:21:22:67
! [VersaStack-ContB-FE1]
member pwwn 50:05:07:68:0c:51:22:67

! [VersaStack-ContB-FE3]

zone name VM-Host-Infra-02-A vsan 101
member pwwn 20:00:00:25:05:01:0a:3f
! [VM-Host-Infra-02-A]
member pwwn 50:05:07:68:0c:21:22:71
! [VersaStack-ContA-FE1]
member pwwn 50:05:07:68:0c:51:22:71
! [VersaStack-ContA-FE3]
member pwwn 50:05:07:68:0c:21:22:67
! [VersaStack-ContB-FE1]
member pwwn 50:05:07:68:0c:51:22:67

! [VersaStack-ContB-FE3]

zone name VM-Host-Infra-03-A wvsan 101

member pwwn 50:05:07:68:0c:21:22:71
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! [VersaStack-ContA-FE1]
member pwwn 50:05:07:68:0c:51:22:71
! [VersaStack-ContA-FE3]
member pwwn 50:05:07:68:0c:21:22:67
! [VersaStack-ContB-FE1]
member pwwn 50:05:07:68:0c:51:22:67
! [VersaStack-ContB-FE3]
member pwwn 20:00:00:25:05:01:0a:0f

! [VM-Host-Infra-03-A]

zone name VM-Host-Infra-04-A vsan 101
member pwwn 50:05:07:68:0c:21:22:71
! [VersaStack-ContA-FE1]
member pwwn 50:05:07:68:0c:51:22:71
! [VersaStack-ContA-FE3]
member pwwn 50:05:07:68:0c:21:22:67
! [VersaStack-ContB-FE1]
member pwwn 50:05:07:68:0c:51:22:67
! [VersaStack-ContB-FE3]
member pwwn 20:00:00:25:b5:01:0a:1f

! [VM-Host-Infra-04-A]

zoneset name versastackzoneset vsan 101
member VM-Host-Infra-01-A
member VM-Host-Infra-02-A
member VM-Host-Infra-03-A

member VM-Host-Infra-04-A

!Active Zone Database Section for vsan 201
zone name versastack vsan 201

member pwwn 50:05:07:68:0c:11:22:71
! [VersaStack-ContA-BE1]

member pwwn 50:05:07:68:0c:31:22:71
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! [VersaStack-ContA-BE2]
member pwwn 50:05:07:68:0c:11:22:67
! [VersaStack-ContB-BE1]
member pwwn 50:05:07:68:0c:31:22:67
! [VersaStack-ContB-BE2]
member pwwn 50:05:07:60:5e:83:cc:81
! [VersaStack-SE-BE1]
member pwwn 50:05:07:60:5e:83:cc:91
! [VersaStack-SE-BE2]
member pwwn 50:05:07:60:5e:83:cc:al
! [VersaStack-SE-BE3]
member pwwn 50:05:07:60:5e:83:cc:bl

! [VersaStack-SE-BE4]

zoneset name versastack-cluster vsan 201

member versastack

zoneset activate name versastack-cluster vsan 201
do clear zone database wvsan 201
!Full Zone Database Section for vsan 201
zone name versastack vsan 201
member pwwn 50:05:07:68:0c:11:22:71
! [VersaStack-ContA-BE1]
member pwwn 50:05:07:68:0c:31:22:71
! [VersaStack-ContA-BE2]
member pwwn 50:05:07:68:0c:11:22:67
! [VersaStack-ContB-BE1]
member pwwn 50:05:07:68:0c:31:22:67
! [VersaStack-ContB-BE2]
member pwwn 50:05:07:60:5e:83:cc:81
! [VersaStack-SE-BE1]
member pwwn 50:05:07:60:5e:83:cc:91

! [VersaStack-SE-BE2]
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member pwwn 50:05:07:60:5e:83:cc:al
! [VersaStack-SE-BE3]
member pwwn 50:05:07:60:5e:83:cc:bl

! [VersaStack-SE-BE4]

zoneset name versastack-cluster vsan 201

member versastack

interface fcl/1
port-license acquire
channel-group 1 force
no shutdown

interface fcl/2
port-license acquire
channel-group 1 force
no shutdown

interface fcl/3
port-license acquire
channel-group 1 force
no shutdown

interface fcl/4
port-license acquire
channel-group 1 force
no shutdown

interface fcl/5
switchport trunk mode off
port-license acquire

no shutdown

interface fcl/6
switchport trunk mode off
port-license acquire

no shutdown
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interface fcl/7
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/8
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/9
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/10
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/11
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/12
switchport trunk mode off
port-license acquire
no shutdown

interface fcl/13
switchport trunk mode off
port-license acquire

no shutdown

interface fcl/14
switchport trunk mode off
port-license acquire

no shutdown
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interface fcl/15
switchport trunk mode off
port-license acquire
no shutdown
interface fcl/16
switchport trunk mode off
port-license acquire
no shutdown
interface fcl/17
port-license acquire
no shutdown
interface fcl/18
port-license acquire
no shutdown
interface fcl/19
port-license acquire
no shutdown
interface fcl/20
port-license acquire
no shutdown
interface fcl/21
port-license acquire
interface fcl/22
port-license acquire
interface fcl/23
port-license acquire
interface fcl/24

port-license acquire

interface fcl/25
port-license acquire
interface fcl/26

port-license acquire
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interface fcl/27
port-license acquire
interface fcl/28
port-license acquire
interface fcl/29
port-license acquire
interface £cl/30
port-license acquire
interface fcl/31
port-license acquire
interface fcl/32
port-license acquire
interface fcl/33
port-license acquire
interface fcl/34
port-license acquire
interface £fcl/35
port-license acquire
interface fcl/36
port-license acquire
interface fcl/37
port-license acquire
interface fcl/38
port-license acquire
interface fcl/39
port-license acquire
interface fcl/40

port-license acquire

interface fcl/41
port-license acquire
interface fcl/42

port-license acquire
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interface fcl/43
port-license acquire
interface fcl/44
port-license acquire
interface fcl/45
port-license acquire
interface fcl/46
port-license acquire
interface fcl/47
port-license acquire
interface fcl/48
port-license acquire
ip default-gateway 192

VersaStack-MDS-A# exit

Cisco MDS 9148S B

.168.160.1

VersaStack-MDS-B# sh runn

!Command: show running

-config

!Time: Mon Apr 11 13:36:57 2016

version 6.2 (13b)

power redundancy-mode redundant

feature npiv

feature fport-channel-trunk

role name default-role

description This is a system defined role and applies to all users.

rule 5 permit show feature environment

rule 4 permit show feature hardware

rule 3 permit show feature module

rule 2 permit show feature snmp

rule 1 permit show feature system

username admin password 5 $1$yg9x2zVfS$e.6lttAhQoB2hortQJdhmUl

ssh key rsa 2048

ip domain-lookup
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ip host VersaStack-MDS-B 192.168.161.16
aaa group server radius radius

snmp-server user admin network-admin auth md5 0x574860bd3b1l3b5ab5£7652b55cc19206
priv 0x574860bd3b13b5ab5£7652b55¢cc19206 localizedkey

snmp-server host 192.168.161.67 traps version 2c public udp-port 2162

rmon event 1 log trap public description FATAL (1) owner PMONW@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMONW@CRITICAL

rmon event 3 log trap public description ERROR(3) owner PMON@ERROR

rmon event 4 log trap public description WARNING (4) owner PMON@WARNING

rmon event 5 log trap public description INFORMATION (5) owner PMON@INEO

ntp server 192.168.160.254

vsan database
vsan 102
vsan 202

device-alias database
device-alias name VersaStack-SE-BE5 pwwn 50:05:07:60:5e:83:cc:82
device-alias name VersaStack-SE-BE6 pwwn 50:05:07:60:5e:83:cc:92
device-alias name VersaStack-SE-BE7 pwwn 50:05:07:60:5e:83:cc:a2
device-alias name VersaStack-SE-BE8 pwwn 50:05:07:60:5e:83:cc:b2
device-alias name VM-Host-Infra-01-B pwwn 20:00:00:25:05:01:0b:2f
device-alias name VM-Host-Infra-02-B pwwn 20:00:00:25:05:01:0b:3f
device-alias name VM-Host-Infra-03-B pwwn 20:00:00:25:b5:01:0b:0f
device-alias name VM-Host-Infra-04-B pwwn 20:00:00:25:05:01:0b:1f
device-alias name VersaStack-ContA-BE3 pwwn 50:05:07:68:0c:12:22:71
device-alias name VersaStack-ContA-BE4 pwwn 50:05:07:68:0c:32:22:71
device-alias name VersaStack-ContA-FE2 pwwn 50:05:07:68:0c:22:22:71
device-alias name VersaStack-ContA-FE4 pwwn 50:05:07:68:0c:52:22:71
device-alias name VersaStack-ContB-BE3 pwwn 50:05:07:68:0c:12:22:67
device-alias name VersaStack-ContB-BE4 pwwn 50:05:07:68:0c:32:22:67
device-alias name VersaStack-ContB-FE2 pwwn 50:05:07:68:0c:22:22:67

device-alias name VersaStack-ContB-FE4 pwwn 50:05:07:68:0c:52:22:67

device-alias commit

260



Appendix

fcdomain fcid database

vsan 102 wwn 50:05:07:68:0c:22:22:71

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

vsan

102

102

102

102

102

102

102

102

202

202

202

202

202

202

202

202

wWwn

wWwn

WWn

wWwn

Wwn

wWwn

wWwn

WWn

wWwn

WWn

wWwn

wWwn

WwWn

wWwn

WWn

Wwn

[VersaStack-ContA-FE2]
50:05:07:68:0c:22:22:67
[VersaStack-ContB-FE2]
24:02:00:2a:6a:c2:de:c0
20:00:00:25:05:01:0b:0£
[VM-Host-Infra-03-B]
20:00:00:25:05:01:0b:1f
[VM-Host-Infra-04-B]
20:00:00:25:05:01:0b:2f
[VM-Host-Infra-01-B]
20:00:00:25:05:01:0b:3f
[VM-Host-Infra-02-B]
50:05:07:68:0c:52:22:67
[VersaStack-ContB-FE4]
50:05:07:68:0c:52:22:71
[VersaStack-ContA-FE4]
50:05:07:68:0c:32:22:71
[VersaStack-ContA-BE4]
50:05:07:68:0c:32:22:67
[VersaStack-ContB-BE4]
50:05:07:60:5e:83:cc:a2
[VersaStack-SE-BE7]
50:05:07:60:5e:83:cc:82
[VersaStack-SE-BE5]
50:05:07:60:5e:83:cc:b2
[VersaStack-SE-BES8]
50:05:07:60:5e:83:cc:92
[VersaStack-SE-BEG6]
50:05:07:68:0c:12:22:67
[VersaStack-ContB-BE3]

50:05:07:68:0c:12:22:71
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fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

fcid

0xa50000

0xa50100

0xa50200

0xab50201

0xa50202

0xa50203

0xa50204

0xa50300

0xa50400

0x7c0000

0x7c0100

0x7c0200

0x7c0300

0x7c0400

0x7c0500

0x7c0600

0x7c0700

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic
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! [VersaStack-ContA-BE3]

interface mgmtO

ip address 192.168.161.16 255.255.252.0

interface port-channel?2

channel mode active

switchport rate-mode dedicated
vsan database

vsan 102 interface port-channel?

vsan 102 interface fcl/5

vsan 102 interface fcl/6

vsan 102 interface fcl/7

vsan 102 interface fcl/8

vsan 202 interface fcl/9

vsan 202 interface fcl/10

vsan 202 interface fcl/11

vsan 202 interface fcl/12

vsan 202 interface fcl/13

vsan 202 interface fcl/14

vsan 202 interface fcl/15

vsan 202 interface fcl/16

vsan 202 interface fcl/17

vsan 202 interface fcl/18

vsan 202 interface fcl/19

vsan 202 interface fcl/20
clock timezone EST -5 30
switchname VersaStack-MDS-B
line console
line vty
boot kickstart bootflash:/m9100-s5ek9-kickstart-mz.6.2.13b.bin

boot system bootflash:/m9100-s5ek9-mz.6.2.13b.bin
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interface fcl/1

interface fcl/2

interface fcl/3

interface fcl/4

interface fcl/5

interface fcl/6

interface fcl/7

interface fcl/8

interface fcl/9

interface £fcl/10
interface fcl/11
interface fcl/12
interface fcl/13
interface fcl/14
interface fcl/15
interface fcl/16
interface fcl/17
interface fcl/18
interface fcl/19
interface fcl/20
interface fcl/21
interface fcl/22
interface fcl/23
interface fcl/24
interface fcl/25
interface fcl/26
interface fcl/27
interface fcl/28
interface fcl/29
interface £fcl/30
interface fcl/31
interface fcl/32

interface fcl/33
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interface fcl/34

interface fcl/35

interface fcl/36

interface fcl/37

interface fcl/38

interface fcl/39

interface fcl/40

interface fcl/41

interface fcl/42

interface fcl/43

interface fcl/44

interface fcl/45

interface fcl/46

interface fcl/47

interface fcl/48

interface fcl/1

interface fcl/2

interface fcl/3

interface fcl/4

!Active Zone Database Section for vsan 102

zone name VM-Host-Infra-01-B vsan 102
member pwwn 20:00:00:25:05:01:0b:2f

! [VM-Host-Infra-01-B]
member pwwn 50:05:07:68:0c:22:22:71

! [VersaStack-ContA-FE2]
member pwwn 50:05:07:68:0c:52:22:71

! [VersaStack-ContA-FE4]
member pwwn 50:05:07:68:0c:22:22:67

! [VersaStack-ContB-FE2]
member pwwn 50:05:07:68:0c:52:22:67

! [VersaStack-ContB-FE4]

zone name VM-Host-Infra-02-B vsan 102
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member

member

member

member

member

pwwn

pwwn

pwwn

pwwn

pwwn

20:00:00:25:05:01:0b:3f
[VM-Host-Infra-02-B]
50:05:07:68:0c:22:22:71
[VersaStack-ContA-FE2]
50:05:07:68:0c:52:22:71
[VersaStack-ContA-FE4]
50:05:07:68:0c:22:22:67
[VersaStack-ContB-FE2]
50:05:07:68:0c:52:22:67

[VersaStack-ContB-FE4]

zone name VM-Host-Infra-03-B vsan 102

member

member

member

member

member

pwwn

pwwn

pwwn

pwwn

pwwn

20:00:00:25:05:01:0b:0f
[VM-Host-Infra-03-B]
50:05:07:68:0c:22:22:71
[VersaStack-ContA-FE2]
50:05:07:68:0c:52:22:71
[VersaStack-ContA-FE4]
50:05:07:68:0c:22:22:67
[VersaStack-ContB-FE2]
50:05:07:68:0c:52:22:67

[VersaStack-ContB-FE4]

zone name VM-Host-Infra-04-B vsan 102

member pwwn 20:00:00:25:05:01:0b:1f

member

member

member

member

pwwn

pwwn

pwwn

pwwn

[VM-Host-Infra-04-B]
50:05:07:68:0c:22:22:71
[VersaStack-ContA-FE2]
50:05:07:68:0c:52:22:71
[VersaStack-ContA-FE4]
50:05:07:68:0c:22:22:67
[VersaStack-ContB-FE2]

50:05:07:68:0c:52:22:67
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! [VersaStack-ContB-FE4]

zoneset name versastackzoneset vsan 102
member VM-Host-Infra-01-B
member VM-Host-Infra-02-B
member VM-Host-Infra-03-B

member VM-Host-Infra-04-B

zoneset activate name versastackzoneset vsan 102
do clear zone database vsan 102
!'Full Zone Database Section for vsan 102
zone name VM-Host-Infra-01-B vsan 102
member pwwn 20:00:00:25:05:01:0b:2f
! [VM-Host-Infra-01-B]
member pwwn 50:05:07:68:0c:22:22:71
! [VersaStack-ContA-FE2]
member pwwn 50:05:07:68:0c:52:22:71
! [VersaStack-ContA-FE4]
member pwwn 50:05:07:68:0c:22:22:67
! [VersaStack-ContB-FE2]
member pwwn 50:05:07:68:0c:52:22:67

! [VersaStack-ContB-FE4]

zone name VM-Host-Infra-02-B vsan 102
member pwwn 20:00:00:25:05:01:0b:3f
! [VM-Host-Infra-02-B]
member pwwn 50:05:07:68:0c:22:22:71
! [VersaStack-ContA-FE2]
member pwwn 50:05:07:68:0c:52:22:71
! [VersaStack-ContA-FE4]
member pwwn 50:05:07:68:0c:22:22:67
! [VersaStack-ContB-FE2]

member pwwn 50:05:07:68:0c:52:22:67
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! [VersaStack-ContB-FE4]

zone name VM-Host-Infra-03-B vsan 102
member pwwn 20:00:00:25:05:01:0b:0f
! [VM-Host-Infra-03-B]
member pwwn 50:05:07:68:0c:22:22:71
! [VersaStack-ContA-FE2]
member pwwn 50:05:07:68:0c:52:22:71
! [VersaStack-ContA-FE4]
member pwwn 50:05:07:68:0c:22:22:67
! [VersaStack-ContB-FE2]
member pwwn 50:05:07:68:0c:52:22:67

! [VersaStack-ContB-FE4]

zone name VM-Host-Infra-04-B vsan 102
member pwwn 20:00:00:25:05:01:0b:1f
! [VM-Host-Infra-04-B]
member pwwn 50:05:07:68:0c:22:22:71
! [VersaStack-ContA-FE2]
member pwwn 50:05:07:68:0c:52:22:71
! [VersaStack-ContA-FE4]
member pwwn 50:05:07:68:0c:22:22:67
! [VersaStack-ContB-FE2]
member pwwn 50:05:07:68:0c:52:22:67

! [VersaStack-ContB-FE4]

zoneset name versastackzoneset vsan 102
member VM-Host-Infra-01-B
member VM-Host-Infra-02-B
member VM-Host-Infra-03-B

member VM-Host-Infra-04-B

!Active Zone Database Section for vsan 202
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zone name versastack vsan 202
member pwwn 50:05:07:68:0c:12:22:67
! [VersaStack-ContB-BE3]
member pwwn 50:05:07:68:0c:32:22:67
! [VersaStack-ContB-BE4]
member pwwn 50:05:07:68:0c:12:22:71
! [VersaStack-ContA-BE3]
member pwwn 50:05:07:68:0c:32:22:71
! [VersaStack-ContA-BE4]
member pwwn 50:05:07:60:5e:83:cc:82
! [VersaStack-SE-BED]
member pwwn 50:05:07:60:5e:83:cc:92
! [VersaStack-SE-BEG6]
member pwwn 50:05:07:60:5e:83:cc:a2
! [VersaStack-SE-BE7]
member pwwn 50:05:07:60:5e:83:cc:b2

! [VersaStack-SE-BES8]

zoneset name versastack-cluster vsan 202

member versastack

zoneset activate name versastack-cluster vsan 202
do clear zone database wvsan 202
!'Full Zone Database Section for vsan 202
zone name versastack vsan 202
member pwwn 50:05:07:68:0c:12:22:67
! [VersaStack-ContB-BE3]
member pwwn 50:05:07:68:0c:32:22:67
! [VersaStack-ContB-BE4]
member pwwn 50:05:07:68:0c:12:22:71
! [VersaStack-ContA-BE3]
member pwwn 50:05:07:68:0c:32:22:71

! [VersaStack-ContA-BE4]
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member

member

member

member

pwwn

pwwn

pwwn

pwwn

50:05:07:60:5e:83:cc:

[VersaStack-SE-BE5]

50:05:07:60:5e:83:cc:

[VersaStack-SE-BE©6]

50:05:07:60:5e:83:cc:

[VersaStack-SE-BE7]

50:05:07:60:5e:83:cc:

[VersaStack-SE-BES8]

zoneset name versastack-cluster wvsan

member versastack

interface fcl/1

port-license acquire

channel-group 2 force

no shutdown

interface fcl/2

port-license acquire

channel-group 2 force

no shutdown

interface fcl/3

port-license acquire

channel-group 2 force

no shutdown

interface fcl/4

port-license acquire

channel-group 2 force

no shutdown

interface fcl/5

switchport trunk mode off

port-license acquire

no shutdown

interface fcl/6

82

92

az2

b2

202
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switchport trunk mode
port-license acquire
no shutdown

interface fcl/7
switchport trunk mode
port-license acquire
no shutdown

interface fcl/8
switchport trunk mode
port-license acquire
no shutdown

interface fcl/9
switchport trunk mode
port-license acquire
no shutdown

interface fcl/10
switchport trunk mode
port-license acquire
no shutdown

interface fcl/11
switchport trunk mode
port-license acquire
no shutdown

interface fcl/12
switchport trunk mode
port-license acquire

no shutdown

interface fcl/13
switchport trunk mode
port-license acquire
no shutdown

interface fcl/14

off

off

off

off

off

off

off

off
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switchport trunk mode off
port-license acquire
no shutdown
interface fcl/15
switchport trunk mode off
port-license acquire
no shutdown
interface fcl/16
switchport trunk mode off
port-license acquire
no shutdown
interface fcl/17
port-license acquire
no shutdown
interface fcl/18
port-license acquire
no shutdown
interface fcl/19
port-license acquire
no shutdown
interface fcl/20
port-license acquire
no shutdown
interface fcl/21
port-license acquire
interface fcl/22
port-license acquire
interface fcl/23
port-license acquire
interface fcl/24
port-license acquire
interface fcl/25

port-license acquire
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interface fcl/26
port-license acquire
interface fcl/27
port-license acquire
interface fcl/28
port-license acquire
interface fcl/29
port-license acquire
interface fcl/30
port-license acquire
interface fcl/31
port-license acquire
interface fcl/32
port-license acquire
interface fcl/33
port-license acquire
interface fcl/34
port-license acquire
interface fcl/35
port-license acquire
interface fcl/36
port-license acquire
interface fcl/37
port-license acquire
interface fcl/38

port-license acquire

interface fcl/39
port-license acquire

interface fcl/40
port-license acquire

interface fcl/41

port-license acquire
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interface fcl/42
port-license acquire
interface fcl/43
port-license acquire
interface fcl/44
port-license acquire
interface fcl/45
port-license acquire
interface fcl/46
port-license acquire
interface fcl/47
port-license acquire
interface fcl/48
port-license acquire
ip default-gateway 192.168.160.1

VersaStack-MDS-B# exit
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