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Change History

This table lists changes made to this guide. Most recent changes appear at the top.

Change See Date

Added support to scale to 36000 Agents | Change Limits for Calls Per Second to February, 2021
from 24000 Agents Reference Design | Support 36000 Agents

Initial Release of Document for Release 12.5(1) February, 2020
Added support for Cloud Connect About Cloud Connect
Added support for Smart Licensing Smart Licensing

About This Guide

This guide explains how to interpret reporting data that is stored in, and retrieved from, the Cisco Unified
Contact Center Enterprise (Unified CCE) Unified Contact Center Enterprise database. This guide also helps
you understand the importance of planning, configuration, and scripting for accurate reporting data.

Audience

This guide is written for anyone who uses Cisco Unified Intelligence Center (Unified Intelligence Center) to
generate reports using the stock Cisco reporting templates. Stock templates are Cisco templates that are
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installed with the reporting application, that are populated from the Unified CCE database, and that are qualified
by Cisco Systems, Inc.

Contact center supervisors and administrators who are responsible for configuring and scripting Unified CCE
will also find this guide useful.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Field Notice

Cisco publishes Field Notices to notify customers and partners about significant issues in Cisco products that
typically require an upgrade, workaround, or other user action. For more information, see Product Field Notice
Summary at https://www.cisco.com/c/en/us/support/web/tsd-products-field-notice-summary.html.

You can create custom subscriptions for Cisco products, series, or software to receive email alerts or consume
RSS feeds when new announcements are released for the following notices:

* Cisco Security Advisories

* Field Notices

* End-of-Sale or Support Announcements
* Software Updates

* Updates to Known Bugs

For more information on creating custom subscriptions, see My Notifications at https://cway.cisco.com/
mynotifications.
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Documentation Feedback

To provide comments about this document, send an email message to the following address:
contactcenterproducts_docfeedback@cisco.com

We appreciate your comments.
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CHAPTER 1

Cisco Unified Contact Center Enterprise Agents

* Add Users to Local Security Group, on page 1
» Agent Administration, on page 1
* Single-Line Versus Multi-line Behavior, on page 5

Add Users to Local Security Group

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7
Step 8

Configuration users can configure Agents, Supervisors or Teams and perform other configurations only after
they are added to the UcceConfig group on the local machines.

You need to add the Unified CCE configuration users to the UcceConfig group in all the local Distributor
machines.

Procedure

Click Server Manager > Tools> Computer Management.
Select L ocal Usersand Groups.

Double-click Groups.

Right-click UcceConfig. Select Properties.

Click Add and enter the user name in the Edit the object namesto select text box. Click Check Names to
validate the user name.

After the user name is successfully validated, click OK.
Click Apply and OK in the Properties dialog box.
Close the Computer Management and Server Manager windows.

Agent Administration

This section provides information about the Unified CCE agent, including associating the agent with database
records and agent desk settings.

Administration Guide for Cisco Unified Contact Center Enterprise, Release 12.5(1) .
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Agents

An agent is an individual who handles customer contact within your contact center. In a Unified CCE
configuration, you can create two types of agents:

Agent type Description

Voice-only agents Agents can receive telephone calls. You can also configure voice-only
agents to receive non-voice requests such as chat and email.

Multichannel agents Agents can receive voice calls and requests from other media. You
can also configure multichannel agents to only receive non-voice
requests such as chat and email.

Note You must have Cisco multichannel software installed
as part of your Unified CCE configuration to create
multichannel agents.

\)

Note In most cases, the Cisco Unified Communications Manager (Unified CM) peripheral on the Generic CUCM
peripheral gateway (PG), which is set up with your initial Unified CCE installation, tracks and records the
state and activity of all voice and non-voice agents. You can configure a non-voice PG rather than a Unified
CM PG to monitor state and activity of agents configured as non-voice agents. However, this is optional, and
is not necessary if you have a Unified CM peripheral on the Generic CUCM PG.

Database Records for Voice-Only Agents

In the Unified ICM database, you must associate each agent with two database records.

Unified ICM database record Description

Person record Identifies the individual. Person records must exist for all Unified CCE
agents. Every agent in your configuration must have a single Person
record. You can then associate this record with one or multiple Agent
records, as described below.

Agent record Identifies the agent working on a particular peripheral. There must be
a one-to-one correspondence between each Agent record and its
associated peripheral. However, in Unified CCE, if an agent is going
to be working on several peripherals, you can create several Agent
records and associate these with the same Person record. In this way,
a single agent can work on several different peripherals.

When you create an Agent record, you have the option of associating it with an existing Person record (select
Select Person). If you do not associate the Agent record with an existing Person record, a new Person record
is automatically created when you create the agent.

Before you assign an agent as a supervisor, ensure that the agent has an Active Directory account.
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Database Records for Multichannel Agents .

Database Records for Multichannel Agents

Unified CCE agents who use multichannel software are associated with three different database records:

* The Person record in the ICM Unified CCE database
* The Agent record in the ICM Unified CCE database

» The Agent record in the database for the multichannel application

Agent Desk Settings Configuration

You must associate each Agent record with an agent desk setting. You use the agent desk settings configuration
to associate a set of permissions or characteristics with specific agents. These settings are comparable to Class
of Service settings on a PBX or ACD. Desk settings are associated with an agent when the agent is configured
in the Unified ICM database. The desk settings are global in scope and you can apply them to any configured
agent on any peripheral within an ICM Unified CCE configuration.

If desktop settings are not associated with a configured agent, the agent is assigned the peripheral default
settings. The peripheral default settings depend on the default setting for the Generic CUCM PG the agent is
logged in to.

Related Topics
Agent Feature Configuration with Agent Desk Settings List Tool, on page 7

Using Multichannel Gadgets in Cisco Finesse

The Agent is logged into both voice and multichannel Media Routing Domains in Cisco Finesse desktop using
the multichannel gadgets and the Agent is also configured for Logout non-activity time in the Unified CCE
Agent Desk Settings Configuration.

In this scenario, if the Agent is idle, which means the Agent is Not Ready in the Voice Media Routing Domain,
the Peripheral Gateway logouts out the Agent from the voice Media Routing Domain after the configured
Logout non-activity timer has elapsed. The Cisco Finesse desktop closes the Agent’s session and this terminates
the Agent’s multichannel Media Routing Domain session, although the Agent may be actively working on a
multichannel task.

As a result, the Agent's multichannel Media Routing Domain state and tasks state both are remained in the
same state before the Agent logged out of voice Media Routing Domain.

To work on the multichannel Media Routing Domain tasks, agent has to login again to Cisco Finesse desktop.

)

Note

Do not configure Logout non-activity time in Unified CCE Agent Desk Settings configuration, if you are
using the Cisco Finesse desktop to login Agents in both voice and multichannel gadgets as mentioned above.

Agent Teams and Supervisors

You can organize Unified CCE voice agents into teams. A team is a collection of agents grouped for reporting
purposes.
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Note A single agent can belong to only one team.

Unified ICM/CCE software allows you to group individual agents into agent teams that supervisors can
manage. Agent teams are assigned to a specific peripheral, so you must assign all agents of a given team to
the same Unified CM peripheral.

Unified ICM/CCE software lets you assign both Primary and Secondary supervisors to an individual team;
set up your teams with both a Primary and a Secondary supervisor. This setup helps to accommodate Supervisor
and Emergency assist scenarios.

Supervisors listed on the agents team list are able to view real-time statistics (using your reporting application).
Supervisors can, for example, barge-in, intercept, silently monitor, and log out agents in the associated team.

For reporting purposes, you can report on agent teams and agents grouped into teams. Also, supervisors can
run reports on their teams. (For more information about reporting, see Cisco Unified Contact Center Enterprise
Reporting User Guide.)

Each team you set up must have an agent supervisor associated with it. You can then configure supervisory
agent features, to allow the supervisor to improve monitor agent activity and assist agents on their team. When
you create an agent supervisor, you must enter the following information for the supervisor:

* Windows Domain name to which the agent team belongs
» Windows User ID for the supervisor

» Windows password for the supervisor

When configuring agent teams, be aware of the following rules:

* An agent can be a member of only one agent team.

* An agent team can have only one Primary Supervisor.

* A supervisor can be a supervisor of any number of agent teams.

* A supervisor for an agent team can also be a member of that agent team.

* All agents belonging to an agent team and all supervisors for that agent team must be on the same
peripheral.

* A supervisor cannot be using the Windows administrator account when logging in as supervisor.

For more information on team limits, see the appendix on system requirements in the Solution Design Guide
for Cisco Unified Contact Center Enter prise at http://www.cisco.com/c/en/us/support/customer-collaboration/
unified-contact-center-enterprise/products-implementation-design-guides-list.html.

Agent teams and Multichannel Applications

You can group voice agents into teams using the Unified ICM/Unified CCE Administration User Interface.
However, there is no team feature in Enterprise Chat and Email; therefore, you cannot group Enterprise Chat
and Email agents into teams.

For more information about supervisory features, see CTI OS System Manager Guide for Cisco Unified ICM.
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Related Topics

Desktop Feature Config, on page 7

Single-Line Versus Multi-line Behavior

Single-Line Versus Multi-line Behavior .

The following table details single-line behavior versus multi-line behavior.

Action

Single-line behavior

Multi-line behavior

Accept a routed call while call is | Yes Yes, when Non ACD Line Impact

on second line? is set no impact for the deployment.

Supervisor Monitor using Unified | Yes Yes.

CM-based silent monitor Note Non-ACD lines do
not support Unified
CM-based silent
monitoring.

Call park

Supported on unmonitored second
line

Not supported because all lines are
monitored.

Join Across Lines (JAL)/Direct
Transfer across Lines (DTAL)

Not supported

Use of JAL and
DTAL phone features
is deprecated. Do not
use these features in
new deployments.

Note

Shared line

Supported on unmonitored line; no
configuration limitations

Supported on non-ACD lines.
Sign-in is allowed for only one
agent on a shared extension when
shared lines exist between multiple
devices.However, one agent can
have two phones that share a
second common line. The agent
cannot sign into both phones at the
same time.

Unified CCE does not support
shared lines for ACD lines.

Call Waiting / Busy trigger > 1

Supported with caveats. For more
information, see the section Direct
Agent Dialing in the Solution
Design Guide for Cisco Unified
Contact Center Enterprise
https://www.cisco.com/c/en/us/
support/customer-collaboration/
unified-contact-center-enterprise/

sl orcsion evicks it

State Agent Login rejected if Busy
trigger is not 1, and max calls is not
2 for each of the non-ACD lines.
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Action

Single-line behavior

Multi-line behavior

Reporting on second line calls

Use CDRs in Unified CM

Termination Call Detail Records
for call to or from an agent's Non
ACD line with an unmonitored
device or another agent's Non ACD
line is reported with a Non ACD
Peripheral Call Type. Reporting for
all calls on the Non ACD line is
captured in the Agent Interval table
for that agent.

phone

Number of configured lines on

No limit described (only
monitoring one line)

Maximum of four lines. Agent
login will be rejected. Config Alert
generated.

For more information about enabling the Cisco Round Table phones, see Cisco Unified Contact Center

Enterprise Installation and Upgrade Guide. For more information about configuring the Cisco Round Table
phones, see Cisco Unified Contact Center Enterprise Installation and Upgrade Guide and the Cisco Unified
Communications Manager documentation.
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Desktop Feature Config

» Agent Feature Configuration with Agent Desk Settings List Tool, on page 7
» Agent Reskilling, on page 11

* Skill Groups and Precision Queues per Agent Limit, on page 11

* Network Transfer for [VRs, on page 13

* Unified CCE Routing, on page 14

Agent Feature Configuration with Agent Desk Settings List Tool

You must associate each voice Agent record with an agent desk setting (not necessary for non-voice agents).
You can use the agent desk settings list tool configuration to associate a set of permissions or characteristics
with specific agents. You can use the agent desk settings list tool to configure the following agent features:

» Agent Wrap-up
* Reason Codes
 Redirection on No Answer

* Emergency and Supervisor Assist Calls

\}

Note In Parent/Child deployment type, the agent name is automatically configured for the customer. Spaces are
not allowed in agent IDs. In a specific scenario, if a child agent is created with a space or a "-", in either the
First Name or Last Name field, the name are not created on the parents.

\)

Note For any change, you perform in the Agent Desk Settingsto take effect, log out and then log in to the Finesse
Agent Desktop.

Agent Wrap-Up

Agents can enter Wrap-up mode after completing a call. Wrap-up mode enables the agent to finish with any
tasks that require after-call work before entering a Ready state. When in Wrap-up mode, the agent is not routed
any additional tasks.
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Agents can manually enter Wrap-up state by activating the wrap-up button on their soft phone. You can also
configure agent desk settings so that agents automatically enter Wrap-up mode after finishing each call.

When you create agent desk settings using the Unified ICM/Unified CCE Administration User Interface, you
can specify whether agents enter Wrap-up mode automatically after finishing incoming calls. The Work Mode
Settings allow you to specify whether the agent must enter Wrap-up mode after incoming calls. You can also
use these settings to require agents to enter reason codes while in Wrap-up mode (incoming calls only).

Reason Codes

Agents select Reason Codes when they:
* Log out of the agent desktop system
* Enter Wrap-up mode after a call

* Change to a Not Ready state

Reason Codes allow you to track the agent's state and logout status as it changes. You configure Reason Codes
using the agent desktop application.

Agent Desk Settings That Affect Reason Codes

Agent desk setting option | Affects this type of reason code

Work mode on Incoming | Wrap-up

Idle reason required Not Ready

Logout reason required | Logout

Wrap-Up Reason Codes and Work Mode

If you use the agent desktop, you can use the Work Mode on Incoming option on the agent desk settings list
window to specify when and if agents are required to enter Reason Codes when entering Wrap-up for incoming
calls. The following table describes Work Mode on Incoming options and explains how Reason Codes are
related to each.

Work Mode Description Reason Code

Required Ensures that the agent automatically enters The agent can choose to enter a
Wrap-up state after completing the call. Reason Code.

Optional Allows agents to choose whether to activate the | If the agent uses the wrap-up button,
wrap-up button or the Not Ready button at the |the agent can choose to enter a
end of the call. Reason Code.

Not Allowed Restricts the agent from entering Wrap-up mode. | The agent can decide whether to
The agent can go into Not Ready mode. enter a Not Ready Reason Code.
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Work Mode

Description

Reason Code

Required with
wrap-up data

Ensures that the agent automatically enters
Wrap-up state after completing the call.

Note This mode is not supported for
outgoing calls.

The agent must enter a Reason Code.

Predefined Reason Codes

Unified CCE uses several predefined reason codes to indicate certain system events, described in the following

table.

Reason Code

Description

32767

Agent state changed because the agent did not answer the call.

50001

The CTI client disconnected, logging the agent out.

Note This reason code is converted to a 50002, so 50001 does not display
in the agent log out records.

50002

A CTI component failed, causing the agent to be logged out or set to Not Ready.
This could be due to closing the agent desktop application, heartbeat time out, a
CTI Server failure, or CTI server client failure (like Finesse.)

50003

Agent was logged out because the Unified CM reported the device out of service.

50004

Agent was logged out due to agent inactivity as configured in agent desk settings.

50005

For a Unified CCE agent deployment, where the Agent Phone Line Control is
enabled in the peripheral and the Non ACD Line Impact is configured to impact
agent state, the agent is set to Not Ready while talking on a call on the Non ACD
line with this reason code.

50010

Agent was set to Not Ready state because the agent was routed two consecutive
calls that did not arrive.

50020

Agent was logged out when the agent's skill group dynamically changed on the
Administration & Data Server.

50030

If an agent is logged in to a dynamic device target that is using the same dialed
number (DN) as the PG static device target, the agent is logged out.

50040

Mobile agent was logged out because the call failed.

50041

Mobile agent state changed to Not Ready because the call fails when the mobile
agent's phone line rings busy.

50042

Mobile agent was logged out because the phone line disconnected while using
nailed connection mode.

Agent reinitialized (used if peripheral restarts).
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Reason Code Description
-2 PG reset the agent, usually due to a PG failure.
-3 An administrator modified the agent's extension while the agent was logged in.

These reason codes appear in these reports:

» Agent log out reports if the event caused the agent to log out.
« Agent real time reports if the agent was set to a Not Ready state.

» Agent Not Ready reports.

| A

Important  For reporting on all PGs other than VRU PGS, be sure to select the Agent event detail check box on the
Agent Distribution tab in the Unified ICM/Unified CCE Administration User Interface's PG Explorer tool.
You must select this check box to report on Not Ready Reason Codes.

Redirection on No Answer

You can configure your Unified CCE system to handle and accurately report on situations when the agent
does not answer their phone. These situations are referred to as Redirection on No Answer.

Although you can specify some values that control Redirection on No Answer situations, configuring
Redirection on No Answer involves additional steps:

* Unified ICM/Unified CCE configuration
* Unified ICM/Unified CCE scripting

* Unified CM configuration

Redirection on No Answer conditions are handled by two routing scripts: the initial routing script and a script
specifically set up for these conditions. The initial routing script handles the incoming call; when the call is
redirected on no answer from the agent's IP phone, the script branches to another script set up specifically for
Ring No Answer conditions. For more information on Redirection on No Answer, see the Scripting and Media
Routing Guide for Cisco Unified ICM/Contact Center Enterprise at http://www.cisco.com/en/US/products/
sw/custcosw/ps1001/products_user guide_list.html.

\)

Note The Target Requery script feature, implemented using the Label, Queue, Route Select, and Select nodes, is
not supported for Unified CCE systems; however, it is supported for Cisco Unified Customer Voice Portal
(Unified CVP).

Emergency and Supervisor Assist Calls

Agents can activate Supervisor Assist or Emergency Assist buttons on their desktop when they need special
assistance from the primary or secondary supervisor assigned to their team.

Agents can use the Supervisor and Emergency assist features, regardless of whether or not they are on a call.
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There are two types of Supervisor and Emergency Assist calls:

* Existing call—Consult must be selected as an option on the agent desktop settings for supervisor or
emergency assist. If the agent is on a call when they activate either the supervisor or emergency assist
feature on their desktop, the CTI software activates the conference key on behalf of the agent's phone
and calls the supervisor via the Supervisor or Emergency Assist script. (This example assumes the
emergency or supervisor assist script has an Agent-to-Agent node to find a supervisor.) The supervisor
answers the call and consult privately with the agent. During the consultation, the supervisor can decide
to barge into the call.

* No call—If the agent is not on a call when they activate either the supervisor or emergency assist feature
on the agent's desktop, the CTI software activates the make call functionality on behalf of the agent's
phone and calls the supervisor via the Supervisor or Emergency Assist script.

N

Note Blind Conference is not supported for Emergency and Supervisor Assist.

Agent Reskilling

Unified Contact Center includes the CCE web Administration application, which is a browser-based application
and is separate from the supervisor desktop. CCE web administration lets supervisors change the skill group
designations of agents on their team, quickly view skill group members, and view details on individual agents.

)

Note * [f an agent is currently in a call, a change to the agent's skill group membership takes place after the call
has terminated.

Related Topics
Managing Agents, on page 66

Skill Groups and Precision Queues per Agent Limit

Unified ICM and Unified CCE impose a default limit on the number of skill groups and precision queues that
you can assign to a single agent. After this limit is reached, you cannot reassign additional skill groups or
precision queues.

You can also use the Configuration Limit tool to specify your own limit on the number of skill groups and
precision queues that you can assign to an agent. For optimum performance, you can specify a limit far lower
than the system default.

For more information, see the Dynamic Limits for Skill Groups and Precision Queues Per Agent topic in the
Solution Design Guide for Cisco Unified Contact Center Enterprise, Release 12.5(1) and later at
https://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/
products-implementation-design-guides-list.html
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A

Caution The Configuration Limit tool is a command-line tool utility from the bin directory of all Unified ICM and

Unified CCE Administration & Data Servers. Access is limited to users with privileges for Config Users for
the chosen customer instance. For more information about the Configuration Limit tool, see Outbound Option
Guide for Unified Contact Center Enterprise.

Modify the Precision Queues and Skill Groups per Agent Limit

Step 1

Step 2

Step 3

Complete the following steps to view and modify the current limit on the precision queues per agent and skill
groups per agent using the Configuration Limit tool:

Procedure

From the Windows menu, select Start > Run, type configlimit, and then click Enter.

Note Run the Configuration Limit tool on the same machine as the Distributor for the instance you
want to configure. If more than one instance of the Administration & Data Server is installed on
the Distributor machine, use the Select Administration Server tool to select the instance you want
to configure.

To view the current configuration limit, run the following command:

cl /show

To change the current limit, enter a command in the following format:
cl /id 1 /value [ConfigLimitCurrentValue] [/update]
Where:

+ id 1 = the ID of the skill groups/precision queues per agent limit.

* ConfigLimitCurrentValue = the parameter limit. In this case, the parameter limit applies to both the skill
groups per agent and the number of precision queues per agent.

For example, to change the precision queues/skill groups per agent limit to 50, enter the following:

cl /id 1 value/50 /update

Note Using the Configuration Limit tool, you can change the ConfigLimitCurrentValue only. You
cannot change the ConfigLimitDefaultValue.

Additional Requirements

Lowering the Limit

If you have modified the skill groups per agent limit to be lower than the system default, no additional changes
are necessary. The new, lower limit is enforced immediately. Note that the new limit does not impact agents
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whose existing skill group membership exceeds the new limit until the next attempt to add a new skill group
for those agents. At that time the new limit is enforced, preventing you from adding additional skill groups.

Exceeding the Default Limit

If you have modified the skill groups per agent limit to be higher than the system default (in spite of the
Warning given above), certain deployments require additional changes (listed in the following sections) to
your system to use the new limit and allow you to add additional skill groups.

IPCC Gateway PG

For IPCC Gateway deployments, modify the following registry keys on your IPCC Gateway PGs to include
the new value. A change to the registry requires that you restart the PG service.

IPCC Enterprise Gateway PIM (Cisco Unified Contact Center Enterprise parent):

HKEY LOCAL MACHINE\SOFTWARE\Cisco Systems, Inc.\ICM\< customer instance
>\PG{n} [A|B]\PG\CurrentVersion\PIMS\pim{m}\ACMIData\Config\MaxSkills

IPCC Express Gateway PIM (Cisco Unified Contact Center Express parent):

HKEY LOCAL MACHINE\SOFTWARE\Cisco Systems, Inc.\ICM\< customer instance
>\PG{n} [A|B]\PG\CurrentVersion\PIMS\pim{n}\ACMIData\Config\MaxSkills

Network Transfer for IVRs

When a call is transferred from an IVR (for example, IP IVR) to an agent and that agent wants to transfer the
call to another agent, the transfer can be made either from the agent's IP phone or the agent desktop.

Transfers made from the:

)

* IP phone are made using CTI route points that point to a Unified ICM/Unified CCE script.

 Agent desktop are made using the Dialed Number Plan.

Note

If the route point is configured using Unified CM, there is no difference between using the hard phone or the
desktop phone.

For network transfer from either the IP phone or the agent desktop, you must queue the call to the skill group
in the first Unified ICM/Unified CCE script; for example, “NetXferl,” to create the call context. In this script
you must set the “networkTransferEnabled” flag to “1”.

\}

Note

IP IVR does not support network transfer. Unified CVP supports only network “blind” transfer.
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Unified CCE Routing

To understand how Unified CCE routes voice calls, you must understand the concepts of routing operation
and routing configuration.

Routing Operations

To understand how Unified CCE routing occurs, you must understand these concepts:
» TheRouting Client: The Unified CCE component that submits a route request to the Central Controller.
In Unified CCE configurations, the routing client can be:

¢ The Unified CM PG
* An interexchange carrier (IXC)
* A VRU PG

* A Media Routing Peripheral Gateway

When a routing client makes a request for a route from the Unified ICM/Unified CCE platform, it receives
the response and delivers the call to the specified destination. If an Unified CCE agent is available,
Unified ICM/Unified CCE software routes the call to the device target (phone) on the Unified CM (device
targets are dynamically associated with the agent when the agent logs in to the system). If an agent is
not available, you can configure Unified ICM/Unified CCE software to queue the call to IP IVR or
Unified CVP.

Route and Queuing Requests. Messages sent from the routing client to the Central Controller. Route
requests typically pass along call detail information about the incoming call. Unified ICM/Unified CCE
software uses information in the route request to determine which routing script is run for the call.

Call detail information sent with the route request can include:
* Dialed Number (DN)
* Calling line ID (CLID)
* Caller Entered Digits (CED)
Queueing requests are messages sent from the VRU using the Cisco Service Control Interface. The VRU

makes a queue request to provide announcements or music when no Unified CCE agents are available
to take the call.

About Routing to the VRU with Unified CCE: With Unified CCE you can ensure that voice calls are
routed to the VRU when an agent is not immediately available. The call is queued to the VRU and sent
to the next available agent via the routing script.

The configurations for routing to a VRU in a Unified CCE environment include:

« Translation Route to the VRU via a route on the PG. The Unified CM uses the DNIS in the translation
route to direct the call to the VRU.

* A network route request is issued by the carrier via the NIC. The DNIS and/or Correlation ID is
retrieved from the carrier.
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* The call is sent directly to the VRU, so that caller entered digits (CED) can be collected.

You do not need a translation route to a Unified CM PG because it is targeting agents and implicitly
matches call data.

* Routing a Call to the VRU: Translation routing is the preferred method of routing a call to the VRU.
The DNIS used in the translation route is not the original number dialed by the customer, but rather, the
Dialed Number used to route the call to the VRU.

The scenario is as follows:
* Call comes in to the Unified CM.
* Unified CM identifies the number as a route point for the Unified CM PG.
* The Unified CM PG receives a route request from the Unified CM and forwards it to the CallRouter.
» The CallRouter runs the script for the translation route to the VRU.
* A Label is returned to the Unified CM via the Unified CM PG.
* The Unified CM routes the call to the VRU, based on the CTI route point for the translation route.
* VRU sends up a request instruction with the DN as the DNIS.

* VRU PG matches up the call and the Correlation ID, then informs the CallRouter of the call arrival
with a “request instruction.”

* The CallRouter matches the correlation ID and finds the pending script/call.

* The CallRouter continues with script (for example, run script).

For translation routing, the VRU Type to configure in the Network VRU in the Unified ICM/CCEho
Administration User Interface is type 2.

Be sure the Unified CM PG routing client and the VRU PG routing client both have the labels
mapped for the peripheral targets in the translation route.

Routing Configuration

To set up routing in your Unified CCE system, you must set up the following entities:

+ Dialed Numbers: The dialed number is the number that the caller dials to contact an agent. It is sent as
part of the call detail information in the route request message sent from the routing client.

In the system software, you set up a Dialed Number List. It identifies all of the phone numbers in your
contact center that customers can dial to initiate contact.

The Dialed Number plays an integral role in routing calls. Dialed Numbers are required pieces of Unified
ICM call types that are used to identify the appropriate routing script for each call.

« Call Types: A call type is a category of incoming Unified ICM routable tasks. Each call type has a
schedule that determines which routing script or scripts are active for that call type at any time. There
are two classes of call types: voice (phone calls) and non-voice (for example, email and text chat). Voice
call types are categorized by the dialed number (DN), the caller-entered digits (CED) and the calling line
ID (CLID). Non voice call types are categorized by the Script Type Selector, Application String 1, and
Application String 2. In either case, the last two categories of the call type can be optional. For voice
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call types, the caller-entered digits and the calling line ID can be optional, depending on the call. For
non voice call types, Application String 1 and Application String 2 can be optional, depending on the
application.

Because the call type determines which routing script is run for a call, the call type defines call treatment
in a Unified CCE system. Therefore, the call type is the highest level reporting entity. Reporting on call
type activity provides insight into end-to-end customer interactions with the system and with agents by
providing data such as service level adherence, transfers, average speed of answer, calls handled, and
calls abandoned.

In routing scripts, such as scripts for Self-Service VRU applications, you may change the call type at
specific points in the script to indicate that a transaction has been completed. For example, if the customer
is calling a bank and successfully checks their account balance using a Self-Service script, you may want
to change the call type to indicate that the account balance transaction has completed and a new transaction
has begun.

You can also change the call type in a script to invoke a new routing script associated with that call type.
For example, if a call is not answered at an agent's desktop, you can change the call type in the script to
redirect the call to a different script designed for Redirection on No Answer. The Redirection on No
Answer script assigns a different agent to handle the call.

Routes: Unified ICM/Unified CCE software uses routes to define the mapping of a target to a specific
label for a routing script. Targets include services (service targets), skill groups (skill targets), agents
(device targets), and translation routes.

Routes must be defined for VRU Translation Routing and to route calls to agents.

DeviceTargets: Device targets are deprecated. A device target is a telephony device that can be uniquely
addressed (or identified) by a telephone number. A device target is not associated with any one peripheral.
Each device target must have one or more labels associated with it, although only one label may exist
per routing client. Replace device targets with Agent Targeting Rules, which greatly simplifies call
routing configuration.

Labels: A label is the value that Unified ICM/Unified CCE software returns to a routing client instructing
it where to send the call. The routing client can map the label to an announcement, a trunk group and
DNIS, or a device target. Special labels might instruct the routing client to take another action, such as
playing a busy signal or an unanswered ring to the caller.

If the label is for a device target, the routing client is responsible for delivering the call to the device
target on the Unified CM through the voice gateway.

If the label is for a VRU queue point, the routing client delivers the call to the Route Point on the VRU.
The VRU must recognize that the call has arrived and then request queue instructions from Unified
ICM/Unified CCE software. Unified ICM/Unified CCE software returns either a destination for the call
or instructions on what script the VRU will run, based on a particular Call Type.

Services: You set up Services in Unified ICM/Unified CCE software to represent the type of processing
that a caller requires, and to configure VRU Services to route calls to the VRU. For example, you might
define separate services for Sales, Support, or Accounts Payable. A Service is often associated with a
peripheral and can be referred to as a Peripheral Service.

For Services that are used to route a call to an agent, you must associate them with skill groups. You
associate different Skill Groups with Services by making them members of the Service. Using Services
allows you to group agents working in like skill groups.

Skill Groups: Agents must be associated with skill groups to receive Unified ICM-routed calls. You
create skill groups using the Unified ICM/Unified CCE Administration User Interface.
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A base skill group is the main skill group created using the Unified ICM/Unified CCE Administration
User Interface. Using base skill groups ensures accurate agent reporting and simplifies configuration and
scripting for your contact center.

Agents must be associated with skill groups or precision queues.

N

Note A sub-skill group is a subdivision of a base skill group. Sub-skill groups are not
supported since Unified CCE 9.0(1); the only instance where they are still
supported is for Avaya PG and Avaya Aura PG peripherals in Unified ICM
deployments. You cannot create a sub-skill group for the System PG,
CallManager, and ARS PG peripheral types. You can only remove sub-skill
groups from these peripheral types. Sub-skill groups are also not supported for
non-voice skill groups. You cannot create sub-skill groups for chat and email.

* Precision Queues: You can create multidimensional precision queues based on predefined business
criteria using the Unified CCE Web Administration. Agents automatically become members of these
precision queues based on their attributes, dramatically simplifying configuration and scripting.

» Migrating from Sub-skill Groupsto Base or Enterprise Skill Groups
Follow these steps to migrate from sub-skill groups to base and enterprise skill groups:

* Disable the sub-skill group mask for the peripheral using the PG Explorer tool. All skill groups
created after you complete this are base skill groups.

* Define a new base skill group to correspond with each sub-skill group being removed.
* Assign agents to the new base skill groups and remove them from your sub-skill groups.
* Optionally, create enterprise skill groups to group the base skill groups.

* Update all of your routing scripts and routing templates so that they refer to the newly created base
or enterprise skill groups.

Routing Scripts

A routing script, created using the Script Editor, identifies the desired agent based upon skills and customer
database profile, determines the call target, and returns a route response to the routing client.
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Routing Tasks Multichannel Options

* Task Routing for Third-Party Multichannel Applications, on page 19
* Routing Unified Interaction Manager Tasks, on page 19

Task Routing for Third-Party Multichannel Applications

Task Routing APIs provide a standard way to request, queue, route, and handle third-party multichannel tasks
in CCE.

Contact Center customers or partners can develop applications using Customer Collaboration Platform and
Finesse APIs in order to use Task Routing. The Customer Collaboration Platform Task API enables applications
to submit nonvoice task requests to CCE. The Finesse APIs enable agents to sign into different types of media
and handle the tasks. Agents sign into and manage their state in each media independently.

Cisco partners can use the sample code available on Cisco DevNet as a guide for building these applications
(https://developer.cisco.com/site/task-routing/).

For information about configuring Task Routing for third-party multichannel applications, see the Cisco
Unified Contact Center Enterprise Features Guide at http://www.cisco.com/c/en/us/support/
customer-collaboration/unified-contact-center-enterprise/products-feature-guides-list.html.

Routing Unified Interaction Manager Tasks

Unified CCE Configuration for Multichannel Routing
To route contact requests submitted from the World Wide Web or email, you must configure:
* Media Routing Peripheral Gateway
* Media Routing Domains and Media Classes
* Multichannel agents
* Application instances
* Administration connections

* Multichannel skill groups
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* Multichannel routing scripts

For more information about configuring Unified CCE for multichannel routing with Unified Interaction
Manager, see the Configuration Guide for Cisco Unified ICM/Contact Center Enterprise at
http://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/
products-installation-and-configuration-guides-list.html.

N

Note When implementing Task Routing for third-party multichannel applications, some of the configuration in the
list above is provided by default or automated. See the Cisco Unified Contact Center Enterprise Features
Guide at http://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/
products-feature-guides-list.html

Multichannel Software Configuration

After you complete your Unified ICM/Unified CCE configuration, you must configure your Unified ICM
multichannel software.

The multichannel software you must configure includes Enterprise Chat and Email.

For more information about how to administer this component, see Enterprise Chat and Email Installation
Guides and Administration Guides at

https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-email/
products-installation-guides-list.html, and

https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-email/
products-maintenance-guides-list.html.
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PART I I

Administrative Tasks with Cisco Unified Cisco
Contact Enterprise

» Smart Licensing, on page 23

* CCEDataProtect Tool, on page 43

* Agent Administration, on page 45

* Voice Call Routing, on page 57

* Dialed Number Plan, on page 59

* Web Based CCE Administration, on page 65
* Precision Queues, on page 79

 Database Administration, on page 89

* Single Sign-on Administration, on page 113
* Web Setup, on page 119
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CHAPTER 4

Smart Licensing

* Overview, on page 23

* Smart Licensing Task Flow, on page 27

* License States , on page 34

* Notifications and Alerts, on page 36

* License Consumption Calculation, on page 37
* New Deployments , on page 39

» Migrate to Smart Licensing, on page 39

* License Management, on page 40

* Smart Licensing Tasks, on page 40

* Best Practices, on page 42

Cisco Smart Software Licensing is a flexible software licensing model that streamlines the way you activate
and manage Cisco software licenses across your organization. Smart Licenses provide greater insight into
software license ownership and consumption, so that you know what you own and how the licenses are being
used. The solution allows you to easily track the status of your license and software usage trends. It pools the
license entitlements in a single account and allows you to move licenses freely across virtual accounts. Smart
Licensing is enabled across most of the Cisco products and managed by a direct cloud-based or mediated
deployment model.

Smart Licensing registers the Product Instance, reports license usage, and obtains the necessary authorization
from Cisco Smart Software Manager (Cisco SSM) or Cisco Smart Software Manager On-Prem (Cisco
SSM on-Prem).

You can use Smart Licensing to:

* View license usage and count.

* View the status of each license type and the product instance.

* View the product licenses available on Cisco SSM or Cisco SSM on-Prem.

* Register or deregister the Product Instance, renew license authorization and license registration.

» Sign in additional agents to Unified CCX up to the maximum limit that is configured in your OVA.
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Related Topics

Smart Licensing

License Management, on page 40

Prerequisites for Smart Licensing, on page 25

Smart License Deployments, on page 25

Evaluation Mode

Smart Licensing Task Flow, on page 27

Obtain the Product Instance Registration Token, on page 28
Configure Transport Settings for Smart Licensing, on page 28
Select License Type, on page 29

Register with Cisco Smart Software Manager, on page 30
Registration, Authorization, and Entitlement Status, on page 32
Out-Of-Compliance and Enforcement Rules, on page 34
Smart Licensing Tasks, on page 40

Renew Authorization, on page 40

Renew Registration, on page 41

Reregister License, on page 41

Deregister License, on page 42

Capabilities

Smart Licensing works in conjunction with Cisco Smart Software Manager (Cisco SSM) to intelligently
manage product licenses by providing real-time visibility of license status and usage. You can use this data
to make better purchase decisions, based on your consumption. Smart Licensing establishes a pool of software
licenses or entitlements in Cisco Smart Account.

The Smart Account provides a central location where you can view, store, and manage your licenses, across
the organization. You can get access to your software licenses, hardware, and subscriptions through your
Smart Account. Smart Accounts are required to access and manage Smart License-enabled products.

Creating a Smart Account is easy and takes less than five minutes. Create a Smart Account on
software.cisco.com.

Documentation Resources

Table 1: Documentation Resources

For Go to...

Smart Licensing Prerequisites Prerequisites for Smart Licensing, on page 25
Understanding the License consumption License Consumption Calculation, on page 37
Calculation

Migration to Smart Licensing Migrate to Smart Licensing, on page 39
Smart Licensing tasks in CCEADMIN Smart Licensing Task Flow, on page 27

Best Practices Best Practices, on page 42
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Prerequisites for Smart Licensing
The following are the prerequisites for configuring Smart Licensing:
» Smart Licensing Enrollment

Set up Smart and Virtual accounts. For more information, see
https://software.cisco.com/#module/SmartLicensing.

» Adoption of License Integration Strategy
Decide how you want to connect your product instance to Smart Licensing servers:
» On-Cloud: Configure Unified CCE to connect to Cisco SSM.
» On-Premise:

1. Deploy the Cisco SSM On-Prem. For instructions on how to do this, see
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html.

2. Configure Unified CCE to connect to Cisco SSM On-Prem.

For more information, see Smart License Deployments, on page 25.

 Import the Rogger A certificateinto the AW machines
1. Export Logger/Rogger A certificate and save it by using the url https:<Logger/Roggerhostname>: 443
2. Import the certificate in AW by using the following command:

* cd $CCE_JAVA HOME$\bin

C:\Program Files (x86)\Java\jrel.8.0 221\bin>keytool.exe -keystore

Program Files (x86)\Java\jrel.8.0 221\lib\security\cacerts"

—-import -alias <alias name> -file <certicate with fully qualified path>
3. Enter the truststore password when prompted.

4. Enter 'Yes' when prompted to trust the certificate.

5. Restart the Tomcat service.

Related Topics
Configure Transport Settings for Smart Licensing, on page 28
Smart License Deployments, on page 25

Smart License Deployments

There are two software deployment options for Smart Licensing:

* Direct - Cisco Smart Software Manager (Cisco SSM)

* Cisco Smart Software Manager On-Prem (Cisco SSM On-Prem)
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Direct - Cisco Smart Software Manager (Cisco SSM)

The Cisco SSM is a cloud-based service that handles your system licensing. The Product Instance can connect
either directly to Cisco SSM or through a proxy server.

Cisco SSM allows you to:

* Create, manage, or view virtual accounts.

* Manage and track the licenses.

* Move licenses across the virtual accounts.

For

* Create and manage Product Instance Registration Tokens.

more information about Cisco SSM, go to https://software.cisco.com.

Cisco Smart Software Manager On-Prem (Cisco SSM On-Prem)

Cisco SSM On-Prem is an on-premises component that can handle your licensing needs. When you choose

this
syn

option, Unified CCE registers and reports license consumption to the Cisco SSM On-Prem, which
chronizes its database regularly with Cisco SSM that is hosted on cisco.com.

You can use the Cisco SSM On-Prem in either Connected or Disconnected mode, depending on whether the
Cisco SSM On-Prem can connect directly to cisco.com.

Configure Transport URL for Cisco SSM On-Prem with Smart Call-Home URL:
https://<OnpremCSSM>/Transportgateway/services/DeviceRequestHandler

N

Note

The <OnpremCSSM> value must match with the SSM Tomcat Certificate Common Name or Subject Alternative
Name. In the above URL, replace <OnpremCSSM> with FQDN or IP, based on the SSM Tomcat Certificate.

» Connected—Use when there is connectivity to cisco.com directly from the Cisco SSM On-Prem. Smart
account synchronization occurs automatically.

* Disconnected—Use when there is no connectivity to cisco.com from the Cisco SSM On-Prem. Cisco
SSM On-Prem must synchronize with Cisco SSM manually to reflect the latest license entitlements.

For more information on Cisco SSM On-Prem, see https://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html.

Cisco SSM On-Prem Configuration

Per
1.

form these steps to get the correct URL for the customer's environment:

Log in to the On-Prem CSSM GUI with your virtual account.

\}

Note The URL for the interface is https://<hostname or fqdn_ of CSSM>:8443

2.

3.

Click Smart Licensing link and navigate to | nventory > Production Instance Registration Tokens
and click Smart Call Home Registration URL. This opens a pop-up window with the URL in it.

Copy and paste this URL in the CCE Smart Transport URL field to create the link.
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This link is created using the Cisco SSM On-Prem adminstration configuration and matches with the
Cisco Smart Licensing CA signed certificate .

Contact the Cisco SSM administration team to know the user side URL to generate tokens. Ensure the
name used in the CCE Smart Transport URL matches the certificate for the Server. For example; if
Cisco SSM is configured with an IP in the admin side then the Smart Call Home URL must use the same
IP in the URL. If Cisco SSM is configured with just the hostname then the URL must match the same

hostname too.

4. If the SmartAgent.log shows and error, check the URL to ensure the hostname/IP address matches with
the hostname/IP address in the certificate.

Smart Licensing Task Flow

Complete these tasks to set up smart licensing for Unified CCE.

Steps

Action

Description

Step 1

Create your Smart Account

Use the Smart Account to organize licenses
according to your needs. To create a Smart
Account, go to http://software.cisco.com

After the Smart Account is created, Cisco SSM
creates a default Virtual Account for this Smart
Account. You can use the default account or create
other Virtual Accounts.

Step 2

Obtain the Product Instance
Registration Token

Generate a product instance registration token for
your virtual account.

For more information, see Obtain the Product
Instance Registration Token.

Step 3

Configure Transport Settings for
Smart Licensing

Configure the transport settings through which
Unified CCE connects to the Cisco SSM or Cisco
SSM On-Prem.

For more information, see Configure Transport
Settings for Smart Licensing.

Step 4

Select the License Type

Select the License Type before registering the
product instance.

For more information, see Select License Type.

Step 5

Register with Cisco SSM

You can register Unified CCE with Cisco SSM or
Cisco SSM On-Prem.

For more information, see Register with Cisco
Smart Software Manager.
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\)

Note  After performing the above steps, wait for 10-15 minutes for the correct status to get reflected in the UL There
is no need to restart the services.

Related Topics
Obtain the Product Instance Registration Token, on page 28
Configure Transport Settings for Smart Licensing, on page 28
Select License Type, on page 29
Register with Cisco Smart Software Manager, on page 30
Registration, Authorization, and Entitlement Status, on page 32
Out-Of-Compliance and Enforcement Rules, on page 34

Obtain the Product Instance Registration Token

Obtain the product instance registration token from Cisco SSM or Cisco SSM On-Prem to register the product
instance. Generate the registration token with or without enabling the Export-Controlled functionality.

\)

Note The Allow export-controlled functionality on the productsthat areregistered with thistoken check box
does not appear for Smart Accounts that are not permitted to use the Export-Controlled functionality.

Procedure
Step 1 Log in to your smart account in either Cisco SSM or Cisco SSM On-Prem.
Step 2 Navigate to the virtual account with which you want to associate the product instance.
Step 3 Generate the Product Instance Registration Token.
Note * Select the Allow export-controlled functionality on the productsregistered with this

token check box to turn on the Export-Controlled functionality for a product instance you
want in this smart account. When you select this check box and accept the terms, you enable
higher levels of encryption for products that are registered with this registration token. By
default, this check box is selected.

+ Use this option only if you are compliant with the Export-Controlled functionality.

Step 4 Copy the generated token. This token is required when registering Smart Licensing with Cisco SSM.

Configure Transport Settings for Smart Licensing

Configure the connection mode between Unified CCE and Cisco SSM.
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Procedure

Step 1 From Unified CCE Administration, navigate to Overview > | nfrastructur e Settings> L icense Management.
Step 2 Click Transport Settingsto set the connection method.
Step 3 Select the connection method to Cisco SSM:

* Direct—Unified CCE connects directly to Cisco SSM on cisco.com. This is the default option.

* Transport Gateway—Unified CCE connects to Cisco SSM On-Prem for smart licensing. Enter the
Cisco SSM On-Prem URL.

* HTTP/HTTPS Proxy—Unified CCE connects to a proxy server, which connects to Cisco SSM. Enter
the Fully Qualified Domain Name (FQDN) of the proxy server along with the port.

Note Proxy servers that require authentication are not supported for this connection method.

Step 4 Click Saveto save the settings.

Select License Type

Smart Licensing offers two types of license—Flex and Perpetual and it also provides two different usage
modes—Production and Non-Production.

* Flex—Flex license is a recurring subscription of Standard and Premium license. These subscriptions are
renewed periodically, for example 1, 3, or 5 years.

* Perpetual—Perpetual license is a permanent and one-time payment license that offers a Premium license.

* Production—Production mode is when the licenses are used on live systems to handle actual production
traffic. Yes

* Non-Production—Non-production mode is used for labs, testing and/or staging areas, and not for live
systems handling actual end-consumer traffic.

\}

Note If you select the incorrect license type, the product instance is placed in the Out-of-Compliance state. If this
issue is unresolved, the product instance is placed in the Enforcement state where the system operations are

impacted.

N

Note If you select the Deployment Type as |CM Rogger/Logger, the system automatically updates to Perpetual
even when the License Type is configured as Flex.

Procedure

Step 1 From Unified CCE Administration, navigate to Overview > | nfrastructure Settings> License M anagement.
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Step 2 Click License Type.
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The Select License Type page is displayed.

Step 3 Select the License Type and the Usage Mode corresponding to what you have purchased before registering

the product instance.

The following table lists the license types and licenses offered as part of Unified CCE and Packaged CCE

Smart Licensing:

License Type

Licenses

Flex Production

Unified CCE and Packaged CCE:
+ Standard Agent
* Premium Agent
* Dialer Ports

« Server License

Perpetual Production

Unified CCE and Packaged CCE:
* Premium Agent
* Dialer Ports

« Server License

ICM:
* Regular Agent
* Avaya PG
* Third-party IVR licenses

 Server License

Perpetual
Non-Production

* Regular Agent
* Premium Agent
* Dialer Ports

* Server License

* Avaya PG

Step 4 Click Save.

Register with Cisco Smart Software Manager

The product instance has 90 days of evaluation period, within which, the registration must be completed. Else,
the product instance gets into the enforcement state.
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Step 1
Step 2

Step 3

Step 4

Register with Cisco Smart Software Manager .

Register your product instance with Cisco SSM or Cisco SSM On-Prem to exit the Evaluation or Enforcement
state.

After you register the product instance, you cannot change the license type. To change the license type,
deregister the product instance.

Note  You can register your product instance with Cisco SSM or Cisco SSM On-Prem from any ADS server. After
the registration, all the AWs show the same registration status.
Procedure

In Unified CCE Administration, navigate to Overview > Infrastructure Settings > L icense M anagement.
Click Register.

Note

* Before you register the product instance, ensure to select the License Type and the
communication mechanism in Transport Settings.

In the Smart Software Licensing Product Registration dialog box, paste the product instance registration
token that you generated from Cisco SSM or Cisco SSM On-Prem.

Click Register to complete the registration process.

After registration, the Smart Licensing Status displays the following details.

Table 2: Smart Licensing Status

Smart License Status Description
On Unsuccessful Registration

Registration Status Unregistered
License Authorization Status Evaluation
Export-Controlled Functionality Not Allowed

On Successful Registration

Registration Status

Registered (Date and time of registration)

License Authorization Status

Authorized (Date and time of authorization)

Export-Controlled Functionality

Not Allowed

Smart Account

The name of the smart account

Virtual Account

The name of the virtual account
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Smart License Status Description
Product Instance Name The name of the product instance
Serial Number The serial number of the product instance

Entitlements are a set of privileges customers and partners receive when purchasing a Cisco service agreement.
Using Smart Licensing, you can view the License consumption summary for the entitlements of different

license types. The License consumption summary displays the License Name, Usage Count, and Status against
each entitlement name.

You can update or purchase entitlements on the Cisco Commerce website. For more information, see
https://apps.cisco.com/Commerce/.

Related Topics
Obtain the Product Instance Registration Token, on page 28

Authorization, and Entitlement Status

Registration Status

This table explains the various product registration status for Smart Licensing in the Unified CCE
Administration portal:

Table 3: Registration Status

Status Description

Unregistered Product is unregistered.

Registered Product is registered. Registration is automatically renewed every six
months.

Registration Expired Product registration has expired because the ID Certificate issued by
Cisco SSM is not renewed for more than 12 months.

Authorization Status

This table describes the possible product authorization status for Smart Licensing in the Unified CCE
Administration portal:

Table 4: Authorization Status

Status Description

Evaluation state Product is not registered with Cisco.

Evaluation Expired Product evaluation period has expired.

Authorized Product is in authorized or in compliance state. Authorization is renewed
every 30 days.
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Status

Description

Authorization Expired

Product authorization has expired. This usually happens when the product
has not communicated with Cisco for 90 days. It is in an overage period
for 90 days before enforcing restrictions.

Out-of-Compliance

Product is in out-of-compliance state because of insufficient licenses. It
is in an overage period for 90 days before enforcing restrictions.

Unauthorized

Product is unauthorized.

No License in Use

No Licenses are in use.

License Entitlement Status

This table describes the possible product instance license entitlement status for Smart Licensing in the Unified

CCE Administration portal:

Table 5: License Entitlement Status

Status

Status Description

Authorization Expired

Product authorization has expired, when the product has not
communicated with Cisco for 90 days.

Not Authorized

Product instance is not authorized.

Evaluation state

Product is not registered with Cisco.

Evaluation Expired

Product evaluation period has expired.

In Compliance

Product is in authorized or in compliance state. Authorization is
renewed every 30 days.

ReservedInCompliance

Entitlement is in compliance with the installed reservation authorization
code.

Out-of-Compliance

Product is in out-of-compliance state because of insufficient licenses.
It is in an overage period for 90 days before enforcing restrictions.

Not Applicable Entitlement is not applicable.
Invalid Error condition state.
Invalid Tag Entitlement tag is invalid.

No License in Use

Entitlement is not in use.

Waiting Waiting for an entitlement request's response from Cisco SSM or
Cisco SSM On-Prem.
Disabled Product instance is deactivated or disabled.
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Related Topics
Out-Of-Compliance and Enforcement Rules, on page 34

Out-0f-Compliance and Enforcement Rules

Out-of-Compliance

The Product Instance reports license usage to Cisco SSM every 15 minutes. If your license consumption is
more than the entitlements for four consecutive reporting intervals, the Product Instance is pushed to the
Out-of-Compliance state. The Out-of-Compliance period is for 90 days, within which you need to purchase
the additional licenses. If you fail to take corrective action within the 90 days period, the Product Instance is
pushed to the Enforcement state.

All CVPs in a virtual account share the licenses from a pool. If the license consumption exceeds than those
available in the pool, all CVPs in the virtual account follow the Out-of-Compliance and Enforcement rules.

Enforcement
The Product Instance is in the Enforcement state in the following scenarios:
« Out-of-Compliance expiry: When the Out-of-Compliance period of 90 days has expired.

Purchase new licenses to exit the Enforcement state.

* Authorization expiry: When the Product Instance has not communicated with Cisco SSM or Cisco SSM
On-Prem for 90 days and has not automatically renewed the entitlement authorizations.

Renew the license authorizations to exit the authorization expiry state.

« Evaluation expiry: When the license evaluation period of 90 days has expired and the Product Instance
is not registered with Cisco SSM.

Register the Product Instance with Cisco SSM to exit the Evaluation expiry state.

N

Note In the Enforcement state, addition of new agents is blocked in Unified CCE.

License States

Smart Licensing has the following states:
* Registration State

* Unregistered—Product Instance is unregistered.

* Registered—After you purchase the license, you need to register the Product Instance with Cisco
SSM. To register with Cisco SSM, generate a registration token from the Cisco SSM portal. Use
the registration token to register your Product Instance.

* Registration Expired—Product Instance registration has expired because the ID Certificate issued
by Cisco SSM is not renewed for more than 12 months. Reregister the Product Instance.
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License States .

Note

Use SPOG/CCEAdmin > License Management to manually renew your
registration.

» Authorization State

N

* Nolicensesin use

» Evaluation Mode—The Product Instance license has an Evaluation period of 90 days. In the
Evaluation period you have unlimited access to the product with highest set of product capabilities
and unlimited number of licenses. You must register the system with Cisco SSM or Cisco SSM
On-Prem within 90 days. If the system is not registered before the end of the evaluation period, it
will be moved to the Enforcement state where certain system functions are restricted.

* In Compliance—When the license consumption is as per the purchased quantity, the product is
compliant.

« Evaluation expired—Product Instance evaluation period has expired.

* Authorized—Product Instance is in authorized or in compliance state. Authorization is renewed
every 30 days.

» Out of Compliance—Product Instance reports license usage to Cisco SSM every 15 minutes. If
your license consumption is more than the entitlements for five consecutive reporting intervals, the
Product Instance is transitioned to the Out of Compliance state.

The out-of-compliance period is for 90 days, within which you need to purchase the additional
licenses. If you fail to take corrective action within the 90 days period, the Product Instance is
transitioned to the Enforcement state.

* Authorization Expired—Product Instance authorization has expired. This usually happens when
the product has not communicated with Cisco SSM for more than 90 days. It is in an overage period
for 90 days before restrictions are enforced.

Note

Use SPOG/CCEAdmin > License Management to manually renew your
authorization.

« Enforcement State

When the 90 day period of Out-of-Compliance, Evaluation Period or Authorization period has expired,
the Product Instance is moved to the Enforcement state in which system operations are impacted for
Contact Center components. The Product Instance is in the Enforcement state in the following scenarios:

+ Out-of-Compliance expiry—When the out-of-compliance period of 90 days has expired.

Purchase new licenses to exit the Enforcement state.

* Authorization expiry—When the Product Instance has not communicated with Cisco SSM or
Cisco SSM On-Prem for 90 days and has not automatically renewed the entitlement authorizations.

Renew the license authorizations to exit the Authorization expiry state.

Administration Guide for Cisco Unified Contact Center Enterprise, Release 12.5(1) .



Notifications and Alerts

Administrative Tasks with Cisco Unified Cisco Contact Enterprise |

 Evaluation expiry—When the license evaluation period of 90 days has expired and the Product

Instance is not registered with Cisco SSM.

Register the Product Instance with Cisco SSM to exit the evaluation expiry state.

A pictorial representation of different license states is as follows:

Figure 1: License States
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The system maintains real-time status of license usage after Product Instances are registered and activated.
Administrators are notified through alerts, event logs, and emails on the status of licenses in the Smart and
Virtual Accounts. Pay attention to system alerts and banners to get regular information on compliance status

and take necessary action.

Following are some of the notification methods:

« Banner Notifications

* System Alerts

Banner Notifications

* The banner displays the aggregate license compliance status on the Unified CCE Administration portal.
The banner is displayed only when any of the product instances in the deployment is in the Evaluation,

Out-of-Compliance, or Enforcement state.

The License Compliancereport displays the license status of product instances in the deployment. The
reporting hierarchy is Enforcement, Out-of-Compliance, and Evaluation. This means that if any of the

product instances in the deployment is in the Enforcement state, the banner displays Enforcement state
as the overall status. Click the L earn M oreoption to view the consolidated L icense Compliancereport.
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» When licenses are consumed in a Non-Production System, a banner message, "You are using a
Non-Production System”, is displayed.
System Alerts

Smart Licensing related system alerts, which get auto-corrected, are displayed in Unified CCE Administration
portal when:

» Smart License state is not initialized

» Smart Agent is not enabled

* Serial number is not generated
In the above conditions, a red system alert is displayed in the Alertsbutton on the Unified CCE Administration
portal. The red circle against the name of the machine in the inventory indicates the identified issue and the

immediate action needed. After the issue is resolved, a green circle against the name of the machine indicates
the system is running fine, for example, when the Smart Agent is enabled or Smart License state is initialized.

License Consumption Calculation

The system reports peak license usage to Cisco SSM every 15 minutes. If in five consecutive reports you are
seen to have consumed more licenses than you are authorized to, the Product Instance is pushed to the
Out-of-Compliance state. The Out-of-Compliance period is for 90 days, within which you need to purchase
additional licenses. If you do not take corrective action within the 90 days period, the Product Instance is
pushed to the Enforcement state in which, some of the operations are impacted.

Log in to Cisco SSM to view the detailed license consumption. Cisco SSM reports purchased quantity, in-use
quantity, and balance licenses. At a quick glance, you can decide if the consumption of your licenses are in
deficit or surplus, based on which you can make the right decision on the number of licenses that are required.

License Computation Scenario 1

License purchased: 100 licenses

Administration Guide for Cisco Unified Contact Center Enterprise, Release 12.5(1) .



Administrative Tasks with Cisco Unified Cisco Contact Enterprise |
. License Computation Scenario 2

Figure 2: License Computation
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If Cisco SSM registers consecutive five instances of license over usage, the Product Instance transitions to
Out-of-Compliance. Thereafter, the Product Instance reports Locked usage quantity (130 in the above scenario)
until the deficit licenses (130-100=30) are purchased. The Locked usage is the highest number of license
usage (130) in the Out-of-Compliance state. The Product Instance will not report the actual license usage
when the Product Instance is in the Out-of-Compliance state.

Leniency Period

510715

Purchase additional licenses from the Cisco Commerce website (CCW) to exit the Out-of-Compliance state.

Reported Usage column in the License Management page displays the locked usage quantity. However, the
actual license usage is available in the License Consumption report of CUIC.

License Computation Scenario 2

If Cisco SSM reports only two consecutive instances of license over usage within a one-hour window, the
Product Instance will not transition to Out-of-Compliance. For example:

License Purchased: 100 licenses
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Figure 3: License Computation
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In the example, the Product Instance is back to In-compliance state after two instances of overage. The next
time the Product Instance goes Out-of-Compliance, the count will be 1 of 5. So, you get 45 min (after the first
Out-of-Compliance notification from Cisco SSM) to bring back the consumption within the acceptable range
to stay in the In-compliance state.

\)

Note To know about the agent license that is consumed by the Standard and Premium licenses, see the Cisco
Collaboration Flex Plan Contact Center Data Sheet at https://www.cisco.com/c/en/us/products/collateral/
unified-communications/cisco-collaboration-flex-plan/datasheet-c78-741220.html

New Deployments

For new deployments, buy the licenses on Cisco Commerce website at https://apps.cisco.com. Begin to use
the product by using the licenses from your Smart Account.

Migrate to Smart Licensing

If you are upgrading to Unified CCE Release 12.5(1), from Unified CCE Release 10.x or above, use self serve
capabilities in Cisco SSM to declare the licenses that you own.
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License Management

Smart Licensing can be managed by using Cisco SSM and License Management in Unified CCE Administration
portal..

* Cisco SSM—Cisco SSM enables you to manage all your Cisco smart software licenses from a centralized
website. With Cisco SSM, you organize and view your licenses in groups called virtual accounts
(collections of licenses and product instances).

You can access Cisco SSM from https://software.cisco.com, by clicking the Smart Software Licensing
link under the License menu.

» License M anagement in Unified CCE Administration portal—Using the License Management option
in the Unified CCE Administration portal, you can register or deregister the product instance, select your
License Type, set transport settings or view the licensing consumption summary.

Related Topics
Configure Transport Settings for Smart Licensing, on page 28

Smart Licensing Tasks

After you successfully register Smart Licensing, you can perform the following tasks as per the requirement:

* Renew Authorization—The license authorization is renewed automatically every 30 days. Use this
option to manually renew the authorization.

» Renew Registration—The initial registration is valid for one year. Registration is automatically renewed
every six months. Use this option to manually renew the registration.

* Reregister—Use this option to forcefully register the product instance again.

* Deregister—Use this option to release all the licenses from the current virtual account.

Renew Authorization and Renew Registration are automated tasks that take place at regular intervals. If there
is a failure in the automated process, you can manually renew authorization and registration.

\}

Note You have to Deregister and Reregister manually.

Related Topics
Renew Authorization, on page 40
Renew Registration, on page 41
Reregister License, on page 41
Deregister License, on page 42

Renew Authorization

The license authorization is renewed automatically every 30 days. The authorization status expires after 90
days if the product is not connected to Cisco SSM or Cisco SSM On-Prem.
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Step 1
Step 2

Renew Registration .

Use this procedure to manually renew the License Authorization Status for all the licenses listed in the License
Type.

Procedure

In Unified CCE Administration, navigate to Overview > I nfrastructure Settings > License M anagement.
Click Action > Renew Authorization.

This process takes a few seconds to renew the authorization and close the window.

Renew Registration

Step 1

Step 2

Use this procedure to manually renew your certificates.

The initial registration is valid for one year. Renewal of registration is automatically done every six months,
provided the product is connected to Cisco SSM or Cisco SSM On-Prem.

Procedure

In Unified CCE Administration, navigate to Overview > I nfrastructure Settings > L icense Management

Click Action > Renew Registration.

This process takes a few seconds to renew the authorization and close the window.

Reregister License

Step 1
Step 2
Step 3

Step 4

Use this procedure to reregister Unified CCE with Cisco SSM or Cisco SSM On-Prem.

\)

Note

Product can migrate to a different virtual account when reregistering with the token from a new virtual account.

Procedure

In Unified CCE Administration, navigate to Overview > I nfrastructure Settings > L icense M anagement.
Click Action > Reregister.

In the Smart Software Licensing Product Registration dialog box, paste the copied or saved Registration

Token Key that you generated using the Cisco SSM or Cisco SSM On-Prem in the Product Instance Registration
Token text box.

Click Reregister to complete the reregistration process.
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. Deregister License

Step 5 Close the window.

Deregister License

Use this procedure to deregister Unified CCE from Cisco SSM or Cisco SSM on-Prem and release all the
licenses from the current virtual account. All license entitlements that are used for the product are released to
the virtual account and is available for other product instances to use.

)

Note If Unified CCE is unable to connect to Cisco SSM or Cisco SSM on-Prem, and the product is deregistered,
then a confirmation message notifies you to remove the product manually from Cisco SSM or Cisco SSM
on-Prem to free up licenses.

\}

Note  After deregistering, the product reverts to the Evaluation state if the evaluation period is not expired. All the
license entitlements that are used for the product are immediately released to the virtual account and are
available for other product instances to use it.

Procedure

Step 1 In Unified CCE Administration, navigate to Overview > I nfrastructure Settings > L icense Management

Step 2 Click Action > Deregister.
Step 3 On the Confirm Deregistration dialog box, click Yesto deregister.

Best Practices

Some of the best practices for Smart Licensing are:

* Before purchasing your licenses, run the License Consumption report on the existing system to understand
the consumption pattern to make the right purchase decisions on the license requirement.

* Configure Admin email address in Cisco SSM to receive notifications and alerts from Cisco SSM.
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CCEDataProtect Tool

» CCEDataProtect Tool, on page 43

CCEDataProtect Tool

CCEDataProtect Tool is used to encrypt and decrypt sensitive information that the Windows registry stores
in it.

\}

Note Only the administrator, domain user with administrator rights, or a local administrator can run the CCE
DataProtect Tool, using <Install Directory>:\icm\bin\CCEDataProtectTool.exe.

Following are the features supported with the CCEDataProtect Tool:
» DBLookUp - view and edit External DBLookUp SQLLogin registry value.
DBLookUp supports the following options:

* Decrypt and View - to view the encrypted password stored in the SQLLogin registry as clear text.

« Edit and Encrypt - to configure the registry with encrypted value for first time or edit the existing
encrypted value stored in the registry.

* Help - information about the DBLookUp options.

« EXit - to return to the initial menu.

* Rekey - use this functionality with the Common Ground upgrade to re-encrypt the encrypted values
based on upgraded software version. For Technology Refresh upgrade, you must reconfigure the value
in the destination machine using the Edit and Encrypt option. It is recommended to use the Rekey
option to secure the sensitive information.

| A

Important  Rekey option will be supported in the future releases only.

* Help - information about the CCEDataProtect Tool options.

« EXit - to exit the CCEDataProtect Tool.
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Related Topics
Configure External DBLookUp Registry Value using CCEDataProtect Tool, on page 44

Configure External DBLookUp Registry Value using CCEDataProtect Tool

Perform this procedure to configure the External DBLookUp registry value using the CCEDataProtect Tool.

Procedure

Step 1 Run CCEDataProtect Tool from<Install Directory>:\icm\bin\CCEDataProtectTool.exe.
Step 2 In the Main menu, press 1 to select DBL ookUp, and press Enter.

Step 3 Enter a valid Instance Name for which this option is configured.

Note You can run only one instance of CCEDataProtect Tool at a time.

Step 4 Press 2 to select Edit and Encrypt, and press Enter.
The tool displays the current encrypted value stored in the registry as clear text, if it is already configured.
a) Enter a new Registry Value at the system prompt, and press Enter.
Note The maximum limit for the External DBLookUp registry entry is 2048 characters.
If you press Enter without entering any value, the system removes the encrypted value stored
in the registry. You can use this option to remove the encrypted entry.
b) When the system displays the message: Are you sure you want to Edit the Registry
Details [Y/N],press Y and then press Enter.
The system updates the Registry with an encrypted value and the system prompts the message: Registry
Updated with Encrypted Data Successfully.
Step 5 Press 1 to select Decrypt and View, to verify the encrypted password.
Note CCEDataProtect Tool generates the following logs in the C: \ temp folder.

* CCEDataProtectTool. log - captures the tool usage by the administrator.

* CCEDataProtectTool audit.log - captures the audit details of the tool usage.

Related Topics
CCEDataProtect Tool, on page 43
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Agent Administration

» Agent Administration Tasks, on page 45

* Configure Not Ready Reason Codes, on page 49

» Agent Feature Configuration, on page 49

* Unified CCE Administration Supervisor Access and Permissions, on page 53
* Network Transfer for IVR Configuration, on page 55

Agent Administration Tasks

Create Voice-Only Agent

Before you begin

You must ensure that you have already set up agent desk settings before configuring agents.

Procedure

Step 1 Create an Agent record by selecting | CM Configuration Manager > Tools> Explorer Tools> Agent
Explorer.

If you want to associate this agent with an existing Person record, select the Select Person button.
Important Do not change an agent's ID while the agent is logged in to the agent desktop.
Note This step creates an Agent record associated with the Person record.

+ Agent IDs can be up to nine digits long. If you are using Agent ID in the ICM Dialed Number
Plan, ensure that you do not configure Agent ID to be the same as an Agent extension number
on Unified CM. In this scenario, if the agent makes the call from the Agent Desktop, the
call cannot be routed through an ICM script.

* If you change the Agent ID (Peripheral ID), you must cycle the PG to populate the new
agent ID and information in the supervisor desktop.

Step 2 Enter the agent information and click Save.
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This step creates the Agent record.

If you did not use the Select Per son button to associate the agent with an existing Person record, a new Person
record is automatically created for the agent.

N

Note  You can also add many agents at one time using the Bulk Configuration tool.

A

Caution  Adding an agent is no longer allowed, in the following conditions:

1. Out of Compliance expiry: The system is operating with an insufficient number of licenses and system
in enforcement mode.

2. Authorization expiry: The system has not communicated with Cisco Smart Software M anager, or satellite
for 90 days and the system has not automatically renewed the entitlement authorizations.

3. Evaluation expiry: The license evaluation period expired.

Delete Voice-Only Agent

You logically delete agents using the Agent Explorer tool. You cannot delete agents from the Agent Explorer
until you remove them from any teams using the Agent Team List tool. If agents exist in script references,
use the Script Reference tool to find any existing references, then use the Script Editor application to delete
that script. Agents still exist in the deleted objects databases until permanently deleted.

)

Note * For scripting and reporting purposes, if you configure the script to send a call directly to an agent and
that agent is permanently deleted, the call/script fails. Also, you cannot run historical reports for
permanently deleted agents.

« If you delete all the agents from a team, that team will not be available in Cisco Finesse.

Procedure

Step 1 Select ICM Configuration Manager > Tools> Explorer Tools> Agent Explorer.

Note If this was the last or only Agent record associated with the Person record for this agent, then the
associated Person record is also deleted.

Step 2 Highlight the agent and select Delete.

Deletes the agent as well as the associated person.

Step 3 Select ICM Configuration Manager > Tools > Miscellaneous Tools > Deleted Objects.
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Step 4

Designate Agent Supervisor .

Highlight the Agent table name in the Tableswith Deleted Recor ds window, then highlight the agent in the
Deleted Records of the “Agent” Table window and select Delete.
The agent is permanently deleted from the database.

Designate Agent Supervisor

Step 1
Step 2

Step 3

Step 4

Step 5

You can identify an agent as a supervisor.
If you define an agent as a supervisor:

» If single sign-on is disabled either globally or for the agent you want to designate as a supervisor, the
supervisor must have an Active Directory account. If the supervisor does not have an Active Directory
account, the designation fails.

« If single sign-on is enabled either globally or for the agent you want to designate as a supervisor, you
must enter the individual's name in the format that your identity provider requires.

To create an agent who is a supervisor:

Procedure

In the Configuration Manager menu, select Tools> Explorer Tools> Agent Explorer. The Agent Explorer
window appears.

In the Select filter data box, select the peripheral with which the agent is to associated and click Retrieve.
This enables the Add Agent button.

Click Add Agent.

Note You must add the agent supervisor, as both member and supervisor, to the Member tab on the
agent team list. To get the benefit from the Team layout in Finesse, the agent supervisor must be
a member of the team.

In the property tabs on the right side of the window, enter the appropriate property values. Use the Agent Tab
to define the agent and designate the agent as a supervisor. Use the Skill Group Membership Tab to map the
agent to any skill groups. (See the Configuration Manager online help for more information.)

Note An agent team can have only one primary supervisor. There is no upper limit to the number of
secondary supervisors for a team. Refer to the online help for instructions on how to assign a
primary supervisor.

When finished, click Save.

Delete Agent Supervisor

When you create a new agent, you can also identify the agent as a supervisor. You can remove an agent's
designation as a supervisor.

The steps to delete an agent supervisor are as follows:
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Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
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Procedure

In the Configuration Manager menu, select Tools> Explorer Tools> Agent Explorer. The Agent Explorer
window appears.

In the Select filter data box, select the peripheral with which the agent is associated to and click Retrieve.
Select the agent whose supervisor designation you want to remove.

Open the Agent tab.

Uncheck the Supervisor check box.

When finished, click Save.

Create Agent Team

Step 1

Step 2

Step 3

Step 4

After adding agents with the Agent Explorer tool, you can create agent teams with the Agent Team List tool.

Procedure

Access the Agent Team List tool by selecting ICM Configuration Manager > Tools> List Tools> Agent
Team List.

Select Retrieve, and then select Add to add a new agent team.

Allows you to begin defining a new agent team. Complete the window, adding desired agents to the team.
Select the Member s tab.

Allows you to select agents to add to the team.

Select the Supervisor tab.

Allows you to designate a supervisor for the team.

With Unified CCE, assign both a primary and a secondary supervisor to each agent team.

Delete Agent Team

Step 1

Step 2
Step 3

You delete agent teams with the Agent Teams List tool.

Procedure

Access the Agent Team List tool in the Configuration Manager by selecting | CM Configuration Manager >
Tools> List Tools> Agent Team List.

Select Retrieve to obtain the current list of teams.
Highlight the team you want to delete and select Delete.
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Step 4 Select Save to save your changes.

Configure Not Ready Reason Codes

Procedure

Step 1 Select ICM Configuration Manager > Tools> List Tools> Reason Code List.

Example:
Note If you are using the agent desktop, make sure the Reason Codes match the codes on the desktop.
Unified ICM Reason Codes appear in the Agent Not Ready reports, but the agent actually selects
the desktop code, so these codes must match to avoid confusion. Configure predefined Not Ready
Reason Codes so their text appears in the reports.
Step 2 Enable the Agent event detail option by selecting |CM Configuration Manager > Tools> Explorer Tools>

PG Explorer, and then selecting the Unified CM peripheral.

Step 3 Select the Agent event detail check box on the Agent Distribution tab to enable reporting on Not Ready
Reason Codes.

Step 4 Configure the Not Ready Reason Codes on the desktop.

Agent Feature Configuration

This section describes how to perform the following tasks:

* Configure Unified CCE for Redirection on No Answer situations on IP IVR and Unified CVP
* Configure automatic wrap-up

* Configure supervisor assist and emergency alert situations

Configure Unified CCE for Redirection on No Answer on IP IVR

| &

Important  Unified CM is the Unified ICM Routing Client that ensures the call arrives at the right destination.

Procedure

Step 1 Configure agent desk settings by selecting |CM Configuration Manager > Tools> List Tools> Agent
Desk SettingsList.

Allows you to define the following:
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* A Redirection on No Answer time
* Redirection on No Answer dialed number (to access the Redirection on No Answer script defined in
Step 3, below)

Note The Redirection on No Answer timer is not applicable if the Auto answer option is enabled
because the Redirection on No Answer feature and Force Answer are mutually exclusive. If both
are defined, Auto answer takes precedence over Redirection on No Answer.

Step 2 Set up the call type by selecting ICM Configuration Manager > Tools> List Tools> Call TypeList.

This step sets up the call type and associates it with the dialed number and the routing script.

Step 3 Using the Script Editor, create a routing script to handle Redirection on No Answer situations.
This step allows you to define routing logic used for situations when an assigned agent does not answer.

Important  This script queues the call at the highest priority in the skill group(s) defined within the call
variables; otherwise, the call is no longer the first call to be routed off of the queue, as it was
when it was first assigned to the (unavailable) agent. Also, call variables that were set in the
original routing script are still present in the ring-no-answer script. Consequently, you might want
to set variable values in one script that can be checked and acted upon in the other script.

)

Note * If you configure the Redirection on No Answer timer in the Unified ICM agent desk settings, it is not
necessary to configure the Unified CM Call Forward No Answer fields for the agent extensions in the
Unified CM configuration. If you want to configure them for cases when an agent is not logged in, set
the Unified CM system service parameter for the Unified CM Call Forward No Answer timer at least 3
seconds higher than the Unified ICM Redirection on No Answer timer on each of the Unified CM nodes.

* If you want to ensure that Redirection on No Answer calls adversely affect the service level, define the
service level threshold to be less than the Redirection on No Answer timer at the call type and service.

Configure Unified CCE for Redirection on No Answer on Cisco Unified CVP

For Unified CCE systems in which Unified CVP is deployed, the Unified CM does not control Unified CVP
and cannot send an unanswered call back to Unified CVP for requeuing. You configure the Re-route on
Redirection on No Answer feature to only make the agent state “Not Ready” when the agent does not answer
a call. Use the Unified CVP Target Requery feature to re-queue the call. For more information, see Cisco
Unified Contact Center Enterprise Installation and Upgrade Guide.

|

Important  Unified CM does not control the queuing platform (Unified CVP); therefore, Unified CM cannot send the
call back to Unified CVP for requeuing.
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Step 1

Step 2

Step 3

Configure Unified CCE for Redirection on No Answer on Cisco Unified CVP .

Procedure

Configure agent desk setting by selecting |CM Configuration Manager > Tools> List Tools> Agent Desk
SettingsList.

Allows you to define the following:

* A Redirection on No Answer time: Set this number less than the number set for the No Answer Timeout
for the Target Requery that you set in Unified CVP (causes agent to be made unavailable after the
Redirection on No Answer timer expires, but cannot invoke the Redirection on No Answer mechanism
to re-route the call—see Step 3, below)

* Redirection on No Answer dialed number (to access the Redirection on No Answer script): Leave this
field blank

Note The Redirection on No Answer timer is not applicable if Auto-answer is enabled because the
Redirection on No Answer feature and Force Answer are mutually exclusive. If both are defined,
Auto-answer takes precedence over Redirection on No Answer.

Using Unified CVP Operations Console, configure the Unified CVP ring-no-answer timeout value.

This step causes Unified CVP to issue a requery to the system software, if the assigned agent does not answer.
In CVP Operations Console, use the SetRNATimeout command to set the ring-no-answer timeout to a duration
that is two seconds longer than the Redirection on No Answer time set in Step 1.

Note Set this timeout to under 30 seconds because the system software waits 30 seconds for Unified
CVP to return a routing label and then fails, so Unified CVP needs to requery before this happens.

Using the Script Editor, account for requeries in the routing script to handle Redirection on No Answer
situations.

Use the Target Requery script feature.

Note Do not create and schedule a new Routing script for Redirection on No Answer purposes in
Unified CVP deployments.

Allows you to report on Redirection on No Answer information. This script enables Requery (selects the
Requery check box) on the node in the script that selects and delivers the call to the first agent. Depending
on the type of node used, the Requery mechanism selects a new target from the available agents or requires
additional scripting.

For information about how Requery works for the different nodes, see Scripting and Media Routing Guide
for Cisco Unified ICM/Contact Center Enterprise.

Important  This script queues the call at the highest priority in the skill group(s) defined within the call
variables. Otherwise, the call is no longer the first in queue, as it was when it was first assigned
to the (unavailable) agent.
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\)

Note * If you configure the Redirection on No Answer timer in the Unified ICM agent desk settings, it is not
necessary to configure the Unified CM Call Forward No Answer fields for the agent extensions in the
Unified CM configuration. To configure them for cases when an agent is not logged in, set the Unified
CM system service parameter for the Unified CM Call Forward No Answer timer at least 3 seconds
higher than the Unified ICM Redirection on No Answer timer on each of the Unified CM nodes.

* To ensure that Redirection on No Answer calls adversely affect the service level, define the service level
threshold to be less than the Redirection on No Answer timer at the call type and service.

Configure Automatic Wrap-Up

Automatic wrap-up allows you to force agents into Wrap-up mode when they are finished with inbound or
outbound calls.

Procedure

Step 1 Select ICM Configuration Manager > Tools> List Tools> Agent Desk SettingsList.
Use these two fields to enable automatic wrap-up:

* Work mode on Incoming

» Work mode on outgoing
Choose either Required or Required with wrap-up data to indicate automatic wrap-up.
Also, enter the time, in seconds, allocated to an agent to wrap-up a call.

Step 2 Configure agent desk settings to require appropriate Reason Codes.

This configuration allows you to determine if and when agents are required to enter a Reason Code when they
log out or enter a Not Ready state.

Step 3 Agent should log out and then log in to the Finesse Agent Desktop, for any change, you perform in Agent
Desk Settingsto take effect.

Configure Supervisor Assist and Emergency Alert

Procedure

Step 1 Configure agent desk settings by selecting |CM Configuration Manager > Tools> List Tools> Agent
Desk SettingsList.

This step allows you to define the following:

* Assist call method

. Adm