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Preface

*» About This Guide, on page xvii

* Audience, on page xvii

* Additional Support, on page xviii

* Conventions (all documentation), on page xviii

» Communications, Services, and Additional Information, on page xix
» Important Notes, on page xx

About This Guide
A

Note The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. While any existing
biased terms are being substituted, exceptions may be present in the documentation due to language that is
hardcoded in the user interfaces of the product software, language used based on RFP documentation, or
language that is used by a referenced third-party product.

This document is a part of the Cisco Policy Suite documentation set.

For information about available documentation, see the CPSDocumentation Map for this release at Cisco.com.

\}

Note The PATS/ATS, ANDSF, and MOG products have reached end of life and are not supported in this release.
Any references to these products (specific or implied), their components or functions in this document are
coincidental and are not supported. Full details on the end of life for these products are available at:
https://www.cisco.com/c/en/us/products/wireless/policy-suite-mobile/eos-eol-notice-listing.html.

Audience

This guide is best used by these readers:

* Network administrators

CPS Mobile Configuration Guide, Release 24.2.0 .
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. Additional Support

* Network engineers
* Network operators

* System administrators

Preface |

This document assumes a general understanding of network architecture, configuration, and operations.

Additional Support

For further documentation and support:

* Contact your Cisco Systems, Inc. technical representative.

* Call the Cisco Systems, Inc. technical support number.

» Write to Cisco Systems, Inc. at support@cisco.com.

* Refer to support matrix at https://www.cisco.com/c/en/us/support/index.html and to other documents

related to Cisco Policy Suite.

Conventions (all documentation)

This document uses the following conventions.

Conventions

Indication

bold font Commands and keywords and user-entered text appear
in bold font.

italic font Document titles, new or emphasized terms, and
arguments for which you supply values are in italic
font.

[1] Elements in square brackets are optional.

{x|ylz} Required alternative keywords are grouped in braces
and separated by vertical bars.

[x]yl|z] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

courier font

Terminal sessions and information the system displays
appear in courier font.

Nonprinting characters such as passwords are in angle
brackets.
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Conventions Indication

[] Default responses to system prompts are in square
brackets.

L# An exclamation point (!) or a pound sign (#) at the
beginning of a line of code indicates a comment line.

\}

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

A

Caution Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

A

Warning IMPORTANT SAFETY INSTRUCTIONS.

Means danger. You are in a situation that could cause bodily injury. Before you work on any equipment, be
aware of the hazards involved with electrical circuitry and be familiar with standard practices for preventing
accidents. Use the statement number provided at the end of each warning to locate its translation in the
translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

\}

Note Regulatory: Provided for additional information and to comply with regulatory and customer requirements.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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. Important Notes

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Important Notes

|

Important  Any feature or GUI functionality that is not documented may not be supported in this release or may be
customer specific, and must not be used without consulting your Cisco Account representative.
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Overview

CHAPTER 1

Policy Builder Overview

* Overview, on page 1

* Reference Data, on page 2

* Services, on page 2

* Policies, on page 3

* Accessing the Policy Builder, on page 6

* Policy Builder Field Value Validation, on page 7

Cisco Policy Suite (CPS) provides a framework for building rules that can be used to enforce business logic
against policy enforcement points such as network routers and packet data gateways. For example, a prepaid
customer (one who pays as they go) might be denied service or prompted to top-up when their quota has
expired, whereas a postpaid customer (one who has an ongoing billing relationship with the service provider)
might only have their service downgraded or be automatically billed for additional data when their particular
quota has expired.

CPS allows service providers to create policies that are customized to their particular business requirements
through the use of the CPS Policy Builder, a web-based tool with a graphical user interface (GUI) that allows
for rapid development of innovative new services.

The Policy Builder GUI supports both configuration of the overall CPS cluster of virtual machines (VMs) as
well as the configuration of services and advanced policy rules. The following sections introduces the main
aspects of the PB GUI as laid out in three tabs on the upper right of the interface: Reference Data, Services
and Policies.

Figure 1: Cisco Policy Guilder GUI

CISCO. POLICY BUILDER ’
REFERENGE DATA

File Tools

Ssieme Summary
L3 st ~ Actions

Account Balance Templates Create Child:

tustom Reference Data Tables 3| system

DM Configuration
Diameter Agents
Diameter Clients
Diameter Defaults

Fault List

215014
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Reference Data

Services

The Reference Data tab of the PB GUI provides access for configuring various aspects of the system in order
to make the system ready for operation. Reference Data are used to not only configure the system, but are
also used to provide settings and parameters that are referenced by policy rules across various services; for
example, Account Balances and Notifications are configured as Reference Data but are then referenced and
reused by multiple services as needed. Details of the various Reference Data configuration options are described
in more detail in other chapters of this guide.

The Reference Data tab contains static system, network, and template definition. It is not directly related to
policy, services, or use cases, but does define the reference points for the following types of information:

* Systems, cluster, and instance data

* Jdbc query string definitions

* Balance and quota definitions

* Diameter agents, clients, and defaults information

* Query strings

* Custom reference data tables (custom look up tables such as apn names)
* Notification addresses and text templates

* Policy reporting criteria

* Subscriber data repositories

» Tariff switch times

* Fault list - For more information, refer to CPS Operations Guide for this release.

The Services tab allows for creation of reusable policy rules that control how subscribers are granted network
services, quota and notifications. Services are broken down into three core areas: Domains, Services and Use
Case Templates. The following section provides an overview of the Services tab, however detailed instructions
on how to build a service are covered in later chapters of this guide.

The creation of a new service begins with creating a Use Case Template (UCT) for the service. UCTs consist
of Service Configurations specific to the service that will be created. For example, a Service Configuration
might provide for the setup of a Gx Rule or Basic QoS. The UCT is also used to configure Use Case Initiators
(UCI) which are instructions on when a specific Service Configuration should be in effect. An example of
the UCI might be “only send this Gx Rule when the account balance is depleted”. Multiple UCIs can be
configured for each Service Configuration allowing for complex logic as to when the configuration should
or should not be in effect.

Once a UCT and associated UCIs are defined, it becomes the basis for Service Options, which are specific
instances of the UCT that are populated with data specific to the service. Multiple Service Options can be
created from a single UCT; for example, a UCT that provides for passing QoS parameters can be reused with
different QoS values for different customers. Multiple Service Options can be layered to create the end Service.

. CPS Mobile Configuration Guide, Release 24.2.0
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Policy Builder Overview

Policies .

Figure 2: Services tab

Domains

| Service
Services
*Code *Name
3 "
Ll summan . +| Enabled Suppress [n Portal
= sen SERVICE_A Service A
—m Balance Service Add To Sub Accounts
-test]
default (DEFAULT) Service Options
MirrarQa$ (Mirrer)
i S Name *Use Case Template
- wll 1 Session Limit Max Concurrent Sessions

Use Case Templates

Add || Remove | | 97 || 4& | View Service Option Parameters
* Actions
Create Child:

Automatic Balance Provisioning
Copy:

Current Service

The Domains panel within the Services tab handles the initial interaction of the client device with the policy
engine, and covers tasks including client authentication, default provisioning of unknown clients and qualifying
a client for particular system defaults and services.

For more information on the Services tab, refer to the Services, on page 229 chapter.

While the Services tab, through Use Case Templates and Service Options, makes it easy to create reusable
and extensible services, the Policies tab allows direct access to the underlying policy engine. The Policies tab
holds the CPS core system Blueprint, which is composed of various Extension Points that break the policy
engine flow into sections that occur within the execution of the policy. For example, the point in the policy
flow where a Gx connection is received, parsed, and processed before the point in the policy flow where the
related subscriber data is evaluated.

Within the various Extension Points are Policies that define Conditions (events and data from the policy flow
and external systems) that can then trigger Actions (manipulation of data and communication back to external
systems).

Note that the configuration of services for most deployments will be handled through use of the Reference
Data and Services tabs; advanced policies as defined on the Policies tab and discussed above are only required
for complex deployments. It is recommended that only experienced users access the Policies tab as errors in
custom policies can have negative impact on the operation of the system. Detailed discussion of custom
policies is outside of the scope of this document.

By default, the Policies and Blueprint tabs are disabled.

| o

Important

platform instability, or reduced capacity.

The Policy Builder offers the Blueprint section under Policies tab to enable Cisco recommended changes to
the Policy Engine. Changes made without Cisco guidance are not supported and can result in poor performance,
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. Policies

Enabling POLICIES tab

In Policy Builder, Tools > Preferences to open Preferences pop-up window.

Figure 3: Preferences - Policies

Fila Tools
I |
@‘h{?ﬁm—! Summary
0 i
Advanced Advanced *

v g 1=k ~ Actions - .

Account Balance Templates Create Chilg ["]:show Paolicies (custom configuration) editing options?

Custom Reference Data Tables v} ‘l Syste

Diameter Agents o =

e R || Allow changes to Read-Only objects (any changes will be lost on GUI restart)
Diameter Defaults [ Expert Mode (silently auto-save changes)

Fault List

Notifications

Policy Enforcement Points
Rule Retry Profiles
Subscriber Data Sources

Tariff Times

| Restore Defaults || Apply |

| oK | | Cancel |

Select Show Policies (custom configuration) editing options? and click Apply.

Warning pop-up dialog box opens up.

Figure 4: Warning

Advanced ‘ Advanced v

@ Show Paolicies (custom configuration) editing options?

Warning X

Turning this option on enables powerful functionality in the user interface that also
comes with a large degree of responsibility. By turning this functionality on you are
accepting liability for any changes you make in the enabled screens which could
result in incorrect, invalid, unexpected behavior of the system. If vou do not accept
this liability, then press the Reject button and all changes to the preferences dialog
will be discarded.

L..Accept = |  Reject |

|' Restore Defaults i[ Apply ]

| oK | | Cancel |

Click Accept so that POLICIES tab is visible in Policy Builder.
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Policies .

Enabling BLUEPRINTS tab

For BLUEPRINTS tab to be visible in Policy Builder, Show Policies (custom configuration) editing options?
must be checked.

Select Show blueprint editing options? and click Apply.

Figure 5: Preferences - Blueprints 1

File Tools

I 1
[ Bxateme, L] Summary
D

Advanced Advanced s
» g =t - Actions
Account Balance Templates Create Chil [] Show Policies (custom configuration) editing eptions?
Custom Refi Data Tables =B — F i
S e ‘Fﬁl Svstel | [ show blueprint editing options?
Diameter Agents —
Dt T [ | allow changes to Read-Only objects (any changes will be lost on GUI restart)

Diameter Defaults | Expert Mode (silently auto-save changes)

|
Fault List

Notifications

Policy Enforcement Points
Rule Retry Profiles
Subscriber Data Sources

Tariff Times

[ Restore Default

oK | Cancei -

Figure 6: Preferences - Blueprints 2

Hostname:lab  SVN URL: hitpsiperfclient0i/repos/configuration  SVNRevision: 679 Welcome,

CISCO. POLICY BUILDER

REFERENGE DATA

File Tools

.
| Summary

) g b T | Advanced -

Account Balance Templatas Create Chill [4] Show Policies (custom configuration) editing options?
Custom Reference Data Tables

[E3] systel 7| Show blueprint editing options?
Diameter Agent= B
TR RIS [] Allow changes to Read-Only objects (any changes will be lost on#UI restart)
Diameter Defaults [ ] Expert Mode (silently auto-save changes)

Fault List

Natifications

Policy Enforcement Points.
Rule Retry Profiles
Subscriber Data Sources

Tariff Times

| Restore Defautts | [ Apply.

oK | Cancel

Warning pop-up dialog box opens up.
Click Accept so that BLUEPRINTS tab is visible in Policy Builder.

\}

Note In case the POLICIES checkbox is unchecked while BLUEPRINTS checkbox is checked, the BLUEPRINTS
checkbox is unchecked forcefully and the BLUEPRINTS tab is not visible.
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Summary of Policy Tab Capabilities

* Conditional rules within specified Extension Points (Condition/Action)
* Trigger specific actions from an extensive catalog of Use Case Initiators

* Evaluate and manipulate session data as part of making policy decisions and returning services data to
downstream systems

Advantages

+ Allows for handling complex policy situations without writing custom code

* Support for custom or unusual business rules

Considerations

* Building custom policies requires a deep understanding of the call flow and underlying CPS platform

* Due to the flexibility of the Policy Builder, it is possible to create conflicting policies that can have a
negative impact on system performance

Accessing the Policy Builder

The Policy Builder is the web-based client interface for the configuration of policies to the Cisco Policy Suite.
Initial accounts are created during the software installation with the default CPS install username as gns-svn
and password as ciscol23.

URL to Access Policy Builder Interface:
* For HA: https://<lbvip01>:7443/pb

CPS enables users to be aware of its current privileges while accessing Policy Builder as described below:

* If a user has read-write privilege then ADMIN is displayed adjacent to user name in the GUI.

* If a user has read-only privilege then READONLY is displayed adjacent to user name in the GUIL.

The hostname is displayed in the login dialog box and system banner to differentiate between open windows
while performing any operation of the CPS system. It indicates which system is being modified and prevents
any errors or misconfigurations.

The hostname is displayed when the parameter -bhostname=1ab is configured in pb/qns.conf files. If it is not
configured in the gns.conf file, it is displayed as a result of the command "hostname" on the server.

The hostname is displayed in the login panel only when the following argument is set to true:
-DshowSitenameLogin

Enable TACACS+ authentication for Policy Builder by enabling PAM authentication (set
-DdisablePAMAuthentication to false) and enabling TACACS+ along with tacacs on_ui flag set to true in
Configuration.csv file.
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Enabling Logout Option

To enable the logout option in Policy Builder, the following parameter must be configured in
/etc/broadhop/pb/pb.conf file.

» —DlogoutLink Visibility

To view the Logout link on Policy Builder banner, set the parameter to true value.

To support backward compatibility, -DlogoutLinkVisibility flag is not present in pb . conf by default. If
flag is not present, then the value is considered as false.

When the parameter is configured or updated, restartall.sh is required.

A

Caution Executing restartall.sh will cause messages to be dropped.

Policy Builder Field Value Validation

The Policy Builder uses the eCore framework to configure UI fields and their data types. The Policy Builder
validation is triggered when a field is updated. The validation depends on the data type and valid value that
you have defined for the field.

When you start the Policy Builder, the last recorded valid value defined in the eCore is set as the default value.
If the value is not set in the eCore, the valid value is taken based on the eCore data type. For numeric data
types, the Policy Builder displays 0 as a default value. For string data types, the Policy Builder displays null
(empty) as a default value.

The Policy Builder validates the value that is configured in the field.

When you enter a value in the field and the value passes validation, the newly entered value is recorded as
the last valid value. If the validation fails, the last recorded valid value is reverted.
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Overview

CHAPTER 2

Basic Systems Configuration

* Overview, on page 9
* Policy Builder Repository Configuration, on page 9
* System Configuration, on page 25

The Cisco Policy Suite provides the Policy Builder as an interface for policy management. Policies translate
a Service Provider’s business rules into actionable, logical processing methods that the Cisco Policy Suite
enforces on the network.

The Cisco Policy Suite ships with some standard base policies that serve as a starting point for customization
to suit a Service Provider's specific business rules.

Policy Builder Repository Configuration

The Policy Builder uses a Subversion version control repository to store the configuration data created in the
UL The data entered in the Ul is translated into XML (Eclipse Modeling Framework xmi files) when saved.

As work is done in the U, changes are saved to a temporary directory on the pcrfclientO1. (The directory is
specified in the Repository configuration dialog.) Therefore, you can log out and back in and the latest changes
will remain. However, if someone else makes a change and commits, then your local changes are lost.

There are two options for saving configuration changes:

* Publish to Runtime

* Save to Client Repository

When saving to the client repository, the configuration is pushed to Subversion, but it is saved in a client only
repository and not copied over to the runtime environment repository. If you 'Publish to Runtime', the
configuration is saved to the client repository and also copied to the runtime environment repository. The
CPS servers check the runtime environment repository for changes and will update automatically when changes
are committed.
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Best Practices

Typically, publishing configuration changes to a lab environment to run tests is best. And then when satisfied
with the test results, you can publish the new configuration to a production environment.

Revert

As Subversion is a source code tracking repository, each version of a configuration is numbered and stored
in the Subversion repository history. Therefore, it is also possible to revert to any version of a configuration.
The Policy Builder does not have a way to do this via the GUI, but using the Subversion command line tools,
any version of the configuration can be made the current revision. For more information, refer to Subversion
documentation for how to use the command line tools.

Default Repositories

The CPS deployment installs Subversion and creates a default client and runtime repository. The Subversion
repositories are synced using Subversion's Master/Slave replication between the perfclientO1 and perfclient02
nodes.

* Client - http://pcrfclient01/repos/configuration

* Runtime - http://perfclient01/repos/run
The Policy Builder start screen shows a dialog that lets you define repositories and choose a repository to
check out for editing. A repository definition named “Repository” is installed by default and uses the default

client repository (http://pcrfclient01/repos/configuration). The default PB user (qns-svn) with the default
password is also setup.

Figure 7: Choose Policy Builder Data

Choose Policy Builder data

#®) Build policies using version controlled

Repository - | | Edit  Remove Revert

OK Cancel

215008

Adding a Client Repository Definition

Step 1 Start Cisco Policy Builder.
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Step 2

Adding a Client Repository Definition .

In the Choose Policy Builder data repository ... dialog box, select Add New Repository from the drop-down list.

Figure 8: Adding a New Repository Definition

Choose Policy Builder data repository...

®) Build policies using version controlled data

Repository k‘ Edit | Remove Revert

<Add New Repository> |
[ oK Cancel

The Repository dialog box appears.

Figure 9: Repository Configuration Fields

Repository

*Name
Repository

Username

Password
Save Password
*url
http://pcrfclient01/repos/configuration/
*Local Directory
fvar/broadhop/pb/workspace/tmp-Repository
+| Validate on Close

Remove

215010

oK Cancel

The following parameters can be configured under Repository:

Configure the parameters according to the network requirements.

21501
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Table 1: Repository Parameters
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Parameter

Description

Name

This required field uniquely identifies your repository's site with a name.

Note We recommend the following format for naming repositories:
customername_project_date, where underscores are used to separate
customer name, project and date. Date can be entered in the format:
MMDDYYYY.

Username and Password

Enter a username that is configured to view Policy Builder data. The password can be
saved for faster access, but it is less secure. A password, used with the Username,
permits, or denies access to make changes to the repository.

Save Password

Select this check box to save the password on the local hard drive. This password is
encrypted and saved as a cookie on the server.

Url

You can have several branches in the version control software to save different versions
of configuration data. Create a branch in the version control software before assigning
it in this screen.

Enter the URL of the branch of the version control software server that is used to
check-in this version of the data.

Local Directory

This value do not need to be changed.

This is the location on the hard drive where the Policy Builder configuration objects
are stored in version control.

When you click either Publish or Save to Repository, the data is saved from this
directory to the version control application specified in the Url text field.

The field supports the following characrters:

» Uppercase: A to Z
» Lowercase: ato z
* Digits: 1 t0o 9

* Non-alphanumeric: /

Note The user needs to provide the specified characters above.

Validate on Close

Select this check box to see if the values for Username, Password, or the URL are
legitimate and unique. If not, the screen displays an error message and provides a
chance to correct the errors.

Remove

Removes the display of the repository in Cisco Policy Builder.

Note The remove link here does not delete any data at that URL. The local directory
is deleted.

Step 3 Click OK to save your work to the local directory.
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Note When your change screens, Cisco Policy Builder automatically saves your work. Cisco recommends saving your
work to the local directory by clicking on the diskette icon on the Policy Builder GUI or CTRL-S on the keyboard.

Step 4 If you are ready to commit these changes to the version control software, select File > Save to Client Repository on the
Policy Builder home screen.

Editing a Client Repository Definition
Use this procedure to change any of the following details of client repository:
* Client repository name
» Username, password, and password save mechanism
* Client repository temporary save URL

* Client repository local directory save file path

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.

Step 2 Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 Click the Edit button.

Step 4 In the Repository dialog box, make the required changes.

Step 5 Click OK to save the changes to the repository definition.

Removing a Client Repository Definition

This procedure removes a repository from Cisco Policy Builder. This procedure does not delete the actual
Subversion repository, just the definition for access in the Policy Builder.

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.

Step 2 Use the drop-down list in the Choose Policy Builder data... dialog box to select the desired repository.
Step 3 Click Remove. A confirmation dialog box appears.

Step 4 Click OK to delete the repository.

Saving Policy Builder Configuration Data to a Client Repository

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.

Step 2 Use the drop-down list on the Choose Policy Builder data... dialog box to select the desired repository.
Step 3 Click OK to open the Policy Builder GUI.

Step 4 Make the necessary modifications in the Policy Builder.
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. Auto Save Policy Builder Configuration Changes

Step 5

Step 6
Step 7

To save the modifications done, select File > Save to Client Repository, or click the diskette icon on the Policy Builder
GUI or use CTRL-S on the keyboard.

Enter a commit message for the modifications done.

Click OK. The modified configurations are saved to the client repository for later updating and publishing to the runtime
environment.

Auto Save Policy Builder Configuration Changes

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Open a browser and enter the URL of the Cisco Policy Builder.
Use the drop-down list on the Choose Policy Builder data... dialog box to select the desired repository.
Click OK to open the Policy Builder GUI.

Make changes to configuration data as necessary. For example, if you move from configuration to another configuration
without saving the changes, a pop-up Are you sure? dialog box for saving the changes is displayed.

Click Yes to save the changes. If you want to disable this notification, click Tools > Preferences. This opens Preferences
window.

Figure 10: Preferences

Preferences

Advanced hd

Show blueprint editing options?

| Allow changes to Read-Only objects (any changes will be lost on GUI restart)

Expert Mode (silently auto-save changes)

Restore Defaults Apply

oK Cancel

Check Expert Mode (silently auto-save changes) flag to enable auto-save option.
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Note By default, the flag is not checked. You have to check it in order to turn off the Are you sure? save prompt.

Figure 11: Are you sure?

Do you want to save this object?
(You can turn this message off in your Preferences by turning on Expert Mode)

Yes | No

If the flag is not checked, the following options are displayed when updating/creating/copying an object:

« Updating an Object: While updating an object the PB asks Do you want to save this object? with option buttons
as OK and Cancel. If you click OK, the data being worked on is saved and if you click Cancel, the data being
worked on is not saved to the repository.

« Creating an Object: While creating an object the PB asks Are you sure you want to create this object? with
option buttons as OK and Cancel. If you click OK, the new object is created with the default values and if you click
Cancel, the object is not created.

« Copying an Object: While copying an object the PB asks Are you sure you want to copy this object? with option
buttons as OK and Cancel. If you click OK, the object is copied and if you click Cancel, the object is not copied.

* This prompt is also displayed for File menu options when you use Publish to Runtime Environment or Save to
Client Repository....

Step 7 Once flag is checked, click Apply and OK to save the changes.

Publishing the Client Repository

To put changes into effect and have the Cisco Policy Builder server recognize the configuration changes made
in your client session, use the Publish option and save the changes to the server repository.

\)

Note To save the practice version, publish the client repository to the server. This is the version the server uses for
production.

Do not publish to the Policy Builder unless you are completely satisfied with the configuration data in your
client repository.

* Use the Policy Builder interface to either commit or set up a commit repository.
* Verify your work either by going to a web browser or by looking at the config.properties file.

* Unpublish with an SVN delete and restore.

When you are ready to put your Policy Builder changes into production, you need to publish them to Subversion.
This preserves version history.
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CPS supports to save the unpublished commit messages in a property file into the file system. This file is
saved in the user directory under the selected repository location. For different users, Policy Builder will
generate different property files.

Policy Builder saves the unpublished commit messages into the file system for the following cases:

» When loading Publish dialog box (File > Publish to Runtime Environment...) then saved commit
message, if any, appears for that user in Commit Message pane.

» While publishing the policy configuration, if publish fails then the entered commit message is saved into
the file system.

» While publishing the policy configuration, if publish succeeds then remove the message from file for
the logged in user.

* If you click Cancel on Publish dialog box then the entered commit message is saved into the file system.

» If you click Cross (x) on Publish dialog box then the entered commit message is saved into the file
system.

» When loading Saving to Repository dialog box (File > Save to Client Repository...) then saved commit
message, if any, appears for that user in Commit Message pane.

» While saving to client repository, if operation fails then the entered commit message is saved into the
file system.

» While saving to client repository, if operation succeeds then remove the message from file for the logged
in user.

« If you click Cancel on Saving to Repository dialog box then the entered commit message is saved into
the file system.

» If you click Cross (x) on Saving to Repository dialog box then the entered commit message is saved
into the file system.

Step 1 To publish in Cisco Policy Builder, select File > Publish to Runtime Environment. The Publish dialog box appears.
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Figure 12: Publishing to the Runtime Environment
Publish

Publish to:

Publish Repository = | | Edit | Remove Revert

Commit Message (describe what's changed):

oK Cancel

215012

Step 2 If you have already set up the repository to publish to, just enter a commit message.

Step 3 If you have not set up the repository, select Add New Repository from the Publish to: drop-down list and enter the
required details for the new repository. For more information, refer to Adding a Client Repository Definition, on page
10.

Step 4 Verify the changes to Production repository:

» All changes are published to Subversion, so they are version-controlled and can be rolled back.

* To verify a publish as part of a troubleshooting process, take the URL seen in the previous screen and put it into a
web browser (you may need to substitute the IP). The password is the same as in Cisco Policy Builder.

« If a traditional web browser cannot access the system, you can use a command line browser from the CPS VM’s
URL.

Error Notification during Publishing

During publishing, if there are any errors, the Publish dialog box will display the list of unresolved errors.

)

Note Policy Builder does not report errors for read-only objects.

The errors are created in the session and are updated accordingly as the errors are resolved or are newly
introduced with respect to their IDs.

The format of error string is as:
<Object Name> <Feature Name> :: <Error String>

You can select and copy one or more of the errors in the list and paste them into another window (for example,
in an email or in a file to mask the acceptable errors).
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Figure 13: Publish - Unresolved Errors

Publish
Publish to:
b .Add Revert
Unresolved Errors:
FS (G Client) : The required feature 'realmPattern’ of 'default’ must be set ”

CRED_1 (Customer Reference Data Table) : The required feature 'name’ of '"Column' must be set
G_2 (G Client) : The required feature 'realmPattern’ of 'default’ must be set

re_23 (Rx Client) : The required feature 'realmPattern’ of 'default’ must be set

re_11 (Rx Client) : The required feature 'realmPattern’ of 'default’ must be set

{Conditional Search Table Group) : The required feature 'name' of 'Result Column' must be set
default (G Client) : The required feature 'realmPattern’ of 'default’ must be set - |

m

Commit Message (describe what's changed):

0K | i. Cancél-

If you click OK with any unresolved errors in the list then you are prompted with a confirmation asking if
the unresolved errors should be published to the repository.

Figure 14: Publishing with Errors - Override

Publish
Publish to:
hd '.Add_ Revert
Unresolved Errors:
|F5 (G Client) : The required feature 'realmPattern’ of 'default’ must be set |

CRED_1 (Customer Reference Data Table) : The required feature 'name’ of 'Column' must be set |
G_2 (G Client) : The required feature 'realmPattern’ of 'default’ must be set E
re_23 (Rx Client) : The required feature 'realmPattern’ of 'default’ must be set |
re_11 (Rx Client) : The required feature 'realmPattern’ of 'default’ must be set

(CDI"IdItIDﬂEII Searcl_ ko 1 B e o R Py ) W T BEY SO D W LR [ oy P07 P Doy vt Iy ] RO o B 1 SRS ¥ D™ 20 BTN, [ oty Syl [P EREnanpg o
default (G Client) ESE=REIE=tEy=ls

Commit Message (

There are still some unresolved errors,
Do you want to override and Publish to the Repository ?

O-K” | Cancel

. CPS Mobile Configuration Guide, Release 24.2.0



| Basic Systems Configuration
Adding a Runtime Repository Definition .

If you click No, then the publish does not happen.

If you click Yes then the commit message is amended to include a note that you have committed with # errors.

For example, “User forced the Publish with 3 unresolved errors: <user's commit message>”.

Masking Errors

You can mask the errors if needed where an error is reported by Policy Builder but can still be loaded by the
Policy Server. This allows configuration of CPS so that the specified errors are not displayed and you do not
ignore the list of unresolved errors and the real errors are not lost amongst a list of acceptable errors.

The file named maskPublishErrors. txt fileis created in the folder /etc/broadhop/pb on Cluster
Manager (CM). After creating the file, run build al1.sh from CM to rebuild CPS package and push the
changes to each VM. The file is populated with the exact message displayed in the GUI. No wildcarding is
allowed (so as to prevent accidentally filtering out important messages). The GUI does not display any
messages that are in the maskPublishErrors. txt file. The GUI does not count any messages that are
in the maskPublishErrors. txt file. If all of the errors in the list are masked because they are in the
file then clicking OK in the Publish dialog will not cause the override dialog to be displayed.

Adding a Runtime Repository Definition

A repository definition named Publish Repository is installed by default and uses the default Runtime
repository (http://perfclient01/repos/run). The default Policy Builder user (gns-svn) with the default password
is also setup. The Runtime repository matches the value setup in the /etc/broadhop/gns. conf file.

The gns. conf file is read by all of the active Policy Server and Policy Director nodes and when the policy
server process starts up, it checks out the configuration from the Runtime repository.
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Figure 15: Runtime Repository Definition

Summary

* Actions
Create Child:

Lo | System Publish

Publish to:

Publish Repository ~ | | Edit Remove Revert

Commit Message (describe what's changed):

oK Cancel

215013

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.

Step 2 Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 After selecting the required repository, click OK.

Step 4 Make changes to Policy Configuration data as necessary.

Step 5 Select File > Publish to Runtime Environment....

Step 6 Use the drop-down list to select <Add New Repository>.
The Repository dialog box appears.

Step 7 Enter the necessary values and click OK to save your work.

Step 8 Enter a commit message and click OK to publish to the new repository.

Editing a Runtime Repository Definition

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 After selecting the required repository, click OK.
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Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Removing a Runtime Repository Definition .

Make changes to Policy Configuration data as necessary.
Select File > Publish to Runtime Environment....

Use the drop-down list to select the desired repository.

In the Repository dialog box, make your changes.

Click OK to save the changes to the repository definition.

Enter a commit message and click OK to publish to the new repository.

Removing a Runtime Repository Definition

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

This procedure removes a runtime repository definition from the Cisco Policy Builder. This procedure does
not delete the actual Subversion repository, just the definition for access in the Policy Builder.

Open a browser and enter the URL of the Cisco Policy Builder.

Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
After selecting the required repository, click OK.

Make changes to Policy Configuration data as necessary.

Select File > Publish to Runtime Environment....

Use the drop-down list to select the desired repository.

Click Remove. A confirmation dialog appears.

Click OK to delete the repository.

Click Cancel to close the dialog box.

Saving Policy Builder Configuration Data to a Runtime Repository

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Open a browser and enter the URL of the Cisco Policy Builder.

Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
After selecting the required repository, click OK.

Make changes to Policy Configuration data as necessary.

Select File > Publish to Runtime Environment....

Use the drop-down list to select the desired repository.

Enter a commit message.

Click OK. The data will be saved to the client repository for later updating and publish to the runtime environment.

Switching to a Different Client Repository

You may have several variations of your client repository. One may reflect the configuration currently published
to the server. Another might be developed for test purposes.
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There are two ways to switch to a different repository:
* File > Switch Repository...

« File > Exit/Logout: You can select the required repository from Choose Policy Builder data repository...
dialog box.

When you click Ok after repository selection, a validation prompt Are you sure? is displayed.

* Select Discard to discard the uncommitted changes.

* Select Retain to retain the uncommitted changes.

If the dialog box is dismissed without clicking escape or close, the uncommitted changes are retained.

Reverting Changes
There are two main SVN repositories (repos) in the system.
* Repository publish which contains ONLY the currently running set of policies.

» Runtime repository which contains a copy of the currently running set of policies along with copies of
all previous sets.

To rollback Policy Builder changes, there are two methods:

* Rollback the configuration repository Policy Builder and then perform a publish as described in
Unpublished Changes, on page 22.

* Rollback the runtime repository Policy Builder uses and the configuration repository Policy Builder uses.

For more information, refer to Published Changes, on page 22.

Unpublished Changes

If you do not want to save the changes, click the Revert link on the Policy Builder start window. All changes
that have not been committed to a repository will be removed.

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 Click the Revert link. A confirmation dialog appears.

The Revert link is only available if there are uncommitted local changes.

Step 4 Click OK to revert changes to the repository definition.

Published Changes

Step 1 Check the configuration repository name Policy Builder uses (config_repo). To check the name, use the following steps:

a) Open a browser and enter the URL of the Cisco Policy Builder.

. CPS Mobile Configuration Guide, Release 24.2.0



| Basic Systems Configuration
Published Changes .

b) Inthe Choose Policy Builder data repository... dialog box, click Edit.

Figure 16: Choose Policy Builder Data Repository

Choose Policy Builder data repository...

®) Build policies using version controlled data

Repository - || Edit | Remove Revert

OK Cancel

215206

¢) Inthe Repository dialog box, look at the contents of the Url field to see the repository name used by the Policy
Builder. For example, it is configuration.

Figure 17: Repository

Repository

*Name
Repository
Username
gns-svn
Password
sssssssnsnns o | S2ve Password
*url
http://localhost/repos/configuration
*Local Directory
fvar/broadhop/pb/workspace/ftmp-Repository
| Validate on Close

Remove

oK Cancel
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d) Record the Policy Builder repository name (config_repo). For example, it is configuration.
Step 2 To locate the ‘r’ number in the repository used by Policy Builder, execute the following command:

svn log http://pcrfclient0l/repos/<config_repo> | more

The <config_repo> value comes from Step 1.d, on page 23.

The following is an example of the svn log command, where <config_repo> is configuration as shown in Step 1.d, on
page 23.
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Step 3

Step 4

Step 5

svn log http://pcrfclient0l/repos/configuration | more

r367 | gns-svn | 2015-06-18 12:15:34 -0600 (Thu, 18 Jun 2015) | 1 line
second try

r364 | gns-svn | 2015-06-17 15:46:19 -0600 (Wed, 17 Jun 2015) | 1 line
corrected java issue

r358 | gns-svn | 2015-06-16 15:06:57 -0600 (Tue, 16 Jun 2015) | 1 line
r355 | gns-svn | 2015-06-16 14:58:41 -0600 (Tue, 16 Jun 2015) | 1 line
r352 | gns-svn | 2015-06-16 14:52:29 -0600 (Tue, 16 Jun 2015) | 1 line

a) Inthe example above, the comment we are looking for is in r361 which is the ‘r’ number we want to rollback to.
b) Record the config_repo ‘r_number’. In this example, it is r361.

Execute the following command to delete the current version from the configuration repository Policy Builder uses:
svn delete http://pcrfclient0l/repos/<config repo> -m ‘deleting for rollback’

Use the <config_repo> value from Step 1.d, on page 23.

The following is an example of the svn delete command where <config_repo> is configuration.

svn delete http://pcrfclient0l/repos/configuration -m ‘deleting for rollback’

Execute the following command to restore the Policy Builder configuration repository to a previous version.

svn cp http://pcrfclient0l/repos/<config repo>@<r_ number> http://pcrfclient0l/repos/<config repo> -m
‘rolling back to <r_number>’

The <r_number> value is from Step 2.a, on page 24 and the <config_repo> value is from Step 1.d, on page 23. The ‘-m’
option should be used to add a comment indicating what is being done.

The following is an example of the svn copy command with the <r_number> set to 361 and the <config_repo> set to
configuration:

svn cp http://pcrfclient0l/repos/configuration@361 http://pcrfclient0l/repos/configuration -m ‘rolling
back to 361’

Execute the following command to verify if the rollback is successful:
svn log http://pcrfclient0l/repos/<config repo> | more
The <config_repo> value is from Step 1.d, on page 23.

The following is an example of the svn copy command:

svn log http://pcrfclient0l/repos/configuration | more

r367 | gns-svn | 2015-06-18 12:15:34 -0600 (Thu, 18 Jun 2015) | 1 line
rolling back to 361

Note The output should have the ‘-m’ option's text entered in Step 4, on page 24 as the comment.
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Step 6 Open Policy Builder and verify the polices to which you have rolled back. Normally the customer should be able to verify
the policies in Policy Builder.

Step 7 Perform a publish in Policy Builder and make sure to add a comment indicating that the publish is being done to complete
the rollback. For example, “publishing to complete rollback to <r_number>".

System Configuration

The Systems node in the Reference Data tab represents the Cisco Policy Suite runtime environment as it exists
in the network environment.

* System: There must always be at least one system defined in the Policy Builder. The system represents
the customer deployment. In HA, the system represents a set of PCRF clusters that share the same session
database. System is used to define any common things across the clusters, such as load balancing, and
SO on.

* Cluster: Each system contains one or more clusters - each of which represents a single High-Availability
(HA) site environment. A cluster is used for define the configurations related to the blades. A cluster
shares the same set of policy directors (that communicates as a group). A customer can take a fully
installed PCRF and replicate it to a second cluster.

Each cluster can contain node instances. A node instance corresponds to a physical node in a deployment
cluster such as a session manager or Policy Director (load balancer). It is very rare that a deployed system
needs to have node instances configured in the Policy Builder. Configurations flow downhill, meaning
that if you define a Plugin Configuration for Unified API at the system level, each cluster and subsequently
each instance gets that configuration by default.

There are two types of clusters: HA and GR. This document discusses HA clusters. For information
related to GR clusters, refer to CPS Geographic Redundancy Guide for this release.

\)

Note In an HA environment you should not make any configuration in Cluster node.

Plug-in configuration done at cluster level overrides the same definition at system level. For example, if you
configure Custom Reference Data at cluster level, it will override the Custom Reference Data configuration
done at system level.

There is a default deployment configuration for mobile. system-1 is the default system name and cluster-1
is the default cluster name.

If a customer wants to change the system name, they need to change it in gns.conf
(/etc/broadhop/gns. conf) file also to reflect it in Policy Builder:

-Dcom.broadhop.run.systemId=<system name>

Adding a System

After installation, use this procedure to set up your Cisco Policy Builder by using an example populated with
default data. You can change anything that does not apply to your deployment.
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Step 1 Click the Reference Data tab, and then click the Systems node to display the Systems tree.

Figure 18: Systems Tree
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Step 2 Click System... under Create Child: to open the System pane on the right side.

Figure 19: System Pane
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Step 3 Fill in the Name field, and provide a description of this system. Enter the rest of the parameters based on your network
requirements.

Table 2: System Parameters

Parameter Description

Name The name of the CPS system.

Description Description of this entire system.

Session Expiration Hours If no messages are received in x hours, the session will be removed.

Note The maximum value allowed for this parameter is 590 hours. However, the
combination of the number of hours specified for this parameter and the
number of minutes specified for the Session Expiration Minutes parameter
cannot exceed 35,400 minutes.

Default value is 8.
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Parameter

Description

Session Expiration Minutes

If no messages are received in x minutes, the session will be removed.

Note The combined value of Session Expiration Hours multiplied by 60 plus
Session Expiration Minutes should not exceed 35,400.

Default value is 0.

Timeout for Unknown Session

Time in minutes that CPS keeps a session alive after the subscriber logs off. With
this, other network entities involved in the session can let the session close gracefully.

Default value is 0.

Timeout For Soft Delete

Determines the time in seconds during which a 'soft delete' session is maintained
for a CPS session after session stop.

Default value is 30.

Session Limit Overload Protection

This parameter is used to protect the session database from crashing. CPS does not
allow session creation when a current system session count exceeds the Session
Limit Overload Protection value.

The default value is set to 0 which infinitely accepts the Diameter messages and
CPS triggers alarms so that you change the value before session count goes beyond
the database capacity. This value must be replaced by session capacity that is
calculated for each deployment.

Default value is 0.
Note Session Limit Overload Protection value must be changed than using the

default value (0).

Note The recommended value for Session Limit Overload Protection has to be
derived by Cisco Account representative for each deployment.

Enable Multi Primary Key

Select this check box to allow two primary keys to be utilized by maintaining a map
of each separate primary key and storing the 'true' multi-primary key as a UUID
related to the two maps. Changing this setting has a negative performance impact
and should only be done at the request of the BU. Recommendation is to keep Enable
Multi Primary Key unchecked.

Default is unchecked.

Enable Number Normalization

Select this check box to enable number normalization under system configuration.
The following fields are displayed under Number Normalization List:

* Number Type - Type of IMSI/MSISDN.
* Number Length - Length of the normalized IMSI/MSISDN.

e Number Prefix - Prefix to be normalized from the number.

Cluster link

Click this link to create a cluster under this system.

Current System Link

Click this link to make a copy of this system, with its clusters and instances.
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Step 4 If the created system needs to be used, then after publishing, the following property needs to be updated in the gns . conf
configuration file:

-Dcom.broadhop.run.systemId=<system name>

where <system name> is the system name defined in the Step 3, on page 26.

Soft Delete Session

A soft delete session is an entry in the session database which maintains session data after session stop with
an auto-generated unique primary key, but still maintains needed secondary keys. This allows messages which
come after session stop to still be processed while also allowing a session with the same primary key to be
immediately created. The CPS code determines when soft delete sessions are required and what secondary
keys are needed.

Soft Delete Example (Mobile)

A Gx session with a Gy associated session exists. A Gx CCR-T is received that terminates the CPS session,
resulting in a soft-delete session which contains Gy session information and associated Gy secondary keys.
A Gy CCR-tis received and the soft-delete session is loaded and updated with the charging information
through the end of the session. After the soft delete timeout, the soft delete session is removed.

Adding an HA Cluster

This section describes how to add an HA cluster. Asystem, a cluster, and an instance are set up at install time.
If you have to change the cluster definition, or want to add more clusters, use these steps.

Step 1 In the REFERENCE DATA tab, under the Systems node, click your default system.
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Step 2

Figure 20: System Configuration
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Under Actions, click the Cluster link to set up your cluster.

Since some data is relevant at the cluster level, you must always have at least one cluster (by default), even if it is a cluster

of one instance.

Table 3: Cluster Parameters

Configure the following cluster parameters.

Parameter Description

Name The name of the cluster. This name must correspond to the value stated in the
com.broadhop.run.clusterId parameter in gns.conf file on the Cisco Policy
Server.

Description A brief description of the cluster.

Db Write Concern Controls the write behavior of the Session Manager, and specifies for what errors

exceptions are raised. Db Write Concern defined in Cluster page applies only to
Admin, Trace, and Endpoint databases.

Select one of the following options from the drop-down list:
* OnelnstanceSafe: The system waits for writing confirmation in primary member.
* TwolnstanceSafe: The system waits for writing confirmation in the primary and
one secondary member.
Default value is OnelnstanceSafe.

For more information, see MongoDB documentation.
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Parameter

Description

Failover Sla Ms

Specifies the time period, in milliseconds, to wait before starting failover database
handling.

Default value is 0 milliseconds.

Replication Wait Time

Specifies the time limit, in milliseconds, for the Db Write Concern. This parameter
is applicable only if you select TwolnstanceSafe in Db Write Concern.

This parameter causes write operations to return with an error after the specified limit,
even if the required write concern eventually succeeds. When these write operations
return, MongoDB does not undo successful data modifications performed before the
write concern exceeded the replication 