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Introduction

This document introduces ATF (Air Time Fairness) feature, and provides general guidelines for its deployment. The purpose of this
document is to:

* Provide an overview of ATF feature, and its deployment within the Cisco Unified Architecture.

* Highlight key Service Provider features

Introduction to Air Time Fairness (ATF) Phase 1

Traditional (wired) implementations of QOS regulate egress bandwidth. With wireless networking, the transmission medium is via
radio waves that transmit data at varying rates. Instead of regulating egress bandwidth, it makes more sense to regulate the amount
of airtime needed to transmit frames. Air Time Fairness (ATF) is a form of wireless QOS that regulates downlink airtime (as opposed
to egress bandwidth). Large scale, high density Wi-Fi deployments are driving this feature. Wireless Network owners are mandating
that their applications be allocated some fixed percentage of the total bandwidth of the Wi-Fi network. At the same time, with capital
sharing being considered with multiple cellular providers, ATF is needed to ensure fairness of usage across operators.

Before a frame is transmitted, the ATF budget for that SSID is checked to ensure that there is sufficient airtime budget to transmit
the frame. Each SSID can be thought of as having a token bucket (1 token = 1 microsecond of airtime). If the token bucket contains
enough airtime to transmit the frame, it is transmitted over the air. Otherwise, the frame can either be dropped or deferred. While the
concept of dropping a frame is obvious, deferring a frame deserves further explanation. Deferring a frame means that the frame is
not admitted into the Access Category Queue (ACQ) . Instead, it remains in the Client Priority Queue (CPQ) and may be transmitted
at a later time when the corresponding token bucket contains a sufficient number of tokens (unless the CPQ reaches capacity, at which
point the frame will be dropped regardless). The majority of the work involved for ATF takes place on the access points. The wireless
controller is used simply to configure the feature and display results.
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Cisco Air Time Fairness (ATF) Use Cases

Public Hotspots (Stadium/Airport/Convention Center/Other)



In this instance a public network is sharing a WLAN between two (or more) service providers and the venue. Subscribers to each
service provider can be grouped and each group can be allocated a certain percentage of airtime.

Education

In this instance, a university is sharing a WLAN between students, faculty, and guests. The guest network can be further partitioned
by service provider. Each group can be assigned a certain percentage of airtime.

Enterprise or Hospitality or Retail

In this instance, the venue is sharing a WLAN between employees and guests. The guest network can be further partitioned by service
provider. The guests could be sub-grouped by tier of service type with each subgroup being assigned a certain percentage of airtime,
for example a paid group is entitled to more airtime than the free group.

Time Shared Managed Hotspot

In this instance, the business entity managing the hotspot, such as a service provider or an enterprise, can allocate and subsequently
lease airtime to other business entities.

ATF Functionality and Capabilities

* ATF policies are applied only in the downlink direction (AP transmitting frames to client). Only airtime in the downlink direction,
that is AP to client, can be controlled accurately by the AP. Although airtime in the uplink direction, that is client to AP, can be
measured, it cannot be strictly controlled. Although the AP can constrain airtime for packets that it sends to clients, the AP can
only measure airtime for packets that it ‘hears’ from clients because it cannot strictly limit their airtime.

 ATF policies are applied only on wireless data frames; management and control frames gets ignored.
» When ATF is configured per-SSID, each SSID is granted airtime according to the configured policy.

* ATF can be configured to either drop or defer frames that exceed their airtime policies. If the frame is deferred, it will be buffered
and transmit at some point in the future when the offending SSID has a sufficient airtime budget. Of course, there is a limit as
to how many frames can be buffered. If this limit is crossed, frames will be dropped regardless.

* ATF can be globally enabled or disabled
* ATF can be enabled or disabled on an individual access point, AP group or entire network

* ATF is supported in release 8.4 on the 1260, 1700, 2600, 2700, 3600, 3500, 3700, 1550-128mb, and 1570 series access points
in local and FlexConnect mode.

 ATF on Mesh is supported in release 8.4 on 1550-128mb, 1560, 1570 and 3700 series MAPs.

» ATF results and statistics are available on the wireless controller.

ATF Modes of Operation

The Framework behind the ATF monitor mode is to allow the user to view and get the stats of overall Air Time being used i.e. to
report the Air Time usage for all the AP transmissions. The ATF in monitor mode can be enabled on following levels.

* Disable Mode: By default ATF is disabled on the WLC
* Monitor Mode: To monitor airtime usage on your network

* Enforce—Policy Mode: Assigning ATF policies on your network

« Strict Enforcement

* Optimized



Monitor Mode Configuration

The Framework behind the ATF monitor mode is to allow the user to view and get the stats of overall Air Time being used i.e. to
report the Air Time usage for all the AP transmissions. The ATF in monitor mode can be enabled on following levels:

* Per AP
* Per AP Group
* Network (all APs)

To configure ATF in monitor mode, perform the following steps:

Procedure

Step 1 Choose WIRELESS > ATF > Monitor Configuration from WLC's main menu bar.
Step 2 Select AP Name or AP Group Name or Network (all the APs on that particular WLC).
Step 3 Select radio type 802.11a (5 GHz) or 802.11b (2.4 GHz) or both.

LR L
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless ATF Monitor Mode Configuration

w Access Points

All APs
~ Radios AP Name None B
802.11a/nfac
802.11b/g/n
Dual-Band Radios
Global Configuration

AP Group Name Nore B

Network
b Advanced

Mesh
Radio Type
. A b ve

i il 802.11 802.11b
Monitor Configuration 5

AT

Configuration

ATF Statistics

Mode

RF Profiles

FlexConnect Enable Disable

Groups _I 4

FlexConnect ACLs
FlexConnect VLAN

Templates
Delete Radio Slot |
OEAP ACLs

Per AP Monitoring Configuration

For AP monitoring configuration, perform the following steps

Procedure

Step 1 Click AP Name and from the drop down menu choose the AP.



ATF Monitor Mode Configuration

@ﬁme i None

Corp-AP-1

Corp-AP-2
AP Group Name B

Network
Radio Type

BO2.11a 802.11b

Mode

Enable | Disable

Delete Radio Slot E

Config Level AP Name Radio Slots

Step 2 Choose the Radio Type by checking the 802.11a or 802.11b or both radio boxes and click Enable under the Mode
option.

ATF Monitor Mode Configuration

© AP Name Corp-AP-1 [} Corp-AP-1
AP Group Name Nore %]
Network

Radio Type

802.11a 802.11b
Mode
Enable Disable

Delete Radio Slot

Config Level AP Name Radio Slots

Once configuration is done it displays the config level, AP name and radio slots (Slot 0is802.11b Radio and Slot 1is
802.11a Radio) on which monitoring is enabled.

Per AP Group Monitoring Configuration

For per AP group monitoring configuration, perform the following steps:

Procedure



Step 1 Click AP Group Name and from the drop down menu choose the AP Group.
ATF Monitor Mode Configuration

?e MNone E.
o Group Name Nore
Network

ATF Monitor Mode Configuration

AP Name alil
+ None
AP Group Name,
° B Conf-Room-1
Conf-Room-2
Network SJC14-Lobby

Step 2 Choose the Radio Type by checking the 802.11a or 802.11b or both radio boxes and click Enable under the M ode
option.

ATF Monitor Mode Configuration

AP Name None B

|9 AP Group Name Conf-Room-1 E Conf-Room-1

Network

Radio Type

802.11a 802.11b

Enable | Disable |

Delete Radio Slot |

Config Level AP Group Name Radio Slots

Once configuration is done it displays the config level, AP name and radio slots (Slot 0is802.11b Radio and Slot 1is
802.11a Radio) on which monitoring is enabled.



ATF Monitor Mode Configuration

AP Name None B
© AP Group Name Nome B
Network
Radio Type
802.11a 802.11b
Mode

Enable | Disable |

Delete Radio Slot |

Config Level AP Group Name Radio Slots

Per AP Group Conf-Room-1 01

ATF Network Monitoring Configuration

To monitor Air Time on the network, perform the following steps:

Procedure

Step 1 Click Network and this displays the monitor is disabled on the network.

ATF Monitor Mode Configuration

AP Name None B
AP Group Name MNore 2]
© Network 802.11a Disable

802.11b Disable \

Step 2 Choose the Radio Type by checking the 802.11a or 802.11b or both radio boxes then click Enable under the M ode
option



ATF Monitor Mode Configuration

AP Name None B
AP Group Name None B
© Network 802.11a Disable

802.11b Disable

Radio Type / (
802.11a 2.11b
Mode

When ATF network monitoring is configured user can see that Radio status change to Monitor from Disable state.
ATF Monitor Mode Configuration

AP Name None %]

AP Group Name "Nore B

Network 802.11a Monitor
B802.11b Monitor

Monitoring ATF Statistics

Procedure

Step 1 To view the ATF statistics from WLC main menu go to WIRELESS > ATF > ATF Statistics.

Note Currently in this release ATF statistics are only available per AP.

MONITOR WIANs CONTROLLER WIRELESS SECURITY MAN

Wireless ATF Statistics
3 ':\ﬁo::: Foiets AP Name None o
= Radios 1 Displayed Airtime statistics are within the period of Measurement Interval
BO2.11a/n/ac
802.11b/a/n

Dual-Band Radios
Global Configuration

» Advanced

Mesh

- ATF’

Policy Configuration
Manitor Configuration
Enforcement SSID

ation
ATF Statistics

Step 2 Choose the AP from the AP Name dropdown list.



ATF Statistics

AP Name
Corp-AP-1

1 Displa, Airtime statistic
e Corp-AP-2

easurement Interval

The ATF statistics will show under two following values:

« Instantaneous Values

¢ Accumulated Values

The Instantaneous values reflect the ATF stats through the measurement interval and Instantaneous Radio uptime. By
default the measurement interval is set to180 sec. This is configurable in the range 0 to 65535 on the AP.

User can view the atf stats per WLAN for both 802.11a and 802.11b radios which shows the percentage of AirTime
(%abs), percentage of Realtive AirTime(%rel), AirTime used value in miliseconds (ms)

* AirTime (%abs)—Number of airtime units being used per SSID
* Relative AirTime (%rel)—Percentage of time used per SSID

« Airtime Used(ms)—Total airtime used per SSID

The Accumulative Values are the instantaneous ATF statistics which were accumulated over the measurement interval.

ATF Statistics

AP Mame Corprap-1 ] Clear Stats B02.11b "lunlm/

B02.118 Hosner

Instantaneous Values

Measurement Intarval | 180 e ‘

TnEtantarebsid Rudio Uptined oo 510 . 78 gor
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(] BOZ.11b RadioTezn! ] [ o o a o (]
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] BO2.118 1 [Carp-Emplinies) o L] 000000011 4923 9234 ] B
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Disabling ATF Monitor Mode

Procedure

Step 1 To disable the ATF monitoring navigate to WIRELESS > ATF > Monitor Configuration.



Step 2

Step 3

10

Choose the options AP Name, AP group and Network from the drop down menu, whichever the user has previously

enabled. Select the Radio Type the user want to disable and click Disable.
ATF Monitor Mode Configuration

AP Name none [

AP Ggoup Name NNore B
etwork 802.11a Monitor
802.11b Monitor
Radio Type /

802.11a 802.11b

Enable |

Delete Radio Slot |

Click OK on the pop up conformation to disable the ATF.

ATF Monitor Mode Configuration

AP Nisa None | The page at https://10.10.20.2 says:
. Are you sure you want to disable Monitor mode for
salected entit
AP Group Name None B iyt

© Network 802.11a Monitor Cancel
B802.11b Monitor

Radio Type

B s8o02.11a @ 802.11b

Mode

Illnﬂll I’Ilﬂlll

ATF Monitor Mode Configuration

AP Name None B
AP Group Name "Nore B
© Network B802.11a Disable

802.11b Disable

Radio Type

802.11a 802.11b

Enable | Disable |



ATF Enforce-Policy Mode

The Enforcement of Air Time is based on the configured Policy. The ATF Policy/Policies are set by user according to the network
requirements.

Air-Time can be Enforced on following parameters:

« WLAN and on all APs connected within a WLC’s network

 Per AP group

¢ On an

individual AP

Strict Enforcement per WLAN—AIr-Time used by the WLANS on a Radio will be strictly enforced up to the configured limits in

the Policies

Optimal Enforcement per WLAN—Share unused air-time from other SSIDs

Steps to Configure ATF

Create Policy

To configure ATF first the user need to create or configure ATF policy.

Procedure

Step 1
Step 2

Step 3

Step 4

Navigate WIRELESS > ATF > Policy Configuration.
The Default policy is 10 and the user has to assign weight from 5 to 100.
DU LR L

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless ATF Policy Configuration

w Access Points
All APs .

» Radios 1d Mame Weight
802.11a/nfac o B Default 10
802.11b/g/n
Dual-Band Radios

Global Configuration
» Advanced
Entries1-1o0f 1
Mesﬁ"”".

v _ ATF 1D Name Weight
Ll C°”f” | 0 Default 10
Enforcement SSID
Configuration
ATF Statistics

To create user own policy select the policy Id from the drop down menu and assign a name and weight.

Here Weight is the percentage of Air Time which user want to assign to a policy.

Click Create.

11



ATF Policy Configuration

Id Name Weight
1 atf-80 80 create | | Modity | | Delete
Entries 1-10f1
ID Name Weight
0 Default 10

In the example we have created multiple policies with the name atf-80 and atf-20 with the Weights 80 and 20 respectively.
ATF Policy Configuration

Id Name Weight

2 B ar20 20 create| Modify | | Delete

Entries 1 -3 of 3

1D Name Weight
Q Default 10
1 atf-80 80
¥ . atf-20 20

Policy Enforcement on SSID

\}

Note First disable the WLANSs on which you want to enable policy enforcement.

Once the policy is configured user can apply the policy to a particular WLAN or on all WLANSs per AP group or on an individual
AP.

Procedure

Step 1 Naviage to the WLC main menu WIREL ESS > ATF > Enforcement SSID Configuration.

12
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CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless ATF Enforcement SSID Configuration
w Access Points
All APs AP Name None B
» Radios
802.11a/nfac
802.11bfg/n AP Group Name None B
Dual-Band Radios
Global Configuration Network
» Advanced
Mesh
’ Radio Type
v ATF yp
Policy Configuration 802.11a 802.11b

Monitor Configuration

Enforcement Type

© optimized Strict

RF Profiles

FlexConnect
Groups Mode
FlexConnect ACLs

FlexConnect VLAN |
Templates Enable Disable |

OEAP ACLs
Network Lists Policy Enforcement
» 802.11a/nfac
} 802.11b/g/n WLAN Id None SSID Name

» Media Stream Policy Id  None Policy Name

Application

» Visibility And
Cousticl _Add | Remove |

Step 2 To configure it on the network Select the parameters Radio Type, Enforcement Type (can select either Optimized or
Strict; by default Optimized is selected.

Step 3 Click Enable under the Mode.

ATF Enforcement SSID Configuration

AP Name None
AP Group Name None E
© Network 802.11a Disable

802.11b Disable

Radio Type
Enforcement Type
[-] m Strict

Mode

When applied, the webpage gives the popup warning to disable the WLAN id before configuring policy enforcement.
Click Ok, if the WLAN is disabled the enforcement gets applied.

13



The page at https://10.10.20.2 says:
(*] WMake sure selected WLAN Id is disabled before doing
Policy Enforcement configuration

The policy Enforcement shows on Radios and also the Optimization shows Enabled.

ATF Enforcement SSID Configuration

AP Name None B

AP Group Name None B

© Network 802.11a Enforce-Policy Optimization Enable

Radio Type
802.11a 802.11b
Enforcement Type

© Optimized Strict

Step 4 To enable strict enforcement policy then select Strict option under Enforcement type.

Strict option does not allow sharing of its weighted ratio slot with other WLANs (SSIDs).

ATF Enforcement SSID Configuration

AP Name None 2]
AP Group Name None %]
© Network B802.11a Enforce-Policy Optimization Disable
802.11b Enforce-Policy Optimization Disable
Radio Type
802.11a B02.11b

Enforcement Type

Optimized @ Strict

When the ATF configuration is done, then Enablethe WL ANson which ATF was applied. Once the clients are associated
to these WLANS user can view the ATF statistics under the ATF statistics page as previously shown in Monitoring ATF
Statistics section.

The user can also run a speed test to verify the ATF by configuring two WLANSs with different ATF policies.
In the example we have configured two ATF policies, one with weight 80 and other with weight 20.

a. We connected a wireless client to SSID with ATF policy with weight 80 configured and observe the effect of the
ATF on this WLAN by run https://www.speedtest.net/

DOWNLOAD SPEED @ O UPLOAD SPEED
O %

85.87 s

SHARE THIS RESULT

53.01 meps

b. Connected the same wireless client to SSID with ATF policy with configured as 20 and observed the affects of the
ATF on that WLAN. You should see speedtest performance on the download side is much slower. The test results
might vary due to the air time availablity, interefrence and so on.
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DOWHLOAD SPEED @ ﬁ UFLOAD SPEED

bps = 20.48}4»!

Air Time Fairness—Client Fair Sharing (ATF—Phase 2)

Feature Description

ATF Client Fair Sharing/per client entitlement is introduced in 8.2 release. Client fair share ensures the clients within a SSID/WLAN
are treated equally based on their utilization of the radio bandwidth.

Benefit

Currently, as part of 8.1 MR2 and MR3 release, SSID based Airtime entitlement is accomplished. However, with SSID based Airtime
Fairness, there is no guarantee for the clients within the SSID to be treated equally based on their utilization of the radio bandwidth.
There is a potential risk where one or few clients shall end up utilizing the complete airtime allocated for a SSID/WLAN by ruining
the opportunity of Wi-Fi experience for rest of the clients within the same SSID.

ATF Phase 1 (Without Client Fair Sharing)

per AP Wi-Fi traffic o —
! aggregrate (or individual) —_—

Total Air Quality
(% usable time)

Data Frames Management Frames

D s Baacons (down)
ialdl Probe Reapo L chorw
Zero, one, multiple retries, abandoned, dropped nas oy "

Data (up)
Discardid, armod, duplicats

Total airtime (data) Total sirtime (mamt)

D . 0 A o e e

Total airtime (ctr)
el oL

)' SSID #1 SSID #2 SSID#3 |
X% jon  |Y% allocati

n 2% allocation

X = A+B+C+D
Client #1 Client #2 Client #3 Client #4
A% allocation BY% allocation C% allocation D%

To overcome this problem, in 8.2 release each ATF policy have a new option to turn on or off client fair sharing among clients
associated to a policy. This option can be executed while creating, modifying the policy in the Wireless LAN Controller. Customer
can use this option or feature to provide fair sharing of Airtime between clients associated to a SSID. As shown below all the clients
associated to SSID gets equal air time.

ATF Phase 2 (With Client Fair Sharing)
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Total Air Quality Wi-Fi Interference
Cewsrbiedimel

per AP Wi-Fi traffic e
aggregrate (or individual) T——

Data Frames Management Frames

Beacons {down)

Data (down) s Coe
Zarn, ona, mulliple retkes, abandoned, dropped . esponses (upidown)

Data (up)
Discarded, error, duplicabe

Total aittime (data) Total airtime {I‘I’_lg?‘_l!}__ ---_---P.'ﬁl-a-h}i-"-'f-{m]

SR—

X = A+tA+A+A

Client #1 | Client #2 [ Client #3 Client #4
A% allocation Alh allocation A% all 1 A all i

ATF Configuration Overview

Procedure

Step 1 First configure WLANSs on the controller.
Step 2 Configure ATF Policies and enable ATF assign those policies to the WLANS.

Step 3 Connect clients to the ATF enabled WLAN and use media stream applications such as YouTube or www.speedtest.net
and observe throughput performance with different ATF policies and weights for downstream data traffic.

Configuration for ATF Phase 2

Procedure

Create WLANS on the controller in our setup we created two WLANs PODX-atf20 and PODX-atf80.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLANs
~ WLANs Current Filber: Mone [Change Fitter] [Clear Filter] Create New B G |
WLANS E—
b Advanced
WLAN ID Type Profile Name WLAN ssT0 Admin Status Security Policles

3 WLAN EODE-dutlx PODE-dot e Enablag [ a
2 WLAN PODS-atf20 PODS-atf20 Disabled [WPAZ][Auth(PSK]] [~}
3 WLAN PODA-at80 PODE-atf80 Disabled [WRAZ][Auth(PSK]] -]

Creating ATF Client Fair Sharing Policies

Procedure
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Step 1

Step 2

On the Controller GUI under WIRELESS > ATF click Policy Configuration and configure |d Name.

Id Name can be any intuitive name, in our example we are configuring the name atf20 and atf80) for weights of 20 and
80 respectively.

Check the Client Fair Sharing box and hit Create to Create two policies.
User can assign there own ATF policy weights in example below we are using 20 and 80.

* For ATF Policyl: Id=1 Name=atf20 weight=20
* For ATF Policy2: Id=2 Name=atf80 weight=80

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Wireless ATF Policy Configuration

w Access Points
All APs /
« Radios 1d Name Weight Client Fair Sharing
B02.11a/n/ac »
802.11b/g/n 1 %) atf20 20 4 Create
Dual-Band Radios
Global Configuration

» Advanced

Mesh Entries 1 -1 of 1

* ATF
Policy Configuration ID Name Weight Client Fair sharing

Monitor Configuration
Enforcement SSID o Default 10 Disabled

Configuration
ATF Statistics

The configuration sets the policy, which can be applied per radio.

The two Policy IDs and Weights define policy Id 1 with weight 20 and the second policy Id 2 with weight 80 and Client
Fair Sharing shows Enabled.

ATF Policy Configuration

1d Name Weight Client Fair Sharing

2 &) afso 80 @ Create Modify | | Delete

Entries 1 -3 of 3

ID Name Weight Client Fair sharing
0 Default 10 Disabled
atf20 20 Enabled
2 atfo 80 Enabled
Note Please note these policies have weighted ratios and not percentages, so the total can exceed 100. The minimum

weight can be set to 10.

Configure and Enable ATF policy on the Network and per specific Radio Type

Procedure

17



Step 1 Navigate Wireless > ATF > Enforce SSID configuration.
Step 2 Select Network and select Radio Type as 802.11a/b.
Step 3 Choose the policy Enforcement Type asOptimized or Strict. Apply policy as Strict in the setup.

Note When policy configured as optimized then WLAN with that option applied to it can share its weighted slot

with other WLAN:Ss if its own slot is not being used in the given time. Strict option does not allow sharing
of its weighted ratio slot.

nllhllln

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Wireless ATF Enforcement SSID Configuration

w Access Points
All APs
% Hodite & AP Name _None E
B02.11a/nfac

802.410/g/n. AP Group Name | None %
Dual-Band Radios —

Global Configuration 802.11a Disable
® Network
¥ Aduanced 802.11b Disable

Mesh

'~ ATF
Policy Configuration
Monitor Configuration
Enforcement SSID ¥ 802.11a B02.11b
Configuration
ATF Statistics Enforcement Type

Radio Type

'RF Profiles

/ Optimized @® Strict

FlexConnect Groups

FlexConnect ACLs

FlexConnect VLAN Templates Mode

OEAP ACLs

Network Lists Enable Disable

The policy displays that it has been enabled on 5GHz radio and is not Optimized but in Strict mode.
ATF Enforcement SSID Configuration

) AP Name (Nome &

» AP Group Name | None %

& Nabiori I 802.11a ;T::::TPOEC? Optimization Disahlel

Radio Type
B02.11a | 802.11b
Enforcement Type
= Optimized Strict
Mode
Enable Disable

Apply ATF Policy on WLANs

Procedure

18



Step 1 Navigate Wireless > ATF > Policy Enforcement.
Step 2 Select the WLAN Id and Palicy Id.
Step 3 Click Apply.

We use ATF policy (atf20) for one WLAN and policy (atf80) for another WLAN as shown.

ATF Enforcement SSID Configuration

AP Name None

AP Group Name  None #

802.11a Enforce-Policy Optimization  Disable

= Network 802.11b Disable

Radio Type

B0Z.11a 802.11b

Enforcement Type

= Optimized Strict

Policy Enforcement

WLANId 2 4| SS5ID Name  popi-atf20

Policy Id | 1 4| Policy Name a0
Delete Radio Slot
WLAN ID SSID Policy Name Weight Client Fair Sharing
1 POD1-dotlx Default 10 Disabled

Once the policies are created and applied to the WLANS, users can check this by running show atf config wlan command
from WLC CLI and also on the GUI.

You can see from the output that ATF policy configured WLANS are set with configured weights of 20 and 80 and the
WLAN on which we did not apply the policy is set to default weight of 10. Also check that Client Fair Sharing shows
Enabled for ATF polices we created.

Here is an example is from CLI to confirm the policies have been applied
(POD1-WLC) >show atf config wlan

WLAN ID 5SSID Policy-Name - Weight Client Sharing
1 POD1-dotlx Default 10 Disabled

2 FODI-atTie atf2e F1] Enabled

3 POD1-atf80 atfae 80 Enabled

Enable WLANSs in Disabled State

Procedure

Step 1 Navigate toATF > Enforcement SSID Configuration settings.
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MONITOR ~ WLANs

COMMANDS ~ HELP

Wireless

+ Access Points

Global Co

Advanced
Mesh

w ATF
Pal

stics
RF Profiles

FlexConnect Groups

OEAP ACLs
Network Lists
802.11a/nfac

802.11b/g/n

Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

b Netflow

b Qos

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT

ATF Enforcement SSID Configuration

AP Name

MNone b

AP Group Name | None ¥

B02.11a Enforce-p

* Network

B802.11b Enforce-p

Radio Type
802.11a 802.11b
Enforcement Type
® optimized Strict

Mode
Enable | Disable

Policy Enforcement
WLAN Id |Hone ¥ SSID Name

Policy Id  none ¥ | Policy Name

_add |

Remowve |

Delete Radio Slot

Optimization Disable

Optimization Disable

WLAN ID SSID Policy Name

1 POD1-dotlx Default
2 POD1-atf20 af20

POD1-aMfa0 atfan

Weight Client Fair Sharing

10 Disabled
20 Enabled
B8O Enabled

Connect two wireless clients to SSID that is configured with policy 80 and observe the effect of the ATF on this WLAN.
Run www.speedtest.net simultaneously on the clients at the same time.

The test results might vary due to the clients capability, interference and other factors.
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Step 2
Step 3
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Step 4
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24.35,

Connect a wireless Client to SSID configured with ATF policy and observe the effects of the ATF on that WLAN.

You should see speedtest performance on the download the test results might vary due to the clients capability, interference
and other factors.

Client ATF Statistics

Procedure

Step 1

clients are connected.
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Navigate WIRELESS > ATF > ATF Statistics and then select the AP Name from the drop down menu to which the


www.speedtest.net

Step 2

Step 3

Wireless

+ Access Points

All APs

= Radics
802.11a/n/ac
802.11b/g/n

Dual-Band Radios
Global Configuration

¢ Advanced

Mesh

Moritar Mode
Policy Configuration
Enforcement Mode

ATF Statistics H

MONITOR

WLANs

CONTROLLER  WIRELESS  SECURITY

—

e

1 Displayed Alrtime statistics are within the perfod of Measurement [nterval

ATF Statistics

AP Name None

MANA

ATF Statistics page appears where user can view all the ATF enabled WLAN statistics.

To have a granular view of ATF client fair sharing statistics click WL AN id which has client fair sharing enabled as

shown.

ATF Statistica

AR Name BODL-AF ] Clear Stats BOZALb Dissiie
BOZ.A1la Enforce-Palicy Opthmization  Disabie
Instantaneous Values
Mearurement Intervasl £ Ssec
Instantaneous Radia Llﬂ‘irr- rRETEEE
002,108 Daee
Sint Type Wian Td[Name] AlrTime[3sabs]  AlrTime(%rel]  AlrTime Used{ms] Sent (KBytes)  Sent (Frames] Dropped [KBytes) Dropped (Frames]
[ 802016 1 {POCH-FIED 0 o ] 0 2 ] o
[ B0Z.11b 2 {POCk-attE) o 0 [} a a o o
] B211b  Rsdorotal ] [ i 1] 9 il a
I B07.11a 1 (POCw-allE) afl 100 1954 2GR0 15765 [ a |
1 Bz.lla I [POOwalfzh) 1 [ [} ] a [ o
1 B0Z.1la  RodisTotal an 100 1585 21380 15765 o o
Accumuiated Values
L e P Lwhee BO2.13& 0 29T ame
BO2.11b: Osec
Slet Typa Wilah 1d[ Marria) AirTima[Oaaba)  AiCTinsa(Seral]  AlfTine Used Sant (KByles)  Sént (Frames)  Dropped (KBytes) Dropped {Frasm)
] 802116 1 {POCw-ntED) a 0 0 d,00:90:00.0 L1 a il a
=] 80211k PR e B ] o o 04 A0:00:00.0 L] Q a a
o B0Zith  RadoTotal 1 [ o, A0:00:00.0 [ a f a
1 B0Z.01a 1 (POCH-JIE0) 1 100 0 ¢,00:00:02.2 31280 22938 a o
1 B0zlla I {POOw-REN 1 L] 0 ¢, 00:00:00.0 0 7 0 o
1 B011a RaduTotal 1 pH 0 g A000:02,155% 31240 22930 a a

1 gl Alrtio statistior ane pitfin the pefor of Messursment intervs!

Clicking the client MAC address, users can view the WLAN ATF stats as well as client ATF statistics for all the clients
associated with that particular WLAN.
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ATF Client Fair Sharing Statistics Per WLAN

AP Mame PODI-AP
Policy 1a: 1

Policy weight: 80

Instantanecus Values

Heasurement Interval

Instantaneous Radio UDLIME ooz )50 5 oo

Podicy Namo:

Policy weightage ()

20.00

BOZ11a Erfocos-Paicy

Slat Type Wian Td{Mame) AlrTime(ohabs)  AirTime(%rel]  AirTime Used{ms) Sent [KBytes)
1 802.11a 1 (POD=-atfsd) o 102 o o
Accumulated Values
Cumulative Radic Uptime gno 00 gag gerc

Stat Type Wian Td{Mame) AlFTima(ooabs)  ANTime(%%rel]  AiFTime Used Sent (KBytes)
1 &02.11a 1 (POD=-alrsd} a4 102 0d,00:00:25.25 301536
Cllant Statistics

Chents Instantansous Alrtime Cumnuilative Alrtime Sent(Frames) Dropped{Frames] Wsage Status

[Saabx | Harel | mend)
SPGBl D) 5032
ol f2:MH5:05: 30 A S0 ] 340 s

(Tenten | el | )
330 | 3| 16 sec
1FF 110 BAST rs

LOW USKGE
LIV LISAGE

ATF Client Fair Sharing Statistics Per Client

AP Mame

Client Mac Address

Instantanecus Values
Mgasurement Interval

ob:f2: M B7:16:11

Instantaneous .
Radio Uptime: g05 1 1s: 5 sec

Slot Typa
1 B02.11a8

Accumulated Values

Wian Ia(Name)
1 {PODx-StFED)

AirTime(Yabs)

o

Cumulative Radio Uptime o5 11, 670 gec

Slot Type
1 BOZ.11a

Wian Id{Name)
1 (PODx-StTE0)

AlrTime(%eabs)

2

802118 Enforce-Policy

AlrTime{ %rel)
50

AlrTime( Sorel)
65

AlrTirme Usad{ms)
o

AlrTime Used
0a,00:00:16.16

Optimization [iahe

Sent (Frames]  Dropped (KBytes) Dropped (Frames)

4 a

Sert (Frames]  Dropped (KBytes) Droppsd (Frames)

40285 o

Optimization [isanle

Sant (Frames)
2

Sent (Frames)
195044

Dropped (Frames)
338

Dropped (Frames)
16487430

ATF Client Statistics from WLC CLI

From CLI user can also run the following command to see the atf statistics per client on the WLC

(WLC) > show atf statistics client <MAC addr>

(POD1-WLC) >show atf statistics client c@:f2:fb:B5:f5:3a

Client MAC Address..

Client Username ...
AP MAC Address...
AP Name...ssaasas
AP radio slot Id.
Wireless LAN Id..

. cB:f2:fb:B5:15:3a

« N/A

74:30:2f:30:1c:40
POD1-AP

1

1

7 §

PODx-atf8@

5 sec | 2460 sec
26sec

Airtime Used ..viauvunnn 342us

Relative Airtime % .... 50 |
Absolute Airtime % ...ovvvvvvnnrsnnrsnnarnnases @ |
Frames: Sent .ot didiaee i v 2 |
Frames Dropped ivevesnnrssnnrssnnrasnnnnsnnsas 342 |
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Client Statistics on AP

If required user can login to AP CLI to see that Clients stats as well by running the following command

AP# show controller dotllRadio <0/1> atf
AP # show controller d0/dl atf cfs client

23



ol I 1l l I| Americas Headquarters Asia Pacific Headquarters Europe Headquarters

Cisco Systems, Inc. CiscoSystems(USA)Pte.Ltd. CiscoSystemsinternationalBV
CiscCoO. San Jose, CA 95134-1706 Singapore Amsterdam,TheNetherlands
USA

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the
Cisco Website at www.cisco.com/go/offices.



	Air Time Fairness(ATF) Phase1 and Phase 2 Deployment Guide
	Introduction
	Introduction to Air Time Fairness (ATF) Phase 1
	Cisco Air Time Fairness (ATF) Use Cases
	ATF Modes of Operation

	Monitor Mode Configuration
	Per AP Monitoring Configuration
	Per AP Group Monitoring Configuration
	ATF Network Monitoring Configuration

	Monitoring ATF Statistics
	Disabling ATF Monitor Mode
	ATF Enforce-Policy Mode

	Steps to Configure ATF
	Create Policy
	Policy Enforcement on SSID

	Air Time Fairness–Client Fair Sharing (ATF—Phase 2)
	Feature Description
	Benefit

	ATF Configuration Overview
	Configuration for ATF Phase 2
	Creating ATF Client Fair Sharing Policies
	Configure and Enable ATF policy on the Network and per specific Radio Type
	Apply ATF Policy on WLANs
	Enable WLANs in Disabled State

	Client ATF Statistics
	ATF Client Statistics from WLC CLI
	Client Statistics on AP



