Configuracion de AWS Direct Connect como
transporte con SD-WAN con un clic
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Introduccién

Este documento describe como utilizar Amazon Web Services (AWS) Direct Connect como
transporte de red de area extensa (SD-WAN) definido por software.

Antecedentes

La ventaja clave de AWS Direct Connect como otro transporte mas para la SD-WAN de Cisco es
la capacidad de utilizar politicas de SD-WAN en los transportes generales que incluyen

Conexion directa AWS.

Los usuarios empresariales con cargas de trabajo en AWS utilizan AWS Direct Connect para la
conectividad de Data Center o concentrador. Al mismo tiempo, la conexion a Internet publica
también es muy comun en el Data Center y se utiliza como base para la conectividad SD-WAN
con otras ubicaciones. Este documento describe como AWS Direct Connect se puede utilizar
como base para Cisco SD-WAN. Los usuarios pueden crear politicas de reconocimiento de
aplicaciones SD-WAN vy enrutar aplicaciones criticas a través de Direct Connect y volver a
enrutarlas a través de Internet publica en caso de que se infrinjan los acuerdos de nivel de
servicio (SLA).

Problema

AWS Direct Connect no proporciona capacidades nativas de SD-WAN. Las preguntas tipicas de
los usuarios de SD-WAN empresariales son:


https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html

- ¢ Puedo utilizar AWS Direct Connect como base para Cisco SD-WAN?
- ¢, Como puedo interconectar AWS Direct Connect y Cisco SD-WAN?
- ¢, Como puedo crear soluciones flexibles, seguras y escalables?

Solucidn

Descripcién general del disefio

El punto clave del diseno es la conexidn del Data Center a través de la conexion directa de AWS
a la puerta de enlace virtual (VGW) en la nube privada virtual (VPC) de transito de SD-WAN,
como se muestra en la imagen.
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Las ventajas de esta solucién son:

- Totalmente automatico: Cisco Cloud onRamp para la automatizacion de varias nubes se
puede utilizar para implementar VPC de transito SD-WAN con dos routers SD-WAN y un
nuevo gateway de transito AWS (TGW). Las VPC de host se pueden detectar como parte de
Cloud on Ramp y asignarse a redes SD-WAN con un solo clic.

- SD-WAN completo a través de conexion directa: AWS Direct Connect es solo otro transporte
SD-WAN. Todas las funciones de SD-WAN, como las politicas de reconocimiento de
aplicaciones, el cifrado, etc., se pueden utilizar de forma nativa en el tunel SD-WAN a través
de AWS Direct Connect.

- El disefio propuesto evita las limitaciones AWS del numero de prefijos sobre una conexién
directa AWS (20/100).

Detalles de la solucién

Esta imagen muestra una region de AWS y un Data Center conectados mediante conexion directa



a VGW (color private1) en VPC de transito SD-WAN y a través de Internet publico (color biz-
internet). Tenga en cuenta que los routers AWS SD-WAN c8kv utilizan el color SD-WAN private2

para la conexion a Internet.
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Paso 1. Preparacion

Asegurese de que Cisco vManage tiene una cuenta de AWS activa definida y de que los
parametros globales de Cloud on Ramp estan configurados correctamente.

Defina también una cuenta de partner de interconexién en vManage. En este blog, Megaport se
utiliza como socio de Interconnect, por lo que puede definir una cuenta apropiada y una
configuracion global.

Paso 2. Configuracién del router SD-WAN del Data Center

La interfaz GigabitEthernet1 se utiliza para la conectividad publica a Internet con el color biz-
internet y la interfaz GigabitEthernet1.1352 se utiliza para AWS Direct Connect con el color
private1.

Tenga en cuenta que los routers AWS SD-WAN tienen privado color private2 para la conectividad
a Internet, asi como la conectividad a través de conexion directa. Los tuneles SD-WAN se forman
a través de Internet con direcciones IP publicas, asi como los tuneles SD-WAN se establecen
(con la misma interfaz) a través de los circuitos de conexion directa con direcciones IP privadas a
un DC/sitio. Esto significa que el router del Data Center (color biz-internet) establece una
conexion con los routers AWS SD-WAN (color private2) a través de Internet con direcciones IP
publicas y a través de su color privado sobre IP privada.

Informacion genérica sobre los colores SD-WAN:

Los localizadores de transporte (TLOC) hacen referencia a las interfaces de transporte WAN



(VPN 0) mediante las cuales los routers SD-WAN se conectan a la red subyacente. Cada TLOC
se identifica de forma exclusiva mediante una combinacion de la direccion IP del sistema del
router SD-WAN, el color de la interfaz WAN y la encapsulacion de transporte (GRE o IPsec).
Cisco Overlay Management Protocol (OMP) se utiliza para distribuir TLOC (también conocidas
como rutas TLOC), prefijos de superposicion SD-WAN (también conocidos como rutas OMP) y
otra informacion entre routers SD-WAN. Es a traveés de las rutas TLOC que los routers SD-WAN
saben como llegar entre si y establecer tuneles VPN IPsec entre si.

Los routers y/o controladores SD-WAN (vManage, vSmart o vBond) pueden ubicarse detras de
los dispositivos de traduccién de direcciones de red (NAT) dentro de la red. Cuando un router SD-
WAN se autentica en un controlador vBond, el controlador vBond detecta la direccion IP
privada/numero de puerto y la configuracion de direccién IP publica/numero de puerto del router
SD-WAN en el momento del intercambio. Los controladores vBond actuan como Utilidades
transversales de sesion para servidores NAT (STUN) y permiten que los routers SD-WAN
descubran direcciones IP y numeros de puerto asignados y/o traducidos de sus interfaces de
transporte WAN.

En los routers SD-WAN, cada transporte WAN se asocia a un par de direcciones IP publicas y
privadas. La direccion IP privada se considera la direccion anterior a NAT. Se trata de la direccion
IP asignada a la interfaz WAN del router SD-WAN. Aunque se considera una direccion IP privada,
esta direccion IP puede formar parte del espacio de direcciones IP enrutables publicamente o del
espacio de direcciones IP enrutables no publicamente IETF RFC 1918. La direccién IP publica se
considera la direccion posterior a NAT. El servidor vBond detecta esto cuando el router SD-WAN
se comunica inicialmente y se autentica con el servidor vBond. La direccion IP publica también
puede ser parte del espacio de direcciones IP publicamente enrutables o parte del espacio de
direcciones IP no publicamente enrutables IETF RFC 1918. En ausencia de NAT, las direcciones
IP publicas y privadas de la interfaz de transporte SD-WAN son las mismas.

Los colores TLOC son palabras clave definidas estaticamente que se utilizan para identificar
transportes WAN individuales en cada router SD-WAN. Cada transporte WAN de un router SD-
WAN determinado debe tener un color unico. Los colores también se utilizan para identificar un
transporte WAN individual como publico o privado. Los colores metro-ethernet, Mpls y private1,
private2, private3, private4, private5 y private6 se consideran colores privados. Estan pensados
para su uso en redes privadas o lugares donde no hay NAT. Los colores son 3g, biz-internet, azul,
bronce, custom1, custom2, custom3, por defecto, oro, verde, Ite, public-internet, rojo y plata se
consideran colores publicos. Estan pensados para ser utilizados en redes publicas o en lugares
con direcciones IP publicas de las interfaces de transporte WAN, ya sea de forma nativa o a
través de NAT.

El color determina el uso de direcciones IP privadas o publicas cuando se comunican a través de
los planos de control y datos. Cuando dos routers SD-WAN intentan comunicarse entre si, ambos
utilizan interfaces de transporte WAN con colores privados, y cada lado intenta conectarse a la
direccién IP privada del router remoto. Si uno o0 ambos lados utilizan colores publicos, cada lado
intenta conectarse a la direccion IP publica del router remoto. Una excepcion a esto es cuando los
ID de sitio de dos dispositivos son los mismos. Cuando los ID de sitio son iguales, pero los
colores son publicos, las direcciones IP privadas se utilizan para la comunicacion. Esto puede
ocurrir para los routers SD-WAN que intentan comunicarse con un vManage o un controlador
vSmart ubicado dentro del mismo sitio. Tenga en cuenta que los routers SD-WAN no establecen,
de forma predeterminada, tuneles VPN IPsec entre si cuando tienen los mismos ID de sitio.

interface G gabitEthernetl ip address dhcp client-id G gabitEthernetl ip dhcp client default-
router distance 1 ntu 1500 ! interface G gabitEthernetl. 1352 encapsul ati on dot 1Q 1352 i p address



198.18.0.5 255.255.255.252 ip nmu 1496 ! interface Tunnel 1l ip unnunmbered G gabitEthernetl tunnel
source G gabitEthernetl tunnel nmode sdwan ! interface Tunnel 1352001 i p unnumnbered
G gabi t Et hernet 1. 1352 tunnel source G gabitEthernetl. 1352 tunnel node sdwan ! ! sdwan interface
G gabitEthernetl tunnel -interface encapsul ation i psec weight 1 color biz-internet allow service
all ! ! interface G gabitEthernetl. 1352 tunnel -interface encapsul ation i psec weight 1 col or
privatel max-control -connections 0 allowservice all ! | systemsystemip 61.61.61.61 site-id 61
I DC-MP-COGM#sh ip int bri G gabitEthernetl 162.43.145.3 YES DHCP up up
G gabit Et hernet1. 1352 198.18.0.5 YES other up up ... Tunnell 162.43.145.3 YES TFTP up up
Tunnel 1352001 198.18.0.5 YES TFTP up up DC- MP- CGM# DC- MP- CGM#sh sdwan bfd sessions | i
25.25.25.25 25.25.25.25 25 down biz-internet privatel 162.43.145.3 10.211.1.89 12367 ipsec 7
1000 NA 0 25.25.25.25 25 up biz-internet private2 162.43.145.3 18.168.222. 153 12387 i psec 7 1000
10 0:09:34:05 0 25.25.25.25 25 up privatel private2 198.18.0.5 10.211.1.56 12387 ipsec 7 1000 10
0:09:33:17 0 25.25.25.25 25 down privatel privatel 198.18.0.5 10.211.1.89 12367 ipsec 7 1000 NA
0 DC- MP- COAL#

Configuracion del protocolo de gateway fronterizo (BGP) en el router SD-WAN del Data Center
para AWS Direct Connect:

router bgp 64513 nei ghbor 198.18.0.6 renmpte-as 64512 nei ghbor 198. 18. 0.6 description hosted-
connecti on nei ghbor 198.18.0.6 password

El router SD-WAN del Data Center aprende el prefijo IP 10.211.1.0/24 de VPC de transito SD-
WAN. Tiene el router de conexion directa AWS con la direccion IP 198.18.0.6 como salto
siguiente; consulte la linea 7 aqui:

DC- MP- CGM#sh ip ro ... Gateway of last resort is 162.43.145.2 to network 0.0.0.0 S* 0.0.0.0/0
[1/0] via 162.43.145.2 10.0.0.0/24 is subnetted, 1 subnets B 10.211.1.0 [20/0] via 198.18.0.6,
09:15: 27 162.43.0.0/16 is variably subnetted, 2 subnets, 2 masks C 162.43.145.2/31 is directly
connected, G gabitEthernetl L 162.43.145.3/32 is directly connected, G gabitEthernetl
198.18.0.0/24 is variably subnetted, 2 subnets, 2 nasks C 198.18.0.4/30 is directly connected,
G gabitEthernet1. 1352 L 198.18.0.5/32 is directly connected, G gabitEthernetl. 1352 DC MP- CGM#s

Paso 3. Configuracién del router SD-WAN AWS TVPC

Ambos routers SD-WAN en AWS Transit VPC se crean con Cloud on Ramp para la
automatizacion de varias nubes con plantillas vManage predeterminadas. Ambos routers c8kv
utilizan el color private2 para la conectividad de Internet publica.

Paso 4. Configuracién de AWS Direct Connect

VGW debe crearse y asociarse con VPC de transito SD-WAN en la consola de AWS o con
cualquier herramienta de automatizacion de la nube. El mismo VGW debe estar asociado con
Direct Connect, como se muestra aqui. Tenga en cuenta el prefijo SD-WAN TVPC 10.211.0.0/16
en prefijos permitidos.
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La propagacién de rutas para VGW debe estar habilitada en la tabla de rutas AWS para el VPC
de transito SD-WAN; consulte la ultima ruta para 198.18.0.4/30 en esta imagen. La propagacion

de rutas anuncia DC TLOC de vuelta a la tabla de rutas VPC de transito.
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El resultado de la CLI show sdwan bfd sessions aqui se tomé de uno de los routers SD-WAN c8kv

en Transit VPC y muestra dos tuneles SD-WAN:



1. El primer tunel (consulte la linea 5) pasa a través de Internet desde c8kv en AWS TVPC al
Data Center: color private2 > biz-internet. Observe la direccion IP de destino (es la direccion
IP publica 192.0.2.0 del router del Data Center); consulte la configuracion del router en la
seccién anterior.

2. El segundo tunel (consulte la linea 6) pasa a través de AWS Direct Connect: del color
private2 al private1 con 198.18.0.5 como direccién IP de destino.

DC- AWS- EU- COM#sh sdwan bfd sessions | i 61 SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLI C DETECT
TX SYSTEM | P SI TE | D STATE COLOR COLOR SOURCE | P | P PORT ENCAP MULTI PLI ER | NTERVAL(msec UPTI NE
TRANSI Tl ONS - - - - = = = = = = = = & = m m @ o o et o o i

------------------------------ 61.61.61.61 61 up private2 biz-internet 10.211.1.56 162.43.145.3
12347 ipsec 7 1000 06:05:13 0 61.61.61.61 61 up private2 privatel 10.211.1.56 198.18.0.5 12367
i psec 7 1000 06:04: 26 0 DC- AN5- EU- CGAL#

Seguridad con firewall en Shared Services VPC y AWS GWLB

Un requisito muy comun es inspeccionar el trafico horizontal y vertical. Por lo general, todo el
trafico entre diferentes VPC host y/o VPN SD-WAN estéa sujeto a la inspeccion del firewall. Los
firewalls virtuales se ejecutan en VPC de Shared Services y el equilibrio de carga se puede
implementar con el equilibrador de carga de gateway de AWS (GWLB).

El disefio descrito funciona muy bien con la inspeccion centralizada (véase .

Configuracion de la prueba de concepto
Estas imagenes se utilizan para crear una configuracion de prueba de concepto (PoC):

- vManage: 192.0.2.1R. Esta imagen de ingenieria no es realmente necesaria; también debe
funcionar con 20,6

- c8kv para AWS y Megaport (conexion directa/simulacién de Data Center):17.4 0 17.5

- AWS Direct Connect se simulé con Megaport

Conexion directa con el proveedor SDCI Megaport o Equinix

No es facil obtener una conexion directa de AWS real para un entorno de laboratorio.
Normalmente, se requiere un partner de AWS Direct Connect, lo que resulta costoso y puede
llevar tiempo.

Sin embargo, si tiene una cuenta Megaport o Equinix, puede utilizarla para crear un gateway de
conexién directa AWS en cuestion de minutos con Cisco Cloud onRamp para la automatizacion
de varias nubes.

A continuacion se muestra el resumen de los pasos clave, si ya dispone de las credenciales de
Data Center Interconnect (SDCI) y AWS definidas por software configuradas en vManage:

1. Si no tiene dos c8kvs que actuen como gateways de nube en VPC de transito en AWS,
utilice Cloud onRamp (CoR) para el flujo de trabajo de nube multiple para AWS y créelo en
la regidon AWS deseada con la plantilla de router AWS CoR predeterminada con cualquier
color privado.

2. En vManage, desplacese hasta CoR para la configuracién de interconexién de varias nubes



y cree una puerta de enlace de interconexion (c8kv) en la region SDCI deseada con la
plantilla de router del proveedor SDCI predeterminada.

3. En la pagina Configuracion de la interconexion de varias nubes de CoR de vManage, cree
una nueva conexion de tipo Nube con interfaz virtual privada (VIF). En el momento de este
flujo de trabajo de configuracion, tiene la opcion de crear una nueva puerta de enlace de
conexion directa de AWS y adjuntarle un VPC host. Por lo tanto, asegurese de tener un VPC
host "ficticio" para este paso.

4. Para el nuevo c8kv creado en el paso 2, cambie del modo de configuracion de vManage al
modo CLI| y mueva el tunel del lado del servicio a VPNO (quite la sentencia de reenvio vrf).
Verifique la conexiéon BGP y asegurese de que tiene la sentencia de red en la configuracion
BGP: network 198.18.0.4 mask 255.255.255.252. Consulte la configuracién completa del
router para los routers de Data Center y AWS conectados.

5. En la consola de administracion de AWS, seleccione el VGW adecuado (o cree uno nuevo) y
habilite la propagacion de rutas en la configuracion de la tabla de rutas de AWS. Ademas,
asegurese de haber configurado los prefijos permitidos en la seccién Conexién directa;
consulte la imagen mas adelante en este capitulo.

Esta imagen ilustra la creacion de Direct Connect en el paso 3.:
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Como resultado final, vera una nueva gateway de conexion directa en su consola de
administracion de AWS, como se muestra aqui. Tenga en cuenta el campo de prefijos permitidos,
que tiene el bloque CIDR de la VPC SD-WAN de transito.
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Vuelva a comprobar la tabla de rutas para el VPC de transito de SD-WAN. Debe tener
propagacion con la VGW derecha habilitada como se muestra en la imagen.
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Consulte esta seccidn para ver la configuracion completa del router y las salidas de show.

DC- MP- CGML#sh sdwan runni ng-config
system

| ocation "14 Coriander Avenue, London, -E14 2AA, United Kingdont
gps-location latitude 51.51155

gps-l ocation | ongitude -0.002916
systemip 192.0.2.2

overlay-id 1

site-id 61

port-offset 1

control - sessi on-pps 300

adm n-tech-on-failure
sp-organi zati on- name MC- Denp- npi t aev
organi zati on- name MC- Denp- npi t aev
port-hop

track-transport
track- defaul t - gat eway
consol e- baud-rate 19200

no on-demand enabl e

on-demand idl e-tineout 10

vbond 192.0.2.3 port 12346
!



service tcp-keepalives-in
service tcp-keepalives-out

no service tcp-small-servers

no service udp-small-servers
host nane DC- MP- CGM

usernane adnmin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
vrf definition 10

rd 1:10

address-fanmily ipv4

route-target export 64513:10
route-target inport 64513:10
exit-address-fanmly

1

address-fanmily ipv6
exit-address-fanmly

1

!

ip arp proxy disable

no ip finger

no ip rcnd rcp-enable

no ip rcnd rsh-enable

no i p dhcp use cl ass

ip bootp server

no i p source-route

no ip http server

no ip http secure-server

ip nat settings central-policy
cdp run

interface G gabitEthernetl

no shut down

arp tineout 1200

ip address dhcp client-id G gabitEthernetl
no ip redirects

ip dhcp client default-router distance 1
ip nu 1500

| oad-interval 30

ntu 1500

speed 10000

no negotiation auto

exit

interface G gabitEthernetl. 1352
no shut down

encapsul ati on dot 1Q 1352

i p address 198.18. 0.5 255. 255. 255. 252
no ip redirects

ip nu 1496

exit

interface Loopback100

no shut down

vrf forwarding 10

i p address 192.168. 7.7 255. 255. 255. 255
exit

interface Tunnel 1

no shut down

i p unnunbered G gabitEthernetl
no ip redirects

i pv6 unnunbered G gabitEthernetl
no ipve redirects

tunnel source G gabitEthernetl
tunnel node sdwan

exit

interface Tunnel 1352001

no shut down



i p unnunbered G gabit Et hernet 1. 1352

i pv6 unnunbered G gabitEthernet 1. 1352
tunnel source G gabitEthernetl. 1352
tunnel node sdwan

exit

clock timezone UTC 0 O

| oggi ng persistent size 104857600 fil esize 10485760
no | oggi ng nonitor

| oggi ng buffered 512000

| oggi ng consol e

aaa authentication login default |oca
aaa aut horization exec default |oca
aaa server radius dynami c-aut hor

1

router bgp 64513

nei ghbor 198.18.0.6 renpte-as 64512
nei ghbor 198.18.0.6 description hosted-connection
nei ghbor 198.18.0.6 password 7 072A02687E243C2A4545322B2A0B12077E1961123F
address-fanmily ipv4 unicast

nei ghbor 198.18.0.6 activate

nei ghbor 198.18. 0.6 send-comunity both
network 198.18.0.4 nask 255. 255. 255. 252
exit-address-fanmly

1

!

snnp-server ifindex persist

line aux O

stopbits 1

1

line con O

speed 19200

stopbits 1

1

line vty 0 4

transport input ssh

1

line vty 5 80

transport input ssh

1

I'1dp run

nat 64 translation timeout tcp 3600
nat 64 translation timeout udp 300
sdwan

interface G gabitEthernetl

tunnel -interface

encapsul ation i psec weight 1

no border

col or bi z-internet

no last-resort-circuit

no | ow bandw dt h-1i nk

no vbond- as-stun-server
vimanage- connecti on- preference 5
port-hop

carrier default

nat-refresh-interval 5

hel |l o-i nterval 1000

hel | o-tol erance 12

al | owservice al

no al |l ow service bgp

al | ow servi ce dhcp

al | owservice dns

al | ow service icnp

al | owservi ce sshd

no al | ow servi ce netconf



no allow service ntp

no all ow servi ce ospf

no all ow service stun

al | ow service https

no all ow service snnp

no all ow service bfd

exit

exit

interface G gabitEthernetl. 1352
tunnel -interface

encapsul ation i psec weight 1
color privatel

max- control -connections 0

al | ow service all

no al |l ow service bgp

al | ow servi ce dhcp

al | ow servi ce dns

al | ow service icnp

no all ow service sshd

no al |l ow servi ce netconf

no allow service ntp

no all ow servi ce ospf

no all ow service stun

al | ow service https

no all ow service snnp

no all ow service bfd

exit

exit

appqoe

no tcpopt enabl e

no dreopt enabl e

!

onp

no shut down

send-path-l1imt 4

ecnp-limt 4

graceful -restart

no as-dot-notation

timers

hol dti me 60
advertisenent-interval 1
graceful -restart-timer 43200
eor-tinmer 300

exit

address-fanmily ipv4
advertise bgp

advertise connected
advertise static

!

address-fanmily ipv6
advertise bgp

advertise connected
advertise static

!

1

1

licensing config enable fal se
I'i censing config privacy hostnane fal se
licensing config privacy version fal se
licensing config utility utility-enable false
bfd color Ite

hel | o-interval 1000

no pntu-di scovery

multiplier 1



bfd default-dscp 48

bfd app-route multiplier 2

bfd app-route poll-interval 123400
security

i psec

rekey 86400

repl ay-w ndow 512

1

!

ssl proxy

no enabl e

rsa- key- nodul us 2048
certificate-lifetime 730

eckey-type P256

ca-tp-1abel PROXY-SI GNI NG CA

settings expired-certificate drop
settings untrusted-certificate drop
settings unknown-status drop

settings certificate-revocation-check none
settings unsupported-protocol -versions drop
settings unsupported-cipher-suites drop
settings failure-node close

settings mnimmtls-ver TLSvl

dual - side optim zation enabl e
!

DC- MP- COML#

DC- MP- COML#

DC- MP- COML#

DC- MP- COML#

DC- MP- COM#sh run
Bui | di ng configuration...

Current configuration : 4679 bytes

1

I Last configuration change at 18:06:53 UTC Fri Dec 10 2021 by admin
1

version 17.6

service tcp-keepalives-in

servi ce tcp-keepalives-out

service timestanps debug datetine nsec
service tinmestanps | og datetine nmsec
servi ce password-encryption

I Call-horme is enabled by Smart-Licensing.
service call-home

platformqfp utilization nmonitor |oad 80
no pl atform punt - keepal i ve di sabl e-kernel -core
pl atform consol e virtua

1

host namre DC- MP- CGM

1

boot - st art - mar ker

boot - end- mar ker

1

1

vrf definition 10

rd 1:10

!

address-fanmily ipv4

route-target export 64513:10

route-target inmport 64513:10

exit-address-fanily
|



address-fanmily ipv6
exit-address-fanmly

|

vrf definition 65528

!

address-fanmily ipv4
exit-address-fanmly

!

| oggi ng buffered 512000

| oggi ng persistent size 104857600 fil esize 10485760
no | oggi ng nonitor

!

aaa new node

!

!

aaa authentication login default |oca
aaa aut horization exec default |oca

aaa server radius dynami c-aut hor
!

aaa session-id comon

fhrp version vrrp v3

ip arp proxy disable

1

ip bootp server

no i p dhcp use cl ass

!

1

1

no | ogi n on-success | og

i pv6 uni cast-routing
!

!
!
!
!
!
!
subscriber tenplating
!
!
!
!
|
|
!

mul tilink bundl e-nane authenticated



1
!

crypto pki trustpoint TP-self-signed-1684160503
enrol | nent sel fsigned

subj ect - name cn=|1 OS- Sel f - Si gned- Certificate-1684160503
revocati on- check none

rsakeypair TP-sel f-signed- 1684160503

1

crypto pki trustpoint SLA-Trust Point

enrol | nent pkcsi12

revocation-check crl

1

1

crypto pki certificate chain TP-sel f-signed-1684160503
crypto pki certificate chain SLA-Trust Point

!

license udi pid C8000V sn 9FTTYDEBR7O

Iicense boot |evel network-prem er+dna-prem er
di agnostic bootup | evel m ninal

nmenmory free | ow wat ermark processor 202832

!

!

spanni ng-tree extend systemid

!

usernane admin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
!

r edundancy
!

no crypto ikev2 di agnose error
!

|

I'1dp run

cdp run



interface Loopback100

vrf forwarding 10

i p address 192.168.7.7 255. 255. 255. 255
1

interface Loopback65528

vrf forwarding 65528

i p address 192.168.1.1 255. 255. 255. 255
1

interface Tunnel 1

i p unnunbered G gabitEthernetl

no ip redirects

i pv6 unnunbered G gabitEthernetl

no ipve redirects

tunnel source G gabitEthernetl

tunnel node sdwan

1

interface Tunnel 1352001

i p unnunbered G gabit Et hernet 1. 1352

i pv6 unnunbered G gabitEt hernet 1. 1352
tunnel source G gabitEthernetl. 1352
tunnel node sdwan

1

interface G gabitEthernetl

ip dhcp client default-router distance 1
ip address dhcp client-id G gabitEthernetl
no ip redirects

| oad-interval 30

speed 10000

no negotiation auto

arp tineout 1200

1

interface G gabitEthernetl. 1352
encapsul ati on dot 1Q 1352

i p address 198.18.0.5 255. 255. 255. 252
no ip redirects

ip nu 1496

arp tineout 1200

1

router onp

1

router bgp 64513

bgp | og- nei ghbor - changes

nei ghbor 198.18.0.6 renpte-as 64512

nei ghbor 198.18.0.6 description hosted-connection
nei ghbor 198.18.0.6 password 7 072A02687E243C2A4545322B2A0B12077E1961123F
1

address-fanmily ipv4

network 198.18.0.4 nask 255. 255. 255. 252
nei ghbor 198.18.0.6 activate

nei ghbor 198.18. 0.6 send-comunity both
exit-address-fanmly

1

ip forward-protocol nd

no ip http server

no ip http secure-server

1

ip nat settings central-policy

ip nat route vrf 65528 0.0.0.0 0.0.0.0 gl obal
no i p nat service H225

no ip nat service ras

no ip nat service rtsp udp

no ip nat service rtsp tcp

no i p nat service netbhios-ns tcp

no i p nat service netbios-ns udp



no i p nat service netbios-ssn
no i p nat service netbios-dgm
no ip nat service |dap

no i p nat service sunrpc udp
no i p nat service sunrpc tcp
no i p nat service nmsrpc tcp
no ip nat service tftp

no ip nat service rcmd

no ip nat service pptp

no ip ftp passive

p scp server enable

control - pl ane

|

!

ngcp behavi or rsip-range tgcp-only

ngcp behavi or conedi a-rol e none

ngcp behavi or comedi a- check- nedi a-src di sabl e
ngcp behavi or conedi a- sdp-force disable

!

ngcp profile default

1
line con O

stopbits 1

speed 19200

line aux O

line vty 0 4

transport input ssh

line vty 5 80

transport input ssh

1

nat 64 translation timeout udp 300
nat 64 translation timeout tcp 3600
cal | - home

! If contact enmnil address in call-home is configured as sch-smart-1|icensi ng@i sco.com

! the emnil address configured in G sco Smart License
address to send SCH notifications.

contact-enuni |l -addr sch-snmart-1icensi ng@i sco.com
profile "G scoTAC 1"

active

destination transport-method http

net conf - yang
net conf -yang feature candi dat e-datastore
end

DC- MP- COML#

Por t al

Wil |

be used as contact enmi



DC- MP- CGML#

DC- MP- CGM#sh ip ro

Codes: L - local, C - connected, S - static, R- RIP, M- npobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, m- OW

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT D A

i - 1S1S su- ISIS sunmary, L1 - IS-ISlevel-1, L2 - 1S IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration summary

0 - ODR P - periodic dowl oaded static route, | - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides fromPfR

& replicated |l ocal route overrides by connected
Gateway of last resort is 192.0.2.4 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.0.2.4

10.0.0.0/24 is subnetted, 1 subnets

B 10.211.1.0 [20/0] via 198.18.0.6, 3d07h

192.0.2.5/16 is variably subnetted, 2 subnets, 2 masks

C 192.0.2.4/31 is directly connected, G gabitEthernetl

L 192.0.2.0/32 is directly connected, G gabitEthernetl
198.18.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 198.18.0.4/30 is directly connected, G gabitEthernetl. 1352
L 198.18.0.5/32 is directly connected, G gabitEthernetl.1352
DC- MP- COML#

DC- MP- COML#

DC- MP- CGM#sh sdw

DC- MP- CGM#sh sdwan bfd sess

DC- MP- CGM#sh sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLI C DETECT TX
SYSTEM | P SI TE | D STATE COLOR COLOR SOURCE | P | P PORT ENCAP MULTI PLI ER | NTERVAL(nsec UPTI ME
TRANSI TI ONS

192.0.2.6 64 up biz-internet private2 192.0.2.0 192.0.2.7 12387 ipsec 7 1000 10 3:06:56:39 0
192.0.2.8 65 down biz-internet privatel 192.0.2.0 10.211.0.68 12367 ipsec 7 1000 NA O
192.0.2.9 65 down biz-internet privatel 192.0.2.0 10.211.0.180 12367 ipsec 7 1000 NA O
192.0.2.10 25 down biz-internet privatel 192.0.2.0 10.211.1.89 12367 ipsec 7 1000 NA O
192.0.2.11 25 down biz-internet privatel 192.0.2.0 10.211.1.184 12367 ipsec 7 1000 NA O
192.0.2.6 64 down biz-internet privatel 192.0.2.0 10.211.2.76 12367 ipsec 7 1000 NA O
192.0.2.24 64 down biz-internet privatel 192.0.2.0 10.211.2.176 12367 ipsec 7 1000 NA O
10.11.1.11 11 up biz-internet public-internet 192.0.2.0 192.0.2.13 12386 i psec 7 1000 10
3:07:48:35 0

10.12.1.11 12 up biz-internet public-internet 192.0.2.0 192.0.2.14 12386 ipsec 7 1000 10
2:08:51:12 1

192.0.2.10 25 up biz-internet private2 192.0.2.0 192.0.2.15 12387 ipsec 7 1000 10 3:06:56:35 0
192.0.2.24 64 up biz-internet private2 192.0.2.0 192.0.2.16 12387 ipsec 7 1000 10 3:06:56:40 O
192.0.2.11 25 up biz-internet private2 192.0.2.0 192.0.2.17 12387 ipsec 7 1000 10 3:06:56:35 0
10.103.1.11 103 up biz-internet default 192.0.2.0 192.0.2.18 12346 ipsec 7 1000 10 3:07:48:35 0
10.103.1.12 103 up biz-internet default 192.0.2.0 192.0.2.19 12346 ipsec 7 1000 10 3:07:48:35 0
192.0.2.9 65 up biz-internet public-internet 192.0.2.0 192.0.2.20 12347 ipsec 7 1000 10
3:07:48:35 0

192.0.2.8 65 up biz-internet public-internet 192.0.2.0 192.0.2.21 12347 ipsec 7 1000 10
3:07:48:35 0

192.0.2.8 65 down privatel privatel 198.18.0.5 10.211.0.68 12367 ipsec 7 1000 NA O

192.0.2.9 65 down privatel privatel 198.18.0.5 10.211.0.180 12367 ipsec 7 1000 NA O
192.0.2.10 25 up privatel private2 198.18.0.5 10.211.1.56 12387 ipsec 7 1000 10 3:06:55:47 0
192.0.2.10 25 down privatel privatel 198.18.0.5 10.211.1.89 12367 ipsec 7 1000 NA O
192.0.2.11 25 up privatel private2 198.18.0.5 10.211.1.155 12387 ipsec 7 1000 10 0:15:27:22 1
192.0.2.11 25 down privatel privatel 198.18.0.5 10.211.1.184 12367 ipsec 7 1000 NA O
192.0.2.6 64 down privatel private2 198.18.0.5 10.211.2.41 12387 ipsec 7 1000 NA O



192.0.2.6 64 down privatel privatel 198.18.0.5 10.211.2.76 12367 ipsec 7 1000 NA O
192.0.2.24 64 down privatel private2 198.18.0.5 10.211. 2. 154 12387 ipsec 7 1000 NA O
192.0.2.24 64 down privatel privatel 198.18.0.5 10.211.2.176 12367 ipsec 7 1000 NA O
10.11.1.11 11 down privatel public-internet 198.18.0.5 192.0.2.13 12386 i psec 7 1000 NA O
10.12.1.11 12 down privatel public-internet 198.18.0.5 192.0.2.14 12386 i psec 7 1000 NA O
10. 103. 1. 11 103 down privatel default 198.18.0.5 192.0.2.18 12346 ipsec 7 1000 NA O

10. 103. 1. 12 103 down privatel default 198.18.0.5 192.0.2.19 12346 ipsec 7 1000 NA O
192.0.2.9 65 down privatel public-internet 198.18.0.5 192.0.2.20 12347 ipsec 7 1000 NA O
192.0.2.8 65 down privatel public-internet 198.18.0.5 192.0.2.21 12347 ipsec 7 1000 NA O

DC- MP- COML#

DC- MP- COML#

DC- MP- COM#sh ver

Cisco | OS® XE Software, Version 17.06.01a

Cisco 10S Software [Bengal uru], Virtual XE Software (X86_64_LINUX | OSD- UNI VERSALK9- M, Version
17. 6. la, RELEASE SOFTWARE (fc2)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2021 by G sco Systens, Inc.

Conpil ed Sat 21- Aug-21 03:20 by ntpre

Cisco 1 0S-XE software, Copyright (c) 2005-2021 by cisco Systems, |nc.
Al rights reserved. Certain conmponents of Cisco | OS-XE software are
licensed under the GNU CGeneral Public License ("GPL") Version 2.0. The
sof tware code |icensed under GPL Version 2.0 is free software that cones
with ABSOLUTELY NO WARRANTY. You can redistribute and/or nodify such
GPL code under the ternms of GPL Version 2.0. For nore details, see the
docunent ati on or "License Notice" file acconpanying the |10S- XE sof tware,
or the applicable URL provided on the flyer acconpanying the | 0S-XE
sof t war e.

ROM | OS- XE ROVMON

DC- MP-CGM. uptime is 3 days, 7 hours, 51 minutes

Uptime for this control processor is 3 days, 7 hours, 53 ninutes
Systemreturned to ROM by rel oad

Systemimage file is "bootfl ash: packages. conf"

Last reload reason: factory-reset

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Cisco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.

I mporters, exporters, distributors and users are responsible for
conpliance with U S. and |l ocal country laws. By using this product you
agree to conply with applicable |laws and regul ations. |If you are unable
to conply with U S. and local laws, return this product imediately.

A sunmary of U. S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com
Technol ogy Package License |nformation:

Control | er - managed

The current throughput level is 250000 kbps



Smart Licensing Status: Registration Not Applicabl e/ Not Applicable

ci sco C8000V (VXE) processor (revision VXE) with 2028465K/ 3075K bytes of menory.
Processor board | D 9FTTYDEBR7O

Rout er operating node: Controller-Mnaged

1 Ggabit Ethernet interface

32768K bytes of non-volatile configuration nmenory.

3965112K bytes of physical nenory.

11526144K bytes of virtual hard di sk at bootflash:.

Configuration register is 0x2102
DC- MP- COML#

DC- AWS- EU- CGML#sh sdwan runni ng-confi g
system

| ocation "Europe (London)"
gps-location latitude 51.507321
gps-1 ocation | ongitude 0.127647
systemip 192.0.2.10

overlay-id 1

site-id 25

port-offset 1

control - sessi on- pps 300

admi n-tech-on-failure
sp-organi zati on- name MC- Denp- npi t aev
organi zati on- name MC- Denp- npi t aev
port-hop

track-transport
track-def aul t - gat enay
consol e- baud-rate 19200

no on-denmand enabl e

on-demand idle-timeout 10

vbond 192.0.2.3 port 12346

1

service tcp-keepalives-in

service tcp-keepalives-out

no service tcp-small-servers

no service udp-small-servers

host nane DC- AWs- EU- CGM

usernane admin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
vrf definition 10

rd 1:10

address-fanmily ipv4

route-target export 64550:10
route-target inport 64550: 10
exit-address-fanily

1

address-fanmily ipv6
exit-address-fanmily

1

1

vrf definition Mgm -intf
descri pti on Managenent

rd 1:512

address-fanmily ipv4

route-target export 64550:512
route-target inport 64550:512
exit-address-fanily

1

address-fanmily ipv6



exit-address-fanmly

1

!

ip arp proxy disable

no ip finger

no ip rcnd rcp-enable

no ip rcnd rsh-enable

ip as-path access-list 15 permt "645[2-4][0-9]$
ip as-path access-list 25 permt .*

no i p dhcp use cl ass

ip route 10.211.0.0 255.255.255.0 10.211.1.65
ip route 10.211.2.0 255.255.255.0 10.211.1.65
ip bootp server

no i p source-route

no ip http server

no ip http secure-server

ip nat settings central-policy

cdp run

interface G gabitEthernetl

no shut down

arp tineout 1200

vrf forwarding Mgm -intf

ip address dhcp client-id G gabitEthernetl

no ip redirects

ip dhcp client default-router distance 1

ip nu 1500

| oad-interval 30
nmtu 1500
negoti ati on auto
exit

interface G gabitEthernet2

no shut down

arp tineout 1200

ip address dhcp client-id G gabitEthernet?2
no ip redirects

ip dhcp client default-router distance 1

ip nu 1500

| oad-interval 30
nmtu 1500
negoti ati on auto
exit

interface G gabitEthernet3

no shut down

arp tineout 1200

ip address dhcp client-id G gabitEthernet3
no ip redirects

ip dhcp client default-router distance 20
ip nu 1500

| oad-interval 30

nmtu 1500

exit

interface Tunnel 2

no shut down

i p unnunbered G gabit Et hernet 2
no ip redirects

i pv6 unnunbered G gabitEt hernet 2
no ipve redirects

tunnel source G gabitEthernet?2
tunnel node sdwan

exit

interface Tunnel 3

no shut down

i p unnunbered G gabit Et hernet3
no ip redirects



i pv6 unnunbered G gabitEthernet3

no ipve redirects

tunnel source G gabitEthernet3

tunnel node sdwan

exit

interface Tunnel 100001

no shut down

vrf forwarding 10

i p address 169. 254. 0. 22 255. 255. 255. 252

ip nu 1500

tunnel source 10.211.1.56

tunnel destination 192.0.2.22

tunnel node ipsec ipv4

tunnel path-ntu-di scovery

tunnel protection ipsec profile if-ipsecl-ipsec-profile
exit

interface Tunnel 100002

no shut down

vrf forwarding 10

i p address 169. 254.0. 26 255. 255. 255. 252

ip nu 1500

tunnel source 10.211.1.56

tunnel destination 192.0.2.23

tunnel node ipsec ipv4

tunnel path-ntu-di scovery

tunnel protection ipsec profile if-ipsec2-ipsec-profile
exit

rout e-map AWS_TGW CSR_ROUTE_POLI CY deny 1

mat ch as-path 15

1

route-map AWS_TGW CSR ROUTE_POLI CY pernit 11

mat ch as-path 25

1

rout e-map AWS_TGW CSR_ROUTE_PCLI CY deny 65535

1

clock timezone UTC 0 O

| oggi ng persistent size 104857600 fil esize 10485760
no | oggi ng nonitor

| oggi ng consol e

aaa authentication login default |oca

aaa aut horization exec default |oca

aaa server radius dynami c-aut hor

port 1700

1

crypto i psec transformset if-ipsecl-ikevl-transform esp-aes 256 esp-sha-hnmac
node tunnel

1

crypto i psec transformset if-ipsec2-ikevl-transform esp-aes 256 esp-sha-hnmac
node tunnel

1

crypto ipsec profile if-ipsecl-ipsec-profile

set isaknp-profile if-ipsecl-ikevl-isakmp-profile
set pfs group2

set transformset if-ipsecl-ikevl-transform

set security-association lifetime kil obytes disable
set security-association lifetime seconds 3600

set security-association replay w ndow size 512

1

crypto ipsec profile if-ipsec2-ipsec-profile

set isaknp-profile if-ipsec2-ikevl-isakmp-profile
set pfs group2

set transformset if-ipsec2-ikevl-transform

set security-association lifetime kil obytes disable
set security-association lifetime seconds 3600



set security-association replay w ndow size 512

1

crypto keyring if-ipsecl-ikevl-keyring
pre-shared- key address 192.0.2.22 key qONTr RGW500Ca8j 35VT7eQRvhrz gHCEq
1

crypto keyring if-ipsec2-ikevl-keyring
pre-shar ed- key address 192.0. 2. 23 key E4cayBdgl WsBUaaDi 1ukyngzbUz UP8Hp
1

crypto i saknp aggressive-node disabl e

crypto i saknp keepalive 10 3 on-demand

crypto i saknmp policy 1

aut henti cation pre-share

encrypti on aes 128

group 2

hash sha

lifetine 28800

1

crypto i saknmp policy 2

aut henti cation pre-share

encrypti on aes 128

group 2

hash sha

lifetine 28800

1

crypto isaknmp profile if-ipsecl-ikevl-isaknp-profile
keyring if-ipsecl-ikevl-keyring

match identity address 192.0.2.22 255. 255. 255. 255

1

crypto isaknp profile if-ipsec2-ikevl-isaknp-profile
keyring if-ipsec2-ikevl-keyring

match identity address 192.0.2.23 255. 255. 255. 255

1

router bgp 64550

bgp | og- nei ghbor - changes

address-fanmily ipv4 unicast vrf 10

di stance bgp 20 200 20

maxi mum pat hs ei bgp 2

nei ghbor 169. 254. 0. 21 renote-as 64521

nei ghbor 169. 254. 0. 21 activate

nei ghbor 169. 254. 0. 21 ebgp-mul ti hop 255

nei ghbor 169. 254. 0. 21 route-map AWS_TGW CSR_ROUTE _POLI CY out
nei ghbor 169. 254. 0. 21 send-community both

nei ghbor 169. 254. 0. 25 renot e-as 64521

nei ghbor 169. 254. 0. 25 activate

nei ghbor 169. 254. 0. 25 ebgp-mul ti hop 255

nei ghbor 169. 254. 0. 25 rout e-map AWS_TGW CSR_ROUTE_POLI CY out
nei ghbor 169. 254. 0. 25 send-community both

pr opagat e- aspat h

redi stribute onmp

exit-address-fanmly

1

timers bgp 60 180
|

ocooooooo0o0

snnp-server ifindex persist
line aux O

stopbits 1

!

line con O

I ogi n authentication default
speed 19200

stopbits 1

|

line vty 0 4

I ogi n authentication default



transport input ssh

1

line vty 5 80

I ogi n authentication default
transport input ssh

1

I'1dp run

nat 64 translation timeout tcp 3600
nat 64 translation timeout udp 300
sdwan

interface G gabitEthernet2
tunnel -interface

encapsul ation i psec weight 1
no border

col or private2

no | ast-resort-circuit

no | ow bandwi dt h-1i nk

no vbond- as-stun-server
vimanage- connecti on-preference 5
port-hop

carrier default
nat-refresh-interval 5

hel | o-interval 1000

hel | o-tol erance 12

al | ow service all

no al |l ow service bgp

al | ow servi ce dhcp

al | ow servi ce dns

al | ow service icnp

al | ow servi ce sshd

no al |l ow servi ce netconf

no allow service ntp

no all ow servi ce ospf

no all ow service stun

al | ow service https

no all ow service snnp

no all ow service bfd

exit

exit

interface G gabitEthernet3
tunnel -interface

encapsul ation i psec weight 1
no border

color privatel

no | ast-resort-circuit

no | ow bandwi dt h-1i nk

max- control - connections 0

no vbond- as-stun-server
vimanage- connecti on-preference 5
port-hop

carrier default
nat-refresh-interval 5

hel | o-interval 1000

hel | o-t ol erance 12

no all ow service all

al | ow service bgp

al | ow servi ce dhcp

al | ow servi ce dns

al | ow service icnp

no all ow service sshd

no al |l ow servi ce netconf

no allow service ntp

no al |l ow servi ce ospf

no all ow service stun



al | ow service https

no al |l ow
no al |l ow
exit

exit
appqoe

no tcpopt
1

onp

no shutdo
send- pat h
ecnp- | im
graceful -
no as-dot
timers
hol dti me
advertise
graceful -
eor-tiner
exit

addr ess-f
advertise
advertise
advertise
1

addr ess-f
advertise
advertise
advertise
1

1

1

i censi ng
i censi ng
i censi ng
i censi ng
bfd col or
hel | o-i nt
no pntu-d
mul tiplie
1

bfd defau
bfd app-r
bfd app-r
security
i psec
rekey 864
repl ay- w
aut hentic
1

1

ssl proxy
no enabl e

servi ce snnp
service bfd

enabl e

wn
-limt 4
t 4
restart
-notation

60

ment-interval 1
restart-timer 43200
300

amly ipvd
bgp
connect ed
static

amly ipv6
bgp
connect ed
static

config enable fal se

config privacy hostnane false
config privacy version false

config utility utility-enable false
Ite

erval 1000

i scovery

r il

It-dscp 48
oute nultiplier 2
oute poll-interval 123400

00
ndow 512
ation-type ah-shal-hmac shal-hnmac

rsa- key- nodul us 2048
certificate-lifetime 730

eckey-typ
ca-tp-lab
settings
settings
settings
settings
settings
settings
settings

e P256

el PROXY- S| GNI NG CA
expired-certificate drop
untrusted-certificate drop
unknown- st at us drop
certificate-revocation-check none
unsupport ed- pr ot ocol - ver si ons drop
unsupport ed- ci pher-suites drop
failure-node cl ose



settings mnimmtls-ver TLSvl
1

policy

no app-visibility

no app-visibility-ipv6é

no flowvisibility

no flowvisibility-ipv6

no inplicit-acl-1ogging

| og-frequency 1000

1

DC- AWS- EU- COML#

DC- AWS- EU- COML#

DC- AWG- EU- COGML#Sh run

DC- AWs- EU- CGML#sh runni ng-config
Bui | di ng configuration...

Current configuration : 11607 bytes

|

I Last configuration change at 18:26:47 UTC Fri Dec 10 2021 by NETCONF
!

version 17.4

service tcp-keepalives-in

service tcp-keepalives-out

service timestanps debug datetine nsec
service tinmestanps | og datetine nsec
servi ce password-encryption

I Call-horme is enabled by Smart-Licensing.
service call-home

platformqfp utilization nmonitor |oad 80
no pl atform punt - keepal i ve di sabl e-kernel -core
pl atf orm consol e virtual

|

host nane DC- AWs- EU- CGM

|

boot - st art - mar ker

boot - end- mar ker

!

!

vrf definition 10

rd 1:10

!

address-fanmily ipv4

route-target export 64550:10
route-target inport 64550: 10
exit-address-fanmly

!

address-fanmily ipv6
exit-address-fanmly

|

vrf definition 65528

!

address-fanmily ipv4
exit-address-fanmly

!

vrf definition Mgm -intf

descri pti on Managenent

rd 1:512

!

address-fanmily ipv4

route-target export 64550:512
route-target inport 64550:512

exit-address-fanily
|



address-fanmily ipv6
exit-address-fanmly

!

| oggi ng buffered 512000

| oggi ng persistent size 104857600 fil esize 10485760
no logging rate-limt

no | oggi ng nonitor

!

aaa new node

!

!

aaa authentication |login default |oca
aaa aut horization exec default |oca

aaa server radius dynami c-aut hor
1

aaa session-id common
fhrp version vrrp v3

ip arp proxy disable
|

ip bootp server

no i p dhcp use cl ass

!

1

1

no | ogi n on-success | og

i pv6 uni cast-routing
!

subscriber tenplating

mul tilink bundl e-nane authenti cated
!
!
!
!
!
!
!
!
1

crypto pki trustpoint TP-self-signed-1070810043
enrol | nent sel fsigned



subj ect - name cn=|1 OS- Sel f - Si gned- Certificate-1070810043

revocati on- check none

rsakeypair TP-sel f-signed-1070810043

1

crypto pki trustpoint SLA-Trust Point

enrol | nent pkcsi12

revocati on-check crl

1

!

crypto pki certificate chain TP-sel f-signed-1070810043

certificate self-signed 01

30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 31303730 38313030 3433301E 170D3231 31323130 30303339
34325A17 0D333131 32313030 30333934 325A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 30373038
31303034 33308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
0A028201 0100AC49 2292437D CClAB211 204B33F2 9AE40F1B A41355FA 9832FD65
69CAFDCD 57AEE5A1 5D30B8A8 F62C842E 487D9AD4 EF2E5F55 4C26D746 EA381D42
CAF259DA 19CFDE22 76582EAD 1C878CE7 B596E439 94EF0023 DOBOALEC C79D582C
43DC3116 350675F7 6B42B33F DF500EF0 323ECFBD AOFBD612 8ABFD343 96C8BB40
33069700 4BB5DE18 39DB9203 C5132855 5FE5C0C6 80635F69 9DA90B4F 578F7861
81F5AD28 Cl1732F99 CCE788FB OF8EA20A 29E2A57B 6879AAE9 9CAAFO05C 9F6DI95FD
F114EA04 5ADE11C7 C8C93379 3FAS8CAOF 5E3ADEFE 61197C3E DBC20084 2FOB1BF9
9A1CFC95 730AAE31 CACE6EE8 DODABFE1 B995B6C0 00072343 CA115DC4 5A802A21
256C3291 22370203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
301F0603 551D2304 18301680 149E76BD 12EAD2B9 9F58797A 7A93625C 7ABB6953
C4301D06 03551DOE 04160414 9E76BD12 EAD2B99F 58797A7A 93625C7A BB6953C4
300D0609 2A864886 F70D0101 05050003 82010100 12D28F08 C5367501 E131A43F
A102433E 9E2C22AA 403FEAAE 311CECAD 37353098 COEAF160 C46C95Cl 61073D63
B41F9191 2567CA23 CO69E365 96DC55CD 368DOELD 7A9B39B9 060BB27E AB456414
3DDEB3B9 1398C49B 570839FA BB090B72 5D51E6FE 8250A8D0 299DCD04 22168DBA
9EF3F9DF 58A9C3FC 1DB848FA 32089028 A88AA158 52E05BBF EA13129F C902El11F
96D23BDA EFEC8521 F8566815 ED2D703F 2B7E64B8 53A9799B 93DFF82D 7713A7A3
4FF271E8 B438678E 2A1706CE F9EE665C 40B9C1B5 7AC51491 B3327948 4B432168
2F2F46D2 E8B14961 69976E15 95A07771 756AF6AA F090B4DD BE41A10E C22A6611
008A2D16 C7751721 CF90413A 29019B95 DC7704EA

quit

crypto pki certificate chain SLA-Trust Point

certificate ca 01

30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
32310E30 00060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 00060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EAl F1EFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
1C394D78 462EF239 C659F715 B98COA59 5BBB5CBD OCFEBEA3 700A8BF7 DBF256EE
4AAMEBOD DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDCS5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BCBEOOF 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF 0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
4B3D31E5 1B3E6A17 606AF333 3D3B4Cr73 E8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A66 86025D9F E838AE5SC 6D4DF6B0 49631C78 240DA905
604EDCDE FF4FED2B 77FCA60E CD636FDB DD44681E 3A5673AB 9093D3B1 6COE3D3B
D98987BF E40CBDOE 1AECAOC2 2189BB5C 8FA85686 CDI8B646 5575B146 8DFC66A8
467A3DF4 4D565700 6ADFOFOD CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
7CA7TB7E6 ClAF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
5FBODA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37ClE69 39F08678
80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB



418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2FO0
D697DF7F 28

license udi pid C8000V sn 9SAQCIXHS8G

Iicense boot |evel network-prem er+dna-prem er
di agnostic bootup | evel m ninal

nmenmory free | ow wat ernmark processor 226459

!

!

spanni ng-tree extend systemid

|

usernane admin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
!

r edundancy
|

no crypto ikev2 diagnose error

!

|

I'1dp run

cdp run

!

!

crypto keyring if-ipsecl-ikevl-keyring

pre-shared- key address 192.0.2.22 key qONTr RGW500Ca8j 35VT7eQRvhrz gHCEqQ
crypto keyring if-ipsec2-ikevl-keyring

pre-shar ed- key address 192.0. 2. 23 key E4cayBdgl WsBUaaDi 1ukyngzbUz UP8Hp
!

crypto i saknmp policy 1

encryption aes

aut hentication pre-share

group 2

lifetine 28800

1

crypto i saknmp policy 2

encryption aes

aut hentication pre-share

group 2

lifetine 28800

crypto i saknp keepalive 10 3

crypto i saknp aggressive-node disabl e

crypto i saknp profile if-ipsecl-ikevl-isaknp-profile
keyring if-ipsecl-ikevl-keyring

match identity address 192.0.2.22 255. 255. 255. 255
crypto isaknp profile if-ipsec2-ikevl-isaknp-profile
keyring if-ipsec2-ikevl-keyring

match identity address 192.0.2.23 255. 255. 255. 255



1
!

crypto i psec transformset if-ipsecl-ikevl-transform esp-aes 256 esp-sha-hnac
node tunnel

crypto i psec transformset if-ipsec2-ikevl-transform esp-aes 256 esp-sha-hnac
node tunnel

1

!

crypto ipsec profile if-ipsecl-ipsec-profile

set security-association lifetime kil obytes disable

set security-association replay w ndow size 512

set transformset if-ipsecl-ikevl-transform

set pfs group2

set isaknp-profile if-ipsecl-ikevl-isakmp-profile

1

crypto ipsec profile if-ipsec2-ipsec-profile

set security-association lifetime kil obytes disable

set security-association replay w ndow size 512

set transformset if-ipsec2-ikevl-transform

set pfs group2

set isaknp-profile if-ipsec2-ikevl-isakmp-profile

interface Loopback65528

vrf forwarding 65528

i p address 192.168.1.1 255. 255. 255. 255
1

interface Tunnel 2

i p unnunbered G gabit Et hernet 2

no ip redirects

i pv6 unnunbered G gabitEt hernet 2

no ipve redirects

tunnel source G gabitEthernet?2

tunnel node sdwan

1

interface Tunnel 3

i p unnunbered G gabit Et hernet3

no ip redirects

i pv6 unnunbered G gabitEthernet3

no ipve redirects

tunnel source G gabitEthernet3

tunnel node sdwan

1

interface Tunnel 100001

vrf forwarding 10

i p address 169.254.0.22 255. 255. 255. 252
ip nu 1500

tunnel source 10.211.1.56

tunnel node ipsec ipv4

tunnel destination 192.0.2.22

tunnel path-ntu-di scovery

tunnel protection ipsec profile if-ipsecl-ipsec-profile
1

interface Tunnel 100002

vrf forwarding 10

i p address 169. 254.0. 26 255. 255. 255. 252
ip nu 1500



tunnel source 10.211.1.56

tunnel node ipsec ipv4

tunnel destination 192.0.2.23

tunnel path-ntu-di scovery

tunnel protection ipsec profile if-ipsec2-ipsec-profile
1

interface G gabitEthernetl

vrf forwarding Mgm -intf

ip dhcp client default-router distance 1

ip address dhcp client-id G gabitEthernetl

no ip redirects

| oad-interval 30

negoti ati on auto

arp tineout 1200

1

interface G gabitEthernet2

ip dhcp client default-router distance 1

ip address dhcp client-id G gabitEthernet?2

no ip redirects

| oad-interval 30

negoti ati on auto

arp tineout 1200

1

interface G gabitEthernet3

ip dhcp client default-router distance 20

ip address dhcp client-id G gabitEthernet3

no ip redirects

| oad-interval 30

speed 1000

no negotiation auto

arp tineout 1200

1

router onp

1

router bgp 64550

bgp | og- nei ghbor - changes

1

address-fanmily ipv4 vrf 10

redi stribute onmp
pr opagat e- aspat h
nei ghbor 169. 254.
nei ghbor 169. 254.
nei ghbor 169. 254.
nei ghbor 169. 254.
nei ghbor 169. 254.
nei ghbor 169. 254.
nei ghbor 169. 254.
nei ghbor 169. 254. 0. 25 activate

nei ghbor 169. 254. 0. 25 send-comunity both

nei ghbor 169. 254. 0. 25 rout e-map AWS_TGW CSR_ROUTE_POLI CY out
maxi mum pat hs ei bgp 2

di stance bgp 20 200 20

exit-address-fanmly
|

21 renote-as 64521

21 ebgp-mul ti hop 255

21 activate

21 send-community both

21 route-map AWS_TGW CSR_ROUTE_POLI CY out
25 renote-as 64521

25 ebgp-mul ti hop 255

Coeocococo0o0o0o0

ip forward-protocol nd

no ip http server

no ip http secure-server

1

ip as-path access-list 15 permt "645[2-4][0-9]$
ip as-path access-list 25 permt .*

ip nat settings central-policy

ip nat route vrf 65528 0.0.0.0 0.0.0.0 gl obal

no i p nat service H225

no ip nat service ras



no ip nat service rtsp udp

no ip nat service rtsp tcp

no i p nat service netbhios-ns tcp

no i p nat service netbios-ns udp

no i p nat service netbios-ssn

no i p nat service netbios-dgm

no ip nat service |dap

no i p nat service sunrpc udp

no i p nat service sunrpc tcp

no i p nat service nmsrpc tcp

no ip nat service tftp

no ip nat service rcmd

no ip nat service pptp

no ip ftp passive

ip route 10.211.0.0 255.255.255.0 10.211. 1. 65
ip route 10.211. 2.0 255.255.255.0 10.211.1.65
ip scp server enable

1

1

1

rout e-map AWS_TGW CSR_ROUTE_POLI CY deny 1

mat ch as-path 15

1

route-map AWS_TGW CSR ROUTE_POLI CY pernmit 11
mat ch as-path 25

1

rout e-map AWS_TGW CSR_ROUTE_PCLI CY deny 65535

control - pl ane

1

!

ngcp behavi or rsip-range tgcp-only

ngcp behavi or conedi a-rol e none

ngcp behavi or comedi a- check- nedi a-src di sabl e
ngcp behavi or conedi a- sdp-force di sable

1

ngcp profile default
!

1
line con O

stopbits 1

speed 19200

line aux O

line vty 0 4

transport input ssh

line vty 5 80

transport input ssh

1

nat 64 translation timeout udp 300
nat 64 translation timeout tcp 3600

cal | - home
I If contact enmnil address in call-home is configured as sch-smart-1|icensi ng@i sco.com
! the emnil address configured in Csco Smart License Portal will be used as contact enai

address to send SCH notifications.
contact-enuni |l -addr sch-snmart-1icensi ng@i sco.com



profile "G scoTAC 1"
active
destination transport-method http

net conf - yang
net conf -yang feature candi dat e-dat astore
end

DC- AWE- EU- CGML#

DC- AWE- EU- CGML#

DC- AWS- EU- CGML#sh ip ro

Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, m- OW

n - NAT, NI - NAT inside, No - NAT outside, Nd - NAT D A

i - 1S1S su- ISIS sunmary, L1 - IS-ISlevel-1, L2 - 1S IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration sumrary

0 - ODR P - periodic dowl oaded static route, | - LISP

a - application route

+ - replicated route, %- next hop override, p - overrides fromPfR

& replicated |l ocal route overrides by connected
Gateway of last resort is 10.211.1.33 to network 0.0.0.0
S* 0.0.0.0/0 [1/0] via 10.211.1.33

10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks
S 10.211.0.0/24 [1/0] via 10.211.1.65

C 10.211.1.32/27 is directly connected, G gabitEthernet?2
L 10.211.1.56/32 is directly connected, G gabitEthernet?2
C 10.211.1.64/27 is directly connected, G gabitEthernet3
L 10.211.1.89/32 is directly connected, G gabitEthernet3
S 10.211.2.0/24 [1/0] via 10.211.1.65

DC- AWS- EU- COML#
DC- AWs- EU- CGM#sh ip ro vrf 10

Routi ng Table: 10

Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, m- OW

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT D A

i - 1S1S su- ISIS sunmary, L1 - IS-ISlevel-1, L2 - 1S IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration summary

0 - ODR P - periodic dowl oaded static route, | - LISP

a - application route

+ - replicated route, %- next hop override, p - overrides fromPfR

& replicated |l ocal route overrides by connected
Gateway of l|ast resort is not set

10.0.0.0/8 is variably subnetted, 9 subnets, 3 masks

m 10.11.3.0/24 [251/0] via 10.11.1.11, 3d07h, Sdwan-systemintf
m 10.12. 3.0/ 24 [251/0] via 10.12.1.11, 3d07h, Sdwan-systemintf
m 10. 12. 10. 11/ 32 [251/0] via 10.12.1.11, 3d07h, Sdwan-systemi ntf
B 10.25.0.0/16 [20/100] via 169.254.0.25, 3dl4h

[20/100] via 169.254.0.21, 3dl4h



m 10. 64.0.0/16 [251/0] via 192.0.2.24, 3d07h, Sdwan-systemintf
[251/0] via 192.0.2.6, 3d07h, Sdwan-systemi ntf

m 10.103. 0.0/ 16 [251/0] via 10.103.1.11, 3d07h, Sdwan-systemi ntf
m 10.111.0.0/16 [251/0] via 10.103.1.11, 3d07h, Sdwan-systemi ntf
m 10.112.0.0/16 [251/0] via 10.103.1.11, 3d07h, Sdwan-systemi ntf
m 10.131.0.0/16 [251/0] via 192.0.2.9, 15:30:32, Sdwan-systemi ntf
[251/0] via 192.0.2.8, 15:30:32, Sdwan-systemintf

169.254.0.0/16 is variably subnetted, 13 subnets, 3 masks

m 169. 254. 0.4/ 30 [251/0] via 192.0.2.8, 2d18h, Sdwan-systemintf

m 169. 254. 0.8/ 30 [251/0] via 192.0.2.8, 3d07h, Sdwan-systemintf

m 169. 254. 0.12/30 [251/0] via 192.0.2.9, 15:30:32, Sdwan-systemintf
m 169. 254. 0. 16/ 30 [251/0] via 192.0.2.9, 15:30:32, Sdwan-systemintf
C 169.254.0.20/30 is directly connected, Tunnel 100001

L 169.254.0.22/32 is directly connected, Tunnel 100001

C 169.254.0.24/30 is directly connected, Tunnel 100002

L 169.254.0.26/32 is directly connected, Tunnel 100002

m 169. 254. 0. 36/ 30 [251/0] via 192.0.2.6, 3d07h, Sdwan-systemi ntf

m 169. 254. 0. 40/ 30 [251/0] via 192.0.2.6, 3d07h, Sdwan-systemi ntf

m 169. 254. 0. 44/ 30 [251/0] via 192.0.2.24, 3d07h, Sdwan-systemi ntf
m 169. 254. 0. 48/ 30 [251/0] via 192.0.2.24, 3d07h, Sdwan-systemi ntf

m 169. 254. 10. 0/ 29 [251/0] via 10.103.1.11, 3d07h, Sdwan-systemintf
192.168.7.0/32 is subnetted, 1 subnets

m 192.168.7.7 [251/0] via 192.0.2.2, 3d06h, Sdwan-systemi ntf

DC- AWE- EU- CGML#

DC- AWE- EU- CGML#

DC- AWE- EU- CGM#sh sdwa

DC- AWs- EU- CGML#sh sdwan bfd

DC- AWs- EU- CGML#sh sdwan bfd sess

DC- AWs- EU- CGML#sh sdwan bfd sessi ons

SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLI C DETECT TX

SYSTEM | P SITE | D STATE COLOR COLOR SOURCE | P | P PORT ENCAP MULTI PLI ER | NTERVAL( msec UPTI ME
TRANSI Tl ONS

192.0.2.8 65 up private2 privatel 10.211.1.56 10.211.0.68 12367 ipsec 7 1000 07:00:18 O
192.0.2.9 65 up private2 privatel 10.211.1.56 10.211.0.180 12367 ipsec 7 1000 07:00:17 O
192.0.2.6 64 up private2 private2 10.211.1.56 10.211.2.41 12387 ipsec 7 1000 07:00:18 0O
192.0.2.6 64 up private2 privatel 10.211.1.56 10.211.2.76 12367 ipsec 7 1000 07:00:18 O
192.0.2.24 64 up private2 private2 10.211.1.56 10.211.2.154 12387 ipsec 7 1000 15:30:40 1
192.0.2.24 64 up private2 privatel 10.211.1.56 10.211.2.176 12367 ipsec 7 1000 07:00:18 O
10.11.1.11 11 up private2 public-internet 10.211.1.56 192.0.2.13 12386 ipsec 7 1000 07:00:17 O
10.12.1.11 12 up private2 public-internet 10.211.1.56 192.0.2.14 12386 ipsec 7 1000 07:00:17 O

10.103.1.11 103 up private2 default 10.211.1.56 192.0.2.18 12346 ipsec 7 1000 07:00:18 O
10.103.1.12 103 up private2 default 10.211.1.56 192.0.2.19 12346 ipsec 7 1000 07:00:17 O

192.0.2.9 65 up private2 public-internet 10.211.1.56 192.0.2.20 12347 ipsec 7 1000 15:30:41 1
192.0.2.8 65 up private2 public-internet 10.211.1.56 192.0.2.21 12347 ipsec 7 1000 07:00:18 0O
192.0.2.2 61 up private2 biz-internet 10.211.1.56 192.0.2.0 12347 ipsec 7 1000 07:00:18 0O
192.0.2.2 61 up private2 privatel 10.211.1.56 198.18.0.5 12367 ipsec 7 1000 06:59:31 0
192.0.2.8 65 up privatel privatel 10.211.1.89 10.211.0.68 12367 ipsec 7 1000 22:50:11 2
192.0.2.9 65 up privatel privatel 10.211.1.89 10.211.0.180 12367 ipsec 7 1000 22:50:16 2
192.0.2.6 64 up privatel private2 10.211.1.89 10.211.2.41 12387 ipsec 7 1000 07:00:22 0O
192.0.2.6 64 up privatel privatel 10.211.1.89 10.211.2.76 12367 ipsec 7 1000 22:50:01 2
192.0.2.24 64 up privatel private2 10.211.1.89 10.211.2.154 12387 ipsec 7 1000 07:00:23 0
192.0.2.24 64 up privatel privatel 10.211.1.89 10.211.2.176 12367 ipsec 7 1000 22:50: 10 2
10.11.1.11 11 down privatel public-internet 10.211.1.89 192.0.2.13 12386 ipsec 7 1000 NA O
10.12.1.11 12 down privatel public-internet 10.211.1.89 192.0.2.14 12386 ipsec 7 1000 NA O

10. 103. 1. 11 103 down privatel default 10.211.1.89 192.0.2.18 12346 ipsec 7 1000 NA O

10. 103. 1. 12 103 down privatel default 10.211.1.89 192.0.2.19 12346 ipsec 7 1000 NA O
192.0.2.9 65 down privatel public-internet 10.211.1.89 192.0.2.20 12347 ipsec 7 1000 NA O
192.0.2.8 65 down privatel public-internet 10.211.1.89 192.0.2.21 12347 ipsec 7 1000 NA O
192.0.2.2 61 down privatel biz-internet 10.211.1.89 192.0.2.0 12347 ipsec 7 1000 NA O
192.0.2.2 61 down privatel privatel 10.211.1.89 198.18.0.5 12367 ipsec 7 1000 NA O



DC- AWS- EU- COML#

DC- AWS- EU- COML#

DC- AWS- EU- COML#sh ver

Cisco | CS XE Software, Version 17.04.01a

Cisco 10S Software [Bengal uru], Virtual XE Software (X86_64_LINUX | OSD- UNI VERSALK9- M, Version
17. 4. 1la, RELEASE SOFTWARE (fc4)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2020 by G sco Systens, Inc.

Conpil ed Fri 18-Dec-20 05:01 by ntpre

Cisco 1 0S-XE software, Copyright (c) 2005-2020 by cisco Systems, |nc.
Al rights reserved. Certain conmponents of Cisco | OS-XE software are
licensed under the GNU CGeneral Public License ("GPL") Version 2.0. The
sof tware code |icensed under GPL Version 2.0 is free software that cones
with ABSOLUTELY NO WARRANTY. You can redistribute and/or nodify such
GPL code under the ternms of GPL Version 2.0. For nore details, see the
docunent ati on or "License Notice" file acconpanying the |10S- XE sof tware,
or the applicable URL provided on the flyer acconpanying the | 0S-XE

sof twar e.

ROM | OS- XE ROVMON

DC- AWs- EU- CGML uptime is 4 days, 47 mnutes

Uptime for this control processor is 4 days, 49 minutes
Systemreturned to ROM by rel oad

Systemimage file is "bootfl ash: packages. conf"

Last reload reason: Unknown reason

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Cisco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
conpliance with U S. and |l ocal country laws. By using this product you
agree to conply with applicable |laws and regul ations. |If you are unable
to conply with U S. and local laws, return this product imediately.

A sunmary of U. S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wM / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com

Technol ogy Package License |nformation:
Control | er - managed

The current throughput l[evel is 250000 kbps

Smart Licensing Status: Registration Not Applicabl e/ Not Applicable

ci sco C8000V (VXE) processor (revision VXE) with 2264734K/ 3075K bytes of menory.
Processor board | D 9SAQCIXHS8G

Rout er operating node: Controller-Mnaged

3 G gabit Ethernet interfaces

32768K bytes of non-volatile configuration nmenory.

7784912K bytes of physical nenory.

11526144K bytes of virtual hard di sk at bootflash:.



Configuration register is 0x2102

DC- AWS- EU- COML#



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



