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Introducción

Este documento describe cómo utilizar Amazon Web Services (AWS) Direct Connect como
transporte de red de área extensa (SD-WAN) definido por software.

Antecedentes

La ventaja clave de AWS Direct Connect como otro transporte más para la SD-WAN de Cisco es
la capacidad de utilizar políticas de SD-WAN en los transportes generales que incluyen

Conexión directa AWS.

Los usuarios empresariales con cargas de trabajo en AWS utilizan AWS Direct Connect para la
conectividad de Data Center o concentrador. Al mismo tiempo, la conexión a Internet pública
también es muy común en el Data Center y se utiliza como base para la conectividad SD-WAN
con otras ubicaciones. Este documento describe cómo AWS Direct Connect se puede utilizar
como base para Cisco SD-WAN. Los usuarios pueden crear políticas de reconocimiento de
aplicaciones SD-WAN y enrutar aplicaciones críticas a través de Direct Connect y volver a
enrutarlas a través de Internet pública en caso de que se infrinjan los acuerdos de nivel de
servicio (SLA).

Problema

AWS Direct Connect no proporciona capacidades nativas de SD-WAN. Las preguntas típicas de
los usuarios de SD-WAN empresariales son:

https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html


¿Puedo utilizar AWS Direct Connect como base para Cisco SD-WAN?●

¿Cómo puedo interconectar AWS Direct Connect y Cisco SD-WAN?●

¿Cómo puedo crear soluciones flexibles, seguras y escalables?●

Solución

Descripción general del diseño

El punto clave del diseño es la conexión del Data Center a través de la conexión directa de AWS
a la puerta de enlace virtual (VGW) en la nube privada virtual (VPC) de tránsito de SD-WAN,
como se muestra en la imagen.

Las ventajas de esta solución son:

Totalmente automático: Cisco Cloud onRamp para la automatización de varias nubes se
puede utilizar para implementar VPC de tránsito SD-WAN con dos routers SD-WAN y un
nuevo gateway de tránsito AWS (TGW). Las VPC de host se pueden detectar como parte de
Cloud on Ramp y asignarse a redes SD-WAN con un solo clic.

●

SD-WAN completo a través de conexión directa: AWS Direct Connect es solo otro transporte
SD-WAN. Todas las funciones de SD-WAN, como las políticas de reconocimiento de
aplicaciones, el cifrado, etc., se pueden utilizar de forma nativa en el túnel SD-WAN a través
de AWS Direct Connect.

●

El diseño propuesto evita las limitaciones AWS del número de prefijos sobre una conexión
directa AWS (20/100).

●

Detalles de la solución

Esta imagen muestra una región de AWS y un Data Center conectados mediante conexión directa



a VGW (color private1) en VPC de tránsito SD-WAN y a través de Internet público (color biz-
internet). Tenga en cuenta que los routers AWS SD-WAN c8kv utilizan el color SD-WAN private2
para la conexión a Internet.

Paso 1. Preparación

Asegúrese de que Cisco vManage tiene una cuenta de AWS activa definida y de que los
parámetros globales de Cloud on Ramp están configurados correctamente.

Defina también una cuenta de partner de interconexión en vManage. En este blog, Megaport se
utiliza como socio de Interconnect, por lo que puede definir una cuenta apropiada y una
configuración global.

Paso 2. Configuración del router SD-WAN del Data Center

La interfaz GigabitEthernet1 se utiliza para la conectividad pública a Internet con el color biz-
internet y la interfaz GigabitEthernet1.1352 se utiliza para AWS Direct Connect con el color
private1.

Tenga en cuenta que los routers AWS SD-WAN tienen privado color private2 para la conectividad
a Internet, así como la conectividad a través de conexión directa. Los túneles SD-WAN se forman
a través de Internet con direcciones IP públicas, así como los túneles SD-WAN se establecen
(con la misma interfaz) a través de los circuitos de conexión directa con direcciones IP privadas a
un DC/sitio. Esto significa que el router del Data Center (color biz-internet) establece una
conexión con los routers AWS SD-WAN (color private2) a través de Internet con direcciones IP
públicas y a través de su color privado sobre IP privada.

Información genérica sobre los colores SD-WAN:

Los localizadores de transporte (TLOC) hacen referencia a las interfaces de transporte WAN



(VPN 0) mediante las cuales los routers SD-WAN se conectan a la red subyacente. Cada TLOC
se identifica de forma exclusiva mediante una combinación de la dirección IP del sistema del
router SD-WAN, el color de la interfaz WAN y la encapsulación de transporte (GRE o IPsec).
Cisco Overlay Management Protocol (OMP) se utiliza para distribuir TLOC (también conocidas
como rutas TLOC), prefijos de superposición SD-WAN (también conocidos como rutas OMP) y
otra información entre routers SD-WAN. Es a través de las rutas TLOC que los routers SD-WAN
saben cómo llegar entre sí y establecer túneles VPN IPsec entre sí.

Los routers y/o controladores SD-WAN (vManage, vSmart o vBond) pueden ubicarse detrás de
los dispositivos de traducción de direcciones de red (NAT) dentro de la red. Cuando un router SD-
WAN se autentica en un controlador vBond, el controlador vBond detecta la dirección IP
privada/número de puerto y la configuración de dirección IP pública/número de puerto del router
SD-WAN en el momento del intercambio. Los controladores vBond actúan como Utilidades
transversales de sesión para servidores NAT (STUN) y permiten que los routers SD-WAN
descubran direcciones IP y números de puerto asignados y/o traducidos de sus interfaces de
transporte WAN. 

En los routers SD-WAN, cada transporte WAN se asocia a un par de direcciones IP públicas y
privadas. La dirección IP privada se considera la dirección anterior a NAT. Se trata de la dirección
IP asignada a la interfaz WAN del router SD-WAN. Aunque se considera una dirección IP privada,
esta dirección IP puede formar parte del espacio de direcciones IP enrutables públicamente o del
espacio de direcciones IP enrutables no públicamente IETF RFC 1918. La dirección IP pública se
considera la dirección posterior a NAT. El servidor vBond detecta esto cuando el router SD-WAN
se comunica inicialmente y se autentica con el servidor vBond. La dirección IP pública también
puede ser parte del espacio de direcciones IP públicamente enrutables o parte del espacio de
direcciones IP no públicamente enrutables IETF RFC 1918. En ausencia de NAT, las direcciones
IP públicas y privadas de la interfaz de transporte SD-WAN son las mismas.

Los colores TLOC son palabras clave definidas estáticamente que se utilizan para identificar
transportes WAN individuales en cada router SD-WAN. Cada transporte WAN de un router SD-
WAN determinado debe tener un color único. Los colores también se utilizan para identificar un
transporte WAN individual como público o privado. Los colores metro-ethernet, Mpls y private1,
private2, private3, private4, private5 y private6 se consideran colores privados. Están pensados
para su uso en redes privadas o lugares donde no hay NAT. Los colores son 3g, biz-internet, azul,
bronce, custom1, custom2, custom3, por defecto, oro, verde, lte, public-internet, rojo y plata se
consideran colores públicos. Están pensados para ser utilizados en redes públicas o en lugares
con direcciones IP públicas de las interfaces de transporte WAN, ya sea de forma nativa o a
través de NAT.

El color determina el uso de direcciones IP privadas o públicas cuando se comunican a través de
los planos de control y datos. Cuando dos routers SD-WAN intentan comunicarse entre sí, ambos
utilizan interfaces de transporte WAN con colores privados, y cada lado intenta conectarse a la
dirección IP privada del router remoto. Si uno o ambos lados utilizan colores públicos, cada lado
intenta conectarse a la dirección IP pública del router remoto. Una excepción a esto es cuando los
ID de sitio de dos dispositivos son los mismos. Cuando los ID de sitio son iguales, pero los
colores son públicos, las direcciones IP privadas se utilizan para la comunicación. Esto puede
ocurrir para los routers SD-WAN que intentan comunicarse con un vManage o un controlador
vSmart ubicado dentro del mismo sitio. Tenga en cuenta que los routers SD-WAN no establecen,
de forma predeterminada, túneles VPN IPsec entre sí cuando tienen los mismos ID de sitio.

interface GigabitEthernet1 ip address dhcp client-id GigabitEthernet1 ip dhcp client default-

router distance 1 mtu 1500 ! interface GigabitEthernet1.1352 encapsulation dot1Q 1352 ip address



198.18.0.5 255.255.255.252 ip mtu 1496 ! interface Tunnel1 ip unnumbered GigabitEthernet1 tunnel

source GigabitEthernet1 tunnel mode sdwan ! interface Tunnel1352001 ip unnumbered

GigabitEthernet1.1352 tunnel source GigabitEthernet1.1352 tunnel mode sdwan ! ! sdwan interface

GigabitEthernet1 tunnel-interface encapsulation ipsec weight 1 color biz-internet allow-service

all ! ! interface GigabitEthernet1.1352 tunnel-interface encapsulation ipsec weight 1 color

private1 max-control-connections 0 allow-service all ! ! system system-ip 61.61.61.61 site-id 61

... ! DC-MP-CGW1#sh ip int bri GigabitEthernet1 162.43.145.3 YES DHCP up up

GigabitEthernet1.1352 198.18.0.5 YES other up up ... Tunnel1 162.43.145.3 YES TFTP up up

Tunnel1352001 198.18.0.5 YES TFTP up up DC-MP-CGW1# DC-MP-CGW1#sh sdwan bfd sessions | i

25.25.25.25 25.25.25.25 25 down biz-internet private1 162.43.145.3 10.211.1.89 12367 ipsec 7

1000 NA 0 25.25.25.25 25 up biz-internet private2 162.43.145.3 18.168.222.153 12387 ipsec 7 1000

10 0:09:34:05 0 25.25.25.25 25 up private1 private2 198.18.0.5 10.211.1.56 12387 ipsec 7 1000 10

0:09:33:17 0 25.25.25.25 25 down private1 private1 198.18.0.5 10.211.1.89 12367 ipsec 7 1000 NA

0 DC-MP-CGW1#

Configuración del protocolo de gateway fronterizo (BGP) en el router SD-WAN del Data Center
para AWS Direct Connect:

router bgp 64513 neighbor 198.18.0.6 remote-as 64512 neighbor 198.18.0.6 description hosted-

connection neighbor 198.18.0.6 password

El router SD-WAN del Data Center aprende el prefijo IP 10.211.1.0/24 de VPC de tránsito SD-
WAN. Tiene el router de conexión directa AWS con la dirección IP 198.18.0.6 como salto
siguiente; consulte la línea 7 aquí:

DC-MP-CGW1#sh ip ro ... Gateway of last resort is 162.43.145.2 to network 0.0.0.0 S* 0.0.0.0/0

[1/0] via 162.43.145.2 10.0.0.0/24 is subnetted, 1 subnets B 10.211.1.0 [20/0] via 198.18.0.6,

09:15:27 162.43.0.0/16 is variably subnetted, 2 subnets, 2 masks C 162.43.145.2/31 is directly

connected, GigabitEthernet1 L 162.43.145.3/32 is directly connected, GigabitEthernet1

198.18.0.0/24 is variably subnetted, 2 subnets, 2 masks C 198.18.0.4/30 is directly connected,

GigabitEthernet1.1352 L 198.18.0.5/32 is directly connected, GigabitEthernet1.1352 DC-MP-CGW1#s

Paso 3. Configuración del router SD-WAN AWS TVPC

Ambos routers SD-WAN en AWS Transit VPC se crean con Cloud on Ramp para la
automatización de varias nubes con plantillas vManage predeterminadas. Ambos routers c8kv
utilizan el color private2 para la conectividad de Internet pública.

Paso 4. Configuración de AWS Direct Connect

VGW debe crearse y asociarse con VPC de tránsito SD-WAN en la consola de AWS o con
cualquier herramienta de automatización de la nube. El mismo VGW debe estar asociado con
Direct Connect, como se muestra aquí. Tenga en cuenta el prefijo SD-WAN TVPC 10.211.0.0/16
en prefijos permitidos.



La propagación de rutas para VGW debe estar habilitada en la tabla de rutas AWS para el VPC
de tránsito SD-WAN; consulte la última ruta para 198.18.0.4/30 en esta imagen. La propagación
de rutas anuncia DC TLOC de vuelta a la tabla de rutas VPC de tránsito.

El resultado de la CLI show sdwan bfd sessions aquí se tomó de uno de los routers SD-WAN c8kv
en Transit VPC y muestra dos túneles SD-WAN:



El primer túnel (consulte la línea 5) pasa a través de Internet desde c8kv en AWS TVPC al
Data Center: color private2 > biz-internet. Observe la dirección IP de destino (es la dirección
IP pública 192.0.2.0 del router del Data Center); consulte la configuración del router en la
sección anterior.

1.

El segundo túnel (consulte la línea 6) pasa a través de AWS Direct Connect: del color
private2 al private1 con 198.18.0.5 como dirección IP de destino.

2.

DC-AWS-EU-CGW1#sh sdwan bfd sessions | i 61 SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT

TX SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec UPTIME

TRANSITIONS ------------------------------------------------------------------------------------

------------------------------------------------------------------------------------------------

------------------------------ 61.61.61.61 61 up private2 biz-internet 10.211.1.56 162.43.145.3

12347 ipsec 7 1000 06:05:13 0 61.61.61.61 61 up private2 private1 10.211.1.56 198.18.0.5 12367

ipsec 7 1000 06:04:26 0 DC-AWS-EU-CGW1#

Seguridad con firewall en Shared Services VPC y AWS GWLB

Un requisito muy común es inspeccionar el tráfico horizontal y vertical. Por lo general, todo el
tráfico entre diferentes VPC host y/o VPN SD-WAN está sujeto a la inspección del firewall. Los
firewalls virtuales se ejecutan en VPC de Shared Services y el equilibrio de carga se puede
implementar con el equilibrador de carga de gateway de AWS (GWLB).

El diseño descrito funciona muy bien con la inspección centralizada (véase .

Configuración de la prueba de concepto

Estas imágenes se utilizan para crear una configuración de prueba de concepto (PoC):

vManage: 192.0.2.1R. Esta imagen de ingeniería no es realmente necesaria; también debe
funcionar con 20,6

●

c8kv para AWS y Megaport (conexión directa/simulación de Data Center):17.4 o 17.5●

AWS Direct Connect se simuló con Megaport●

Conexión directa con el proveedor SDCI Megaport o Equinix

No es fácil obtener una conexión directa de AWS real para un entorno de laboratorio.
Normalmente, se requiere un partner de AWS Direct Connect, lo que resulta costoso y puede
llevar tiempo.

Sin embargo, si tiene una cuenta Megaport o Equinix, puede utilizarla para crear un gateway de
conexión directa AWS en cuestión de minutos con Cisco Cloud onRamp para la automatización
de varias nubes.

A continuación se muestra el resumen de los pasos clave, si ya dispone de las credenciales de
Data Center Interconnect (SDCI) y AWS definidas por software configuradas en vManage:

Si no tiene dos c8kvs que actúen como gateways de nube en VPC de tránsito en AWS,
utilice Cloud onRamp (CoR) para el flujo de trabajo de nube múltiple para AWS y créelo en
la región AWS deseada con la plantilla de router AWS CoR predeterminada con cualquier
color privado.

1.

En vManage, desplácese hasta CoR para la configuración de interconexión de varias nubes2.



y cree una puerta de enlace de interconexión (c8kv) en la región SDCI deseada con la
plantilla de router del proveedor SDCI predeterminada.
En la página Configuración de la interconexión de varias nubes de CoR de vManage, cree
una nueva conexión de tipo Nube con interfaz virtual privada (VIF). En el momento de este
flujo de trabajo de configuración, tiene la opción de crear una nueva puerta de enlace de
conexión directa de AWS y adjuntarle un VPC host. Por lo tanto, asegúrese de tener un VPC
host "ficticio" para este paso.

3.

Para el nuevo c8kv creado en el paso 2, cambie del modo de configuración de vManage al
modo CLI y mueva el túnel del lado del servicio a VPN0 (quite la sentencia de reenvío vrf).
Verifique la conexión BGP y asegúrese de que tiene la sentencia de red en la configuración
BGP: network 198.18.0.4 mask 255.255.255.252. Consulte la configuración completa del
router para los routers de Data Center y AWS conectados.

4.

En la consola de administración de AWS, seleccione el VGW adecuado (o cree uno nuevo) y
habilite la propagación de rutas en la configuración de la tabla de rutas de AWS. Además,
asegúrese de haber configurado los prefijos permitidos en la sección Conexión directa;
consulte la imagen más adelante en este capítulo.

5.

Esta imagen ilustra la creación de Direct Connect en el paso 3.:

Como resultado final, verá una nueva gateway de conexión directa en su consola de
administración de AWS, como se muestra aquí. Tenga en cuenta el campo de prefijos permitidos,
que tiene el bloque CIDR de la VPC SD-WAN de tránsito.



Vuelva a comprobar la tabla de rutas para el VPC de tránsito de SD-WAN. Debe tener
propagación con la VGW derecha habilitada como se muestra en la imagen.

Consulte esta sección para ver la configuración completa del router y las salidas de show.

DC-MP-CGW1#sh sdwan running-config

system

location "14 Coriander Avenue, London, -E14 2AA, United Kingdom"

gps-location latitude 51.51155

gps-location longitude -0.002916

system-ip 192.0.2.2

overlay-id 1

site-id 61

port-offset 1

control-session-pps 300

admin-tech-on-failure

sp-organization-name MC-Demo-npitaev

organization-name MC-Demo-npitaev

port-hop

track-transport

track-default-gateway

console-baud-rate 19200

no on-demand enable

on-demand idle-timeout 10

vbond 192.0.2.3 port 12346

!



service tcp-keepalives-in

service tcp-keepalives-out

no service tcp-small-servers

no service udp-small-servers

hostname DC-MP-CGW1

username admin privilege 15 secret 9

$9$3V6L3V6L2VUI2k$ysPnXOdg8RLj9KgMdmfHdSHkdaMmiHzGaUpcqH6pfTo

vrf definition 10

rd 1:10

address-family ipv4

route-target export 64513:10

route-target import 64513:10

exit-address-family

!

address-family ipv6

exit-address-family

!

!

ip arp proxy disable

no ip finger

no ip rcmd rcp-enable

no ip rcmd rsh-enable

no ip dhcp use class

ip bootp server

no ip source-route

no ip http server

no ip http secure-server

ip nat settings central-policy

cdp run

interface GigabitEthernet1

no shutdown

arp timeout 1200

ip address dhcp client-id GigabitEthernet1

no ip redirects

ip dhcp client default-router distance 1

ip mtu 1500

load-interval 30

mtu 1500

speed 10000

no negotiation auto

exit

interface GigabitEthernet1.1352

no shutdown

encapsulation dot1Q 1352

ip address 198.18.0.5 255.255.255.252

no ip redirects

ip mtu 1496

exit

interface Loopback100

no shutdown

vrf forwarding 10

ip address 192.168.7.7 255.255.255.255

exit

interface Tunnel1

no shutdown

ip unnumbered GigabitEthernet1

no ip redirects

ipv6 unnumbered GigabitEthernet1

no ipv6 redirects

tunnel source GigabitEthernet1

tunnel mode sdwan

exit

interface Tunnel1352001

no shutdown



ip unnumbered GigabitEthernet1.1352

ipv6 unnumbered GigabitEthernet1.1352

tunnel source GigabitEthernet1.1352

tunnel mode sdwan

exit

clock timezone UTC 0 0

logging persistent size 104857600 filesize 10485760

no logging monitor

logging buffered 512000

logging console

aaa authentication login default local

aaa authorization exec default local

aaa server radius dynamic-author

!

router bgp 64513

neighbor 198.18.0.6 remote-as 64512

neighbor 198.18.0.6 description hosted-connection

neighbor 198.18.0.6 password 7 072A02687E243C2A4545322B2A0B12077E1961123F

address-family ipv4 unicast

neighbor 198.18.0.6 activate

neighbor 198.18.0.6 send-community both

network 198.18.0.4 mask 255.255.255.252

exit-address-family

!

!

snmp-server ifindex persist

line aux 0

stopbits 1

!

line con 0

speed 19200

stopbits 1

!

line vty 0 4

transport input ssh

!

line vty 5 80

transport input ssh

!

lldp run

nat64 translation timeout tcp 3600

nat64 translation timeout udp 300

sdwan

interface GigabitEthernet1

tunnel-interface

encapsulation ipsec weight 1

no border

color biz-internet

no last-resort-circuit

no low-bandwidth-link

no vbond-as-stun-server

vmanage-connection-preference 5

port-hop

carrier default

nat-refresh-interval 5

hello-interval 1000

hello-tolerance 12

allow-service all

no allow-service bgp

allow-service dhcp

allow-service dns

allow-service icmp

allow-service sshd

no allow-service netconf



no allow-service ntp

no allow-service ospf

no allow-service stun

allow-service https

no allow-service snmp

no allow-service bfd

exit

exit

interface GigabitEthernet1.1352

tunnel-interface

encapsulation ipsec weight 1

color private1

max-control-connections 0

allow-service all

no allow-service bgp

allow-service dhcp

allow-service dns

allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun

allow-service https

no allow-service snmp

no allow-service bfd

exit

exit

appqoe

no tcpopt enable

no dreopt enable

!

omp

no shutdown

send-path-limit 4

ecmp-limit 4

graceful-restart

no as-dot-notation

timers

holdtime 60

advertisement-interval 1

graceful-restart-timer 43200

eor-timer 300

exit

address-family ipv4

advertise bgp

advertise connected

advertise static

!

address-family ipv6

advertise bgp

advertise connected

advertise static

!

!

!

licensing config enable false

licensing config privacy hostname false

licensing config privacy version false

licensing config utility utility-enable false

bfd color lte

hello-interval 1000

no pmtu-discovery

multiplier 1



!

bfd default-dscp 48

bfd app-route multiplier 2

bfd app-route poll-interval 123400

security

ipsec

rekey 86400

replay-window 512

!

!

sslproxy

no enable

rsa-key-modulus 2048

certificate-lifetime 730

eckey-type P256

ca-tp-label PROXY-SIGNING-CA

settings expired-certificate drop

settings untrusted-certificate drop

settings unknown-status drop

settings certificate-revocation-check none

settings unsupported-protocol-versions drop

settings unsupported-cipher-suites drop

settings failure-mode close

settings minimum-tls-ver TLSv1

dual-side optimization enable

!

DC-MP-CGW1#

DC-MP-CGW1#

DC-MP-CGW1#

DC-MP-CGW1#

DC-MP-CGW1#sh run

Building configuration...

Current configuration : 4679 bytes

!

! Last configuration change at 18:06:53 UTC Fri Dec 10 2021 by admin

!

version 17.6

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

! Call-home is enabled by Smart-Licensing.

service call-home

platform qfp utilization monitor load 80

no platform punt-keepalive disable-kernel-core

platform console virtual

!

hostname DC-MP-CGW1

!

boot-start-marker

boot-end-marker

!

!

vrf definition 10

rd 1:10

!

address-family ipv4

route-target export 64513:10

route-target import 64513:10

exit-address-family

!



address-family ipv6

exit-address-family

!

vrf definition 65528

!

address-family ipv4

exit-address-family

!

logging buffered 512000

logging persistent size 104857600 filesize 10485760

no logging monitor

!

aaa new-model

!

!

aaa authentication login default local

aaa authorization exec default local

!

!

!

!

!

aaa server radius dynamic-author

!

aaa session-id common

fhrp version vrrp v3

ip arp proxy disable

!

!

!

!

!

!

!

ip bootp server

no ip dhcp use class

!

!

!

no login on-success log

ipv6 unicast-routing

!

!

!

!

!

!

!

subscriber templating

!

!

!

!

!

!

!

multilink bundle-name authenticated

!

!

!

!

!

!

!



!

!

crypto pki trustpoint TP-self-signed-1684160503

enrollment selfsigned

subject-name cn=IOS-Self-Signed-Certificate-1684160503

revocation-check none

rsakeypair TP-self-signed-1684160503

!

crypto pki trustpoint SLA-TrustPoint

enrollment pkcs12

revocation-check crl

!

!

crypto pki certificate chain TP-self-signed-1684160503

crypto pki certificate chain SLA-TrustPoint

!

!

!

!

!

!

!

!

license udi pid C8000V sn 9FTTYDEBR7O

license boot level network-premier+dna-premier

diagnostic bootup level minimal

memory free low-watermark processor 202832

!

!

spanning-tree extend system-id

!

username admin privilege 15 secret 9

$9$3V6L3V6L2VUI2k$ysPnXOdg8RLj9KgMdmfHdSHkdaMmiHzGaUpcqH6pfTo

!

redundancy

!

!

!

!

no crypto ikev2 diagnose error

!

!

lldp run

cdp run

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!



interface Loopback100

vrf forwarding 10

ip address 192.168.7.7 255.255.255.255

!

interface Loopback65528

vrf forwarding 65528

ip address 192.168.1.1 255.255.255.255

!

interface Tunnel1

ip unnumbered GigabitEthernet1

no ip redirects

ipv6 unnumbered GigabitEthernet1

no ipv6 redirects

tunnel source GigabitEthernet1

tunnel mode sdwan

!

interface Tunnel1352001

ip unnumbered GigabitEthernet1.1352

ipv6 unnumbered GigabitEthernet1.1352

tunnel source GigabitEthernet1.1352

tunnel mode sdwan

!

interface GigabitEthernet1

ip dhcp client default-router distance 1

ip address dhcp client-id GigabitEthernet1

no ip redirects

load-interval 30

speed 10000

no negotiation auto

arp timeout 1200

!

interface GigabitEthernet1.1352

encapsulation dot1Q 1352

ip address 198.18.0.5 255.255.255.252

no ip redirects

ip mtu 1496

arp timeout 1200

!

router omp

!

router bgp 64513

bgp log-neighbor-changes

neighbor 198.18.0.6 remote-as 64512

neighbor 198.18.0.6 description hosted-connection

neighbor 198.18.0.6 password 7 072A02687E243C2A4545322B2A0B12077E1961123F

!

address-family ipv4

network 198.18.0.4 mask 255.255.255.252

neighbor 198.18.0.6 activate

neighbor 198.18.0.6 send-community both

exit-address-family

!

ip forward-protocol nd

no ip http server

no ip http secure-server

!

ip nat settings central-policy

ip nat route vrf 65528 0.0.0.0 0.0.0.0 global

no ip nat service H225

no ip nat service ras

no ip nat service rtsp udp

no ip nat service rtsp tcp

no ip nat service netbios-ns tcp

no ip nat service netbios-ns udp



no ip nat service netbios-ssn

no ip nat service netbios-dgm

no ip nat service ldap

no ip nat service sunrpc udp

no ip nat service sunrpc tcp

no ip nat service msrpc tcp

no ip nat service tftp

no ip nat service rcmd

no ip nat service pptp

no ip ftp passive

ip scp server enable

!

!

!

!

!

!

!

!

control-plane

!

!

mgcp behavior rsip-range tgcp-only

mgcp behavior comedia-role none

mgcp behavior comedia-check-media-src disable

mgcp behavior comedia-sdp-force disable

!

mgcp profile default

!

!

!

!

!

!

line con 0

stopbits 1

speed 19200

line aux 0

line vty 0 4

transport input ssh

line vty 5 80

transport input ssh

!

nat64 translation timeout udp 300

nat64 translation timeout tcp 3600

call-home

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com

! the email address configured in Cisco Smart License Portal will be used as contact email

address to send SCH notifications.

contact-email-addr sch-smart-licensing@cisco.com

profile "CiscoTAC-1"

active

destination transport-method http

!

!

!

!

!

!

netconf-yang

netconf-yang feature candidate-datastore

end

DC-MP-CGW1#



DC-MP-CGW1#

DC-MP-CGW1#sh ip ro

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, l - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR

&- replicated local route overrides by connected

Gateway of last resort is 192.0.2.4 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.0.2.4

10.0.0.0/24 is subnetted, 1 subnets

B 10.211.1.0 [20/0] via 198.18.0.6, 3d07h

192.0.2.5/16 is variably subnetted, 2 subnets, 2 masks

C 192.0.2.4/31 is directly connected, GigabitEthernet1

L 192.0.2.0/32 is directly connected, GigabitEthernet1

198.18.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 198.18.0.4/30 is directly connected, GigabitEthernet1.1352

L 198.18.0.5/32 is directly connected, GigabitEthernet1.1352

DC-MP-CGW1#

DC-MP-CGW1#

DC-MP-CGW1#sh sdw

DC-MP-CGW1#sh sdwan bfd sess

DC-MP-CGW1#sh sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec UPTIME

TRANSITIONS

------------------------------------------------------------------------------------------------

------------------------------------------------------------------------------------------------

------------------

192.0.2.6 64 up biz-internet private2 192.0.2.0 192.0.2.7 12387 ipsec 7 1000 10 3:06:56:39 0

192.0.2.8 65 down biz-internet private1 192.0.2.0 10.211.0.68 12367 ipsec 7 1000 NA 0

192.0.2.9 65 down biz-internet private1 192.0.2.0 10.211.0.180 12367 ipsec 7 1000 NA 0

192.0.2.10 25 down biz-internet private1 192.0.2.0 10.211.1.89 12367 ipsec 7 1000 NA 0

192.0.2.11 25 down biz-internet private1 192.0.2.0 10.211.1.184 12367 ipsec 7 1000 NA 0

192.0.2.6 64 down biz-internet private1 192.0.2.0 10.211.2.76 12367 ipsec 7 1000 NA 0

192.0.2.24 64 down biz-internet private1 192.0.2.0 10.211.2.176 12367 ipsec 7 1000 NA 0

10.11.1.11 11 up biz-internet public-internet 192.0.2.0 192.0.2.13 12386 ipsec 7 1000 10

3:07:48:35 0

10.12.1.11 12 up biz-internet public-internet 192.0.2.0 192.0.2.14 12386 ipsec 7 1000 10

2:08:51:12 1

192.0.2.10 25 up biz-internet private2 192.0.2.0 192.0.2.15 12387 ipsec 7 1000 10 3:06:56:35 0

192.0.2.24 64 up biz-internet private2 192.0.2.0 192.0.2.16 12387 ipsec 7 1000 10 3:06:56:40 0

192.0.2.11 25 up biz-internet private2 192.0.2.0 192.0.2.17 12387 ipsec 7 1000 10 3:06:56:35 0

10.103.1.11 103 up biz-internet default 192.0.2.0 192.0.2.18 12346 ipsec 7 1000 10 3:07:48:35 0

10.103.1.12 103 up biz-internet default 192.0.2.0 192.0.2.19 12346 ipsec 7 1000 10 3:07:48:35 0

192.0.2.9 65 up biz-internet public-internet 192.0.2.0 192.0.2.20 12347 ipsec 7 1000 10

3:07:48:35 0

192.0.2.8 65 up biz-internet public-internet 192.0.2.0 192.0.2.21 12347 ipsec 7 1000 10

3:07:48:35 0

192.0.2.8 65 down private1 private1 198.18.0.5 10.211.0.68 12367 ipsec 7 1000 NA 0

192.0.2.9 65 down private1 private1 198.18.0.5 10.211.0.180 12367 ipsec 7 1000 NA 0

192.0.2.10 25 up private1 private2 198.18.0.5 10.211.1.56 12387 ipsec 7 1000 10 3:06:55:47 0

192.0.2.10 25 down private1 private1 198.18.0.5 10.211.1.89 12367 ipsec 7 1000 NA 0

192.0.2.11 25 up private1 private2 198.18.0.5 10.211.1.155 12387 ipsec 7 1000 10 0:15:27:22 1

192.0.2.11 25 down private1 private1 198.18.0.5 10.211.1.184 12367 ipsec 7 1000 NA 0

192.0.2.6 64 down private1 private2 198.18.0.5 10.211.2.41 12387 ipsec 7 1000 NA 0



192.0.2.6 64 down private1 private1 198.18.0.5 10.211.2.76 12367 ipsec 7 1000 NA 0

192.0.2.24 64 down private1 private2 198.18.0.5 10.211.2.154 12387 ipsec 7 1000 NA 0

192.0.2.24 64 down private1 private1 198.18.0.5 10.211.2.176 12367 ipsec 7 1000 NA 0

10.11.1.11 11 down private1 public-internet 198.18.0.5 192.0.2.13 12386 ipsec 7 1000 NA 0

10.12.1.11 12 down private1 public-internet 198.18.0.5 192.0.2.14 12386 ipsec 7 1000 NA 0

10.103.1.11 103 down private1 default 198.18.0.5 192.0.2.18 12346 ipsec 7 1000 NA 0

10.103.1.12 103 down private1 default 198.18.0.5 192.0.2.19 12346 ipsec 7 1000 NA 0

192.0.2.9 65 down private1 public-internet 198.18.0.5 192.0.2.20 12347 ipsec 7 1000 NA 0

192.0.2.8 65 down private1 public-internet 198.18.0.5 192.0.2.21 12347 ipsec 7 1000 NA 0

DC-MP-CGW1#

DC-MP-CGW1#

DC-MP-CGW1#sh ver

Cisco IOS® XE Software, Version 17.06.01a

Cisco IOS Software [Bengaluru], Virtual XE Software (X86_64_LINUX_IOSD-UNIVERSALK9-M), Version

17.6.1a, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2021 by Cisco Systems, Inc.

Compiled Sat 21-Aug-21 03:20 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2021 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are

licensed under the GNU General Public License ("GPL") Version 2.0. The

software code licensed under GPL Version 2.0 is free software that comes

with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the

documentation or "License Notice" file accompanying the IOS-XE software,

or the applicable URL provided on the flyer accompanying the IOS-XE

software.

ROM: IOS-XE ROMMON

DC-MP-CGW1 uptime is 3 days, 7 hours, 51 minutes

Uptime for this control processor is 3 days, 7 hours, 53 minutes

System returned to ROM by reload

System image file is "bootflash:packages.conf"

Last reload reason: factory-reset

This product contains cryptographic features and is subject to United

States and local country laws governing import, export, transfer and

use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption.

Importers, exporters, distributors and users are responsible for

compliance with U.S. and local country laws. By using this product you

agree to comply with applicable laws and regulations. If you are unable

to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Controller-managed

The current throughput level is 250000 kbps



Smart Licensing Status: Registration Not Applicable/Not Applicable

cisco C8000V (VXE) processor (revision VXE) with 2028465K/3075K bytes of memory.

Processor board ID 9FTTYDEBR7O

Router operating mode: Controller-Managed

1 Gigabit Ethernet interface

32768K bytes of non-volatile configuration memory.

3965112K bytes of physical memory.

11526144K bytes of virtual hard disk at bootflash:.

Configuration register is 0x2102

DC-MP-CGW1#

DC-AWS-EU-CGW1#sh sdwan running-config

system

location "Europe (London)"

gps-location latitude 51.507321

gps-location longitude 0.127647

system-ip 192.0.2.10

overlay-id 1

site-id 25

port-offset 1

control-session-pps 300

admin-tech-on-failure

sp-organization-name MC-Demo-npitaev

organization-name MC-Demo-npitaev

port-hop

track-transport

track-default-gateway

console-baud-rate 19200

no on-demand enable

on-demand idle-timeout 10

vbond 192.0.2.3 port 12346

!

service tcp-keepalives-in

service tcp-keepalives-out

no service tcp-small-servers

no service udp-small-servers

hostname DC-AWS-EU-CGW1

username admin privilege 15 secret 9

$9$3V6L3V6L2VUI2k$ysPnXOdg8RLj9KgMdmfHdSHkdaMmiHzGaUpcqH6pfTo

vrf definition 10

rd 1:10

address-family ipv4

route-target export 64550:10

route-target import 64550:10

exit-address-family

!

address-family ipv6

exit-address-family

!

!

vrf definition Mgmt-intf

description Management

rd 1:512

address-family ipv4

route-target export 64550:512

route-target import 64550:512

exit-address-family

!

address-family ipv6



exit-address-family

!

!

ip arp proxy disable

no ip finger

no ip rcmd rcp-enable

no ip rcmd rsh-enable

ip as-path access-list 15 permit ^645[2-4][0-9]$

ip as-path access-list 25 permit .*

no ip dhcp use class

ip route 10.211.0.0 255.255.255.0 10.211.1.65

ip route 10.211.2.0 255.255.255.0 10.211.1.65

ip bootp server

no ip source-route

no ip http server

no ip http secure-server

ip nat settings central-policy

cdp run

interface GigabitEthernet1

no shutdown

arp timeout 1200

vrf forwarding Mgmt-intf

ip address dhcp client-id GigabitEthernet1

no ip redirects

ip dhcp client default-router distance 1

ip mtu 1500

load-interval 30

mtu 1500

negotiation auto

exit

interface GigabitEthernet2

no shutdown

arp timeout 1200

ip address dhcp client-id GigabitEthernet2

no ip redirects

ip dhcp client default-router distance 1

ip mtu 1500

load-interval 30

mtu 1500

negotiation auto

exit

interface GigabitEthernet3

no shutdown

arp timeout 1200

ip address dhcp client-id GigabitEthernet3

no ip redirects

ip dhcp client default-router distance 20

ip mtu 1500

load-interval 30

mtu 1500

exit

interface Tunnel2

no shutdown

ip unnumbered GigabitEthernet2

no ip redirects

ipv6 unnumbered GigabitEthernet2

no ipv6 redirects

tunnel source GigabitEthernet2

tunnel mode sdwan

exit

interface Tunnel3

no shutdown

ip unnumbered GigabitEthernet3

no ip redirects



ipv6 unnumbered GigabitEthernet3

no ipv6 redirects

tunnel source GigabitEthernet3

tunnel mode sdwan

exit

interface Tunnel100001

no shutdown

vrf forwarding 10

ip address 169.254.0.22 255.255.255.252

ip mtu 1500

tunnel source 10.211.1.56

tunnel destination 192.0.2.22

tunnel mode ipsec ipv4

tunnel path-mtu-discovery

tunnel protection ipsec profile if-ipsec1-ipsec-profile

exit

interface Tunnel100002

no shutdown

vrf forwarding 10

ip address 169.254.0.26 255.255.255.252

ip mtu 1500

tunnel source 10.211.1.56

tunnel destination 192.0.2.23

tunnel mode ipsec ipv4

tunnel path-mtu-discovery

tunnel protection ipsec profile if-ipsec2-ipsec-profile

exit

route-map AWS_TGW_CSR_ROUTE_POLICY deny 1

match as-path 15

!

route-map AWS_TGW_CSR_ROUTE_POLICY permit 11

match as-path 25

!

route-map AWS_TGW_CSR_ROUTE_POLICY deny 65535

!

clock timezone UTC 0 0

logging persistent size 104857600 filesize 10485760

no logging monitor

logging console

aaa authentication login default local

aaa authorization exec default local

aaa server radius dynamic-author

port 1700

!

crypto ipsec transform-set if-ipsec1-ikev1-transform esp-aes 256 esp-sha-hmac

mode tunnel

!

crypto ipsec transform-set if-ipsec2-ikev1-transform esp-aes 256 esp-sha-hmac

mode tunnel

!

crypto ipsec profile if-ipsec1-ipsec-profile

set isakmp-profile if-ipsec1-ikev1-isakmp-profile

set pfs group2

set transform-set if-ipsec1-ikev1-transform

set security-association lifetime kilobytes disable

set security-association lifetime seconds 3600

set security-association replay window-size 512

!

crypto ipsec profile if-ipsec2-ipsec-profile

set isakmp-profile if-ipsec2-ikev1-isakmp-profile

set pfs group2

set transform-set if-ipsec2-ikev1-transform

set security-association lifetime kilobytes disable

set security-association lifetime seconds 3600



set security-association replay window-size 512

!

crypto keyring if-ipsec1-ikev1-keyring

pre-shared-key address 192.0.2.22 key qOWzTrRGM95OOa8j35VT7eQRMmzgHCEq

!

crypto keyring if-ipsec2-ikev1-keyring

pre-shared-key address 192.0.2.23 key E4cayBdglWSBUaaDi1ukyngzbUzUP8Hp

!

crypto isakmp aggressive-mode disable

crypto isakmp keepalive 10 3 on-demand

crypto isakmp policy 1

authentication pre-share

encryption aes 128

group 2

hash sha

lifetime 28800

!

crypto isakmp policy 2

authentication pre-share

encryption aes 128

group 2

hash sha

lifetime 28800

!

crypto isakmp profile if-ipsec1-ikev1-isakmp-profile

keyring if-ipsec1-ikev1-keyring

match identity address 192.0.2.22 255.255.255.255

!

crypto isakmp profile if-ipsec2-ikev1-isakmp-profile

keyring if-ipsec2-ikev1-keyring

match identity address 192.0.2.23 255.255.255.255

!

router bgp 64550

bgp log-neighbor-changes

address-family ipv4 unicast vrf 10

distance bgp 20 200 20

maximum-paths eibgp 2

neighbor 169.254.0.21 remote-as 64521

neighbor 169.254.0.21 activate

neighbor 169.254.0.21 ebgp-multihop 255

neighbor 169.254.0.21 route-map AWS_TGW_CSR_ROUTE_POLICY out

neighbor 169.254.0.21 send-community both

neighbor 169.254.0.25 remote-as 64521

neighbor 169.254.0.25 activate

neighbor 169.254.0.25 ebgp-multihop 255

neighbor 169.254.0.25 route-map AWS_TGW_CSR_ROUTE_POLICY out

neighbor 169.254.0.25 send-community both

propagate-aspath

redistribute omp

exit-address-family

!

timers bgp 60 180

!

snmp-server ifindex persist

line aux 0

stopbits 1

!

line con 0

login authentication default

speed 19200

stopbits 1

!

line vty 0 4

login authentication default



transport input ssh

!

line vty 5 80

login authentication default

transport input ssh

!

lldp run

nat64 translation timeout tcp 3600

nat64 translation timeout udp 300

sdwan

interface GigabitEthernet2

tunnel-interface

encapsulation ipsec weight 1

no border

color private2

no last-resort-circuit

no low-bandwidth-link

no vbond-as-stun-server

vmanage-connection-preference 5

port-hop

carrier default

nat-refresh-interval 5

hello-interval 1000

hello-tolerance 12

allow-service all

no allow-service bgp

allow-service dhcp

allow-service dns

allow-service icmp

allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun

allow-service https

no allow-service snmp

no allow-service bfd

exit

exit

interface GigabitEthernet3

tunnel-interface

encapsulation ipsec weight 1

no border

color private1

no last-resort-circuit

no low-bandwidth-link

max-control-connections 0

no vbond-as-stun-server

vmanage-connection-preference 5

port-hop

carrier default

nat-refresh-interval 5

hello-interval 1000

hello-tolerance 12

no allow-service all

allow-service bgp

allow-service dhcp

allow-service dns

allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun



allow-service https

no allow-service snmp

no allow-service bfd

exit

exit

appqoe

no tcpopt enable

!

omp

no shutdown

send-path-limit 4

ecmp-limit 4

graceful-restart

no as-dot-notation

timers

holdtime 60

advertisement-interval 1

graceful-restart-timer 43200

eor-timer 300

exit

address-family ipv4

advertise bgp

advertise connected

advertise static

!

address-family ipv6

advertise bgp

advertise connected

advertise static

!

!

!

licensing config enable false

licensing config privacy hostname false

licensing config privacy version false

licensing config utility utility-enable false

bfd color lte

hello-interval 1000

no pmtu-discovery

multiplier 1

!

bfd default-dscp 48

bfd app-route multiplier 2

bfd app-route poll-interval 123400

security

ipsec

rekey 86400

replay-window 512

authentication-type ah-sha1-hmac sha1-hmac

!

!

sslproxy

no enable

rsa-key-modulus 2048

certificate-lifetime 730

eckey-type P256

ca-tp-label PROXY-SIGNING-CA

settings expired-certificate drop

settings untrusted-certificate drop

settings unknown-status drop

settings certificate-revocation-check none

settings unsupported-protocol-versions drop

settings unsupported-cipher-suites drop

settings failure-mode close



settings minimum-tls-ver TLSv1

!

policy

no app-visibility

no app-visibility-ipv6

no flow-visibility

no flow-visibility-ipv6

no implicit-acl-logging

log-frequency 1000

!

DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#sh run

DC-AWS-EU-CGW1#sh running-config

Building configuration...

Current configuration : 11607 bytes

!

! Last configuration change at 18:26:47 UTC Fri Dec 10 2021 by NETCONF

!

version 17.4

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

! Call-home is enabled by Smart-Licensing.

service call-home

platform qfp utilization monitor load 80

no platform punt-keepalive disable-kernel-core

platform console virtual

!

hostname DC-AWS-EU-CGW1

!

boot-start-marker

boot-end-marker

!

!

vrf definition 10

rd 1:10

!

address-family ipv4

route-target export 64550:10

route-target import 64550:10

exit-address-family

!

address-family ipv6

exit-address-family

!

vrf definition 65528

!

address-family ipv4

exit-address-family

!

vrf definition Mgmt-intf

description Management

rd 1:512

!

address-family ipv4

route-target export 64550:512

route-target import 64550:512

exit-address-family

!



address-family ipv6

exit-address-family

!

logging buffered 512000

logging persistent size 104857600 filesize 10485760

no logging rate-limit

no logging monitor

!

aaa new-model

!

!

aaa authentication login default local

aaa authorization exec default local

!

!

!

!

!

aaa server radius dynamic-author

!

aaa session-id common

fhrp version vrrp v3

ip arp proxy disable

!

!

!

!

!

!

!

ip bootp server

no ip dhcp use class

!

!

!

no login on-success log

ipv6 unicast-routing

!

!

!

!

!

!

!

subscriber templating

!

!

!

!

!

!

!

multilink bundle-name authenticated

!

!

!

!

!

!

!

!

!

crypto pki trustpoint TP-self-signed-1070810043

enrollment selfsigned



subject-name cn=IOS-Self-Signed-Certificate-1070810043

revocation-check none

rsakeypair TP-self-signed-1070810043

!

crypto pki trustpoint SLA-TrustPoint

enrollment pkcs12

revocation-check crl

!

!

crypto pki certificate chain TP-self-signed-1070810043

certificate self-signed 01

30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030

31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274

69666963 6174652D 31303730 38313030 3433301E 170D3231 31323130 30303339

34325A17 0D333131 32313030 30333934 325A3031 312F302D 06035504 03132649

4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 30373038

31303034 33308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201

0A028201 0100AC49 2292437D CC1AB211 204B33F2 9AE40F1B A41355FA 9832FD65

69C4FDCD 57AEE5A1 5D30B8A8 F62C842E 487D9AD4 EF2E5F55 4C26D746 EA381D42

C4F259DA 19CFDE22 76582EAD 1C878CE7 B596E439 94EF0023 D0B0A1EC C79D582C

43DC3116 350675F7 6B42B33F DF500EF0 323ECFBD A0FBD612 8ABFD343 96C8BB40

330697C0 4BB5DE18 39DB9203 C5132855 5FE5C0C6 80635F69 9DA90B4F 578F7861

81F5AD28 C1732F99 CCE788FB 0F8EA20A 29E2A57B 6879AAE9 9CAAF05C 9F6D95FD

F114EA04 5ADE11C7 C8C93379 3FA8CA0F 5E3ADEFE 61197C3E DBC20084 2F0B1BF9

9A1CFC95 730AAE31 CACE6EE8 D0DABFE1 B995B6C0 0C072343 CA115DC4 5A802A21

256C3291 22370203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF

301F0603 551D2304 18301680 149E76BD 12EAD2B9 9F58797A 7A93625C 7ABB6953

C4301D06 03551D0E 04160414 9E76BD12 EAD2B99F 58797A7A 93625C7A BB6953C4

300D0609 2A864886 F70D0101 05050003 82010100 12D28F08 C5367501 E131A43F

A102433E 9E2C22AA 403FEAAE 311CEC4D 37353098 C9EAF160 C46C95C1 61073D63

B41F9191 2567CA23 C069E365 96DC55CD 368D9E1D 7A9B39B9 060BB27E AB456414

3DDEB3B9 1398C49B 570839FA BB090B72 5D51E6FE 8250A8D0 299DCD04 22168D8A

9EF3F9DF 58A9C3FC 1DB848FA 32089028 A88AA158 52E05BBF EA13129F C902E11F

96D23BDA EFEC8521 F8566815 ED2D703F 2B7E64B8 53A9799B 93DFF82D 7713A7A3

4FF271E8 B438678E 2A1706CE F9EE665C 40B9C1B5 7AC51491 B3327948 4B432168

2F2F46D2 E8B14961 69976E15 95A07771 756AF6AA F090B4DD BE41A10E C22A6611

008A2D16 C7751721 CF90413A 29019B95 DC7704EA

quit

crypto pki certificate chain SLA-TrustPoint

certificate ca 01

30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030

32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363

6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934

3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305

43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720

526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030

82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D

CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520

1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE

4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC

7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188

68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7

C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191

C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44

DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201

06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85

4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500

03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905

604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B

D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8

467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C

7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B

5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678

80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB



418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0

D697DF7F 28

quit

!

!

!

!

!

!

!

!

license udi pid C8000V sn 9SAQCJXHS8G

license boot level network-premier+dna-premier

diagnostic bootup level minimal

memory free low-watermark processor 226459

!

!

spanning-tree extend system-id

!

username admin privilege 15 secret 9

$9$3V6L3V6L2VUI2k$ysPnXOdg8RLj9KgMdmfHdSHkdaMmiHzGaUpcqH6pfTo

!

redundancy

!

!

!

!

no crypto ikev2 diagnose error

!

!

lldp run

cdp run

!

!

crypto keyring if-ipsec1-ikev1-keyring

pre-shared-key address 192.0.2.22 key qOWzTrRGM95OOa8j35VT7eQRMmzgHCEq

crypto keyring if-ipsec2-ikev1-keyring

pre-shared-key address 192.0.2.23 key E4cayBdglWSBUaaDi1ukyngzbUzUP8Hp

!

!

!

!

!

!

!

crypto isakmp policy 1

encryption aes

authentication pre-share

group 2

lifetime 28800

!

crypto isakmp policy 2

encryption aes

authentication pre-share

group 2

lifetime 28800

crypto isakmp keepalive 10 3

crypto isakmp aggressive-mode disable

crypto isakmp profile if-ipsec1-ikev1-isakmp-profile

keyring if-ipsec1-ikev1-keyring

match identity address 192.0.2.22 255.255.255.255

crypto isakmp profile if-ipsec2-ikev1-isakmp-profile

keyring if-ipsec2-ikev1-keyring

match identity address 192.0.2.23 255.255.255.255



!

!

crypto ipsec transform-set if-ipsec1-ikev1-transform esp-aes 256 esp-sha-hmac

mode tunnel

crypto ipsec transform-set if-ipsec2-ikev1-transform esp-aes 256 esp-sha-hmac

mode tunnel

!

!

crypto ipsec profile if-ipsec1-ipsec-profile

set security-association lifetime kilobytes disable

set security-association replay window-size 512

set transform-set if-ipsec1-ikev1-transform

set pfs group2

set isakmp-profile if-ipsec1-ikev1-isakmp-profile

!

crypto ipsec profile if-ipsec2-ipsec-profile

set security-association lifetime kilobytes disable

set security-association replay window-size 512

set transform-set if-ipsec2-ikev1-transform

set pfs group2

set isakmp-profile if-ipsec2-ikev1-isakmp-profile

!

!

!

!

!

!

!

!

!

interface Loopback65528

vrf forwarding 65528

ip address 192.168.1.1 255.255.255.255

!

interface Tunnel2

ip unnumbered GigabitEthernet2

no ip redirects

ipv6 unnumbered GigabitEthernet2

no ipv6 redirects

tunnel source GigabitEthernet2

tunnel mode sdwan

!

interface Tunnel3

ip unnumbered GigabitEthernet3

no ip redirects

ipv6 unnumbered GigabitEthernet3

no ipv6 redirects

tunnel source GigabitEthernet3

tunnel mode sdwan

!

interface Tunnel100001

vrf forwarding 10

ip address 169.254.0.22 255.255.255.252

ip mtu 1500

tunnel source 10.211.1.56

tunnel mode ipsec ipv4

tunnel destination 192.0.2.22

tunnel path-mtu-discovery

tunnel protection ipsec profile if-ipsec1-ipsec-profile

!

interface Tunnel100002

vrf forwarding 10

ip address 169.254.0.26 255.255.255.252

ip mtu 1500



tunnel source 10.211.1.56

tunnel mode ipsec ipv4

tunnel destination 192.0.2.23

tunnel path-mtu-discovery

tunnel protection ipsec profile if-ipsec2-ipsec-profile

!

interface GigabitEthernet1

vrf forwarding Mgmt-intf

ip dhcp client default-router distance 1

ip address dhcp client-id GigabitEthernet1

no ip redirects

load-interval 30

negotiation auto

arp timeout 1200

!

interface GigabitEthernet2

ip dhcp client default-router distance 1

ip address dhcp client-id GigabitEthernet2

no ip redirects

load-interval 30

negotiation auto

arp timeout 1200

!

interface GigabitEthernet3

ip dhcp client default-router distance 20

ip address dhcp client-id GigabitEthernet3

no ip redirects

load-interval 30

speed 1000

no negotiation auto

arp timeout 1200

!

router omp

!

router bgp 64550

bgp log-neighbor-changes

!

address-family ipv4 vrf 10

redistribute omp

propagate-aspath

neighbor 169.254.0.21 remote-as 64521

neighbor 169.254.0.21 ebgp-multihop 255

neighbor 169.254.0.21 activate

neighbor 169.254.0.21 send-community both

neighbor 169.254.0.21 route-map AWS_TGW_CSR_ROUTE_POLICY out

neighbor 169.254.0.25 remote-as 64521

neighbor 169.254.0.25 ebgp-multihop 255

neighbor 169.254.0.25 activate

neighbor 169.254.0.25 send-community both

neighbor 169.254.0.25 route-map AWS_TGW_CSR_ROUTE_POLICY out

maximum-paths eibgp 2

distance bgp 20 200 20

exit-address-family

!

ip forward-protocol nd

no ip http server

no ip http secure-server

!

ip as-path access-list 15 permit ^645[2-4][0-9]$

ip as-path access-list 25 permit .*

ip nat settings central-policy

ip nat route vrf 65528 0.0.0.0 0.0.0.0 global

no ip nat service H225

no ip nat service ras



no ip nat service rtsp udp

no ip nat service rtsp tcp

no ip nat service netbios-ns tcp

no ip nat service netbios-ns udp

no ip nat service netbios-ssn

no ip nat service netbios-dgm

no ip nat service ldap

no ip nat service sunrpc udp

no ip nat service sunrpc tcp

no ip nat service msrpc tcp

no ip nat service tftp

no ip nat service rcmd

no ip nat service pptp

no ip ftp passive

ip route 10.211.0.0 255.255.255.0 10.211.1.65

ip route 10.211.2.0 255.255.255.0 10.211.1.65

ip scp server enable

!

!

!

route-map AWS_TGW_CSR_ROUTE_POLICY deny 1

match as-path 15

!

route-map AWS_TGW_CSR_ROUTE_POLICY permit 11

match as-path 25

!

route-map AWS_TGW_CSR_ROUTE_POLICY deny 65535

!

!

!

!

!

!

control-plane

!

!

mgcp behavior rsip-range tgcp-only

mgcp behavior comedia-role none

mgcp behavior comedia-check-media-src disable

mgcp behavior comedia-sdp-force disable

!

mgcp profile default

!

!

!

!

!

!

line con 0

stopbits 1

speed 19200

line aux 0

line vty 0 4

transport input ssh

line vty 5 80

transport input ssh

!

nat64 translation timeout udp 300

nat64 translation timeout tcp 3600

call-home

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com

! the email address configured in Cisco Smart License Portal will be used as contact email

address to send SCH notifications.

contact-email-addr sch-smart-licensing@cisco.com



profile "CiscoTAC-1"

active

destination transport-method http

!

!

!

!

!

!

netconf-yang

netconf-yang feature candidate-datastore

end

DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#sh ip ro

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, l - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR

&- replicated local route overrides by connected

Gateway of last resort is 10.211.1.33 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 10.211.1.33

10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks

S 10.211.0.0/24 [1/0] via 10.211.1.65

C 10.211.1.32/27 is directly connected, GigabitEthernet2

L 10.211.1.56/32 is directly connected, GigabitEthernet2

C 10.211.1.64/27 is directly connected, GigabitEthernet3

L 10.211.1.89/32 is directly connected, GigabitEthernet3

S 10.211.2.0/24 [1/0] via 10.211.1.65

DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#sh ip ro vrf 10

Routing Table: 10

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, l - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR

&- replicated local route overrides by connected

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 9 subnets, 3 masks

m 10.11.3.0/24 [251/0] via 10.11.1.11, 3d07h, Sdwan-system-intf

m 10.12.3.0/24 [251/0] via 10.12.1.11, 3d07h, Sdwan-system-intf

m 10.12.10.11/32 [251/0] via 10.12.1.11, 3d07h, Sdwan-system-intf

B 10.25.0.0/16 [20/100] via 169.254.0.25, 3d14h

[20/100] via 169.254.0.21, 3d14h



m 10.64.0.0/16 [251/0] via 192.0.2.24, 3d07h, Sdwan-system-intf

[251/0] via 192.0.2.6, 3d07h, Sdwan-system-intf

m 10.103.0.0/16 [251/0] via 10.103.1.11, 3d07h, Sdwan-system-intf

m 10.111.0.0/16 [251/0] via 10.103.1.11, 3d07h, Sdwan-system-intf

m 10.112.0.0/16 [251/0] via 10.103.1.11, 3d07h, Sdwan-system-intf

m 10.131.0.0/16 [251/0] via 192.0.2.9, 15:30:32, Sdwan-system-intf

[251/0] via 192.0.2.8, 15:30:32, Sdwan-system-intf

169.254.0.0/16 is variably subnetted, 13 subnets, 3 masks

m 169.254.0.4/30 [251/0] via 192.0.2.8, 2d18h, Sdwan-system-intf

m 169.254.0.8/30 [251/0] via 192.0.2.8, 3d07h, Sdwan-system-intf

m 169.254.0.12/30 [251/0] via 192.0.2.9, 15:30:32, Sdwan-system-intf

m 169.254.0.16/30 [251/0] via 192.0.2.9, 15:30:32, Sdwan-system-intf

C 169.254.0.20/30 is directly connected, Tunnel100001

L 169.254.0.22/32 is directly connected, Tunnel100001

C 169.254.0.24/30 is directly connected, Tunnel100002

L 169.254.0.26/32 is directly connected, Tunnel100002

m 169.254.0.36/30 [251/0] via 192.0.2.6, 3d07h, Sdwan-system-intf

m 169.254.0.40/30 [251/0] via 192.0.2.6, 3d07h, Sdwan-system-intf

m 169.254.0.44/30 [251/0] via 192.0.2.24, 3d07h, Sdwan-system-intf

m 169.254.0.48/30 [251/0] via 192.0.2.24, 3d07h, Sdwan-system-intf

m 169.254.10.0/29 [251/0] via 10.103.1.11, 3d07h, Sdwan-system-intf

192.168.7.0/32 is subnetted, 1 subnets

m 192.168.7.7 [251/0] via 192.0.2.2, 3d06h, Sdwan-system-intf

DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#sh sdwa

DC-AWS-EU-CGW1#sh sdwan bfd

DC-AWS-EU-CGW1#sh sdwan bfd sess

DC-AWS-EU-CGW1#sh sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec UPTIME

TRANSITIONS

------------------------------------------------------------------------------------------------

------------------------------------------------------------------------------------------------

------------------

192.0.2.8 65 up private2 private1 10.211.1.56 10.211.0.68 12367 ipsec 7 1000 07:00:18 0

192.0.2.9 65 up private2 private1 10.211.1.56 10.211.0.180 12367 ipsec 7 1000 07:00:17 0

192.0.2.6 64 up private2 private2 10.211.1.56 10.211.2.41 12387 ipsec 7 1000 07:00:18 0

192.0.2.6 64 up private2 private1 10.211.1.56 10.211.2.76 12367 ipsec 7 1000 07:00:18 0

192.0.2.24 64 up private2 private2 10.211.1.56 10.211.2.154 12387 ipsec 7 1000 15:30:40 1

192.0.2.24 64 up private2 private1 10.211.1.56 10.211.2.176 12367 ipsec 7 1000 07:00:18 0

10.11.1.11 11 up private2 public-internet 10.211.1.56 192.0.2.13 12386 ipsec 7 1000 07:00:17 0

10.12.1.11 12 up private2 public-internet 10.211.1.56 192.0.2.14 12386 ipsec 7 1000 07:00:17 0

10.103.1.11 103 up private2 default 10.211.1.56 192.0.2.18 12346 ipsec 7 1000 07:00:18 0

10.103.1.12 103 up private2 default 10.211.1.56 192.0.2.19 12346 ipsec 7 1000 07:00:17 0

192.0.2.9 65 up private2 public-internet 10.211.1.56 192.0.2.20 12347 ipsec 7 1000 15:30:41 1

192.0.2.8 65 up private2 public-internet 10.211.1.56 192.0.2.21 12347 ipsec 7 1000 07:00:18 0

192.0.2.2 61 up private2 biz-internet 10.211.1.56 192.0.2.0 12347 ipsec 7 1000 07:00:18 0

192.0.2.2 61 up private2 private1 10.211.1.56 198.18.0.5 12367 ipsec 7 1000 06:59:31 0

192.0.2.8 65 up private1 private1 10.211.1.89 10.211.0.68 12367 ipsec 7 1000 22:50:11 2

192.0.2.9 65 up private1 private1 10.211.1.89 10.211.0.180 12367 ipsec 7 1000 22:50:16 2

192.0.2.6 64 up private1 private2 10.211.1.89 10.211.2.41 12387 ipsec 7 1000 07:00:22 0

192.0.2.6 64 up private1 private1 10.211.1.89 10.211.2.76 12367 ipsec 7 1000 22:50:01 2

192.0.2.24 64 up private1 private2 10.211.1.89 10.211.2.154 12387 ipsec 7 1000 07:00:23 0

192.0.2.24 64 up private1 private1 10.211.1.89 10.211.2.176 12367 ipsec 7 1000 22:50:10 2

10.11.1.11 11 down private1 public-internet 10.211.1.89 192.0.2.13 12386 ipsec 7 1000 NA 0

10.12.1.11 12 down private1 public-internet 10.211.1.89 192.0.2.14 12386 ipsec 7 1000 NA 0

10.103.1.11 103 down private1 default 10.211.1.89 192.0.2.18 12346 ipsec 7 1000 NA 0

10.103.1.12 103 down private1 default 10.211.1.89 192.0.2.19 12346 ipsec 7 1000 NA 0

192.0.2.9 65 down private1 public-internet 10.211.1.89 192.0.2.20 12347 ipsec 7 1000 NA 0

192.0.2.8 65 down private1 public-internet 10.211.1.89 192.0.2.21 12347 ipsec 7 1000 NA 0

192.0.2.2 61 down private1 biz-internet 10.211.1.89 192.0.2.0 12347 ipsec 7 1000 NA 0

192.0.2.2 61 down private1 private1 10.211.1.89 198.18.0.5 12367 ipsec 7 1000 NA 0



DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#

DC-AWS-EU-CGW1#sh ver

Cisco IOS XE Software, Version 17.04.01a

Cisco IOS Software [Bengaluru], Virtual XE Software (X86_64_LINUX_IOSD-UNIVERSALK9-M), Version

17.4.1a, RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Fri 18-Dec-20 05:01 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are

licensed under the GNU General Public License ("GPL") Version 2.0. The

software code licensed under GPL Version 2.0 is free software that comes

with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the

documentation or "License Notice" file accompanying the IOS-XE software,

or the applicable URL provided on the flyer accompanying the IOS-XE

software.

ROM: IOS-XE ROMMON

DC-AWS-EU-CGW1 uptime is 4 days, 47 minutes

Uptime for this control processor is 4 days, 49 minutes

System returned to ROM by reload

System image file is "bootflash:packages.conf"

Last reload reason: Unknown reason

This product contains cryptographic features and is subject to United

States and local country laws governing import, export, transfer and

use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption.

Importers, exporters, distributors and users are responsible for

compliance with U.S. and local country laws. By using this product you

agree to comply with applicable laws and regulations. If you are unable

to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Controller-managed

The current throughput level is 250000 kbps

Smart Licensing Status: Registration Not Applicable/Not Applicable

cisco C8000V (VXE) processor (revision VXE) with 2264734K/3075K bytes of memory.

Processor board ID 9SAQCJXHS8G

Router operating mode: Controller-Managed

3 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

7784912K bytes of physical memory.

11526144K bytes of virtual hard disk at bootflash:.



Configuration register is 0x2102

DC-AWS-EU-CGW1#



Acerca de esta traducción
Cisco ha traducido este documento combinando la traducción automática y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.
 
Tenga en cuenta que incluso la mejor traducción automática podría no ser tan precisa como
la proporcionada por un traductor profesional.
 
Cisco Systems, Inc. no asume ninguna responsabilidad por la precisión de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vínculo URL).


