Ejemplo de Configuracién de IPSec de Router a
Router (Claves RSA) en Tunel GRE con RIP
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Introduccién

Este documento provee una configuracion de ejemplo para routers con claves RSA. Ambos
routers estan configurados para claves RSA y el tunel IPSec/Generic Routing Encapsulation
(GRE) con Routing Information Protocol (RIP).

Prerequisites

Requirements

No hay requisitos especificos para este documento.

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Router de Cisco que ejecuta la version 12.2 del software del IOS® de Cisco
The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.



Convenciones

Para obtener mas informacion sobre las convenciones del documento, consulte Convenciones de
Consejos Técnicos de Cisco.

Configurar

En esta seccidn encontrara la informacién para configurar las funciones descritas en este
documento.

Nota: Para encontrar informacion adicional sobre los comandos usados en este documento, utilice
la Command Lookup Tool (sélo clientes registrados) .

Diagrama de la red

En este documento, se utiliza esta configuracion de red:

e1/0 Intermediate e0/0

Network J”

Router 101 Router 102

Configuraciones

En este documento, se utilizan estas configuraciones:

. Configuracién criptografica para el router 101
- Router 101
- Configuracion criptografica para el router 102
- Router 102

Configuracion criptografica para el router 101

101(confi g) #crypto isakmp enable
101(confi g) #crypto isakmp identity hostname
101(confi g) #crypto isakmp policy 1
101(confi g-i saknp) #authentication rsa-encr
101(confi g) #access-1list 101 permit gre host 20.1.1.1
host 20.1.1.2
101(confi g) #crypto ipsec transform-set test esp-des esp-
sha-hmac
101(cfg-crypto-trans)#mode transport
101(confi g) #crypto map test 10 ip
101(confi g) #crypto map test 10 ipsec-is
% NOTE: This new crypto map will remain disabled until a
peer

and a valid access list have been confi gured.
101(confi g-crypt o- map) #set transform-set test
101(confi g-crypt o- map) #match address 101
101(confi g-crypt o- map) #set peer 20.1.1.2
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101( confi g- crypt o- map) #

101(confi g) #access-1list 101 permit gre host 20.1.1.1
host 20.1.1.2

101(confi g) #interface Tunnel0
101(confi g-if)#crypto map test

101(confi g) #interface ethernet 1/0
101(confi g-if)#crypto map test

Router 101

Bui | di ng configuration..

Current configuration : 1486 bytes
|
version 12.2
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption
|
host nane 101
|
!
clock tinmezone PST -8
i p subnet-zero
i p donai n name ci sco.com
i p host 102.cisco.com20.1.1.2
|
ip audit notify |og
ip audit po nmax-events 100
|
crypto isaknp policy 1
aut henti cati on rsa-encr
crypto isaknmp identity hostnane
crypto isaknmp keepalive 20 5
|
!
crypto ipsec transformset test esp-des esp-sha-hnac
node transport
|
crypto map test 10 ipsec-isaknmp
set peer 20.1.1.2
set transformset test
mat ch address 101
|
1
crypto key pubkey-chain rsa
nanmed- key 102. ci sco. com
key-string
305C300D 06092A86 4886F70D 01010105 00034B00 30480241
00DB4FEB EF0COD3D
72FC5BD3 29CB8E94B 726161BC F1AF337C E5F2D11D FBFC2245
95EA2AB7 9D09156C
08A5A7CD 36E43D94 F1E3C978 37A79379 384D2A72 CE575E91
3F020301 0001
qui t
!
|
1
i nterface Loopbackl
ip address 192.168.1.1 255.255.255.0




nterface Tunnel O

i p address 10.10.10.1 255. 255. 255. 252
ip nmu 1420

tunnel source Ethernetl/0

tunnel destination 20.1.1.2

crypto map test

nterface Ethernet0/0
ip address 1.1.1.1 255.255.255.0

nterface Ethernetl1l/0
ip address 20.1.1.1 255.255.255.0
crypto map test

nterface Serial 2/0
no i p address

shut down
|

nterface Serial 3/0
no i p address

shut down
|

router rip

version 2

passi ve-interface Ethernetl1l/0
network 10.0.0.0

network 192.168.1.0

|
ip classless
no ip http server

|

!
access-list 101 pernmit gre host 20.1.1.1 host 20.1.1.2
|

!

line con O

line aux O

line vty 0 4

| ogin

!
end

101#

Configuracion criptografica para el router 102

102(confi g) #crypto isakmp enable
102(confi g) #crypto isakmp identity hostname
102(confi g) #crypto isakmp policy 1
102( confi g-i saknp) #authentication rsa-encr
102(confi g) #access-1list 101 permit gre host 20.1.1.2
host 20.1.1.1
102(confi g) #crypto ipsec transform-set test esp-des esp-
sha-hmac
102(cfg-crypto-trans)#mode transport
102(confi g) #crypto map test 10 ip
102(confi g) #crypto map test 10 ipsec-is
% NOTE: This new crypto map will remain disabled until a
peer

and a valid access list have been confi gured.
102( confi g- crypt o- map) #set transform-set test
102(confi g-crypt o- map) #match address 101




102(confi g-crypt o- map) #set peer 20.1.1.1
102(confi g-crypt o- map) #

102(confi g) #interface Tunnel0
102(confi g-if)#crypto map test

102(confi g) #interface ethernet 1/0
102(confi g-if)#crypto map test

Router 102

102#write terminal
Bui | di ng configuration..

Current configuration : 1484 bytes
|
version 12.2
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption
|
host nane 102
|
!
clock tinmezone PST -8
i p subnet-zero
i p donai n nanme ci sco.com
i p host 101.cisco.com20.1.1.1
|
ip audit notify | og
ip audit po nmax-events 100
|
crypto isaknp policy 1
aut henti cati on rsa-encr
crypto isaknmp identity hostnane
crypto isaknmp keepalive 20 5
|
!
crypto ipsec transformset test esp-des esp-sha-hnmac
node transport
|
crypto map test 10 ipsec-isaknmp
set peer 20.1.1.1
set transformset test
mat ch address 101
|
1
crypto key pubkey-chain rsa
nanmed- key 101.ci sco.com
address 20.1.1.1
key-string
305C300D 06092A86 4886F70D 01010105 00034B00 30480241
00A7D24F E6E15787
5EE1434A A76A3DCl ADE96A4D C6B4DOF3 A7DDAD1O 446EF83A
89D1115F 0C517118
ECAF418E F4CB84823 2A017B97 F85690EF EBCF3414 AB3E81F6
A5020301 0001
qui t
!
|
|




i nterface Loopbackl

ip address 172.16.1.1 255.255.255.0

!

interface Tunnel 0

i p address 10. 10. 10. 2 255. 255. 255. 252
ip nmu 1420

tunnel source Ethernet0/0

tunnel destination 20.1.1.1

crypto map test

!

interface Ethernet0/0

ip address 20.1.1.2 255.255.255.0
crypto map test

!

interface Ethernet1/0

no i p address

!

interface Serial 2/0

no i p address

shut down

!

interface Serial 3/0

no i p address

shut down

!
router rip

version 2

passi ve-interface Ethernet0/0

network 10.0.0.0

network 172.16.0.0

!
ip classless
no ip http server

!
!
access-list 101 pernit gre host 20.1.1.2 host 20.1.1.1
!
!
line con O
line aux O
line vty 0 4
| ogin

!
end

102#

Verificacion

En esta seccidn encontrara informacion que puede utilizar para confirmar que su configuracion
esté funcionando correctamente.

La herramienta Output Interpreter (solo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

- show crypto isakmp sa detail: muestra todas las asociaciones de seguridad (SA) actuales de
Intercambio de claves de Internet (IKE) en un par.

- show crypto ipsec sa — Muestra la configuracion actual utilizada por las SA actuales

- show crypto engine connections active: muestra un resumen de la informacion de
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configuracion de los motores criptograficos.
- show ip route—Muestra el estado actual de la tabla de ruteo.

Salida del Comando Router 101

101#show crypto isakmp sa detail
*Dec 28 21:15:19.371: | SAKWMP (0:14): purging node 543282640
Codes: C - | KE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversa
X - | KE Ext ended Aut hentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption

Conn id Local Renot e Encr Hash Auth DH Lifetinme Capabilities
14 20.1.1.1 20.1.1.2 des sha rsig 1 23:59:06 D

101#show crypto ipsec sa

interface: Ethernetl/0
Crypto map tag: test, local addr. 20.1.1.1

| ocal ident (addr/mask/prot/port): (20.1.1.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (20.1.1.2/255.255.255.255/47/0)
current _peer: 20.1.1.2:500
PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 1, #recv errors O

local crypto endpt.: 20.1.1.1, renote crypto endpt.: 20.1.1.2
path mu 1420, nedia ntu 1420
current outbound spi: 7FB7A347

i nbound esp sas:
spi: 0x7221D7D2(1914820562)
transform esp-des esp-sha-hnac
in use settings ={Transport, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: test
sa timng: remaining key lifetime (k/sec): (4468975/3586)
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: Ox7FB7A347(2142741319)
transform esp-des esp-sha-hnac
in use settings ={Transport, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: test
sa timng: remaining key lifetime (k/sec): (4468975/3586)
IV size: 8 bytes
repl ay detection support: Y



out bound ah sas:

out bound pcp sas:

interface: Tunnel O

Crypto map tag: test, local addr. 20.1.1.1

| ocal ident (addr/mask/prot/port): (20.1.1.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (20.1.1.2/255.255.255.255/47/0)

current _peer: 20.1.1.2:500
PERM T, flags={origin_is_acl,}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O

failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#pkts not compressed: 0, #pkts conpr.

#send errors 1, #recv errors O

| ocal crypto endpt.: 20.1.1.1, renote crypto endpt.:

path mu 1420, nedia ntu 1420
current outbound spi: 7FB7A347

i nbound esp sas:

spi: 0x7221D7D2(1914820562)
transform esp-des esp-sha-hmac ,
in use settings ={Transport, }
slot: 0, conn id: 2000, flow.id: 1

sa timng: remaining key lifetime (k/sec):

1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: Ox7FB7A347(2142741319)
transform esp-des esp-sha-hmac ,
in use settings ={Transport, }
slot: 0, conn id: 2001, flow.id: 2

sa timng: remaining key lifetime (k/sec):

IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

101#show crypto engine connections active

ID Interface | P- Addr ess State

14 Ethernetl/0 20.1.1.1 set
2000 Ethernetl/0 20.1.1.1 set
2001 Ethernetl/0 20.1.1.1 set

101#show ip route

crypto map: test

crypto map: test

Al gorithm

HVAC SHA+DES 56_CB
HVAC SHA+DES 56_CB
HVAC SHA+DES 56_CB

Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2

OSPF NSSA ext ernal

20. 1.

1.2

(4468975/ 3585)

(4468975/ 3584)

Encrypt

type 2

0
0
5

Decr ypt
0
6
0



El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, - ODR
P - periodic downl oaded static route
Gateway of last resort is not set
20.0.0.0/24 is subnetted, 1 subnets
C 20.1.1.0 is directly connected, Ethernetl/0
R 172.16.0.0/16 [120/1] via 10.10.10.2, 00:00:08, Tunnel 0
10.0.0.0/30 is subnetted, 1 subnets
C 10.10.10.0 is directly connected, Tunnel O
C 192.168.1.0/24 is directly connected, Loopbackl
101#
Salida del Comando Router 102
102#show crypto isakmp sa detail
Codes: C - |IKE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversa
X - | KE Extended Aut hentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
Conn id Local Renot e Encr Hash Auth DH Lifetime Capabilities

15

20.1.1.2 20.1.1.1 des sha rsig 1

102#show crypto ipsec sa

interface: Ethernet0/0

Crypto map tag: test, local addr. 20.1.1.2

23:58:44 D

| ocal ident (addr/mask/prot/port): (20.1.1.2/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (20.1.1.1/255.255.255.255/47/0)

current _peer: 20.1.1.1:500
PERM T, flags={origin_is_acl,}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

| ocal crypto endpt.: 20.1.1.2, renote crypto endpt.:
path mtu 1420, media ntu 1420
current outbound spi: 92F52EF2

i nbound esp sas:

spi: 0x1D25013E(488964414)
transform esp-des esp-sha-hmac
in use settings ={Transport, }

20.1.1.1

slot: 0, conn id: 2000, flow.id: 1, crypto map: test
sa timng: remaining key lifetime (k/sec): (4596388/3494)

1V size: 8 bytes
replay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: O0x92F52EF2(2465541874)



transform esp-des esp-sha-hmac

in use settings ={Transport, }

slot: 0, conn id: 2001, flow.id: 2, crypto map: test

sa timng: remaining key lifetime (k/sec): (4596388/3494)
IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

interface: TunnelO
Crypto map tag: test, local addr. 20.1.1.2

| ocal ident (addr/mask/prot/port): (20.1.1.2/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (20.1.1.1/255.255.255.255/47/0)
current _peer: 20.1.1.1:500
PERM T, flags={origin_is_acl,}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 0, #recv errors O

|l ocal crypto endpt.: 20.1.1.2, renote crypto endpt.: 20.1.1.1
path mu 1420, nedia ntu 1420
current outbound spi: 92F52EF2

i nbound esp sas:
spi: 0x1D25013E(488964414)
transform esp-des esp-sha-hmac
in use settings ={Transport, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: test
sa timng: remaining key lifetime (k/sec): (4596388/3493)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: O0x92F52EF2(2465541874)
transform esp-des esp-sha-hmac
in use settings ={Transport, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: test
sa timng: remaining key lifetime (k/sec): (4596388/3493)
IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

102#show crypto engine connections active

ID Interface | P- Addr ess State Algorithm Encrypt

15 Ethernet0/0 20.1.1.2 set HMAC_SHA+DES 56_CB
2000 Ethernet0/0 20.1.1.2 set HVAC _SHA+DES 56_CB

0
0

Decr ypt
0
3



2001 Et hernet0/0 20.1.1.2 set HVAC_SHA+DES 56_CB 4 0

102#
102#show ip route
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of l|ast resort is not set

20.0.0.0/24 is subnetted, 1 subnets

C 20.1.1.0 is directly connected, Ethernet0/0
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Loopbackl
10.0.0.0/30 is subnetted, 1 subnets

C 10.10.10.0 is directly connected, Tunnel O

R 192.168.1.0/24 [120/1] via 10.10.10.1, 00:00:08, Tunnel O

Troubleshoot

En esta seccidn encontrara informacion que puede utilizar para solucionar problemas de
configuracion. Para obtener informacion adicional sobre la resolucion de problemas, consulte
Solucién de problemas de seguridad IP - Introduccion y uso de los comandos debug.

Procedimiento de Troubleshooting

Sigue estas instrucciones de resolver problemas su configuracion.

1. Genere las claves RSA en el Router 101.
101#show crypto key mypubkey rsa
101#
101#
101#conf t
101(confi g) #ip domain-name cisco.com
101(confi g)#crypto key generate rsa ?
general -keys Generate a general purpose RSA key pair for signing and
encryption
usage- keys Generate seperate RSA key pairs for signing and encryption

101(confi g) #crypto key generate rsa

The name for the keys will be: 101.cisco.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few mnutes.

How many bits in the nodul us [512]:
% Generating 512 bit RSA keys ...[ K]

101#show crypto key mypubkey rsa
% Key pair was generated at: 12:02:08 PST Dec 28 2002
Key nane: 101.ci sco.com
Usage: General Purpose Key
Key Dat a:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 O00A7D24F E6E15787
5EE1434A A76A3DC1 ADE96A4D C6B4DOF3 A7DDAD1O 446EF83A 89D1115F 0C517118
ECAF418E F4C84823 2A017B97 F85690EF EBCF3414 AB3E81F6 A5020301 0001
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% Key pair was generated at: 12:02:12 PST Dec 28 2002
Key nane: 101.ci sco.com server
Usage: Encryption Key
Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00B2092A 86483641
EB09900B BAOCD88A BE915C5E 05C1496B 70093D8B BC277A88 OE256BBE 4DB7EF92
8FE93C61 710309A3 451DAB72 93F35CD0 1CAD15AC B904B2B4 73B7A9F5 65A79E66
8D145427 FO6DD39C 862B88BB 4C671508 AB3443BB 6270388C A7020301 0001
101#

. Genere las claves RSA en el Router 102.

102#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

102(confi g) #ip domain-name cisco.com

102(confi g) #crypto key gen rsa

The name for the keys will be: 102.cisco.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few m nutes.

How many bits in the nodulus [512]:
% CGenerating 512 bit RSA keys ...[OK]

102#show crypto key mypubkey rsa
% Key pair was generated at: 12:03:45 PST Dec 28 2002
Key name: 102.cisco.com
Usage: General Purpose Key
Key Dat a:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00DB4FEB EFOCOD3D
72FC5BD3 29C8E94B 726161BC F1AF337C E5F2D11D FBFC2245 95EA2AB7 9D09156C
08A5A7CD 36E43D94 F1E3C978 37A79379 384D2A72 CE575E91 3F020301 0001
% Key pair was generated at: 12:03:48 PST Dec 28 2002
Key nane: 102.cisco.com server
Usage: Encryption Key
Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 OOBFD36E A1642BFC
77C88F89 8A260840 213E122E E1AF1E24 AF39B984 DACA06BC C303AD77 95BB6B6C
89CC6D13 B16CCAE3 45Cl01E4 61A13924 5559891A AB59B40D 826A5066 231B48D6
AEB2B367 94F6C492 016F8778 74B368A2 BFD1424D 79C63C94 5F020301 0001
102#

. Resuelva el nombre de host.
102(confi g) #ip host 10l.cisco.com 20.1.1.1

. Intercambie las claves de uso general en el Router 101.
101(confi g) #crypto key pubkey-chain rsa

101( confi g- pubkey- chai n) #named-key 102.cisco.com

% Naned public key resolved to ip address: 20.1.1.2
101(confi g- pubkey- key) #key-string ?

Enter a public key as a hexi deci mal nunber

101( confi g- pubkey) #$6F70D 01010105 00034B00 30480241 00DB4FEB EFOCOD3D
101(confi g- pubkey) #$26161BC F1AF337C E5F2D11D FBFC2245 95EA2AB7 9D09156C
101(confi g- pubkey) #$1E3C978 37A79379 384D2A72 CE575E91 3F020301 0001
101( confi g- pubkey) #qui t

101( confi g- pubkey- key) #exi t

. Intercambie las claves de uso general en el Router 102.
102(confi g) #crypto key pubkey-chain rsa

102( confi g- pubkey- chai n) #named-key 101l.cisco.com

% Nanmed public key resolved to ip address: 20.1.1.1
102( confi g- pubkey- key) #key-string



Enter a public key as a hexideci nal nunber

102( confi g- pubkey) #$6F70D 01010105 00034B00 30480241 00A7D24F E6E15787
102( confi g- pubkey) #$DE96A4D C6B4DOF3 A7DDAD1O0 446EF83A 89D1115F 0C517118
102( confi g- pubkey) #$A017B97 F85690EF EBCF3414 AB3E81F6 A5020301 0001
102( confi g- pubkey) #qui t

102( confi g- pubkey- key) #exi t

102( confi g- pubkey- chai n) #exi t

102(confi g) #exi t

Comandos para resolucion de problemas

La herramienta Output Interpreter (s6lo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

Nota: Antes de ejecutar un comando debug, consulte Informacion Importante sobre Comandos
Debug.

Depuracién del router 101:

101#
101#
101#
101#
*Dec 28 21:14:27.011: |PSEC(sa_request): ,
(key eng. nmsg.) OUTBOUND | ocal = 20.1.1.1, renote= 20.1.1.2,
| ocal _proxy= 20. 1. 1.1/ 255. 255. 255. 255/ 47/ 0 (type=1),
renot e_proxy= 20. 1. 1. 2/255. 255. 255. 255/ 47/ 0 (type=1),
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0xA12DDC39(2704137273), conn_id= 0, keysize= 0, flags= 0x400C
*Dec 28 21:14:27.051: | SAKMP: received ke message (1/1)
*Dec 28 21:14:27.051: | SAKMP: |ocal port 500, renpte port 500
*Dec 28 21:14:27.099: | SAKMP: set new node 0 to QV I DLE
*Dec 28 21:14:27.099: |SAKMP (0:14): constructed NAT-T vendor-03 ID
*Dec 28 21:14:27.099: |SAKMP (0:14): constructed NAT-T vendor-02 ID
*Dec 28 21:14:27.099: |SAKWP (0:14): Input = | KE_MESG FROM | PSEC, |KE_SA REQ WM
*Dec 28 21:14:27.099: |SAKWP (0:14): Od State = | KE_READY New State = | KE_I _MML

*Dec 28 21:14:27.099: |SAKMP (0:14): beginning Main Mode exchange
*Dec 28 21:14:27.099: |SAKMP (0:14): sending packet to 20.1.1.2 ny_port
500 peer_port 500 (1) MVL_NO STATE
*Dec 28 21:14:27.343: | SAKMP (0:14): received packet from 20.1.1.2 dport
500 sport 500 (1) MMV _NO STATE
*Dec 28 21:14:27.343: | SAKMP (0:14): Input = | KE_ MESG FROM PEER, | KE_MMV EXCH
*Dec 28 21:14:27.343: |SAKWP (0:14): Od State = IKE_I_MML New State = | KE_| _MW

*Dec 28 21:14:27.411: | SAKMP (0:14): processing SA payl oad. message ID =0

*Dec 28 21:14:27.411: | SAKMP (0:14): processing vendor id payl oad

*Dec 28 21:14:27.411: | SAKMP (0:14): vendor |ID seens Unity/DPD but bad maj or

*Dec 28 21:14:27.411: |SAKMP (0:14): vendor IDis NAT-T

*Dec 28 21:14:27.411: | SAKMP (0:14): Checking | SAKMP transform 1 against priority 1 policy

*Dec 28 21:14:27.411: | SAKMP: encrypti on DES- CBC

*Dec 28 21:14:27.411: | SAKWMP: hash SHA

*Dec 28 21:14:27.411: | SAKMP: default group 1

*Dec 28 21:14:27.411: | SAKMP: auth RSA sig

*Dec 28 21:14:27.411: | SAKMP: life type in seconds

*Dec 28 21:14:27.411: | SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

*Dec 28 21:14:27.411: | SAKMP (0:14): Authentication nethod offered does not
mat ch policy!
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: atts are not acceptable. Next payload is O

: Checking | SAKMP transform 1 agai nst

encrypti on DES- CBC
hash SHA

default group 1
auth RSA sig

life type in seconds

life duration (VPI) of 0Ox0 Ox1 0x51 0x80

*Dec 28 21:14:27.411: | SAKWP (0: 14)

*Dec 28 21:14:27.411: | SAKWP (0: 14)
priority 65535 policy

*Dec 28 21:14:27.411: | SAKWMP:

*Dec 28 21:14:27.411: | SAKWMP:

*Dec 28 21:14:27.411: | SAKWMP:

*Dec 28 21:14:27.411: | SAKWMP:

*Dec 28 21:14:27.411: | SAKWMP:

*Dec 28 21:14:27.411: | SAKWMP:

*Dec 28 21:14:27.411: | SAKWP (0: 14):

*Dec 28 21:14:27.411: | SAKWP (0: 14):

*Dec 28 21:14:27.411: | SAKWP (0: 14):

*Dec 28 21:14:27.411: | SAKWP (0: 14):

*Dec 28 21:14:27.411: | SAKWP (0: 14):
| KE_PROCESS_MAI N_MODE

*Dec 28 21:14:27.411: | SAKWP (0: 14):
New State = | KE_| _MW

*Dec 28 21:14:27.503: | SAKMP (0:14):

*Dec 28 21:14:27.503: | SAKMP (0:14):

*Dec 28 21:14:27.503: | SAKMP (0:14):

500 peer_port 500 (1) MV _SA SETUP

atts are acceptabl e.
processi ng vendor id payl oad

Next payload is O

vendor | D seens Unity/DPD but bad maj or
vendor IDis NAT-T

I nput = | KE_MESG | NTERNAL,

ad State = | KE_| _MW

constructed H' S NAT-D
constructed M NE NAT-D
sendi ng packet to 20.1.1.2 ny_port

*Dec 28 21:14:27.503: | SAKWP (0:14): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
*Dec 28 21:14:27.503: | SAKWMP (0:14): Od State = IKE_I_MW2 New State = | KE_I _M\VB
*Dec 28 21:14:27.763: | SAKMP (0:14): received packet from20.1.1.2 dport
500 sport 500 (1) MV SA SETUP
*Dec 28 21:14:27.763: | SAKMP (0:14): Input = | KE_MESG FROM PEER, | KE_MM EXCH
*Dec 28 21:14:27.763: |SAKWMP (0:14): Od State = IKE_I_MVB New State = | KE_I _MV4
*Dec 28 21:14:27.811: | SAKMP (0:14): processing KE payl oad. nmessage ID =0
*Dec 28 21:14:27.811: | SAKMP (0:14): processing NONCE payl oad. nessage ID = 0
*Dec 28 21:14:27.811: |SAKMP (0:14): SKEYID state generated
*Dec 28 21:14:27.811: | SAKWMP (0:14): processing vendor id payl oad
*Dec 28 21:14:27.811: | SAKMP (0:14): vendor IDis Unity
*Dec 28 21:14:27.811: | SAKMP (0:14): vendor IDis NAT-T
*Dec 28 21:14:27.811: | SAKWMP (0:14): processing vendor id payl oad
*Dec 28 21:14:27.811: | SAKMP (0:14): vendor IDis DPD
*Dec 28 21:14:27.811: | SAKMP (0:14): vendor IDis NAT-T
*Dec 28 21:14:27.811: | SAKWMP (0:14): processing vendor id payl oad
*Dec 28 21:14:27.811: | SAKMP (0:14): speaking to another |OS box!
*Dec 28 21:14:27.811: | SAKMP: recei ved payl oad type 17
*Dec 28 21:14:27.811: | SAKMP (0:14): Detected NAT-D payl oad
*Dec 28 21:14:27.811: | SAKMP (0:14): NAT match M NE hash
*Dec 28 21:14:27.811: | SAKMP: recei ved payl oad type 17
*Dec 28 21:14:27.811: | SAKMP (0:14): Detected NAT-D payl oad
*Dec 28 21:14:27.811: |SAKWP (0:14): NAT match HI'S hash
*Dec 28 21:14:27.811: | SAKWP (0:14): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
*Dec 28 21:14:27.811: |SAKWP (0:14): Ad State = | KE_I _MW
New State = | KE_| _Mw
*Dec 28 21:14:27.903: | SAKMP (0:14): Send initial contact
*Dec 28 21:14:27.903: | SAKMP (0:14): SA is doing RSA signature

aut hentication using id type | D_FQDN

*Dec 28 21:14:27.903: | SAKMP (14):
next - payl oad : 9

type 2

FQDN nane 101. ci sco. com
pr ot ocol 17

port 0

I ength 17

*Dec 28 21:14:27.903: | SAKMP (14):

Tot al

I D payl oad

payl oad | ength: 21



*Dec 28 21:14:27.903: | SAKMP (0:14): using the default keypair to sign
*Dec 28 21:14:28.003: | SAKWMP (0:14): sending packet to 20.1.1.2
my_port 500 peer_port 500 (1) MV _KEY_EXCH
*Dec 28 21:14:28.003: |SAKMP (0:14): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
*Dec 28 21:14:28.003: |SAKMP (0:14): Od State = IKE_I_MW New State = | KE_| _MVb

*Dec 28 21:14:28.435: | SAKMP (0:14): received packet from 20.1.1.2 dport
500 sport 500 (I) MM KEY_EXCH
*Dec 28 21:14:28.435: | SAKMP (0:14): Input = | KE_ MESG FROM PEER, | KE_MMV EXCH
*Dec 28 21:14:28.435: |SAKWP (0:14): Od State = IKE_I_MVW New State = | KE_| _MVb

*Dec 28 21:14:28.435: | SAKMP (0:14): received packet from 20.1.1.2 dport
500 sport 500 (1) MV KEY_EXCH

*Dec 28 21:14:28.435: | SAKMP: set new node 226463539 to QW I DLE

*Dec 28 21:14:28.435: | SAKMP (0:14): Unknown Input: state = | KE_| _MB,
maj or, mnor = | KE_MESG FROM PEER, |KE_| NFO DELETE

*Dec 28 21:14:28.435: %CRYPTO 6- | KMP_MODE_FAI LURE: Processi ng of
Informational node failed with peer at 20.1.1.2

*Dec 28 21:14:28.503: | SAKMP (0:14): processing |ID payl oad. nmessage ID =0

*Dec 28 21:14:28.503: | SAKMP (14): Process | D payl oad

type 2
FQDN nane : 102.cisco.com
pr ot ocol : 17
port 0
I ength : 13
*Dec 28 21:14:28.503: | SAKMP (0:14): processing Sl G payl oad. nessage ID =0
*Dec 28 21:14:28.503: | SAKMP (14): sa->peer.name =, sa->peer_id.id.id_fqdn.fqdn =

102. ci sco. com
*Dec 28 21:14:28.551: | SAKMP (0:14): SA has been authenticated with 20.1.1.2
*Dec 28 21:14:28.551: | SAKMP (0:14): IKE DPD is enabled, initializing timers
*Dec 28 21:14:28.551: | SAKMP: Locking peer struct Ox18E6620, |KE refcount 2
for fromcrypto_i knp_dpd_ike_init
*Dec 28 21:14:28.551: |SAKMP (0:14): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MCDE
*Dec 28 21:14:28.551: |SAKMP (0:14): Od State = IKE_I_MV6 New State = | KE_| _MVb

*Dec 28 21:14:28.551: | SAKMP (0:14): received packet from20.1.1.2 dport 500 sport
500 (1) MM _KEY_EXCH

*Dec 28 21:14:28.551: | SAKMP: set new node 2089493550 to QW I DLE

*Dec 28 21:14:28.551: | SAKMP (0:14): Unknown Input: state = | KE_| _MVB, mgjor,
m nor = | KE_MESG FROM PEER, |KE_| NFO DELETE

*Dec 28 21:14:28.611: | SAKWP (0:14): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COVPLETE

*Dec 28 21:14:28.611: |SAKWP (0:14): AOd State = | KE_I _MVb
New State = | KE_P1_COWPLETE

*Dec 28 21:14:28.651: | SAKMP (0:14): beginning Qui ck Mdde exchange,
M I D of 543282640

*Dec 28 21:14:28.683: | SAKMP (0:14): sending packet to 20.1.1.2
my_port 500 peer_port 500 (1) QWL.IDLE

*Dec 28 21:14:28.683: | SAKMP (0:14): Node 543282640, |nput = | KE_MESG | NTERNAL,
IKE_INIT_QM

*Dec 28 21:14:28.683: |SAKMP (0:14): Od State = | KE_ QM READY
New State = I KE_QV | _QML

*Dec 28 21:14:28.683: | SAKMP (0:14): Input = | KE_MESG | NTERNAL,
| KE_PHASE1_COWPLETE

*Dec 28 21:14:28.683: |SAKWP (0:14): Od State = | KE_P1_COVWLETE
New State = | KE_P1_COWPLETE

*Dec 28 21:14:29.303: | SAKWMP (0:14): received packet from20.1.1.2
dport 500 sport 500 (1) QV.IDLE



*Dec 28 21:14:29.303: | SAKMP (0:14): processing HASH payl oad. nessage
I D = 543282640

*Dec 28 21:14:29.303: | SAKMP (0:14): processing SA payl oad. nessage
I D = 543282640

*Dec 28 21:14:29.303: | SAKMP (0:14): Checking | PSec proposal 1

*Dec 28 21:14:29.303: | SAKMP: transform 1, ESP_DES

*Dec 28 21:14:29.303: | SAKWP: attributes in transform

*Dec 28 21:14:29.303: | SAKMP: encaps is 2

*Dec 28 21:14:29.303: | SAKMP: SAlife type in seconds

*Dec 28 21:14:29.303: | SAKMP: SA life duration (basic) of 3600

*Dec 28 21:14:29.303: | SAKMP: SAlife type in kil obytes

*Dec 28 21:14:29.303: | SAKMP: SAlife duration (VPI) of 0Ox0 0x46 0x50 O0xO0
*Dec 28 21:14:29.303: | SAKWP: aut henticator i s HVAC SHA

*Dec 28 21:14:29.303: | SAKMP (0:14): atts are acceptable.
*Dec 28 21:14:29.303: |IPSEC(validate_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local=20.1.1.1, rempte= 20.1.1.2,
| ocal _proxy= 20. 1. 1.1/ 255. 255. 255. 255/ 47/ 0 (type=1),
renot e_proxy= 20. 1. 1. 2/255. 255. 255. 255/ 47/0 (type=1),
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
*Dec 28 21:14:29.303: | SAKMP (0:14): processing NONCE payl oad.
nmessage | D = 543282640
*Dec 28 21:14:29.303: | SAKMP (0:14): processing |ID payl oad. nessage |ID

543282640

*Dec 28 21:14:29.303: | SAKMP (0:14): processing |ID payl oad. nmessage | D = 543282640

*Dec 28 21:14:29.351: | SAKMP: Locking peer struct 0x18E6620, |PSEC refcount 1
for for stuff_ke
*Dec 28 21:14:29.351: | SAKMP (0:14): Creating | PSec SAs

*Dec 28 21:14:29. 351: inbound SA from20.1.1.2 to 20.1.1.1
(proxy 20.1.1.2 to 20.1.1.1)
*Dec 28 21:14:29.351: has spi 0xA12DDC39 and conn_id 2000 and flags 4
*Dec 28 21:14:29. 351: lifetinme of 3600 seconds
*Dec 28 21:14:29.351: lifetime of 4608000 kil obytes
*Dec 28 21:14:29.351: has client flags 0x0
*Dec 28 21:14:29. 351: out bound SA from20.1.1.1
to 20.1.1.2 (proxy 20.1.1.1 to 20.1.1.2 )
*Dec 28 21:14:29.351: has spi -437189881 and conn_id 2001 and flags C
*Dec 28 21:14:29. 351: lifetinme of 3600 seconds
*Dec 28 21:14:29.351: lifetime of 4608000 kil obytes
*Dec 28 21:14:29.351: has client flags 0x0

*Dec 28 21:14:29.351: | SAKMP (0:14): sending packet to 20.1.1.2 ny_port
500 peer_port 500 (1) QM IDLE
*Dec 28 21:14:29.351: | SAKMP (0:14): deleting node 543282640 error
FALSE reason ""
*Dec 28 21:14:29.351: | SAKWP (0:14): Node 543282640, I|nput = | KE_MESG FROM PEER,
| KE_QM_EXCH
*Dec 28 21:14:29.351: |SAKWP (0:14): Od State = |KE.QVL.| _QVL
New State = | KE_QV PHASE2_COWPLETE
*Dec 28 21:14:29.371: | PSEC(key_engine): got a queue event. ..
*Dec 28 21:14:29.371: IPSEC(initialize_sas): ,
(key eng. nmsg.) INBOUND local=20.1.1.1, rempte= 20.1.1.2,
| ocal _proxy= 20.1.1.1/0.0.0.0/47/0 (type=1),
renote_proxy= 20.1.1.2/0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0xA12DDC39(2704137273), conn_i d= 2000, keysize= 0, flags= 0x4
*Dec 28 21:14:29.371: IPSEC(initialize_sas): ,
(key eng. nmsg.) OUTBOUND | ocal = 20.1.1.1, renote= 20.1.1. 2,
| ocal _proxy= 20.1.1.1/0.0.0.0/47/0 (type=1),
renote_proxy= 20.1.1.2/0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = OxE5F10307(3857777415), conn_i d= 2001, keysize= 0, flags= 0xC
*Dec 28 21:14:29.371: IPSEC(add ntree): src 20.1.1.1, dest 20.1.1.2, dest_port O



*Dec 28 21:14:29.371:
(sa) sa_dest= 20.1.1.1,

| PSEC(create_sa):
sa_prot= 50,

sa_spi = 0xA12DDC39(2704137273),
sa_trans= esp-des esp-sha-hmac ,

*Dec 28 21:14:29.371:
(sa) sa_dest= 20.1.1.2,

| PSEC(create_sa):
sa_prot= 50,

sa_spi = 0xE5F10307(3857777415),
sa_trans= esp-des esp-sha-hmac ,

Depuracion del router 102:

sa creat ed,

sa_conn_i d= 2000

sa created,

sa_conn_i d= 2001

recei ved packet from=20.1.1.1

port 500,

I nput = | KE_MESG FROM PEER,

ad State

renmote port 500

| KE_READY New State

| KE_MV_EXCH

| KE_LR_MVL

processi ng SA payl oad. nmessage ID =0
processi ng vendor id payl oad
vendor | D seens Unity/DPD but bad maj or
vendor IDis NAT-T

processi ng vendor id payl oad
vendor | D seens Unity/DPD but bad naj or
vendor IDis NAT-T

Checki ng | SAKMP transform 1 agai nst

encrypti on DES- CBC
hash SHA
default group 1
auth RSA sig
life type in seconds

life duration (VPI) of

0x0 Ox1 0x51 0x80

Aut henti cation nethod of fered does not

atts are not acceptable.
Checki ng | SAKMP transform 1 agai nst

encrypti on DES- CBC
hash SHA
default group 1
auth RSA sig
life type in seconds

life duration (VPI) of
atts are acceptable.

102#

*Dec 28 21:18:12.111: | SAKMP (0:0):

dport 500 sport 500 (N) NEW SA

*Dec 28 21:18:12.111: | SAKMP: | ocal

*Dec 28 21:18:12.147: | SAKMP (0:15):

*Dec 28 21:18:12.147: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

priority 1 policy

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP (0:15):
mat ch policy!

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):
priority 65535 policy

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP:

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.187: | SAKMP (0:15):
| KE_PROCESS_MAI N_MODE

*Dec 28 21:18:12.187: | SAKMP (0:15):

*Dec 28 21:18:12.255: | SAKMP (0:15):

*Dec 28 21:18:12.255: | SAKMP (0:15):
500 peer_port 500 (R) MM _SA SETUP

*Dec 28 21:18:12.255: | SAKMP (0:15):

| KE_PROCESS COWVPLETE
*Dec 28 21:18:12.255:

| SAKMP ( O:

15):

processi ng vendor id payl oad
vendor | D seens Unity/DPD but bad naj or
vendor IDis NAT-T

processi ng vendor id payl oad
vendor | D seens Unity/DPD but bad naj or
vendor IDis NAT-T

I nput = | KE_MESG | NTERNAL,

ad State

IKE_R ML New State

constructed NAT-T vendor-03 ID
sendi ng packet to 20.1.1.1 ny_port

I nput = | KE_MESG | NTERNAL,

ad State

IKE_R ML New State

Next payload is O

0x0 Ox1 0x51 0x80
Next payload is O

| KE_LR_MVL

| KE_LR_ MR



*Dec 28 21:18:12.563: | SAKMP (0:15): received packet from20.1.1.1 dport

500
*Dec
*Dec

*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec

sport

28 21:
28 21:

28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:
28 21:

500 (R) MV SA SETUP

18:12.563: I SAKMP (0:15): Od State = IKE R M2 New State

18:12. 695: | SAKMP (0:15): SKEYID state generated
18:12. 695: | SAKMP (0: 15): processing vendor id payl oad
18:12. 695: | SAKMP (0:15): vendor IDis Unity

18:12. 695: | SAKMP (0:15): vendor IDis NAT-T

18:12. 695: | SAKMP (0: 15): processing vendor id payl oad
18:12. 695: | SAKMP (0:15): vendor IDis DPD

18:12. 695: | SAKMP (0:15): vendor IDis NAT-T

18:12. 695: | SAKMP (0: 15): processing vendor id payl oad
18:12. 695: | SAKMP (0: 15): speaking to another |1GOS box!
18: 12. 695: | SAKMP: recei ved payl oad type 17

18:12. 695: | SAKMP (0: 15): Detected NAT-D payl oad
18:12. 695: | SAKMP (0:15): NAT match M NE hash

18: 12. 695: | SAKMP: recei ved payl oad type 17

18:12. 695: | SAKMP (0: 15): Detected NAT-D payl oad
18:12. 695: | SAKMP (0:15): NAT match HI' S hash
18:12.695: | SAKMP (0:15): Input = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE
*Dec 28 21:18:12.695: | SAKMP (0:15): Od State = | KE R M\B

New

St at e

= |KE_R_ \\B

*Dec 28 21:18:12.735: | SAKMP (0:15): constructed H S NAT-D

*Dec 28 21:18:12.735: | SAKMP (0:15): constructed M NE NAT-D

*Dec 28 21:18:12.735: | SAKWMP (0:15): sending packet to 20.1.1.1
my_port 500 peer_port 500 (R

MM KEY_EXCH *Dec 28 21:18:12.735: |SAKMP (0:15): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE

*Dec

*Dec

500
*Dec
*Dec

*Dec
*Dec

*Dec
*Dec

28 21

28 21:

:18:12.735: | SAKMP (0:15): AOd State = IKELR MMB New State

18:13. 395: | SAKMP (0:15): received packet from20.1.1.1 dport

18:12.563: | SAKMP (0:15): Input = | KE MESG FROM PEER, | KE_MV EXCH

| KE_R_MVB

18:12.619: | SAKMP (0: 15): processing KE payl oad. nessage ID =0
18:12.619: | SAKMP (0:15): processi ng NONCE payl oad. nessage ID = 0

| KE_R_ MV

sport 500 (R) MM _KEY_EXCH
28 21:18:13.395: | SAKMP (0:15): Input = | KE_MESG FROM PEER, | KE_MM EXCH
28 21:18:13.395: ISAKMP (0:15): Od State = IKEER MM New State = | KE_R_ MVb
28 21:18:13.435: | SAKMP (0:15): processing |ID payl oad. nessage ID =0
28 21:18:13.435: | SAKMP (15): Process | D payl oad

type 2

FQDN nane : 101. cisco.com

pr ot ocol : 17

port 0

I ength : 13
28 21:18:13.435: | SAKMP (0:15): processing SIG payl oad. nessage ID =0
28 21:18:13.435: | SAKMP (15): sa->peer.nane = ,

sa->peer_id.id.id_fqdn.fqgdn = 101. ci sco. com
*Dec 28 21:18:13.567: | SAKMP: recei ved payl oad type 14
*Dec 28 21:18:13.567: | SAKMP (0:15): processing NOTIFY | NIl TI AL_CONTACT protocol 1

sp

i 0, nessage ID = 0, sa = 1AD8D08

*Dec 28 21:18:13.567: | SAKMP (0:15): Process initial contact,

bring down existing phase 1 and 2 SA's with | ocal

renote port 500
:18:13.587: | SAKMP (0:15): SA has been authenticated with 20.1.1.1
:18:13.587: | SAKMP (0:15): IKE_DPD is enabled, initializing timers
:18:13.587: | SAKMP: Locki ng peer struct Ox18EA370, |KE refcount 2

*Dec
*Dec
*Dec
for
*Dec
| KE_

28 21
28 21
28 21
from
28 21

crypto_i knp_dpd_i ke_init
:18:13.587: |1 SAKMP (0:15): Input = | KE_MESG | NTERNAL,

PROCESS MAI N_MODE
*Dec 28 21:18:13.587: | SAKWP (0:15): Od State = IKE R MVb New State

20.1.1.2 renpte 20.1.1.1

| KE_R_MVb



*Dec 28 21:18:13.599: |PSEC(key_engine): got a queue event. ..
*Dec 28 21:18:13.627: | SAKWMP (0:15): SA is doing RSA signature authentication
using id type I D_FQN
*Dec 28 21:18:13.627: | SAKWMP (15): | D payl oad
next - payl oad : 9

type 2

FQDN nane : 102.cisco.com
pr ot ocol : 17

port 0

I ength : 17

*Dec 28 21:18:13.627: | SAKMP (15): Total payload |ength: 21
*Dec 28 21:18:13.627: | SAKMP (0:15): using the default keypair to sign
*Dec 28 21:18:13.731: | SAKWMP (0:15): sending packet to 20.1.1.1 ny_port
500 peer_port 500 (R) MM _KEY_EXCH
*Dec 28 21:18:13.731: |SAKMP (0:15): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
*Dec 28 21:18:13.731: |SAKMP (0:15): Od State = | KE_R_ MVb
New State = | KE_P1_COWPLETE

*Dec 28 21:18:13.779: | SAKWP (0:15): Input = | KE_MESG | NTERNAL,
| KE_PHASE1_COVPLETE

*Dec 28 21:18:13.779: ISAKWP (0:15): Od State = | KE_P1_COWLETE
New State = | KE_P1_COWPLETE

*Dec 28 21:18:14.215: | SAKWMP (0:15): received packet from=20.1.1.1
dport 500 sport 500 (R} QV.IDLE

*Dec 28 21:18:14.215: | SAKMP: set new node 1098460553 to QW I DLE

*Dec 28 21:18:14.215: | SAKMP (0:15): processing HASH payl oad.
nmessage | D = 1098460553

*Dec 28 21:18:14.215: | SAKMP (0:15): processing SA payl oad.
nmessage | D = 1098460553

*Dec 28 21:18:14.215: | SAKMP (0:15): Checking | PSec proposal 1

*Dec 28 21:18:14.215: | SAKMP: transform 1, ESP_DES

*Dec 28 21:18:14.215: | SAKVP: attributes in transform

*Dec 28 21:18:14.215: | SAKMP: encaps is 2

*Dec 28 21:18:14.215: | SAKMP: SAlife type in seconds

*Dec 28 21:18:14.215: | SAKMP: SA life duration (basic) of 3600

*Dec 28 21:18:14.215: | SAKMP: SA life type in kil obytes

*Dec 28 21:18:14.215: | SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 OxO0
*Dec 28 21:18:14.215: | SAKWP: aut henticator i s HVAC SHA

*Dec 28 21:18:14.215: | SAKMP (0:15): atts are acceptable.
*Dec 28 21:18:14.215: |PSEC(val i date_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local=20.1.1.2, rempte= 20.1.1.1,
I ocal _proxy= 20.1.1.2/255. 255. 255. 255/ 47/ 0 (type=1),
renot e_proxy= 20. 1. 1. 1/255. 255. 255. 255/ 47/0 (type=1),
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
*Dec 28 21:18:14.215: | SAKMP (0:15): processi ng NONCE payl oad.
nmessage | D = 1098460553
*Dec 28 21:18:14.215: | SAKMP (0:15): processing | D payl oad.
nmessage | D = 1098460553
*Dec 28 21:18:14.215: | SAKMP (0:15): processing | D payl oad.
nmessage | D = 1098460553
*Dec 28 21:18:14.215: | SAKWMP (0:15): asking for 1 spis fromipsec
*Dec 28 21:18:14.215: | SAKMP (0:15): Node 1098460553, |nput = | KE_MESG FROM PEER,
| KE_QM_EXCH
*Dec 28 21:18:14.215: | SAKWP (0:15): O d State = | KE_QV READY
New State = | KE_QV SPI _STARVE
*Dec 28 21:18:14.235: | PSEC(key_engine): got a queue event. ..
*Dec 28 21:18:14.235: | PSEC(spi_response): getting spi 488964414 for SA
from20.1.1.2 to 20.1.1.1 for prot 3
*Dec 28 21:18:14.267: | SAKMP: received ke nmessage (2/1)
*Dec 28 21:18:14.547: | SAKMP (0:15): sending packet to 20.1.1.1 ny_port



500 peer_port 500 (R) QM IDLE

*Dec 28 21:18:14.547: | SAKMP (0: 15):
| KE_SPI _REPLY

*Dec 28 21:18:14.547: | SAKMP (0: 15):
New State = | KE_.QM R QW

*Dec 28 21:18:14.707: | SAKMP (0: 15):

dport 500 sport 500 (R} QV.IDLE
*Dec 28 21:18:14.747: | SAKMP: Locki ng

Node 1098460553,

I nput = | KE_MESG FROM | PSEC,

ad State

| KE_QM _SPI _STARVE
recei ved packet from=20.1.1.1

peer struct Ox18EA370, | PSEC

refcount 1 for for stuff_ke
*Dec 28 21:18:14.747: | SAKMP (0:15): Creating | PSec SAs
*Dec 28 21:18:14.747: inbound SA from20.1.1.1 to 20.1.1.2
(proxy 20.1.1.1 to 20.1.1.2)
*Dec 28 21:18:14.747: has spi 0x1D25013E and conn_id 2000 and flags 4
*Dec 28 21:18:14.747: lifetinme of 3600 seconds
*Dec 28 21:18:14.747: lifetime of 4608000 kil obytes
*Dec 28 21:18:14.747: has client flags 0x0
*Dec 28 21:18:14.747: out bound SA from 20.1.1.2 to 20.1.1.1
(proxy 20.1.1.2 to 20.1.1.1 )
*Dec 28 21:18:14.747: has spi -1829425422 and conn_id 2001 and flags C
*Dec 28 21:18:14.747: lifetinme of 3600 seconds
*Dec 28 21:18:14.747: lifetime of 4608000 kil obytes
*Dec 28 21:18:14.747: has client flags 0x0
*Dec 28 21:18:14.747: | SAKMP (0:15): del eting node 1098460553 error FALSE
reason "quick node done (await()"
*Dec 28 21:18:14.747: | SAKMP (0:15): Node 1098460553, I|nput = | KE_ MESG FROM PEER,
| KE_QM _EXCH
*Dec 28 21:18:14.747: |SAKMP (0:15): Od State = IKEQM R QW
New State = | KE_QV PHASE2_COWPLETE

*Dec 28 21:18:14.767: |PSEC(key_engine): got a queue event. ..
*Dec 28 21:18:14.767: IPSEC(initialize_sas): |,

(key eng. nmsg.) INBOUND local=20.1.1.2, rempte= 20.1.1.1,
| ocal _proxy= 20.1.1.2/0.0.0.0/47/0 (type=1),
renote_proxy= 20.1.1.1/0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x1D25013E(488964414), conn_id= 2000, keysize= 0,

*Dec 28 21:18:14.767: IPSEC(initialize_sas): |,

(key eng. nsg.) OUTBOUND | ocal = 20.1.1.2, renote= 20.1.1.1,
| ocal _proxy= 20.1.1.2/0.0.0.0/47/0 (type=1),
renote_proxy= 20.1.1.1/0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = O0x92F52EF2(2465541874), conn_i d= 2001, keysize= 0, flags= 0xC

*Dec 28 21:18:14.767: |PSEC(add ntree): src 20.1.1.2, dest 20.1.1.1, dest_port O

flags= Ox4

*Dec 28 21:18:14.767: | PSEC(create_sa):
(sa) sa_dest= 20.1.1.2, sa_prot= 50,
sa_spi = 0x1D25013E(488964414),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2000
*Dec 28 21:18:14.767: |PSEC(create_sa): sa created,
(sa) sa_dest= 20.1.1.1, sa_prot= 50,
sa_spi = 0x92F52EF2(2465541874),
sa_trans= esp-des esp-sha-hmac ,

Informacidén Relacionada

sa created,

sa_conn_i d= 2001
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