ASA/PIX: Cliente del IPSec VPN que dirige
usando el servidor DHCP con el ejemplo de la
Configuraciéon de ASDM
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Introduccién

Este documento describe como configurar Cisco 5500 Series Adaptive Security Appliance (ASA)
para hacer que el servidor DHCP proporcione la direccion IP del cliente a todos los clientes VPN
que usan Adaptive Security Device Manager (ASDM) o la CLI. EI ASDM ofrece administracion de
seguridad de talla mundial y monitoreo a través de una Interfaz de administracion basada en la
Web intuitiva, facil de utilizar. Una vez que la configuracion de Cisco ASA es completa, puede ser
verificada usando el Cisco VPN Client.

Consulte el Ejemplo de Configuracion de Autenticacion PIX/ASA 7.x y Cisco VPN Client 4.x con
Windows 2003 IAS RADIUS (en comparacion con Active Directory) para instalar la conexiéon VPN
de acceso remoto entre Cisco VPN Client (4.x para Windows) y PIX 500 Series Security
Appliance 7.x. El usuario remoto de VPN Client se autentica contra el Active Directory usando un
servidor RADIUS de Internet Authentication Service de Microsoft Windows 2003 (IAS).

Consulte el Ejemplo de Configuracion de Autenticacion de PIX/ASA 7.x y al Cisco VPN Client 4.x
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para Cisco Secure ACS para configurar una conexion VPN de acceso remoto entre un Cisco VPN
Client (4.x para Windows) y el PIX 500 Series Security Appliance 7.x usando un Cisco Secure
Access Control Server (ACS version 3.2) para la autenticacidén ampliada (Xauth).

prerrequisitos

Requisitos

Este documento asume que el ASA esta completamente operativo y esta configurado para
permitir que el ASDM de Cisco o el CLI realice los cambios de configuracion.

Nota: Consulte Cémo Permitir el Acceso HTTPS para el ASDM o el PIX/ASA 7.x: SSH en el
Ejemplo de Configuracién de las Interfaces Interiores y Exteriores para permitir que el dispositivo
sea configurado remotamente por el ASDM o el Secure Shell (SSH).

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Cisco Adaptive Security Appliance Software Version 7.x y posterior

- Adaptive Security Device Manager Version 5.x y posterior

- Cisco VPN Client Version 4.x y posterior
La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si la red esta funcionando,
asegurese de haber comprendido el impacto que puede tener cualquier comando.

Productos Relacionados

Esta configuracion también se puede usar con Cisco PIX Security Appliance Version 7.x y
posterior.

Convenciones

Consulte Convenciones de Consejos TécnicosCisco para obtener mas informacién sobre las
convenciones del documento.

Antecedentes

Los VPN de accesos remotos dirigen el requisito del equipo de trabajo movil de conectar con
seguridad con la red de la organizacion. Los usuarios ambulantes pueden configurar una
conexion segura usando el software cliente VPN instalado en sus PC. El cliente VPN inicia una
conexion a un dispositivo del sitio central configurado para validar estas peticiones. En este
ejemplo, el dispositivo del sitio central es un dispositivo de seguridad adaptante de las 5500
Series ASA que utiliza las correspondencias cifradas dinamicas.

En administracion de direcciones del dispositivo de seguridad tenemos que configurar los IP
Addresses que conectan a un cliente con un recurso en la red privada, a través del tunel, y dejan


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008080f2d1.shtml
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

al cliente funcionar como si fuera conectado directamente con la red privada. Ademas, nos
estamos ocupando solamente de los IP Address privados que consiguen asignados a los clientes.
Los IP Addresses asignados a otros recursos en su red privada son parte de sus
responsabilidades de la Administracion de red, no Administracién de VPN de la parte de. Por lo
tanto, cuando los IP Addresses se discuten aqui, significamos esos IP Addresses disponibles en
su esquema de direccionamiento de la red privada que deje al cliente funcionar como un punto
final del tunel.

Configurar

En esta seccidn encontrara la informacién para configurar las funciones descritas en este
documento.

Nota: Use la Command Lookup Tool (clientes registrados solamente) para obtener mas
informacion sobre los comandos usados en esta seccion.

Diagrama de la red

En este documento, se utiliza esta configuracion de red:
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Nota: Los esquemas de direccionamiento IP usados en esta configuracion no son legalmente
enrutables en Internet. Son las direcciones RFC1918 que fueron utilizadas en un entorno de
laboratorio.

VPN de acceso remoto de la configuracion (IPSec)

Procedimiento del ASDM

Complete estos pasos para configurar el VPN de acceso remoto:

1. Elija la configuracién > el acceso del VPN de acceso remoto > de la red (cliente) > avanz6 >
IPSec > las politicas IKE > Add para crear una politica isakmp 2, como se
muestra.
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B Add IKE Policy

Priority: Authentication: | pre-share W

Encryplion: D-H Group: E W

Hash: Lifetinne: (O Unlimited
(&) | 86400 seconds

Dlg\ || Cancel ||

El Haga Click en OK y se aplica.

2. Elija la configuracién > el acceso del VPN de acceso remoto > de la red (cliente) > avanzé >
IPSec > IPSec transforman los conjuntos > Add para crear el ESP-DES-SHA transforman el
conjunto, como se

= Add Transform Set

Sek Mame: ESP-DES-5HA

Properties

Mode: () Tunnel () Transport

ESP Encrypkion: DES w

ESF Authentication: L

| | Cancel

muestra.
El Haga Click en OK y se aplica.

3. Elija la configuracién > el acceso del VPN de acceso remoto > de la red (cliente) > avanz6 >
IPSec > las correspondencias de criptografia > Add para crear una correspondencia de
criptografia con la directiva dinamica de la prioridad 1, como se
muestra.



B Create IPsec Rule

Transform Seks

Tunrel Policy (Crypto Map) - Basic | Tunnel Policy (Crypho Map) - Advanced | Traffic Selection

Interface: | outside v| Pollcy Type: dhnianic W Priarity: 1

Transform Sek to Be Added:

ESP-DES-MDS W h

ESP-DES-SHA

For Lab-to-LAN redurdancy, Tunnel pobicies
redundant pesrs,

Peer Settings - Optional for Dynamic Crypio Map Entries
The Connechion Type is applicable ko skatic tunnel policies onlby. Uni-directional connection bype policies are used

of the 'Criginate Orly" connection bype may specify up bo 10

| ok

][ Cancel H Help ]

El Haga Click en OK y se aplica.

4. Elija la configuracién > el acceso del VPN de acceso remoto > de la red (cliente) > avanz6 >

las directivas del grupo > las directiva
del grupo (por ejemplo GroupPloicy1)
muestra.

= Add Internal Group Policy

s del grupo de Add>Internal para crear una directiva
, COMo se

More Uptions

Find:

3 ' kame: GroupPoboy 1
- BErwers
+ - ddvanced Banrer: [#] Inherit

Address Pools: [«] Inherit

R4

@ @

| OM[ Cancel || Help |

El Haga Click en OK y se aplica.

5. Elija la configuracién > el acceso del VPN de acceso remoto > de la red (cliente) > avanzé >
las directivas del grupo > grupo Policies>Servers>> de Add>Internal para configurar el
alcance de DHCP para que los usuarios de cliente VPN sean asignados

dinamicamente.



i fdd Internal Group Policy

~-aaneral

[#--Advanced

Find:

NS Servers: Inherik

WINS Servers: [v] Inherit

More Options

DHOP Scope: [ |Inhert 197 168.5.0

¥y

Default Domain: [+] Inherit

@ e

| =

El Haga Click en OK y se aplica.Nota: La configuracion del alcance de DHCP es opcional.
Refiera a configurar el direccionamiento DHCP para mas informacion.

6. Elija la configuracién > el VPN de acceso remoto >AAA ponen > los usuarios locales > Add
para crear la cuenta de usuario (por ejemplo, nombre de usuario - cisco123 y contrasefa -
cisco123) para el acceso de cliente

VPN.

B Add User Account

:

+--4PH Policy

Usernama: cisool 23

Password; EEAAARNE

Confirm Passwaord: | s&xxxaxs

[ ] User authenbicated wsing MSCHAR

Access Restriction
Select one of the ophions below ko restrick ASDM, 55H, Telnet and Console access,

Moke: All users have network access, regardless of these settings.
{#) Full access{ASDM, S5H, Telnet and Console)

Priviege lavel is used with command sutharization.
Priviege Level: 2 w

i OLT login prompt for S5H, Telnet and consals (no AS0M access)
This setting is effective only iF A88 authenticabe console command & configured,
) Mo ASDM, 55H, Telnet or Console access

The=s setbing is effective only IF A48 suthenticate consoke command & configured,

@ @

| MR’J| Cancel || Hep |

)

7. Elija la configuracién > el acceso del VPN de acceso remoto > de la red (cliente) > conexién
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IPSec los perfiles > Add> para agregar a un grupo de tunel (por ejemplo, TunnelGroup1 y el
preshared cierran como cisco123), como se
muestra.
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Bajo lengueta basica elija al grupo de servidores como LOCAL para el campo de la
autenticacion de usuario.Elija Grouppolicy1 como la directiva del grupo para el campo de la
directiva del grupo predeterminado.Proporcione el IP Address del servidor DHCP en el
espacio proporcionado para los servidores

DHCP.



& Add IPsec Remote Access Connection Profile

| - | Name: Tunnedaroupl |
+-ddvanced
IKE Peer Authentication
Pre-shared Key: rreEEEAE |

Identity Certificate: | -- None -- w |

L=er Authentication

Server Group: LiiZAL A4 ||| Manage. ..

Fallback: e L4 erver Sraup Fails

Client Address Assigrment:

DHCP Servers: 192168101 |
Client Address Pools: | | Saleck.

Defaulk Group Policy

iaroup Policy: aroupPolicy 1 w |I| Manage. ..

{Following Fields are atbributed of the group policy selected above.)

Enable IPsec pratocal

[_] Enable L2TP over IPsec pratocal

Fird: | ﬂ ﬁ

T
i

Click OK.

8. Elija avanzado > cliente que dirige > y marque el checkbox del DHCP del uso para que el
servidor DHCP asigne la direccion IP a los clientes VPN.Nota: Aseegurese desmarcar las
casillas de verificacion para el servidor de autenticacion del uso y utilizar a la agrupacién de
direcciones.



% hidd IPsec Remote Access Connection Profile

X

- Basic Global Chent Address Assignment Palicy
—-Advanced This policy affects all Network {Chent) Access connections, The Following are tried in
Geners| order until an address is Found,
[ ] Use authentication server
AUthentacation
futhorization Llsa DHCP
fccounbing
& IPear [ ] Usa address poal
PPP
Interface=Specific Address Pools
% add ||
Interface Address Pools
Find: & [ ]
| ok || cancel || el
R

Configuracién para el ASDM 6.x

La misma Configuracion de ASDM trabaja muy bien con la version 6.x del ASDM, a excepcion de
algunas modificaciones menores en términos de trayectorias del ASDM. Las trayectorias del
ASDM a ciertos campos tenian una variacion de la version 6.2 y posterior del ASDM. Las
modificaciones junto con los trayectos existentes son mencionadas abajo. Aqui las imagenes
graficas no se asocian en los casos donde siguen siendo lo mismo para todas las versiones
importantes del ASDM.

1. La configuracion > el acceso del VPN de acceso remoto > de la red (cliente) > avanzaron >
IPSec > las politicas IKE > Add

2. La configuracion > el acceso del VPN de acceso remoto > de la red (cliente) > avanzaron >
IPSec > IPSec transforman los conjuntos > Add

3. La configuracién > el acceso del VPN de acceso remoto > de la red (cliente) > avanzaron >
IPSec > las correspondencias de criptografia > Add

4. Elija la configuracidon > el VPN de acceso remoto > las directivas del acceso > del grupo de
la red (cliente) > Add > los Internal group policyes (politica grupal interna)

5. Elija la configuracion > el VPN de acceso remoto > las directivas > los servidores del grupo
del >Internal de las directivas del acceso > del grupo de la red (cliente) > Add

6. Elija la configuracion > el VPN de acceso remoto >AAA ponen/los usuarios locales > los
usuarios locales > Add

7. La configuracion > el acceso del VPN de acceso remoto > de la red (cliente) > conexion
IPSec perfila > Add

8. Elija la configuracion > el VPN de acceso remoto > directiva del acceso > de la asignacion
de direccion > de la asignacion de la red
(cliente)



ess - Address Assignment > Assignment Policy.

For WPN address assignment, the Following options are tried in order, until an address is Found.

[T Use suthenticakion server

[+ Use DHCP

[ Lse Inkernal address pooks

Parameter onby appliss ko full-tunnel IPSsc snd S5L VPN disnts, and not Clisrtless 551 YPN,

Todas estas tres opciones se habilitan por abandono. Cisco ASA sigue la misma orden para
asignar los direccionamientos a los clientes VPN. Cuando usted desmarca las otras dos
opciones, Cisco ASA no verifica las opciones del servidor y de la agrupacién local aaa. Las
opciones habilitadas predeterminadas se pueden verificar por la demostracién funcionan con
todos | en VPN-agregue el comando. Esto es una salida de muestra para su referencia:

vpn- addr - assi gn aaa
vpn- addr - assi gn dhcp
vpn- addr - assi gn | ocal reuse-delay O

Para mas informacién sobre este comando, refiérase VPN-addr-asignan.

Configure ASA/PIX usando el CLI

Complete estos pasos para configurar al servidor DHCP para proporcionar la direccién IP a los
clientes VPN de la linea de comando. Consulte Configuracién de VPN de Acceso Remoto o

Referencias de Comandos de Cisco ASA 5500 Series Adaptive Security Appliance para obtener

mas informacion sobre cada uno de los comandos.

Configuracién que se esta ejecutando en el Dispositivo
ASA

ASA# sh run

ASA Version 8.0(2)

!

!--- Specify the hostname for the Security Appliance.
host nane ASA enabl e password 8Ry2Yj |yt 7TRRXU24 encrypted
nanes ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level O ip
address 192.168.1.1 255.255.255.0 ! interface

Et hernet 0/ 2 naneif DMZ security-level 50 ip address

192. 168. 10. 2 255. 255. 255. 0 !--- Output is suppressed.
passwd 2KFQhbNI dI . 2KYQU encrypt ed boot system

di sk0: / asa802- k8. bin ftp node passive access-list 101
extended permt ip 10.1.1.0 255.255.255.0 192.168.5.0
255. 255. 255. 0 pager lines 24 | oggi ng enabl e | oggi ng asdm
informational ntu inside 1500 ntu outside 1500 ntu dne
1500 no failover icnp unreachable rate-limt 1 burst-
size 1 !--- Specify the location of the ASDM image for
ASA to fetch the image for ASDM access. asdm i mage

di sk0: /asdm 613. bin no asdm hi story enable arp tineout
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14400 gl obal (outside) 1 192.168.1.5 nat (inside) O
access-list 101 nat (inside) 1 0.0.0.0 0.0.0.0 route
outside 0.0.0.0 0.0.0.0 192.168.1.2 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute

dynami c- access-policy-record DfltAccessPolicy http
server enable http 0.0.0.0 0.0.0.0 inside no snnp-server
| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup Iinkdown coldstart crypto

i psec transform set ESP-DES- SHA esp-des esp-sha-hnac
crypto dynami c-map outside_dyn_map 1 set transformset
ESP- DES- SHA crypto map outside_rmap 1 ipsec-isaknp
dynam ¢ outside_dyn_map !--- Specifies the interface to
be used with !--- the settings defined in this
configuration. crypto map outside_nap interface outside
!-—- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are
used. crypto isaknp enabl e outside crypto isakmp policy
2 authentication pre-share encryption des hash sha group
2 lifetine 86400 no crypto isaknp nat-traversal /---
Specifies that the IP address to the vpn clients are
assigned by the DHCP Server and now by AAA or the Local
pool.The CLI vpn-addr-assign dhcp for VPN address

assi gnment through DHCP Server is hidden in the CL

provi ded by show run command.

no vpn-addr-assign aaa
no vpn-addr-assign local

telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_nap
par anet er s
nmessage- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

!
service-policy global _policy globa




!
group-policy GoupPolicyl interna
group-policy GoupPolicyl attributes

!--- define the DHCP network scope in the group
policy.This configuration is Optional dhcp-network-scope
192.168.5.0

!--- In order to identify remote access users to the
Security Appliance, !--- you can also configure
usernames and passwords on the device. username ciscol23
password ffIRPGpDSOJhI9YLQ encrypted

!--- Create a new tunnel group and set the connection !-
-- type to remote-access. tunnel -group Tunnel G oupl type
renot e-access !--- Define the DHCP server address to the
tunnel group. tunnel -group Tunnel Groupl general -
attributes default-group-policy GoupPolicyl dhcp-server
192.168.10.1

!--- Enter the pre-shared-key to configure the
authentication method. tunnel -group Tunnel G oupl ipsec-
attributes pre-shared-key * pronpt hostnane context
Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASAH#

Configuracién de Cliente Cisco VPN

Intente conectarse con Cisco ASA usando el Cisco VPN Client para verificar que el ASA esté
configurado con éxito.

1. Seleccione el Start (Inicio) > Programs (Programas) > Cisco Systems VPN Client (VPN

Client de Cisco Systems) > al cliente VPN.
2. Tecleo nuevo iniciar la nueva ventana de entrada de la conexién VPN del

# status: Disconnected | VPN Client - Yersion 5.0.03.0530

Connection Entries  Sktatus  Certificates Log  Options  Help

'::"F{?E'.h"'\; T ;@ ..-'_ o ‘oﬁ"-"’.‘:’
8 |\ 3@ vu A

Connect F e {mport I'-1|:u:||f_lrl Celete

Connection Entries |Eertificates l Log l

Connection Entry Huozt

crear.
3. Complete la informacién de su nueva conexién.Ingrese el nombre del Entrada de conexion

junto con una descripcion. Ingrese el IP Address externo del ASA en el rectangulo del host.
Entonces ingrese el grupo de tunel VPN name(TunnelGroup1) y la contraseina (clave
previamente compartida - cisco123) como esta configurado en el ASA. Click



# VPN Client | Create New ¥PN Connection Entry

Connection Entr: (A58

i
cisco

Dezcription; |vprtunnel

Host {192.168.1.1

Authentication lTranspDrt Backup Servers 1 Dial-Up i

o Group Authentication 7 Mutual Group Authentication

Marme: TunnelGroupl

HEHEEEER

Fassword:

:-c:-::-::-c:-::-::-c)1

Canfirm Password:

" Certificate Authentication

Hame:;
[T Send Cé Cettficate Chain

Erase Lzer Fassword 1 Cancel

Save.
4. Haga clic en la conexién que usted quiere utilizar y el tecleo conecta de la ventana principal

del cliente

VPN.

# status: Connected | YPM Client - Yersion 5.0.03.0530

Connection Entries  Status Certificates Log Options Hel

5| B M X il

Connect few It Moty Dielete CISCD
Cormection Entiies | Cestéicates | Log |

Connechon Entny

19216811 IPSec/UDP

D

Kot conmected. Connected Time: O daw(s), 00:01, 13 B 2

5. Cuando se le pregunte, ingrese el nombre de usuario: cisco123 y contrasefia: cisco123
como esta configurado en el ASA arriba para el Xauth, y AUTORIZACION del tecleo a



conectar con la red

@ YPN Client | User Authentication for "ASA"

The zerver has requested the following mformation to complete the user
authentication,

ol | L | 1, Hezemname: |cizcol23

cisco Pazzward: ’”””””””1
E. Cancel |
remota.
6. El cliente VPN esta conectado con el ASA en el sitio
central.

# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Status  Certificates Log  Options  Help

o ﬁ ‘\@ o LY. I1ail

.E}_ﬁ =1 . ‘,-__-{'] chfhelfiy
Dmconnect Hew grl Madiy Delete CISsCO
Conrechon Enbies | Cerlificates i Laog |

Correcton Entp ¢ ' Haost Transpoit

192.168.1.1 IPSec/UDP

~ Connected Time: 0 dayis), 00:01.18  w|

7. Una vez que la conexion se establece con éxito, seleccione las estadisticas del menu Status
(Estado) para verificar los detalles del
tunel.

# status: Connected | YPN Client - ¥Yersion 5.0.03.0530

.F Stabestics, .. E
=3 Notificabions...  Chrl+N ~>}~ etliat]is

Disconnect [ - : Delete CISCO
Correction Entries RESe! Jtats

Cemmecton Entry Hazt Tranzport
- ASh 19216811 IPSec/UDP

Connected ko “ASA",

~ Comnected Time: 0 day(s), 00:00.16 ¥




Verificacion

Comandos show

Utilice esta seccion para confirmar sus trabajos de la configuracidn correctamente.

La herramienta Output Interpreter Tool (clientes registrados solamente) (OIT) soporta ciertos

comandos show. Utilice la OIT para ver un analisis del resultado del comando show.

- show crypto isakmp sa: muestra todas las asociaciones actuales de seguridad IKE (SA) de un
par.
- muestre IPSec crypto sa — Muestra las configuraciones usadas por los SA actuales.

ASA #show crypto ipsec sa
interface: outside

Crypto map tag: dynmap,

seq num 10, local addr: 192.168.1.1

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port):
current _peer: 192.168. 1. 2,
dynamic allocated peer ip:

#pkts encaps: 55, #pkts encrypt:
#pkts decaps: 55, #pkts decrypt:

(192. 168. 5. 1/ 255. 255. 255. 255/ 0/ 0)

usernanme: ciscol23
192.168.5.1

55, #pkts digest: 55
55, #pkts verify: 55

#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conmp failed: 0, #pkts deconp failed: O
0, #pre-frag failures: 0, #fragnents created: O

#pre-frag successes:

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0

#send errors: 0, #recv errors:

l ocal crypto endpt.:

192.168.1.1, renote crypto endpt.: 192.168.1.2

path mu 1500, ipsec overhead 58, nedia mu 1500
. C2C25E2B

current outbound sp

i nbound esp sas:
spi: Ox69F8C639 (1777911353)
transform esp-des esp-nd5- hmac none

in use settings ={RA, Tunnel
slot: 0, conn_id: 40960

}

crypto-map: dynmap

sa timng: remaining key lifetime (sec): 28337

IV size: 8 bytes

replay detection support: Y
out bound esp sas:
spi: OxC2C25E2B (3267517995)

transform esp-des esp-nd5- hmac none

in use settings ={RA, Tunnel
slot: 0, conn_id: 40960

}

crypto-map: dynmap

sa timng: remaining key lifetime (sec): 28337

IV size: 8 bytes

replay detection support: Y

ASA #show crypto isakmp sa

Active SAI 1
Rekey SA: 0 (A tunnel

Tot al

I KE SA: 1

wil |

report

1 Active and 1 Rekey SA during rekey)
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1 | KE Peer: 192.168.1.2

Type 1 ouser Rol e : responder
Rekey 1 no State : AM_ACTI VE
Troubleshooting

En esta seccidon encontrara informacién que puede utilizar para solucionar problemas de
configuracion. También se muestra un ejemplo de salida del debug .

Nota: Para mas informacion sobre el IPSec VPN del Acceso Remoto del troubleshooting refiera la
mavyoria del IPSec VPN comun L2L y del Acceso Remoto que resuelve problemas las soluciones

Borre las asociaciones de sequridad

Cuando usted resuelve problemas, aseegurese borrar las asociaciones de seguridad existentes
después de que usted realice un cambio. En el modo privilegiado del PIX, utilice estos comandos:

- clear [crypto] ipsec sa — Borra el IPSec activo SA. La palabra clave crypto es opcional.
- clear [crypto] isakmp sa — Borra el IKE activo SA. La palabra clave crypto es opcional.

Comandos para resolucién de problemas

La herramienta Output Interpreter Tool (clientes registrados solamente) (OIT) soporta ciertos
comandos show. Utilice la OIT para ver un analisis del resultado del comando show.

Nota: Consulte Informacién Importante sobre Comandos de Debug antes de usar un comando
debug.

- debug crypto ipsec 7 — Muestra negociaciones IPsec de la Fase 2.
- debug crypto isakmp 7 — Muestra negociaciones ISAKMP de la Fase 1.

Ejemplo de resultado del comando debug

. ASA 8.0
. Cliente VPN 5.0 para Windows

ASA 8.0

ASA#debug crypto isakmp 7

Jan 22 22:21:24 [IKEv1]: IP = 192.168. 1.2, |KE _DECODE RECEI VED Message

(msgi d=0) with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le
ngth : 856

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, processing | SA KE payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing nonce payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, processing |D payl oad

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, Received xauth V6 VID

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, Received DPD VID


//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

Jan 22 22:21: 24
Jan 22 22:21: 24
Jan 22 22:21: 24
tion capability
Jan 22 22:21: 24
Jan 22 22:21: 24
1D

Jan 22 22:21: 24
Jan 22 22:21: 24
Jan 22 22:21: 24
nel G oupl

[ KEv1
[ KEv1
[ KEv1
flags:
[ KEv1
[ KEv1

[ 1 KEv1
[ 1 KEv1

[ 1 KEv1]:

DEBUG : IP
DEBUG : IP
DEBUG : IP
Mai n Mode:
DEBUG : IP
DEBUG : IP
DEBUG : IP
DEBUG : IP

I P = 192.

= 192.
= 192.
= 192.

= 192.
= 192.

= 192.
= 192.

168. 1

Jan 22 22:21:24 [IKEvl DEBUG : G oup =

g | KE SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =

oposal # 1, Transform# 13 acceptable
Jan 22 22:21:24 [IKEvl DEBUG : G oup =
ing | SAKMP SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
ing ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
i ng nonce payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
g keys for Responder. ..

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
ing I D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
i ng hash payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
hash for | SAKMP

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
ing Cisco Unity VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
ing xauth V6 VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
ing dpd vid payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =
ing Fragmentation VID + extended capabi
Jan 22 22:21:24 [IKEvl DEBUG : G oup =
ing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup =

ga/ C sco VPN3000/ Ci sco ASA GW VI D

Jan 22 22:21:24 [IKEv1]:

wi th payl oads :

ngth : 368

Jan 22 22:21:24 [ KEv]]:

with payl oads :
(0) total length :
Jan 22 22:21:24 [IKEvl
g hash payl oad
Jan 22 22:21:24 [IKEvl
hash for | SAKMP
Jan 22 22:21:24 [IKEvl
g notify payl oad
Jan 22 22:21:24 [IKEvl
g VI D payl oad
Jan 22 22:21:24 [IKEvl
g |1 OGS/ Pl X Vendor

g VI D payl oad

Jan 22 22:21:24 [I KEvl DEBUG : G oup
Cisco Unity client VID
Jan 22 22:21:24 [IKEvl DEBUG : G oup =

ing blank hash payl oad

IP = 192.168. 1. 2,
HDR + SA (1) + KE (4) + NONCE (10) + ID (5) +
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total

IP = 192.168.1. 2,

DEBUG : G oup =
DEBUG : G oup =
DEBUG : G oup =
DEBUG : G oup =
DEBUG : G oup =

I D payl oad (version: 1
Jan 22 22:21:24 [I KEvl DEBUG : G oup

True

Fal se

1.

N

168. 1.2, processing VID payl oad
168. 1.2, Received Cisco Unity client VID

2,

. 2,

168. 1.2, processing VID payl oad
168. 1. 2, Received Fragnmentation VID
168. 1. 2,

| KE Peer included | KE fragnenta
Aggr essi ve Mode:
168. 1.2, processing VID payl oad
168. 1. 2, Recei ved NAT-Traver sal

ver 02 V

processin
| KE SA Pr
construct
construct
construct
Generatin
construct
construct
Conput i ng
construct
construct
construct
construct
construct

Send Alti

.2, Connection | anded on tunnel _group Tun
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Mat ches gl obal I KE entry #
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.
lities payl oad

Tunnel Groupl, |P = 192.168.
Tunnel Groupl, |P = 192.168.

| KE_DECODE SENDI NG

Message (msgi d=0)
HASH (8) + VENDOR

Tunnel Groupl, IP = 192.168.1. 2,
Tunnel Groupl, IP = 192.168.1. 2,
Tunnel Groupl, IP = 192.168.1. 2,
Tunnel Groupl, IP = 192.168.1. 2,
Tunnel Groupl, IP = 192.168.1. 2,
.0.0, capabilities: 00000408)

Tunnel Groupl, IP = 192.168.1. 2,
Tunnel Groupl, IP = 192.168.1. 2,
Tunnel Groupl, IP = 192.168.1. 2,

le

| KE_DECODE RECEI VED Message (nsgi d=0)
HDR + HASH (8) + NOTIFY (11) + VENDOR (13) + VENDOR (13) + NONE
116

processin
Conput i ng
processin
processin
Processin
processin
Recei ved

construct



Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing gm hash payl oad

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, | KE _DECODE SENDI NG Message (mnmsgi d=e8a
1816d) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 68
Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE _DECODE RECEl VED Message (nsgi d=e8
al8led) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 84
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, process_a
ttr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, IP
g MODE_CFG Reply attributes.

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, |KEGetUserAttributes: primary DNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: secondary DNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: primary WNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: secondary WNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: |IP Conpression = disabled

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: Split Tunneling Policy = Disabled

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: Browser Proxy Setting = no-nodify

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: Browser Proxy Bypass Local = disable

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Username = ciscol23, |P = 192.168
.1.2, User (ciscol23) authenticated.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=143
60de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 60
Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, |KE DECODE RECEl VED Message (nsgi d=14
360de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 56
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Processing cfg ACK attri butes

Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, | KE DECODE RECEl VED Message (nsgi d=26
63aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 193
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Processing cfg Request attributes

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for |PV4 address

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for |PV4 net nask!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for DNS server address

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for WNS server address

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received unsupported transaction node attribute: 5

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Banner!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Save PWsetting

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Default Donmain Nane

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Split Tunnel List

192. 168. 1.2, Processin

ciscol23, IP=1



Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Split DNS!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for PFS setting!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Client Browser Proxy Setting!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for backup ip-sec peer list!

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
. 1.2, Received unknown transaction node attri bute: 28684

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Application Version!

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, dient Type: WnNT Cient Application Version: 5.0.03.0530

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for FWYPE!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for DHCP hostname for DDNS is: Wrel essl12
3!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, |IP
92.168.1.2, MODE_CFG Received request for UDP Port!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, (btained IP addr (192.168.5.1) prior to initiating Mbde Cfg (XAuth e
nabl ed)

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Username = ciscol23, |P = 192.168
.1.2, Assigned private |P address 192.168.5.1 to renmote user

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel G oupl, Usernane = ciscol23, |IP
92.168.1.2, Send Cient Browser Proxy Attributes!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Browser Proxy set to No-Mdify. Browser Proxy data will NOT be inclu
ded in the node-cfg reply

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=266
3aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 158
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Delay Qick Mdde processing, Cert/Trans Exch/RM DSID i n progress

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, Resune Quick Mdde processing, Cert/Trans Exch/ RM DSI D conpl et ed

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel G oupl, Username = ciscol23, |P = 192.168
.1.2, PHASE 1 COMPLETED

Jan 22 22:21:31 [IKEv1l]: IP = 192.168.1.2, Keep-alive type for this connection:

DPD

1
l_\

1
l_\

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Starting P1 rekey timer: 950 seconds.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, sending notify nessage

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=f 44

35669) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 84

Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, |KE DECODE RECEl VED Message (nsgi d=54

1f 8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NONE (0) total length : 1022

Jan 22 22:21:31 [I KEvl DEBUG : G oup

92.168. 1.2, processing hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168. 1.2, processing SA payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1

92.168. 1.2, processing nonce payl oad

1

Tunnel Groupl, Username = ciscol23, |IP



Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, processing |ID payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received renote Proxy Host data in |ID Payl oad: Address 192.168.5.1, Proto
col 0, Port O

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, processing |ID payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Usernane ciscol23, IP = 192.168
.1.2, Received local |IP Proxy Subnet data in |ID Payl oad: Address 0.0.0.0, Msk
0.0.0.0, Protocol 0, Port O

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Usernane
.1.2, QM IsRekeyed old sa not found by addr

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Usernane
.1.2, IKE Renote Peer configured for crypto map: dynmap
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing | PSec SA payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IPSec SA Proposal # 14, Transform# 1 acceptable Matches gl obal |IPS
ec SAentry # 10

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, IKE requesting SPI!

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, IKE got SPI from key engine: SPI = 0x31de01d8

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, oakley constucting qui ck node

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, constructing | PSec SA payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Overriding Initiator's |IPSec rekeying duration from 2147483 to 28800 secon
ds

ciscol23, IP = 192.168

ciscol23, IP = 192.168

ciscol23, IP =1

ciscol23, IP =1

ciscol23, IP =1

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing | PSec nonce payl oad
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing proxy ID
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Transnmitting Proxy Id:

Renmot e host: 192.168.5.1 Protocol O Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port O
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, Sending RESPONDER LI FETI ME notification to Initiator
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=541
f8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NOTI FY (11) + NONE (0) total length : 176

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE _DECODE RECEl VED Message (nsgi d=54
1f 8e43) with payloads : HDR + HASH (8) + NONE (0) total length : 48

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, loading all |PSEC SAs

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Cenerating Quick Mdde Key!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, Cenerating Quick Mdde Key!

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Security negotiation conplete for User (ciscol23) Responder, |nbound SPI
= 0x31de01d8, Qutbound SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |IKE got a KEY_ADD nsg for SA: SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, Pitcher: received KEY_UPDATE, spi 0x31de01d8



Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Starting P2 rekey timer: 27360 seconds.

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Usernane
.1.2, Adding static route for client address: 192.168.5.
Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Usernane
.1.2, PHASE 2 COMPLETED (nsgi d=541f 8e43)

Jan 22 22:21:41 [IKEv1]: |IP = 192.168. 1.2, |KE _DECODE RECEl VED Message (nsgi d=78
f7d3ae) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (O) total length : 8
0

ciscol23, IP = 192.168

n =

ciscol23, IP = 192.168

ASA#debug crypto ipsec 7

!--- Deletes the old SAs. ASA# | PSEC. Del eted inbound decrypt rule, SPI O0x7F3C985A Rule |D:
0xD5567DB0 | PSEC: Del eted inbound permit rule, SPI Ox7F3C985A Rule | D: OxDAEF1DFO | PSEC: Del et ed
i nbound tunnel flow rule, SPI Ox7F3C985A Rule |ID: OxD556AF60 | PSEC: Del eted i nbound VPN cont ext,
SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Del et ed out bound encrypt rule, SPI O0xC921E280 Rul e
I D: OxD517EE30 | PSEC. Del eted outbound permit rule, SPI OxC921E280 Rule |ID: 0xD5123250 | PSEC:
Del et ed out bound VPN context, SPI O0xC921E280 VPN handl e: 0x00040AB4 !--- Creates new SAs. ASA#
| PSEC. New enbryoni c SA created @ O0xD4EF2390, SCB: OxD4EF22CO, Direction: inbound SPI
Ox7F3C985A Session | D: 0x0000FO00 VPIF num: 0x00000002 Tunnel type: ra Protocol : esp Lifetinme
240 seconds | PSEC. New enbryonic SA created @O0xD556B118, SCB: 0xD556B048, Direction: outbound
SPI : 0xC921E280 Session |D: 0x0000FO00 VPIF num : 0x00000002 Tunnel type: ra Protocol : esp
Lifetime : 240 seconds | PSEC. Conpl eted host OBSA update, SPI 0xC921E280 | PSEC. Creating
out bound VPN context, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : OxC921E280 MrU :
1500 bytes VCID : 0x00000000 Peer : 0x00000000 SCB : 0x0133B741 Channel: OxD4160FA8 | PSEC:
Conpl et ed out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. New out bound
encrypt rule, SPI 0xC921E280 Src addr: 0.0.0.0 Src mask: 0.0.0.0 Dst addr: 192.168.5.1 Dst nask:
255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore
Protocol: O Use protocol: false SPI: 0x00000000 Use SPI: false | PSEC. Conpl et ed out bound encrypt
rule, SPI 0xC921E280 Rule ID: OxD517EE30 | PSEC. New out bound permt rule, SPI O0xC921E280 Src
addr: 192.168.1.1 Src mask: 255.255.255.255 Dst addr: 192.168.1.2 Dst nmask: 255.255.255.255 Src
ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use
protocol: true SPI: OxC921E280 Use SPI: true | PSEC. Conpl eted outbound pernmit rule, SPI
OxC921E280 Rul e ID: 0xD5123250 | PSEC. Conpl eted host | BSA update, SPI 0x7F3C985A | PSEC. Creating
i nbound VPN context, SPI 0x7F3C985A Fl ags: 0x00000006 SA : OxD4EF2390 SPI : Ox7F3C985A MIU : 0
bytes VCI D : 0x00000000 Peer : 0x00040AB4 SCB : 0x0132B2C3 Channel: 0xD4160FA8 | PSEC. Conpl et ed
i nbound VPN context, SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Updati ng out bound VPN cont ext
0x00040AB4, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : O0xC921E280 MIU : 1500 bytes
VCI D : 0x00000000 Peer : 0x0004678C SCB : 0x0133B741 Channel: 0OxD4160FA8 | PSEC. Conpl eted
out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. Conpl et ed out bound i nner
rule, SPI O0xC921E280 Rule ID: OxD517EE30 | PSEC. Conpl eted out bound outer SPD rule, SPI
0xC921E280 Rule I D: 0xD5123250 | PSEC. New i nbound tunnel flow rule, SPI 0x7F3C985A Src addr:
192.168.5.1 Src mask: 255.255.255. 255 Dst addr: 0.0.0.0 Dst nask: 0.0.0.0 Src ports Upper: O
Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 0O Use protocol: false
SPI: 0x00000000 Use SPI: false | PSEC. Conpl eted inbound tunnel flow rule, SPI 0x7F3C985A Rul e
I D: OxD556AF60 | PSEC: New i nbound decrypt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src nask:
255. 255. 255. 255 Dst addr: 192.168.1.1 Dst nmask: 255.255.255.255 Src ports Upper: O Lower: 0 Op :
ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A
Use SPI: true | PSEC. Conpl eted inbound decrypt rule, SPI Ox7F3C985A Rule | D: 0xD5567DB0 | PSEC:
New i nbound permt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src mask: 255.255.255. 255 Dst
addr: 192.168.1.1 Dst mask: 255.255.255.255 Src ports Upper: O Lower: O Op : ignore Dst ports
Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A Use SPI: true
| PSEC. Conpl eted inbound permt rule, SPI Ox7F3C985A Rule I D: OxD4EF1DFO

Cliente VPN 5.0 para Windows

Seleccione el registro > las configuraciones de registro para habilitar los niveles del registro en el
cliente VPN.



# VPN Client | Log Settings X

Changing logging levels will take effect immediately and will cause the current log
winidow to be cleared.

fasE 2 - Medium [ LOG.IKE ]

Connection Manager: | 1 - Low v [LOG.CM ]
Craemon [cvpnd]: | 1 - Low _:j [ LOG.CYEMD ]
Uszer Authentication: | 2-Medium = [LOGAAUTH |

Certificatez: | 1-Low | [LOG.CERT ]

IPsec: | 2-Medum = [LOGIFSEC]

Command Line: | 1 - Low _:j [ LOG.CLI ]

GUE | 1-Low = [LOG.GUI]
FPF: | 1-Low = [LOG.FPF ]
Firewall: | 1 - Low x| [LOGFIREWALL ]

H} 4 Cancel

‘Connected Time: O daw(s), 00:02,37

Seleccione el registro > la ventana del registro para ver las entradas de registro en el cliente VPN.



# YPN Client | Log Window

Cizco Systernz WPM Clent Verzion 5.0.03.0530 -
Copynight [C] 1993-2007 Cizco Spstems, Inc. All Rightz Reserved.

Client Typels]: Windows, WinMT

Running on: 5.1.2600 Service Pack 2

1 123357906 01/23/09 Sev=Info/41KE AQxE3000001
IEE received zsignal to terminate WP connection

2 123357906 01/23/09 Sev=Info/41KE /0630000713
SEMDIMG = |SAKMP DAK INFO *[HASH, DEL] to 192.168.1.1

3 1233657906 01/23/09 Sev=Info/41KE QxE3000049
Dizcarding [Pzec 54 negotiation, MaglD=9CE18452

4 123358031 01/23/09 Sev=Info/d1KE AQxE3000017
Marking [E S& for deletion [|_Cookie=017ATBEFAA4BECT 2
R_Cookie=0418652E E04E3C00] reazon = DEL_REASOM_RESET_SADE

5 123358031 M/A23/09 Sev=Info/dIKE AxES000073
SENDING = |SAKMP DAE INFO *[HASH, DEL] to 192.168.1.1

B 123400500 01/23/09 Sev=Info/41KE AOxE3000046
Dizcarding [KE 5S4 negatiation [|_Cookie=01741BEFAA4BECT 2
F_Cookie=0418652E 60463C00] reazon = DEL_REASOM_RESET_SaADE

7123400546 01/23/09 Sev=Info/4IPSEC/DxE3700013
Delete intermal key with SP1=02b5ecics

g 123400546 01/23/09 Sev=Info/4IPSEC/DxE370000C
K.ey deleted by SPI 0x2bhecicd

3 123400546 01/23/09 Sev=Info/4IPSEC/02B3700073 j

- Rl o T B e B T B el e Tl e

Save

Log Settings | Clear . | Cloze
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