Configuracion de la condicion de VPN de Linux
con ISE 3.3
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Introduccion

Este documento describe como configurar el estado de la VPN Linux con Identity Services Engine
(ISE) y Firepower Threat Defence (FTD).

Prerequisites

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

 Cliente seguro de Cisco
* VPN de acceso remoto en Firepower Threat Defence (FTD)
+ Identity Services Engine (ISE)

Componentes Utilizados

La informacion que contiene este documento se basa en estas versiones de software:

* Ubuntu 22,04
» Cisco Secure Client 5.1.3.62

+ Cisco Firepower Threat Defense (FTD) 7.4.1
+ Cisco Firepower Management Center (FMC) 7.4.1
+ Cisco ldentity Services Engine (ISE) 3.3



La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.
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Configuraciones en FMC/FTD

Paso 1. La conectividad entre el cliente, FTD, FMC e ISE se ha configurado correctamente. Como
enroll.cisco.com se utiliza para los terminales que hacen sondeos para redireccion (consulte los
documentos de CCO sobre el flujo de postura_Comparacion del estilo de postura ISE para
versiones anteriores y posteriores a la 2.2 para obtener mas informacion). Asegurese de que la
ruta para el trafico a enroll.cisco.com en FTD esté configurada correctamente.

Paso 2. Descargue el nombre del paquete cisco-secure-client-linux64-5.1.3.62-webdepl oy-k9.pkg de Descarga de Software
de Cisco y asegurese de que €l archivo sea bueno después de la descarga confirmando que la suma de comprobacion md5 del archivo descargado

es lamisma que la pagina de Descarga de Software de Cisco.

Paso 3. Desplacese hasta Objects > Object Management > VPN > Secure Client File. Haga clic en Add Secure Client File, proporcione el
nombre, navegue File Name para seleccionar cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg, seleccione Secure Client Image en lalista

desplegableFile Type. A continuacion, hagaclic en Save.


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://software.cisco.com/download/home
https://software.cisco.com/download/home
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Paso 4. Desplécese hasta Objects > Object Management > Network.

Paso 4.1. Cree un objeto para el servidor DNS. Haga clic en Add Object, indique el nombrey ladireccion P de DNS disponible. Hagaclic en
Save.
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Nota: El servidor DNS configurado aqui se debe utilizar para los usuarios de VPN.

Paso 4.2. Cree un objeto para | SE PSN. Hagaclic en Add Object, introduzca el nombrey la direccion IP PSN de | SE disponible. Hagaclic en
Save.
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Paso 5. Desplécese hasta Objects > Object Management > VPN > Group Policy. Haga clic en Add Group Policy. Haga clic en DNS/WINS,
seleccione el objeto del servidor DNS en Primary DNS Server. A continuacion, hagaclic en Save.
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Nota: asegurese de que el servidor DNS utilizado en la politica de grupo VPN puede resolver el FQDN y enroll.cisco.com del portal
de aprovisionamiento de clientes de | SE.

Paso 6. Desplacese hasta Objects > Object Management > Access List > Extended. Haga clic en Add Extended Access List.

Paso 6.1. Proporcione el nombre dela ACL de redireccién. Este nombre debe ser el mismo que en el perfil de autorizacion de ISE. Hagaclic en
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Paso 6.2. Bloquee €l tréfico DNS, €l tréfico aladireccion IP PSN de I SE y los servidores de correccidn para excluirlos de la redireccién.

Permitir el resto del tréfico. Esto activalaredireccion. Hagaclic en Save.
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Paso 7. Desplacese hasta Objects > Object Management > RADIUS Server Group. Hagaclic en Add RADIUS Server Group.

FrrewaIIManlg‘igEmEntCemEI' Owerdiew Analysis Palicies Devicos Integration Deploy O @ -
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RADIUS Server Group objects contain one of more references to RADIUS Servers. These AAA servers are used to authenticate users logging in through Remote Access VPN connections.

FMC_Add_New_Radius_Server_Group

Paso 7.1. Proporcione el nombre, la comprobacién Enable authorize only, la comprobacién Enable interim account update, la comprobacién

Enable dynamic authorization.
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Paso 7.2. Hagaclic en €l Plusicono para agregar un nuevo servidor RADIUS. Proporcione el I1SE PSN |P Address/Hostname, Key. Seleccione
el specific interface para conectarse. Seleccione el Redirect ACL. A continuacién, haga clic Savepara guardar € nuevo servidor RADIUS. A

continuacion, haga clic Save de nuevo para guardar el nuevo grupo de servidores RADIUS.
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Paso 8. Desplacese hasta Objects > Object Management > Address Pools > |Pv4 Pools. Hagaclic en Add IPv4 Poolsy proporcione el Name,
IPv4 Address Rangey Mask. A continuacion, haga clic en Save.
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Paso 9. Desplécese hasta Certificate Objects > Object Management > PK1 > Cert Enrollment. Haga clic en Add Cert Enrollment, proporcione un
nombre y seleccione Self Signed Certificateen Enrollment Type. Haga clic en la Certificate Parameters fichay proporcione Common Namey

Country Code. A continuacion, hagaclic en Save.
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Paso 10. Despléacese hasta Devices > Certificates. Haga clic en Add, seleccione el nombre de FTD en Device, seleccione lainscripcion

configurada anterior en Cert Enrollment. Haga clic en Add.
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Paso 11. Desplécese hasta Devices > VPN > Remote Access. Haga clic en Add.

Paso 11.1. Proporcione el nombrey afiada el FTD a Selected Devices. Hagaclic en Next.
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Paso 11.2. Seleccione el grupo de servidores RADIUS configurado anteriormente en la Authentication Server, Authorization Server, Accounting

Server. Desplacese hacia abajo en la pagina.
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Paso 11.3. Seleccione el nombre de conjunto configurado anteriormente en |Pv4 Address Pools. Seleccione la politica de grupo configurada

anteriormente en Group Policy. Haga clic en Next.
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Paso 11.4. Marque la casillade laimagen de Linux. Haga clic en Next.
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Paso 11.5. Seleccione lainterfaz de lainterfaz VVPN. Seleccione lainscripcion de certificados que seinscribié en el FTD en el paso 9. Hagaclic

en Next.
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Paso 11.6. Confirme lainformacion relacionada en la pagina de resumen. Si todo esta bien, haga clic en Finish. Si necesita modificar algo, haga
clic en Back.
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Paso 12. Implemente la nueva configuracion en FTD para completar la configuracion de VPN de acceso remato.
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Configuraciones en |SE

Paso 13. Desplécese hasta Work Centers > Posture > Network Devices. Haga clic en Add.
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Paso 13.1. Proporcione el Name, |P Addressy despléacese hacia abajo por la pagina.
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Paso 13.2. Marque la casilla de verificacion de RADIUS Authentication Settings. Proporcione el Shared Secret. Haga clic en Submit.
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Paso 14. Descargue el nombre del paquete cisco-secure-client-linux64-4.3.3139.0-i secompliance-webdepl oy-k9.pkg de Descarga de Software de

Cisco y asegurese de que €l archivo sea bueno confirmando que la suma de comprobacién md5 del archivo descargado es la misma que la pagina


https://software.cisco.com/download/home
https://software.cisco.com/download/home

de Descarga de Software de Cisco. El nombre del paquete cisco-secure-client-linux64-5.1.3.62-webdepl oy-k9.pkg se ha descargado

correctamente en €l paso 1.

Paso 15. Desplacese hasta Work Centers > Posture > Client Provisioning > Resources. Haga clic en Add. Seleccione Agent resources from local

disk.

: ldentity Services Engine

Work Centers / Posture

| | Overview Network Devices
=
- Client Provisioning Palicy

M | Resources
o

Client Provisioning Portal

Al

ISE_Upload_Resource

Client Provisioning

Policy Elements Posture Policy

Resources

- Ageni resources from Cisco site

Agem resources from local disk I

. Mathvie Supplicant Prefile
s Agent Configuratian

M Agent Pesture Profile

| AMP Enatiler Profile .

.} CiseoSecureClient Desktoplinux 5.1.3.062

O ci

eClientCi oduleWindows £.3.4015.8192

lientCe oduleLinux 4.3.3139.0

O CiscoAgentlessWindows 5.0.03061
O CiscofgentlessOSX 5.0.03061
.

CiscoTemporalAgentWindows 5.0.03061

CiscoTemporalAgentQSX 5.0.03061

Policy Sets Troubleshoot

Type w
WinSPWizard

Natlve Supplicant Pro...
Native Supplicant Pro...
MacOsXSPWizard
CiscoSecureClientDe...
CiscoSecureClientDe...
CiscoSecureClientCo...
CiscoSecureClientGa...
CiscoAgentlessWind...
CiscoAgantlessOSX
CiscoTemporalAgent...

CiscoTemporalAgent...

Reports

Version

3.2.01

Mot Applic...

Not Applic...

2.7.01

5.1.3.62

5.1.3.62

4.3.4015....

4.3.3139.0

5.0.3061.0

5.0.3061.0

5.0.3061.0

5.0.3061.0

Settings

Selected 0 Total 16

Last Update Description

2023/07/04 06:54:02  Supplicant Pro®

2018/10/07 04:01:12 Pre-configurec
2023/07/04 07:55:16  Pre-configurec
2023/07/04 06:54:02 Supplicant Proe
2024/05/08 10:20:06  Cisco Secure (
2024/05/08 10:31:28 Ciseo Securd {
2024/05/08 10:26:57 Ciseo Secure

2024/05/08 10:34:00  Gisco Secure

2023/07/04 06:54:10  With CM: 4.3.3
2023/07/04 08:54:14  With CM: 4.3.3
2023/07/04 06:54:03  With CM: 4.3.3
2023/07/04 06:54:07  With CM: 4.3.3

Paso 15.1. Seleccione Cisco Provided Package. Haga clic Choose File para cargar cisco-secure-client-linux64-5.1.3.62-webdepl oy-k9.pkg. Haga

clic en Submit.
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= Glient Provisioning Policy

Resources

1z Context Visibility

i Agent Rasowces From Local Disk

Agent Resources From Local Disk

%, Oparations
1} Folicy
X, Administration

Al Werk Centers

7 Interactive Help

Category

| Cisco Prowided Packge w

[ Choose Fie

cocura-_oplay-ks ,_.r.-l

w~ Agent Uploaded Resources

Name

Type

pskbopli., O

Version

Description

5.1.3.62




Nota: Repita el paso 14 para cargar cisco-secure-client-linux64-4.3.3139.0-isecompliance-webdepl oy-k9.pkg .

Paso 16. Desplacese hasta Work Centers > Posture > Client Provisioning > Resources. Haga clic en Add. Seleccione Agent Posture Profile.



ldentity Services Engine Work Centers / Posture

] Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Clini Provisioning Policy

P | =S Resources

Clignt Provisioning Portal

.\ Selected 0 Total 16
4 Add
2 o Agent resources from Glsco sie i Escaion Lastbipaata DascHviion
Agent resources from local digk oSecureClientDe... 5.1.3.62 2024/05/08 10:31:28  Cisco Secure Client for Ii...
al
Natiwe Supplicant Profile ve Supplicant Pro... Net Applic... 2016/10/07 04:01:12 Pre-configured Native S...
O Agent Configuration oSecureClientCo... 4.3.3139.0  2024/05/08 10:34:00  Cisco Secure Client Linu...

2 O ntPrafile Not Appllc... 2024/05/08 10:37:17

ot Prafia
AAMBERI ST RS mProfile Not Applic... 2024/05/16 15:15:49

ISE_Add_Agent_Posture Profile

Paso 16.1. Proporcione el Name, Server name rules y mantenga €l resto como predeterminado. Haga clic en Save.
Nombre: linux_agent_profile

Reglas de nombre de servidor: *.example.com

* Identity Services Engine Waork Centers / Posture

) Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Palicy F—
5 > ew Profile

1l | Fsources
> .
Clignt Provisioning Portal Agent Posture Profile
\ Name *
l linux_agent_profile
Deserigtion:
F
Al
Agent Behavior
)
Paramater Walue Déacription
Enable debug log No b Enables the debug leg on the agent

ISE_Add_Agent_Posture Profile 1



Work Centers / Postu

) Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
-

- Clignt Provigioning Policy

| mesourees Posture Protocol

'S

Cliem Provisioning Portal

.\ Parameter Vilue Description
P This is the agent retry period if there is a Passive Reassessment
PRA nSmi m 120
] FetranamAsion tme . communication failure
F 1 Retransmission Delay ED sees Tirme (in secondz) to wait before retrying.
rﬂ Retransmission Limit 4 Number of retries allowed for a message.

Enter any P address or FQDMN that Is routed through a NAD. The NAD
Discovery host detects and redirects that hitp traffic to the Glient Provisioning
) portal,

By default, AnyGonnect sends discovery probes to all the Gisco ISE
Discovery Backup Server List F— PSNs sequentially if the PSM is unreachable. Choose specific PSNs
e a5 the backup list and restrict the nodes to which AnyConnect sends
discovery probes.

* axample.con| A list of wildcarded, comma-separated names that defines the

Server name rules sarvers that the agent can connect to. E.g. * *.cisco.com”

Alist of IP addresses, that defines the all the Pelicy service nodes
Call Home List that the agent will try to connect to if the PSN that authenticated the
endpoint doesn't respond for some reason.

Agent will continuously try to reach discovery targets (redirection
Back-off Timer 30 s06s targets and previously connected PSNs) by sending the discovery
packets till this max time limit is reached

ISE_Add_Agent_Posture Profile 2

Paso 17. Despléacese hasta Work Centers > Posture > Client Provisioning > Resources. Haga clic en Add. Seleccione Agent Configuration.

ces Engine Work Centers / Posture

] Overview Network Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

= Client Provisioning Policy

= Resources

Cliant Provisioning Partal
Selected 0 Total 16

L Add All ol

(
| [ Version Last Update Description
2 — Agent resources from Cisco site
( Agent resources from local disk oSecureClientDe... 5.1.3.82 2024f05/08 10:31:28 Cisco Secure Client for li..
3
1
” a Mative Suppicant Profile we Supplicant Pro... Mot Applic... 2016/10/07 04:01:12 Pre-configured Native 5.,
O oSecureClientCo... 4.3.3139.0  2024/05/08 10:34:00  Cisco Secure Client Linu.,..
5 o » Profie
: a Agent Posture Profile ntPrafile Mot Applic.. 2024/05/08 10:37:17
0 ARRP Eritiler Praofie MPrafile Mot Applic.. 2024/05/16 15:15:49

ISE_Add_Agent_Configuration

Paso 17.2. Configure los detalles:

Seleccionar paguete de agente: CiscoSecureClientDesktopLinux 5.1.3.062

Nombre: linux_agent_config

Maodulo de cumplimiento: CiscoSecureClientComplianceModulelinux 4.3.3139.0

Marque la casillade verificacion de VPN, Diagnostic and Reporting Tool

Posicion de | SE parala seleccion de perfiles: linux_agent_profile



Haga clic en Submit.

Identity Services Engine Work Centers / Posture

[ ] Overview Metwork Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
=
- Cikgnt Provisiening Policy
3l | Resources * Select Agent Package: CiseoSecuraClientDeskiopLinuy 5.1.3.062 w
o
Client Provisioning Portal * Configuration

linux_sgant_config

\ Narna:
|

Description:

Description Value Notes

* Compliance .
Module

npliar inux 4.3,

Cisco Secure Client Module Selection

ISE Posture

Secure

Firawall O
Posture

Metwaork

Wisibility D

Diagnostic
and Reparting
Taal

Profile Selection

[‘ ISE Posture  linux_agent_profile hd I m
Cance!

ISE_Add_Agent_Configuration_1

Paso 18. Desplécese hasta Work Centers > Posture > Client Provisioning > Client Provisioning Policy. Haga clic Edit al final de cualquier

nombre de regla. Seleccione Insert new policy below.

Identity Ser Work Centers / Posture
] Ovarview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
= F — = "
|| Shant Provionhi Pellcy | Client Provisioning Policy
1 Resources
e

Cllant Provisioning Partal Defing the Client Provisioning Policy to determing what users will receive upon login and user
X For Agent Configuration: version of agent. agent profile, agent compliance module, and/for agent customization package:
For Native Supplicant Configuration: wizard profile andjor wizard. Drag and drop rules to ehange the order.

] Windows Agent, Mac Agent, Mac Temporal and Mac Agentiess polickes support ARMEL, Windows policies run separate packages for ARMA and
Intel architeetures. Mac policies run the same package for both architestures.
F For Windows Agent ARMES policies, configure Session: OS-Architecture EQUALS armB4 in the Other Conditions column,

Mac ARME4 policies require no Other Conditions armGd configurations.

W you configuie an ARMEA cliem provisioning palicy fod an OS5, ensure that the ARMEA palicy is 81 the 1og of the condilions lis1, ahead of policies

Al withaut an ARMB4 condition, This is because an endpeint is matchod sequentially with the policies listed in this window
w
0
Rule Nama Identity Groups Operating Systems Other Gonditions Rasults
B W5 Any Apgle 105 A1 Candition(s) t Clsco-1SE-NSP Edit
] Android Any Andid Conditian(s) t Clsco-1SE-NSP

Duplicate abave

Duplicate below

inser new policy above

ISE_Add_New_Provisioning_Policy



Paso 18.1. Configure los detalles:

Nombre de regla: Linux

Sistemas operativos: Linux All

Resultados: linux_agent_config

Hagaclic en Doney Save.

] Overview
=
= I Clignt Prawisioning Policy

1 Reesources

Cliont Previsioning Paral

Al

Metweork Devices

Client Provisioning

Client Provisioning Policy

Policy Elements

Posture Policy

Policy Sets

Work Centers / Posture

Troubleshoot

Reports

Cafine the Clont Provisioning Palicy te determing what usars will receive upon kgen and user session inltlatian:
Far Agent Configuration: version of agent, sgent profile, agent compliance madule, AnS/or 3gent CUGMIZAton package
For Native Supplicant Configuration; wizard profile andfor wizord, Drag and drop rules te change the arder,

Windaws Agent, Mas Agent, Mac Temparal and Mac Agentless pos

Intel architectures, Mas policios run the same package for both architoctures.
For Windows Agent ARMES policies, configure Session: O5-Architecture EQUALS armBd in the Other Conditions column,

Mac ARMEG4 policies require no Oiher Conditians
If you configure an ARMES client provisioning policy for an 05, ansure that the ARME policy is at the top of the conditions list, ahead of policies

4 configurations.

s support ARMES. Windows policies run separate packages for ARMA and

without an ARMEA condition. This is because an endpaint k= matched sequentially with the policies listed in this window.

w
Ruls Name Identity Groups Operating Systems Other Conditions: Results
- | o5 Any Apgile 105 A Condition(s) Chco-ISE-MIP Edit
- | Androkd Ay Android Candigion(s] Chico-I5E-N5P Exit
| Linuz Any Linux All Candition(s] linux_sgant_config Edit -

ISE_Add_New_Provisioning_Policy 1

Paso 19. Desplacese hasta Work Centers > Posture > Policy Elements > Conditions > File. Hagaclic en Add.

‘Work Centers / Postur

[ ] Owerview Network Devices Client Provisioning Paosture Palicy Policy Sets Troubleshoot Reports Settings
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o wi_6d 2611 MS..  Cigeo Preselined Cheek...

ISE Add_New File Condition

Paso 19.1. Configure los detalles:

Nombre: linux_demo_file_exist

Cisco Prodefined Ches

File name

SYSTEM_PROGRAMSAC...

SYSTEM_ROGT\sysnativ...

SYSTEM_32magehiz.dil

SYSTEM_ROOT\sysmatlv...
SYSTEM_ROOT\wingxs\a,.,

SYSTEM_ROOT\sysnativ...

SYSTEM_3FUatrust dil
SYSTEM_3NScrrun.dil

SYSTEM_ROGT\Syswo...
SYSTEM_JMWia 3% 47

SYSTEM_321Edgentml.dil

SYSTEM_ROGT\syanuliv, .
SYSTEM_ROOT\sysnathv...

SYSTEM_ROOT\syamstiv. .

SYSTEM_32\WindZsys

Gandition Typa
Cico-Dofined
GCisco-Dafined
Cica-Dafined
Cisco-Defined
Gisgo-Dafined
Cisco-Dafined
Ciseo-Defined
Cisco-Dofined
Cisco-Dafined
Ciiga-Dafhad
Cisco-Defined
Ciage-Dofined
Cisco-Dafined
Cisza-Dafined

Cisco-Dofined

Selected 0 Toral 385



Sistemas operativos: Linux All

Tipo de archivo: FileExistence

Ruta del archivo: inicio, Desktop/test.txt

Operador de archivos: existe

Haga clic en Submit.
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ISE Add_New File Condition_1

Paso 20. Despléacese hasta Work Centers > Posture > Policy Elements > Requirements. Haga clic Edit al final de cualquier nombre de regla.

Seleccione Insert new Requirement.
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ISE_Add_New_Posture Requirement

Paso 20.1. Configure los detalles:

Nombre: Test_exist_linux

Sistemas operativos: Linux All

Modulo de cumplimiento: 4.x o posterior

Tipo de postura: Agente

Condiciones: linux_demo_file exist

Hagaclic en Doney Save.
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Nota: A partir de ahora, solo se admiten scripts de shell paralos agentes Linux como solucion.

Paso 21. Desplécese hasta Work Centers > Posture > Policy Elements > Authorization Profiles. Hagaclic en Add.
Paso 21.1. Configure los detalles:

Nombre: unknown_redirect

Marque la casilla de verificacién de Web Redirection(CWA,MDM ,NSP,CPP)

Seleccionar Client Provisioning(Posture)

ACL: redireccion



Valor: Client Provisioning Portal (predeterminado)

Identity Services Engine Work Centers / Posture
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ISE_Add_New_Authorization Profile Redirect 1



Nota: Estaredireccion de nombre de ACL debe coincidir con €l nombre de ACL correspondiente configurado en FTD.

Paso 21.2. Repitael Add para crear otros dos perfiles de autorizacion para terminales no conformesy conformes con los detalles.

Nombre: non_compliance_profile

Nombre de DACL: DENY_ALL_IPv4_TRAFFIC

Nombre: compliance_profile

Nombre de DACL: PERMIT_ALL_IPv4_TRAFFIC



Nota: LaDACL paraterminales conformes o no conformes debe configurarse seguiin los requisitos reales.

Paso 22. Desplécese hasta Work Centers > Posture > Posture Policy. Haga clic Edit &l final de las reglas. Seleccione Insert new policy.
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Paso 22.1. Configure los detalles:

A

Nombre de regla: Demo_test_exist_linux

Grupos de identidades: Cualquiera

Sistemas operativos: Linux All

Modulo de cumplimiento: 4.x o posterior

Tipo de postura: Agente

Requisitos: Test_exist_linux

Hagaclic en Doney Save.
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Paso 23. Desplécese hasta Work Centers > Posture > Policy Sets. Haga clic para Insert new row above.
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ISE_Add_New_Policy Set

Paso 23.1. Configure los detalles:

Nombre del conjunto de politicas: Estado del firewall

Condiciones: Dispositivo de acceso alared Direccion IP EQUALSs [Direccion IP FTD]

Hagaclic Save.



Identity Services Eng Wark Canters / Posturs

Pl Bookmars Tuerviaw Network Devices Clent Pravisianing Policy Dlements Posture Palicy Palicy Sets Troubleshast L Settings
B2 Bashsssnd
Policy Seols Raset Palcy - n
! Consens Visiary
A Osavatines Berhe  Pobiy B0t Hame Dracription Condtiem ABrwed Pratocels [ Brrver Bequente  HE:  Actiom  View
v e
&, Administration "
R ner— § o e Grvcn P Adimia FGUALS - . )
A Werk Centers
[ Dt oty vt & »
............. w

ISE_Add_New Policy Set 1

Paso 23.2. Haga clic > paraintroducir €l conjunto de politicas. Crear nuevas reglas de autorizacion para estados conformes al estado, no

conformes y desconocidos. Haga clic en Save.
De conformidad con compliance_profile

No conforme con non_compliance_profile

Desconocido con unknown_redirect
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Configuraciones en Ubuntu

Paso 24. Inicie sesion en € cliente Ubuntu mediante la GUI. Abra el explorador parainiciar sesion en €l portal VPN. En este ggemplo, es

demo.example.com.



demo.example.com/+CSCOL X

+
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Ubuntu_Browser VPN _Login

hetps://demo.example.com/

CSCOE+/logon.htmliztform_title text

N oo
oroup
Username | |
Password | |
Logon

Paso 25. Haga clic en Download for Linux.
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Download & Install

Jownload Cisco Secure Client and install it on your computer.

Download for Linux

© Instructions

Ubuntu_Browser_VPN_Download_1

El nombre del archivo descargado es cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh.
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Library = &)

Organize~ Clear Downloads 2 Search Downloads

» (O History
; cisco-secure-client-linux64-5.1.3.62-core-vpn-webdeploy-k9.sh

9.6 MB — example.com — 11:39

> © Tags
> W AllBo...

& mswrucuons

Ubuntu Browser VPN _Download 2

Paso 26. Descargue el certificado VPN através del navegador y cambie el nombre del archivo a <certificate>.crt. Este es el gjemplo de cdmo

usar firefox para descargar el certificado.



=) demo.example.com/+CSC - 1 v -

= » O Ol&a ttps://demo.example.com/+CSCOE+/logon.html#form_title_text bk, @ @

o B B

General Media Permissions IR

Website Identity
Website: demo.example.com
owner: This website does not supply ownership information.

Page Info — https://demo.example.com/+CSCOE+flogon.html#form_title_text - O x

Verified by: C=CN,CN=demo.example.com View Certificate

Privacy & History

Have | visited this website prior to today? No

Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.

Help

Ubuntu Browser VPN_Cert_Download

Paso 27. Abra el terminal en €l cliente Ubuntu. Desplacese hasta path home/user/Downloads/ parainstalar Cisco Secure Client.

<#root>
user@ubuntu22-desktop: ~$

cd Downl oads/

user@ubuntu22-desktop:~/Downloads$

I's

ci sco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

demo-example-com.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

user@ubuntu22-desktop:~/Downloads$




sudo ./cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

[sudo] password for user:

Installing Cisco Secure Client...

Migrating /opt/cisco/anyconnect directory to /opt/cisco/secureclient directory
Extracting installation files to /tmp/vpn.zaeAZd/vpninst959732303.tgz...
Unarchiving installation files to /tmp/vpn.zaeAZd...

Starting Cisco Secure Client Agent...

Done!

Exiting now.

user@ubuntu22-desktop:~/DownTloads$

Paso 28. Confie en el certificado del portal VPN en el cliente Ubuntu.

<#root>
user@ubuntu22-desktop:~$

cd Downl oads/

user@ubuntu22-desktop:~/DownTloads$

I's

cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh

deno- exanpl e-com crt

user@ubuntu22-desktop:~/DownTloads$

openssl verify denp-exanpl e-comcrt

CN = demo.example.com, C = CN
error 18 at 0 depth lookup: self-signed certificate
Error demo-example-com.crt:

verification failed

user@ubuntu22-desktop:~/DownTloads$

sudo cp denp-exanpl e-comcrt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/DownTloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added

, 0 removed; done.
Running hooks in /etc/ca-certificates/update.d...
done.



user@ubuntu22-desktop:~/Downloads$

openssl verify denp-exanpl e-comcrt

demo-example-com.crt: OK

Paso 29. Abra Cisco Secure Client en el cliente Ubuntu y conecte VPN a demo.example.com correctamente.



Cisco Secure Client = (= &

(@) AnyConnect VPN |~ Statistics @ About

TIr
CISCO

Connect to: | demo.example.com | 1t ‘
Group: posture _vpn
Username: | isetest

Password: feasseReed

¥, Disconnect

Connected to demo.example.com.

Ubuntu_Secure_Client_Connected

Paso 30. Abra el navegador para acceder a cualquier sitio web que active laredireccion a portal 1SE CPP. Descargue €l certificado del portal

ISE CPPy cambie el nombre del archivo a <certificate>.crt. Este es un eiemplo del uso de Firefox parala descarga.



) Device Security Check = @ + - B X
« C Ohttps:ffdemoisa.example.com:8443;’portal,fPortalSe-‘:up.action?portal:eeBQFd ity =
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WESRITILSE l°g n to this Page Info — https://demoise.example.com :8443/portal/PortalSetupaction?... - O X
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General Media Permissions BRI

Website Identity
Device Security Check Website: demoise.example.com

. Qwner: This website does not supply ownership information.
Your computer requires s = ) . .

Verified by: CN=demoise.example.com View Certificate

Start Privacy & History
Have | visited this website prior to today? No k
Is this website staring information on my Yes, . Clear Cookies and Site Data
computer? cookies
Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Help

Ubuntu_Browser  CPP_Cert_Download

Paso 30.1. Confie en € certificado del portal CPP de ISE en el cliente Ubuntu.

<{froot>

user @ubuntu22-desktop:~/Downloads$ |s
cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh
demo-example-com.crt

ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

sudo cp ise-cert.crt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/Downloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added
, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

Paso 31. Haga clic Start en €l portal de ISE CPP.



(L) Device Security Check % -+

« > C QO G https:;//demoise.example.com :8443/portal/PortalSetup.action?portal=ee39fdo ¥ =
©@ vou must log in to this network before you can access the Internet. X
Client Provisioning
Device Security Check
Your computer requires security software to be installed before you can connect to the network.
Start
Ubuntu Browser CPP_Start
Paso 32. Click here to download and install Agent.
() Device Security Check % | + B e &
€= IE https://demoise.example.com :8443/portal/ClientProvisionStart.action?from=C ¥ =
X

©® voumust log in to this network before you can access the Internet.

i 1 - I
cisco Client Provisioning F

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

- + This is my first time here

1. You must install Agent to check your device before accessing the networld Click here fo download and install Agent

2. After installation, Agent will automatically scan your device before allowin
3. You have 20 minutes to install and for the system scan to complete.

Note: With some browsers, when you click Download, the script is directly saved in the configured Downloads folder in your

sysiem.
Tip: Leave Agent running so it will automatically scan your device and connect you faster next time you access this network.

":: You have 20 minutes to install and for the compliance check to complete

+ Remind me what to do next

Ubuntu_Browser_CPP_Download_Posture

Paso 33. Abra el terminal en el cliente Ubuntu. Vaya ala ruta home/user/Downloads/ parainstalar el modulo de estado.

<tfroot>

user@ubuntu22-desktop:~/Downloads$ Is
ci sco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denpi se. exanpl e. com 8443_0NcLgcMJRf yZmR6HoL



cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh
demo-example-com.crt
ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denoi se. exanpl e. com 8443 ONcLgcMJRf

user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$

./ cisco-secure-client-ise-network-assistant-linux64-5.1.3.62_denpoi se. exanpl e. com 8443 _0NcLgcMJRf yZnR6Hol

Cisco Network Setup Assistant

(c) 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks
Cisco ISE Network Setup Assistant started. Version - 5.1.3.62

Trusted and Secure Connection

You are connected to

demoise.example.com

whose identity has been certified. Your connection to this website is encrypted.
Downloading Cisco Secure Client...

Downloading remote package...

Running Cisco Secure Client - Downloader...

Installation is completed.

Paso 34. En lainterfaz de usuario del cliente de Ubuntu, salga de Cisco Secure Client y vuelva a abrirlo. El médulo de estado de I SE se ha

instalado y se ha gjecutado correctamente.



Cisco Secure Client — 0 X

(@ AnyConnect VPN |~ Statistics @) ISE Posture ® ~bout

NI
CISCO

Connect to: v It

Conneckt

Ready to connect.
Ubuntu_Secure Client |SE Posture Installed
Paso 35. Abra el terminal en el cliente Ubuntu. Navegue hasta rutahome/user/Desktop , cree un test.txt archivo para cumplir con la condicién de

archivo configuradaen | SE.

<#root>
user@ubuntu22-desktop: ~$

cd Deskt op/

user@ubuntu22-desktop:~/Desktop$



echo test > test.txt

Verificacion

Utilize esta seccidn para confirmar que su configuracién funcione correctamente.

Paso 1. Conecte VPN a demo.example.com en el cliente Ubuntu.

Cisco Secure Client

(@) AnyConnect VPN ‘ |~ Statistics

@) ISE Posture

CISCO

Connectto: | demo.example.com

Group: posture _vpn
Username: | isekest

Password:

¥, Disconnect

‘ Connected to demo.example.com. \

© About

Verify_Ubuntu_Secure Client_Connected

Paso 2. Compruebe € estado de | SE en el cliente Ubuntu.



Cisco Secure Client - o x

(@) AnyConnect VPN |~/ Statistics @) ISE Posture \ @ About

T
CISCO

A9

Compliant.

Network access allowed.

Verify_Ubuntu_Secure_Client_Compliant

Paso 3. Marque Radius Live Log en | SE. Despléacese hasta Operations > RADIUS Live Log.

Identity Services Engine Operations / RADIUS
|} Live Logs Live Sessions
=
1 Misconfigured Supplicants Mii figured Davi RADIUS Drops: Client Stopped Responding Repeat Counter

X 0 0 0 0 0
.

Refresh Show Within

i Mever w Latest 20 records -~ Last 24 hours
Al o
Time Status Details Identity Endpoint ID Profile Status 1 Poliey Authorization Policy
: w Idontity Endpein ID Endpairt Profile Pagture Status Authantication Paliey Autharizatian Policy
Muy 29, 2024 DIDB:4E, 798 PM 1] 3 satest 52:54:00:1T:BB:FA Ubuntu-Warkstation  Compliant : Firewoll Posture => Dofault Firgwall Pastuse »» Compliant
May 20, 2024 (0:08:48,798 PM | -] R 52:54:00:17:68:FA Compliant I I Firewall Pesture Finawall Postuse == Compliant
May 29, 2024 09:08:13.570 PM | -] a sotest 52:54:00:1 T:68:FA Ubuntu-Warkstation  Pending I 3 Firewall Posture »» Default Firgwall Posture »» Unknawn




Verify I1SE LivelLog

Paso 4. VayaaFTD CLI mediante SSH o la consola.

<tfroot>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftdv741>

enabl e

Password:
ftdv741#
ftdv741#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : isetest Index : 33

Assigned IP : 192.168.6.30 Public IP : 192.168.10.13

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 51596 Bytes Rx : 17606

Pkts Tx : 107 Pkts Rx : 136

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

Group Policy : posture_gp Tunnel Group : posture_vpn

Login Time : 14:02:25 UTC Fri May 31 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb007182000210006659d871

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 33.1

Public IP : 192.168.10.13

Encryption : none Hashing : none

TCP Src Port : 59180 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : 1inux-64

Client OS Ver: Ubuntu 22.04 LTS 22.04 (Jammy Jel |l yfish)



Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62

Bytes Tx : 6364 Bytes Rx : 0
Pkts Tx : 1 Pkts Rx : 0O
Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 33.2

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 59182

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 6364 Bytes Rx : 498

Pkts Tx : 1 Pkts Rx : 6

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4_TRAFFI C- 57f 6b0d3

DTLS-Tunnel:

Tunnel ID : 33.3

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 56078

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 38868 Bytes Rx : 17108

Pkts Tx : 105 Pkts Rx : 130

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4A_TRAFFI C- 57f 6b0d3

Troubleshoot

En esta seccidn se brinda informacion que puede utilizar para resolver problemas en su configuracion.

Paraver el flujo de estado y laresolucién de problemas de Cisco Secure Client e ISE, consulte los documentos de CCOI SE Posture Style
Comparison for Pre and Post 2.2 y Troubleshooting de | SE Session Management and Posture.

Informacién Relacionada

e Compatibilidad de componentes de red de Cisco Identity Services Engine, versién 3.3


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html#reference_zvp_mv4_lsb

e Guiade administrador de Cisco Identity Services Engine, version 3.3

e Soportetécnicoy descargasde Cisco



https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



