Configuracion de varios clientes de VPN a un
concentrador VPN 3000 de Cisco que utiliza
transversal NAT.
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Introduccién

Este documento indica como configurar una Traduccién de direccion de red transversal (NAT-T)
entre Clientes Cisco VPN ubicado detras de un dispositivo de una Traduccion de direccion de
puerto (PAT)/NAT y un Concentrador remoto de Cisco VPN. La NAT-T se puede utilizar entre los
clientes VPN y un concentrador VPN o bien, entre los concentradores detras de un dispositivo
NAT/PAT. La NAT-T se puede también utilizar al establecer una conexioén a un router de Cisco
que ejecute Cisco IOS® Software y firewall PIX; sin embargo, estas configuraciones no se
abordan en este documento.

Prerequisites

Requirements




No hay requisitos especificos para este documento.

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Concentrador VPN 3000 4.0(1)B de Cisco
- Clientes de Cisco VPN: 3.6.1 y 4.0(3) Rel
- Cisco PIX Firewall (dispositivo PAT) version 6.3(3)

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Diagrama de la red

En este documento, se utiliza esta configuracion de red:
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Existen clientes VPN en las dos PC (10.10.10.2 y 10.10.10.3) detras de PIX Firewall. El PIX en
este escenario se usa simplemente como un dispositivo de PAT y conduce la PAT en estas
direcciones al 171.69.89.78. Aqui se puede utilizar cualquier dispositivo que sea capaz de traducir
la direccion de puerto (PAT) de varias conexiones internas. La direccidon publica del Concentrador

VPN 3000 es 172.16.172.50. El siguiente ejemplo muestra coémo configurar los clientes y el
concentrador para que NAT-T se utilice durante la negociacion IKE.

171L.69.89.78

Convenciones

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Antecedentes

Luego de que se completa la negociacion de NAT-T, el iniciador puede utilizar cualquier puerto
(Y) de Protocolo de datagrama del usuario (UDP) de manera aleatoria. El puerto de destino debe
ser UDP 4500, como en UDP (Y, 4500) y el respondedor utiliza UDP (4500, Y). Todas las
negociaciones y el cambio de claves de Internet (IKE) posteriores se realizan en estos puertos.
Durante las negociaciones NAT-T, ambos pares IPSec negocian los puertos UDP y también
determinan si estan detras de un dispositivo NAT/PAT. El par IPSec detras del dispositivo
NAT/PAT envia el paquete de sefial de mantenimiento NAT IPSec sobre UDP al par IPSec que
no esta detras de un dispositivo NAT/PAT. NAT-T encapsula el trafico IPSec en datagramas UDP
utilizando el puerto 4500 brindando asi informacion del puerto a los dispositivos NAT. NAT - T
detecta automaticamente cualquier dispositivo NAT y sélo encapsula el trafico IPSec cuando es
necesario.
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Cuando se implementa IPSec sobre la traduccion NAT en el concentrador VPN 3000, IPSec
sobre TCP tiene prioridad en primer lugar, luego NAT-T y luego IPSec sobre UDP. De forma
predeterminada, NAT-T esta desactivado. Debe habilitar NAT-T mediante una casilla de
verificacion ubicada en NAT Transparency (Transparencia NAT), bajo la configuracién IPSec
ubicada en Tunneling Protocols (Protocolos de tunelizacion). Ademas, para un tunel de LAN a
LAN, debe activar NAT-T en el campo NAT-T de IPSec para configuraciones de LAN a LAN

Para utilizar NAT-T, debe completar estos pasos:

1. Abra el puerto 4500 sobre cualquier escudo de proteccidon que haya configurado en frente
del concentrador de VPN.

2. Ajuste nuevamente las configuraciones IPSec/UDP mediante el puerto 4500 a un puerto
diferente.

3. Elija Configuration > Interfaces > Ethernet, y elija la segunda o tercera opciones para el
parametro Fragmentation Policy .Estas opciones permiten que el trafico viaje a través de
dispositivos NAT que no soportan la fragmentacién IP; no impiden el funcionamiento de los
dispositivos NAT que admiten la fragmentacion IP.

Configure el PIX

Aqui se muestra los resultados importantes de la configuracion PIX:

Firewall PIX

pi x501( confi g) #
: Saved

Pl X Version 6.3(3)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 171.69.89.78 255. 255. 254. 0
i p address inside 10.10.10.1 255. 255. 255.0

global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 171.69.88.1 1
http server enable
http 10.10.10.2 255. 255. 255. 255 i nsi de

Crypt ochecksum 6990adf 6e0e2800ed409ae7364eecc9d
: end

[ K]

Configurar el concentrador VPN 3000

Este ejemplo de configuracién presupone que ya se configuré el Concentrador VPN 3000 para
conectividad IP y que ya se establecieron las conexiones VPN estandar (no NAT-T).

Para habilitar NAT-T en una versidn del concentrador VPN 3000 anterior a la version 4.1, elija
Configuraciones > Sistema > Protocolos de tunelizacién > IPSec > Transparencia NAT, luego
verifique la opcion IPSec sobre NAT-T en el concentrador como se muestra en el siguiente



ejemplo. La opcion NAT-T se encuentra desactivada en forma predeterminada.

Para habilitar NAT-T en un concentrador VPN versién 4.1 y posterior, navegue a la misma
ventana de Transparencia NAT eligiendo Configuration > Tunneling and Security > IPSec > NAT
Transparency.
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Configure el cliente VPN

Para usar NAT-T, marque Enable Transparent Tunneling (Habilitar tunelizacion transparente). El
siguiente ejemplo lo demuestra en un cliente VPN superior a la version 4.0.

Nota: La misma opcién de configuracion esta disponible en VPN Client version 3.x.



# ¥PN Client | Create New ¥PN Connection Enkry x|

Connection Entry: INAT-T Sample Configuration

LD escrption:

Hosk (172 16.172.50

futhentication | iTransport; IEIan::kup Servers I Dial-Up |

v Enable Transparent Tunkeling
' IPSec over UDP [ MAT /A PAT )
" IPSec aver TCP TCP Bart: I'I Q0o

™ Allow Local LAN Access

Peer responze timeout [seconds): IEIEI

Eraze zer Paszword | Save I Cancel

Verificacion

En esta seccidn encontrara informacion que puede utilizar para confirmar que su configuracion
esté funcionando correctamente.

La herramienta Output Interpreter (s6lo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

Se puede encontrar informacion adicional sobre la resolucion de problemas en Solucién de
problemas de seguridad IP - Introduccién y uso de los comandos debug.

Verificar la configuraciéon de PIX

Estos comandos se utilizan para verificar la configuracion PIX.

- show xlate: como se muestra en el resultado a continuacion, el PIX esta utilizando diferentes
puertos de origen para los dos clientes VPN, pero los puertos de destino son los mismos.
Todos los paquetes de datos IPSec se han replegado mediante la utilizacion de UDP en el
puerto 4500. En las negociaciones de nueva codificacion posteriores también se utilizan los

mismos puertos de origen y de destino.

pi x501(confi g)# show xlate

3 in use, 4 nost used

PAT G obal 171.69.89.78(1025) Local 10.10.10.3(4500)


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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PAT G obal 171.69.89.78(1026) Local 10.10.10.2(4500)
PAT @ obal 171.69.89.78(4) Local 10.10.10. 2(500)

- show arp: utilice este comando para mostrar la tabla del protocolo de resolucion de

direcciones (ARP) y determinar si se estan procesando las solicitudes ARP.
pi x501(confi g)# show arp

outside 171.69.88.3 00d0. 0132. e40a

outsi de 171.69.88.2 00d0. 0133. 3c0a

outside 171.69.88.1 0000.0c07.ac7b

i nsi de 10.10. 10. 3 0050. dabb. f 093

i nsi de 10.10.10.2 0001. 0267. 55cc
pi x501(config) #

Estadisticas de cliente VPN

Una vez establecido el tunel VPN, haga clic con el boton derecho del ratén en el bloqueo amarillo
y elija Estado. A continuacion se muestra una ventana similar. Observe que el puerto del tunel es
UDP 4500, lo cual prueba que esta utilizando NAT-T.
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Estadisticas del Concentrador VPN

Complete estos pasos:

1. En el concentrador VPN, elija Administration > Administrator Session.La sesion del cliente
VPN puede observarse bajo las sesiones de acceso remoto. El siguiente ejemplo muestra
las sesiones de los dos clientes después de haber establecido un tunel IPSec al



concentrador VPN. Ambos estan utilizando la direccion IP publica 171.69.89.78 y se les

asigno 40.1.1.1y 40.1.1.2,
respectivamente.
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cliente es el 1029 y el puerto de destino usado es el
4500.

RPE @R N
2. Haga doble clic sobre el nombre de usuario de un cliente.Se muestran las estadisticas
IPSec/IKE, como se observa en el siguiente ejemplo. El puerto de origen UDP usado por el
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En esta seccidon encontrara informacion que puede utilizar para solucionar problemas de
configuracion.

Nota: Antes de ejecutar un comando debug, consulte Informacion Importante sobre Comandos

Debug.

Nota: Se puede encontrar informacion adicional sobre la solucién de problemas de PIX en
Solucion de problemas de seguridad IP - Introduccién y uso de los comandos debug.

Registros de cliente VPN

En la PC en la que esta instalado VPN Client, abra el Log Viewer antes de establecer una

conexion con el VPN Concentrator. La salida del registro destaca los mensajes especificos NAT-

T:

1 21:06:48.208 10/18/02 Sev=Info/6 DI ALER/ 0x63300002
Initiating connection.

2 21:06:48.218 10/18/02 Sev=Infol4 CM 0x63100002

Begi n connection process

3 21:06:48.218 10/18/02 Sev=Info/4 CM 0x63100004
Establ i sh secure connection using Ethernet

4 21:06:48.218 10/18/02 Sev=Infol4 CM 0x63100026

Attenpt connection with server "172.16.172.50"
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42 21:07:42.326 10/18/02 Sev=Info/6 |KE 0x6300003B
Attenpting to establish a connection with 172.16.172.50.
43 21:07:42.366 10/18/02 Sev=Info/4 |KE 0x63000013

SENDI NG >>> | SAKMP OQAK AG (SA, KE, NON, ID, VID, VID, VID, VID, VID)

to 172.16.172.50

44 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x6300002F
Recei ved | SAKMP packet: peer = 172.16.172.50
45 21:07:42.716 10/18/02 Sev=Info/4 |KE 0x63000014

RECEIVING <<< ISAKMP OAK AG (SA, KE, NON, ID, HASH, VID, VID, VID,

VID, NAT-D, NAT-D, VID, VID) from 172.16.172.50

46 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

47 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer is a G sco-Unity conpliant peer

48 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 09002689DFD6B712

49 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer supports XAUTH

50 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

51 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer supports DPD

52 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 90CB80913EBB696E086381B5ECA27B1F

53 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer supports NAT-T

54 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 4048B7D56EBCE88525E7DE7FO00D6C2D3C0000000
55 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer supports IKE fragmentation payloads

56 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 1FO7F70EAA6514D3BOFA96542A500306

57 21:07:42.757 10/18/02 Sev=Info/4 |KE 0x63000013

SENDI NG >>> | SAKMP OQAK AG *( HASH, NOTI FY: STATUS_I NI TI AL_CONTACT,
NAT-D) to 172.16.172.50

58 21:07:42.767 10/18/02 Sev=Info/5 |KE 0x6300002F

Recei ved | SAKMP packet: peer = 172.16.172.50

59 21:07:42.767 10/18/02 Sev=Info/4 |KE 0x63000014
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.16.172. 50
60 21:07:42.767 10/18/02 Sev=Info/4 CM 0x63100015

Launch xAuth application

61 21:07:42.967 10/18/02 Sev=Info/4 |PSEC 0x63700014

Del eted all keys

62 21:07:59.801 10/18/02 Sev=Info/4 CM 0x63100017

xAut h application returned

63 21:07:59.801 10/18/02 Sev=Info/4 |KE 0x63000013

SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 172.16.172.50

64 21:08:00.101 10/18/02 Sev=Info/5 |KE 0x6300002F

Recei ved | SAKMP packet: peer = 172.16.172.50

65 21:08:00.101 10/18/02 Sev=Info/4 |KE 0x63000014
RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 172. 16.172. 50
66 21:08:00.101 10/18/02 Sev=Info/5 |KE 0x63000071

Automatic NAT Detection Status:
Remote end is NOT behind a NAT device
This end IS behind a NAT device

67 21:08:00.101 10/18/02 Sev=Info/4 CM 0x6310000E
Established Phase 1 SA. 1 Phase 1 SA in the system

68 21:08:00.111 10/18/02 Sev=Info/4 |KE 0x63000013
SENDI NG >>> | SAKMP QAK TRANS *(HASH, ATTR) to 172.16.172.50
69 21:08:00.111 10/18/02 Sev=Info/5 |KE 0x6300005D
Client sending a firewall request to concentrator

70 21:08:00.111 10/18/02 Sev=Info/5 |KE 0x6300005C

Firewal | Policy: Product=Ci sco Integrated Client, Capability=
(Centralized Protection Policy).

NAT- D,



71 21:08:00.111 10/18/02 Sev=Infol4

| KE/ 0x63000013

SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.16.172.50

72 21:08:00.122 10/18/02 Sev=Info/5
Recei ved | SAKMP packet: peer 172.16. 172
73 21:08:00.122 10/18/02 Sev=Infol/4

| KE/ 0x6300002F
50
| KE/ 0x63000014

RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.16.172. 50

74 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x63000010

MODE_CFG REPLY: Attribute = I NTERNAL_|I PV4_ADDRESS: , value = 40.1.1.1
75 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x6300000D

MODE_CFG REPLY: Attribute = MODECFG UN TY_SAVEPWD: , val ue = 0x00000000
76 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x6300000D

MODE_CFG _REPLY: Attribute = MODECFG UNI TY_PFS: , value = 0x00000000

77 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x6300000E

MODE_CFG_REPLY
/ VPN 3000 Concentr at or
18: 34: 44
78 21:08:00.122 10/18/02 Sev=Info/5
MODE_CFG_REPLY: Attribute
0x00001194
79 21:08:00.132 10/18/02 Sev=Infol/4
Mode Config data received
80 21:08:00.142 10/18/02 Sev=Info/5
Recei ved a key request fromDriver for IP
172.16. 172. 50
81 21:08: 00.142 10/18/02 Sev=Infol/4
SENDI NG >>> | SAKMP QAK QM *( HASH, SA, NON,
82 21:08:00.142 10/18/02 Sev=Info/5
Recei ved a key request fromDriver for IP
172.16. 172. 50
83 21:08: 00.142 10/18/02 Sev=Infol/4
SENDI NG >>> | SAKMP QAK QM *( HASH, SA, NON,
84 21:08:00.172 10/18/02 Sev=Info/5
Recei ved | SAKMP packet: peer 172.16. 172
85 21:08:00.172 10/18/02 Sev=Infol/4
RECEI VI NG <<< | SAKMP QAK | NFO *( HASH, NOT
172.16. 172. 50
86 21:08:00.172 10/18/02 Sev=Info/5

Version 3.6.1. Re

Attribute = APPLI CATI ON_VERSI ON, val ue

Recieved and using NAT-T port number , value

Cisco Systems, Inc.

built by vmurphy on Aug 29 2002

| KE/ 0x6300000D

CM 0x63100019

| KE/ 0x63000055
address 172.16.172.50, GWNIP =
| KE/ 0x63000013
ID, ID) to 172.16.172.50
| KE/ 0x63000055
address 10.10. 10.255, GWIP =

| KE/ 063000013
ID, ID) to 172.16.172.50
| KE/ 0x6300002F
50
| KE/ 063000014
FY: STATUS_RESP_LI FETI ME) from

| KE/ 0x63000044

RESPONDER- LI FETI ME notify has val ue of 86400 seconds

87 21:08:00.172 10/18/02 Sev=Info/5
This SA has al ready been alive for
seconds from now

88 21:08:00.182 10/18/02 Sev=Info/5
Recei ved | SAKMP packet: peer 172.16. 172
89 21:08:00.182 10/18/02 Sev=Infol/4

RECEI VI NG <<< | SAKMP QAK QM *( HASH, SA, NON,

from172.16.172.50
90 21:08:00.182 10/18/02 Sev=Infol5

18 seconds,

| KE/ 0x63000046
setting expiry to 86382

| KE/ 0x6300002F
50
| KE/ 0x63000014
ID, 1D, NOTIFY: STATUS_RESP_LI FETI ME)

| KE/ 0x63000044

RESPONDER- LI FETI ME notify has val ue of 28800 seconds

91 21:08:00.182 10/18/02 Sev=Infol4

| KE/ 0x63000013

SENDI NG >>> | SAKMP OAK QM *(HASH) to 172.16.172.50

92 21:08:00.182 10/18/02 Sev=Info/5

Loading IPsec SA (Message ID = 0x347A7363
SPI = Ox5BEEBB4C)

93 21:08:00.182 10/18/02 Sev=Info/5

Loaded OUTBOUND ESP SPI: 0x02CC3526

94 21:08:00.182 10/18/02 Sev=Info/5
Loaded INBOUND ESP SPI: 0x5BEEBB4C

95 21:08:00.182 10/18/02 Sev=Infol/4
One secure connection established

96 21:08:00.192 10/18/02 Sev=Info/6
Connection established.

97 21:08:00.332 10/18/02 Sev=Info/5
Recei ved | SAKMP packet: peer 172.16. 172
98 21:08:00.332 10/18/02 Sev=Infol/4

| KE/ 0x63000058
OUTBOUND SPI

0x02CC3526 INBOUND

| KE/ 0x63000025

| KE/ 0x63000026

CM 0x6310001A

DI ALER/ 0x63300003

| KE/ 0x6300002F

50
| KE/ 0x63000014



RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID, NOTIFY: STATUS RESP_LI FETI ME)
from172.16.172.50

99 21:08:00.332 10/18/02 Sev=Info/5 |KE 0x63000044

RESPONDER- LI FETI ME notify has val ue of 28800 seconds
100 21:08:00.332 10/18/02 Sev=Infol4

SENDI NG >>> | SAKMP QAK QM *(HASH) to 172.16.172.50
101 21:08:00.342 10/18/02 Sev=Infol/5 | KE/ 0x63000058

Loadi ng | Psec SA (Message | D = 0x2F81FB2D OUTBOUND SPI = 0x3316C6C9 | NBOUND
SPI = 0x6B96ED76)

102 21:08:00.342 10/18/02 Sev=Infol5
Loaded OUTBOUND ESP SPI: 0x3316C6C9

103 21:08:00.342 10/18/02 Sev=Infol5
Loaded INBOUND ESP SPI: 0x6B96ED76

104 21:08:00.342 10/18/02 Sev=Infol4

Additional Phase 2 SA established.

105 21:08:01.203 10/18/02 Sev=Infol4
Del eted all keys

106 21:08:01.203 10/18/02 Sev=Infol4

| KE/ 0x63000013

| KE/ 0x63000025

| KE/ 0x63000026

CM 0x63100022

| PSEC/ 0x63700014

| PSEC/ 0x63700010

Created a new key structure

107 21:08:01.203 10/18/02 Sev=Infol/4 | PSEC/ 0x6370000F
Added key with SPI =0x2635cc02 into key |ist

108 21:08:01.203 10/18/02 Sev=Infol4 | PSEC/ 0x63700010
Created a new key structure

109 21:08:01.203 10/18/02 Sev=Infol4 | PSEC/ 0x6370000F
Added key with SPlI=0x4cbbee5b into key |i st

110 21:08:01.203 10/18/02 Sev=Infol/4 | PSEC/ 0x63700010
Created a new key structure

111 21:08:01.203 10/18/02 Sev=Infol/4 | PSEC/ 0x6370000F
Added key with SPI =0xc9c61633 into key |i st

112 21:08:01.203 10/18/02 Sev=Infol/4 | PSEC/ 0x63700010
Created a new key structure

113 21:08:01.203 10/18/02 Sev=Infol/4 | PSEC/ 0x6370000F
Added key with SPlI =0x76ed966b into key |i st
114 21:08:10.216 10/18/02 Sev=Info/6
Sent a ping on the Public | PSec SA

115 21:08:20.381 10/18/02 Sev=Infol/4 | KE/ 0x63000013
SENDI NG >>> | SAKMP QAK | NFO *(HASH, NOTI FY: HEARTBEAT) to 172.16.172.50
116 21:08:20.381 10/18/02 Sev=Info/6 | KE/ 0x63000052

Sent a ping on the |KE SA

| KE/ 0x63000054

Registros de concentradores VPN

Para ver los registros en el VPN Concentrator, elija Monitoring > Filterable Event Log y seleccione
Event Classes IKE, IKEDBG, IKEDECODE, e IPSECDBG con Gravedad 1 a 13.

2835 10/ 20/ 2002 20:22:42.390 SEV=8 | KEDECODE/ 0 RPT=8190 171.69.89.78
Exchange Type : Cakl ey Quick Mde

Fl ags 01 ( ENCRYPT )
Message | D 1b050792
Lengt h . B2

2838 10/ 20/ 2002 20: 22:42.390 SEV=8 | KEDBG 0 RPT=9197 171. 69.89. 78
RECEI VED Message (nsgi d=1b050792) with payl oads

HDR + HASH (8) + NONE (0)
total length : 48

2840 10/ 20/ 2002 20:22:42.390 SEV=9 | KEDBG 0 RPT=9198 171.69.89. 78
Group [ciscovpn] User [vpnclient?2]

processi ng hash

2841 10/ 20/ 2002 20:22:42.390 SEV=9 | KEDBG 0 RPT=9199 171.69.89.78
Group [ciscovpn] User [vpnclient?2]



| oading all |PSEC SAs
2842 10/ 20/ 2002 20:22:42.390 SEV=9 | KEDBG 1 RPT=793 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Generating Qui ck Mbde Key!
2843 10/ 20/ 2002 20:22:42.390 SEV=9 | KEDBG 1 RPT=794 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Generating Quick Mbde Key!
2844 10/ 20/ 2002 20: 22:42.400 SEV=4 | KE/ 173 RPT=41 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
NAT-Traversal successfully negotiated!
IPSec traffic will be encapsulated to pass through NAT devices.
2847 10/ 20/ 2002 20:22:42.400 SEV=7 | KEDBG 0 RPT=9200 171.69.89. 78
Group [ciscovpn] User [vpnclient?2]
Loadi ng host:
Dst: 172.16.172.50
Src: 40.1.1.2
2849 10/ 20/ 2002 20:22:42.400 SEV=4 | KE/ 49 RPT=63 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Security negotiation conplete for User (vpnclient?2)
Responder, |nbound SPI = 0x350f3cbhl, CQutbound SPI = Oxc74e30e5
2852 10/ 20/ 2002 20: 22:42. 400 SEV=9 | PSECDBG 6 RPT=309
| PSEC key nessage parse - nmsgtype 1, Len 704, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 320, | abel 0, pad 0, spi c74e30e5, encrKeylLen 24, hashKe
yLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld
0
2856 10/ 20/2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1137
Processi ng KEY_ADD mnsg!
2857 10/ 20/ 2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1138
key_msghdr 2secassoc(): Enter
2858 10/ 20/2002 20: 22: 42. 400 SEV=7 | PSECDBG 1 RPT=1139
No USER filter configured
2859 10/ 20/2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1140
KeyProcessAdd: Enter
2860 10/ 20/2002 20: 22:42.400 SEV=8 | PSECDBG 1 RPT=1141
KeyProcessAdd: Addi ng out bound SA
2861 10/ 20/2002 20: 22:42. 400 SEV=8 | PSECDBG 1 RPT=1142
KeyProcessAdd: src 172.16.172.50 mask 0.0.0.0, DST 40.1.1.2 nask 0.0.0.0
2862 10/ 20/ 2002 20: 22: 42. 400 SEV=8 | PSECDBG 1 RPT=1143
KeyProcessAdd: FilterlpsecAddl keSa success
2863 10/ 20/ 2002 20: 22:42. 400 SEV=9 | PSECDBG 6 RPT=310
| PSEC key nessage parse - nsgtype 3, Len 376, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 32, label 0, pad 0, spi 350f3cbl, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O
2866 10/ 20/2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1144
Processi ng KEY_UPDATE MsGE
2867 10/ 20/ 2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1145
Updat e i nbound SA addresses
2868 10/ 20/2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1146
key_msghdr 2secassoc(): Enter
2869 10/ 20/2002 20: 22: 42. 400 SEV=7 | PSECDBG 1 RPT=1147
No USER filter configured
2870 10/ 20/2002 20: 22:42.400 SEV=9 | PSECDBG 1 RPT=1148
KeyProcessUpdat e: Enter
2871 10/ 20/ 2002 20: 22:42. 400 SEV=8 | PSECDBG 1 RPT=1149
KeyProcessUpdat e: success
2872 10/ 20/ 2002 20:22:42.400 SEV=8 | KEDBG 7 RPT=63
| KE got a KEY_ADD MSG for SA: SPI = 0xc74e30e5
2873 10/ 20/ 2002 20: 22:42.400 SEV=8 | KEDBG 0 RPT=9201
pitcher: rcv KEY_UPDATE, spi 0x350f 3cbl
2874 10/ 20/ 2002 20: 22:42.400 SEV=4 | KE/ 120 RPT=63 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
PHASE 2 COWPLETED (nsgi d=1b050792)
2875 10/ 20/ 2002 20:22:42. 430 SEV=8 | KEDECODE/ 0 RPT=8191 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )



Initiator Cookie(8): C5 AO FO 8B 69 60 D7 47
Responder Cookie(8): 48 65 Bl 6F 36 1F 9D 3A
Next Payl oad :HASH (8)

Exchange Type : CGakl ey Quick Mde

Fl ags 01 ( ENCRYPT )
Message | D : ¢f9d1420
Lengt h : 52

2882 10/ 20/ 2002 20:22:42.430 SEV=8 | KEDBG 0 RPT=9202 171.69.89.78
RECEI VED Message (nsgi d=cf9d1420) with payl oads :

HDR + HASH (8) + NONE (0)

total length : 48

2884 10/ 20/ 2002 20: 22:42.430 SEV=9 | KEDBG 0 RPT=9203 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

processi ng hash

2885 10/ 20/ 2002 20: 22:42.430 SEV=9 | KEDBG 0 RPT=9204 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
| oading all |PSEC SAs
2886 10/ 20/2002 20:22:42.430 SEV=9 | KEDBG 1 RPT=795 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Generating Quick Mbde Key!
2887 10/ 20/ 2002 20:22:42.440 SEV=9 | KEDBG 1 RPT=796 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Generating Qui ck Mbde Key!
2888 10/ 20/2002 20: 22:42.440 SEV=4 | KE/ 173 RPT=42 171.69.89.78
Group [ciscovpn] User [vpnclient2]
NAT-Traversal successfully negotiated!
IPSec traffic will be encapsulated to pass through NAT devices.
2891 10/ 20/2002 20: 22:42.440 SEV=7 | KEDBG 0 RPT=9205 171.69. 89. 78
Group [ciscovpn] User [vpnclient?2]
Loadi ng subnet:
DST: 0.0.0.0 nmsk: 0.0.0.0
Src: 40.1.1.2
2893 10/ 20/ 2002 20: 22:42. 440 SEV=4 | KE/ 49 RPT=64 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Security negotiation conplete for User (vpnclient?2)
Responder, |nbound SPI = 0x2a2e2dcd, CQutbound SPI = Oxf1f4d328
2896 10/ 20/2002 20: 22:42.440 SEV=9 | PSECDBG 6 RPT=311
| PSEC key nessage parse - nmsgtype 1, Len 704, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 320, | abel 0, pad 0, spi f1f4d328, encrKeylLen 24, hashKe
yLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld
0
2900 10/ 20/2002 20:22:42.440 SEV=9 | PSECDBG 1 RPT=1150
Processi ng KEY_ADD MsS@
2901 10/ 20/2002 20: 22:42.440 SEV=9 | PSECDBG 1 RPT=1151
key_msghdr 2secassoc(): Enter
2902 10/ 20/2002 20: 22:42. 440 SEV=7 | PSECDBG 1 RPT=1152
No USER filter configured
2903 10/ 20/ 2002 20: 22:42.440 SEV=9 | PSECDBG 1 RPT=1153
KeyProcessAdd: Enter
2904 10/ 20/2002 20: 22:42.440 SEV=8 | PSECDBG 1 RPT=1154
KeyProcessAdd: Addi ng out bound SA
2905 10/ 20/ 2002 20: 22: 42. 440 SEV=8 | PSECDBG 1 RPT=1155
KeyProcessAdd: src 0.0.0.0 mask 255.255.255. 255, DST 40.1.1.2 mask 0.0.0.0
2906 10/ 20/2002 20: 22:42.440 SEV=8 | PSECDBG 1 RPT=1156
KeyProcessAdd: FilterlpsecAddl keSa success
2907 10/ 20/ 2002 20:22:42.440 SEV=9 | PSECDBG 6 RPT=312
| PSEC key nessage parse - nmsgtype 3, Len 376, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 32, label 0, pad 0, spi 2a2e2dcd, encrKeylLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O
2910 10/ 20/2002 20: 22:42.440 SEV=9 | PSECDBG 1 RPT=1157
Processi ng KEY_UPDATE MsGE
2911 10/ 20/2002 20: 22:42. 440 SEV=9 | PSECDBG 1 RPT=1158
Updat e i nbound SA addresses



2912 10/ 20/2002 20: 22:42. 440 SEV=9 | PSECDBG 1 RPT=1159
key_msghdr 2secassoc(): Enter
2913 10/ 20/ 2002 20: 22: 42. 440 SEV=7 | PSECDBG 1 RPT=1160
No USER filter configured
2914 10/ 20/ 2002 20: 22:42. 440 SEV=9 | PSECDBG 1 RPT=1161
KeyProcessUpdat e: Enter
2915 10/ 20/ 2002 20: 22: 42. 440 SEV=8 | PSECDBG 1 RPT=1162
KeyProcessUpdat e: success
2916 10/ 20/2002 20:22:42.440 SEV=8 | KEDBG 7 RPT=64
| KE got a KEY_ADD MSG for SA: SPI = Oxf1f4d328
2917 10/ 20/ 2002 20: 22:42.440 SEV=8 | KEDBG 0 RPT=9206
pitcher: rcv KEY_UPDATE, spi 0x2a2e2dcd
2918 10/ 20/ 2002 20: 22:42. 440 SEV=4 | KE/ 120 RPT=64 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
PHASE 2 COWPLETED (nsgi d=cf 9d1420)
2919 10/ 20/2002 20: 22: 44. 680 SEV=7 | PSECDBG 1 RPT=1163
| PSec | nbound SA has received datal
2920 10/ 20/2002 20: 22:44.680 SEV=8 | KEDBG 0 RPT=9207
pitcher: recv KEY_SA ACTI VE spi 0x2a2e2dcd
2921 10/ 20/2002 20: 22:44.680 SEV=8 | KEDBG 0 RPT=9208
KEY_SA ACTIVE no old rekey centry found with new spi Ox2a2e2dcd, ness_id 0x0
2922 10/ 20/ 2002 20:22:47.530 SEV=9 | PSECDBG 18 RPT=828 171.69.89. 78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2923 10/ 20/ 2002 20:22:47.530 SEV=9 | PSECDBG 18 RPT=829 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2924 10/ 20/ 2002 20: 22: 48. 280 SEV=9 | PSECDBG 17 RPT=668
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
2925 10/ 20/ 2002 20: 22:52.390 SEV=9 | PSECDBG 17 RPT=669
Received an IPSEC-over-NAT-T NAT keepalive packet
2926 10/ 20/2002 20:22:52.720 SEV=7 | PSECDBG 1 RPT=1164
| PSec | nbound SA has received datal
2927 10/ 20/ 2002 20:22:52.720 SEV=8 | KEDBG 0 RPT=9209
pitcher: recv KEY_SA ACTI VE spi 0x19fb2d12
2928 10/ 20/2002 20:22:52.720 SEV=8 | KEDBG 0 RPT=9210
KEY_SA ACTIVE no old rekey centry found with new spi 0x19f b2d12, ness_id 0x0
2929 10/ 20/ 2002 20:22:56.530 SEV=9 | PSECDBG 18 RPT=830 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2930 10/ 20/2002 20:22:56.530 SEV=9 | PSECDBE 18 RPT=831 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2931 10/ 20/2002 20:22:58. 300 SEV=8 | KEDECODE/ 0 RPT=8192 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E
Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3
Next Payl oad :HASH (8)
Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D . d4alec25
Lengt h 1 76

2938 10/ 20/ 2002 20:22:58.300 SEV=8 | KEDBG 0 RPT=9211 171.69.89.78
RECEI VED Message (nsgi d=d4a0ec25) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

2940 10/ 20/ 2002 20:22:58.300 SEV=9 | KEDBG 0 RPT=9212 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

2941 10/ 20/ 2002 20:22:58.300 SEV=9 | KEDBG 0 RPT=9213 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

2942 10/ 20/ 2002 20: 22:58.300 SEV=8 | KEDECODE/ 0 RPT=8193 171.69.89. 78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)
Pr ot ocol 11 SAKMP (1)
Message Al tiga keep-alive (40500)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3



Lengt h 128
2948 10/ 20/ 2002 20: 22:58.300 SEV=9 | KEDBG 41 RPT=336 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
2950 10/ 20/ 2002 20:22:58.310 SEV=8 | KEDECODE/ 0 RPT=8194 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E

Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : dl96c721
Lengt h . 84

2957 10/ 20/ 2002 20:22:58.310 SEV=8 | KEDBG 0 RPT=9214 171.69.89.78
RECEI VED Message (nsgi d=d196c721) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 80

2959 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 0 RPT=9215 171.69.89. 78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

2960 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 0 RPT=9216 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

2961 10/ 20/ 2002 20:22:58.310 SEV=8 | KEDECODE/ 0 RPT=8195 171.69.89. 78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message :DPD R-U- THERE (36136)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3
Lengt h 132

2967 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 36 RPT=92 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
Sendi ng keep-alive of type DPD R-U THERE- ACK (seq nunber 0x2d932552)
2969 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 0 RPT=9217 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
constructing bl ank hash
2970 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 0 RPT=9218 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
constructing gm hash
2971 10/ 20/ 2002 20:22:58.310 SEV=8 | KEDBG 0 RPT=9219 171.69.89.78
SENDI NG Message (nsgi d=d678099) with payl oads :
HDR + HASH (8) + NOTIFY (11)
total length : 80
2973 10/ 20/ 2002 20: 23: 02. 400 SEV=8 | KEDECODE/ 0 RPT=8196 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): C5 AO FO 8B 69 60 D7 47

Responder Cookie(8): 48 65 Bl 6F 36 1F 9D 3A

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : 317b646a
Lengt h 1 76

2980 10/ 20/ 2002 20:23:02.400 SEV=8 | KEDBG 0 RPT=9220 171.69.89.78
RECEI VED Message (nsgi d=317b646a) w th payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

2982 10/ 20/ 2002 20:23:02.400 SEV=9 | KEDBG 0 RPT=9221 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

processi ng hash

2983 10/ 20/ 2002 20: 23:02. 400 SEV=9 | KEDBG 0 RPT=9222 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

Processing Notify payl oad

2984 10/ 20/ 2002 20: 23:02. 400 SEV=8 | KEDECODE/ 0 RPT=8197 171.69.89.78
Noti fy Payl oad Decode :



DO .1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :C5 A0 FO 8B 69 60 D7 47 48 65 Bl 6F 36 1F 9D 3A
Lengt h 128

2990 10/ 20/ 2002 20:23:02.400 SEV=9 | KEDBG 41 RPT=337 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
2992 10/ 20/ 2002 20:23:02.410 SEV=9 | PSECDBG 17 RPT=670
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
2993 10/ 20/ 2002 20: 23: 05.530 SEV=9 | PSECDBG 18 RPT=832 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2994 10/ 20/ 2002 20: 23: 05.530 SEV=9 | PSECDBG 18 RPT=833 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2995 10/ 20/ 2002 20:23:08.310 SEV=9 | PSECDBG 17 RPT=671
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
2996 10/ 20/ 2002 20:23:12.420 SEV=9 | PSECDBG 17 RPT=672
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
2997 10/ 20/ 2002 20: 23:14.530 SEV=9 | PSECDBG 18 RPT=834 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2998 10/ 20/ 2002 20: 23:14.530 SEV=9 | PSECDBG 18 RPT=835 171.69.89. 78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2999 10/ 20/ 2002 20:23:18.330 SEV=8 | KEDECODE/ 0 RPT=8198 171.69.89. 78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E

Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : 6457474
Lengt h 1 76

3006 10/20/2002 20:23:18.330 SEV=8 | KEDBG 0 RPT=9223 171.69.89.78
RECEI VED Message (nsgi d=f 6457474) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3008 10/20/2002 20:23:18.330 SEV=9 | KEDBG 0 RPT=9224 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

3009 10/20/2002 20:23:18.330 SEV=9 | KEDBG 0 RPT=9225 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

3010 10/20/2002 20:23:18.330 SEV=8 | KEDECODE/ 0 RPT=8199 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3
Lengt h 128

3016 10/20/2002 20:23:18.330 SEV=9 | KEDBG 41 RPT=338 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3018 10/ 20/ 2002 20:23:18.330 SEV=9 | PSECDBG 17 RPT=673
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3019 10/ 20/ 2002 20:23:22.430 SEV=8 | KEDECODE/ 0 RPT=8200 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): C5 AO FO 8B 69 60 D7 47

Responder Cookie(8): 48 65 Bl 6F 36 1F 9D 3A

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D . 358ae39e
Lengt h 1 76

3026 10/ 20/ 2002 20:23:22.430 SEV=8 | KEDBG 0 RPT=9226 171.69.89.78
RECEI VED Message (nsgi d=358ae39e) with payl oads :



HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3028 10/ 20/ 2002 20: 23:22.430 SEV=9 | KEDBG 0 RPT=9227 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

processi ng hash

3029 10/ 20/ 2002 20:23:22.430 SEV=9 | KEDBG 0 RPT=9228 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

Processing Notify payl oad

3030 10/ 20/ 2002 20:23:22.430 SEV=8 | KEDECODE/ 0 RPT=8201 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :C5 A0 FO 8B 69 60 D7 47 48 65 Bl 6F 36 1F 9D 3A
Lengt h 128

3036 10/ 20/ 2002 20:23:22.430 SEV=9 | KEDBG 41 RPT=339 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3038 10/ 20/ 2002 20: 23:22.430 SEV=9 | PSECDBG 17 RPT=674
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3039 10/ 20/ 2002 20:23:23.530 SEV=9 | PSECDBG 18 RPT=836 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3040 10/20/2002 20:23:23.530 SEV=9 | PSECDBG 18 RPT=837 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3041 10/ 20/ 2002 20:23:28.340 SEV=9 | PSECDBG 17 RPT=675
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3042 10/ 20/ 2002 20: 23:32.440 SEV=9 | PSECDBG 17 RPT=676
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3043 10/ 20/ 2002 20: 23:32.530 SEV=9 | PSECDBG 18 RPT=838 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3044 10/ 20/ 2002 20: 23:32.530 SEV=9 | PSECDBG 18 RPT=839 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3045 10/ 20/ 2002 20: 23:38.360 SEV=8 | KEDECODE/ 0 RPT=8202 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E

Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : faB597e6
Lengt h 1 76

3052 10/ 20/ 2002 20: 23:38.360 SEV=8 | KEDBG 0 RPT=9229 171.69.89.78
RECEI VED Message (nsgi d=f a8597e6) wi th payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3054 10/ 20/ 2002 20:23:38.360 SEV=9 | KEDBG 0 RPT=9230 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

3055 10/ 20/ 2002 20: 23:38.360 SEV=9 | KEDBG 0 RPT=9231 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

3056 10/ 20/ 2002 20:23:38.360 SEV=8 | KEDECODE/ 0 RPT=8203 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3
Lengt h 128

3062 10/ 20/ 2002 20: 23:38.360 SEV=9 | KEDBG 41 RPT=340 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3064 10/ 20/ 2002 20: 23:38.360 SEV=9 | PSECDBG 17 RPT=677

Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet

3065 10/ 20/ 2002 20:23:41.530 SEV=9 | PSECDBG 18 RPT=840 171.69.89.78



Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3066 10/20/2002 20:23:41.530 SEV=9 | PSECDBG 18 RPT=841 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3067 10/ 20/ 2002 20:23:42.470 SEV=8 | KEDECODE/ 0 RPT=8204 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): C5 AO FO 8B 69 60 D7 47

Responder Cookie(8): 48 65 Bl 6F 36 1F 9D 3A

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )

3073 10/ 20/ 2002 20: 23:42.470 SEV=8 | KEDECODE/ 0 RPT=8204 171.69.89.78
Message | D : ¢892dd4c
Lengt h 1 76

RECEI VED Message (nsgi d=c892dd4c) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3076 10/20/2002 20:23:42.470 SEV=9 | KEDBG 0 RPT=9233 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

processi ng hash

3077 10/ 20/ 2002 20:23:42.470 SEV=9 | KEDBG 0 RPT=9234 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

Processing Notify payl oad

3078 10/ 20/ 2002 20:23:42.470 SEV=8 | KEDECODE/ 0 RPT=8205 171.69.89. 78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :C5 A0 FO 8B 69 60 D7 47 48 65 Bl 6F 36 1F 9D 3A
Lengt h 128

3084 10/ 20/ 2002 20:23:42.470 SEV=9 | KEDBG 41 RPT=341 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3086 10/ 20/ 2002 20:23:42.470 SEV=9 | PSECDBG 17 RPT=678
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3087 10/ 20/ 2002 20:23:48.370 SEV=9 | PSECDBG 17 RPT=679
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3088 10/ 20/ 2002 20: 23:50.530 SEV=9 | PSECDBG 18 RPT=842 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3089 10/ 20/ 2002 20:23:50.530 SEV=9 | PSECDBG 18 RPT=843 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3090 10/ 20/ 2002 20:23:52.470 SEV=9 | PSECDBG 17 RPT=680
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3091 10/ 20/ 2002 20:23:58.380 SEV=8 | KEDECODE/ 0 RPT=8206 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E

Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : 943c¢7d99
Lengt h 1 76

3098 10/ 20/ 2002 20: 23:58.390 SEV=8 | KEDBG 0 RPT=9235 171.69.89. 78
RECEI VED Message (nsgi d=943c7d99) with payl oads :
HDR + HASH (8) + NOTIFY (11) + NONE (0)
total length : 76
3100 10/ 20/ 2002 20:23:58.390 SEV=9 | KEDBG 0 RPT=9236 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
processi ng hash
3101 10/ 20/ 2002 20:23:58.390 SEV=9 | KEDBG 0 RPT=9237 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
Processing Notify payl oad
3102 10/ 20/ 2002 20:23:58.390 SEV=8 | KEDECODE/ 0 RPT=8207 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)



Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)
Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3
Lengt h 128

3108 10/ 20/ 2002 20: 23:58.390 SEV=9 | KEDBG 41 RPT=342 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3110 10/ 20/ 2002 20:23:58.390 SEV=9 | PSECDBG 17 RPT=681

Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet

3111 10/ 20/ 2002 20:23:59.530 SEV=9 | PSECDBG 18 RPT=844 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success

3112 10/ 20/ 2002 20: 23:59.530 SEV=9 | PSECDBG 18 RPT=845 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success

Resolucién de otros problemas

NAT-T encapsula trafico IPSec en datagramas UDP por medio del puerto 4500. Si NAT-T no se
verifica en el VPN Concentrator o si la transparencia NAT no se verifica en el VPN Client, se
establece el tunel IPSec; sin embargo, no puede pasar ningun dato. Para que el NAT funcione, se
debe verificar el NAT-T en el concentrador y la transparencia (en el UDP) en el cliente.

El ejemplo a continuacién muestra un caso en el que NAT-T no fue verificada en el concentrador.
En el cliente, se verifico la tunelizacion transparente. En este caso, se establece el tunel IPSec
entre el cliente y el concentrador. No obstante, dado que fallaron las negociaciones de puerto del
tunel IPSec, no pasan datos entre el cliente y el concentrador. Como resultado, los bytes
transmitidos y recibidos son cero para las sesiones de acceso remoto.
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El ejemplo a continuacion muestra las estadisticas del VPN Client. Observe que el puerto de tunel
negociado es 0. Existe un intento de hacer ping en 192.168.2.251 (interfaz privada del
concentrador VPN 3000) y a 172.16.172.50 desde el indicador de DOS. Sin embargo, estos pings
fallan porque ningun tunel del puerto ha sido negociado vy, asi, los datos IPSec se descartan en el
servidor VPN remoto.
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El siguiente ejemplo muestra que el VPN Client esta enviando datos cifrados (13 paquetes). Pero
la cantidad de paquetes desencripcions es cero para el servidor VPN remoto y no ha devuelto
datos encripcidns. Dado que no se ha negociado ningun puerto de tunel, el servidor VPN remoto
descarta los paquetes y no envia ningun dato de respuesta.
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