ACIUNTTPTIYOT7AD—F142TDB
STNS21—F14209 : LAY27 3D —F1>
J

&

=

B S5

=

hAROS

GUIFIvYY

BADLAY2I1_FYARNTST 74V IDORS TN A1 —FT4209D7—0 70—
AH)—TY—RAEPMACZ—Z_>F

ABV—THREMACT RARAVKNILVYIT YT

ANAVZAY FICHEETBIANN—TAAYF

ANA T AI—=F 42T

HAH)—7JVFE—REPMACZ—_>%

HAHU—TREMACILY OT VT

ANAVAAYFOCOOPEPURS RUTHEDI RAA KRN ELLEFEENTVWS CL%E
BEELET,

ELAM AssistantZ £ L ZELAMH

CLIZERALIEAHNY—TELAM

fTriageZFRAL &= 70— 0IBH

TABLAY2I_FYAM NS TAVIODORT TN A—FT 42 TD—070—:75Y RE—
R®DBD

BD GIPoD#& %

ELAM-AHNV—=T - TSIV FAVINTFTTA4YD

FTAGhAROS OERK

ELAM : HH V=7 : 7539YFAITRTFT T4V
FABLAY2I_FYAM NS TAVIODORT TN A—FT429D—070—: \—RIIT
Z’0%> ®»BD

L A Y285 DBLE

ACIZ77 VY UL AV 28xiABhE

B=

CORFIXRNTR, ACIOLAV27 A0 —F 4V IJOBBERNTTIN>21—FT 14T DOFIE
COWTEBALET

BRELHA

CHORFIXNOAZRBI. Troubleshooting Cisco Application Centric Infrastructure, Second
Editon 43 1> NS T7PTVY O T3 D—=F4200 - 127 F)—F«14>% : EUBDHAM®2DOD

&

&



https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

IVRRAM : AZFYANL—FT12TBL E

B=

Ot arTR, ALTVY D RXAVBLTRUYTZRY NAOIY RRA 2 MAFHEEIC
BETEBZVRNT TN 1—FT42TBICODVTHBLET, XORIEE, BDICHTRY M%<
CIAZFYARNL—TAITNEHIESOTVB NARODZRLTVET,

BE, IVRRAVMNEREEALTNZ 74y 070-ORZTN21—FT12T%

V Al

T586

=]

F. IVRRARNORTOREZRKRIDCEZHRBLET, XDODEPAEBO MNROT 2SR

LTLKEZW, chs5E,

Ak, FN¥FHN00:00:10:

hROS

TNENIP7 RLA10.1.1.1/24E10.1.1.2124%H5F 3, MACFZ RL
01:01&00:00:10:01:01:02lC &% V) £,

BD1 (no BD subnet)
No unicast routing

N\ />

\/

EPB
10.1.1.2/24
MAC: 00:00:10:01:01:02

EP A
10.1.1.1/24
MAC: 00:00:10:01:01:01

COEVIVTR, XD3DOFUFICOWTHBALET,

1. BAOLA Y212y A 70—,
2.72Y RE—RTBDZERAIZFTHBZLA V21 -F v AN70—,

3.N=RIIT77OF>E—-—RTBDZEEAIZDFAZLAV2IZF v AM70—,

#SRZTIN21—TFT142070—, RODAF—LTENTEET,

LRINFIVY RE BE BETIY REA Y MOGUIC & 3R,

LRIL2FTIVY

FEIRINEDIH =

SHEWIELET,

=7 A4 Y FOCLL EERERED)—T ALY FHNF I RRAN%E
BELET, ANA2/—RHFCOOPTIY RRAV NEFBTRIHE

LRIVBFIVO CNTYNFYTFY

ELAM ( ELAM Assistant& 7z (&CLI ) ZFEAL T,

JL—LAFHEIRE2BELEXY, 7O—ZEHIT DO DEERIEM.

GUIFTIvYY



BUOOLARILORNS TN 1—FT 42T, IV RRAMMACHELLKEBEhEC L%
GUINSREIET D CETT, chld, T2 RARAY MNEEE hTVWBEPG®H[operational] X 7 A
SR{TTEERT,

[EPG Operational] & 7> [Client End-Points]

Summary Palicy Operational Stats Health
Client End-Points Configured Access Policies Contracts Controller End-Points Deployed Leaves
Y
MAC IP = Learning Hosting Reportin: Interface Multicas! Encap
Source Server Controlle Address

Name

COIFIATI, IV RRA NAEBOTAENGUIICRRENET, GUIICIE, MACT RL A
VITTIVYIICERENTVWR AV EZ—TIA A, BLOAT I RRENET., CDIF
&, ¥555 N7 EIILVLAN 2501ICEENTVE T,

AZF Y ARNIL—FT AT HFBDLARILTEMICE>TVD S, IPPRLARACIZ7ZITIY Y
AHEFEFEnBVWENFREINET,

FORO)—=223y NIHZDEBFY—ADHESBLTLKEETV, ChH Tlearneds ZRT15
E.ACIV—TJAAYFREIVRRA D EDBLLEEIDONTY N EZFELELE,

COBE. IVRARAVNZFACIZ 7T UV UL SEFENZ S, BAOLAV2IZFv AN
RST7AVYOICEBITRIRONST TN 1—F A2 T05—AICEHRET,

BHAOLAV2IZFYANNT 7490 TN21—T 41
>I90—-070—
AB—=7Y—REP MACT—=>%

BUBDADOL A V27 #D—F 42T DIFE. ACIEIEETMACO & ZFHF L., BEMACICED
WTEELET, MACZ RLABDOEHTEEENET,

RO, IV RRAMAZBEATVWRIAESH EHELET,

| eaf 1# show endpoint mac 0000.1001.0101
Legend:



s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local -aged m - svc-ngr
L - local E - shared-service
e . . . T pepp——
-+
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info
e . . . T pepp——
--- 4
4/ Pr od: VRF1 vl an- 2501 0000. 1001. 0101 L
ethl/3

tRROEAE, ROBEHRERELET,
- MAC7 KL 20000.1001.0101(k, vrf Prod:VRF1D A 7"t )L{tvian-2501Z AL T, R—b
A=Y MBLETO—ANLNCEBEIET (O—HLDOFEET7ZTEL) .

- ERROHEIO "VLAN/RX A2 5125 RBLT<EEV, UARENTWAVLAN IDIEHED
VLANT 9,

ANBV—=TREMACIY RRAZ NLVLY OFYT

FEAMACHBEA (BEHIOIZF v AN ) THRIERELFT,

| eaf 1# show endpoint mac 0000.1001.0102

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local-aged m - svc-ngr
L - local E - shared-service
o e m e e e e e e e e e e e e e e SRS o e e e e e SR [ R,
-+
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info
o e m e e e e e e e e e e e e e e SRS o e e e e e SR [ R,
-+
7/ Prod: VRF1 vxl an- 16351141 0000. 1001. 0102
tunnel 4

LEOEHF, ROBHRERELET,

. MAC7 RL A0000.1001.0102A—HIL THEEBEhELE A,

L CNRBA VBT I AN RIIAD SEBENET,

T UYDRXAOBD_VNID (VXLANEZ Y RD—21D) BT 2 B 7 £ JL{LVXLAN-
16351141 TEBFE & T,

XIZ, Tshow interface tunnel <x>3 AN RZFEAL T, NRILAVEZ—TIA ADRLZHE
BLET

| eaf 1# show interface tunnel 4
Tunnel 4 is up
MIU 9000 bytes, BWO Kbit
Transport protocol is in VRF "overlay-1"
Tunnel protocol/transport is ivxlan
Tunnel source 10.0.88.95/32 (| 00)
Tunnel destination 10.0.96. 66
Last clearing of "show interface" counters never
TX



0 packets output, 1 minute output rate O packets/sec

Rx
0 packets input, 1 mnute input rate 0 packets/sec

LEA>T, N7y NEEETTEP IP 10.0.88.95 ( loopback0IZ V) 3T ) TVXLANIC A7 &)L
fbEn, SEETEP IP 10.0.96.66\C [ 1T THEEEhET,

EETIPZHELET,

| eaf 1# show ip interface loopback 0 vrf overlay-1

IP Interface Status for VRF "overlay-1"

100, Interface status: protocol-up/link-up/adm n-up, iod: 4, node: ptep
| P address: 10.0.88.95, |P subnet: 10.0.88.95/32
| P broadcast address: 255.255.255. 255
| P primary address route-preference: 0, tag: O

SEETEP IP 10.0.96.661 XD VT hATT,

- Bl —7OPTEPT7 RL A ( acidiag fnvreadZ A L THRETEET )
- VPC VIP([GUI] > [Fabric] > [Access Policies] > [Policies] > [Switch] > [Virtual Port Channel
default]| CHEFETEEXT (U TOARIV -3 vy hNE2SR),
ANA DALY FEDOIIL=TINY DIPe AINA 2 AA Y FT Tshow ip interface vrf overlay-
10 ON RZFEALT, Che®FELET,
BARHVPCRET I —7

Virtual Port Channel Security Policy - Virtual Port Channel default
) f
Policy Faults History
R
O + %
Explicit VPC Protection 2
Groups: -
« MName Domain Policy Switches Logical Pair ID Virtual IP

default 101, 102 3 10.0.96.67/32

ANAVALYFIEEBETDIANV—TRIYF

ABV—=T &, AEIHEEIPZ10.0.96.66ICFKEL T, 7L—ALZVXLANICAZEI{LLET,
DIPE, BID "show interface tunnel 45 AN RTURARENERN D RILEEIPTT, BIO T
show endpoint mac 0000.1001.0102; N> ROBAIICRENTVD&ESIC, TUYDRXAL Y
MOVNID(vxlan-16351141) & A L TVXLANIC A 7 EIL{IELL £ T,

VRF overlay-1DIS-ISIL— KN ICETWVWT, AEEERELET,

| eaf 1# show ip route 10.0.96.66 vrf overlay-1



I P Route Table for VRF "overlay-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 0. 96. 66/ 32, ubest/nbest: 4/0

*via 10.0.88.65, Ethl1l/49.10, [115/3], 2whd, isis-isis_infra, isis-l1-int

*via 10.0.88.94, Ethl1l/50.128, [115/3], 2whd, isis-isis_infra, isis-l11-int
LEN2T, ANAVAAYFADOTZTIYIOTYTI O THBeth1/498 L V150 EHA L
T, BEAANDECMP (ZFDARNINFNAR)IL—=—TFT 12 TF1T7DbNhFET,

ANA2TAD—=F12T

ANA Y EOVRFA—=N—=LA1IIN—FT 1> F9F—=T )k, RARIL—K10.0.96.66H leaf3F 1= &
leaf4f 2 TEEMRTH D L ZRLTVET, Chik, V—T7 RS Y F1038 L V1040DVPC
VIPA"10.0.96.66 TH 3 EREENET,

spi nel# show ip route 10.0.96.66 vrf overlay-1
| P Route Table for VRF "overlay-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 0. 96. 66/ 32, ubest/nbest: 2/0
*via 10.0.88.91, ethl/3.35, [115/2], 02w05d, isis-isis_infra, isis-l11-int
*via 10.0.88.90, ethl/4.39, [115/2], 02w05d, isis-isis_infra, isis-l11-int

spi nel# show 11dp neighbors | egrep "1\/3 |1\/4 "
| eaf 3 Et hl/ 3 120 BR Et hl/ 49
| eaf 4 Et hl/ 4 120 BR Et hl/ 49

HAh)—7V)F—RNEPMACT—Z_27J

CDIBE. WETEPIKVPCRT7 THBD =, N7V MNEleaf3E L EleafdlCRIBFLE T, XNOIOX
RENESBLTLKEETV, LeaBliEAEOB I RRENET, ChSIEELUVPCRT O —
BTHDED, IXNTOIVRRAVNE2DD) =T A4y FRETEABPENET,
HBAOV—=TDOLAV2RNZ 74V IODITY RAKRAVNZEBE., ZE/NTY NOVNIDIZH ST S
BDTCEZBENEEEIMACT RLAICEDEET, chik, IV RKRANF—TILTHERET
EET,

EETMACT RL Alk. VXLAN-16351141D N> 26D EEHICH Y ET,

N> % JL26WETEP IP 10.0.88.95(leaf)IC B iEL £ ¥,

| eaf 3# show endpoint mac 0000.1001.0101

Legend:

s - arp H- vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - |ocal -aged m - svc-ngr

L - local E - shared-service

L T oo oo T o
-+

VLAN Encap MAC Addr ess MAC | nf o/ Interface



Donai n VLAN | P Address IP Info
L TR T LT T R
---
136/ Pr od: VRF1 vxl an- 16351141 0000. 1001. 0101
tunnel 26

| eaf 3# show interface tunnel 26
Tunnel 26 is up
MIU 9000 bytes, BWO Kbit
Transport protocol is in VRF "overlay-1"
Tunnel protocol/transport is ivxlan
Tunnel source 10.0.88.91/32 (1 00)
Tunnel destination 10.0.88.95
Last clearing of "show interface" counters never
TX
0 packets output, 1 minute output rate O packets/sec
Rx
0 packets input, 1 minute input rate 0 packets/sec

| eaf 3# acidiag fnvread | egrep "10.0.88.95"
101 1 | eaf 1 FDO20160TPA 10. 0. 88. 95/ 32 | eaf
active 0

HAOU—T7REMACLY VYT

Mshow endpointy N> Rik, 3BEMACH port-channel 1O EETEZBEh, H7EJL{LVLAN-
2501 &AL TVWB L E2RRBLET

| eaf 3# show endpoint mac 0000.1001.0102

Legend:

s - arp H- vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - |ocal -aged m - svc-ngr

L - local E - shared-service

R TP e LT R e

-+

VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info

R TP e LT R e

-+

135/ Prod: VRF1 vl an- 2501 0000. 1001. 0102 LpV

pol

gk, 7L—ALNH7EI{LVLAN ID 2501 %Z$F Dleaf3( > X — 7 I A Aport-channel 1.L®
ACIZ77 VY IOASHTWVWAZEZRLTVWET, BD VNIDIE, GUIM[Tenant Operational] X
TICHY)ET,

ANAZ ALY FOCOOPEPIYRIS NUTHEDIY RRAV MFELKEBEhTVWIC L%
BEELET,

COOPEPURZ NUIE, IXTOANA Y /— RETRABPIZDHENHVET, coop EPD
REPOI&., BDVNIDZF—&E L TEAL, EPMAC7 RLAZAHDL THERETEET,

CO7O0—DEFETMACT RL AWK, lealfOTEP IPTH% M RILF IV AKNKY 7°10.0.88.95H

SEBFENFET, £, COITY REHCE, ELLWT U YT RXSVICHRIET HVNID
16351141A" RENTLVET,

spi nel# show coop intermal info repo ep key 16351141 00:00:10:01:01:01



Repo Hdr Checksum : 24197

Repo Hdr record tinestanp : 10 01 2019 10: 16:50 278195866
Repo Hdr last pub timestanp : 10 01 2019 10:16: 50 283699467
Repo Hdr | ast danpen timestanp : 01 01 1970 00: 00: 00 O
Repo Hdr danpen penalty : O

Repo Hdr flags : IN_OBJ EXPORT ACTI VE

EP bd vnid : 16351141

EP mac : 00:00:10:01:01: 01

flags : 0x80

repo flags : 0x122

Vrf vnid : 2097154

Epg vnid : 0

EVPN Seq no : O

Rermot e publish tinestanmp: 01 01 1970 00:00:00 O

Snapshot timestanp: 10 01 2019 10: 16: 50 278195866

Tunnel nh : 10.0.88.95

MAC Tunnel : 10.0.88.95

I Pv4 Tunnel : 10.0.88.95

I Pv6 Tunnel : 10.0.88.95

ETEP Tunnel : 0.0.0.0

CO70—DOREEMACE. leaf38 & Vleaf4d DVPC VIP 10.0.96.66ICx L TEEB&Eh&ET, EPBD
VNID 16351141 A& h, ELVBDIZXRELET,

spi nel# show coop internal info repo ep key 15302583 00:00:10:01:01:02

Repo Hdr Checksum : 16897
Repo Hdr record tinmestanp : 10 01 2019 11: 05: 46 351360334
Repo Hdr | ast pub timestanp : 10 01 2019 11:05: 46 352019546
Repo Hdr | ast danpen timestanp : 01 01 1970 00: 00: 00 O
Repo Hdr danpen penalty : O
Repo Hdr flags : IN_OBJ EXPORT ACTI VE
EP bd vnid : 16351141
EP mac : 00:00:10:01:01: 02
flags : 0x90
repo flags : 0x122
Vrf vnid : 2097154
Epg vnid : 0O
EVPN Seq no : O
Renmot e publish timestanp: 01 01 1970 00:00:00 O
Snapshot tinmestanp: 10 01 2019 11:05: 46 351360334
Tunnel nh : 10.0.96. 66
MAC Tunnel : 10.0.96.66
| Pv4 Tunnel : 10.0.96. 66
I Pv6 Tunnel : 10.0.96.66
ETEP Tunnel : 0.0.0.0

ELAM AssistantZ £/ L ==ELAMH H

ELAM Assistanti&, ACIZ7 77 V)Y O THELAMF ¥ 7 F Y DRITEBHEILTE DR NBACIT S
Ur—3avTT,

ELAM Assistantf U A —(&, D) —7 /—RTRBICEHTEEXT, TOHER. leaf,
leaf3, leafd THRHED/NT Y NEXETLTFIVITEERT,

BREENLEELAMF Y 7 F Y FROKRSICRTENET, BRELLEZESY ., NTY R
leaf1(node-101) & leaf3(node-103) TR SN E T,

ELAM Assistant : /AT X—4&



e Capture a packet with ELAM (Embedded Logic Analyzer Module)

ELAM PARAMETERS

Name your capture: L2-only

Status Node Direction Source IfF Parameters VxLAN (outer) header

§ node-101 from frontport any f-_:) srcip 10.1.1.1
.\‘_) dst ip 10.1.1.2
(& node-103 from SPINE any (+) (=) srcip 10.1.1.1
(=) astip 10.1.1.2
(W) l Eibl node-104 from SPINE any (+) {’--:u src ip 10.1.1.1
{':.“. dstip 10.1.1.2

leaf1(node-101)D LAR— N IZlE, XDBEBRHFRFENET,

. Captured Packet Information® 5 1 Tlk, /N7 Y MAeth1/3lIC A2 i & &#®FRBL, ELV
MACB L VIPBEHRAEENRTVET,

INT Y REEEERIE. eth1/49TTEP IP 10.0.96.66lc ke hi-C & &2 RLTVET,
ELAM Assistant — leaf1(node-101) - ¥ ¥+ 7”F v & h =)\ v NMEH

Basic Information

LEAF

L2 Header

L3 Header

No Vx

ELAM Assistant — leaf1(node-101) — /N ¥ NIEX 18R



Forward Result

Destination Type To another ACI node (or AVS/AVE)
Destination TEP 10.0.96.66 (vPC (103_104))
Destination Physical Port eth1/49
Sent to SUP/CPU instead no
SUP Redirect Reason (SUP code) NONE

Contract
Destination EPG pcTag (dclass) 32770 (Prod:App:EPG1)
Source EPG pcTag (sclass) 32770 (Prod:App:EPG1)
Contract was applied 1 (Contract was applied on this node)

Drop

HH 1) —7 Edleaf3(node-103) T, RN BEEhET,

leaf3M Captured Packet Information T, eth1/49A" S A DL ET, AFIPT RLAKKRD Z &=
BLET,

. Y —ATEP:10.0.88.95
. 3% TEP:10.0.96.66
- VNID:16351141(BD VNID)

ELAM Assistant — leaf3(node-103) - ¥ ¥ 7F v h N7 v MNMER
BT

Basic Information

Device Type LEAF
Packet Direction egress (spine LT -> leaf)

Inconming |/F eth1/49



-

L3 Header (Outer VxLAN)

L3 Type IPv4
Destination IP 10.0.96.66 (vPC (103_104))
Saource IP 10.0.88.95 (bdsol-aci32-leaf1)
IP Protocol 0x11 (UDP)
DSCP 0
TTL 31
Don't Fragment Bit Ox0 (Ox0)
L4 Header (Outer VxLAN)
L4 Type IVXLAN
DL (Don't Learn) Bit 0 (not set)
Src Policy Applied Bit 1 (Contract was applied on the previous node)
Dst Policy Applied Bit 1 {Contract was applied on the previous node)
Source EPG (sclass [ src pcTag) 0xB8002 / 32770 (Prod:App:EPG1)
VRF/BD VNID 15302583 (Prod:BD1)

Packet Forwarding Informationld. ~Z 7 1 ¥ 2 A port-channel 1. %§(Cethernet 1/12TERiEE h
BCEZRLTVET,

Forward Result

Destination Type To a local port
Destination Logical Port Po1
Destination Physical Port eth1/12
Sent to SUP/CPU instead no
SUP Redirect Reason (SUP code) NONE
Contract
Destination EPG pcTag (dclass) 32770 (Prod:App:EPG1)
Source EPG pcTag (sclass) 32770 (Prod:App:EPG1)
Contract was applied 1 (Contract was applied on this node)
Drop

Drop Code no drop



CLIZEERLZZAD)—TELAM

ELAM¥ ¥ 7’F ¥ 2 RTTRRENFBELETND 0, ELAM AssistantZ2EH T3 2 HE8D
LET, L, ACIAAYFTCLION > REFEHAL TELAMLAR—NEER TR EETESE
T, cNZEERITITEDHZEOHZERICALET,

RIZRINIA—2—T D RAZEALT, ADV—TLONTYRNEFYTFYLET,
ELAMAZ'Z 32 OFBICOWTE, Y=y 9232 Z22RBLTSEEL,

. ZOBITIR, ASICE—7&ELT Tahy TF (BREESOXRE "T-EXJ ) o

- Tin-select 64 &, VXLANAZ LD BEVWADI ) OR—KNDASEETDI/NTY M EF
YIFYIRLEHICFERAENET,

. Tout-select 1) ZFETDE, ROVIRIKNILERRTENET (NI Y MROY 7DEHES
) o

CBEIORNUA=DIXNTO) =200l z2BRITDICE. Tresety AN RAIMBE
T9,

LN TUYSENLETO—TYHN, ELAMBIPAY A —%2RBTEET, TOREE.

ipvd src_ips & Tdst_ipy ZFEALTRKRUA—ZEETEET,

nodul e- 1# debug platform internal tah elam asic 0
nodul e- 1(DBG el am) # trigger init in-select ?

10 CQuterl4-innerl4-ieth

13 Quter(12]13]14)-inner(12]|13]14)-noieth

14 OQuter(l2(vntag)|l3|14)-inner(12|13|14)-ieth
15 Quter(12]13]14)-inner(12|13|14)-ieth

6 Cuterl 2-outerl 3-outerl 4

7 I nnerl 2-innerl 3-innerl 4

8 Cuterl 2-innerl 2-ieth

9 Cuterl 3-innerl 3

nodul e- 1(DBG el an) # trigger init in-select 6 out-select 1

nodul e- 1(DBG el am i nsel 6) # reset

nodul e- 1( DBG el am i nsel 6) # set outer ipv4 src_ip 10.1.1.1 dst_ip 10.1.1.2
nodul e- 1(DBG el am i nsel 6) # start

INTY R REETNEAESH 2B IBICEF, ELAMAT—RRAZFIVYILET, NUH—
FHBH5E. FEC—BIBIZNTY NMERENWZEEZERLET,

nodul e- 1( DBG el am i nsel 6) # status
ELAM STATUS

Asic 0 Slice 0 Status Triggered
Asic O Slice 1 Status Arned

ROH A, Tereporty ANV RZFEHALTLAR—RMNFRRENDZDERZRLTVET, B
FEILCRVOT, EBELEFNACCICEBYRFSNET, L. T2BLAR—NE, BTOHNT
BIEHICV=TITIT7TAINATLAADBRICREFENET, COT7AIILAICIE., ELAMAERE
ENEEEDRALARAZRTEEENTVET,

| eaf 1# 1s -al /var/log/dme/log/elam 2019-09-30-03m-23h-14s.txt
-rwrwrw 1 root root 699106 Sep 30 23:03 /var/| og/dme/l og/ el am 2019- 09- 30- 03m 23h- 14s. t xt

"LAR—b1 TR NTYRFZEEN, BHAIPFERSY) CEBEA LN RIAETINET
(EETEREDMAC, EETEREDIPELE ),



nodul e- 1( DBG el am i nsel 6) # ereport
Pyt hon avail abl e. Continue ELAM decode with LC Pkg

ELAM REPORT

Trigger/Basic | nformation

ELAM Report File

I n-Sel ect Trigger

Qut - Sel ect Tri gger

ELAM Capt ured Devi ce
Packet Direction
Triggered ASIC type
Triggered ASIC instance
Triggered Slice

Incom ng Interface

/tnp/ 1 ogs/ el am 2019- 09- 30- 03m 23h- 14s. t xt
Quterl 2-outerl 3-outerl4( 6 )

Pkt r w si deband-drpvec( 1)

LEAF

i ngress

Sugar bow

0

0

0x24( 0x24 )

( Slice Source ID(Ss) in "show plat int hal 12 port gpd" )

CQuter Packet Attributes

CQuter Packet Attributes
Opcode

Quter L2 Header

Desti nati on MAC
Source NMAC
802.1Qtag is valid
CoS

Access Encap VLAN

Quter L3 Header

L3 Type

I P Version

DSCP

| P Packet Length
Don't Fragnent Bit
TTL

I P Protocol Nunber
I P CheckSum
Destination IP
Source | P

Capt ured Packet

| 2uc ipv4 ip ipuc ipvduc
OPCODE_UC

0000. 1001. 0102
0000. 1001. 0101
yes( Ox1 )

0( 0x0 )

2501( 0x9C5 )

84 ( = I P header (28 bytes) + IP payload )
not set

255

| WP

51097( 0xC799 )

10.1.1.2

10.1.1.1

Forwar di ng Lookup ( FPB)



Dst MAC Lookup was perforned 1 yes
Dst MAC Lookup BD : 522( 0x20A)
( Hw BDID in "show plat int hal 12 bd pi" )
Dst MAC Address : 0000. 1001. 0102

Dst MACis Hit 1 yes

Dst MAC is Hit |ndex : 6443( 0x192B)

( phy_id in "show plat int hal objects ep |2 nmac (MAC) extensions" )
or ( HT IDX in "show plat int hal |3 nexthops" for L3QUT/L3 EP)

fTriageZ AL 7= 7 O— DB

fTriageld APIC CLIN 5RfT&h, ACIZ77 7V Y D ERNULTTIIANAREZLED LOICFERATESE
T, DB EEANY—T(node-101), EETIP. BLRUFBEIPERELET. COBENT —
ATk, 7Vv2Ehi (LA4Y2) 70—-THd 1k, fTriage7 Vv AT a>zERALE
9,

fTriageFREDTALIORNIJICOTT77ANZERLET, COOTT77A4ILICE, REET I
INXTOOY EELAMLR—RFBENET, ChIZLY), NTYREBRYTZELFYTF¥
TEXT, HIDEWN—232ZRICRLET,

api cl# ftriage bridge -ii LEAF:101 -sip 10.1.1.1 -dip 10.1.1.2

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "12181",
"apicld": "1", "id": "0"}}}

Starting ftriage

Log file name for the current run is: ftlog_2019-10-01-18-53-24-125.txt

2019-10- 01 18:53: 24,129 I NFO /controller/bin/ftriage bridge -ii LEAF:101 -sip 10.1.1.1 -dip
10.1.1.2

2019-10-01 18:53: 49,280 I NFO ftriage: nmai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019-10-01 18:54:10, 204 | NFO ftriage: mai n: 839 L2 frame Seen on leafl Ingress: Ethl/3
Egress: Ethl/49 Vnid: 15302583

2019-10-01 18:54:10, 422 | NFO ftriage: nai n: 242 ingress encap string vlan-2501
2019-10-01 18:54:10, 427 | NFO ftriage: mai n: 271 Building ingress BD(s), Cx

2019-10-01 18:54: 12,288 | NFO ftriage: mai n: 294 I ngress BD(s) Prod: BD1

2019-10-01 18:54: 12,288 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10-01 18:54: 12,397 I NFO ftriage: pktrec:490 leafl: Collecting transient |osses
snapshot for LC nodule: 1

2019-10-01 18:54:30,079 I NFO ftriage: nmai n: 933 SMAC 00: 00: 10: 01: 01: 01 DMVAC

00: 00: 10: 01: 01: 02

2019-10-01 18:54: 30,080 I NFO ftriage: unicast:973 leafl: <- is ingress node

2019-10-01 18:54: 30, 320 I NFO ftriage: unicast:1215 leafl: Dst EP is renote

2019-10-01 18:54: 31, 155 I NFO ftriage: msc:659 leafl: L2 frame getting bridged in SUG
2019- 10- 01 18:54: 31,380 | NFO ftriage: m sc: 657 leafl: Dst MACis present in SUG L2 thl
2019-10-01 18:54: 31,826 | NFO ftriage: m sc: 657 |eafl: RWDMVAC DI Po(10.0.96.66) is one of

dst TEPs ['10.0.96.66'"]
2019-10- 01 18:56: 16, 249 | NFO ftriage: mai n: 622 Found peer-node spinel and IF: Ethl/1 in



candi date |i st

spi nel:

sp

nel:

Extracted Internal -port GPD Info

LC trigger ELAMwith IFS: Ethl/1

L2 frame Seen on spinel Ingress: Ethl/1

spi nel:

spi nel:
spi nel:

spi nel:
spi nel:
spi nel:

spi nel:
spi nel:

Col I ecting transient |osses

Transit in spine
Ent er dbg_sub_nexthop with

EP is known in COOP (Dl Po =
Infra route 10.0.96. 66 present
Mapped LC interface: LC-1/0 FC

Extracted GPD Info for fc: 24
FC trigger ELAMwith IFS: FC

L2 franme Seen on FC of node: spinel
1/0 Port-0 Vnid: 15302583

spi nel:
spi nel:

spi nel:

Col I ecting transient |osses
Mapped FC interface: FC-24/0 LC

Capturing Spine Transit pkt-

2019-10-01 18:57:53,530 I NFO ftriage: fcls:4414 spinel: LCtrigger ELAMwith IFS: LC1/0

2019-10- 01 18:58: 26,497 | NFO ftriage: unicast:1510 spinel: L2 frane Spine egress Transit

Et h1/3 Vnid: 15302583
spi nel:

Col I ecting transient |osses

Found peer-node leaf3 and IF: Eth1/49 in

L2 frame Seen on |eaf3 Ingress: Ethl/49

| eaf 3:

Col l ecting transient |osses

Conput ed egress encap string vlan-2501
Bui | di ng egress BD(s), Ctx

Egr ess
Egr ess
| eaf 3:

| eaf 3:

| eaf 3:
| eaf 3:
| eaf 3:
| eaf 3:
| eaf 3:

Ct x Prod: VRF1
BD(s): Prod: BD1
Ent er dbg_sub_nexthop with Local

dbg_sub_next hop i nvokes

<- is egress node

Dst EP is |ocal

EP i f(Pol) sane as egr if(Pol)
L2 frame getting bridged in SUG
Dst MAC is present in SUG L2 tbhl

2019-10-01 18:56: 21, 346 | NFO ftriage: node: 643
for lc: 1

2019-10-01 18:56: 21, 348 | NFO ftriage: fcls:4414
Asic :0 Slice: 0 Srcid: 32

2019-10-01 18:56:54, 424 | NFO ftriage: mai n: 839
Egress: LGC-1/0 FC-24/0 Port-0 Vnid: 15302583

2019-10- 01 18:56: 54, 424 | NFO ftriage: pktrec: 490
snapshot for LC nodule: 1

2019-10-01 18:57: 15,093 | NFO ftriage: fib:332
2019-10-01 18:57: 21,394 | NFO ftriage: unicast: 1252
Transit inst: ig infra: False glbs.dipo: 10.0.96.66
2019-10-01 18:57: 21,508 | NFO ftriage: unicast: 1417
10. 0. 96. 66)

2019-10-01 18:57: 25,537 | NFO ftriage: unicast: 1458
in RIB

2019-10-01 18:57: 25,537 | NFO ftriage: node: 1331
24/ 0 Port-0 to FC interface: FC-24/0 LC-1/0 Port-0
2019-10-01 18:57: 30,616 | NFO ftriage: node: 460
2019-10-01 18:57: 30,617 | NFO ftriage: fcls:5748
24/0 LC-1/0 Port-0 Asic :0 Slice: 2 Srcid: 0
2019-10-01 18:57:49,611 | NFO ftriage: unicast:1774
with Ingress: FC-24/0 LC-1/0 Port-0 Egress: FC 24/0 LC
2019-10-01 18:57:49,611 | NFO ftriage: pktrec: 487
snapshot for FC nodul e: 24

2019-10-01 18:57:53,110 | NFO ftriage: node: 1339
1/0 Port-0 to LC interface: LC-1/0 FC24/0 Port-0
2019-10-01 18:57:53,111 | NFO ftriage: unicast: 1474
type L2 frame on egress LC on Node: spinel IFS: LC-1/0 FC-24/0 Port-0
FC-24/0 Port-0 Asic :0 Slice: 0 Srcid: 64

pkt Seen on spinel Ingress: LC-1/0 FC-24/0 Port-0 Egress:
2019-10- 01 18:58: 26,498 | NFO ftriage: pktrec: 490
snapshot for LC nodule: 1

2019-10-01 18:59: 28,634 | NFO ftriage: mai n: 622
candi date |i st

2019-10-01 18:59: 39, 235 | NFO ftriage: mai n: 839
Egress: Ethl/12 (Pol) Vnid: 11364

2019-10-01 18:59: 39, 350 I NFO ftriage: pktrec: 490
snapshot for LC nodule: 1

2019-10-01 18:59:54, 373 | NFO ftriage: mai n: 522
2019-10-01 18:59:54, 379 | NFO ftriage: mai n: 313
2019-10-01 18:59:57,152 | NFO ftriage: mai n: 331
2019-10-01 18:59:57,153 | NFO ftriage: mai n: 332
2019-10-01 18:59:59, 230 | NFO ftriage: unicast: 1252
inst: eg infra: False gl bs.dipo: 10.0.96. 66

2019-10-01 18:59:59, 231 | NFO ftriage: unicast: 1257
dbg_sub_eg for vip

2019-10-01 18:59:59, 231 | NFO ftriage: unicast:1784
2019-10-01 18:59:59, 377 | NFO ftriage: unicast: 1833
2019-10-01 18:59:59, 378 | NFO ftriage: m sc: 657
2019-10-01 18:59:59, 378 | NFO ftriage: m sc: 659
2019-10-01 18:59:59, 613 | NFO ftriage: m sc: 657
2019-10-01 19:00: 06, 122 | NFO ftriage: mai n: 961

devi ce: n3k-3 and peer-port: Ethernetl/ 16

Packet

is Exiting fabric with peer-

FRABLAV2IZHFYANNT 74V IODONZTIND1—F 1
>J7—970—:72Y RE—ROBD

CDHBITIE, BEMACH FTEATT, ADV—TDORWEMACILY V7Y SidHhERLEE A,



| eaf 1# show endpoint mac 0000.1001.0102

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - |local -aged m - svc-ngr
L - local E - shared-service
e . . . T pepp——
-+
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info
e . . . T pepp——
+

BDA'L2 Unknown Unicastlicx L T TFlood, ICERESNTWVWBHEE. SVLARILTANERIZDH
ZXICRLET,

1. ABI=T&, NTYRAYHA—Z/\Y> 1L T, FTAGD12(0 ~ 15)IZEIV)HETET,
2. AH8U—7k, BDUNIDZFEAL T7L—AZVXLANNT Y MCATEILLET, HE
EEIPIEBD GIPo + FTAGIC& VY £ 9,
3.2 /—RiE, YU—=RRODICHLTT7TIYVYIRTTIZYTF1Td&E N, BDNEH
ThTVWBRIXRTO) =T /—RICEETEIHLEN DY ET,
cDtEUIIAVTR, FIVvIOTEHEEZEARRLET,

BD GIPoD &%

GUIE, BDAEBEERNT 71 Y VICHEATAIRIILFF Y ARNT I —72251.548%BBIL & T

o
BD GIPo
Bridge Domain - BD1 0 o
Summary Policy Operationa Stats Health Faults History
General L3 Configurations Advanced/Troubleshooting

o0 o

Unknown Unicast Traffic Class ID: 16386

Segment: 15

Multicast Address: 225.1.5.48

Menitering Policy: | select a value ‘ ~.

First Hop Security Policy: | select a value | y

Optimize WAN Bandwidth: []

NetFlow Monitor Policies:

« NetFlow IP Filter Type NetFlow Monitar Policy

ELAM=- ANV =T -TZYFAVIRNT T4 Y

ELAM AssistantZ AL T, AHWU—T7OELAMLR—KAFIvoEhExd, Chik, 7L—
LABDT7 Y TFa4r0&En, IXTOTIF7TVYIOTFTY T2 D ( ZZTlketh1/49, 1/50,
1151, 152 ) A8 HIEhTWBZEERLTVET,



ELAM Assistant - AU —7 - N7y NEEX1ER

Forward Result

Destination Type Flood in BD
Destination Ports eth1/51, eth1/50, eth1/52, eth1/49 (overlay (Fabric uplink))
vPC Designated Forwarder (DF) yes
Sent to SUP/CPU as wel no
SUP Redirect Reason (SUP code) NONE

Contract
Destination EPG pcTag (dclass) 16386 (null)
Source EPG pcTag (sclass 32770 (n
Contract was applied 0 (Contract was not applied on this node)

Drop

Drop Code no drop

ARV =TICK > TERENEFTAGIEZBRE TS IZIE,. ELAM Assistant® RKINT L AR—RKNICH
BLEI,

sug_l u2ba_sb_i nfo. nc_i nfo. ntc_i nfo_nopad. ftag: O0xC

OXCH1GEBEZ 10 ERICERT S L&, FTAG12ICY T,
FTAGMROD OER

FTAGR RO RKIS-ISIZK > TEEENE T, FTAGEZ LIV —NROSHERE N, BEE
O—RAZLY RENROZEZABEICTDIIL—INBLROCHEIAEZ—TITARA)ARNDERENE
9,

ROIXY RZEALT, O—AIFTAGR RO ZRRLET, ROBITIE, spine1 TFTAG ID
12RO ZFEALTVET,

spi nel# show isis internal mcast routes ftag
IS-1S process: isis_infra

VRF : default

FTAG Rout es




FTAG ID: 12 [Enabled] Cost: ( 2/ 11/ 0)

Root port: Ethernetl/4.39
OF List:

Et hernet1/11. 11

Et hernet 1/12. 12

RIREEACI7 7T )Y VTCRELBFTAGR RO RIEK TR L lF. R<EMBIEEICED TR
MHABHYET, Taci-ftag-viewers & LS Python A2 ') 7" N (https://github.com/agccie/aci-ftag-
viewer)ZAPICICOE—T& & T, BE—NATI7 77UV IDOREBFTAGRN RO #ERLET

o

ROEHEF, SILFRY RTZ7TUYIDOPodIDFTAG 12V 1) —%RL . IPNF/NA ALED
FTAGRAROZZEATVET,

chlE, 1eafl01ASACIZ 7T UY VICABRT T4V IH, ROARVVTROBEIICRENT
WBKRSIC, RONAZBBTDEZRLTVERT,

adm n@pi cl: t np> python aci_ftag viewer.py --ftag 12 --pod 1

HHH R R R R R R R R R R R R R R
# Pod 1 FTAG 12

# Root spine-204

# active nodes: 8, inactive nodes: 1

HHH R R R R R R R R R R R R R R

spi ne- 204
+ 1/1 -------- 1/52 leaf-101
+ 1/2 -------- 1/52 |l eaf-102
+ 13 - 1/52 |l eaf-103
+ 1/4 -------- 1/52 |l eaf-104
+ 149 -------- 1/ 4 spine-201
| + 1/11 ...... (EXT) Eth2/13 n7706-01- Ml ti pod- Al
| + 1/12 ... .. (EXT) Eth2/9 n7706-01- Ml ti pod- A2
I
+ 1/50 -------- 1/ 4 spine-202
| + 1/11 ...... (EXT) Eth2/14 n7706-01-Mil ti pod- Al
| + 1/12 ...... (EXT) Eth2/10 n7706-01- Ml ti pod- A2
I
+ 1/51 -------- 2/ 4 spine-203
+ 2/11 ...... (EXT) Eth2/15 n7706-01- Ml ti pod- Al
+ 2/12 ...... (EXT) Eth2/11 n7706-01- Ml ti pod- A2
+ 1/11 ...... (EXT) Eth2/16 n7706-01- Mul ti pod- Al
+ 1/12 ...... (EXT) Eth2/12 n7706-01- Mul ti pod- A2

ELAM : WOV —T : 75YFA2TRNZT149 D

COBE. 72V TAVIENERT T4V IRACIZZ7TIYIODINTO)—TJICEELE
T, LEND2T, VPCRT THBleafl3&lealdDEAFICEELET, EE55NM0)—T /—RIZE,
BWHAANDVPCHABHYET, NTYRNODEEER TR EHIC, VPCRTEE 7Y TFa4oTdcnk b
ST74VIRBEICEETDI)—T7&21DOEHBIRLET, EIREhizJ—TFVPCDFU—7

(VPCEE7 40— —7 ) EHENET,

chix, MADOU—7 /—RTROKNIH—ZERAL TELAMTHERETERY,

nmodul e- 1# debug platform internal tah elam asic 0

nmodul e- 1( DBG el an) # trigger reset

modul e- 1(DBG el am) # trigger init in-select 14 out-select 1

nmodul e- 1( DBG el am i nsel 14) # set inner ipv4 src_ip 10.1.1.1 dst_ip 10.1.1.2


https://github.com/agccie/aci-ftag-viewer
https://github.com/agccie/aci-ftag-viewer

nodul e- 1(DBG el am i nsel 14) # start

leaf3t5 0 :

nmodul e- 1( DBG el am i nsel 14) # ereport | egrep vpc.*df
sug_lub_latch_results_vec.lub4_1.vpc_df: 0Ox1

leaf4t8 o :

nodul e- 1( DBG- el am i nsel 14) # ereport | egrep vpc.*df
sug_lub_latch_results_vec.lub4_1.vpc_df: Ox0

LEOHITE, leaf3lEk "Tvpe dfy 714 —JL RICHE "TOx11 AREETNTEY ., leafdld
vpc_dfs 74 —J)LRICE "0x04 AMRREENTVET, LEN 2T, BE7 7T —HFleaf3lC%
WET, leafdld,. 75V TF1T0EnENTY N%EVPCU VU ETHRAEPICEIELE T,

FABLAY2I-F+Y ARG 71 IORNZTNI1—F 1
>J7—9708—: N—RIUTF7AF>OBD

JARENTVBRREDNSFUAFRE., N—ROIT77OFE—-ROBDZEAL 2L 1 V2183
AZFYARNNZ 740D FIATT, COZFIFATEH, AAV—THBEMACT RL A
ZRALBEVER, ANAVIZ—F Y ARNTOFIMACT RLALCNTY NEZEELET, A
INAZ FBEMACDHCOOPILY VT Y T7Z2RTLET,

RICRI RSN Y ITYTHRITRE, ANA D BAREEIPE N RIEE (TR
10.0.96.66 ) ICEEHA, ThZleaf3-leafd VPCRTIZIEEFELET,

spi nel# show coop internal info repo ep key 15302583 00:00:10:01:01:02

Repo Hdr Checksum : 16897
Repo Hdr record tinmestanp : 10 01 2019 11: 05: 46 351360334
Repo Hdr | ast pub timestanp : 10 01 2019 11:05: 46 352019546
Repo Hdr | ast danpen timestanp : 01 01 1970 00: 00: 00 O
Repo Hdr danpen penalty : O
Repo Hdr flags : IN_OBJ EXPORT ACTI VE
EP bd vnid : 16351141
EP mac : 00:00:10:01:01: 02
flags : 0x90
repo flags : 0x122
Vrf vnid : 2097154
Epg vnid : 0O
EVPN Seq no : O
Renmot e publish timestanp: 01 01 1970 00:00: 00 O
Snapshot tinestanp: 10 01 2019 11:05: 46 351360334
Tunnel nh : 10.0.96. 66
MAC Tunnel : 10.0.96. 66
| Pv4 Tunnel : 10.0.96.66
I Pv6 Tunnel : 10.0.96.66
ETEP Tunnel : 0.0.0.0

WY OTFYTHRBULEBRE (ACIZ7 77 VY VRDOIY RRA MHFFRE ). ANA 2 IETH
BAZFv+ARZROYITLET,

Spi nel# show coop internal info repo ep key 15302583 00:00:10:01:01:02
Key not found in repo



L £ Y25 DHEE

RORIE, ACIZ77 7Y IRDLAV2RT T AV I TEZASNDEGEBRERZREOHLEENTT

o

ACIZ 7T VUY UL A V2E%EE

eaches
Reach Forward

remote b Does spine know

CETRGET ! Dst MAC?
floods it L

Forward Forward
to local to remote
port leaf

Hardware
proxy

Is Dst MAC on What is BD config?
local leaf? (L2 Unknown
Unicast)

Does leaf
know Dst MAC?

See later
section

Packet

coming in
to leaf




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



