ACIEE
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RY RRVS—OBE

RY RARD S —
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NSTFNa—F4200—0 70—
BGPIL—KVUZLORKRII —
NSTN2A—F12FD—0 70—
SNMP
NSTFINa—F4200—0 70—

B

CORFIXVNTE., ACIRY RRUS—DEBBERNT TN 1—F AV TOFIBIZOVTH
BBLET,

BRELHA

CORFIXNORHABIE. Troubleshooting Cisco Application Centric Infrastructure, Second
Edition 4%lZManagement and Core Servicesl—c DWW TFEE L £ 9 POD7RL) > — : BGP RR/H K
/SNMP =

RY RRUS —OBE

BGP RR., HE, SNMPRENBEEBH—E AWK, RY RRD—TI)N—72FERAL T ATALIC
BHENhET, RY RKRV—TI—T1F. ACIZ7T VY ODEELZBEEICEDHET S RY RKR
JS—DI)N—T2#EBEBLET, CchSsORY RRU—RGFXROAKR—ZFNCEELTHY)
EDELEFT7AINTACIZZ 7Yy oT7OES a0 EnEd,

Ry kKD —

Ry RIRUS— FHRENDE
H & Yes
BGPIL—NU7LO&R Yes

SNMP ( H—N\ZY NDO—OFB7 0K v

L) es

ISIS No

=7 No
EBTIOtA No

MAC#H# Yes
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B—QACIZ77V)Y0TE, RY RIRUS—=TFI)N—=TERY RTOT7AINZERETIHEN
HYET, ChlE, YILFRY RRTILFHA NERHICBEOEDTREHY EFBA, COEHIE
. IRXTO ACIEAZRATICERAENET,

CHOETR. ChSDEERRY RRUD—&, ThSHAELKBEBRENATVWR L Z2HEFETS
FECOVWTBHHALERT,

BRRUS —

BZIOBHSE, ACIZ77VYVICEVWVTEERREZRELE T, SAAEORIIEN S, APICH
KVPRAYTFOATRALAZTOD—EHO#IZET, NTPEFERLTACIZ77UY OR®D
J—REIDULEDEETEIRZIELRABRE BRI ENARANTTITAATT,
J—RENTPH—N7ONAF—ICELLEHESEZICE., /—RICBEE7ZRLAZE)HTS
MEREBRIHYET, childk, BEEBTFONTEN/ —REEBTVRLAFLEEGERE / —RELHT
IN—T%=FEALTEITTEET,

RSTN>a-—-F4>90—o70—-

1./—REBFZRLAFIXNTO/—REBYEHTSATVWRILNESHERRETS

EEBTFM-/—REEFPRLA
s APIC - Q QO C O O
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Se-an:h:_l common | Ecommerce | mgmt| Infra

mgmt

Static Node Management Addresses 0 o
C» Quick Start O b %
ﬁ mgmt -
- MNode ID Name Type EPG IPV4 Address IPV4 IPVE IPVE
= Application Profiles Gateway Address Gateway
= Ne pod-1/node-101 S1P1-Leaf101 Out-Of-Band  defaull 10.48.176.70/24 10.48.176.1
= L 00ls pod=1/node=1032 S1P1-Leal102

= cor

2.NTPH—=NHFNTP7OANAM T —ELTRETNTVRHESHERERTD

BHONTPZ7ANA A —HFFETDEEE. XRORIZTTLSIZ, [Preferred|F T Y IRY A
ZEALT, TOSE0PBLKEEIDEBEZRANLY—ARELTTIZIREFLET,

HERY RRUS—OTONTPZO/NM H—/H—/



afre]
CisCo

APIC

Tenants Fabric

System

Inventory |
Policies

C» Quick Start

= Modules
= Interfaces
= Policies

= Date and Time

= Switch
= Inte

Fabric Policies

admin e °

Virtual Networking L4-L7 Services Admin Operations Apps
Access Policies
Providers - NTP Server 10.48.37.151
Policy Operational
Host Name/IP Address] 10.48.3
Description:
3 Preferred

Minimum Polling Interval: 4
Maximum Polling Interval: 6
Keys:

~ Key

Show Usage

3OATLARETCHARERANERNERELEY

RORE, B ERKADOFRAUTCICER

EENhTWBHZRLTVET,

[ AT ARE]ID[A 7 &£ KR ORE

oo

Integrations

00

Faults History
0 = s
_|_

@O C OO

afrar

cisco AP|C

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations
QuickStart | Dashboard | Controllers | System Settings | Smart Licensing | Faults | Config Zones |

System Settings (]

= Quota

E Systermn Alias and Banners

E APIC Connectivity Preference:
E System Response Time

E Fabric Security

E BD Enforced Exception List
E Global AES Passphrase Encry]
Control Plane MTU

Endpoint Controls
Fabric-Wide Settings

Remote Leaf POD Redundanc
Date and Time
System Global GlPo

Intersight

APIC Passphrase

Datetime Format - Date and Time

it

Display Format: 1

Time Zone: Coordinated Universal Time

Offset State: | disabled

Show Usage

4.FRXTD/—RECHTANTP7O/SAM A —OEERBAT—R ADTERR

Apps Integratic
Events | AuditLog |
Policy History

gt



RORIZTRT KRS, [Sync Status]FlIZ[Synced to Remote NTP Server]lE R RENET, BEHIA
F—RAFUE—RNTPH—NCEL<K BRI DETHINABEN B ET, AF—RA.

NTPZANA A —/H—/NORPAT—Z A

N

APIC

admin e 060 e e

CIsSCcOo
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Intearatior
inventory | Fabric Policies | Access Policles
Policies ¢ = o
Providers - NTP Server 10.48.37.151 O 0
C» Quick Start :
B Pod Palicy | Operational Faults History
'ods
= Switches | Deployed Servers History Fauits
= Modules
0 X
B Interfaces
~ Name Switch VRF Preferred | Sync Status
= Policies
48.37.15 Node-101 managemer rue Synced to Remote NTP Server
= Pod
ﬁ Date and Time 10.48.37.151 NOC 03 nagemer Tru Synced to Remote NTP Server
4
E Policy default 18.37.1 MNode-104 rue Synced to Remaote NTP Server
Bl NTP Server 10.48.37.151 48.37.1 Tru te NTP Server
= SNMP Mode-1¢ managemen True Synced to Remote NTP Server
B Management Access
48.37.1 ode-20 managemer e Synced to Remote NTP Serve
E ISIS Policy default
48.37.15 C ( managemaer Tru Synced to Remote NTP Serve
B Switch
48 15 de- managemen e ced to Remote NT Brye
E IMerface sl [ agemer I = fo 5
= Global Show Usage
= Monitoring

F/, APICERAMYFTCLIARZEMFEAL T, NTPH—NICHRIBEL VEZIEHEEE TS
EETEET,

APIC:NX-OS CLI

XD Trefldy 5liE. ARZEALALZKHUINTPH—NORORA LY —RAERLET,

api c1# show ntpag

nodei d renote refid st t when
pol | reach auth del ay of f set jitter

1 * 10.48.37.151 192.168. 1. 115 2 u 25
64 377 none 0.214 -0.118 0. 025

2 * 10.48.37.151 192.168. 1. 115 2 u 62
64 377 none 0.207 -0.085 0. 043

3 * 10.48.37.151 192.168. 1. 115 2 u 43
64 377 none 0.109 -0.072 0. 030

api c1# show clock
Time : 17:38:05. 814

APIC:Bash

UTC Wed Cct 02 2019



api c1# bash
adm n@pi cl: ~> date
Wed Oct 2 17:38:45 UTC 2019

BK300DFIELARSANTIL-T

Fshow ntp peers; N> REMFEAL T, NTPZ7ONA A —DOREN ALY FICELLTYS 1
ThiElez®BRELET,

| eaf 1# show ntp peers

10. 48. 37. 151 Server yes None managenent

| eaf 1# show ntp peer-status
Total peers : 1
* - selected for sync, + - peer node(active),

- peer mode(passive), = - polled in client node
renote | ocal st poll reach delay vrf
*10. 48. 37. 151 0.0.0.0 2 64 377 0.000 nmmnagenent

M XFE NTPH=—NAERRCEABICEAZTATVILESH ZFIHTD -, CCTREYA
T9,

ROAIY RTERBENLENTY NOBZEHBEL. ACI/ —RANTPH—NICEETEZ L
ZHIELET,

| eaf 1# show ntp statistics peer ipaddr 10.48.37.151

packets sent: 256
packets received: 256

BGPIL—KUZL V&K —

ACIZ 77Uy Uik, YIF7OKNI)IBGP(MP-BGP), EMICIE)—7 /—REANA>Y /—
REDIBGP VPNv4ZFERAL T, AZIL—2 (L30OutiCiER ) ASZELETFUNL—NEXER
LET. ZIXYZ1BGPET NAROSAEBT DO, ANAV /—REU—THET7
TUYIOROMD)—7 /—RIZZELEVPNAT L 74V ORERBRLET,

BGPIL—KRUTZ7LIXBGPRRRI—HFEWVWE, BGPA VAR ARGRAL Y FLIZERE N
9., BGPVPNv4tE Y a B EchEBA, YILFRY REATIK, FRY RIZBGPRREL
TREENLEDBLLEEIDOANAVE, TRMEEZBRIDLOORENICEBOR/NA
ET9Y,

TOHER, BGPRRARUZ —E, IXTOACIZ 77T UY VDREICFARBERERYET,

BGP RRARU I —IZIEk, ACIZ77 7 U Y ONFEAALY FOBGP7OLARIZFERATBHASNEEET N
TWEY,

NSNS a1—F4290—o70—

1.BGP RRARUZ —[CASNH H V), PBLLSEE1DDANA UV FBREBEATVD LA ESH ZREEL
xY



ROBIE, BE—OPodEAZRLTVET,

[System Settings] D [BGP Route Reflector Policy]

gt AP @ C OO

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

QuickStart | Dashboard | Controllers | System Settings | SmartLicensing | Faults | ConfigZones | Events |

Svaient setings @ @ @ BGP Route Reflector Policy - BGP Route Reflector % o G

= Quota
Policy Faults History
APIC Connectivity Preferences =

System Alias and Banners 0 # nee

System Response Time

Global AES Passphrase Encrypf] Name: defaul

BD Enforced Exception List Description: | optional

Fabric Security

Control Plane MTU Autonomous System Number: | 65001 o

Endpoint Controls Route Reflector Nodes: i

Fabric-Wide Settings Pod Node Node Name Description

| i
Port Tracking 0 2

201 bdsol=acil12-spine
System Global GIPo Al St ERE b O

Date and Time 1 202 bdsol-aci12-spine2

Intersight -

APIC Passphrase

BGP Route Reflector Show Usage Reset m

2.BGP RRRUZ —HRY RRUS =TI =7 CHWAEhTVI L ESHERIELET

RY RRUD—=TINL—=TOTTTF7#I)INOBGPRRRUS—ZEALET, TV RNUAZAD
BETE, F7FILBMOBGPRRARUS—EGEARY RRUD—TIN—TO—8E L TEAENET

o

RY RRUS—I ) —-7THAENBBGPIL—NUTLIRRIS—



],
CIsCo

System

Inventory |
olicies

C» Quick Start
B Pods
= Policy Groups
=
= Profiles
I Switches
= Modules

= Interfaces

= Policies
B Tags

APIC

Tenants Fabric Virtual Networking

GICIC,

Fabric Policies | Access Policies

Pod Palicy Group - All

admin e o&’ @ °

L4-L7 Services Admin Operations Apps
Policy Faults History
—————
O + %K.
Name: Al
Description: |optional
Date Time Policy: |default 1)
Resolved Date Time Policy: default
ISIS Policy: |select a value
Resolved ISIS Policy: default
COOP Group Policy: |select a value
Resolved COOP Group Policy: default
BGP Route Reflector Policy: | default 1%

Show Usage

3 RY RRUS—TI—FTHFRY RZOA7 7LV CHAEATWAIAESH ERBEBLET

RY RZO7FAILTHERAEHDRY RRUS—T)IN—-T



afra]i
cisco

APIC

Tenants Fabric

System

Inventory | Fabric Policies |

Policies

C» Quick Start
= Pods
= Policy Groups
= Profiles
B Pod Profile default
B defaut
[ Switches

= Modules

= Interfaces
— GIES
— RENS

©0

QGO0

Virtual Networking L4-L7 Services Admin Operations Apps Integratior
Access Policies
Pod Profile - default 0 o
Policy Faults History
I
O X .
Name: default
Description: |optional
Pod Selectors: e
- Name Type Blocks Palicy Group
default ALL ALL All
Show Usage

AANACOY/4 L, BUEThEVPNAET Y S 32 TBGP7ORANFEFTEATVA DL E

SHERALEY

spi nel# show bgp process vrf overlay-1

BGP Process |Information

BGP Process ID

BGP Protocol Started, reason:
BGP Protocol Tag

BGP Protocol State

BGP Menory State

BGP asf or mat

Fabric SOCO

Multisite SOO

Pod SOO

26660
configuration
65001

Runni ng

(04

aspl ain

SO0 65001: 33554415
SO0 65001: 16777199
SO0 1: 1

Information for address fam |y VPNv4 Unicast in VRF overlay-1

Table Id

Tabl e state

Tabl e ref count

Peers Acti ve- peers
7 6

Redi stri bution
None

Rout es Pat hs

upP

Net wor ks Aggr egat es
0 0 0

Wait for |1 GP convergence is not configured
Addi tional Paths Selection route-map interleak_rtmap_golf_rtmap_pat h_advertise_all

Is a Route-reflector



Next hop trigger-del ay
critical 500 ns
non-critical 5000 ns

Information for address famly VPNv6 Unicast in VRF overlay-1

Table Id : 80000004

Tabl e state o UP

Tabl e refcount 9

Peers Acti ve- peers Rout es Pat hs Net wor ks Aggr egat es
7 6 0 0 0 0

Redi stri bution
None

Wait for |1 GP convergence is not configured
Addi tional Paths Selection route-map interleak_rtmap_golf_rtmap_pat h_advertise_all
I's a Route-reflector

Next hop trigger-del ay
critical 500 ns
non-critical 5000 ns

Wait for |1 GP convergence is not configured
I's a Route-reflector

Next hop trigger-del ay
critical 500 ns
non-critical 5000 ns

LERTKRSIC, V=T /—REANAZY /= REDOMP-BGPIE, VPNv4#E LK T'VPNVET RL A
77XV OHRZEELELET, IPUTRLATZ7IVR, U—7 /—REOMP-BGPTOHERE
hEX7,

ANA )—RED—7 /—REDOBGP VPNVAB KT'VPNvetEY < 3£, ROOX R&EE
BALUTHERICERETEET,

spi nel# show bgp vpnv4 unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address fam |y VPNv4 Uni cast
BGP router identifier 10.0.136.65, |ocal AS nunber 65001

BGP tabl e version is 15, VPNv4 Unicast config peers 7, capable peers 6
0 network entries and O paths using 0 bytes of nmenory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed
10. 0. 136. 64 4 65001 162 156 15 0 0 02:26:00 O
10. 0. 136. 67 4 65001 154 154 15 0 0 02:26:01 0
10. 0. 136. 68 4 65001 152 154 15 0 0 02:26:00 O
10. 0. 136. 69 4 65001 154 154 15 0 0 02:26:01 0
10. 0. 136. 70 4 65001 154 154 15 0 0 02:26:00 O
10. 0. 136. 71 4 65001 154 154 15 0 0 02:26:01 0

spi nel# show bgp vpnvé unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address famly VPNv6 Uni cast
BGP router identifier 10.0.136.65, |ocal AS nunber 65001

BGP tabl e version is 15, VPNv6 Unicast config peers 7, capable peers 6
0 network entries and O paths using 0O bytes of nenory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed



10. 0. 136. 64 4 65001 162 156 15 0 0 02:26:11 0
10. 0. 136. 67 4 65001 155 155 15 0 0 02:26:12 0
10. 0. 136. 68 4 65001 153 155 15 0 0 02:26:11 0
10. 0. 136. 69 4 65001 155 155 15 0 0 02:26:12 0
10. 0. 136. 70 4 65001 155 155 15 0 0 02:26:11 0
10.0.136.71 4 65001 155 155 15 0 0 02:26:12 0

EROEHDD "Up/Down, FICEFBLTLKEE W, BGPEY > a VIS hIKEZRT
duration timeA"RRENE T, o, COACIZ 77 )Y JIZIEL3OUtSAELEFREE TR
2, ABIL—NTLT7AOANI—=T /—REANAY /—RETRB|EBVLED, fl T
PfxRcd. FIICIE,. &BGP VPNV4/VPNVEE 7 ICX L TONFRRENTVET,

5)=—7cO%4>0L, BMEhEVPNAE P2y S 3> CBGP7OANFRFEhTWVWAHES
DPEBPELEY

| eaf 1# show bgp process vrf overlay-1

BGP Process |Information

BGP Process ID . 43242

BGP Protocol Started, reason: : configuration
BGP Protocol Tag : 65001

BGP Protocol State : Runni ng

| eaf 1# show bgp vpnv4 unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address fam |y VPNv4 Uni cast
BGP router identifier 10.0.136.64, |ocal AS nunber 65001

BGP table version is 7, VPNv4 Unicast config peers 2, capable peers 2
0 network entries and O paths using 0 bytes of nmenory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed
10. 0. 136. 65 4 65001 165 171 7 0 0 02:35:52 0
10. 0. 136. 66 4 65001 167 171 7 0 0 02:35:53 0

EROORREAHE, ACIZ7T VY DICEETDANAY /—ROBIZEL VBGP VPNv4t
YvavOEERILTVET, Chik, ANAV /—RERERY), BU—T7BLTMHOIIL—b
JILOBRANA /) —RADEYS 3V EREILET,

SNMP

COtEIIATRSSNMPEEDEBENH 7Y NERIDSHEICTDICENEETT,
ACIZ7 77 1)y o HOSNMP#EgEIX, SNMP Walk#AEE /= IESNMP Trap#EEICBIEL TVWE T,
CTHOEERZEVE. SNMP WalkH"'UDPR— R161THOAN SNMPRS 74 v o7 O0— %49
ZNIZL, SNMP TrapldUDPAR— R162 T AZ>F L TWABSNMP Trapt—/N\TOR(E
SNMPRZ 74 v 0 70—%4f33 2T,

ACI/—RDARNEERNZ 74V OTRE, NZT7A4YID7O0—-2FAIREHICHAEZRIT N
ZUORNERBTDLEHIC, /—REEEPG (A VYNV RELERTINFTNY R ) HFBETT,
LEAST, ChEBEAASNMPRZ 74 Y 70— ICEBEAEIET,

ZNEYT3VTH. ACI/—R (APICB LT ALYF ) ADAASNMPRS 7 4 v & 70—
(SNMPI#—% ) IZ2WTHBELEY. HASNMPRS 74 Y9270~ (SNMPRS Y7 ) IC
DVWTRFHBALELA, HASNMPRS 74 v O 70— (SNMPRZ Y7 ) ICDWTIEFHEBALE
HA, HASNMPRZS 74 v 0 70—k, COEIIIAaVOEHREE_XRI TR —EEZ
R)TRDD—OREBRE (TEZZFZVIRIV—AO—=T, FEZRVINYT—=DKE

) ICHERLUE T,



i, ACITHR—RENTVWASNMP MIBICDWTEEHBALEEA. COERHRIE. Cisco
CCOMWeb* 1 b (https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/mib/list/mib-support.html)) TAF TE £ T,

NSTNY21—-F14200—0 70—

1.SNMPARY RARVUS — : USAT I RNITN=TRII—FREEATVWEIHLESHERBLE
-

RDAD)—=>223Y MIRTRIIE, PBLLSEEIDOSNMPIUTA T NFOZAT NI
—T7RI—D—WELTREENTVD L ZRABLET,

RY RRUS—-SNMPRUZ—-OFAFTNIIN—TRDZ—

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

[SNMP Policy - default 00

Policy Faults History

Policies

C» Quick Start
= Pods
[ Switches (G
B Mod
ﬁ Interfaces Mame: default
B Policies Description: |optional
= Pod
[ Date and Time ] Adrmin State
= snwp Contact
E default Locaiion

& Management Access

a Name Description  Client Entries Assoclated Management EPG

B 'sis Policy default

—
efault (Out-of-Band)

B Interface

= Global

= <>

[ Troubleshooting

RY RRUS—-SNMPRUS— - O9FAF 2 NTILN—TRI>—


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html

SNMP Client Group Profile - snmpClientGrpProf Q0

Policy History
O + %
Properties
Name: snmpClientGrpProf
Description: | optional
Associated Managergsg default (Out-of-Band) 1
Client Entries: i
a Name Address
ServerQ1 10.155.0.153

2. SNMPRY RIRYSY — : DBELEEIDDAZSIZFARII—FREEhTVWAIHLAESHER
BLET

RY RRVUD— :SNMPRUS—: JXa1ZF 4RV —



Tenants

System

Inventory |

Policies

(C» Quick Start
= Pods
= Switches
= Modules
= Interfaces
= Policies
= Pod
= Date and Time
= sNvP
B defaut
B Management Access
E ISIS Policy default
= Switch
B Interface
B Global
= Monitoring
[ Troubleshooting

Fabric

Fabric Policies |

©@0

Virtual Networking

Access Policles

SNMP Policy - default

Community Policies:

Trap Forward Servers:

L4-L7 Services Admin Operations
Policy
_—
~ Name Description
my-secret-SNMP-community
« |P Address Port

Apps Integration
Faults History
0o + %.

3. SNMP7R ¥ R7K1) S, — : Admin Statef[Enabled]icE8ETNhTVBA L ESH EBBLET,

System Tenants

Inventory |

Policies

Cb Quick Start
= Pods
= Switches
= Modules
> [l Interfaces
B Policies
= Pod
— ECE R
—
B defautt

B Management Access

B isis Policy defautt
B Switch

- [ Interface
= Global
- [ Monitoring

- [l Troubleshooting

Fabric

Fabric Policies |

©0O

Virtual Networking

Access Policies

SNMP Policy - default

Mame: d

Description: ¢

L4-L7 Services Admin

Policy

Admin State:

Contact:
Location:

Client Group Policies:

= Name Description  Client Entries

10.1585.0.153

Show Usage

I snmpClientGrpProf

Operations

Apps Integration
Faults History
O 3 .
o +

Associated
Management EPG

default (Out-of-Ban...

4 EBFTF >N : OOB EPGHUDPAR—N161ZFFAI$500B RSO NERHELTVE L ES

HPERRBLETY

OOB EPGIE., APICBE RV AA Y FNOOBEER— M DEREEELET, TDOLH, OOBR
—hMEAPTLBIXNTONT 74 v O7O0-ICKEBLET,



CCTRHEEND NI, SNMPE T THL, BEBZINTOEBY—EANEEATVB L
ZHAELET, UTIE, WKO2PDOHIZRLET., £, PB<KEEHESSH (TCPR—K22) 28
HIVENFGHWET. ChABVE, SSHEBALTAMYFICOY IV TEEL A, APICIC
([&SSH, HTTP, HTTPSZHAI T2 X A_ALN B, I—HFHFELICOYIEhD D&
ENTEDRESD, ChIFAPICICRERE AV EISEELTLSEEL,

o @ O €O O

Integrations

i ~
i ko APIC
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

ALL TENANTS | AddTenant | Tenant Search:—l common | mgmt | Ecommerce |

Out-of-Band EPG - default

infra

0o

Policy Faults History
—
N

5.8E7T7F>N:00BIAYMZ I MNKFEFEL, UDPR—MB1ZFRFATD 7L RFREEIT
WBCLZRABLETY
HETF> b -00BEPG-##tEh/00BI NZT b



dech  APIC - ) Q € ©@ ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | mgmt | Ecommerce | infra

mgmt

Contract Subject - snmp-walk-oob-subject O o

C» Quick Start
ﬁ . Policy Faults History

mgm —

B Application Profiles General Label

B Networking

i
[ P Address Pools O £ %%
= Contracts
B Standard Name: snmp-walk-oob-subject
Description:

= Taboos

= 'mported
< Reverse Filter Ports: |v|
= Fitters M

& Out-Of-Band Contracts - 1

a - MName Tenant State Action

snmp-walk-filter mgmt formed Permit

[ Policies

Show Usage

ROETR, UDPR— MO EF T ERBATESYERA, EOESBIATE
UDPR—RN161ZFRI T2 7 1IN R EZF DAV NSIVMNFELVEDTT, Chik, XHEFTF>
ROFT7AINRNT AN E2ZFERLEO NS MNTRTHBIESEHYNET, <OFITRE, 2H
WP T TBLEHIC, BEDT7 1 LRFUDPR— ML FCREEATOET,

sy APIC @0 C OO0

System | Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TEMANTS | AddTenant | Tenant Search:_l common | mgmt| Ecommarce | infra
| Filter - snmp-walk-filter | 0 o

Policy Faults History
—_—
o X %
Mame: snmp-walk-filter e
Alias:
Description:
Tags.
.
Global Alias:
Entrias: +
Name Alias | EtherType |~ ARH IP Match  Statefu Source Port / Range Destination Port |
Flag | Protocol |Only = "
Fragme From To From To
P idp False False unspecified unspecified 161 161
< »
Show Usage

6.EETTN  ABBERY ND—OAVAEATO7 74K, OOBIAY NI MNEER
THRIREDBYTRY NCFETIHNESHERBELET



AHEBZRY ND—T4 AR AT7'O7 7 4 )L(ExtMgmtNetinstP) ik, OOB EPGRRH TEIE
Y —ERAZHETDIHLEN D, A0 "H7XY M LK 2 TERENEABY —R%EX
LET, LEN 2T, ExtMgmtNetinstPiEOOB EPGIZ & 2 TRt B M & [ LU O0OBEN % 8
BLET, ChIFUDPR—RN161ZFFATSHIARNFTIRNTT, 512, ExtMgmtNetinstPi,
OOBEPGIC& > TRMHENZ Y —EAZHETHIARMOHIHF TS TRy NERTIE
ELET,

EETFUN : FHEAZ0O0BOY NS U MY T XY NEFF DExtMgmtNetinstP

dsco APIC - Q@ Q@ C O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Sean:h;_l commoen | mgmt | Ecommerce | infra

mamt

External Management Network Instance Profile - extMgmtiNetinstP 0 0
C» Quick Start
Policy Faults History
ﬁ mgmt
B Application Profiles O %
Consumed Out-of-Band ds
Contracts: K
CQut-of-Band Contract Tenant Type - QoS State
Clas

pob-contract  mgmt  cobbre-snmp-walk-oob-co Unspecified formed

Subnets:

P

FORICRT LRSI, CIDRR—ADHTZRY RRENVETT, Rk, BEN/24H TRV %
RUTVWET, BHE, Y7ZXY NIV RMUN, SNMPRY RARUS—TREENI=SNMPT
ATRIVRNIEAN—TBETT (B TRY RRUS—-_SNMPRUS—-OFA4TF2 K
TJIN—TRI—, Z#5R),

BIARLIERSIC, HOXEZREREY—EAANAOYITIRENBZEVKRSIC, BEZINTOHNE
B7RYRZEEOBRIFELTEEL,

7T.A4YFICOJ 14> L, tcpdumpZER{TL T, SNMP Walk/Nr Y N (UDPAR— 161 ) A%
ENAHDESHERRELET

SNMP Walk/N7 ¥ RA"OOBR—KRZNLTACM Y FIZABHE, ChBLELZFTXTOSNMPEH
KVOOBR—ANRY I —/INTA—ZHFBYICHEEETNTVREEZBKRLET, LN T,
CNIFEY RIS ETT,

I)—7 /— R®tepdumpldk, LinuxZ T)LELinux®zY RFNA RAZRIALET, LEN 2T, X
DBHDESIZ, A1 VBF—TIAA Tethoy LONTY NEFYTFYIIHRENHYET, 0
BTk, SNMPYZ A4 7> RAOID .1.0.8802.1.1.2.1.1.1.0lC% L TSNMP GetERk&#ZE17L TV
9,



| eaf 1# ip addr show etho
2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc ng state UP gl en 1000
link/ether f4:cf:e2:28:fc:ac brd ff:ff:ff:ff:ff:ff
i net 10.48.22.77/24 brd 10. 48. 22. 255 scope gl obal ethO
valid_Ift forever preferred_|ft forever
inet6 fe80::f6cf:e2ff:fe28:fcac/64 scope |ink
valid_Ift forever preferred_|ft forever

| eaf 1# tcpdump -i eth0 udp port 161

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 65535 bytes

22:18:10.204011 I P 10.155.0. 153.63392 > 10.48.22.77.snnmp: C=my-snnp-conmuni ty

Get Next Request (28) .is0.0.8802.1.1.2.1.1.1.0

22:18:10. 204558 | P 10.48.22.77.snnmp > 10. 155. 0. 153. 63392: C=ny-snnp- communi ty Get Response(29)
.150.0.8802.1.1.2.1.1.2.0=4



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



