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show endpoi nt vrf Prod: VRF1

Legend:

s - arp H - vtep V - vpc-attached p - peer-aged

R - peer-attached-r1 B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - local-aged m - svc-mgr

L - local E - shared-service
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VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
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53 vlan-1000 0050.56af.3c60 LV pol

Prod:VRF1 vlan-1000 192.168.101.100 LV pol

59 vlan-1102 0050.56af.1c44 LV pol

Prod:VRF1 vlan-1102 192.168.102.100 LV pol
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7: Traffic goes 1o

3: Traffi 1
rainc goes to the provider leaf

Spine proxy

2: Policy applied (PBR)

Src Class: Web

Dest Class: App

Src 1P 192.168.21.11

Src MAC: Web

Dest IP; 192,168.22.11
Dest MAC: FW-MAC1
Segment ID: Service-BD1

via spine

L\\
6: Policy check )\

4: Traffic arrives
on the service leaf Src Class: Service-prov

Dest Class: App

8: Traffic goes to the provider
Src IP: 182.168.21.11

Src MAC: leaf MAC

Dest IP: 192.168.22.11

Dest MAC: App

192.168.21.254
MAC: Leaf MAC

192.168.101.254
MAC: Leaf MAC
Service-BD1

192.168.102.254
MAC: Leaf MAC
Service-BD2

192.168.22.254

Internal EPG
Service-prov

Internal EPG
Service-con

Consumer EPG
Web [
"

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

IP: 192.168.101.100
MAC: FW-MACT

IP: 192.168.102.100
MAC: FW-MACZ

MAC: Leaf MAC
App-BD
Provider EPG
App m—
"

IP: 192.168.22.11
MAC: App
Default GW: 192.168.22.254

VRF1

All BDs are in same VRF

1: Traffic from
consumer
Src IP: 192.168.21.11

Sre |P: 192.168.21.11
Src MAC: FW-MAC2

Src MAC: Web
Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC
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5: Traffic from the service node
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7: Traffic goes to

the provider leaf
via spine

8: Traffic goes to the provider
Src IP: 192.168.22.11

Src MAC: Leaf MAC

Dest IP; 192.168.21.11

Dest MAC: Web

Web-BD

Consumer EPG
Web ]
]

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

6: Policy check

Src Class: Service-con

Dest Class: Web

3: Traffic goes to
Spine proxy

2: Policy applied (PBR)
Src Class: App

Dest Class: Web

Src IP: 192.168.22.11

Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: FW-MAC2
Segment ID: Service-BD2

4: Traffic arrives

192.168.21.254
MAC: Leaf MAC

192.168.101.254
MAC: Leaf MAC

IP: 192.168.101.100
MAC: FW-MAC1

on the service leaf

Internal EPG

MAC: FW-MAC2

192.168.102.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC
Service-BD2 App-BD

Service-prov

IP: 192.168.102.100

Provider EPG
App ==
—

IP: 192.168.22.11
MAC: App
Default GW: 192.168.22.254

VRF1

5: Traffic from the service node
Src IP: 192.168.22.11
Src MAC: FW-MAC1

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

All BDs are in same VYRF

1: Traffic from provider
Src IP: 192.168.22.11
Src MAC: App

Dest IP: 192.168.21.11

Dest MAC: Leaf MAC
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JFIEEFE, V=7 /—RICTOTZLcNhTVWERRI—EERITDETT, cOEYZ I
Tl&. #l& L Tzoning-rule& contract_parser2 RLUET, V—22E)L— )L OFEFEHEOFHIC
20T, "EF2VFA4RID—, OED "Y—)L) OEESRBLTLSEEZV,

FoRUD—Ek, U—T7 LOEPGERBAT—RAICESWT/OVZLEnET, cOtEI> 3
~Dshow XY RHATE, Y—EA/—ROI>>1—XEPG, 7O/NAX—EPG, &V
EPGZEHOU—7Z2FERALET,

Mshow zoning-rules N> RO EHA

RO E Tshow zoning-rule; DHEAEE, H—ERTZT7ZEREITROV—228IIL—IIZEZTRL
TVWET,



permit

Consumer EPG , e . Provider EPG
Web o BN et = App T
[ ] ]
Class ID: 32772 Class ID: 32773
Source Destination Action
32772 32773 permit
32773 32772 permit

VRFA—7IDIE, TTenanty > "Networkings > "VRF, ICdH V) £,

<tfroot>
Podl-Leafl#

show zoni ng-rul e scope 2752513

o e it fmmm o fmmmmmm o fmmm - Fommmm o fmmmmm oo fmmmm o +--
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action |
o e it fmmm o fmmmmmm o fmmm - Fommmm o fmmmmm oo fmmmm o +--
[ 4237 | 32772 | 32773 | 8 | bi-dir | enabled | 2752513 | web-to-app | permit |
| 4172 | 32773 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | web-to-app | permit |
o e it fmmm o fmmmmmm o fmmm - Fommmm o fmmmmm oo fmmmm o +--

H—ERTZT7HNBEETIhD E, Y—EXA/—ROEPGHERE N, RUZ—HFEFHEh TV
2 1—XEPGEZ7ONAHA—EPGEIORZ 74 Y INVAAL IV RNENET, RORE "show

zoning-rule; OH A, Y—ERTZT7EAROV—2FEIN—ILZRLTVET, COHITRE
. pcTag 32772(Web)A* SpcTag 32773(App)ND NZ 7 14 Y U & Tdestgrp-27, (F—EAR/—

RO a1—<E)ICURAL YU N&En, pcTag 32773(App)H* SpcTag 32772(Web)ND N
7490 Tdestgrp-28) (H—EA/—ROZ7ONA AR ) ICURXALIKRENET,

Y—ERATZ7EAROY—2FEIL—I



Consumer EPG , i T | Provider EPG
Mvap w=n 1 ° App s—
- ]

Class ID: 32772 Class ID: 32773

~ A

permit permit
Internal EPG Internal EPG
Service-con Service-prov o4
Class ID: 16386 Class ID: 49157

Source Destination Action

32772 32773 PBR to the consumer side of the service node

49157 32773 permit

32773 32772 PBR to the provider side of the service node

16386 32772 permit
<#root>
Podl-Leafl#
show zoni ng-rul e scope 2752513
o o - o o - o - B ettt
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action
o o - o o - o - B ettt
| 4213 | 16386 | 32772 | 9 | uni-dir | enabled | 2752513 | | permit
| 4249 | 49157 | 32773 | default | uni-dir | enabled | 2752513 | | permit
[ 4237 | 32772 | 32773 | 8 | bi-dir | enabled | 2752513 | | redir(destgrp-27)
[ 4172 | 32773 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | | redir(destgrp-28)
o o - o o - o - B ettt

LdestgrpM I EIEIE. show service redirinfos AN REFEHAL THEETEXT,

<ffroot>

Podl-Leaf1#



show service redir info

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |

List of Dest Groups

GrpID Name destination HG-name BAC operSt
28 destgrp-28 dest-[192.168.102.100]-[vxlan-2752513] Not attached N enabled
27 destgrp-27 dest-[192.168.101.100]-[vxlan-2752513] Not attached N enabled

List of destinations

Name bdVnid vMac vrf
dest-[192.168.102.100]-[vx1an-2752513] vx1lan-16023499 00:50:56:AF:1C:44 Prod:VRF1

dest-[192.168.101.100]-[vx1an-2752513] vxlan-16121792 00:50:56:AF:3C:60 Prod:VRF1

V=227 L=LAFEPI7TATTLENTVRY, ThICBUTRZ 714 IFUEALD
RELREEENBZWVWEGR., AOKREBIELTKEEY., ChSE—RNBEEVTT,

« ELAMZERAL T, BERIVTAIDERLEEGREEIZAIDFIHEFES Y ICHERENZHLESH
ZHABLET. TS5THRVEER., B>V FAIDE, NAX AT EILVLANGZ ED
EPGEHEEZBIEL TSLEEL\,
s RERERWED IV ZAIDNEYICHERE N, PBRARUS—HDNHERAENTERNT 714V 0N
PBR/—RICEHEL B WVBAETE, redir7 2> 3>/ ( "show service redir infos ) TIRED
IP, MAC, BLTVRFAELWZ & ZHFRL TS,

F7 A KNTR, PBRIEMICHZ>TVWREHEES, Y —ERA/—R (O>22—7A) LT3
2 1—XEPGOFTI—IE, Y—ERA/—R (7ONAZ—48) T2 7O0/N1 X —
EPGOFRAIIL—IINE7O07ZLenEzERA, LEN 2T, A1 FLF7O0NAEL—0DT
VRRAVNE, FTIFILRNTRY—EA/ —REEFEBETERTEA. CONTT 1Y IR
Al F 3 I(ZIlk. Direct ConnectA 7> a > 2 BMICTHHREN HYET, FAMICOVTIE., TF
DO 714y o70—04F, OETHBALET,

contract_parser® {# F3

contract_parserY — )Lk, R —OERICE/IEET, C-consumerEH—ERA/—RDIY
2 1—XfIT, C-providerldH—EA/—ROZ7ONAEZ—HITT,

Podl-Leafl# contract_parser.py --vrf Prod:VRF1
Key:

ope
no-
no-

op
en
en

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14] [flags][contract:{str}] [hi

[7:4213] [vrf:Prod:VRF1] permit ip tcp tn-Prod/G-Prod-ASAv-VM1ctxVRF1/C-consumer(16386) eq 80 tn-Prod/a
[7:4237] [vrf:Prod:VRF1] redir ip tcp tn-Prod/ap-appl/epg-Web(32772) tn-Prod/ap-appl/epg-App(32773) eq
destgrp-27 vrf:Prod:VRF1 ip:192.168.101.100 mac:00:50:56:AF:3C:60 bd:uni,
[7:4172] [vrf:Prod:VRF1] redir ip tcp tn-Prod/ap-appl/epg-App(32773) eq 80 tn-Prod/ap-appl/epg-Web(3277
destgrp-28 vrf:Prod:VRF1 ip:192.168.102.100 mac:00:50:56:AF:1C:44 bd:uni,
[9:4249] [vrf:Prod:VRF1] permit any tn-Prod/G-Prod-ASAv-VM1ctxVRF1/C-provider(49157) tn-Prod/ap-appl/ep



TOMONZT74Y 070—-0B

Ot arvTR, NZTND1—FAVJIIHERTO—EZBETHLHIC, TOMO—K
MERZ 714y 070-0OHlZRFLET, RZTIILZ1—-FT1VITOFIEICOVTR, Ot
7232OEOEEZSRLTSEE,

1. SNATOAZ&WO—RNZ >
« ZOFITIE, O 21—TEPGWebB L 7ONAKEPGT 7 U —> 3> c, O—
K- NSoH H—EBER- 702N HYET, AppEPGO I RARA > M
A= RNSZHOVIPIZBEEMSGFShIEEY—/NTT,
s Z7ONAZF—=HS8221—XNF 74V O0OFAIICKLT, O—RNZHAD
PBRABMIZE>TVET,
2.SNATOBEWT 7AT7IOx—=)LEO—RNTZ >4
« COFITIE, Y1 —TEPGWebB L 7ONA A —EPGT T r—>3aic, 7
FATDOF—=ILERCO—RNZ O —ERITSTEDOZWUFHY)ET, App
EPGOIY RAKRAV NE, O—RNZUHOVIPICEENFFShEERY—/NTT,
s MABTIZ7AT IA—=I)LANOPBRABMIZE 2TV,
s J7ONAR =821 —XRNF 74V 00F[ICKLT, O—RNAZHAD
PBRABMIZE>TVET,
H£EHH—E A (VRFEZEH ) :
« ZOHITIE, O 21—TEPGWebB L 7ONA A —EPGT U r—>3ic77
ATO0A=)INY—ERTZTEDRYNIHV)ET, EPGWeb&EPG Applk B2
VRFICH Y ET,
s MBEBTT77ATIA—=I)LNOPBRFBRIZZE 2TV,
e 77AT A —)LEEVRFOBICHV)ET,

1. SNATOZZWVWO—R/NZ 2%

PBRIX. WA MBPBRELIEHEFEPBRELTEATEEX T, BHEPBROFEABIDIDIE, EE
TTERY ND—=OF7 RLAZBENAT)ZFERALZVO—RNZ O HOHKEETT, O— KRNSO BN
EETNATEETITDHE. PBRELEDH V) FH A,

NZT74YINADH

RORIE, 2700 FEHREFE DT> 1 —XEPGWebh 5 7ONA A —EPGT 7 U —3a>AM
BERNS 74y 070—0FERLTVET, 120> 1—YEPGWebRANDIY RAKA K~
ASO—RNZUH—=VIPAOBERNZ74v 0 70—, £512O—RNZH—As570ON
AR—EPGT7 7V —2a2>ANOIY RRARMANDOBEERNZ 74Y O 70—T9, BENT T
1Y JRVIPETTHD S, VIPHFEEREETHNIE, NZ 714 Y VRPBRZEFEALZVO—R
NSOHIZEELET, O—RNZ YK, BEIPEVIPICEENFSNIEEPGTF U Tr—> 3
COVTNADIY RRAVKNIBELRTN, EETIPRERLELA, LEN 2T, K57
AV OR7ONAFT—I RRANCEADAVET,



SNATEENADBZWO— RNZH0H : I 1—-XHSVIP, O—RNZHHSTONA

A — (PBRA&L )
3: Traffic goes to the 7: Traffic goes to the
service leaf via spine provider leaf via spine
8: Traffic goes to the provider
Src IP: 192.168.21.11
2: Policy check Src MAC: Leaf MAC
Src Class: Web Dest IP: 192.168.22.11
Dest Class: Service-LB Dest MAC: App

6: Policy check
Src Class: Service-LB \
Dest Class: App

4: Traffic arrives on
the service leaf

192.168.21.254 192.168.101.254
/_ MAC: Leaf MAC
Web-BD

192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC
Service-BD1 \ App-BD
Consumer EPG Internal EPG Provider EPG
Web T Service-LB App i
L] [

—

IP: 192.168.21.11 LB interface IP: 192.168.200.100 IP: 192.168.22.11

MAC: Web VIP: 192.168.200.200 MAC: App

Default GW: 192.168.21.254 MAC: LB-MAC Default GW: 192.168.22.254
VRF1

All BDs are in same VRF

5: Traffic from the service node
Src IP: 192.168.21.11
Src MAC: LB-MAC

1: Traffic from consumer to VIP
Src IP: 192.168.21.11

Src MAC: Web
Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

RO, ZAONA KX —EPGT 7 r—>3a o8003 1—XEPGWebANDUR—2V KT T 4
YOT7O0—&RLTVWET, VA= RS T4V IRTOREETIPERLELTVWSDED,
PBREUER— RS T74vO%O—RNSOHICRTEDICHETT, ThUADOEFE, OV
1—XIVRAKRABMNE, BETIPAVIPTRELSZONAZ—I O RERANTHDIRNT T 1Y
VERZELET, ACIZ777 VY OBEOHBERY NDO—IFNTrY N2> 1—X IV RR
ANCEELTE, AV 1—NXIVRRAINTANAZ =TI RRAMNDRNS T 4
VORBBLAEN 2 ELESD, COLKDIBRNZ T4y ok ROYTENET,

T7AONAE =TIV RRAVIMHDSAVZI—RIVRRAIRNAADRNS T4V INFO—RNTY
HICUDRAL I NEnE®&, O—RNSFOHEEERIPEVIPICEELE T, TOE, NFT71Y
2RFO—RNZOHASEREY, A1 —XIVRRAVKNIRYET,

SNATERIE/NAZFEALZVO—RNZHOH : PBREFEALAED 1 —XAO7ONAF



7: Traffic goes to the
consumer leaf via spine

8: Traffic goes to the consumer
Src IP: 192.168.200.200

Src MAC: Leaf MAC

Dest IP: 192.168.21.11

Dest MAC: Web

Web-BD

192.168.21.254
MAC: Leaf MAC MAC: Leaf MAC

6: Policy check
Src class: Service-LB

3 : Traffic goes
to Spine proxy

2: Policy applied (PBR)
Src Class: App

Dest Class: Web

Src IP: 192.168.22.11

Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: LB-MAC
Segment ID: Service-BD1

4: Traffic arrives on
Dest Class: Web the service leaf

192.168.200.254

Service-BD1

Consumer EPG Internal EPG
]
IP: 192.168.21.11 LB interface IP: 192.168.200.100
MAC: Web VIP: 192.168.200.200
Default GW: 192.168.21.254 MAC: LB-MAC

192.168.22.254
MAC: Leaf MAC
App-BD

Provider EPG
App ]

IP: 192.168.22.11
MAC: App
Default GW: 192.168.22.254

VRF1

All BDs are in same YRF

5: Traffic from the service node
Src IP: 192.168.200.200
Src MAC: LB-MAC

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

V=7 /—RIC7TAO7ZLEnizR)S—,

1: Traffic from provider
Src IP: 192.168.22.11
Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

ROEE Tshow zoning-rules DA, Y—ERATZT7EAROY —22EI)—)LZ2RLTVE
3'0 —DHITIE, pcTag 32772(Web) A SpcTag 16389(Service-LB)ND RS 7 1 v VI EFFAIE 1
. pcTag 16389(Service-LB)H* SpcTag 32773(App) ND K Z 7 14 v U FFFA & I, pcTag
32773(App) D SpcTag 32772(Web)ND RZ 7 4 ¥ Jl& Tdestgrp-314 (A—RNZH ) ICUA
ALV KNENET,

B—ERTZ7EAEDY

—Z2JNL—=)  SNATZEALBZVWO—RNZ Y



Consumer EPG l e ] Provider EPG
Web s=n B l SRR App ===

T

Class ID: 32772 Class ID: 32773

'
\\

A
permit %

Internal EPG

Service-LB R

.
\

g

Class ID: 16389

Source Destination Action
32772 16389 permit
16389 32773 permit
32773 32772 PER to the service node
16389 32772 permit

<tfroot>
Podl-Leafl#

show zoni ng-rul e scope 2752513

e +-—mmm--- ettt Fommm - Fommmmmmmmmm - Fo—m it +--==== Fommmmmmmmmmmmmmm oo
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action
e +-—mmm--- ettt Fommm - Fommmmmmmmmm - Fo—m it s i
| 4248 | 16389 | 32773 | default | uni-dir | enabled | 2752513 | | permit
| 4143 | 32773 | 32772 | 9 | uni-dir | enabled | 2752513 | | redir(destgrp-31)
| 4234 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | | permit
| 4133 | 32772 | 16389 | 8 | bi-dir | enabled | 2752513 | | permit

F7#I)KNTRE, 70O/N1 X —EPG(pcTag 32773)h* 5 Service-LB(pcTag 16389\ D EF )L —)L
BF7O7ZLENTVWEEBA, O—RNZHAST7ONAEF -T2 RRA 2 MOAILATF I
YIODEHIZ, CNSOBONAFEBEFEZFTTSICE. B DDirect Connecth 7> 3> %
TruellFRETHDHENH VY E T, HBATE. Tenant > L4-L7 > Service Graph Templates >
Policys ©9, 77 # )l MElFFalseTT,



EEEREA 7 AORE

dice’ APIC

XXX

System Tenants Fabric Virtual Networking L4-L7 Services Admin

ALL TENANTS | AddTenant | Tenant Search: QER

| common | Prod

L4-L7 Service Graph Template - LB

Operations

PBER-Multinode

Apps

Integratior

| Symmetric-PBR | L1

Topology Faults

1EMMiNal NOOBS. & Name Provider/Consumer
T1 Consumer
T2 Provider

‘
c N1, T False Tru
cz N1, T2 True

00

History
o *+ %
Description
Adjacency Description
Type

ROESIZ, 7ONA A —EPG(32773) DA )L — JL % Service-LB(16389) I ML £ 7.

<{froot>
Podl-Leafl#

show zoni ng-rul e scope 2752513

B e e i B ittt fmmmm o fmmmmmmm o +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir |
B e e i B ittt fmmmm o fmmmmmmm o +
[ 4248 | 16389 | 32773 | default | bi-dir |
[ 4143 | 32773 | 32772 | 9 | uni-dir |
| 4234 | 16389 | 32772 | 9 | uni-dir-ignore |
[ 4133 | 32772 | 16389 | 8 | bi-dir |
| 4214 | 32773 | 16389 | default | uni-dir-ignore |
B e e i B ittt fmmmm o fmmmmmmm o +

enabled
enabled
enabled
enabled
enabled

 —_—— —— — +

2752513
2752513
2752513
2752513
2752513

+ ———— — + — +

 —————+ — +

permit
redir(destgrp-31)
permit
permit
permit

2.8Z74v070—08 : SNATZERALBZVWI 7FAT7OF—)LEO—RNZY

.|j.

PBRIZ., 1HEBD /—RELTOI7ATI#F—), 2BBD /—RELTOO—-RNZ YR E

 BEROY—EABEZY—ERAITTICRETEET,



RST7499)NADH

RORIE, 2700EHKZEIE DI 1 —TEPGWebA S 7ONA KX —EPGT 7V r—>3a>Am
BERNS 74y 070-0FIERLTVET, 120> 1—<YEPGWebRANDIY RKA K~
AETT7TATIA—=)IBATO—RNT Y —=VIPICEIETDENDT, £51 2 O—RNZH
—AS57ONAA—EPGT 7T —23a>ROI Y RIRAVNZEETDENDTT, VIPETD
BERNZ 74V OR@T77ATI0F=)ICVAAL I NEN, PBREFEAE T ICO—RNZHIC
EeshErd, O—RNSUHE, BEIPZVIPIZEEN TS NhiApp EPGOVThAD I KRR
AVNCEELETHN, EETIPEERELEBA, TOE, NZT74vy 0 k70N A —IT R
RAVKNIEBENET,

SNATEE/NADBEVWT PATOx—)LEO—RNZHOH : I 12— A SVIP, O—R/N
SophsTONAE—

2: Policy applied (PBR) 3: Traffic goes to 7: Traffic goes to the load

Src Class: Web Spine proxy balancer service leaf via spine
Dest Class: Service-LB

Src IP: 192.168.21.11

Src MAC: Web 8: Traffic goes to the load balancer
Dest IP: 192.168.200.200 SrclP; 192.168.21.11
Dest MAC: FW-MAC1 Src MAC: Leaf MAC

Segment ID: Service-BD1 Dest IP: 192.168.200.200
\nast MAC: LB-MAC

} 5 Policy check
4: Traffic arrives on the fd Src Class: Sendca-prov
/ firewall service leaf Dest Class: Service- LB

192.168.21.254 192.168.101.254
| Web-BD

192.168.22.254
MAC: Leaf MAC

192.168.102.254
MAC: Leaf MAC

192.168.200.254
MAC: Leaf MAC

MAC: Leaf MAC MAC: Leaf MAC

Service-BD1 Service-BD2 Service-BD3 App-BD
Consumer Internal EPG Internal EPG Internal EPG Provider
EPG Web T Service-con Service-prov rvice-LB EPG App T
[ ]
LB interface IP: IP: 192.168.22.11

IP: 192.168.21.11 192.168.200.100 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:
Default GW: 192.168.21.254 MAC: FW-MAC1 MAC: FW-MAC2 \ MAC: LB-MAC 192.168.22.254

VRF1 \

All BDs are in same VRF

1: Traffic from consumer
Src IP: 192.168.21.11
Src MAC: Web

Dest IP: 192.168.200.200

5: Traffic from the firewall
Src IP: 192.168.21.11
Src MAC: FW-MAC2
Dest IP: 192.168.200.200

Dest MAC: Leaf MAC Dest MAC: Leaf MAC

SNATEE/NADBEVWT ZPATFTIOx—)LEOQ—RNZHOH : 21— A SVIP, O—RN
SoHhsTONAZE— (HE)



10: Paolicy check
Src Class: Service-LB
Dest Class: App

192.168.21.254
MAC: Leaf MAC

Web-BD
Consumer
EPG Web ==
]

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

192.168.101.254
MAC: Leaf MAC
Service-BD1

Internal EPG
Service-con

IP: 192.168.101.100
MAGC: FW-MACT

192.168.102.254
MAC: Leaf MAC
Service-BD2

Internal EPG
Service-prov

IP: 192.168.102.100
MAC: FW-MAC2

11: Traffic goes to the
provider leaf via spine

12: Traffic goes to the provider
Sre IP: 192.168.21.11

Src MAC: Leaf MAC

Dest IP: 192.168.22.11

Dest MAC: App

192.168.22.254
MAC: Leaf MAC

192.168.200.254
MAC: Leaf MAC

Service-BD3 App-BD
EPG Provider
e-LB EPG App [}

IF: 192.168.22.11
MAC: App
Default GW:
192.168.22.254

00

192.168.20001

VRF1

All BDs are in same VRF

9: Traffic from the load balancer
Src P 192.168.21.11
Src MAC: LB-MAC

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

RORE, 7ONAHX—EPGF 7V Tr—232 5022 1—XEPGWebANDUR—2 KT T 1
vO70—Z2RLTVET, VUE—2RF T4V IRTOEERIPEREELTVWSEH, UAX
—2KZ74v 00— RNFUHIIRTEDICPBRAZLEICENETT,

J7AONA X =TIV RRAKASTVZA—NIVRRAVRADORZ T4V IFO—RNT >
BICURAL I hEhiz&, O—RNZOHREFRIPEVIPICZEELERY. NZ 71y 02R@0O—
RNZUHASREY., 77A4T77F—)ILICVRALIRNENET, TOER, NFT1YIBT7
ATOA=)IPSREY, AV 1—XNXIVRRAVKNIRVET,

SNATERENAZEALBWI 7ATI4—)LEO—RNZHOH . 7ONA(X—As50 2

1—~NAN



3: Traffic goes to 2: Policy applied (PBR)
Spine proxy Src Class: App
Dest Class: Web
Src IP: 192.168.22.11
Src MAC: App
Dest IP: 192.168.21.11

Dest MAC: LB-MAC
Segment ID: Service-BD3

M | | ||| oo | 11 i L
192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 App-BD
Consumer Internal EPG Internal EPG Internal EPG Provider
EPG Web [ Service-con ST T TEA Service-prov vice-LB EPG App =,
LB interface IP: IP: 192.168.22.11
IP: 192.168.21.11 192.168.200.100 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:
Default GW: 192.168.21.254 MAC: FW-MAC1 MAC: FW-MAC2 MAC: LB-MAC 192.168.22.254
I
VRF1 /

All BDs are in same YRF

4: Traffic arrives on 1: Traffic from the provider
the load balancer SrcIP: 192.168.22.11
service leaf Src MAC: App

Dest IP; 192.168.21.11
Dest MAC: Leaf MAC




11: Traffic goes to the
consumer leaf via spine

12: Traffic goes to the consumer
Src IP: 192.168.200.200

Src MAC: Leaf MAC

Dest IP: 192.168.21.11

Dest MAC: Web

10: Policy check
Src Class: Service-con
/ Dest Class: Web

192.168.101.254
MAC: Leaf MAC

i

192.168.21.254
MAC: Leaf MAC

Web-B[ Service-BD1
Consumer Internal E
]

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

IP: 192.168.101.100
MAC: FW-MAC1

IP: 192.168.102.100
MAC: FW-MAC2

7: Traffic goes
to the firewall
service leaf via
Spine proxy

NS N
g

8: Traffic arrives on the
firewall service leaf

192.168.102.254
MAC: Leaf MAC

192.168.200.254
MAC: Leaf MAC

Service-BD2 Service-BD3 - App-BD

Internal EPG Internal EPG Provider

Service-prov sice-LB EPG App =,
]

LB interface IP:
192.168.200.100

VIP: 192.168.200.200
MAC: LB-MAC

6: Policy applied (PBR)
Src Class: Service-LB
Dest Class: Web

Src IP: 192.168.200.200
Src MAC: LB-MAC

Dest IP: 192.168.21.11
Dest MAC: FW-MAC2
Segment ID: Service-BD2

192.168.22.254
MAC: Leaf MAC

IP: 192.168.22.11
MAC: App
Default GW:
192.168.22.254

VRF1

9: Traffic from the firewall
Src IP: 192.168.200.200
Src MAC: FW-MAC1

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

V=7 /—RIZ7TO7ZLEhIzR)S—

All BDs are in same YRF

5: Traffic from the load balancer
Src IP: 192.168.200.200
Src MAC: LB-MAC

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

ROEE Tshow zoning-rules DA, Y—ERATZT7EAROY —22EI)—)LZ2RLTVE
o COPHITIE, pcTag 32772(Web)h SpcTag 16389(Service-LB)yNDKRZ T4 v Ik T
destgrp-321 (7 7AFTOA—=)L0O2>>1—Xfll) IC. pcTag 32773(App)H SpcTag
32772(Web)ND ~Z 7 14 Y T & Tdestgrp-331 (A— R/NZ 24 ) IZ, pcTag 16389(Service-
LB)A* SpcTag 32772(Web)ND T 7 4 Y J& Tdestgrp-341 (7 7AT704—=)LO7ONAR

—fl) CUAALIREhET,

H—ERTZ7EARBOY—Z2T)—) : SNATZFEALBVWI 7AT7o4—)LEO—RNZ

)



Consumer EPG [ = ) Provider EPG

Web T | App
]
Class ID: 32772 Class ID: 32773
Internal EPG Internal EPG Internal EPG
Service-con Service-prov ervice-LB
Class ID: 32774 Class ID: 32775 Class ID: 16389
Source Destination Action
32772 16389 PBR to the consumer side of the firewall
32775 16389 permit
16389 32773 permit
32773 16389 Permit (Direct Connect must be set to True)
32773 32772 PEBR to the the load balancer
16389 32772 PBR to the provider side of the firewall
32774 32772 permit

<tfroot>
Podl-Leafl#

show zoni ng-rul e scope 2752513

Fommm - oo ittt fommm o e e e fmmmm o - et o
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action

Fommm - oo ittt fommm o e e e fmmmm o - et o
| 4236 | 32772 | 16389 | 8 I bi-dir | enabled | 2752513 | | redir(destgrp-32)

[ 4143 | 32773 | 32772 | 9 | uni-dir | enabled | 2752513 | | redir(destgrp-33)

| 4171 | 16389 | 32773 | default | bi-dir | enabled | 2752513 | | permit

[ 4248 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | | redir(destgrp-34)

| 4214 | 32774 | 32772 | 9 | uni-dir | enabled | 2752513 | | permit

| 4244 | 32775 | 16389 | default | uni-dir | enabled | 2752513 | | permit

[ 4153 | 32773 | 16389 | default | uni-dir-ignore | enabled | 2752513 | | permit

Fommm - oo ittt fommm o e e e fmmmm o - et o

FRofiTRE, O—RNZHo7ONA S —flEe70/N1 & —EPGHR O ##: TDirect
ConnectA 7' a>h "Trues ICRREENTVWET, O—RNSZHAS7ONAZ -1 RK
AVRMANDANARAFIYV VRAICEMITRIHENHVYET, HFATE. "Tenant > L4-L7 > Service
Graph Templates > Policys; T9 ., K "Set Direct Connect options ZZBRL T &\,



3.IF7—RY—E R (VRFEZEH )

PBRIZVRFREAZHW THRMICTZEE T, COEYS 3Tk, EPGHSEPGADVRFEIO KNS
ROBEICY—DBIN—IFEDRSICTOTSTLENZAICDOVWTHALET,

V=7 /—RIC7O7 S LENIR)S—

EPGEEPGOVRFEZWNDIFEE, RUZ—REICIVZ1—-XIVRFICERAEAET, LIEADT
USALYRNEOYYI-XVRFTRELET, TOMODBEIEDLEICODVWTR, "&EEL @
HOK "RUS—ANBERE D5 2ZRBLTEEL,

RO E Tshow zoning-rule; DEAEE, H—ERTZT7TEAROY -2 HEIIN—ILZRLTVE
T COBITIE, pcTag 32772(Web)A SpcTag 10936(App)ND M7 1 v U 1& Tdestgrp-36.
(T—ERA/—ROO>>21—Xfl) ICURXAL T &N, pcTag 10936(App)H* SpcTag
32772(Web)ND KZ 7 4 v & Tdestgrp-351 ( H—EA/—Ro7ONAZH/ ) ICVXAL D
hehET, WFhs, I 1—IVRFTHBVRFICERENE T, pcTag 32776 (77 AT
HA— L0 1—<fl ) A SpcTag 32772(Web)AD RS 7 1 v 4 id, VRFATHAEhET

o

Y—ERTZ7EABOYV—Z2J)—)L : VRFEIRZ T~

Consumer EPG Provider EPG
Web ] App ]
] ]
Class ID: 32772 Class ID: 10936
~ 1
o Internal EPG Internal EPG ,/
b Service-con Service-prov D
permit permit
By, ra
Class ID: 32776 Class ID: 49157
VRF1 (scope: 2752513) VRF2 (scope: 2555904)
VRF1 zoning-rules VRF2 zoning-rule

Source Destination Action

Source Destination Action

32772 10936 PEBR to the consumer side 49157 10936 permit
of the service node

10936 32772 PER to the provider side
of the service node

32776 32772 permit




Podl-Leafl# show zoning-rule scope 2752513

fomm - ittt it et fmmmmm o it e B et +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope |
fomm - ittt it et fmmmmm o it e B et +
| 4191 | 32776 | 32772 | 9 | uni-dir | enabled | 2752513 |
| 4143 | 10936 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 |
| 4136 | 32772 | 10936 | 8 | bi-dir | enabled | 2752513 |
fomm - ittt it et fmmmmm o it e B et +

permit
redir(destgrp-35)
redir(destgrp-36)

+ ——— + — +

pcTag 49157 ( 77 AT A—=)LO7O/NA 5 —1fil ) A SpcTag 10936(App)NDKRZ 7 4 v T (&

. MAEEEVRR2ILH D128, VRF2TFHAIENET,

<#root>
Podl-Leafl1#

show zoni ng-rul e scope 2555904

| Rule ID | SrcEPG | DstEPG | FilterID | Dir

+ — + — +
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LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



