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LEAF101 LEAF102
=N
EPG1-EPG2
CONTRACT SCOPE: TENANT
SOURCE IP 10.10.10.10/24 /™ DESTINATION IP 192.168.10.10/24
Tenant : PJ (=] E__ | Tenant :P)
EPG :EPG-1 . B EPG  : EPG-2
BD. :BD-1 BD :BD-2
BD SVI : 10.10.10.1/24 _ | BDSVI:192.168.10.1/24
VRF  :VRF-1 (VNID 3080192) =——— VRF  :VRF-2 (VNID 2260992)

.RHEENBHT7ZY MCZE,. TShared between VRFs) 7 %Y NAOD—7HFHBETT
,192.168.10.1/24
.EPGRREILTFUNIHBDESH, AR IRNIELELEES TTFU Ny ORAD=T D@
ETY, EPGHEBDTFTFURNIHBDEEE. KW "JO0-N)) AA—THFHBETT,
HEYTRY M TONAA—EPGTERENTVSEE, OV NF U MNIEPGTREE 1
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Subnet - 192.168.10.1/24
C» Quick Start
- B Py
-~ [ Application Profiles
@ Pu-AP
-« [ Application EPGs IP Address: 192.168.10.1/24
_Qg Description: | optional
o\

B Domains (W nd Bare 5) Treat as virtual IP address: [ ]

B EPG Me . Scope: [] Private to WRF
[ advertised Externally
[+ Shared between VRFs
Subnet Control: [] No Default SV Gateway
O querier 1P

L3 Out for Route Profile: |5e ect a value | .

Route Profile:

select a value | e

IP Address Pools:

~ Name Start IP End IP DNS Servers
= b Type Behind Subnet: EP Reachability MSMNLE Arycast MAC \
3 Networking

EPG-1A'SEPG-2AD70—bML—A
a>>31—x1J—7101

1)—71013>2 1 —XVRF PJ:VRF-1M )L— MME#REE . VNID 2260992 ( 7’0/ 1 X —VRF
PJ:VRF-2 ) Z/" L 12192.168.10.100 )L— h ZRL E T,

| eaf 101# show ip route 192.168.10.10 vrf PJ:VRF-1
| P Route Table for VRF "PJ: VRF-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

192.168.10.0/24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.240. 33%verlay-1, [1/0], 23:06:11, static, tag 4294967294, rwhid: vxlan-2260992
recursive next hop: 10.0.240. 33/ 32%verl ay-1

i%18§7810.10.10.10A* 5385£192.168.10. 1N DICMPERICH L T, OA>>1—XUJ—71010
ELAMZERLTRZ 74 Y V70— 2R TERT

| eaf 101# vsh_lc

modul e- 1# trigger reset

modul e- 1# trigger init in-select 6 out-select 1

nmodul e- 1# set outer ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10
nodul e- 1# start

nmodul e- 1# ereport



Quter L3 Header

I P Protocol Nunber o I CWP

I P CheckSum 1 37262( 0x918E )
Destination IP : 192.168.10.10
Source IP ¢ 10.10.10.10

I P Protocol o ICWP( 0x1 )

L4 Src Port : 2048( 0x800 )

L4 Dst Port : 16568( 0x40B8 )

sclass (src pcTag) : 16388( 0x4004 )

dclass (dst pcTag) ¢ 10930( O0x2AB2 )

src pcTag is fromlocal table 1 yes

derived froma local table on this node by the | ookup of src I P or MAC
Unknown Unicast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

COLAR—=NCE, 2YAHFOA>21—I)—7101ICEAE 1, Src pcTag 16388(EPG-1) & Dst
PCTAG 10930(EPG-2)A 81 4TS T WD EARENTVET,

XDEZI> S 1—XVRF PJ:VRF-1(VNID 3080192) 0 7’ O7 T A nfz-V—28 ) —I)L et
BLT, EONL—ILIDAEY NLEAZRETEET,

| eaf 101# show zoning-rule scope 3080192

[ Fomm e e e - o Fomm e e oo - Fomm e o B [ [ B SRS +- - - -
------ T

| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Name

Action | Priority |

[ Fomm e e e - o Fomm e e oo - Fomm e o B [ [ B SRS +- - - -
------ T

| 4117 | 10930 | 0 | implicit | uni -dir | enabled | 3080192 | |

deny,log | shsrc_any_any_deny(12) |

| 4108 | 10930 | 16388 | 8 | uni-dir-ignore | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

| 4118 | 16388 | 10930 | 8 | bi-dir | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

oo - oo - o oo e oo - oo - oo om o -



¥ BROESFIL—ILE. 70O/N4 F—EPG-2(PcTag 10930)A* 5 £ (PcTag 0) - B EI#YIC
ERENET, Chik, EPGEATEMOZNZZLRETIC. 7ONA A —VRFASO 21

—~XVRFADBEZHLIZDHTT,

EPG-2H SEPG-1AD7AO—KML—A

Provider Leaf 102

7’084 £ —VRF PJVRF-20 1) — 71020 )L — ME#RIE, VNID 3080192 ( 1> 21—~ VRF
PJVRF-1) L 10.10.10.100)L— N ERLE T,

| eaf 102# show ip route 10.10.10.10 vrf PJ:VRF-2
| P Route Table for VRF "PJ: VRF-2"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

10.10.10.0/24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.240. 33%verl ay-1, [1/0], 1d22h, static, tag 4294967294, rwvnid: vxlan-3080192
recursive next hop: 10.0.240.33/32%verl ay-1

RZ74vo70—F. *Emr192.168.10.10H 5%85%10.10.10. 10N DICMPERIZX L T.
Provider Leaf 101 DELAMTHRIITE £ T,

| eaf 102# trigger reset

nodul e- 1# trigger init in-select 6 out-select 1

nodul e- 1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
nodul e- 1# start

nodul e- 1# ereport

I P Protocol Nunber : ICWP | P CheckSum: 37262( Ox918E ) Destination IP
10.10.10.10
Source IP : 192.168.10.10

I P Protocol o ICWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 18616( 0x48B8 )

sclass (src pcTag) : 10930( O0x2AB2 )

dclass (dst pcTag) : 14( OxE )

src pcTag is fromlocal table . yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Uni cast / Fl ood Packet : no

If yes, Contract is not applied here because it is flooded

Contract Result



Contract Drop : no

Cont ract Loggi ng : no
Contract Applied : no
Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81873

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81873" )

CHDLR—RNTIE, sclass&dclassOEAAEO—HIETHD EZHRLET,

HEY—ERATONAZ—THBHEPG-2l&, 1093007 O—/N)LPcTagZ BB TH LD ICHE E
Lo

cO/NT Y MNIZEIVY) H TS TV BdclassldShared Service Consumer PcTag 14T 9, PcTag
14, VRFERNZ 74 Y VRICFHNENI-2 AT LPcTagT Y,

7'0/N A4 Z —EPG2 PcTag 10930 & Shared Service Consumer System PcTag 14 ® & 0 Provider
Leaf 102lZ, TActions % "permit_overrides (CEREL ERBAY—228IIL—-IF7AT T AL
NTVBRCEICEBLTLKEZY, ZOIL—IITR, BERNBRV—ILYITYTDEDHIZ,
—HBLE70-%20>21—XRV—TJICEETEET,

| eaf 102# show zoning-rule

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o [ R, Fomm o S
o e e e e e e e aa oo +

| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Nare | Acti on
Priority |

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o [ R, Fomm o S
o e e e e e e e aa oo +

| 4113 | 10930 | 14 | implicit | uni-dir | enabled | 2260992 | | permit_override
src_dst_any(9) |

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o [ R, Fomm o S
o e e e e e e e aa oo +
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EPG1-EPG2 Contract is being r e

Consumed and Provided on Both Mastir EPG/ES!

EPG-1 and EPG-2

EPG-1A'SEPG-2AD 70— ML —A

HEHY—EAZYHTH DEPCTRMES LU HBE D, EPG-1(Leaf 101) & EPG-2(Leaf
102)DEO/NTy K7O0—RAOTONT 1 ZIESFLET,

CEPGR7ONA AT —ERBEND

- EPG2 02> 1—XERBEND

- )—=71020>> 21— V—T7THd . CCTREBNBRIS—HFEREIhET,
L—rBEHE>FIFERLUTT,

r7anNga s —1 J—7101:

Leaf 101# vsh_1lc

nodul e-
nodul e-
nodul e-
nodul e-
nodul e-

1#
1#
1#
1#
1#

trigger reset

trigger init in-select 6 out-select 1

set outer ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10
start

status

ereport

I P Protocol Nunber : ICMP I P CheckSum: 23304( Ox5B08 ) Destination IP
192.168.10.10

Source

IP

: 10.10.10.10

I P Protocol o ICWP( 0x1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 59074( OxE6C2 )

sclass (src pcTag) : 18( 0x12 )



dclass (dst pcTag) : 14( OxE )

src pcTag is fromlocal table 1 yes
derived froma local table on this node by the | ookup of src IP or MAC
Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : no
Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81873

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81873" )

dclass 140 EVHTSNTWVWAH e ZHABLET, chlE. NF7 1Y U4H Tpermit_override
L=ILZENLTEITDCezFAEh, D02 1—XU—THFRKHNBRI =LY IOTYT
ERITTED_LEBERLET,

rA>2a1—-<,J—7102

Leaf 102# wvsh_lc

nodul e- 1# trigger reset

nodul e- 1# trigger init in-select 14 out-select 1

nodul e- 1# set inner ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10
nodul e- 1# start

nodul e- 1# ereport

----------------------------------- Inner L3 Header ----------mmmmm e
--------------------------------------------------------------------------------------- 1P
Protocol Nunber : | CVP Destination IP : 192.168.10.10

Source IP : 10.10.10.10

Contract Lookup Key

I P Protocol I CWP( 0x1 )

L4 Src Port : 2048( 0x800 )

L4 Dst Port : 26203( 0x665B )

sclass (src pcTag) : 18( 0x12 )

dclass (dst pcTag) : 10930( O0x2AB2 )

src pcTag is fromlocal table : no

derived fromgroup-id in i VXLAN header of i ncom ng packet

Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Loggi ng : no



Contract Applied : yes

Contract Hit 1 yes

Contract Aclqos Stats | ndex : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

EPG-1£EPG-20M 5 (IZF O—/N)LPcTagh 58 EE . EPG-1(&PcTag 18, EPG-2ldPcTag
10938IC &2 TVWET,

EPG-2H SEPG-1AD70O—BML—A

HEY—EAZYHTH DEPCTRMES LU HBE D, EPG-2(Leaf 102) & EPG-1(Leaf
10NOEONT Y N70—@RO7ONT 1 ZIEFLET.

cEPG2B7ONA X —ERBEND

- EPG1REO>1—NXERBEND

- )=7101F0>> 21— V-7 THdH., CCTREBNBRIS—HFEREIhET,
L—rBEHE>FIFERLUTT,

r77ONA4RF—4 1J—7102

Leaf 102# wvsh_lc

nodul e- 1# trigger reset

nodul e- 1# trigger init in-select 6 out-select 1

nodul e- 1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
nodul e- 1# start

nodul e- 1# ereport

I P Protocol Nunber : ICMP I P CheckSum: 23308( Ox5BOC ) Destination IP
10.10.10.10
Source IP : 192.168.10.10

I P Protocol I CWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port . 56682( OxDD6A )

sclass (src pcTag) : 10930( O0x2AB2 )

dclass (dst pcTag) : 14( OxE )

src pcTag is fromlocal table . yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Loggi ng : no



Contract Applied : no

Contract Hit 1 yes

Contract Aclqos Stats | ndex : 81873

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81873" )

dclass 140 EVHTSNTWVWAH e ZHRABLET, chld. NF7 1Y U4H Tpermit_override
L=ILZENLTEITBDCezFAEh, D021 —XU—TFRKHNBRI =LY IOTYT
ERITTED_LEBRLET,

rA>2a1—~, 'J—7101

Leaf 101# wvsh_lc

nodul e- 1# trigger reset

nodul e- 1# trigger init in-select 6 out-select 1

nodul e- 1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
nodul e- 1# start

nodul e- 1# ereport

--------------------------------------------------------------------------------------- L3 Type
IPv4 DSCP : 0 Don't Fragnent Bit : OxO TTL : 254 |P Protocol Nunber : | CVP Destination IP

¢ 10.10.10.10

Source IP : 192.168.10.10

I P Protocol I CWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 22874( 0x595A)
sclass (src pcTag) : 10930( O0x2AB2 )
dclass (dst pcTag) : 18( 0x12 )

src pcTag is fromlocal table : no

derived fromgroup-id in i VXLAN header of i ncom ng packet
Unknown Unicast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Loggi ng : no
Contract Applied : yes
Contract Hit . yes
Contract Aclqos Stats | ndex : 81874

( show sys int aclqos zoning-rules | grep -B 9 "ldx: 81874" )
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Leaf 101# show zoning-rule scope 3080192

R - - S T R R . eme-
------------- e ———

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Narme

Action | Priority |

R - - S T R R . eme-
------------- e ———

| 4117 | 10930 | 0 | inplicit | uni -dir | enabled | 3080192 | |
deny, | og | shsrc_any_any_deny(12) |

| 4129 | 18 | 14 | inplicit | uni -dir | enabled | 3080192 | |
pernmit_override | src_dst _any(9) |

| 4128 | 10930 | 18 | 8 | bi-dir | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

| 4127 | 18 | 10930 | 8 | uni-dir-ignore | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

R - - S T R R . eme-
------------- e ———

R - - S T R R . eme-
------------- e ———

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nare

Action | Priority |

R - - S T R R . eme-
------------- e ———

| 4113 | 10930 | 14 | inplicit | uni -dir | enabled | 2260992 | |
pernmit_override | src_dst _any(9) |

| 4123 | 18 | 10930 | 8 | bi-dir | enabled | 2260992 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

| 4124 | 18 | 0 | inplicit | uni -dir | enabled | 2260992 | |
deny, | og | shsrc_any_any_deny(12) |

| 4122 | 10930 | 18 | 8 | uni-dir-ignore | enabled | 2260992 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

R - - S T R R . eme-
------------- e ———

X COREICKY), BEEM "shsrc_any_any denys & &U "permit_overrides YV —_
VON=LOBEUEZICHE2>TVWBREITEELTLSEEV,
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