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Required for both Cisco DNA Center and Other
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https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html
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SET UP CX CLOUD AGENT
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Set Up CX Cloud Agent X

Download image file
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Set Up CX Cloud Agent

Deploy and pair with your virtual machine
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£ Back To Data Sources

Connect to CX Cloud

Gonnect a Gisco DNA Center
P Address or FOQDN
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Frequency Time

Run the first collection now (this may take up to 75 minutes)
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Connect to CX Cloud

How would you like to connect these assets?

Uplaad a seed fila [recommendead)

Addl your devices to o Seed File Template You can reupbesd this file later f you need Lo make changos.

Provide an IP Address range
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SNMPZ'OKRIJL/N—23 |SNMPZ'ORIJLE, CX Cloud AgentlZ &k 2
> THEEETN, BEKRORYNID—TJRATO



https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/cx-cloud-agent/seed-file-template.pdf

S—=R7T7ALE (\FINY S —EEF NN
TINA ARBICERAEIhET, EICE
snmpv2cE i lEsnmpv3ZEATEETH,
F1VT41LOERSEEN S, snmpv3DFEH
FHRBENIET,
BEOT/INA ALK L THRROSNMPY2/\ )
snmpRo:col#=34° T 7> NEBRLEBER, FNAAD
C snmpv2cy & UL TERE S[\tM;j Lo i/t:i(\]‘l/'fsgripRO (\ EE&\..
TN IR AE BYER) LTI YIEEETIHLEN
! HYET, TNUUADOBERK, ZEAEANT
gFXT,
snmpv3UserName:col#=37%" |BED 7/V14 A& DBEEFICSNMPv3ZER L
D snmpv3y &L TEREh |[EHEAE,. ThEhoOJA > 1—HYE%E
TVWREERMSAE ETIHENFHYET,
SNMPv37'O0 N )Lk, MD5E = IESHAT )L
JdVXALICLBRAZHFITLET, /N1 A
ICEFIT7RAFBREENTVBEE, Th
FThORATIIVAXLZEETDHLEND
V&I,
snmpv3AuthAlgorithm : f& (&
E MD5E I FSHAICT D &
NFTEXRTY
X MDSRZEETHRVERBENTSH
V), SHARHR—KMLTVBITXTD
TNAATHERATEET,
F snmpv3AuthPassword : /Y |7/V4 AICMD5E = Ik SHARE S 7L d U X




1

>—R7 745

BINY & —/BRF

NWZLDOEW

AT—R

LABREENTVWBRERRE, TNAAT It
ARICEETZRA/NAT—REZEET DL
BENfHYEY,

snmpv3PrivAlgorithm : {& (&
DES. 3DES

FINA AIZSNMPV37' S A4 N —FIIUX
LNBREENTWVWRIHEES (OFINIVXA
FREOESLICERENET )., ThTHQ
OFINIVAXLZEBETIHLEN HYET,

JE.DESTHEAZEhB56EY MF—&F

BRIV T A ZREHIIICE
BIEDEHBET N, 3DESKE., Ch

ZHR—RNTBINTOF/NAATHE
ATE&XRY,

snmpv3PrivPassword : /Y A
J—R

TINAATSNMPV37' Z AN =TIV X
LAREETNTVRHER., T/N1 AEHIC
WNFTDTTANY—NAT—RzRHTS
BEABYNET,

snmpv3Engineld:enginelD.
TNA AERT—EDID,
TFNAATFHTREES I
TW3BEERIOVIDE
BE

SNMPv3 EnginelDl&, &F/N1 AEZRT—E
DIDTT, cOI>>IDIE, CX Cloud
Agent A" SNMPF—&2t Y NZIRETHEICS
BELTEBENET, SEKNEnginelDZ
FHTHRETREERK. ThTILOD
EnginelDZIEET I HEN HVYET,




1

>—R7 745

BINY & —/BRF

NWZLDOEW

cliProtocol : {E & 'telnet',
'sshv1', 'sshv2' T, Z°

CLIk, *NA ALEEPVERYTBH%H
BELTWET, CXCloud Agentik, $FED
FINAAQOCLIREICco7ONILEFERAL
£9, COCLIREF—XRIE. CX CloudA D

Assets®B & T Z D DInsightsL 7R— N ICEH

/ BE. F7ALRT  |EhET, SSHRFREE nET, BOZY
'sShV2'ICERETEE T RO—OtEF21 VT4 R/ENFBVEE. Th
BTk, SSHVIB & UTelnet7’O ML
BYBRNZAR—NEF1) 71 Z2RHEL
Tt A,
CLIZ’AORILZBIRTZHEEFE. ThEFELD
K cliPort:CLIZORILR—KN |R— " BESZEETIHENf HVET, L
iRe) ZIE, SSHNHBA 22, TelnetDHE 23T
9o
cliUser:CLIZ—H%&(CLI1—
TEINAIT-RELR o N g 2D TN ENOCLI—FEEEETS
BOTHOWE hAh REETE | i TR
@ oty Tt BENSVET, Shid, CLUERKCF/\A
dmas by AIEHT B EZIZCX Cloud AgentlZ & 2 T
( colt=1286 KT EREnET
col#=13 ) ZZE=ICT B LiF °
TEEEA)
cliPassword:CLIZ1—%/VA
- ROULI—FRINAD s ) ¢ 2O ECLINRT— KEADT B AEN
— RFLZEFBOTHOWT N H _ o —s -
M rEETEETA. T HYET, <l CLIHX%HvE‘_T/\'fZLJ%
_ L e 9 BEEICCX Cloud Agentic k> TEAE
HNZ L (cot=128 KT nEd
col#=13 ) ZEICT B L °
TEEEA)
T IN1A A Tenable N FREES N TVBHEEIE.
N cliEnableUser F )N 4 AMenableUsernamelE 2§ ET D2 MHE
FHYETS,
T IN1A ATenable N FREE N TVWBHE, T
O cliEnablePassword N4 AMenablePasswordBEZ1EET D HEN

HV)ERT,




S—KTPANE [BIAy H— T HS LOBH
p gf””*_“(*”“$ FROEAD - b - FAEH
Q gf””*_“(*ﬁ“$ FROBAD - FHEH
R gf””*_“(*”“$ FROEAD T8I FHH &
s gf””*_“(*”“$ HROEAD = b - FRHH

TFINAADTLXRN)IEIZEE T S HIREE

TFNAADTLAN)TF—2Z0BTE2ROHEHRBERFXODESY T,

« —EBDF/NA Al&. Collection SummarylC EiEZ WAL L TRRENETH, CX Cloud
AssetsR—IIZERTRENETFLE A, TNAABBOFIRICKY), COKRSBFNAATL X
NUDREBABTFSNhET,

« Campus Successh T Y JICEENBEVFNAADTL X KNUBEMAN, CX Cloud AssetsR
— TR ERELRFRET D ARSI HYET,

s —RITJFPAINEEFIPEREIL V> 3> 0O7/N14 AN Cisco DNA Centerf R KD
—HBTEHBDHE. T/N1 AECiscoDNA CenterT> NJICK L T1EEZE FHREETNET,
D—RITIT7TALNELERIPEEOINJE, EEZBITAHLEHICINELLEBEENER A,

LW —RTI7AINEZERLTTNAAZEMNT S

LW —RT77AINZERLTTFNARAZEMTSICIE, ROFIEZRITLET,

1. CORFIXVRNDEDRAKRNI D ( T—=RITIFAIICOWVWT, 23R ) Z2EATDH.
"CX Cloud\DEHZDEREL VA RUVDIVEFERALT, —RI7I7ALTUTL—
NPDF)ZAXUO—RLET,

) MY —RI7F7PAILOATO—RAET TS E, Configure Connection to CX
CloudJ 1> ROV ORFERATERIBYET,



Conhigure connaction to CX Cloud

Upload your seed e

A Tt i .
&
Dy @md Dirop Niboes or browess Bles
Celietionrs: Froquesasy T
VET
o the S colbetian farer [Thi mun ke S W TS et

FCX Cloud\DEFLDEREL T 12 RD

2.Excel AZLY R—K (FEREEOHRATLY RO—K) ZHE, TU7L—HMEIR
TEAICRELEADLET,

3. F—REFHTANTEN, 77ANICF—REAR—KLET,

4. ETLES, T07L—NZcsv77A4ILELTREL, CXCloud AgentlZ 1 7/ R— KL E
9,



Configure connection to CX Cloud

Lipdedd soasd dinid ks

Sehisthaly Invienlery Collaclion

Upload Seed File 7 1 > R7J

5—RI77A4NOTY7T7O—RIARIT, HILKERLEcsv7I 7AINZERSYITT Y
RROYZ7ITSDHD, 774ILODSRZEV JYIL T csVI7TAIICBEBLET,

6. Schedule Inventory Collectiont2> 3> %% 7L, ConnectzZ YV LET, "F—X-
V—AR1 TAVRINFAE, BEXY E—IHFRTEIET,

7. CX Cloud DI HASRENTT T2, CXCloud Agentld>—R7 7 I)L2BL, HES
NEITRXTOTFNAARAEDEHFREZBILIL T, RUOTLANIREZERTIDIXLENf BV E
T, REEGF, VTN RTHBITDCEE, CCTERLEARATD 2RO TREIT
BEETEFET, 1—HIE. Runthe first collection nowF T Y IRy U A%EIRL T, &K
AOTLANVERERTTEET, D— RTJZ7AILTEESENATVBINIOEPZED
HOERICE 2T, COZTOCRRICABY ORKENINDBZIBEEN BV ET,



Data Sources %

Data Storage Region: United States

- a
2 o
,
Pe Data ed Status
KOs L Agent 159 ™
L 4 Cisco DMA Cent ] o
vered Assets L

«

4]

BAXYE—

BELES—RI77AI\NZERALTTFNAAZENT S

REDS—RIFANZERALTTNARAZEM, £BE, FLEBHIKRTZICE, ROFIRZRT
LEY,

1. AICHERLIES—RT77AI\NERE, BDEZEEZIT>TI7TAILEREFELET,

NV RTFALCT Y FERMTRICE. MECERLES—RT P AT
by REBML., 7PALEUO—KLET. HLWS— K77 AILET Y 7O— K
FBEBENT—RITAUNBERISNB D, ChABBEICEYET, REE
IRECiE, PYTO—RENEBRFNDI—R77ALOINERENET,

2. F—RY—AR—T T, CXCloud AgentdD R A 7 &ED7—XY—A&ZBIRL T, il
DAY RINHAE, BRRTEVTIRNIITRINRRENET,



Drata Slorage Region: Undled States

1002 e o Coonmict Marski Dashbansd o CX Cloud 10 gt insights s schdtonsll fyatenms i

Surnemnady Saltware

Seed File
3 Total Dain Scaurces L v
Dewrdosd Repo |
Mamse Tpe i
X Clhoud Agent CX Cloud Agent w2.3.0
10012258165 st Dk Center
D pasets colechnd by CX Cloud Agent Send Al

o4 R

3. Download ReportZ 7Y VLT, BRRULAEF—RXYV—AQIXNTOFTEY NMCBETBLAR
—RZERLET. LR—BMCRE, FINAADIPTRLA, UTIILES, FETREMSE. O
NORBRAT, ARV RAT—RA, BRIV RIS— (ZRETDES) ICHITIER
FRRENET,

4. Replace Seed FileZz21) Y 2 L& YT, CXCloud Agenty 1 > RUNFHEET,

atliadls: oo Cloand

LD

@ Furving

Data Sources CX Cloud Agent

Crta Saorage Region: United States

u Coreact e g Clonhbsogrd bo CX Cloued 1o g erugids. snd saddonsl pndermn mfan

Sagmrrany g

Bped Fila

e 5 Total Data Sciwcei aan Bisminoasl Ont
Harven Typs

. X Ol Agyenal CX Cloud Agesnt v1.2.0 4+

_

& 10097258127 Cinon DMA Genter N
Oetaw sanets colacing by UK Clowd Agent Sead fin

g Cloud Matwerk TGt
Dats Carner Compaie Irdernaghe

M

CX Cloud Agent™V 1 > R7J

5BELES—RIFZPANZEDARIDICRSYITITORROYTITED, 774 2SRL
TIA4VRIICEMLULET,
6. [Upload] 20Uy I LET,



IPEEE %A L =F/V 14 ADEM

PERZFEATR L, I—HFR/N—RIVITEEZRBEL. TORIPTRLACEIVWTZLS
DTFNAADSTLARNIZRETEXTT TLANIRERADTNA A, 12OFY NT—7T
LARILWDIPEEZIEETADET—RICHINTEET, COEEAF. CX Cloud AgentA*SNMP
ORI ZERALTAF Y TERYT, BEEERESIETNARAZEBE TS 2o ICIPSEEZRER
IRHE. SRENDIPTRLAGARERYFREN, BEZIXNTOEEZNN—TELXT

o

s BEDIPZIEBELLEY, DMILRA—RZFEALTIPOAITY h2zBEHRA TEHEAZEK
LW TEERY,

s EYRNTYTHIZHEDIPT RLAYN., HEDIPT RLADEHBEICEENZVWIFES, CX
Cloud Agentld, ZD&LSKIPF7 RLAZFE ODFNA AL DBEEEZRITET. TOLSHEF
NAADSTLARNIZRELEEB A,

e ****EANTBHE, CXCloud Agentik I—HAEELEILF U Y IILEEEDIPTHEH
TEET, FEZE, 172165 Tk, 172.16.0.0/16H T XY NAD TN THOF/NL ARICY
LTy )2ERATEET,

« XY NDJ—UFEInstalled Base(IB)ICZEEN b L, IPEHEZZETEET, "IPEHEOD
WE OEZSBLTLSEEL,

CX Cloud AgentlE 7*/N 1 ANDEHRZFRITTEEITAHN. PDELRVTIILBESZHBTE AL
58, BFNAAZMNEL TAssetsE I —ICRRTEXEE A,

~ i
Edit IP Address RangeZ 7 U Y V9% &, FAUFI Y RFNA AKRENRBENET,
LOWFNA AZFEQIPEEICEME ZEHIRR (W) $58B5k. LT Edit IP Address
Range (IP7 RL AEHOMwE ) 202Uy I L( "IPEHHEOIEE OEEZSR), #FI>
RTOTFNAAT A AN ZRBITZEHICHELEFIEZETLT, HFLLEMNMELET
INA A%ZCX Cloud AgentDREA AR KNJICEHBHBEN BV ET,



£ Gack Ta Data Sourcss

Connect to CX Cloud

Provide IP address range B
Enter I address range

Startirg [P Address * Ending IP Address *

198.168.1.74 196.166.1 20

Erter SHMP W22 credertials

Rrad Commuoniy *

Schedule mvantony cellecton

Frequency Time
151

Rurithe Arst coll2eton rew (e may take up o £ minuces)

HMABIPT RLAZERD 1> R

IPEEEZFERAL TTFNARZEMTSICE, I—FHFEREVIZERAL CEARREZRINTOIL
TFUOIYIINEEBETIHXENHYET, RSB 71— RE, 5IOD4 2 RUTEBRLEY
ORIJIICEK2>TERYET, SNMPv2cESNMPV3ND TS Z3# IR L 7zv) ., SSHV2E SSHvI D
FzERTB 4L, AUL7ORN L ZEBBIRIB L. BH2OF/NA AOHEICETVWT, CX
Cloud AgentiC & » TEHEMICZO R I OBERNI XTI I —RhEhET,

IP7RLAZEAL TTFNA AZERTZDHE. BERERESSHN—>3a > B LU TenetZ LT
DHINEEEICIPEBERNOINTOBEONIUNENTHZ L EZBRBTEET, BEUTHE
WBE., BHRISABRTDHAEEMN BV ET,

IPEEEZFEAL TF/NAM AZEBMTSICIE,. XROFIEZETLET,

1. Configure connection to CX Cloud™ 1 > R, Provide an IP Address rangeF 7> 3> %
BRRLET,



-,

Conhgure connection to CX Cloud
Provdiide IP address range

Entor IP addreis rangs

Sy P Ackdrens " Traiing P Acdcdegan
T -
- .'\-‘-|'" -
1L

IP7PRLAT7#—LZERLTFNAIRAZEMNT S

2. 7A—ALICBEEBHRZEZADLET,

3. EBHOEHRAT IV EBRTEEXT, ChsOE@EICKEK., AT VOREILFOIY
INRRENE T, FEHEAT3a0IOLTUIYILT71—=IILROFERICOVTE., T2
—RZZ7ANIEDOVTy ZSRLTLEETL,




Configure connection to CX Cloud
Provide IP address range
Enter IP address range

Starting IP Addross *

Enter SNMP v3 credentials

Username

SNMP V37 L 7> %)L

Ending IP Address *

Engine ID

Authorization Password

Privacy Password



Enter SNMP v2e credentials
Read Community *

Enter SSHYVZ credentials

Enter SSHV1 credentials

Lisesmame

SNMP v2, SSHV2, & &UV'SSHV1VL T~

[Enable Username (Opticnal)

Enable Passwernd [Optional]

Enable Usernamae (Optional)

[Enabis Password [Opthonal)

>yl



Enter Telnet credentials

Username Enable Usemame (Optional)

Password Enable Password (Optional)

Schedule Inventory Collection

Collection Frequency Time

Frequency o Time o IST W

Run the first collection now (this may take up to 75 minutes)

TelnetI LF> 2 ¥ LY NDT—DVARFY AT 1) T

4. [Connect] ZO VY OLET, "F—& Y—RA1 T4V RINFEAE, BRAYE—IHF%K
RENFET,

Data Sources

s hr e B el

L b o
1_ Yot s Bt
e P Dowia e Unedied ek
W D g 4 i g 1 1 4 Ay g e —
w
I ——— FPREFp— P W o hranee
- e —— W et s i i
- Fa Cer g e e -
ud FRpr—— S—_— 0 e G e Py i
=
ot
3
A
IPEEE O w5k
71 I : N
IPEER ZMmET S IC I

1. Data SourcesJ 1 >~ RIJICBELE T,



Data Sources

F—8Y—=2

2. F—RY—ATIPEHEDMREN HLE/RCX Cloud Agent2 Y I LET, FMlDI1> RD

FHAEET,
3. Edit IP Address Rangez V)Y 7 L&ET, "CXCloudIiZ##t, V12 RUNBEEXRT,

< Back To Data Sources
Connect to CX Cloud
Provide an IP address range # Edit Tha Pratacals

Enter P addréess range
Starting I* address * Encling B* acldriess

0.:0.0.0 0.0.0.1

e ] m

IPEEE DIEE

4. Starting IP address 7 1 —J)L R &Ending IP address7 1 — )L ROF L WIPZE#HL XTI,
5. Edit the Protocols' ) >0 %& 21 Y U LET, [CXCloudlZEE: - 7O DEIR]D 1> K
INREEXRT,



< Back To Data Sources

Connect to CX Cloud

Select a protocol

Al least one discovery and collecton method are regquired

Discovery options
SMMIP 3 [recommanded)

B SNMP vic

Collechon oplions
S5H v2 (recommended)
ﬂ SSH w1

Telnat

' T
| Cance Continue

ZORIJL0O=ER

6. ZEIBRFIVIRYIRZVUYHILT, ZYITH7O0RINERBIRLET,
7. [Continue] 22 1) Y 2 LEF, Provide an IP address range™V 1 > ROUANBHE X T,



Frovide an IP address range # Edit The Protocols

Enter IF address range

Starting IF address * Ending IF address *

O, O, O, 03 1,0.0.3

Enter SNMP vZc credentials

Read community *

Enter S5H w1 credentials

Usemama * Enable Username {Optional)
Password * Enable Password (Optional)
- "
{ Cancel
s -
ILFUTYILDOAA

BREILTFUOYILEAALET,
.[Connect] 20Uy OLET, "F—& Y—RA1 T4V RINFHAE, BEXY E—IHFK
T~ENET,



Data Sources oy

| a4 A Ont v carin v bsies Q

R

N REAYE—UTE. RELFEEOFNA AN EETETHBo L. ILT
v LASHANS N C L GRS hEY A,

BHOO MO-ZASKREENETNAALOVT

—EBD T /)NA Ak, Cisco DNA Center& CX Cloud Agent\ D EEEHOE A TREEh, Ths
DTFNAADSEETF— XN PNEE DM BYVET, EETF—XONEZE T, 120>
RO—ZEFTTFNAAZEERTSICIE. CXCloud Agenth' FNA AZEBITHEEXIENZRE
TRIRBENFHYVET,

o TINA AN &AI_Cisco DNA Centerlc &k 2 THRHEE h, RICEEF/NA RAEHK (Z—KR7
FALKERIPEEZER ) L& > THRHEENIZER, T/V1 ADOFIH TIFCisco DNA
Centeri’"BEEhET,

o TINA AN &HAICCX Cloud Agent\ D EEERIC K > THREE h, XICCisco DNA
Centerlic & > TBRHENBBHES, 7/N1 ADHHTIECisco DNA CenterMBEEhF T

BERF Y ORTT 1)

HBEEE. CXCloudTHAYFIV ROBMAF Y Z2ATT1 - TEXY,



EDMATYUERTII-NTBN., AVRYNURERT D 1—)LE@PBLE
£6 ~ TBEOMBEEHTAYFIV RAF v &BHBLT, EELEVESICTSS
LESBOLET, EROBHAF T ERBLRTFTRE, AF v TOEANEL
BV, AR TN KRBT BALERSBYET,

PMAE Y ZATD1—-)LIBFIERE. ROEHBY T,

1. R—LR—JTRE(WE ) 74722V YILET,
2. Data SourcesR—> T, AR A > H SData CollectionZiZiRL £ 9,
3. Schedule Scanz 7)Y L%,



Data Collection

ChagRed e Semns ([ Schedae Scan )
I 3 October 2022 *
1
. = 2 3 1 5 & 7 [
Mo Diagnostic Scans Found
9 L] 1" 17 12 ne 15
i 17 ] 1% il H Fr

n “ % 5 ) o Pl

.
] n
Irrepaiody Colpction
F Collecion
Saurce B b Rapad Probem Resolubon
Aiir=yne dany ol o bl SbSrileed wiher B L] Sike
Oither assets colisched by & Cloud Agent Monihhy on tw J0th ol 05 30 Ml EDT : th O § Blpd CRbet Saeditl SRl iifed Mottt
b= e
10057 238127 Monthiy on the 30th at 05 00 P EDT ) Ensbis for Campus Hetwark
221800 Maonthiy on B 30th ot 09 00 F EDT
T—2UIN&E

4. ZOAFYYDRT Y I-LEBRLET,

Other assets collected by CX Cloud Agent Inventory Collection Details

Schedule History

Wisakly ' gn Swnday gt 12:00 am = EOT

Created: Oct 3, 2022

- . R
( Sawe Scheduled Collection
b -

AFYATI 1)L OEK

5 FNAAUVART, AF+2FR2INTOTNA AZERL, Addeo VY ILET,




Hew Scheduled Scan

Cues Soerce Sorbauls
e by o A
Dvice Seasce B P dddesn Davice Soarca P P hddraas
7L
Do ;!
Dapyic b
o 4 b '
i "
- . 154
- "
- L
- i L i
- B N 5E

AETORTT 1)
6. AT 1= )AET LS, Save ChangesZz VY OLET,

DMAF Y EAURYNIREDATD 1)L, [T—EZREIR—D THRESB LVHIBRTER
ER

Data Collection X
=) Diagnostic Scans { Schedule Stan )
- ) < October 2022 >
2 Scans
Asset Count Source Schedule
F I:I'-‘_; 1 10.127.249.152 Mot scannable : 1
10 10.127.249.152 Daily at 07:00 PM IST Edit Schedule ‘N . B 6 : 3
Delete Schedule 3 1 12 13 14 15
16 17 18 19 20 i 22
23 24 5B 26 27 28 29
: a0 3
= Inventory Collection
= B Callections
Source Schedule
Other assets collected by CX Cloud Agent Daily al 04:00 AM IST
~
«nll Daily 3t 12:30 AM IST
d MNotaorc and Dats Center Compute IS
172.20.224.70/Ive.cisco com Monthly on the $th ot 11:30 PM IST Ehi il
10.127.249.152 Daily at 0Z:00 AM IST

®

AT 1—-)OmESICHIBRA T aveEFRALETF—2IE
N —y Enl'-l-l
BEAERYRND—OBTE

CX Cloud AgentZEB AT ICIE. XOVWThADOFT>a> &BIRULET,



« VMware vSphere/vCenter Thick Client ESXi 5.5/6.0%3&3R 3 % |- (&, Thick Clientlc BB L *
¥,

« VMware vSphere/vCenter Web Client ESXi 6.0%Z 2R3 % (Zl&. Web Client® 7= (& vSphere
CenterlCBEBL £7,

« Oracle Virtual Box 5.2.30%Z#iR 9 % (. Oracle VMICBEIL T,

« Microsoft Hyper-VZ3#iR ¢ % (C . Hyper-V

OVA D& A
V004 F>NESXi556.0DAAN=I

CDITAT > NTE, vSphere> Y V054 F > NaEAL TCX Cloud Agent OVAZEATE
£7,

1. A A=2%A 70— RULES, VMware vSphere ClientzZ 28 L TOJ A LET,


https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc10
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc11
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc12
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc12
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc13
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc14

(2] VMware vSphere Client o

vmware’

VMware vSphere

Client

.—-"&-.:. All vSphere features introduced in vSphere 5.5 and beyond are

available only through the vSphere Web Client. The traditional
vEphere Chent will continue to operate, supporting the same

feature sat as vSphere 5.0.

To directly manage a single host, enter the [P address or host name.
To manage multiple hosts, enter the [P address or name of 3
vCenter Server,

IP sddress | Mame: 10, 126. 77.60
Usar name:

Password:

aJ4>

2. XZ1—/»5, File> Deploy OVF TemplateDJEIZ&IRL £,
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ITEEHICRELET, [/NAT—RDRTE (Save Password ) | 22U Y O LTFIE 4 12
HERT,

futogrocrated Pazsuord

Fassuord : 300 NI

Hake smre to store thiz password im a zafe place. Thizs passeord s required to log
inte Cisoo O Cloud Agent.

Micr yos hawe ztored the pazsword in a zafc place, zelect Sawe Password, To returs
to the previoss screen, select Cancel,

€ Camcel 3

BEER/NAT—R

[INAT— RO (Save Password ) | 22U Y oL T, RBIAICEALET,
Fassuord Stremgth

The sircegih of the mtw pasgword iz Aedium,

To zave the password, select Save Password. To configure a differest passuord,
select Cancel o refurn to the 3ot Passeord screem.

INAT—RORHE ( Save Password )



4. |P Address, Subnet Mask, Gateway, # &U'DNS Serverz AH L, Continuez2 )Y oL
F9,

Network Conf iguration

Flease enter an IFvd address and corresponding network conf iguration
for the appl iance.

(Uze UpsDown keys to navigate to next Field. Press Tab to jump to
Cont inue button)

IF Address: E=——
Subnet Hask: EE——m e e e
Gateuay: I |
DNS Servers: e
sMaximum 3 IPs with comma separator,

QoL | mae

5 TR ZERERL, [E\V., #1795 ( Yes, Continue )] 2V YU LET,
iComll irmat fom

fire these eniries correct?

IF Address:
Subeeil Mask:

I.'.'..l..h.."!
1, b

CYes, Cont ime)] < Mo, Go Back

dA>74FaL—>3>

6. 7OF> NFFMERETSICIE, Yes, Set Up ProxyZ2 2 1) Y 233 A, No, Continue to
ConfigurationZ 7)Y 7 L TEREZET L, ATV 78ICEXET,
Froxy Set Up Confl irmat lom

Do pou want to add proooy detalls?

TOFIRE

7.[778F 27 RL A ( Proxy Address ) ], [[R— K#ES ( Port Number )], [1—H—F&
( Username ) ], [/NAT—R (Password ) ]ZABNLET,



Froxy Conf iguration
Pleaze enter proxy details for the network.

(Use UpsDown keys to mavigate to next field. Press Tab to jump to Sctup
Proxy buttom)

Proxy Mdress: _ey
Fort Munber: |
Usernane : |
Password : [

- ¢Beg in Conf iguration) < Mo, Go Back >

TOFIRE

) ) ]

axX

8.[ DB ( Begin Configuration ) ] Z2 Y O L&Y,

Cleco X Closd fgent Conl |garation

Ualldate the donains connectivity. Please press Continee
andl waltl Mor & while. ..

Begin configuration

9. [Continuel 20y O L%ET,



. e
Followieg iz the sumsary of CX Clond Comwmectivity
wmrification results.

Eezure all the commections aro successful for tho
“opted (0™ regiom before proceeding.

s&:

clowdzzo.cisco.com: cce s
apl-cx.cisco.com!uccess

agest .us.cseo.clond 2coe o

B . AcE . agent . us cxco.cloud 1 led
Ardc:

cloudszo.cisco.comiurcess
apl-cx.cisco.com: uccess

agewt .us.csco.clond 2ocoe

agent .ap jo.csto.cloud socce s

B . acs . agent . ap jo.csco .o loud 21 led
| 7 Fi H

cloudsso.cisco.com: cceas
apl-cx . clsoo. com: S

agewt . us.csco.cloud 2o

agewt  emea . cxco . Cloud socoe oo

B aCs . agewt . emea . cxco .o loud 2o

LTI S < Coit i

ARE Z 1T

10. ContinueZ )Y oL T, RAAMVICERBIZAZETALHOEREELGITLET. BEHNTT
TRDETILHMONIDBDEEN HYET,

N XA VEERCIETERAVES, EER XA VBRI THD L &R
BEBEDITFATIA—NELELT. RSO ETEMEBETDHESN
BYET, KX OEETREMOEEEMAL =5, Check AgainEZ Uy & L%
¥,

Cisco CX Cloud fgest Setup
Conl igaration iz in progress. ..
Thiz slep will taks B-10 mimic: Lo compleis,

bo notl power of I e nachine ant il thiz process s completed

- |

BENRTRTT

1. [RT7 >4 — R ( Pairing Code ) ] 2JE—L T CXCloud LRV, B{EEHETLET.



Cleca X Cloed Agent Sctap

The eeiuork conf iguration kas bees seccesslully conpleied .

ir

sabaet Raik

(L P PETY]

M5 Seruep

The pairing code iz

Flease go to Of Closd and eater thiz pairing code,
The Code will b= walid for & mimites.

Time left in secomds. ..

_"f_]

RT7I>TI—R

12.RTVI - ROBVHERN YIN-HESE. Registerto CX CloudZ2 o)y 2L TI—R
ZEERBLET,

Falring Code Doplred

The mtivork cond lguration kai boen tscoetiflully compleied .

IF

Sulbnei Rank
ik i j

S Srrerr

To rogeecrals the pairing code FRESS key Register Lo OX Clomdd

OJ—RABRYNTY

13.[OK]| Z#0JYJLET,

Reglistration Successful

X Cloud ngent zetup iz complete. Pleaze go to OX Cloud to start using the
wvaluable data provided by CX Cloud fgent.

BRICKBLERLLE

CLIZFERLTART7IA—REZLEKTBHEIDHE

A—H&. CLIF72a2>&FEALTIRTUIJIA—REERTDEETEEXT,



CLIZERALTARTVJO—RZERTZDICE. ROFIBEICRHWVET,

1. cxcadmin 1—H O LF> 2 v JLEFERAL T, SSHZEH TCloud AgentlcOJ 1> L& T,
2. cxcli agent generatePalrlngCode OXR > REFERALTIRFPIJOA—REERLET,

g xcll et gensratePalringleds

RTV)>J =R CLI OERK

3.[RF1U>%F 11— R (Pairing Code ) ] # 1E—L T CXCloud ICRY), BREZHEITLET,
SyslogZ CX Cloud AgentlZEzi: ¥ % = 8 M Cisco DNA Center® 5% E
AR &M

H#7R— N& N3 Cisco DNA Center®/A\— 3 ik, 2120 ~ 2235, 2334 ~ 2.3.3.6.
2.3.5.0. & KV'Cisco DNA Center{fR*8F7 SSA T ATY

iE

kg

Syslog¥ri% 5% E O
Cisco DNA Center ©CX Cloud Agent\ M SyslogdziA ZRET D IClE. ADFIEEEITLET,

1. Cisco DNA Center Z#2E L £,

2. [8%5t ( Design ) 1> [® Y KD —2PUE&E ( Network Settings ) ] > [&Y N —% ( Network ) ]
CBBLET,

3. %"1'4 N (2 CX Cloud Agent IP & Syslog H—N—&LTEMLET,

Syslog #—/\—



~ )=
BRENFTETITRDE, TOHARMIBEERTShEINTOF/NA AN, L X )Lcriticald
syslogZCX Cloud AgentiCIAfE T2 LS ICRREENE T, T/V14 AN 5CX Cloud Agent\
Dsyslogdni X ZBMICTBICE, FNARAZT A NIEERTZIBENF HVET, syslogh
—NOBRENEFHEIhDE, TOTANIHEEFFSNEINTOFNAANFTT7A2ILND
ERLANILICEBNICEREENET,

SyslogZCX Cloud Agenti_ 8 A T3 DD 7Y NOERE

CX Cloud®Fault Managementi#gt & 9 3 (Clk, CX Cloud AgentlZsyslogX v £—= #%1(E
FTRDROITFNARERETHIHRENHYET,

~ E:syslogZEIET A RS ICHOT Y N ERETE S DI, Campus Success TrackL X)L
207 NA AEFTT,

LA BAE %= 8 X 1-BE1Z D Syslogth—/\

syslogh—NV 7RI ITOHREFIEZREITL, CXCloudT—2 T2 MOIP7 RLAZFHL WG
ZELTEMLET,

N ox syslogZ ¥zt 2 L E (X, TTDsyslogX v E— DEETIPT RL AN REFEThTLVS
CEZEBRBLTLEZY,

BRIAMEED ARV, FhlEsyslogh — /N0 WEEEDsyslogt —/\

syslogZCX Cloud AgentDIP7 RL AICEEEFETAIRIICETNAAZRELET. BEDE
EFIBEIZOVTR, RORFIXNZZRLTLSEZD,

Cisco IOS®XEOA74F¥aL—>3a>HAR

AireOSOA YL A NO—F274F21L -3 2HAR

1EE, L XL DsyslogikE D B ML
SysloglEH LRI ZRRTBICEFE, XOFIEZERITLET,

1. Tools> TelemetryD JEIZBE L £ 9,


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html

Fis "
! .._.-[_ll_ =l

Discovery

Inventory

Topology

Image Repository

Command Runner
License Manager
Template Editor
Telemelry

Data and Reports




V=Ll XZ1—

2. M E1—ZBRLTEREAL, Y1 NEBASH A M ZBRLET,

Cisco

$4hE1—

3. MERY A NEIBIRL., DevicenameF IV IVRY JRAZFEAL TIXNTOT/NA A%IEIR
LErT,

4. Actions RO Y 7"AJ > A 5 Optimal VisibilityZ &R L £,

hcsdreus Fype [P Wernaeny Profis

[722 3~ (Actions )]
CX Cloud VM®D/NY O T v 7 &ETT

AFv 73y NEEZMFERAL T, CXCloud Agent VMODIREEE F— R Z B ENRKRIATRIEFTS
CEEHBLET, COMEEICKRY), CXCloudVMZARAF Y73y NYERE N EEEDRZ
ICEBEICETTERD,

NYOFTYT

CXCloudVMENY 9T Y 743ICE. ROFIEEETLET,

1.VMZHZ )Y 2L, Snapshot > Take Snapshot® JEIZiEIR L F 9, Take Virtual
Machine Snapshot™V 1 > RUAFBEEE T,



i CXLIOUGAGENT_Z.Z_BUIIG-35_1U.140./ /.49 || ENVIIONIMENL, you Cdn use VINual Macnines as ueskiop of
|G 1dA 2.2_BL i5_12 Dower > nents, as testing environments, or to
1 udAgent_2.2_Build-35_A pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CxCloudAgent_2.2_Build-4_Bo Snapshot > Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console Z
I CXCloudAgent_2.2_Build-7_Chz E = RERSEED CHIEI Snogstiof
) CXCloudAgent_2.2_Build-7_Chi (3  Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
b CxCloudAgent_2.2_Build-7_Niti Add Permission... Ctrl+P
I CXCloudAgent_2.2_Build-8_Bok Report Performance... ) i
) CXCloudAgent_2.2_Build-8_Chs virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename irtual hi
Ad-g it rirtual machine
j CXCloudAgent 2.2 Buld-8.niti 01 i New Window... Ctrl+Alt+N
I CXCloudAgent_2.2_Build-8_n)_ ) i
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
| CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11

[VM®DiEIR ( Select VM ) ]

—MName
[Snapshot_Name <Provide_Snapshot_name >

—Description

<Description for "ef>

[~ Snapshot the virtual machine's memory
I Quiesce guest file system (Needs VMware Tools installed)

‘ oK | Cancel

RIEIXZVDODAFTY T3y NOER

2. Name & DescriptionZ AL £ 9,

EREIVDOATIDORFTY T3V NEERTB|FIVIRYIANFTICELT
WBEZBERLETD,



B.OKZEVZUYIULET, [RENDRXAVIO—ET, (REXZ VAT Y723y NOEKIAT

— R AN [ZRT]IERTRENTT,

File Edit View Inventory Administration Plug-ins Help
Ed & vome b g8 tveniory b [ bowentory
Dy OEGEe RS @
{3 CxXCloudAgent_2.2_Build-21_Bob_10.126.77.130_fresh
(D CxCloudhgent_2.2_Buld-22_10.126.77.227_Chaitra
i CxCloudagent_2.2_Build-24_Bob_10.126.77.131
) CxXCloudaAgent_2.2_Build-26_10.126.77.227_Chaitra
(3 CXCloudtgent_2.2_Buld-27_10.126.77.227_Chaitra
G CxCloudagent_2.2_Build-27_10.126.77.227 D
(D CxCloudagent_2.2_Buid-27_beb_10.126.77.130
(B CxCloudagent_2.2_Baild-28_10.126.77.227_Chaitrs
(1 cxCloudagent_2.2_Buid-26_bob_10.125.77,131_esuids
{71 CXCloudAgent_2.2_Build-29_Bob_10.126.77.131
(§) CXCloudhgent_2.2_Buid-3_bob_101.126.77.130
G cxCloudAgent_2.2_Build-31_10.126.77.227_Chaitra
G CxCloudAgent_2.2_Bulld-31_aditya_10.126.77.122
) CxCloudAgent_2.2_Build-33_bob_10.126.77.131
(B CXCloudhgent_2.2_Buld-35
G cxCloudagent_2.2_Buld-35_10.126.77.124_Chandan

5 CxXCloudAgent_2.2_Build-35_10.126.77.222
e el e e S R

(B cxCloudagent_2.2_Buld-35_10.126.77.229
CxCloudAgent_2.2_Buid-35_122_Aditya_test

g CxCloudAgent_2.2_Build-35_Aditya_10.16.77.122

(. cxcCloudagent_2.2_Buid-35_Bob_10.126.77.131

(1 CxCloudhgent_2.2_Buld-4_Bob10.126.77.130

{51 CXCloudAgent_2.2_Build-4_Chaitra_10.126.77.227_Chaitra

(h C¥Cloudhgent_2.2_Buid-7_Chaitra_10.126.77.227

Ch cxcCloudhgent_2.2_Buld-7_Chaitra_10.126.77.226

) CxCloudagent_2.2_Build-7_Mitin_10.126.77.118

(@ C¥CloudAgent_2.2_Bulld-7_Mitin_10,126.77.11%

(B CxCloudagent_2.2_Bulld-8_Bob_10.126.77.131

G CXCloudAgent_2.2_Buld-8_Chaitra_10.126.77.227

G CxCloudAgent_2.2_Buid-8_Mitin_10.126.77.119

OtCloudAgent_2.2_Build-35,

26.77.227_Chaitra

Sumenary ource Alloeation  Perfermance

close tab [X

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virlual
machine s called a guest operating system

Virtual Machines

&

Because every virlual maching is an isolated computing
environment you can use virtual machines as desk’lop or
workstation environments, as testing environments, or to
consolidate server applications.

X Host

Virlual machines run on hosts. The same hos! can run -

many virtual machines. (\L/

Basic Tasks wiphere Client

@ Power Off the virtual machine
il Suspend the virtual machine

(3 Edit virtual machine settings

Recent Tasks Name, Target or Status containg: = | Clear
Name | Tanget | Status | Detaik | Tnibisted by | Requested Start Time

¥} Downloed VM configuration © Comple=d pnse 11/32022 10:5%:31 AM
#Y Revertsnapshot G oiloudagent 2.2 Build-35_122_Adkya best & compleed rock 11/3/2022 10:5%:20 AM
sj Download VM canfiguration @ Completed vpuser 11/3f2022 10:58:41 AM
ta Create virtual machine snapshot G Cacloudhgent_2.2_Build-35_122_adiya fest © Complated roct 1132022 10:58:31 AM

RIEDRAD

B

CXCloudVMZETTDICIEk. XAOFIEZEITLET,

1.VMZH 1) Y 2L, Snapshot > Snapshot Manager® JEIZiEIRL £,
Snapshots of the VM 1 2 ROUFREEX T,

onments, as testing environments,
\&r apphications

Take Snapshot..,

b |ﬂ

_Build-]  Power
_Build-]  Guest
'_hlild-ll m
Buid-4 B2 Open Console

_Build-]
1 Build-]
_Build-}
_Build-1
:_Build-§
_Build-#
_Build-¢
| Baild-t

&

Edét Settings...

Rename

Add Permasgion..,

Fepart Perfformance...

Open im New Window,.,

: Build-

 Build-4 Hemove from Imeentory
_Build-§ Delete from Disk

¢ Baadld A

[# Revertto Current Snapshot
Conzalidate |

Cerl+P
the virtual machine
he virtual machine

Crls Al M
| machine settings

Select VM7 14 > R™J




TAFy7oavh, D4R

2.Goto® 7Y O LET, ConfiirmI 4> RIONRHEEXT,



T ———

i & snspahol. Revert to snapshot
“Snapshot_Mame<Provide_Snapshot_names"1

i 1]

Curment state of the Virtual Machane wall be lost wnbets i has been taved

R4 RY

3.[Yes] 20 UYOLET,

TRIEDRAT 1 VAN TAFy72ay hexlc
R, AT—RAN TET1 ERRENET,

Fin it e ey dmcsases, P i g
B E o= e o e
L R -

S i g1 2 0 L1 X Choaiing
CClmdigerd,_1.3_ai 07 b LA 11§
O g0 3 D i, 1 0 0
Dl grd_. 3 b LT 1Y Dl
T 0 3 8 i, [0 0w
it gard_05_ui i, L0 T
T T
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el e &t o abryg vl redaeled oo el
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1] e o=t g eme [ par B ki e
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REDRAY

4. VMZzHD )Y L. Power>Power OnDJEIZIEIRL TVMOERZ A ICLE

9o




[':. CiCloudagent_J.2_Buld-35_10.106.77.220 environment, you can use virtual machines as deskl

muz h“ﬂ 173 Edibun Rl i AL S E AT RS P A BAS R A i i =
ChiCloudhpent_T.2_Bul Parwer Porever Oin Carl=E
CiCloudApent_2.2_Buil Gusest i Brfa |

CCloudipent_2.2_Bui LAn
CrChoudbpent_2.2_Bul -

Citioudhgent_2.2_ Byl == Open Contole

Snapshot

CxChudhgent_d.d_Bul fF  Edit Settings
CxClgudtpent 2.2 Bul

I::l:f!ﬁui;q;'rl_l..:'_ﬂ-l.l Upghld'l Wirtiesl Hardware

ChCloudagent_1.2_Bul fdd Perrnission. L=

CxCloudigent_2.2_Bul 1ine virtual maching
CxiCloudagent_2.2_Bul Report Peformante.

P i jal maching settings
CiChoudtgent_2.2_Bu Bermarne

Catioudhgent_2.2 Byl

Citloudigent_3.2 ful Open in New Wandow...  Ctile AN

CxCloudagent 22 _Bul
CxChrudagent 20 Bul
[ Cellpudipent 2.0 Bul
T DHCP_SERVER_DND

Bemiowve from brventony

g e e e S S el el Sl Sl 'r.:- '::--l._-.'-'l.':- e

Drelene froim Dk

tF¥a1UT4

CXCloud Agentld, T RY—TVREFI1VT1Z2HEFKRICARIALLEFT, CX Cloud&CX
Cloud AgentBEI D E#FEIFTLSTREE NE T, Cloud Agent® T 7 # )L NMOSSHI—Hik, EXRig
EOHZERITTADLDICHRENATVET,

MEEFI)TA

CX Cloud Agent OVAM X—> %, ¥ 1T 1 REE hizVMware T — N2 ICBALET,
OVAW, AOAVIRNIIT7 AU O—REVE—2BLUTR2ICHEBEEhET, 7—~O—
A—(INI—HY—F—R) IR, —BONRAT—RAFISUALICHREETNET, 20T —
NO—H (S TNA—HE—R ) NAT— REREFTB . 1—Fid - DFAQESRT 5 &
ENFHpVET,

TAOROEFIVT 4

BARIC, cxcadmin I—H T A MFERENET, AIHRERIC/NADT—RZRETIHLE
AFHVYET, cxcadmin1—H/OL 72> ¥ )LIE, CX Cloud Agent APIOEAIZT VAL,
SSHEREHRTT 7 ATV AILERITBDLHICERENET,

cxcadmin 11—k, JZRPBEOERTT VAN FRENTVET, cxcadmin/NAD—RiEtEF 1
UF 4. RUS—ICRV, 0BBOBRINT—FE/\Y S 1&hET, cxcadminI—H—,
remoteaccountE WS 1—F 14 UF 14 ZEAL Texcroot 1 —H'— & ERTEE T, cxcroot1—H
—(kroottEPR 2B TEE I,

XYRND—=U X2 )T4

CX Cloud Agent VMIZ &, cxcadmin I—H VL F> > v )LZFERAL TCSSHEZFERAL TP VAT
%i?o ?EL:ZI_ h‘j: 22(SSH) 514(SyS|Og)‘n_ IJBEén*?o

[Authentication]


https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc32

NAT—=RR—=ADFEI : TT7ZAT VA, BE—OI1—H(cxcadmin)ZEELET, CD1—
HiEk, cnl1— *j"éEFHL'CCXCIoudAgentwwunftc‘:lﬁh’é?%ﬁf%i?o

« sshZ@ALETT7SATATOIL—NERT V>3,

cxcadmin 11— (&, remoteaccountE WS 1 —F 4 UF 1 ZEHA L Texcroot 1 —H &2 ERTEE
Jo cOI1—T 4 )T 4k, SWIMAR—2)L(DECRYPT Request Form)A' 5 DHEFTTE S,
RSA/ECB/PKCS1v1_SBEBIL/NAT—REZXRRLET, COR—ZFINADT I EAEEZRFE DO

 ERENEI—H—DOKRTT, cxcroot 1—H—lk, COEFENENAD—REZEALTIL
—M&FEEHE 5TEET, NAT7L—ARF2BEEFBEMTT, cxcadmin1—HEk, /NAD—K
DEMERNINERBICTHI NEZBERL. SWIMAR—ZIIASNATD—RZMETIHE
FHYET,

=414

CX Cloud Agent7 72 4 7 > Al&. Center of Internet Security D E{LIZEICERLL TVET,
TF—Xt¥X1)rT4

CXCloud Agent 77724 7V ALK, BFROBEABRIRFENEEA. TNARAILTY
SYNT7TVT—232 (KRY RO1DELTHEIT) B, BELENY-—NILTFIvIZEt
FATBT—ER—ARICRELET, WEENLET—2E, LEBRUANG—BNIETTZA47T
PARCREEhERA, TLANUTF—RE, RENFZTTITHEI<SICCXCloudlc 7Y 70—
Reh, P7Y7O0-RARBLIECEZRRBLER, O—ALARL—225I<ICHIBRENE
EE

T — B2 DARIE

BENYT—DICE, lotCoreb D EF AT RERZEMUTDEHICHER, —EDX5097 /N4
AFPAEEF—AHDNEENTVET, COI—2I2 NEFHL T, Transport Layer
Security(TLSV1.2LTXY =2 F 1 —FL XN RSZVAR—MMQTTZFEAL TEF 1T %
BRe®uILET

AOJ&ETE=ZR2)YT

AJICE, BABBBRPINT—2OERXEEENETEA. BEEOJICIE., CXCloud Agent7 7
FGAT VATRITENEEF1IVTAOHFEZZITHINTOT 7/3/75‘ ERENET,

Ciscor LXKNUINY> R

CXCloudld, "AROATFTLARNVIANV R ICEFBEIATUVIAPIBRTON RZFEAL T,
BETLANJZRBLET, CORFIXBNTIR. Cisco DNA Centerf R K1J,|
Diagnostic Bridge. Intersight, Compliance Insights, Faults, & & TFCX Cloud AgentlZ & 2 TYX
EEhEZTOMHINXNTOTLANYBEAOERAAREECESVTON REFPELTVET,

BETLANJAOEERBRIE., 77V RICEBEINDFICNATIENET, CX Cloud Agentld
. CXCloud AgentiCT L XN ZBEEEFEITIINTONET Y NOBBRF—XEIAVLE


https://swims.cisco.com/abraxas/decrypt
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf

o cnlllE, WNAT—R, F—, A2 °F1 ANV Y, YR ENEENET, TV
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