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Pollcles > Syslog
Create
@ cenenn | General
Add a name, description, and tag for the palicy.
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Add policy details.
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Palicy Details
Add policy details.
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[root@alma jormarqul# tail /var/log/remote/msg/192.0.2.3/_.7og
Jan 16 15:09:19 192.0.2.3 : 2025 Jan 16 20:11:57 UTC: %VSHD-5-VSHD_Syslog_CONFIG_I: Configured from vty
Jan 16 15:09:23 192.0.2.3 : 2025 Jan 16 20:12:01 UTC: %VSHD-5-VSHD_Syslog_CONFIG_I: Configured from vty
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[root@alma jormarqul# tail /var/log/remote/msg/192.0.2.5/AUDIT.Tog

Jan 16 20:16:10 192.0.2.5 AUDIT[2257]: KVM Port port change triggered with value "2068" by User:(null)
Jan 16 20:16:18 192.0.2.5 AUDIT[2257]: Communication Services(ipmi over lan:enabled,ipmi privilege leve
Jan 16 20:16:23 192.0.2.5 AUDIT[2257]: Local User Management (strong password policy :disabled) by User
Jan 16 20:16:23 192.0.2.5 AUDIT[2257]: Password Expiration Parameters (password_history:5,password_expi
Jan 16 20:16:26 192.0.2.5 AUDIT[2257]: Local Syslog Severity changed to "Debug" by User:(null) from Int
Jan 16 20:16:27 192.0.2.5 AUDIT[2257]: Secured Remote Syslog with(serverId =1, secure_enabled =0) by Us
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<tfroot>

FI-6536-A# connect nxos
FI-6536-A(nx-o0s)# ethanalyzer

| ocal interface ngnt

capture-filter

port 514



" Timit-captured-frames 0
Capturing on mgmt0O
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Ports & Port Channels
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<tfroot>

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" 1imit-captured-frame:s
Capturing on mgmtO
2025-01-16 22:17:40.676560

192.0.2.3 -> 192.0.2.2

Sysl og LOCAL7. NOTI CE

: 2025 Jan 16 22:17:40 UTC: %ETHPORT-5-IF_DOWN_NONE:

Interface Ethernetl/3 is down

(Transceiver Absent)
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<tfroot>

[root@aTma jormarqul# tail -n 1 /var/log/remote/msg/192.0.2.3/_.Tog
Jan 16 17:15:03

192.0.2.3
: 2025 Jan 16 22:17:40 UTC:

YETHPORT-5-1 F_DOWN_NONE: Interface Ethernetl/3 is down (Transceiver Absent)
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<#root>
FI - 6536- A

(nx-0s)# show ip interface mgmt O

IP Interface Status for VRF "management"(2)
mgmt0, Interface status: protocol-up/link-up/admin-up, iod: 2,
IP address: 192.0.2.3, IP subnet: 192.0.2.0/24 route-preference: 0, tag: 0



IP address:

192.0.2.5

, IP subnet: 192.0.2.0/24

secondary route-preference

: 0, tag: 0
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FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" 1imit-captured-frames
Capturing on mgmtO
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<tfroot>

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" 1imit-captured-frame:s
Capturing on mgmtO
2025-01-16 22:34:27.552020

192.0.2.5 -> 192.0.2.2

Sysl og AUTH. NOTI CE

Jan 16 22:38:38 AUDIT[2257]: 192.0.2.5

CIMC Locator LED is nodified to "ON'

by User:(null) from Interface
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<tfroot>

root@alma jormarqul# tail -n 1 /var/log/remote/msg/192.0.2.5/AUDIT.log
Jan 16 22:38:38

192.0.2.5

AUDIT[2257]:

CI MC Locator LED is nodified to "ON'

by User:(null) from Interface:
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I[Thu Jan 16 23:12:10 root@C220-WZP22460WCD:~]$tcpdump -i bond0 port 514 -v |
Itcpdump: Tistening on bond0, link-type EN1OMB (Ethernet), snapshot length 262144 bytes |
123:12:39.817814 1P (tos 0x0, ttl 64, id 24151, offset 0, flags [DF], proto UDP (17), length 173)
I 192.168.70.25.49218 > 10.31.123.134.514: Syslog, length: 145 [
Facility auth (4), Severity notice (5) |

IMsg: Jan 16 23:12:39 C220-WZP22460WCD AUDIT[2257]: CIMC Locator LED is modified to "OFF" by Usek:(null
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