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API objects

This page shows a list of the objects supported by the APIL. Where you see a P control, you can expand that section to either s
details of one specific section of configuration.

Filter‘ ldapmappings ‘ (2 of 129 nodes)

Japi/vl/ldapMappings

1-2(of 2) Create new able viey | XML view

iidMappina

458ad270-860b-4bac-9497-b74278ed2086 $sAMAccountNames@brhuff.com

3. i®IR L =ldapMappingZF 7> T U N T, IdPH SEE h-LDAPEBHEA D
authenticationldMappingZ EFL £9, < DHITIE, F 72 3> $sAMAccountNameisZ N ¥ E >
JHADOLDAPEME L THERALTVWET,

/api/vl/ldapMappings/458ad270-860b-4bac-9497-b74278ed2086
jidMapping (] [$sAMAccountName$@brhuff com (] |- present

nameMapping [_J |$cn$ |— present

cdrTagMapping ] | |

coSpaceUriMapping [ |$sAMAccountName$.space |— present

coSpaceSecondaryUriMapping [ | |

coSpaceNameMapping [ |$cn$'s Space | - present
coSpaceCallldMapping (1 | |
authenticationIdMapping (] |$sAMﬁxccnuntName$ | - present
e

~ 7 : authenticationldMappingld:., callbridge/7*— X X—AIZ &k 2 TSAMLResponse A D
IdPA SREEE YL —LERKRIL, 1—HICJSON Web Token(JWT)E BT =8 (0
FERENET,

4. HRIEZE & 1 lzldapMappingZ BSEfT T 5 1 zldapSource TLDAPRIEA Z /T L £ T,

Bl -

/api/vl/ldapSyncs
tenant [ || || Choose |
|dapSource |EJdeeBcd-ccce4ccb-BEaB-l}BbaGBeEBec? || Choose |
removeWhenFinished ||| <unset> v




5. LDAPORHANE T L =5, CMS API® Configuration > api/vi/userslic BEIL, 41 R—K&Eh
I1—H %2R T, authenticationld A IELK ABDEhTWB L EBRBLET,

userdid jdoe@brhuff.com

Ldr::e = sAMAccountName.  name John Doe

email inhndoe@brhuff. com
authenticationId jdoe

user e caole =Ahab-bd17-7492b9ba5ekb3
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R—KMLT, FALTWAH—ERA7ONAEZ—%28BETEET, COBNTAXAEZF—2XMLY

FANLZERTDHERVSIDBYEIN, 77MILICEFETIHLEN HIBEHNV 24 H
WERT,

MBI {8 % 1% DWebbridge X 27— X2 D

<?xml version="1.0"%

- =md: EntltyDescrlpto entitylD="https: //meet brhuff.local: 443" ID="https://meet.brhuff.local: 443" I
xmins:md="urn:oasis:names:tc: .O:metadata”>

- «<md:SPSS0Descriptor protocoISupportEnumeratlon 'urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true"
AuthnRequestsSigned="false">
<md:NamelDFormat>urn:oasis:names:tc: i i
<md: AssertlchonsumerSennce index="0" Locatlon— https //meet brhuff local: 443/ap|/auth/ssolldpﬂesponse
Binding="urn:oasis:names:tc:SAML:2.0:bindings:
«/md:SPS50Descriptors
</md:EntityDescriptor>

1. entitylD : Zhik, Webbridge3%h—/N\7 RL A (FQDN/RARRZ ) &, I—H0TSOHH
FEMREBEER—NTY,
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TJT7RLATHZDBENHYET,
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URL:https://<WebbridgeFQDN>:<port>/api/auth/sso/idpResponsel_ R E T 2 LEN H V) F T
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Manage Tools LT N Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Component Senices

Computer Management
Defragment and Optimize Drives
DNS

Event Viewer

Group Policy Management
iISCS| Intiator

Local Secunty Policy
Microsoft Azure Services
ODEC Data Sources (32-bit)
ODEC Data Sources (64-bit)
Performance Monitor
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3.ADFSEEAV Y —IIANKRTRENLES, ERIOARAZ TADFS > Trust Relationships > Relying
Party Trust® JEICEEL £ T,
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Add Relying Party Trust...
~ Add Nen-Claims-Aware Relying Party Trust...
View

Mew ‘Window fram Here
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5. _MERZTS L, AASAAEEHOBNY 4 Y — RAFEXRT, Start 77> 3> Z&ERL
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Wislcoma:
— Welcome 1o the Add Retying Party Trust Wizan
— Thie witard will bl you Bdd B new g paty rust ba the AD P oorfgurston database. Felpng parbes
@ Select Dutn Sooers Cormame cierg i edsty lokers that 5 e by thee Fedration Seracs b sakos mtherdacalion ard
mthaorization decsions.
@ Configurn Mulsipsiee
Rstpreplinn haw? Tha nebyireg party st that this wizend creates defines how thin Federation Servics recogrines the reing
& ity el s claims 1o 8. Yo con defins issusnce iranifors nules for issung claims 1o e mlying party
ulﬂl mﬂhl“ Bt o complla the wited
i@ Readyto Add Trst
@ Finish

| chmeous | [ Sa || cace |

6.[F—BY—ADBRIR—TIT, [77AIUHSTAHENBEEIBT—RES K- TD
DATIAVREEBIRL, [SR]ZIEIRL T, WebbridgeX ZTF—2 7 7 A I OBFTICBE
LET,



Select an option that this wizard wil use to obtain data about this relying party:

) lmpont daba it the rehing pavty publshed ondine of on a looal nebweodk:

Lkea thi cpliion Lo mnpad the necessany dats and cediicales o & Dty st poiblshas
s faderntion meladaba onlirs o an & local networdk. g e

Fadaration metadat addres host nass or URL):

Example: fs confoss com or hitpa-/ewsr.contoso.com/app

diata aboud the reling pasty from a file

thes cplion Lo impord tha necessany data and cerficales from & rehing padty organization thet hes
ecporbed 2 fedarntion meiadais bo & fis. Ensure thal ths fils i fom & busied soores. Ths wizand

) Enter data sbout the relying party manualy
ke thi opiiion Lo manually inpul The recsssary dats sboit this rahying paty ceganitaton.

7. TRREDOER, K= T, ADFSOIYF 174 LU TERENBEHEANLET (&
TEFADFSEEL Y —/N—BNTRAE< . BBBERHIZLHOLEDTT ),



Erter the dieplay name and amy optional notes for this rebang party.

This b5 the nelng tnest part for CM5 550 with Webfpp|

8. TConfigure Multi-factor Authentication Now?; R—J T, F7 ) MDOEXRIZL T "Nexts Z
BIRLET,



Configure muliinchor authentication setinga for thes nelying party tsust, Mulli factor suthentication i seguined il
thaen ig & mabeh bor sy of e gpaciied requinements,

(obal Settings

@) |1 o ot wint b corfgre mukidactor Buthentacation setirgs fof s celyng ity tru Bt ths time.
) Configure mulifactor suthenticafion settings for this rebing party trust,

‘Yo can also configure multi-facior suthenticabion settings for this relying party trust by navigating to the
atomriiutice: Fokicins o For e ok e . s ;

9. [Choose Issuance Authorization Rules]’X—= T, [Permit all users to access this relying
party] 2 BIR L ERXKFICLE T,



Choose Isseance Authonzation Rules

Seps Issuarce suthosration nies delemine whether & user is pemited to receie caims for the relng party.
@ Welcoms iCheece one of the folowing options for the indial beharvier of this selying pay's Bausnos suthorcstion nis

@ Seect Data Sowce - o users o Bcress s eiving party |
@ Spechy Daplyy Mass Fruncn mahonzater nabes wil be corfaured o st ol users o Booess this rebimg party. The rehng
& Corf Mokt Eacior party sarsice o spphoation may 2l damy the user socaess

Reshortication Now? ) Derry all users access o this nelying party

- mhmummmmh Thes: exsceanice suthonzation nibes wil be configued 1o deny all esers acoess bo ths reling paty. You must
Lyt er echd] ki abngn Buthoniznton nais o eradle Bery weers [ BoDis this rehang panty.

@ Faady o Add Trus

Firish
o You can changs e issunice Buthodzation nes for s siying pasty ust By selecting the relving pady bt

e chcking Edit Qam Rules in the Actions pane.

10. EHEZEBMNT D EBNOT T R— T, WebbridgeDEAENHESEND A > R—NE -5
R 7 THETEET, Webbridgeh—ERZ7ONA X —OURLOFMIZOW T, IDEIVR

A N ERELE T,



Thes nebying paty trust has been configured. Renview the folowing sefings. and then cick Meod fo add the
redying pasty tnest (o the AD F5S confipuration datshase.

|m|w|mm|wlmlm|m| [<]+]

Soacdy the endports 10 ube for SAML aed WS-Federstion Passe prolocoly,

LRL hides | Brdng  Defsut | Resporss UAL
SAML Assertion Consumer Endpaints
[itpa./imant el local 441l me... 0 FOST Rl

M [ZETIR=DT, FALBATZ3aVZBRUTIAF—REHAL, ERIL-IIOBREZLHT
LET,



T riskying gty rust wad successiully added to the AD FS configuration detsbase.
Yeu can moddy this relying pardy nast by uting the Propediss dislag B in te AD FS Managsmant snap-n.

[ Cipetrn the Exit Ol Flubess: ditdiog for this pelying pacty Ssust when the witer clies

IdPT MWebbridget—EAD T L —LIIL—IL DERK

Webbridge i ICFEBA ER A EEAERE Wiz, SAMLISE TWebbridgelC iR fitE h B2 RIEE
REATICHREDLDAPEM Z —HE I LHICERRYEERTERT,

1. ADFSEEI>Y —J)L T, WebbridgeDIAEFAEFHZEARTL., ARAIORA TER
RADREZERLET,



Add Redying Party Trast...
Audd Mon-Claims-Aware ..

2. <DisplayName>D[ER I —ILDRE|R—2 T, L= OEM.. . |ZEIRLET,



lssuance Transfom Fules | lssuance Authorization Rules | Delegation Authorzation Rules |

The following transform rules specify the claims that will be sant to the relying party.

Order  Rule Name Issased Claimes
1 Webbrdge 3 usd

| Ede Fute... | | Remove Rue.

3. Add Transform Claim Rule Wizard/X—< T, Claim Rule template 7> 3 > ICX L TSend
LDAP Attributes as ClaimsZi#R L, NextZz#IRL £7,



Salacd the lamplate o the clam fulls thal vou wand 1o cresbe from ha Pallewing kst Tha descriotion providas
defnds about aach clam nds bempiate.

Claim nule iemplabe:
Sand LDAP Assbutes a8 Clawns v

© Claim nue template descrption:

Lising the Send LDAP ARsbute aa Claime nis lemplate you can select atirbubes feem an LDAP attrbute
sore such as Active Dinsctory i send 25 daims (o the relying party. Multiple atdhutes may be sert as
rrultipde clsims from A singhe fubs usng this rule hyss. For saample, you can uss this ruls bamplsls 1o creshs
& na that will eedenct aRsbide value for sushsnticabed Laerns from the deplmdlasme and felephonsthiumber
Active Directory aitshutes and then send thoss values as two diferent cutgoing dlaims:. This nule may also
bea urted] oy ] il of thes usmer's grown mamibershins. ¥ you wart bo anly send individusl grous
menbarsins, e the Send Group Membarship as & Claiss nus bemplate.

4. BERBAUOBENR—T T, dASFNAHEEHROBRAUNZROETHERLET,

1. 9L—LIL—)E =ADFSTIL—LICEETDERBNTHILEN HUET (IL—ILSRDK

)
2. B A N7 = Active Directory
3. LDAPJE t = Callbridge API®authenticationldMapping&e —Z L TWARBENFHVET (4l :

$sAMAccountName$ )
4. REVL—LZRAT = hlk, Webbridge SSO config.jsonA M authenticationldMapping & —

BIBIBENFHBYVET, (LA, ud)o



oonfigure thes nuie 10 send the vahses of | DAF stivhobes a5 claimes . Select an attrbute stone from
mﬂfﬂm Specihy how the stibubes will map o the cubgong claim Bypses that vl be

g

Rude tarrplate: Send LOAP Atirbotes & (e

— ~,

Mapping of LOAP altrbules o oulpoing claim types-

Osm Type (Sefect ortype bo add maone)

| View Ride Langusge... | | ok || Cocel |

Webbridge AW SSO7 —HA T7ZIP7 7 A4 I ZHEKL £,

COFRERF, YR—RENTVBRXAPRBINYE T EDSSOREZRIET DI
Webbridge NSRBI ENDTT, RED DA TR, ROIL—ILZEBTEIHENFHVET,

« ZIP77ANE,. 774ILEBDHEICsso_ ZRH T THRTAIBENF GV ET (e,
sso_cmstest.zip).

c COTF7ANNTYTO—RENDE, Webbridgeld EAFRIZEMICL, 7Y TO—RE
N 7=WebbridgelC XL TSSON A ZFERATEEX T,

s BHROIDZ7ONAZ—2FERALTVWSRBEEF. BED2HRAF—NZEMFEAL Tsso_ D 7L



74V DRAERTLERR)EROZIP7 7 AN ET Y 7T7O—RIDBENHYKRT,
« Zp7 TANEERTREER, T7AMIIOARZERARTL TzipEMBL ., BEBZT 7SI
Z7ANRIIBMELTED 7 A )X ZZzipLBEWTLEE W,

Zip7 7 AL OARE, BEUFEAETATVINESHICEIT, 2 ~ 4T 7ML THRENTE

9,
filename B AL ;ZE
hiEk, idPHAYRETZE BDMetaData7 7 1)L T, ADFSTIE,
ido confia.xml https://<ADFSFQDN>/FederationMetadata/2007- L
'dp_contig.-x 06/FederationMetadataxmli- BB L T. ChERDHBCENTESE
9,

- —hik, WebbridgeANHR—KREhTWVWB RXA2, SSONFEIN Y
config.json o~ sy = - (&L
B RIETDEHICERATSHISONTIZ7AILTT,

550 sian.KevE — chix, DZ7ONAE —TEBRENELABEBEEF—OWEF—TT, NO
-SIgn-Key BEENETF—AOEFIUT A RECOHKE
sso_encrypt.key (Bl hiE., DZ7AONAM A —TERE N L HBES{EF—OREF—TT NO

S{LF—)

o BELENETF—20EF1IVT A REICOAYZE

idp_config xmZRBHE LR ELET

1. ADFSH—/\ ( £/=ZADFSICT7 I ATE DB ) T, Web7 S UHEHEET,

2. Web7 5 JH TURL https://[<ADFSFQDN>/FederationMetadata/2007-
06/FederationMetadata.xmlZ A H L EF (ADFSH—/NTO—AIICERETZHESIE. FQDND

Kb V) (ZlocalhostEEH TR EETEEXRT ), Ik, 774
FederationMetadata.xmIA X D> O—R&ENE T,



https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml

C [1) adfs.brhuff.com/FederationMetadata/2007-06/FederationMetadataxml i1

Faderationhetada...xm

3.HVYO—RULET7 AN %zip7 7 A LEERT ZHFTICIE— L. KHZidp_config.xmllC
EELET,
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1mil,
v [ME

& configysan

= Federationhietadataxml

Chpen
Exint

Share with Skype
Eove to Onelimmee

T=-Zip

CRC SHA

Edit wath Motepad+ +
whare

Ohpeeeny wiith

Cisco AMP For Endpomts

Restore previous verssons
Send to

Cut
Copy

Create shortcut
Delete

Properises




Local Disk (D) » brentssoconfig » 550config

Mame

&

I config.son
E’r idp_config.xml

5 % B

b

A>T Y %EEEconfigjson7 7 4 )L DYERK
config.jsonlZ EIXDIDDBEHENEENTHY ., ChsRBFAEAY A ITHTHBEN BV ET,

1. supportedDomains:IdPIZX U TSSORINF I Y Ve D RXA DI ARNTT, &
BORXAVEHAINTRPDENTEET,

2. authenticationldMapping : Zfuld, ADFS/IAPASHAERIL—IIO—FE L TRE 1
BPNTAXA—BZTT, hik, IPOEIEROEBEEOBIOEELE —BITBIHLEN HYE
I VL—LI—=) :

3. ssoServiceProviderAddress : Chid, BEBI7O/NA X —AFSAMLISEZIXETHED
FQDN URLT Y, ZnlEWebbridge®FQDNT&HBHEN HVET,

Configured as

wid»to,match

outgoing claimon |
. ADES

F config jsan &1 /
=1
"authentica Mapping” = "uid®,
- yServiceProvide riddre "http brhuff. local :443"
PF i 1 E m

[api/v1/idapMappings/458ad270-860b-4bac-9497-b74278ed 2086

t_bg L_JAR_L gf -‘;::: l::—:)nu:\-nch.‘:d_r__:::r_ _.':
e Webbridgefor, e —
] Vebbridge)for
IdRato,send e D -
response)to e e —
supported domain of o
‘brhuff.com’ for SSO SEEESISSEe NViaKesuretne; LA AAUrioute
authentication o zon] = usedlin ARES forthe Claim



sso_sign.keyDERE ( A 7> 32 )

CODT7T7AIICE, IdPICA FR— NE NizWebbridge X 2 F—X TOBRICERAE NBIAHED
MBRF—HFEETNTVIMEN HYET, BRICERATHEHEEE. ADFSTOHOWebbridge X X T
—2M A R— KNIz, <KeyDescriptor use=signing>t 7> 3> O TOEAEEREFEAL T
X509Certificate ZFRET D E THRETEET, £, ADFSDOWebbridge Relying Trust Party®
Properties > Signature TRR ( BV A VR—KN ) TDEETEET,

ROFITIE, ADFSICA > R—KNE B EIIZWebbridge X 2 F— R IZIBHNE h fzcallbridgeRE B &
(CN=cmscb3.brhuff.local)Z R T&E £ 9, sso_sign.keylCHFAE hl-BWZEF—I&.
cmscb3.brhuff.localfEBAZE & — BT B MBEF—TT,

CNEFEATIVOBRETHY) ., SAMLISEZREE(LTRIBAICOKIMETT,

7] sso_sign.key - Notepad <2xmi ve
<md:Enti tps:;‘,’meelhrhuﬂlncal 443" [D="https:/ f meet.brhuff.local: 443" xmins w.‘:"um 0asis s:bC:SAML:2.0:metadata’

|Eumml ="urn:oasis:mames:tc:SAML:2.0:protocol” Wan As rtionsS| lrue H RequestsSigne! 1 “true”>

File Edit Format View Help
----- BEGIN RSA PRIVATE KEY-----
MIIEegIBAAKCAQEASKRSjasvWPqNwfpwupou93dYWpVsnzYg5rMtrimB0zW3YADh

Q"
="http: H Www.w3.0rg/2000/09/xmldsig#">

ds:X509Cartificate > MIIFWTCCBKmgAwWIBAQITPAAAAGED QCIV(aMSYwaCMAlZIANﬂgkqhle?wusAOI.IFADBICMRUWEW'!KCIIml!ﬂvLGQBi
TFaE R SUUC e s s

Webbridge3 Properties -
Organization | Endpoints | Proxy Endpoints | Notes | Advanced
54GInsncFVM1fcoyBBlake F2CkHpldoTpkol72rUfwkbN1X4brex46Kulan3z8l Montoing | identfiers | Encyption | [ Sgn2iure ] Accepted Gaims
+m3IMZ1EyESHCmRE 7980Kq2bKPHMINTQ1 160pF ZxjHVLrppm/ LKOFVDREXsUbty0-+ Specty the signature verfication certficates for requests from this refying
ity

Subject Issuer Effective Date Expiratic

ECH::mscbib CHNbrwff-AD20... I% /2020 7:42:1...  8/9/20)

sso_encryptkeyZFRELET (F7>3> ),

COT7T7ANICE, IdPIZA >V R—KN&E nizwebbridge X 27— XN OEESLIZERE hBFHEE
DHBEF—NEENTVEIXEN HYET, BSLICEREnBIHAEE. ADFSTOH

Webbridge X 27— &2 DO 4 > 7R— MFIZ, <KeyDescriptor use=encryption>t 2> 3 > O OFEH
E15H % FH L TX509Certificate 2 5RET D E THRETEE T, £/, ADFSOWebbridgeiEad
EFAEEFEE/N\—T 1 OProperties > Encryption TR ( B8RP AVR—K ) FHEETEXRT

o

RO TIE, ADFSICA > FR— K& NBFIZWebbridge X 2 F— R IZIB & h f=callbridgefE B &
(CN=cmscb3.brhuff.local)Z R TE EX T, sso_encryptkeys ICHAETNEMEZEF—E,
cmscb3.brhuff.localZIEAE & — BT B MEF—TT,

ChREFT>2a>ORETHY) ., SAMLISEZESILIZIERICOHMBETT,



7 sso_encryptkey - Notepad
File Edit Format View Help
BEGIN RSA PRIVATE KEY-----

g5ritrimB0zW3YAOh

SFIU LRy UL >

- «<md:KeyDescriptor uses"encryption”:>
- «ds:Keylnfo xmins: dS="REtp:7 Jwww.w3.0rg/2000/09/xmidsig#">

- <ds;X509Data

ds:x509Certificate> MITFWTCCBKmgAwWIBAgITPAAAAGe2QCjVCaM5YWACAAAAZZ
I(ﬁwm. Ghg

QUFADBK

</ds:X500Data>
Webbridge3 Properties ==

Organization | Endponts | Proxy Endports | MNotes | Advanced |

Monitoring | Identifiers || Encyption | Signature | Accepted Claims

+m3MZLEYFSNCmRT/7980Kq2bKPHMW/Q1160pfZXJNVLrppm/ LKOJVDNFXSUDTYO+E
7Ldud3/ahuuthYBhRSfVK(chOS?anF+d21nguECQyvaTUUq:kKAS]BmQuHH
no.

CAMAL L E SEABY A B AT O~ £V £ AMEN L AD A%

SSOZIP7 7 A )L MOERK

1.SSORET 7TANIEAIZDZIXNTOTFA I ZEBARTLET,

Mame

L configjson
idp_config.xml

sso_encrypt.key

s50_sign.

Specify the encryption certficate for this relying party trust.

Encryption certficate:
Issuer: Ch=brhufi-AD2012-CA, DC=brhuf, DC<local
Subject: CN=cmscb3 behuff local

Effective date:  3/9/2020 7:4213 PM
Expiration date: 8/9/2022 7:42:13 PM

| Bowse.. || Vew.. || Remove




AB  T77AMNEENTVR 7 AINAGEBMLBEVTSEEV, EBI S &, SSON
BeELB<BZWETD,

2 NAZARNT7A)N%ZEHEY')Y UL, Sendto > Compressed (zip) 7 # L X &IBIRLF T,



Mame

-E55 -
L config.json
| ﬂ idp_configxml
e ==
Move to OneDrive
7-Zip >
CRC SHA bl
Edit with Notepad++
share
Cisco AMP For Endpoints b

. Compressed (zipped) folder I

Cut

Copy B Desktop (create shortcut)
% Documents

Create chorteut

3.77ANEEMLIEE, sso L7141 0RAZFEALTENOBRICT 7AMILBEZEELET,
MNarme

o

Ly config.)son
& idp_configxml
| | sso_encrypt.key

| | ss0_sign.k
El sso_testfile.zip

WebbridgeADSSO Zip7 7 A I OF Y 70— R



SFTP/ISCPUZAT7 > NaBE ( ZOBHITIEWINSCPAERENhTWET ). Webbridge3Z R A
Rg2H—/NICEHRELET,

1. ERIORA > T, SSOZip7 PAIIUNEFEETIEMICBEHL, HFVUVYHOLTT7Y7O—R%
BIRTZHD, 774N %2 RZYITFORROYIFLET,

--------

prere e

2. 77 4L HFEL(CWebbridge3t—/NICT7 Y 7O—R&Ehis5, SSHEY S a ZEVWTIONY
Rwebbridge3 restartZ £1TL £ 9,

3.syslogT, KDXYE—2FSSON A Z—TIILABMLECEERLET,

HBE7 Ut AN— R(CAC)

HBT7 VEAN—RCAC)KK., BIEXNEREHKRE, DoDORBREE, HITEREZNERED
BREDEL THEIDAN—MNI—RTT,

CACH—RZHEATZI—HOHA A TOLALEZRICRLET,

PCOERZ AN, CACH—RICEEWFHET

AJ4> 0L (FEAEZBIRITZZFEEHYET ), PNZEALLET,

7o ERE<

SMURLICBEBIL, 2BICSMELR YA AFAT IV ZHALET
Y4242 jidMappinge ULTEREE N TVWBRI1—FEZANLET, Active
DirectoryldCACAT A A SERENET,

a0~



6. A4 2/ T

7. ADFSR—I A ERERRE N, BENICADEhET
8. 1—HYRFZoEaTcOd4>LET,

ADFSHCACH—RIZFEATBDENDERUSET, jidMapping ( chiEI—HoOoH12 12 F
) ZLdapmappinglcZREL E£J. SuserPrincipalName$Z & ( AXFENXEFHNFXBIENET )

T, ADFSOUL—LII—I)ITHEAEhTVWEIBEHE—BHTHELSIC,
authenticationldMappinglC (I ULDAPEB 4 Z:REL £ 7,

cDUL—ALI)L—I)LIE, $userPrincipalName$ZUIDE L TCMSICIRET D CEZRLTVET,



Edit Rule - webbridge 30

EEE l_

feem Ehe nube.

Claim rude rusme:
wabbndge ssal

1

Rude template: Semd LOAP Atnhibes a Clarrns
Atrbute shore:

Futive Directony

Mappng of LDAP atsbites bo oubgoing clam bypes:

LIOAP Attribuls (Seslect or type bo
acd mone)

Crngoing Clhim Type [Seled or type to add mioea)

ﬂ ur

WebAppiRFNDSSOOY 4 > DF A ~

SSONKEANZTLEDT, Y—NETARTEXT,

1. Web7 7°1) 7 —< 3 > ®Webbridge URLIZ#

BL. SigninRZ>ZBRLET,

oy can configune thea ruls fo send the values of LDAP atinkutes a3 claem. Select an afinbute slone from which 7

ko mdact LOAP asltrbubes. Speciy how the afirbutes wil map o the culgong claim types that vell b exsued v



& EN(Us) (7

M

Cisco Meeting Server

Join meetngs, amiwheng, anytime

Join a meeting

NI
CISCD



2. 1—H—ICl, I—-H—BEANTBATIIVHFRRENET (ZOR—JICRF/INAT—K
CATIAVABOVCEISERLTLEEY ),



() Home @b EN (US) (B

M

Cisco Meeting Server

SN M O web app

=

-
SN in I

B 2020 Crsco andior B3 F™isies &) rights rederved

i ran]s
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3. R, A—HRBADFSR—=JICUF AL I REAET (I-—FHEOADEK ), 2T, 1—
HRIPICHUTRIAETDEDICIL T UYL EANTILENHUET,

adfs.briwtfoom/adfs s/ ¥

L ]
. __________________ =&

Brihwuff SSO

Sign in with your arganizational account

4. A—Y—F. dPEERALTIL T VI ZADE LTKRELL 12#&., Web AppR—LR—
7 OEARTRIEHDOR—TTURAALIRNENET,

meetbrha bocalfen-LUS/ \ports

]
\ -+

j Guest/Host Space

'Guesuﬁcmmmeuﬁi-:mﬂ. J{jhn DDE'S HDTT"IE

Last kogen 2021-05-04 at 18:08. See delmls

' Guest/HosiniquelRland

in : t
John Doe’s Space




NSTILaA—Fa42Y
EXNBENZ TN 21—F142Y
SSORBENEARNB NS TIN21—F120TDBE

1. IdPOFIAERAEEEE L TAVR—NT B EHICFEHAE B Webbridge3AICEEE h -
XBF=ZNFELLKBEEATVD L, BRUVEEE NIZURLAH config.jsonA D
ssoServiceProviderAddress & [EFEIC— BT D C & ZHRELE T,

2. 1dPAh SRRtE ., Webbridge3 ssod> 7 4 F 1L —2 307 7AMIIICEBENEXZT—
AN, IAPASEHBLERHOXART—RTHBD L Z2BRLET, Chik, T—/NDKRA
NEXHBAELEICEEN B> EBEEEALKT, BIVAR—IMLTOAY7a4F1L—>3
VITANCERBIDZXEN HYVET,

. ERLBSILOMBF—ZFALTTF—XEZRESLTIEEREF. ELLV—HF—5
webbridgelc 7Y 77/O— R U fzsso_xxxx.zip 7 A ILICEENTWVWB L ZHRBLET, T
BETHNE, 723 0MBF—LBLTTANEFTV., COBSILAT>a>iuLT
SSONMEET DA ESH ERELET,

4. SSORXA VML VE#H, Webbridge3 URL, # &kU'SAMLResponseh' 5 —# 92 T4
h3IANYE> T ZERAL Teonfig.json N BREE N TWVWAH L EZBBLET,

i, OJ0BRN SR TIN2a—F 1420 28R#hDEEEBENTT,

1. Webbridge URLIZEBE T2 & £ (2, CMS syslogDFFMAOX > T 2BMICTSICIE.
URL® & #& | ?trace=true ZBLE L £ 9, (fl : https://join.example.com/en-
US/home?trace=true),

2. Webbridge31t —/\Tsyslog followZETL T, TARFICS A TF ¥+ TF ¥ ETSH,
URLICtraceA# 7> 3> &ZEBML TTARNERITL. Webbridge3& & T'CMS Callbridget —
JNH Slogbundle.tar.gzZ IREEL £9, webbridge & callbridge A BILH—NICH 2B A,
—®Mlogbundle.tar.gz7 7 A L IEFHABETT,

Microsoft ADFSFEEZ=1— R

BEICKO2TE, SSOTOERICEENREL., IIPREFELRIIPEDBEICEEN RETSH
REMANHVET, ADFSZREATRIHERR. KOV IV ZRELTEENFNRELTVRAES Y
WL, BET OV ERITIZDONEBNTY,

Microsoft A7 —X A 1— R



https://join.example.com/en-US/home?trace=true
https://join.example.com/en-US/home?trace=true
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b

RIZHIZRUET,

client_backend : 5 — : SamIManager:SAMLEREEE K _e135ca12-4b87-4443-abe1-
30d396590d58 " X DEHTARBMLU EL & : urn:oasis:names:tc:SAML:2.0:status:Responder

CHNDIS—IF., BIORFIXAKNICEDE, IIPELIFADFSAERTIS—ARELELSD., B
RITDICIEADFSOEEBEICRDUEBNAINETHD D LZRLET,

aLlDZHETERLEATLLEL

SAMLResponseZIdPA' 5 TICR T XA IZ, Webbridge N OTICANDI S —X Y —2&KRRL
. SSORATHOTAVICEKKMITBDBEN B ET,

client_backend : 5%k : SamIManager: [57dff9e3-862e-4002-b4fa-683e4aa6922c] Failed
obtaining an authenticationld

chid, FREERMAICIAPA SIRE N izSAMLResponseT— X Z R T D BRIC. Webbridge3#*
authenticationld®config.json& LEE L T, BEICEMEREBEMHEZR D WUshiah oL &R
LET,

BENFrBRALESILORBEF—ZFAL THESLENTOVEWVES, SAMLEZEEWeb7 T Y
#& B TDeveloper Tools Network LoggingA* S#ii L, base64ZFEAL TFI—RTEET, bF
FESKEEATVWREER., IdPEIA SESILE NIZSAMLRREZERTEET,

AREY—-ILOZXY ND—20O0F D JHHRBHARTF—ZEEHEN, namedlOTT
idpResponseZ 1R L, PayloadZiZIRL TSAMLGZEZBIRBLET, BRLELSIC, Thi
base64F 1—XA ZFEAL TFI—RTEEXT,

Form Diata VIEW SOUTCE wiew URL-encoded

= PHNhbUW N1 TE1EPS]FYTEwWY j1iYmItOTgz0S08MD Ty LWFmNT c tNjdicYTYwY 2E4NZT1 TikWE

fudDplbniwTWNpZml 1
YWl cDaidX
I§50dHR

dpResponse 2F kZniMy c308L8 i GUI3R P 5cDpTdGFdXMDb2R1 TF ZhibHY

meetbrhufflocal

rground.jpg

= zinn in Innn.nnn




SAMLResponse7— 2 Z 259 2B & k. <AttributeStatement>D+t 0> 3> ML TREE
NZBMHEEROHET. COEITVIVAILR., BETNTIPHSEEENIERIA TS
WET. Bl

<BHEAT—KX2 K>

<Attribute Name="<#&EH& OURL">
<AttributeValue>testuser1</AttributeValue>
</[E >

<Attribute Name="<NamelD D URL">
<AttributeValue>testuser1</AttributeValue>
</EH>

<Attribute Name="uid">
<AttributeValue>testuser1</AttributeValue>
</E>

</AttributeStatement>

BIOBBZHERT S &, Attribute Statementtz > 3 > O T O <AttributeName>%Z BN T, ThE
h M {E%& SSO config.jsonMauthenticationldmappingtz V7> 3> THREL EEELERTEET,

B OHITIE, authenticationldMappingDEREN BTN AR ERIC—HET. —HIT»
authenticationldZ B2 TS hixh 2 &L 2R TE X T,

SREEIDY v E >4 : http://lexample.com/claims/NamelD

CORBBEZRTDICE. RD2ODTFEN BV ET,

1. Webbridge3 ® config.json M authenticationldMapping CEREE N TV AR & EfEIC —
TE2—HITDIL—LEZEOIKSI, IPEFEIL—LIL—ILEEFTEET,
(http://example.com/claims/NamelDDIdPICEEM&E iz U L—LIL—))

F: ull S

2. Webbridge3 Tconfig.jsonZ E# L T, TauthenticationldMappings A", IdPTEREE h
EHABERIL—ILDIDELTERIC—HRITBIRSICTEERT, (OFVY. Tuids. T
<URL>/NamelD, . £ (& "<URL>/CommonName; OVIThADEHERIC—HTS
KD IZEFE D TauthenticationldMappings T, EE hiz & & (ZCallbridge APIT
RESNLHEFEE (EHEIC) —BTBEREY)

BIETTH—>a Bz —FLEW

IdP/A* 5 OSAMLResponseDRIBHIZ, PH—2a 0OBEICKRLECEZRTROLIS—H
Webbridge TRREN, H—NRBREIC—BHLBEVWTH—23 U FAXYTENBD e HYUERT

o

client_backend : T>— : SamlManager : REEICEHR L ETH—2a o) EEA
client_backend: INFO : SamIManager : ffAIE h W RI—F—RNIZFELAEVWTH—>3


http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://example.com/claims/NameID
http://example.com/claims/NameID

VEAFVYTLTVET

COIZ—NRLTVRDEE, IdPH SSAMLResponseZ 52T D FRIZ, WebbridgeN —&% 937
H—2avzERDO2Fshis 2k, " BLHEVEEZAFY L. HFERMPICKKL £=SS0O
TAVHFRELEZETT,

CORBEZBETSICIE, IdPH 5SAMLResponseZ R T2 ENBENTT, BENBRL
EESLORBF—2FAL THESLENTVWEVES, Web7 T4 H TDeveloper Tools
Network Loggingh* SSAMLIGZE Z#HE L. base64ZFEAL TFI—RTEEXT, BENEES{LE
hTVWBERE. IdPRIA SES{LE NI-SAMLISEZERTEEXT,

SAMLResponseT— X ZFAN B BRIF. & ND<AudienceRestriction>t o> 3a>&2Rd &, OB
ENHRENTVEIIXNTORKI—S Z2HEBTEET,

<% NotBefore=2021-03-30T19:35:37.071Z NotOnOrAfter=2021-03-30T719:36:37.071Z>
<X R # HlI PR >

<Audience>https://cisco.example.com</Audience>

</AudienceRestriction>

</Z&H>

<Audience>t2 < 3 > (https://cisco.example.com) )DfEZ £ HA L T. WebbridgeikE M
config.json™ MssoServiceProviderAddressE LB L, TEIC—BTBIHA ESH ZRIAITEE T,
cDHITIE, TAudience does NOT MATCH the Service provider address in the configurationy #*
RETIZ—ARELECENDAYET, chiF, COFTRLADKEIC 443, FEME h
TWBEHTT,

ssoServiceProviderAddress:https://cisco.example.com:443

CORSBEENRELBVELSICTRICE, ChSDBTELIC—HBIBIBENHVET, C
DHITE, RO2DDFEOVThANMEEENET,

1. config.jsonMssoServiceProviderAddresstz 7> 3> OF7 RL AN 5:443%ZBIBRL T, IdPD
SAMLResponse TiRftE B Audience7 1 —ILRIC—HT DL SICTEEXRT,
FliF

2. IdP ®Webbridge3M X 27— RORFIAEFIAEEEIE. URLIC443/ BINE ND &S ICEH
TEEFITANEZTF—RZNEFHEIATVREEE. ADFSEOIIHEFHEEEEL TBESA VKR—
NITBIUENFHYET, L, APV —RASEEIMPEFNRHECGEEZLEEITZIHESE. B
AVR—RNTRBERHYELA)

WebZ7 7’ ) THA A ICKRBELEL 1=


https://cisco.example.com%3C/audience
https://cisco.example.com)%C2%A0
https://cisco.example.com:443

(] Home @ En(us) @

a
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darmckin@brhuff.com

() Sign in failed
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https://%3cjoinurl%3e?trace=true

user.info cmscb3-1 client_backend:INFO : SamIManager : [63cdc9ed-ab52-455¢c-8bb2-
9e925ch9e16b] SAML h— 2 2 ER D SSO_2024.zip& —

3H19H10:47:07.927 user.info cmscb3-1 client_backend:INFO : SamIManager :
[63cdc9ed-ab52-455¢c-8bb2-9e925¢cb9e16b] Attempting to find SSO in SAML Token
Request

3H19H10:47:07.930 user.info cmscb3-1 client_backend : 5%k : SamIManager :
[63cdc9ed-ab52-455¢-8bb2-9€925¢ch9e16b] SAMLN — U U A EEICERKEhEL 12

SFUt2:
J—%HA"webbridget 4 >4 2 R—=TJDSSO zip7 ZPANWICIBEWR XS ZFEALTHA1420L
&SELELE, 9472 MNE. YN ABLEI—TFEORAMO—RZED
tokenRequestZEEL £, Webbridgeld, O 4 U RATZLEESICELLET,

CMS Webbridge k L — R ( ?trace=true A’ AT N TW3EE )

3H18H14:54:52.698 user.err cmscb3-1 client_backend: ERROR : SamIManager : Invalid
SSO login attempt

3H18H14:54:52.698 user.info cmscb3-1 client_backend:INFO : SamIManager :
[3f93fd14-f4c9-4e5e-94d5-49bf6433319e] SAMLR — U 2 ERTSSOZKRHETEXREAT
L

3H18H14:54:52.698 user.info cmscb3-1 client_backend:INFO : SamIManager :
[3f93fd14-f4c9-4e5e-94d5-49bf6433319¢] Attempting to find SSO in SAML Token
Request

2 WEEE

A—HHFELVWI—HEZADL, SSOHA VA UR=—IHNFRRENET, I—HEIIICE
LOWI—HHENADT—REAHDLETH, (Signin Faileds EXRTENET

CMS Webbridge k L — & ( ?trace=true A"MEAE hTVZHEES)

3H19H16:39:17.714 user.info cmscb3-1 client_backend:INFO : SamIManager :[ef8fe67f-
685c-4a81-9240-f76239379806] SAML k — U >~ ER M SSO_2024.zip& —

3H19H16:39:17.714 user.info cmscb3-1 client_backend : 5%k : SamIManager :
[ef8fe67f-685c-4a81-9240-f76239379806] Attempting to find SSO in SAML IDP Response

3H19H16:39:17.720 user.err cmscb3-1 client_backend: ERROR : SamIManager : No
authenticationld mapped element found in signed SAML Assertions

Mar 19 16:39:17.720 user.info cmscb3-1 client_backend: INFO : SamIManager :
[ef8fe67f-685c-4a81-9240-f76239379806] Failed obtaining an authenticationlD

SFIFIORAR, IdPOIL—LIL—ILTEAEIATVRIL—LRATH,



webbridgelc 7Y 7’O0— R& N 7SSO zip7 7 A )L THEAE hdconfig.json7 7 1)L D
authenticationldMappinge — 8L TOWAA 21 & TT, Webbridgeld SAMLIGZE Z 3
N, BMERZ M config.jsonTREENTVWIENE—HITBIEEBELTVET,

ERE—r =

y Edit Rule - Webbridge3 %
You can this rube b0 sensd the values of LDAP atirbubes as claims. Select an attribite store froem whech
to extract sltrbutes. Speciy how the sttrbutes will map to the outgoing claim types that wil be issued

[ from the e,

Chasm ruder nasmes

R

Fule template: Send LDAP Attrbutes as Claims

Fetrbube stone:

Actv Dvnclony w

Mapping of LDAP attribubes bo culgoing claim types:

sid s Outgoing Claim Type (Select or type 1o add more)
b EMadaddmeses - | E-Mai Agvess .

ADFSO YL —ALIL—I

B oo O B 1 e

—

. [ FauthenticationIdMapping® @ “uid®,
k] "aacServicelProviderAddreas™ @ "https:ffmeet brhuff.local 4437,
i "supportedibomaing® @ ["behoff .com®™)
50 Ly
config.json® 4l

A—HENFBEE Lz
SFUAA

A—HhRota—HYRTHL 4Lk (KA42H, webbridge3lc 7 v 7E— K& h1:$50zip7 7 4 VORABT & —
BTan, 2a—vhHFELEL)
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user.info cmscb3-1 client_backend:INFO : SamIManager : [79e9a87e-0fa4-44df-a914-
bbcabb6c87c6] SAML k —%2 > ERDSSO_2024.zip& —

3H18H14:58:47.777 user.info cmscb3-1 client_backend:INFO : SamIManager :
[79e9a87e-0fa4-44df-a914-bbcabb6c87c6] Attempting to find SSO in SAML Token
Request

3H18H14:58:47.780 user.info cmscb3-1 client_backend : 1§k : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87cO]IEE ICHEKE NIZSAMLN—T >

3H18H14:58:48.072 user.info cmscb3-1 client_backend:INFO : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87¢6] SAML N — U >~ ERMSSO_2024.zip& —

3H18H14:58:48.072 user.info cmscb3-1 client_backend:INFO : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87c6] Attempting to find SSO in SAML IDP
Response

3H18H14:58:48.077 user.info cmscb3-1 client_backend : 6% : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87cO]1E F (CFRREIDZERBL EL =
: darmckin@brhuff.com

Mar 18 14:58:48.078 user.info cmscb3-1 host:server:INFO : WB3Cmgr: [79e9a87e-0fa4-
44df-a914-bbcabb6c87c6] AuthRequestReceived for connection id=64004556-faea-479f-
aabe-691e17783aab registration=40a4026¢-02 2a1-b125-136fdf5612a5
(user=steve@brhuff.com)

Mar 18 14:58:48.092 user.info cmscb3-1 host:server:INFO : no user found for
authorization

3A18H14:58:48.092 user.info cmscb3-1 host:server:INFO: unsuccessful login request
from steve@brhuff.com
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user.info cmscb3-1 client_backend:INFO : SamIManager : [d626bbaf-80c3-4286-8284-
fac6f71eb140] SAML N — 2 > ER D SSO_2024.zip& —

3H18H15:08:52.114 user.info cmscb3-1 client_backend:INFO : SamIManager :
[d626bbaf-80c3-4286-8284-fac6f71eb140] Attempting to find SSO in SAML Token
Request

3H18H15:08:52.117 user.info cmscb3-1 client_backend : 1§k : SamIManager :
[d626bbaf-80c3-4286-8284-fac6f71eb140] SAMLN — U U N EEICEREhEL 1=

3H18H15:08:52.386 user.info cmscb3-1 client_backend:INFO : SamIManager :
[d626bbaf-80c3-4286-8284-fac6f71eb140] SAML K~ — 2 >~ E3RMSSO_2024.zip& —

3H18H15:08:52.386 user.info cmscb3-1 client_backend:INFO : SamIManager :
[d626bbaf-80c3-4286-8284-fac6f71eb140] Attempting to find SSO in SAML IDP
Response

3H18H15:08:52.391 user.info cmscb3-1 client_backend : 6%k : SamIManager:
[d626bbaf-80c3-4286-8284-fac6f71eb140]F2EID:darmckin@brhuff.comZ IEEICEEL &£
L

Mar 18 15:08:52.391 user.info cmscb3-1 host:server:INFO : WB3Cmgr: [d626bbaf-80c3-
4286-8284-fac6f71eb140] AuthRequestReceived for connection id=64004556-faea-479f-
aabe-691e17783aab registration=40a4026¢ 272-42a1-b125-136fdf5612a5
(user=darmckin@brhuff.com)

Mar 18 15:08:52.399 user.warning cmscb3-1 host:server: WARNING : rejecting login
attempt from user 'darmckin@brhuff.com' — authenticationld incorrect

3A18H15:08:52.412 user.info cmscb3-1 host:server:INFO: unsuccessful login request
from darmckin@brhuff.com

CMS Idapmapping ® AuthenticationldMappingA”, ADFSO U L —ALI)L—I)LICERAE B REE H
DOLDAPEME —HUER A, XDITO "Successfully obtain
authenticationlD:darmckin@brhuff.com (&, ADFSIZ (& Active Directory s 5
darmckin@brhuff.comZ S T 2BU TREETNLEIL —LIIL—II’HBD 2 RLTVETH
. CMS API > Users® AuthenticationIDIl& A"DARMCKINT % % c £ ZRRLTVWET, CMS
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Related objects: [aplivL/idapMappings

XML view

Object configuration
jidMapping SsAMAccountMarme$@brhuff.com
nameMapping  $cn$
cdrTagMapping
coSpaceMameMapping  $cn$'s Space
coSpacelriMapping  $sAMAccountMames.space
coSpaceSecondaryUriMapping  $extensionAttributel 2§
caSpaceCallldMapping
authenticationldMapping  $sAMAccountiames

APILDAPY Y E> T

Object configuration

userlid darmckin@brhuff.com
name Darren McKinnon

~ email darmckin@brhuffcom
authenticationld darmckin
userProfile dScdS0ed-e423-4bab-bd17-7492b9baSeb3
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3H18H14:24:01.096 user.info cmscb3-1 client_backend:INFO : SamIManager :
[7979f13c-d490-4f8b-899¢-0c82853369ba] SAML k— U >~ ER M SSO_2024.zip& — K

3H18H14:24:01.096 user.info cmscb3-1 client_backend:INFO : SamIManager :

[7979f13c-d490-4f8b-899c-0c82853369ba] Attempting to find SSO in SAML IDP
Response

3H18H14:24:01.101 user.info cmscb3-1 client_backend:INFO : SamIManager :
[7979f13c-d490-4f8b-899¢c-0c82853369ba] Successfully obtain




authenticationlD:darmckin@brhuff.com

3H18H14:24:01.102 user.info cmscb3-1 host:server : &%k : WB3Cmgr: [7979f13c-
d490-4f8b-899¢c-0c82853369ba] AuthRequestReceived for connection id=64004556-faea-
479f-aabe-691e17783aab registration=40a4026¢-024 2a1-b125-136fdf5612a5
(user=darmckin@brhuff.com)

3A18H14:24:01.130 user.info cmscb3-1 host:server:INFO : successful login request
from darmckin@brhuff.com

3H18H14:24:01.130 user.info cmscb3-17R A N : H—/\ : {5#R : WB3Cmgr: [7979f13c-
d490-4f8b-899c-0c82853369ba] issuing JWT ID e2a860ef-f4ef-4391-b5d5-9abdfa89ba0f

3H18H14:24:01.132 user.info cmsch3-17R A N : H—/\ : {5 : WB3Cmgr: [7979f13c-
d490-4f8b-899c-0¢c82853369ba] sending auth response (jwt length=1064,
connection=64004556-faca-479f-aabe-691e17783aab)

3A18H14:24:01.133 local7.info cmscb3-1 56496041063b wb3_frontend:
[Auth:darmckin@brhuff.com, Tracing:7979f13c-d490-4f8b-899¢c-0c82853369ba]
14.0.25.247 - [2024%3 18R : 18:24:01 +000] "AT—X A0 POST
/api/auth/sso/idpResponse HTTP/1.1" bytes_sent 0 http_referer " https://adfs.brhuff.com/"
http_user_agent "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

( KHTML, Gecko’ & ) Chrome/122.0.0.0 Safari/537.36" to upstream 192.0.2.2:9000:
upstream_response_time 0.038 request_time 0.039 msec 1710786241.133
upstream_response_length 24 200
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https://adfs.brhuff.com/
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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