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1. XY ND—=02A4AL7ORJINTP)H—NERELE T,
CMSITYZHBIUOAT7H—/NICEUNTPHY—NEERET D &Z2HHHLET,
2. RXL 2 Z—LHY—/N\(DNS)ZFHREL £,

1.CMSO7H—/NDOREDNSZREL £ ( WEDNS CMSIT Y JAL J— RIECMSI YO
REIP7 RLAZELET, FARBZHEERE. CMSHEIPT RLAZIETLI—RE, 5
BIP7 RLAZEILIO—RD2DOOCMSIY AL O—RZREITIHBENF HYVET ),

2.CMSIY2H—NDOIHNEDNSZREL ET. HEDNSACMSL O—RE, CMSI YD
AEIPT RLAZEL T,

3. CMSO7 W EEICHECMSTY AL I—REFEALET,
A NTVIvod1—HE, NTVYIIPFRLAZNLTCMSIVIICTI9EALET,
5. —H— R XA 2 : cmsdemo:

aCMSI Yy nictk :

edge.cms.demo (internal user login with this A record)

edge.cms.demo (public user also use same A record from internet, you could specify the different external A record)

b. CMSO7 MR :
core.cms.demo
6.CMSOAT7 B LV I Y H—NREDER :

aBEDER

AENFEELET, Y—/\fIHEZESHDI L

EII_I‘I

cmscore-fullchaincer ( IXTOH—ERIZE, ZROZILFI—>
ETEET)

cmsedge-fullchaincer ( TXTOH—ERIZE., ZROTZILFI—VIAHAENf€FEIhET, T—/N\HEZSOB &
ETEET)

b.2BRH—NOTNFI—FAZERLET,



« cmscore-fullchaincer ( COFEAEICEIIL— NIAENFr€ENET )

+  cmsedgefullchaincer ( CORIBAEIZFIL— NEBAENEENET )
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CMSOOAT7H LUV I Y RE

1LCMSOA7H—N—FEEY—EREZTIT1T{LET,

aff5XY ND—UZRELEY,

RYRND—DAVR=TILAAOTIT 171 :

<#root>

ipv4 aadd 10.124.56.224/24 10.124.56.1



b. Calbridge AV R—%> R 2T OF 14 TICLET,

<#froot>

calbridgelisten a

callbridge certs core.key cmscore-fullchain.cer

callbridge trust c2w cmsedge-fullchain.cer (if not, which result in WebRTC failed)
callbridge enable

2.CMST Y SH—N—BEHY—ERE2TF7I9T17{LLET :

aA2ODRY ND—DA UV BZ—T I AERELET,

E oy BNTVYIRYRD—IA4VB—T 4R, Tay BABRY NDT—U A2V E—TIAARTT,



ipvéd
ipvéd
ipvéd

o RYKNTJ—VDa bETITFATILTSD
o FIANLKNS—RNIIARb(NTVYIRYRND—IAVBE—TIARA)ICRELET,

« AMWT—HFIVIASaDRE

a add 10.124.144.80/24 10.124.144.1
b add 10.124.42.112/24 10.124.42.1
b default

bR—2AVR—ZVKNETIT147ICLET,

turn
turn
turn
turn
turn
turn

certs edge.key cmsedge-fullchain.cer

Tisten a b

credentials <username> <password> <cms.demo> (cms.demo is actual domain deployment)
public-ip Xx.X.x.x

tls 447

enable
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c.webbridge3 > R—% > NETUTF4TIZLET,

webbridge3 https certs cmsedge.key cmsedge-fullchain.crt (cmsedge-fullchain.crt ,please refer to CM S fullchain document)

webbridge3 https listen b:445 (b is public network interface , this step just provide public users WebRTC service)

webbridge3 https listen a:445 b:445 (this step could provide both internal and external WebRTC service, but need to edge.cms.demo has two A records on
webbridge3 c2w certs edge.key cmsedge-fullchain.crt

webbridge3 c2w listen a:6000 (aisinternal network interface, 6000 is self-defined port which need to keep the same with the below Webbridge URL)
webbridge3 c2w trust cmscore-fullchain.cer (if no this step, result in WebRTC failed)

webbridge3 enable

BREIVAR—ZX NEOBREZEBILET,

a Calbridge<—>Tun ( N7V Y IXFATFH—ER)
b. Callbridge <—> WebBridge3 ( WebRTCH—E R )

CMS7 Tturn& webbridge3Z 8RR EL £ 9,

a Calbridge& TunE D FBHZREL, NTVY IAFATH—EREZTIVT17ICLET,
webadmin GUIIZ A4 4 > L, Configuration > General IC BB L E 9,

General configuration

TURN Server settings

internal IP address

Public IP address

TURN Server address (CMS)

TURN Server address (web app)

Password

Username |

Confirm password

Lync Edge settings

Server address | |

Username | |

Number of registrations | |

IVR

IVR numeric D | |

Joining scheduled Lync conferences by ID | not allowed |

' Submit |

b. Callbridge& Webbridge3® B D E#HZEREL . WebRTCH—ERET V71 7ICLET,
CMSLETAPI &R L TwebbridgeZ ER L . C2WiEH: % 1B 10 L F 9 (c2w://edge.cms.demo:60007% &) ( webbridge3tr —E A& E TR
—RNEZAUREBICROVENHVET ).



/api/v1/webBridges/aa292aed-57bb-4305-b89d-eacd72172e4f

url

tenant
tenantGroup
callBridge
callBridgeGroup
webBridgeProfile

| {URL) - present

(| | c2w:iiedge.cms.demo:6000

0| |[ choose
O | || Choose
O || Choose |
O | || Choose
O | || Choose
(R

restart Callbridge component and apply all configuration

callbridge restart (go to CL1)

4. 7F7AT I F—)EERBMICL. NTUY U2 R—N(ssh)ZEBHICLET,

firewall adefault allow ( aisthe external/public network interface)

firewall adeny 22
firewall aenable

w®

]

LCMSO7BLVIY P TINTOY—EANERITENTVR e ZHALET,

CMSO7H—EADAT—2RA:

CMS> webadmin Enabled : true TLS listening interface : a TLS listening port : 443 Key file : core.key Certificate file

CMSIYZH—EADAT—ZRA :

: cmscore-fullchain.cer HTTP redire

CMS> webbridge3 Enabled : true HTTPS listening ports and interfaces : a:445 b:445 HTTPS Key file : edge.key HTTPS Full chain certificate file : cmsed

2.webrtcOJ 4 VAT —RAEEREL., 2FICSMUET,
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+ edge.cms.demo:d45jen-Usimesating/8998
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Mo one s sending video

RS7LZa—k

1.CMSI VY2 : webrtcE#E "Thomasy A" O—ILIZSML TVWB N DAY ET, SI1EID:fcfed2f4-ac94-4ab2-alda
f4165ec960a7,

ZDOSMEIDIE, CMSCoreAd T 77 A IIICRBEENhTVET,

Feb 23 09:02:21.588 local0.info CM S client_backend: INFO : WebApp Audit : Session: a77d94b1-bal2-4ede-8f3e-86b3e9c1de8f : Participant Thomas pe
Feb 23 09:02:21.599 local 7.info CM S 3b8086e0e5a0 wh3_frontend: [Join call:fcfed2f4-ac94-4ab2-alda-f4165ec960a7] 10.140.248.52 - - [23/Feb/2024:08
Feb 23 09:02:21.633 user.info CM S client_backend: INFO : WebSocket : Got authenticated JWT for guest1573064743 callbridge 320d02c3-7af 5-4e4f-b5!

Webrtcs & A 1—)L ZEfF :

Feb 23 09:02:37.982 local0.info CM S client_backend: INFO : WebApp Audit : Session: a77d94b1-bal2-4ede-8f3e-86b3e9c1de8f : Participant Thomas(fcf

2.CMS7 : £B8DITNAEIDTT, tHOSMEN COLXFBICSMTDE. ABLLBIDIRRENETT., BOTEBEENI—Y
IDguest1573064743T F o



Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605: resolution in progress

Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605 call 1D lookup scheduled

Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605: resolution in progress

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storage scheduled (queue length: 1)

Feb 23 09:02:21.597 user.info CM S host:server: INFO : created guest account with user 1D "guest1573064743"

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storage executed

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storagein progress

Feb 23 09:02:21.598 user.info CM S host:server: INFO : guest login request 1450660605: successfully stored credentials

Feb 23 09:02:21.598 user.info CM S host:server: INFO : instantiating user "guest1573064743"

Feb 23 09:02:21.598 user.info CMS host:server: INFO : conference dbOfafc3-ad47-43bd-bcbd-47886416451b: |ocked due to lack of lock consensus

Feb 23 09:02:21.598 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bchd-47886416451b: lock state has changed to locked

Feb 23 09:02:21.598 user.info CM S host:server: INFO : APl "9999" Space GUID: 58ef98d1-5181-4e63-a386-4b60597be7e4 <--> Call Correlator GUID: &
Feb 23 09:02:21.598 user.info CM S host:server: INFO : unable to apply logo (space '9999") -- no license

Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfaf c3-ad47-43bd-bcbd-47886416451b: lock state has changed to unlocked

Feb 23 09:02:21.599 user.info CM S host:server: INFO : API cal leg fcfed2f4-ac94-4ab2-al4a-f4165ec960a7 in call dbOfafc3-ad47-43bd-bcbd-478864164
Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bcbd-47886416451b has control/media GUID: bf286660-6e5d-4(
Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfaf c3-ad47-43bd-bcbd-47886416451b named "9999"

Feb 23 09:02:21.601 user.info CM S host:server: INFO : new session created for user "guest1573064743"

Feb 23 09:02:21.603 local0.info CM S postgres[ 54639 : [6-1] 2024-02-23 09:02:21.603 UTC [54639] LOG: could not send data to client: Broken pipe

Feb 23 09:02:21.603 local0.err CM S postgres[54639]: [7-1] 2024-02-23 09:02:21.603 UTC [54639] FATAL: connection to client lost

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: allocated for guest1573064743 / "Thomas" conference participation (Firefox)

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: configured - API call leg fcfed2f4-ac94-4ab2-alda-f4165ec960a7

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: ActiveControl State change, unknown -> unknown

Feb 23 09:02:21.769 user.info CM S host:server: INFO : call 11: setting up combined RTP session for DTL S (combined media and control)

Feb 23 09:02:21.770 user.info CM S host:server: INFO : call 11: ActiveControl State change, unknown -> inactive

Feb 23 09:02:21.770 user.info CM S host:server: INFO : call 11: ActiveControl State finality change (inactive, final=1)

Feb 23 09:02:21.770 local0.info CM S host:server: INFO : participant "guest1573064743" joined space 58ef98d1-5181-4e63-a386-4b60597be7e4 (9999)
Feb 23 09:02:21.770 user.info CM S host:server: INFO : participant "guest1573064743" (fcfed2f4-ac94-4ab2-alda-f4165ec960a7) joined conference dbOfa
Feb 23 09:02:21.772 user.info CM S host:server: INFO : call 11: starting DTLS combined media negotiation (as initiator)

Webrtc 1—HA"J—)L Z# T : guest1573064743 Space |D: & 58ef98d1-5181-4€63-a386-4b60597be7e4 (9999) L £ T,

Feb 23 09:02:37.943 user.info CM S host:server: INFO : user "guest1573064743": deactivating due to session resource teardown

Feb 23 09:02:37.943 user.info CM S host:server: INFO : call 11: tearing down (" guest1573064743" conference media)

Feb 23 09:02:37.943 user.info CM S host:server: INFO : call 11: destroying API call leg fcfed42f4-ac94-4ab2-al4a-f4165ec960a7

Feb 23 09:02:37.943 local 0.info CM S host:server: INFO : participant "guest1573064743" |eft space 58ef98d1-5181-4€63-a386-4b60597be7e4 (9999)
Feb 23 09:02:37.943 user.info CM S host:server: INFO : removing guest account 'guest1573064743' (name 'Thomas)) on call drop

Feb 23 09:02:37.943 user.info CM S host:server: INFO : destroying guest account with user ID "guest1573064743"

Feb 23 09:02:37.944 user.info CM S host:server: INFO : conference bf 286660-6e5d-403f-8926-514d385dad3c destroyed

BEE

o Cisco-Meseting-Server-3-8 — B — _ &+ — )V _EA

o Cisco-Mesting-Server-3-8-Single-Split-Server — & A

o ZARAQTOV_ANHR—BDEXDO—R



https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Combined-Server-Deployment.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Combined-Server-Deployment.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Combined-Server-Deployment.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Combined-Server-Deployment.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Split-Server-Deployment.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Split-Server-Deployment.pdf
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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