Firepower 1000, 2100, 3100, 4200 ') —XTa
(7 Cisco Firepower Threat Defense¥ 7 NI F
DENILTT Y IO M

7 R)NA Y1) —ID : cisco-sa-ftd-statcred- CVE-2024-
@ dFC8tXT5 20412

#1/~B B : 2024-10-23 16:00
/N—>32 1.0 : Final
CVSSAO7 :9.3

[EE K : Yes

Cisco /N7 ID : CSCwk07982

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco Firepower 1000, 2100, 3100, & &k1*4200 ') —AXH M Cisco Firepower Threat
Defense(FTD)Y 7 RV I 7 DOEHEHEICEL Y, BTV EVO—NILOKEENENIL T
DY )N EFERALTEES ATAICT VAT HAEEN Y ET,

COMBLE. FEESHBVATALI., N\—RI—RENE/NRAT—REZFOBHTHI> K
FEETHCECRALET, KBER. chSOILFYY vLEERALTRYT/N A A0
CLICOYA>FBbicdY, COMRBUEEFRENATHTEMABYET, TVATOA R
B3 pE, RBERRYIATALT VAL THBBHREMELEY, BEEAENSTIL
YA1-FAVTREERTLEY, —BOREATVIVETELLEY, FNARAEARL—TF
ATV AT LA SBETERLEYTBIENTREICEY ., FNAADBEA X—S{LH BE
CRYET,

AR CORBECHLTDIYTIRNIITFTTYTF—REVI)—ALTVET, KESHHEICH
WMIBEBRAVD2HBHYET,

COTRNAFIEK, ROV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-
statcred-dFC8tXT5

CHOT RNAHFDIE, 2024F108 I AB&E N ’=Cisco ASA. FMC. BKUVFTIDY 7 DI 71+
AFATRNAHFINRILO—HTT, CNSOTRNAHFVEUIOOD—EIZDVWTIE,
FOROAANRBRL ARV A : Cisco ASA, FMC, BKUVFIDY 7RI ITFICBETDEFIUT



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-statcred-dFC8tXT5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-statcred-dFC8tXT5
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk07982
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20412
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20412

17 RISAH U AR ET20245108s EBRLTLEEEL,
&%= Rm
Bt sH2HMm

Z DRESEMEIE. 387LAHI M Vulnerability Database(VDB)'J ) — A TCisco FTDY 7 R T F7 U1
—A71 ~TAZRITIDROADARMICKEZERADAREAHY) ET,

« Firepower 1000 > 1) —X
« Firepower 2100 > 1) —X
« Firepower 3100 > 1) —X
« Firepower 4200 > 1) —X

F VDU —ARTAKY ERIOCisco FTDY 7 R IITFTVI)—=AASVI—ATANURICT Y7
L—RENEFNAARKILERA,

FESSMEANEET S Cisco V7 RDITVI—RICOVTE., COT RNAHFUD MBEFHY
TRI9TT7, 923 aSBLTILSEEL,

BTN RN FEETZIHLESH ZHETS

FNARICEEDENTHI U MNBEETEIHLESIH ZHRR TS ICIE. Cisco FXOS CLID
security AJ—7 Tshow local-userdAN > RZFERAL £9, XDshow local-user® (&, 4
EN@ENTHIRODEFEEZRLTVET,

<#root>

Firepower#

scope security
Firepower /security #

show | ocal - user

User Name First Name Last name

csm processes

report

sftoplOuser


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75300

Sourcefire

SRU

Firepower /security #

s EZEA TRV ENEREAERS
A, CORBENIUTOAARRICEFELZSEZ BV EERABLEL L,

c BREEFIVTA TTZATA(ASA) YT RNIIT
*« FIDY7RDIT7HRDTZY RTFA—LTRITEATVRES .
- ASA5500-X ¥ 1)—X
- Firepower 4100 1) —X
- Firepower 9300 1) —X
- BFITTT7ATF 0 #—)LISA3000
- Secure Firewall Management Center(FMC)Y 7 N T 7 ( IBFF : Firepower Management

Center Software )
- Secure Firewall Threat Defense Virtual ( [B#FTDv/NGFWYv )

A

Cisco FTDY 7RIV IT7ZEITLTVBRTFNAADCLUZ T VAT BT, 200FEN HYE
T, 128, VE—RNFIOEARAER—ZIFIG—NCEHGTEINEVUTILR—NEERAT
2H%ETT, 220BRESSHZFERATAHETT, SSHETNA ADEBA X —TIAATTT
ZILNTEMZBE>TVET, SSHIF, F— XAV E—TIAATERAMIITEERT, T— XA
VB —TIAATSSHABMIZBE>TVWB A ESH EHERRT S IIE. CLITshow running-config
sshAN > RZFEALET, XOEHRE, A Z—T I A ATSSHABMZE>TWVWB L
ZRLTVET,

<tfroot>

>

show runni ng-confi g ssh

ssh 10.1.2.0 255.255.255.0 outside
>



7E : show running-config sshaAX > ROEHA B WVEE, SSHEEEBA 2 X—TJ7 I A1 ATOHE
MICBEL2TVET,

SSH7 7t AR T7VEAOAY MO—ILJVARNACLICE > THIRTERTA, ChiZ&kl) REX
KEFAWNENBDIEGT, RELIENELTLEA

TFINAANDERT VL ADOREDFHMIIOVWTE, XAONZ1T7IILZZRBLTILEEL,

+ Cisco Firepower Device Manager(FDM)Di5& : EEB T VL ADFRE
« CiscoFMCY7 RNV ITFDO{/E, SSHF VA

X171 BEDOEW

TINAATRIE, BT DO ROT VAN RELIEDNESH ZHRTBHICE. expertE—
RTroot1—H & L T, zgrep -E "Accepted password for
(csm_processes|report|sftop10user|Sourcefire|SRU)" /ngfw/var/log/messages* AN > RZFEAL
£9, ROHEAE, report I—HFHFEEICTIVEALEZEZRLTVET,

<#root>
>

expert

admin@intel-x86-6d:~$

sudo su root

admin@intel-x86-6d:~$

zgrep -E "Accepted password for (csm processes|report]|sftoplOuser| Sourcefire| SRU" /ngfw var/l og/ message

/ngfw/var/log/messages:Jun 17 16:55:56 intel-x86-6d sshd[48987]: Accepted password for
report

from 10.1.2.3 port 56261 ssh2
admin@intel-x86-6d:~$

7E : zgrep -E "Accepted password for (csm_processes|report|sftop10user|Sourcefire| SRU)"
Ingfw/var/log/messages* AN > RIF1ITTANTIUEN BV KT,

HANBRENBEVESEK., OJORBHBRICTFNARALOBBETHIMITIEALTY
FtA, REHEZHERE T SICIE, /ngfw/var/llog/messages* 7 7 A JLICBIET 2 B 2B L
¥,


https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-system.html#id_10224
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-system.html#id_10224
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-system.html#id_10224
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-system.html#id_10224
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html#task_42B3A06C70E8415E8C024AE76FE79774
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html#task_42B3A06C70E8415E8C024AE76FE79774

2] 38 2R

COMSBHEOEERE, BBRV)—AICTYTIL—RTEZVBERICEATEET, OF
FOREOFAEICEAL TIE. Cisco Technical Assistance Center ( TAC) ICBBEWVWEHLELS &
(AT

BEZRYVTRNDIT

DAOARZCOT RNAFUICESHEhEREY IR0 TEIEEDODY JNIDITT7YTF—RED
J)—ALTVWET, BEOYVIRNIITTYTTF—RMNNEENDIY—EAZNESESOBERK
. BEOT7 Y7 TF—RFyZXIUDLSEFIVTAEEZNMBIZIHEN HVET,

BEEBEN M VARN=IULENHR—NZZTLEYTEDOE., 42 RAZIBAVELEVEY
R0 N=232ET714—F ¥ EYRNIR/ULTOREBRYET, TEDLDIBYTIRNIITT
VT7IL—REAZVARN=I, FVO2VO0—R, TORAEERZTOMOEETEALILEE. &
EREUTOVOICRETALEADAOVIRNVITIA 2 AOFREICHS CEICAERLE
CEILRYET,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEBRAVIRNDVDITZEIVO-RTEZORE, YVINIITOBMBZTA I AED
AN SE#E. $PVRIAOBEIVEZ—PN—HFF—HISEEBLTVRIHEEICRYET., B
B, CNRURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YI7RDIT TYTTF—RIE2T, BEBFRICHLWITRIIT7 F4E€2VA BMY 7RO
T 74—F% YN, FLEEXDy—VEDZI3> PYTIL—RINTIERNFFEEhD
tEHNEEA,

Cisco.com ® Y AAHR—K A I O—RR—ZJIC@F., SAEAERTO—RICET 315
BARHENTVET, COR—=JIZE., [NI1TFT/NAL A (MyDevices ) |V—IZFERATIHE
BOHDARY—FNAAYR—NERERRTEEXRT,

YIZRVIFOFYZIL—KERHTBMCE, AT FIUTA FRAAHFY R=TT
AFTEBYAIARBOT KA FUEEHNCSRLT, REEZUTRMLT Y 7T L—
KYUI—23s—REBBLTEE L,

WIFhoBEE, 7YTIL—RIBFNSAALCTDBXEIN BB L, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICEBLEbELSEE L,

H—EAZNEZFMATEVEEE

SAOANSEEBALLAAODOY—EAZNZZRAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALVENFMEERRY T NIVITEZBARENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (&



https://www.cisco.com/go/tac/
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

BLTTYTIL—RZEAFLTLEZ,

BET7Y7IL—RONKREBTHAEEZTAAL TV EESLEDIC, HROZUTIILESL,
K7 RNAHF)DURL ZZRAELSEE L,

Cisco FTD VDB7 Y 7'F— K~

SATLAOIO—REBEETBIR—AVINIITTYTIL—ROBAZFLELAEVEER
. ZEHITBT/NAAILVDBY U —A388LUEZ A ARN—ILTEET, COVDBUU—RIZKY)
. COMRBHEBRENE T,

Cisco ASA. FMC, BT FIDY 7 NI 7T

HEEN Cisco ASA, FMC, BLTFTD Y7 R I I FOBBRICNTS YRS UM TE S &
512, A0 Cisco Software Checker ZIRHEL TVWET, COY—IILEZFESZET, HFEOY
JRIITUU—RACEETBINTOYAT EF1UF 1 7RIS HFUERRTE, ThEh
DT RNAHVTERENLRBEZBEL 2HGHADU ) —RA ( "FirstFixeds ) ZRETESR
T T, ZHITBHAICIE. Software Checker IC &K JHBIENEITXNTOT RINAHUICER
DINTORBHENMMEEETNERAD) ) —R ( "Combined First Fixeds ) ZBETEXT,

DY) %EFEATBICIE. Cisco Software Checkery] R— OFIBEICHVET, TEEF., X
N7 A—LEFEALT, BEDYIRNIITII-RAICHELZREFTHRBIREZRELET, D
J7A—LZFEATHICIE. ROFEICHVWET,

1.Y=ILTHRRETBDTRNAFVZBRLET, INXTOFT RNAHD, X1 )T 1 EEFY
fli (SIR)N TEX, &k "8 OFRNAFUDIK, FLEOT RNAFUDIKZE
RULET,

2. ZHITBYV IRV TZEBRLET,

3. EHITBTTYNTF—LERBIRLET,

4. ) —AEBSZADLET, XK, CiscoASA YT NI ITNOHAEWR 9.16.2.11, Cisco
FIDY7KNJITDOEHEREF667EANLET,

5. [FTYv Y (Check )| Z0UYOLET,

2 Critical,High,Medium
COT RINAH D& CiscoASAY 7 RhDITF
HS5WBTTYRNTA—LA

Check

Cisco FIDFNA ADOT Y 7L —RFEIZOVWTIK., &% T3 FCisco FMC upgrade quides %
SBLTLEEL,

FTEMAEH E KRR



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-guides-list.html

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RNAHFUIZEBEEhTWVLS
MEHEEOTEFAEFPTOLAREEEL TLERE A,

i
C DHEEEHEIE Cisco TAC YA R— KNI —AMBBRFICREKEENEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-
statcred-dFC8tXT5

G B

RECEY SE: £ovay | AF—2R A
10 AEARUU—R | — Final 20247104236
MARL

BT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERKRIZENDTE
HYEEBA, ETRNABVOBBBICVIOERICETZEEO IR ThSOERAEC
HBDENELERT, Ty DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLLEY
THRENEZBLET,

AT RNAF)ORRABICEL TEREFE O URL ZEBEL ., BiOEHPBERZRL 1255,
HUANEBLEBBREGIRBZENERA. TOLEBRE, BRR[FEsIERILLEY, EER
BHARZBLTVWEY TR BN ERT, CORFIXDMNOBERIEF., ZATDHROIY R
A—HZXHRELTVET,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-statcred-dFC8tXT5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-statcred-dFC8tXT5

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



