ISE 3.28 & 'Windows D B 4EDot1xDREE D
STIN>1—F14>29

2E

BUHIC

BitR%

=2
FHYZIVR—F b

i)

BXJE
=y RO—4 R

LU ®IC

CORF 21X NTIE, Identity Services Engine(ISE)3.28 & O'WindowsZ A T4 7 H 77U Hh> K
AOEKRMNZ802.1X PEAPRIZRET D AEICODVWTHALET,

Al R SR
BEH

ROERICETDHBAN BB ENHRENET,

+ Protected Extensible Authentication Protocol ( PEAP )
+ PEAP 802.1x

FERATHIK—% N
CORFIXRNDOBEHRIE, ROVYTRIVITEN—RIITON—2AVIZETVTVET,

« Cisco ldentity Services Engine(ISE)/N\—> 3 >
¢ Cisco C1117 Cisco IOS® XEV 7 RO T 7, N—23217.12.02
« Windows 10ZERAT2ZY 7~y

CORFIXNDEBERIEFE,. BEOTAREILHZDTFNAAICETVWTHERENELE, COR
FAXKRNTERIZITNTOT/NA AR, VT (FT7F)IK ) BETHEEZRHAL TVLE
T AFEBPIOZRY NT—IU TR, EOAVRICEK > TRIDAREUNI HIHEE T OERLT
<kEEL,

T

axX ;&

XY RNI—=UK



GIG 0/1/0 GIG 0/0/0

=

WINDOWS ENDPOINT
AUTHENTICATING AUTHENTICATOR PSN Persona Enabled Node
XY RND—=2

aA>74F1L—>3>

BETRICE. ROFIEZEITLET,

ATY 7 1:ISR1M00IL—2EFZRELET,

AT Y 7 2 : Identity Service Engine 3.2%&REL £ 9,
ATY 7 3: WindowsZ AT AT HT VAV NERELTT,

ATY 71 ISR100)IL—ZDERE

Ka

COEIZIVTRE, dotIxZHeEET BB O ICP B EENADA BEBEARFEICOVWTHAL
S



daa
daa
!
daa
daa
daa
daa
|

daa

A NIF/—RISEEANDFE. PSNRILYVFHFERICE>TVD /—ROIPZEEREL
F9, <hnlk. Administration > System > Deployment® 7 TISEICEEI T2 & THEMIC
TEFT,

new-mode
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



|

!

aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

AT Y 7 2 : Identity Service Engine 3.2% &R EL £ 7,
2. aBEICERITRZRRYND—OFNA RAZEREL., EMLET,
Add the Network Device to ISE Network Devicestz2o >3 >

AddRZ>Z D UYL TEBLET,

Network Devices

Selected 0

{] Duplicate ) Generate PAC

IP/Mask Profile Name Location

ISERY NTD—=UFINA4A

BEZzANDL, EERXTANADICRBIZEI)HT, XY RT—0F/NA ANISENDELICHERATS
IPZEMLET,



Administration - Network Resources A Evaluation Mode 28Days Q. @ L8
Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers More

Network Devices
» ISR1100

Default Device

; . : Network Devices
Device Security Settings

Name ISR1100

Description

IF Address

Device Profile 8 Cisco
Model Name

Software Version

RY NT=0FINA RAEER—D

BUAR—=T, AU0O—)LZ 7> L TRadius Authentication SettingsZ#RL £, RXRORICTRT
KDIT,

NADRRE TEAL HBUBRZEML T,

v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret

(] Use Second Shared Secret

Second Shared
Secret

CoA Port

RADIUS D 5% TE

EFZREFELET,




2.b. IV RIRAVINORIAICFEHAHENBIDERELET,

ECOREHNA REZRFITZLHIC, BEMBZISEO—NIILBANEAENET,

Administration > Identity Management > Groups 2 7 ICBEB L £9, JI—TEIDEERLET,
COTEVANL=232RAICERL T IL—T [FiseUsersTY,



Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

New User Identity Group

Identity Groups
Es] Identity Group

* Name iseUsers|
Endpoint |dentity Groups

User Identity Groups Description

IDTIN—T DERR—

SubmitiRZ>&2 O UY O LET,

JRIZ, Administration > Identity Management > Identity X 7 BB L £ 9,

[Add] ZZ U Y 5 LET,

Administration - Identity Managemen

Identities Groups External Identity Sources Identity Source Sequences Settings

atest Manual Network Scan Res... N Etwo rk Access Use rS

Username -~ Description First Name Last Name

Mo data avallable

I—H— R —T

Email Address

Selected 0 Total 0

User Identity Groups

BAT7A—=I)LRO—FHELT, I—FOBRATHEVE T, < ODHITIEE, I1—Riseiscool & fE

ALTWERT,



> New Network Access User

~ Network Access User

* Username iseiscool

Status # Enabled

Account Name Alias

Email

dA—HRICE)HTshi-EaE
RIZ, ERLEI—HBIC/NAT—RZEYYHTET,
VainillalSE97 &= fEA L £ 7,

~ Passwords

Password Type: Internal Users

Password Lifetime:

With Expiration
Password will expire in 60 days

(O Never Expires

Password Re-Enter Password

* Login Password

Enable Password

INATD— RDER

d—H%&iseUsers/ IL—7IZE|V) HTET,

~ User Groups

iseUsers

I—HJIL—70E)HT




2.c.R)S—tY NOERE

ISEXZ21—>RU>—>KR)—tY NCBBILET,

F7FINOR)S—tY NE2FEHTEET, =FL, COHITERUS —EY NHFERE I,
BHEWiredlCBE>TVWET, RUZ—tEY NODEERBIFK, ST 1—F 12 JIC&IL
5%9,

BM7AOAYVEERTZATAAVHFRRIEATVEVEER, FEORIS —EY NOKRET
A2V YIOTERY, WET A2 BRL, [ECHLWITZEAZERLET,

Default policy set

Insert new row above

RIS —DOER

CDBITREE NBDFHEERB021XxT, CNIFISEOFREATERNICHREENERZHETYT, C
hZEeRZYJILT, UseZVUYILET,

Conditions Studio
Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_A

uthentication

Switch_Local_Web_aAuthentica

tion
Switch_Web_Authentication

Wired_B02.1X

Wired_MAB

Wireless B02.1X

ES LSS

B %I\, Default Network Access preconfigured allowed protocols service &R L £ 9,



Policy - Policy Sets

Paolicy Sets

Status Policy Sat Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

Default Network Access

Default policy set

AU —ty RE1—
[Savel 20 VY O LET,
dFRAB RVEBAR) S —DORE
ERLIERVY—EY NOERICHDRENZIVY ILET,

Wired_802.1X

BRIV —tY N
FRRER U S — D R

+7AA2 %0V IOLET,
, Authentication Policy (1)

Status  Rule Name Conditions Hits  Actions

] Dafault

#  Options

FREEAR Y 2 —miE

WEER S —ICBHZE)ETET, COfITR., AIPEAEF EHAEATVET,
COFHULVWRERER) S —OFRHKIT+TAI 20Uy ILET,

Wired Dot1x ISEICBDERREES N e RGZEATERY,

REIC, Usedl T, ROYTHIZ ) ZAKNA SInternal UsersZ1BRL £ 7,



~ Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

Internal Users

“ Qptions
If Auth fail

Q Internal Authentlcation Wired_BO02.1X

If User not found

If Procass fail

IR —
AR —

Authorization Policytz 223>k, R—JOTHILHNET, ChEREAL T,
Dy OULET,

P0|ic\‘r . PO”CY Sets Ak Evaluation Mode 29 Days

pLuns

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

< Authorization Policy (1)

Results

Status  Rule Name Conditions

Profiles Sacurity Groups Hits Actions

] Default

BARYS—

BMUERAR)—ICRBEIZENFHFET. COREHF TR, Internal ISE Users& LS BB A EA
ThTWVWET,

CORARIS—DZE%ZERTSICIE. ConditionsFICHB+T A A0V ILET,
ABTICYERR L =1 —H(&IseUsers T I —T O —ET T,




I714 2N BVES, Click to add an attributez 2> 3>&2 2 UY OL%FT,
IDIIN—=T"TFA A %&ERLET,
T4 0>3aF NS, Identity GroupBHEIZIE T BInternalUser7 1 >3+ U ZBIRULE T,

Library Editor

Internalllser:ldentityGroup

BYQD_is_Ragisterad Dictionary Attribute

Catalyst_Switch_Local_Web_»A All Dictionaries Attribute

uthentication
AD ExtarnalGroups

Co iance O avices AT A T o
Compliance_Unknown_Devices CWA CWA_ExternalGroups

Compliant_Devices IdentityGroup Descripti

IdentityGroup Name
EAP-MSCHAPv2
InternalUser IdentityGroup

EAP-TLS

PassivelD PazsivelD_Groups

RARV—ORGARDF
EqualsEEFZBIRLE T,
User Identity Groups ROAY Z7H OV ) ARA S, JI)IL—7IseUsersZBIRL £ T,



Library Editor

InternalUser:ldentityGroup

Equals User Identity Groups:iseUsers =

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPv2

EAP-TLS

AARUS—OFHEATETLERLE

UseZz2 Y OLEY,

REIC, COIDTIIL—TORABS ZREIIR/RAAVTOT 7ML ZBRLET,



JE D ISEICREL £FRREN. 1—HIDJIIL—TISEUsersiCE L TWLW L\ Z O FE Dot 1x7R
)—tEY MCEYRLTWBCEILEFBLTILKEETY, COBRT, F7FIILNDOFF
ARUS—ICEY NLET, Chik, 7O7 7 1 IL#ERDenyAccessZiFEE T,

ISEICE. ATV EATOA77AIIUNERICRETATVET, ChZBRLKRT,



Authorization Paolicy (1)

Results

Status Rule Namea Conditions Profilas Security Groups

InternalUser-ldentityGroup
@ Internal ISE Users AL ity ParmitAccess

AERRUS—HFRTLELE

[Savel 20 Y O LET,

ISEQBREANTTLEL I,

AT Y7 3: WindowsZA T4 7 HT VA2 NORE
3. a. Windows TH#RdotIxZBMIZLE T,

Windows D& /N—H 5 ServicesZBHZ £ T,

Hits

Actions




All Apps Documents Web More «
Best match
(| = Services q’
I System :

Micre
Search the web

Services
L service - See more search results System

ServiceNow - American technology

company
Open

services e
Run as administrator

service titan login Open file location

L service fusion login Pin to Start
Apps Pin to taskbar
% Component Services

Settings

) Do not allow Microsoft to use your
voice to improve speech services

&9 Use online services with Narrator

Windowst& 3R /)N —

H—EAVANDOTE T, Wired AutoconfigE B DT E T,

Wired AutoConfigTH 2 )Y U L T, PropertiesZEIRL £,



Wired AutoConfig Properties (Local Computer) X

General LogOn Recovery Dependencies

Service name:  dot3svc
Display name: Wired AutoConfig

Description: sponsible for performing |IEEE 802.1X A

uthentication on Ethemet interfaces. f your cument ~
srad natuads Aarlrvmard arfarmae BNT 1Y

Path to executable:
CAWINDOW Shsystem32\svchost .exe Kk LocalSystemNetwork Restricted p

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

5 e [

Properties™ 1 > R



7E:Wired AutoConfig(DOT3SVC)—E Ak, 1 —H XY NA X —T7 I 4 ATIEEE
802.1XFRREZERITLE T,

Manualf28 2 1 7A"BIRENTVWE T,
H—ERAARAT—R AN Stopped TH B 1=, [Start ( AZ—K)]1ZIUYILZET,



Service Control x

Windows is attempting to start the following service on Local Computer...
Wired AutoConfig

F—ERHI
RIC, OKZZ VY OLET,
CO®, Y—EARRITEATLET,

Ck Windows Update Enablesthe.. Running Manual (Trig... Local Syste...
Q Windows Update Medic Service Enables rem... Manual Local Syste...
Q WinHTTP Web Proxy Auto-Discovery Service WinHTTPi..  Running Manual Local Service
=*1Wired AutoConfig The Wired A... Running Manual Local Syste...
-5,}’ WLAN AutoCenfig The WLANS... Manual Local Syste...
Q, WMI Performance Adapter Provides pe... Manual Local Syste...
Q Work Folders This service .., Manual Local Service

BffAutoConfigh—E A

3. b.NADFA—t>F 14 —& (ISR 1100)IC#EHEE L TVBWindowsZ Y 7Ry T4 RX—T 14
AZRELET,

BAON—DSsHEAOAZRDF, AE1—-8T7A AV ZEALET,
OAVE1I—BOF7A2EXTILNIUYILET,

Open Network & Internet SettingsZiZIRL £ 9,



Troubleshoot problems

Open Network & Internet settings

NI

3/28/2024

Windows X A ]N—

Network Connections™ 1 > RIABWZ S, ISR Gig 01/ 0ICEHRENTVWE A/ —HPYRY KA &
—JIAATHIIY I ULET, PropertiessA7>a>z#oUYILET,

[Authentication] X 7 &2 Y VL&Y,



E Ethernet Properties

vevekos [irian Jars
Connect using:
& Intel(R) Ethemet Connection (4) 1219-LM

This connection uses the following tems:
aClient for Microsoft Networks A
S File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler
a Intemet Protocol Version 4 (TCP/IPv4)
L] 4 Microsoft Network Adapter Muttiplexor Protocol
2 Microsoft LLDP Protocol Driver
2 Intemet Protocol Version 6 (TCP/IPv6) v
£ >
install...  Uninstal Properties
Description
Allows your computer to access resources on a Microsoft
network.
OK | Cancel

A2B—TIARAA—HZY NTONT 4

Enable IEEE 802.1X authenticationF T ¥ 7Ry J AZ B IRL £,



Y Ethernet Properties

Networking Authentication Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

/| Enable |EEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v|| | Ssetings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

REEA —H xRy hO7ONT 4



Protected EAP (PEAP)ZiZIRL £,

Remember my credentials for this connection every time I'm logged onZA 7’ 3> &F7ICLET

o

[Settingl 22U Y O LET,



Protected EAP Properties X

When connecting:

[ ] verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:
] AAA Certificate Services A
Baltimore CyberTrust Root

Class 3 Public Primary Certification Authority

COMODO RSA Certification Authority

DigiCert Assured ID Root CA

DigiCert Global Root CA

DigiCert Global Root G2 v
< >

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

‘Secured password (EAP-MSCHAP v2) |[ configure... |

/| Enable Fast Reconnect
Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy

OK | | Cancel

PEAPZ'ONT 4



Interface:
ITF-ID:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

GigabitEthernet0/1/0
0x08767COD
8c16.450d.f42b
Unknown

Unknown

iseiscool <---------
Authorized <---------
DATA

multi-auth

both

N/A
22781F0A0000000C83E28
0x00000003

0xc6000002

POLICY_Gi0/1/0

The username configured for Windows Native Supplicant

An indication that this session was authorized by the PSN

461

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Security Policy:

Server Policies:

Method status Tist:
Method

dotlx

Should Secure

State

Authc Success <------

An indication that dotlx is used for this authenticati



Operations > Radius > Live logs® 7 ([CBE L £ 7,

I—HBIDTT714IINRIVITLET, CcOPITRE, 1—HRiseiscool AN EAENET,
Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Cliant Stopped Responding Repeat Counter

Refresh Show Within
Naver v Latest 20 records - Last 3 hours

Status Details Repea... |dentity Endpoint ID Endpoint... @ Authentication Policy Authc
iseiscool ¥ Endpoint ID Endpoint Pr Authentication Policy Autho
Mar 28, 2024 07:04:35.4.., i Wired >> Internal Authentication Wired

Mar 28, 2024 07:04:35.3... Unknown Wired »> Internal Authentication Wirad
Last Updated: Thu Mar 28 2024 01:29:12 GMT-0600 (Central Standard Time) Records Shown: 2

ISED Livelogs

Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

Show Within
e Latest 20 records - Last 3 hours

Authorization Policy Authoriz... IP Address Network De... Device Port Identity Group Posture .. Saerver
IP Addrass
Wired »> Internal ISE Uzers ParmitAce...

Wired »>> Inbérnal ISE Users PermitAce.., ISR1100 User ldentity Groups:is

Last Updated: Thu Mar 28 2024 01:34:18 GMT-0600 (Central Standard Time) Records Shown: 2

ISE®) Livelogs




COVAYIOELI—NS, SATOJNEERBRERML VB ZEICEALTLSEZ L,

« WAEDRALAR>VT,

« IDAMERENEL £,

« I RAKRAZ NMACT RL A,

s TORARESNERIS—tY MERRRIRD > —,

s TOERRENLERID —EY FEFARID —,

- FFA7O77MILOFER.
 ISEICRADIUSERZEFETERY ND—UFN1 A,
s IVRRAV N EEENATVEAR—TI(A,
« BAlEhi=d1—FDIDTIL—T,

« WALZEQEL RS —H—/N—/—R(PSN),

NZS7I>a1—hk
TISES A 70T OO T AEL)

Operations > Radius > Live logsD JEIC#BE L. Auth status: FailedT7 1 LRV T T2 H, EH
ENTVBRI1—HYHE, MACPRLA, FLEEFEAENTVRIRY ND—IOFIVLAFNAATT
AIIWRIVITLET,

Operations > Radius > Live logs > Desired authentication > Live log® JEIZiZR L T, FHMlZE R
LET,

BUR—T, BAEZE714INE2U> T LS, Search7A A= 0 )Y OLET,
BOOF A ARG 1—HEZANTREZICANIAEZILLEL =,

Operations - RADIUS

Live Logs Live Sesslons

Misconfigured Supplicants Misconfigured Natwork Davices RADIUS Drops Cllent Stoppad Respg

Endpoint.. Endpoint.. Authentic

4707 OF#MAZER<

4707 0FMEeR< e, BIALCEMLEI—FEE, AT EZI-HYEFrRTEATVLS
CENDHLYET,



Overview

Event

Username

Endpoint Id

Endpoint Profile

Authentication Policy

Authorization Policy

Authorization Result

BE+Lo>3>

iseiscoool

<ENDPOINT MAC ADDRESS>®

Wired == Internal Authentication

Wired

R, BUZA47070FM (( "RE0OFHM) 023> )T, IZ—0IZ—0FKRE. BREE
B, BLVERREZHEITEEXT,

Event

Failure Reason

Resolution

Root cause

Username

EEIROE:

Check whether the subject is present in any one of the chosen
identity stores. Note that some identity stores may have been
skipped due to identity resoultion settings or if they do not
support the current authentication protocol.

Subject not found in the applicable identity store(s).

iseiscooonl

COFIUATRIAN RMITZIERE, I—FRICRYIHDETT, EEL, -
ISETHERENTVWAWVEE, FERISEN I—HYHFMBOTAF>T47T14ANT (LDAPXAD
EVIFEETRDCEERIATERD 2 EHBER, ChERUIZ—NARRENET,

Stepstzo >3~




Evaluating Identity Policy
Selected Identity Source - Internal Users
Looking up User in Internal Users IDStore = iseiscoool

The user is not found in the internal users identity store

Subject not found in the applicable identity store(s)

The advanced option that is configured for an unknown
user is used

The 'Reject’ advanced option is configured in case of a
failed authentication request

Inner EAP-MSCHAP authentication failed
Prepared EAP-Failure for inner EAP method

Authentication failed and the advanced options are
ignored

Frepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge-
response

Open secure connection with TLS peer
PEAP authentication failed

Prepared EAP-Failure

Returned RADIUS Access-Reject

FIEOEOZ 3> Tk, RADIUSAYNtE—2 3 VHRIZISENRITLEZTORARICDOWVT




BBLET,
RDESBIREBARRTENKT,

- REORBIE.

« SSLAY R T4 070O1RA,
« XTI —MENIZEAPHER,
- EAPAR7'OtA,

COBITIE, ISENCORIEORIFIDEFITYIA > LECENFDAYET, I—FHNFRO2HS
BA2kS, ISERKSEELTTIVEAEREAXAELEL 1

2BEB D FUFISEERERE, RUD—tY MHFAZ7ORNILD SPEAPZEIICL KL 1=
2 - BRI PEAP

v a EEOSA7OTDEMER< E. TPEAP is not allowed in the Allowed Protocols
EVWSTIT—XAYvE—IHNFRRENET,

Event

Failure Reason

Ensure that the PEAP protocol is allowed by ISE in Allowed

Resaolution
Protocols.

The client's supplicant sent an EAP-Response/NAK packet
rejecting the previously-proposed EAP-based protocol, and
requesting to use PEAP instead. However, PEAP is not allowed
in Allowed Protocols.

REoot cause

Username Iseiscool

ZA7O7FHMLR— K~

CHIT—IHRICERTEXT, BRI BICIE. Policy > Policy Elements > Authentication >
Allowed Protocols D JEICEBEILE T, 77> 32 Alow PEAPHEMIZE > TWRAESH ZHER
LET,



Policy « Policy Elements

Dictionaries Conditions Results

it Allow EAP-TLS

Authentication | '| Allow Authe tion of expired certificates to allow certificate renewal in Authorization Policy
Allowed Protocols |_J Enable Stateless Session Resume

Session ticket time to live
Hours

Authorization » Proactive session ticket update will occur after 90 % of Time To Live has expired

Allow LEAP

Prafili
At [ Allow PEAP

Postura PEAP Inner Methods
Allow EAP-MS-CHAPv2

SantExorie oDy = Allow Password Change Retries 1 (Valid Range 0 to 3)

Allow EAP-GTC

Allow EAP-TLS

[ ,| Allow Authentication of expired certificates to allow certificate renewal in Authori

Allow Password Change Retries 1 (Valid Range 0 to 3)

cryptobinding TLV

[ Allow PEAPYO only for legacy clients

Allowed Portcolstzo> 3>
IFEHDFUF . T RKRAMNISERIREZERALEWES, RN KBLET,

ZATOOFBIIBBHLET., KMULREOLI—RZREL, S4707 0FM=®E
£



Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Failure Reason

Resolution

Root cause

Username

Z4 707 04

2024-04-20 04:37:42.007
2024-04-20 04:37:42.007

ISE PSN

Check whether the proper server certificate is installed and
configured for EAP in the Local Certificates page (
Administration > System > Certificates > Local Certificates ).
Also ensure that the certificate authority that signed this server
certificate is correctly installed in client's supplicant. Check the
previous steps in the log for this EAP-TLS conversation for a
message indicating why the handshake failed. Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information.

PEAP failed SSL/TLS handshake because the client rejected
the ISE local-certificate

iseiscool

IV RERAD R, PEAPR R OBYIZEATRIAAZEEZEESLTVET,

COEBEBRERTBICE. BENFrREL EWindowsT > KR4 NT, ISEREAEICERL &
CAF T —> A"Windowstz 7 < 3 >»Manage User Certificates > Trusted Root Certification
Authorities & 7z IFManage Computer Certificates > Trusted Root Certification Authorities|Z & &

EETERLET,

WindowsDBZE/N—THRET B E, WindowsTF/NA ALETZOBREIIVIZTIEATEE

ER



& Manage computer certificates

&% Manage file encryption certificates

Windows#& &R/N\— DR
BUISETCPA V7Y=L (NTYRF¥*¥TF+)

NZTN22A—F42T0TRE, NTYRNEYTFYRHHFFARTT, ISELSEENTY M
Y7FvZE, INTO/—RELT/—ROEEDAI U ER—T I/ ATRETEEXT,

cDY—=IIZT Ot ATSICIE. Operations > Diagnostic Tools > General Tools > TCP Dump®
JEIZEIRL ET,

Operations « Troubleshoot

Diagnostic Tools Download Logs Debug Wizard
Genaral Tools

TCP Dump

The TCP Dump utility page is to monitor the contents of packets on a network interface and troubleshoot problems on the network as they appear

>t

Host Name Network Intaerface Filter File Name Repository File 5... Number

TCP Dumpto> 3>

pcapDFREZHAKR TS ICIE, AddREZ>ZVUYILET,



> New

Add TCP Dump

Add TCP Dump packet for monitoring on a network interface and troubleshoot problems on the network as they appear.

Host Name
ISE PSN

Metwork Interface

GigabitEthernet 0 [Up, Running]

Filter

E.g: ip host 10.77.122.123 and not

10.177.122.119

File Name

ISEPCAP

TCPE > 7 DERK



Repository

File Size
10

Limit to
1

Time Limit
5

Minute(s)

(] Promiscuous Mode

TCP Dumpt o3>

ISETpcapZERTBICIE. XRDT—RZANTRIHBENHYNET,

s pcapZEU B TR UXEN BB/ —RZBERLET,

« pcaplcERAENBISE/ —RAVEA—TIA A%ZBRLET,

s BEDKRZ 74V I RFYTFYIRIMENHDEHEEE. 71N 2%ZFEHALET, ISETR
W< 22 DBlZERLET,

« pcapll BB ZNFITET. O FVATE., ISEPCAPZFERALEL 1=,

« DRZRNVZBIRLET, VRDZNUNMBRENTVEVES, Fv7F v FISEQA—HI
FAAVILREEN, GUINSHATIO—RTEET,

« T, BEICHUT, pcap7 7PAILOH A X EEZELET,

s REILWUTEBOT7 7MLV EFERTZ D, pcapNF 77 AN A X2BZDE., TDE
CHLWI7 7AINERENET,

« BE(ZBUT, pcap®D RS 71V IDF+7FrEEEERLET,

B#&IC, Save’lRZZ# UV OLET,



TCP Dump

The TCP Dump utility page Is to monitor the contents of packets on a network interface and troubleshoet problems on the network as they appear
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Network Interface T Repository Flle 5.. Numberof.. TimeLUmit Promiscuous M... Status

EfFHN TELS, pcapZiBEIRL, StartRR>Z0VYILET,
StartZ V)Y V9% &, StatusFIHFRUNNINGIREEICED VY E T,

SE:PCAPA'RUNNINGIREEQ EZ(C, BEORLELTVBRSFUARF Y TF Y ITIHE
NH2HEZERLET, TT7TT2E. RADIUSOEM. Hh/NtE— 3> FPCAPICEK
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PCAPOETHIZMERTF—RZEFYTFYLES, pcapdL U232 RTLET, £85—FE
BIRL T, Stop 2 )Y OILET,
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KV FHBBOMIVERIZE, ISERBEDARVNZRAETDOOEAZLAR—MZRHEL
xY,

chszZzRDF%IC, Operations > Reports > Reports > Endpoints and UsersD JEICEBE L &9

o
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State: current UP, duration 2876s, previous duration Os

Dead: total time Os, count O

Platform State from SMD: current UP, duration 2876s, previous duration Os
SMD Platform Dead: total

time Os, count O

RADIUS: 1id 1, priority 1, host 10.88.240.80, auth-port 1645, acct-port 1646, hostname

Platform State from WNCD (1) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (2) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (3) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (4) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (5) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (6) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (7) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (8) : current UP, duration 3015s, previous duration Os

WNCD PTatform Dead: total time Os, count OUP

Quarantined: No

Authen: request 11, timeouts 0, failover 0, retransmission O
Response: accept 1, reject 0, challenge 10
Response: unexpected 0, server error 0, incorrect 0, time 33ms
Transaction: success 11, failure 0O
Throttled: transaction 0, timeout 0, failure O
Malformed responses: 0
Bad authenticators: 0
Dotlx transactions:
Response: total responses: 11, avg response time: 33ms
Transaction: timeouts 0, failover 0O
Transaction: total 1, success 1, failure O
MAC auth transactions:
Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0O
Transaction: total 0, success 0, failure O

Author: request 0, timeouts 0, failover 0, retransmission O
Response: accept 0, reject 0, challenge 0
Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure O
Throttled: transaction 0, timeout 0, failure O
Malformed responses: 0
Bad authenticators: 0
MAC author transactions:
Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0
Transaction: total 0, success 0, failure O

Account: request 6, timeouts 4, failover 0, retransmission 3

Request: start 1, interim 0, stop O
Response: start 1, interim 0, stop O

Response: unexpected 0, server error 0, incorrect 0, time 27ms
Transaction: success 2, failure 1

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0



Elapsed time since counters last cleared: 47m
Estimated Outstanding Access Transactions: 0

Estimated Outstanding Accounting Transactions: 0
Estimated Throttled Access Transactions: 0

Estimated Throttled Accounting Transactions: 0

Maximum Throttled Transactions: access 0, accounting 0O

Consecutive Response Failures: total O
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O
IOSD Platform : max O, current O total O

Consecutive Timeouts: total 3
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O
IOSD Platform : max 3, current O total 3

Requests per minute past 24 hours:
high - 0 hours, 47 minutes ago: 4
Tow - 0 hours, 45 minutes ago: 0O
average: 0

Router>

8-2IR—RNDAT—R A, #illl. v 3aVICEATNATVWAACL, REFE., ESICKILDER
Z &9 BICIE. show authentication sessions interface <interface where the laptop is attached>
details IN > REFERALET,

Router#show authentication sessions interface gigabitEthernet 0/1/0 details
Interface: GigabitEthernet0/1/0

IIF-ID: Ox01D9BEFB

MAC Address: 8c16.450d.f42b

IPv6 Address: Unknown

IPv4 Address: Unknown

User-Name: 1iseiscool

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Common Session ID: 22781F0A0000000C0777AECD
Acct Session ID: 0x00000003

HandTe: 0x0a000002

Current Policy: POLICY_Gi0/1/0

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Server Policies:
Method status Tist:
Method State

dotlx Authc Success

Router#



8-37O0—NINA274F21L—>3Ilaaalc BERZRINTOIAN Y RIHDCEZHERTSIC
l&. show running-config aaaZ=21TL £ 9,

Router#sh run aaa

!

aaa authentication dotlx default group ISE-CLUSTER

aaa authorization network default group ISE-CLUSTER

aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
!

aaa server radius dynamic-author

client <A.B.C.D> server-key Cisc0123

!

!

radius server COHVSRADISEO1-NEW

address ipv4 <A.B.C.D> auth-port 1645 acct-port 1646
timeout 15

key Cisc0123

!

!

aaa group server radius ISE-CLUSTER

server name COHVSRADISEO1-NEW

aaa nhew-model

aaa session-id common
1
1

Router#

8-4E 51 DMERMBZ IV Ri&, test aaa group radius server <A.B.C.D> iseiscool VainillalSE97
legacy T,

Router#test aaa group radius server <A.B.C.D> iseiscool VainillaISE97 legacy
User was successfully authenticated.

Router#

9-RY ND—=OFNAABEOTNY T

 debug dotix all : ¥ X T DdotIx EAPX Y +—J & RRLET

« debug aaa authentication:AAAT7 77— a U S ORBIATNY TBEHREZRRLET

« debug aaa authorization:AAAZRRI O F/NY JEHRERRLET

- debug radius authentication : Z2REAIC. ZORJLLARILOTIOT1ET 1 ICE T S5
BHRERMBLET



« debugradius : ZARILLARILOTOTAETAICET3FMABERZRELET

BYIE 5 2

« DRAADT IV ANYR—bEHXDO—R



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



