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https://xrdocs.io/programmability/blogs/OpenConfig-gNMI/
https://xrdocs.io/programmability/blogs/OpenConfig-gNMI/
https://xrdocs.io/programmability/blogs/OpenConfig-gNMI/

T2YRT7A—LIKFLEVAETT, COFETRE, EUVIVIANIRENFHGYVET,

7E:gRCP & Proto BUff OFFMIIC D W T, ROV D20y OLTLEZV, grpe
Guideo

Cisco 10S XRT DgNMIEARFLE

R, W—ZOEFREZRLET,

RP/0/RSP0/CPUO:XR(config)#grpc
RP/0/RSPO/CPUO0:XR(config-grpc)#address-family 1ipv4
RP/0/RSPO/CPUO0:XR(config-grpc)#max-request-total 256
RP/0/RSPO/CPUO0:XR(config-grpc)#max-request-per-user 32

grpc
address-family ipv4
max-request-total 256
max-request-per-user 32


https://grpc.io/docs/guides/

A AR—KNEFE, REICESVWTIRETEET, 74T, TLSEFEABTICKRET
EET, FHEICOVTIE, 5740022 v UL TL &\, github - grpc getting started

NUF—RELTOpYANG

PYANGI&, PythonTiEiRE NEYANG/NU F—RTF, CDOPythonBZ 475Uk, YANGETF
LNOFIVvOE, EFINZHD LETRIALEET,

RFIXZNEYANGRFIXY MERKICETIBZICEK, IVEI—RICRBRREZERT S
CEEBBHLET,

RAIBETvenvRFIX > KN EETTBES

DNTRZERTITIRENHYET,


https://github.com/CiscoDevNet/grpc-getting-started
https://github.com/mbj4668/pyang
https://github.com/mbj4668/pyang
https://docs.python.org/3/tutorial/venv.html
https://docs.python.org/3/tutorial/venv.html

python -m venv <name of the directory>

] ( MacOSiwR ) :

% mkdir test

% cd test

% python3 -m venv virtual_env
% 1s

virtual_env

PYANGZ C DRBIRIBcAICA VAN —ILULTFA LI NVICEEY)FH, ROFIEZETLET,

% cd virual_env

% git clone https://github.com/mbj4668/pyang.git
% cd pyang

% pip install -e .

COTFEVARL—23 2 TR, python3 pipAERAENTHEY), pipinstall -eZFKITT S &,
venv:source <virtual environment directory>/bin/activate ( MacOSMD5H& ) N7 I 7 4 7Y &
C

% source virtual_env/bin/activate

% python3 -m pip install pyang
Collecting pyang
Downloading pyang-2.6.0-py2.py3-none-any.whl (594 kB)
| I | 5o+ kB 819 kB/s
Collecting 1xml
Downloading 1xml-5.1.0-cp39-cp39-macosx_11_0 arm64.whl (4.5 MB)
| I, 45 B 14.2 MB/s
Installing collected packages: 1xml, pyang
Successfully installed 1xml-5.1.0 pyang-2.6.0

% pyang -h
Usage: pyang [options] [<filename>...]

Validates the YANG module in <filename> (or stdin), and all its dependencies.

Options:
-h, --help Show this help message and exit
-v, --version Show version number and exit

<snip>



PYANGH' /4 2 AR—ILEh, BELTVWARET, EFIOFITVO—-REZHEITLET,

RD) > T, Cisco IOS XRTHE T2 TN THOEFTIL(Cisco IOS XREFILVETRLE T,

ROA—RUOEFERALT, COTEFI)NZvenvTFaA LI KNU(lgitcloneTd & aBEHLF
9, https://github.com/YangModels/yang.git

FohF, REBREET VT A JLLIERETRETEhE A,

% git clone https://github.com/YangModels/yang.git

Cloning into 'yang'...

remote: Enumerating objects: 54289, done.

remote: Counting objects: 100% (1910/1910), done.

remote: Compressing objects: 100% (323/323), done.

remote: Total 54289 (delta 1643), reused 1684 (delta 1586), pack-reused 52379
Receiving objects: 100% (54289/54289), 116.64 MiB | 8.98 MiB/s, done.
Resolving deltas: 100% (42908/42908), done.

Updating files: 100% (112197/112197), done.


https://github.com/YangModels/yang
https://github.com/YangModels/yang
https://github.com/YangModels/yang
https://github.com/YangModels/yang
https://github.com/YangModels/yang

REBREZBET VT 171 L., XM I'Jpyang -f tree yang/vendor/cisco/xr/711/Cisco-10S-
XR-ifmgr-cfg.yangZ 57 AR L& T,

(virtual_env) % pyang -f tree yang/vendor/cisco/xr/711/Cisco-I0S-XR-1ifmgr-cfg.yang
yang/vendor/cisco/xr/711/Cisco-I0S-XR-ifmgr-cfg.yang:5: error: module "Cisco-I0S-XR-types" not found in
yang/vendor/cisco/xr/711/Cisco-I0S-XR-ifmgr-cfg.yang:8: error: module "cisco-semver" not found in searc
module: Cisco-I0S-XR-ifmgr-cfg

+--rw global-interface-configuration

|  +--rw link-status? Link-status-enum

+--rw interface-configurations

+--rw interface-configuration* [active interface-name]
+--rw dampening

| +--rw args? enumeration
+--rw half-1ife? uint32
+--rw reuse-threshold? uint32
+--rw suppress-threshold? uint32
+--rw suppress-time? uint32
+--rw restart-penalty? uint32

|
|
|
|
|
+--rw mtus
|  +--rw mtu* [owner]
|
|

+--rw owner xr:Cisco-ios-xr-string
+--rw mtu uint32
+--rw encapsulation
| +--rw encapsulation? string
| +--rw capsulation-options? uint32
+--rw shutdown? empty
+--rw interface-virtual? empty
+--rw secondary-admin-state? Secondary-admin-state-enum
+--rw interface-mode-non-physical? Interface-mode-enum
+--rw bandwidth? uint32
+--rw link-status? empty
+--rw description? string
+--rw active Interface-active

+--rw interface-name xr:Interface-name
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X U—=T70OF—2EREStringRuint32O XS IZB 2> TWETH, I—MTRRZDOER
FERRENhFHA. GETRSETHEDRIER., ChSOEOEREB/EHFERATTI,
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% pyang -f tree yan2/vendor/cisco/xr/711/Cisco-I0S-XR-ifmgr-cfg.yang yan2/vendor/cisco/xr/711/Cisco-I0
module: Cisco-I0S-XR-1ifmgr-cfg
+--rw global-interface-configuration
|  +--rw link-status? Link-status-enum
+--rw interface-configurations
+--rw interface-configuration* [active interface-name]
+--rw dampening

| +--rw args? enumeration
+--rw half-1ife? uint32
+--rw reuse-threshold? uint32

+--rw suppress-threshold? uint32
+--rw suppress-time? uint32



| +--rw restart-penalty? uint32
+--rw mtus
|  +--rw mtu* [owner]

| +--rw owner xr:Cisco-ios-xr-string

| +--rw mtu uint32

+--rw encapsulation

| +--rw encapsulation? string

| +--rw capsulation-options? uint32

+--rw shutdown? empty

+--rw interface-virtual? empty

+--rw secondary-admin-state? Secondary-admin-state-enum
+--rw interface-mode-non-physical? Interface-mode-enum
+--rw bandwidth? uint32

+--rw link-status? empty

+--rw description? string

+--rw active Interface-active
+--rw interface-name xr:Interface-name

+--rw ipvé4-io-cfg:ipv4-network
| +--rw ipv4-io-cfg:bgp-pa
| +--rw ipvé4-io-cfg:input
| +--rw ipvé4-io-cfg:source-accounting? boolean
| +--rw ipvé4-io-cfg:destination-accounting? boolean
+--rw ipvé4-io-cfg:output
+--rw ipv4-io-cfg:source-accounting? boolean
+--rw ipv4-io-cfg:destination-accounting? boolean

--rw ipv4-io-cfg:verify
+--rw ipvé4-io-cfg:reachable? Ipv4-reachable
+--rw ipvé4-io-cfg:self-ping? Ipv4-self-ping
+--rw ipvé4-io-cfg:default-ping? Ipv4-default-ping
--rw ipv4-io-cfg:bgp
+--rw ipvé4-io-cfg:qppb
| +--rw ipv4-io-cfg:input
| +--rw ipvé4-io-cfg:source? Ipv4-interface-qppb
+--rw ipv4-io-cfg:flow-tag
+--rw ipvé4-io-cfg:flow-tag-input
+--rw ipvé4-io-cfg:source? boolean
+--rw ipvé4-io-cfg:destination? boolean
--rw ipv4-io-cfg:addresses

+--rw ipvé4-io-cfg:secondaries

| +--rw ipvé4-io-cfg:secondary* [address]

| +--rw ipvé4-io-cfg:address inet:ipv4-address-no-zone
[ +--rw ipv4-io-cfg:netmask inet:ipv4-address-no-zone
[ +--rw ipv4-io-cfg:route-tag? uint32

|
|
|
|
|
+
|
|
|
+
|
|
|
| +--rw ipv4-io-cfg:destination? Ipv4-interface-qppb
|
|
|
|
+
|
|
|
|
|
|  +--rw ipvé4-io-cfg:primary!
|
|
|
|
|

| +--rw ipvé4-io-cfg:address inet:ipv4-address-no-zone
| +--rw ipv4-io-cfg:netmask inet:ipv4-address-no-zone
| +--rw ipv4-io-cfg:route-tag? uint32

+--rw ipv4-io-cfg:unnumbered? xr:Interface-name

+--rw ipvé4-io-cfg:dhcp? empty

+--rw ipv4-io-cfg:helper-addresses
| +--rw ipv4-io-cfg:helper-address* [address vrf-name]

| +--rw ipv4-io-cfg:address inet:ipv4-address-no-zone
| +--rw ipv4-io-cfg:vrf-name xr:Cisco-ios-xr-string
+--rw ipvé4-io-cfg:forwarding-enable? empty

+--rw ipvé4-io-cfg:icmp-mask-reply? empty

+--rw ipv4-io-cfg:tcp-mss-adjust-enable? empty
+--rw ipv4-io-cfg:ttl-propagate-disable? empty
+--rw ipvé4-io-cfg:point-to-point? empty
+--rw ipv4-io-cfg:mtu? uint32
+--rw ipv4-io-cfg:ipv4-network-forwarding

+--rw ipvé4-io-cfg:directed-broadcast? empty



+--rw ipvé4-io-cfg:unreachables? empty
+--rw ipvé4-io-cfg:redirects? empty

<MY I') Tl. Cisco-I0S-XR-ifmgr-cfg.yang & Cisco-I0S-XR-ipv4-io-cfg.yang®D 22> O EFIL A
FAEN, IPUT RLAAV—-TELTRRENET,

7E: Tyang/vendor/cisco/xr/711/Cisco-I0S-XR-ifmgr-cfg.yang:5: error: module "Cisco-10S-
XR-types" not found in search pathy D&KSBITT—NFERRENDHEEEE, I RIC
—path=Z2EML T EE L,

CHhERTLTAVETDE, TRTOI—FHAINVIBETHEREERL, AREZEETEET
o HERE, ROUVIEIVYILET, ZOTIIIEUT ABREHA K
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https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/programmability/78x/b-programmability-cg-8000-78x/use-grpc-protocol-to-define-network-operation-with-data-models.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/programmability/78x/b-programmability-cg-8000-78x/use-grpc-protocol-to-define-network-operation-with-data-models.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/programmability/78x/b-programmability-cg-8000-78x/use-grpc-protocol-to-define-network-operation-with-data-models.html
https://github.com/njpatel/grpcc/blob/master/README.md
https://github.com/njpatel/grpcc/blob/master/README.md
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gNMIDEE, TRNUZRETIHEICIVI) ZHBDITIMLENFBYVERT, BEALEDAPIERD
KRDICREVYNET,

 gnmic®) &
« grpcc® B
+ gRPC

IAXT, L—FPERLEIS—Z2XRRLET,
1

"cisco-grpc:errors": {

"error": [
{
"error-type": "application",
"error-tag": "operation-failed",
"error-severity": "error",
"error-message": "'YANG framework' detected the 'fatal' condition 'Operation failed'"
}
1
}
}
FE
"error": [
{
"error-type": "application",
"error-tag": "operation-failed",
"error-severity": "error",
"error-path": <path>,
"error-message": "'sysdb' detected the 'warning' condition 'A verifier or EDM callback function returne
}
]

ChoR7ZYRTA—LAILKETZIIZ—THY ., L—RICB2TFIVITRILENHYE
T, JIVDOINY RZCLIBHTIL— X TERITTED L ZHABID L ZHRLE T,

CDRALTNDIS—, £1ECiscolOSXR7'SY R T7#—AICEETZZEOMOIS—ICDOWVT
. ROBEHRETACEHBLET,

- FRAETND VI &8BE:



{
"Cisco-I0S-XR-ifmgr-cfg:interface-configurations™:
{ "interface-configuration": [
{

"active": "act",

"interface-name": "LoopbackQ",

"description": "LOCAL TERMINATION ADDRESS",

"interface-virtual": [

null

1,
"Cisco-I0S-XR-1ipv4-io-cfg:ipv4-network": {
"addresses": {
"primary": {
"address": "172.16.255.1",
"netmask": "255.255.255.255"

- RRENBIS— (LRBOEE),
« RO RERFLET,

show grpc trace all

DTV EMENTARNL, Tshowgrpctracealls IX > RZE#EV)IRLET,
IZ5—E@FNUFPRNETIYN, BABEZERITZDUEMOHZ IR—F 2 NERRENET,
Bl

« ['sysdb' detected the 'warning' condition 'A verifier or EDEDM callback function returned:
'notfound's : COIT—E., L—XTZO7OEAMADshowtechdAN > RZPRETS 1o
ICAEZsysdblc DWTHBALTWET,

RDOPIE, IT5—%RTshow tech for sysdb 7O RAZERLTVWET,

show tech-support sysdb

CcOHEITE, ITZ7—ICE2>TAVAR—FRVPNEIT—HFRRIENTVET, XRREhTV
2T 5—I\_B9ET S A AEME D & B show tech-support DB ZE TN TUREL T EE LY,

«  T'YANG framework' detected the 'fatal' condition 'Operation failed' : O L Z—Tlk, JL—
ATO7OCARRKRRENERA, 2FY, EFLTIIUNRBRLTVREVNSZETT
o COERZETACICEMHL., XML TVAAEMOHE7OLAZEREL TSEEZL,



COBEHZREL S, ROOAX REY MEEMULET,
XRVMTARDFIEZRXRTLET,

show tech-support tctcpsr (RRL N> R )

show tech-support grpcc ( ATEERIBE )

show tech-support gsp1~¥ > R

show tech-support
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