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—@FL—F A TEND
A 714F1L—>3>
vSmart7/R > —

F—RRY—

vSmart-1# show running-config policy
policy
data-policy _VPN10_sig-default-fallback-to-routing
vpn-list VPN10
sequence 1
match
source-data-prefix-list Default
!
action accept
count Count_26488854
sig
sig-action fallback-to-routing! ! default-action drop ! ! lists vpn-list VPN10 vpn 10 ! data-prefix-list Default ip-prefix 0.0.0.0/0 ! site-list
Site300 site-id 300 !'!'!

RV —0iEH

vSmart-1# show running-config apply-policy
apply-policy
site-list Site300

data-policy _VPN10_sig-default-fallback-to-routing all
1

vSmart’R 2 — DR —E IS —ZER T S3HFEE. [Fallback to Routing] FI Y IRy U X%
FICLT, AVE—FXYNIEBENBIRNT T4V 0%, IXTDSIGRRIUNFATIL I
/& ZCisco SD-WANF—N—L A ZNLTIN—FT 12T LET,



E Custom Data

T

(+) Sequence Rule Drag and drop to re-arrange rules

0 Accept () Drod >

Protacol IPvd * timization Loss Correction TLOC VPN

. Secure Internet Gateway

Match Conditions Actions
Source Data Prefix List A Accept Enabled
DEFAULT x M
Counter Name =
Source: COUNT
IP Prefix
Secure Internet Enabled b4

D Fallback to Routing

Cance Save Match And Actions

UITFallback to Routing7 7> 3 > A"BIRE h TWBIFE . action accept® T M &’ JE I- fallback-to-
routing & sig-action B IE hE ¥,

cEdge T DTSR
RUS—

Site300-cEl#show sdwan policy from-vsmart

from-vsmart data-policy _VPN10_sig-default-fallback-to-routing

direction all vpn-list VPN10 sequence 1 match source-data-prefix-list Default action accept
count Count_26488854 sig sig-action fallback-to-routing default-action drop from-vsmart lists vpn-list
VPN10 vpn 10

from-vsmart lists data-prefix-list Default

ip-prefix 0.0.0.0/0

Confirm

pingZEAL T, RTZT7 AV ININ—TFT A2 TEhTVBR L ZHIELET,

Site300-cE1# ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 5/6/9 ms
Site300-cEl#

show sdwan policy service-path Y > RZFERAL T, RS 71V IONBRIDEFEEND/NA
EWERTEERD,



Site300-cEl# show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 6 all
Number of possible next hops: 1
Next Hop: Remote
Remote IP: 0.0.0.0, Interface Index: 29

Site300-cEl# show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 17 all
Number of possible next hops: 1
Next Hop: Remote
Remote IP: 0.0.0.0, Interface Index: 29

T—RRV—HI2 2OWHE

&#IC. Y2 Rclear sdwan policy data-policyzfEAAL THV 220U F L, 0N SHBLE
¥, show sdwan policy data-policy-filter 1¥ > REFEAL T, WUV RDEZRIRTEXT,

Site300-cEl#clear sdwan policy data-policy

Site300-cEl#show sdwan policy data-policy-filter _VPN10_sig-default-fallback-to-routing
data-policy-filter _VPN10_sig-default-fallback-to-routing
data-policy-vpnlist VPN10

data-policy-counter Count_ 26488854

packets 0

bytes 0

data-policy-counter default_action_count

packets 0

bytes 0

pingZEAL T, SIGRYRIBHTIL—FTIVITBFEONTY REVWK DPREELET,

Site300-cE1# ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 5/7/11 ms
Site300-cEl#

show sdwan policy data-policy-filterA~¥ > RZFEAL T, ICMPNT Y N F—ZKRD > —>—7F
VACEYRNTBREEBRLET,

Site300-cEl#show sdwan policy data-policy-filter _VPN10_sig-default-fallback-to-routing
data-policy-filter _VPN10_sig-default-fallback-to-routing
data-policy-vpnlist VPN10

data-policy-counter Count_26488854

packets 5

bytes 500

data-policy-counter default_action_count

packets 0

bytes 0

Ny bMRL—=A

LW=2TNTY NCANRCDHD ZEBBITDLHONTY RRL—AZRELET,

Site300-cEl#show platform packet-trace summary
Pkt Input Output State Reason



12 INJ.2 Gil FWD

13 Tul00001 internal0/0/rp:0 PUNT 11 (For-us data)
14 INJ.2 Gil FWD
15 Tul00001 internal0/0/rp:0 PUNT 11 (For-us data)
16 INJ.2 Gil FWD
17 Tul00001 internal0/0/rp:0 PUNT 11 (For-us data)
18 INJ.2 Gil FWD
19 Tul00001 internal0/0/rp:0 PUNT 11 (For-us data)
20 INJ.2 Gil FWD
21 Tul00001 internal0/0/rp:0 PUNT 11 (For-us data)

NTry M2

NTY M2ASDODAZRY NE, F—BRUVZ—DORNZ T4V IEY N—T2A1%ZRL,
SIGICUA AL I RhEhET,

Feature: SDWAN Data Policy IN

VPN ID : 10

VRF 1

Policy Name : sig-default-fallback-VPN10 (CG:1)
Seq 1

DNS Flags : (0x0) NONE

Policy Flags : 0x10110000

Nat Map ID : 0

SNG ID : 0

Action : REDIRECT_SIG Success 0x3

Action SECONDARY_LOOKUP Success

HOA>2— 7147\0))UJ)L‘7'7_"77£$ RARIWNAVE—TIA A (WE) ZRLTVE
ERD

Feature: IPV4_INPUT_LOOKUP_PROCESS_EXT

Entry : Input - 0x81418130
Input : internal0/0/rp:0
Output : Tunnell00001

Lapsed time : 446 ns

IPSecBEBLDE, ANAVE—TIAALLTF—ENADEIET,

Feature: IPSec
Result : IPSEC_RESULT_SA
Action : ENCRYPT
SA Handle : 42
Peer Addr : 8.8.8.8
Local Addr: 10.30.1.1

Feature: IPV4_OUTPUT_IPSEC_CLASSIFY

Entry : Output - 0x81417b48
Input : GigabitEthernetl
Output : Tunnell00001

Lapsed time : 4419 ns
=B MOVD2ADT U2 3a>z2RTLTH S, GigabitEthernetl 4 > X —T7 T A4 AIC/NT Y
HEELETD,

Feature: MARMOT_SPA_D_TRANSMIT PKT
Entry : Output - 0x8142f02c
Input : GigabitEthernetl
Output : GigabitEthernetl



Lapsed time : 2223 ns

NTry M3

IL—2E@FJE—NIP@B.888)MSshEZZFELETH, tHiHDOutput: <unknown>IC RENTWD
K5I, HENFThZEBITHDOL DA SKEVIRETT,

Feature: IPV4 (Input)

Input : Tunnell00001
Output : <unknown>
Source : 8.8.8.8
Destination : 10.30.1.1
Protocol : 1 (ICMP)

Feature: DEBUG_COND_INPUT_PKT
Entry : Input - 0x813eb360
Input : Tunnell00001
Output : <unknown>

Lapsed time : 109 ns

NTY NEREBRICERE D0, L—RICK2THEE N, HHik<internal0/0/rp:0>& L T
RRENET,

Feature: INTERNAL_TRANSMIT_PKT_ EXT

Entry : Output - 0x81l3ebebc
Input : Tunnell00001
Output : internal0/0/rp:0

Lapsed time : 5785 ns
D&, NTY MMECisco IOSAZ7’OEARIZNY REh, NTY NIRTBIT O IavHFREgEh
¥9, VRF10OO—ANA2Z—T7IT4AADIPF RL AlF10.30.1.1TT,

1

IOSd Path Flow: Packet: 13 CBUG ID: 79
Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnell00001

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnell00001

Feature: IP
Pkt Direction: IN
CONSUMED Echo reply

Source : 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnell00001

7x=)ILINY OY—=I—TFT 12T DR

Biz-Internet T & % Transport Interface(TLOC)(GigabitEthernet!) T, BB v v NA DO &FRAL



T7I—)IA-N—%>Z21L—hTEXRT, A20F2—FYMIEHEZTLTVS,

GigabitEthernet2:MPLS TLOCIEUP/UPT A", 41 X —X v hNERHIEHV EE A, HIHAT—
X A&, show sdwan control local-properties wan-interface-listd tH h THFRETE X9,

Site300-cEl#show sdwancontrollocal-properties wan-interface-list

PUBLIC PUBLIC PRIVATE PRIVATE
PRIVATE MAX RESTRICT/ LAST SPTI TIME
NAT VM
INTERFACE Ipv4 PORT Ipvd IPv6
PORT VS/VM COLOR STATE CNTRL CONTROL/ LR/LB CONNECTION REMAINING
TYPE CON REG
STUN
PRF ID
GigabitEthernetl 10.2.6.2 12346 10.2.6.2 e
12346 0/0 biz-internet down 2 yes/yes/no No/No 0:19:51:05
0:10:31:41 N 5 Default
GigabitEthernet?2 10.1.6.2 12346 10.1.6.2 e
12346 2/1 mpls up 2 yes/yes/no No/No 0:23:41:33

0:06:04:21 E 5 Default
show ip interface brief® tH 1A 5., GigabitEthernet1 1/ > X —7 I A Aldadministratively down&
RRENFET,

Site300-cEl#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.6.2 YES other administratively down down
GigabitEthernet?2 10.1.6.2 YES other up up

N> %&JL100001(&UP/DOWNIREET T,

Tunnel100001 10.2.6.2 YES TFTP up down

BEAR—ZY MEEANZVEZ®, VRF 10958888 \DEEMRUEARDONEXT,

Site300-cE1# ping vrf 10 8.8.8.8 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2
seconds: U.U.U Success rate is 0 percent (0/5)

show sdwan policy service-path1 Y > Ri&, DC ( F—X > Z— ) ICEAASOMPF 7 2 )L KNI
—N(T7F=NUNYIOV—=N—TFT142T ) FEAENDFETCHDEEZRLET,

A—AI)LIL—Z2DOMPLS TLOCIP7 RL Al%10.1.6.2T9,

Site300-cEl#show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 6 all
Number of possible next hops: 1
Next Hop: IPsec

Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color: mpls Remote Color: mpls Remote
System IP: 10.1.10.1

Site300-cEl#show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 17 all
Number of possible next hops: 1



Next Hop: IPsec

Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color: mpls Remote Color: mpls Remote
System IP: 10.1.10.1

On Umbrella’R— & )L

3 Total ) Viewing activity from Sep 20, 2022 7:16 PM to Sep 21, 2022 7:16 PM Results per page: 50 - 1-30f2
Request  ldentity Policy or Ruleset ldentity @ Destination IP Internal IP Action Protocol  Ruleset or Rule Date & Time

[ rw ] SITE300SYS1x1x30x1IFTunnel 10000 SITE300SYS1x1%30x1IFTunnel100001 8888 10.30.1 © Alowec CMP Default Rule (2085272) Sep 21,2022 711 PM
m SITE300SYS1x1x30x1IFTunnel 100001 SITE300SYS1x1x30x1IFTunnel 100001 8.888 10.30.1.1 ® Allowed ICMP Default Rule (2085272) Sep 21, 2022 7:02 PM
m SITE300SY31x1x30x1IFTunnel 100001 SITE300SYS1x1x30x1IFTunnel100001 8.888 10.30.1.1 & Allowed ICMP Default Rule (2085272) Sep 21, 2022 5:16 AM

FET—2 KUZ—0fH

—RNBEET—R RIZ—DHl,

data-policy _VPN10_SIG_Fall_Back vpn-list VPN10 sequence 1 match app-list Google_Apps source-ip 0.0.0.0/0 ! action accept sig
sig-action fallback-to-routing ! ! default-action drop

child, FEOY—AN S5Google Appsic—B L., BB HZDGEEEIL—TFT 12 TICT7 =)L\
vOLET,

R
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TO_HI YR—B & RF 1 X2 N —Cisco Systems



/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/centralized-policy.html#id_107620
https://www.cisco.com/c/ja_jp/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/ja_jp/support/index.html
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