1

SD-WANO> FOA—ZONTP7Y > I —>3
1—RZCD2WT

2E

BUHIC

BitR%

FEHYROAVR=—F b
S
.
Jd—R®D
3T
ERBEIRR

FL®IC

CORFIXZNTE, SD-WANOY NOA—FONTPT7 Y I—232AT—RA0— RZEH
TRHECODVTHALET,

AR SR

.« FRTOIAYRO—FOVPNORN Y RILA 2 Z—7 T4 ART. NTPH—E Z#allow-
service NpZHF AT E N TVBRENFHYWET, T—EAFFITEhTVEVESR, XOF
JEZzERAL TH—ERAZBEMICLET,

<tfroot>

config t

vpn 0

!

interface ethl
tunnel-interface

al | owservice ntp

|
commit

« IRXTOOAY NO—FTNTPAREET N TVWBHBENHV) ET, CLIEKEvManageT > 7
L—hEZFEALINTPZRETRICE. 2XORFIXRESRLTLSEZL,
s F—N—LAAOIXNTOANO—FEITXNTO/—RIE, BUNTPH—NZFEAL THE



UCAN/KEICREITIHLEN HYVET. BELDEMN/BEORER. FHEEOEY THE
ZEIERERCIAREMN B KT,

I CNTPOEREIZ DWTIE, TCisco VmanageZFERA L ENTPH—/NDEE S LT T
CLIZER L ENTPOEEE) 2B L TS EEL,



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/systems-interfaces.html#c-NTP-12298

I 4SO ICETAMEOFMICOVTIEE, FSD-WAN&IHEGEO RS 7L
A—FT A>T BSBLTLIEE,

FEATSIR—FU K

CORFIAIXRNE, ROVYTRNIDITFTEN—RIITTON—=23ICEIVTVWET,

« SD-WANO> hO—Z/N—232/20.9.3

CHORFIXNDERIE. BEDTABRBICHZDTF/NAAICETVWVTERENELE, COR
FAXRNTERIZITIXNTOTFT/NA AR, VT (FT7ZFI)IK ) BRETHEEZRHAL TVLE
T, ABEPOZTYRD—IUTR., BOAV UV RICK>TRCAD AN HZDEEE T OHELT
<kEEL,


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

CECL:

SD-WANI> hO—Z &, XY ND—=200Y VEBOLESHICERY NT—U24 470K
(NTPYH—/NCBERE B E A TEET. NTPR. 0% 3 L ABOEEARERHETS
User Datagram Protocol ( UDP ; 1—H#'F—&2JZ A7 O3 ) R—KMIZXR—AIZEEE h
TVWERT,

Viptela OSTI&. show ntp associations AN > RZFEATH &, ER7OCARICESETETEEI—
RARREN, BEIBMSNTVIEREICETIERNI BEEAET, AT —XAOEREREBE
WEBEONS TN 1—T1JICERTEET,

Gl

NTP7VYSII—232AT—RAICE, NTPREEORBRAFERZREDHF2DICRI DT EFETELE
NFRIENEITH, ABIHZEAIEEBRFIVDETT,

SF VA UNTPERAN EREICHEIE A, J—RIFE9%61aTT,

<#root>
vBond1#

show ntp associ ati ons

LAST

IDX ASSOCID
STATUS

CONF
REACHABI LI TY

AUTH

CONDI TI ON

yes

none



sys. peer

reachabl e

1

SFUAZNTPERARIE ATV LY, O—KA'8023TH%.

<#root>
vManage#

show ntp associ ations

LAST
IDX ASSOCID

STATUS
CONF

REACHABI LI TY

AUTH

CONDI TI ON

EVENT COUNT

yes
no
none

rej ect

nobi lize

1

BRRTFE



:l_

K DFR

SFIANBRO2ASHEBEENEChSOO—REZFEAL T, BHRZEABI MR AREZFERICE
MTEXRY,

s HRAONA hETI—R:

S TF U BELEI—KRIe1ah S, BHAO/NA NOE10+80 ( FIEAEET,

11—l

ntp.conf TExE
- F)A2BEL 10— R8023A 5.,

NEETEBRVWIEZEBKRLET,

ThTL3 ) &ERLET,

KA D/NA RBENTPH —/NAREEThTWD

d—R Xvt—2 S

08 best )i § ik

10 reach RABNEEARE

20 BRI RREA" B

40 CA1 ZBIERITET ok

80 config KENBETYI—>3>

.« FO—R2/NA N

- 2FUF BELEI—R1aN S, 2BBONA R6RRZATLAETTHDI L %

BEWRLET,
- DFUF2  MBLEI—R8023A S, 2EBO/NA NORREME L THEREEND L
BERLULET,
d—R XYvyt—2 T B
@5 & L THEE(TEST10-
A~
0 BaE(R) TEST13)
: (7f)7 IRERL SEAT LT LTHE
. F=7ILOF—=NN—70—-I_&
2 HiB(0) STHEENELL (RER)
DSARTIIAVAXALICEK?T
i -
3 AHO) WEE nELL
. BETILAVAXALICEK>TEF
4 sel_candidate +
ns
5 sel_backup ( /\ " INY 2 F v 7 (tos maxclockV
YHTFYT) —2EBxD)
5 s}_?lgsys.peer( E, S 2EAET
7 sel_pps.peer ( E’lo PPSET (BEETHNEMEIE




7 ) a)

« Decode third and fourth byte:3Z& B O/ 1 M, 4FBO/NA MAREL BT,

- 2FUF1BELEOI—-R1aN S, 3BEEELAFBRBO/NA Malk, TFNA AN —E
EOG2ATLAETFICB DI ZEBERLET,
- 2FUF2 BEELEO—R8023A'5, 3BEB E4FBD/NM R231F, NTPARES 1

. FETBET, BMELTHEES O, 2EFEORTHIKMLECEZEKRLE T,
d—RK XYy tE— A
01 B§ETD BEThHe
02 BREX 9 % BEMRENLES
03 FIETRE FEREY—N
04 FIZETRE H—/NEZEA]EE
05 restart TV I—-2a> B
H—N—"BO2hVEEA
\\Kf
06 BERL ( ntpdate®— K )
. . L—hEB8 (FAO—R
07 L— i RATE )
08 TOEAESR 7 9t AE A (kiss code DENY)
09 leap_armed H—/NLIJ— RH SLEAP
armed
0a sys_peer (E7 ) JATLETICKES
ob clock_event ( TXNTDAARY N TOOYIRAT—RAT—R
) e
Oc bad_auth ( 7 ZJ)L ) SORE D R B
0d Ry 7d—> RY 7= ANA VHIHIE
Oe A2 —=1)—7 _EF—R 1 2—=)—TFE—ROFEA
~ — ) — i = 2453
of (v8—U—7F IT5— ;75‘ J—7 IS (EEH




FENTPF7YSI—>32O—ROFMHEICOVTE. REC5905ZZ L TS EE W,

FEDH

« FUF1OIO—R%1alk, ROZEZERLET,

- NTPH—=/NIZEZETZ, ntp.conf (/N R9) TREETNTWVWS,
- CNBEATLET (/N1 K6) TT,
c DATLETICAE (N MENS ha) BYWEL

« FUA20—RB0231F, RO EZBRLET,

- NTPH—=NABREEATWVWSD Y, FEFEE (/N188),
cChE, AEM(NABNO) ELTRERRENIECEZERLET,

- ChiE. NTPAREZ h, FEFRET, BEMELTERE L, 2EFELISELTK
BMUECEZEBRLET, (/N1 b2&/X1L B3),


https://datatracker.ietf.org/doc/html/rfc5905
https://datatracker.ietf.org/doc/html/rfc5905

ERNZEIVR

chsMIN Rk, show ntp associationsiClz, NTPO KRS 7N 1—FT 1V JICEFERAT
EET,

« show ntp peer:Cisco SD-WANY 7 R I T7HFoOY U ZEHL TWANTPET7ICET 315
WERTLET,

« tcpdumpT A bitcpdumpT AR, AV RO—FENTPH—NOBETEZEENTWVWBANT
YN BHBDEZERITDDOICERTT,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



