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~  Advanced Settings

Primary Data-Center ©~ ®
Secondary Data-Center - ®
Zscaler Location Name @~

Authentication Required @j - Oon Off

XFF Forwarding @~ on Off
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5. ROY A XZ1—H» 5, WY& Cisco SIG CredentialsT> 7L — N &EBIRLE T,
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o

secure-internet-gateway
zscaler organization <removed>
zscaler partner-base-uri <removed>
zscaler partner-key <removed>
zscaler username <removed>
zscaler password <removed>

COBINS, BADNTIOTATIAZVNATHBIEFDAYET

<tfroot>

ha-pairs
interface-pair

Tunnel 100001 active
-interface-weight 1

Tunnel 100002 backup



-interface-weight 1
interface-pair

Tunnel 100011 active

-interface-weight 1
Tunnel 100012 backup

-interface-weight 1

crypto ikev2Z7’ O7 7 A ERI S —, TunnelIxxxxx THREDEHDA 2 Z—T T4 A, vrf
defination 65530, ip sdwan route vrf 1 0.0.0.0/0 service sigix &, ESICZL DERENBMENT
WET,

CNSNEEIFITNT, ZscalerzEAL i=IPSec SIGR RO —FTT,

ROBIE, RZRINAVER—TIAADRENEDLSICRREND N ZRLTVERT,

interface Tunnel100001
no shutdown

ip unnumbered GigabitEthernetl
no ip clear-dont-fragment
ip mtu 1400

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel mode ipsec ipv4

tunnel protection ipsec profile if-ipsecl-ipsec-profile
tunnel vrf multiplexing

FRENCiscoLY DII—RICERBICTY>1ehizs, OV REFAL TR IILFEBL TV
BDHESHZHBEBTERT,

<{froot>

Router#show sdwan secure-internet-gateway zscaler tunnels

HTTP

TUNNEL IF TUNNEL

RESP

NAME TUNNEL NAME ID FQDN TUNNEL FSM STATE

CODE

Tunne1100001 site<removed>Tunnel100001 <removed>  <removed> add-vpn-credential-info

200



Tunne1100002

200

site<removed>Tunnel1100002

<removeds> add-vpn-credential-info

http resp code 200" R RENBEVH S, NADT—REFLFN—KNF—F—ICBEITZBBEICET
LTWVWBEeZzEBEKRLET,

A2B—TITAADAT— R AZTEE

<{froot>

Router#

show ip interface brief

Interface
GigabitEthernetl
GigabitEthernet2
GigabitEthernet3
GigabitEthernet4
Sdwan-system-intf
Loopback65528

Loopback65530

NVIO
Tunnel?2
Tunnel3

Tunnel 100001

Tunnel 100002

IP-Address
10.2.234.146
10.2.58.221
10.2.20.77
10.2.248.43
10.10.10.221
192.168.1.1

192.168.0. 2

unassigned
10.2.58.221
10.2.20.77

10. 2. 58. 221

10. 2. 58. 221

OK?
YES
YES
YES
YES
YES
YES

YES

YES
YES
YES

YES

YES

Method
DHCP
other
other
other
unset
other

ot her

unset
TFTP
TFTP

TFTP

TFTP

Status

up
up
up
up
up
up

up

up
up
up

up

TR, OV RZEALEXT,

Protocol

up
up
up
up
up
up

up <<< This is the IP that you used or

up
up
up

up

up

RSYHD—DAT—RAZHRT S ICIE. show endpoint-tracker1¥ > R & & U'show endpoint-
tracker records N> RZETLET, chiF., RZYH—HAFRALTVBURLZHEZTH DI

RIUBEXT

Router#show endpoint-tracker

Interface Record Name
Tunne1100001 #SIGL7#AUTO#TRACKER
Tunne1100002 #SIGL7#AUTO#TRACKER

Router#show endpoint-tracker records

Status

Up
Up

RTT in msecs Probe ID Next Hop
194 44 None
80 48 None



Record Name Endpoint EndPoint Type Threshold(ms) Multiplier
#SIGL7#AUTO#TRACKER http://gateway.<removed>.net/vpnt API_URL 1000 2

RITTEDTOHDKRIAFRDESRY T,
VRFDIL—KAIPSech > RINZRA ML TVWBH 2RI S ICE, AOOXY REETL
£9,

show ip route vrf 1
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/65535]. Tunnel100002
[2/65535]. Tunnel100001
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

ESICHLLKKRATRICK, 12—V MI@ITTpingZRTL, RFT7 1Y IHNBBIBK
VBB IDINL—AIL—NERITLET,

<#root>
Router#

ping vrf 1 cisco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to <removed>, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 406/411/417 ms

<tfroot>

Routerl#

traceroute vrf 1 cisco.com

Type escape sequence to abort.

Tracing the route to redirect-ns.cisco.com (<removed>)
VRF info: (vrf in name/id, vrf out name/id)

1 I S

2

<The | P here need to be Zcaler |P>

195 msec 193 msec 199 msec

<The | P here need to be Zcaler |P>

200 msec

<The | P here need to be Zcaler |P>



199 msec *

IPsec{ > % —7 T 4 A%ZvManage GUIN SHREET % IZ (. Monitor > Device ( J— K20.6LA5]
) F 7= (& Monitor > Network ( 11— R20.6L487 ) ICBEILE T,

« JL—Z%iBIR L. Applications > InterfacesD JBIZEZIRL £,
s DPINBALRNT 74V 0 KRTLEY), BEBHEABRIEICHAZNAATBICE,
Tunnel100001& & ' Tunnel100002% i#R L £ 9,

[rerucancns ]
[ ]

T

NZ7ILZ1—hk
SIGRY LA BELTVEVEER, BEORS TS 1—F A VI FIBERCRLET,

F)E1:show sdwan secure-internet-gateway zscaler tunnels IV > REFEAL TIS—%2®ELF
¥, HAHA S, HTTP RESP Code 401V IzHE, RAICHEN BB ZRLTVET,

SIG CredentialsT> 7' L—hDEZEZEL T, NAD—RFLEFN—KRF—F—HNELLHES
HhERIBTEET,

<#root>
Router#

show sdwan secure-internet-gateway zscal er tunnels

HTTP

TUNNEL IF TUNNEL LOCATION

RESP



NAME TUNNEL NAME ID FQDN  TUNNEL FSM STATE ID LOCATION F

LAST HTTP REQ

CODE

Tunne1100001 site<removed>Tunne1100001 O tunnel-st-invalid <removed> Tlocation-ini
r eq- aut h- sessi on 401

Tunne1100002 site<removed>Tunne1100002 0 tunnel-st-invalid <removed> Tlocation-ini
r eq- aut h- sessi on 401

Tunne1100011 site<removed>Tunnel1100011 0 tunnel-st-invalid <removed> Jlocation-ini
r eqg- aut h- sessi on 401

Tunne1100012 site<removed>Tunnel1100012 0 tunnel-st-invalid <removed> Jlocation-ini
r eqg- aut h- sessi on 401

ESICTFNY T 250, ROONY RZBMICL, SIG, HTTP, LEFNZFYH—ICEHET
20Xy E—2%#mERLET,

debug platform software sdwan ftm sig

debug platform software sdwan sig

debug platform software sdwan tracker ( &1 —H=HH )

debug platform software sdwan ftm rtm-events ( 2&1—%EH )

RIZdebug AN ROH A ERLET,

<#root>
Router#

show logging | inc SIG

Jan 31 19:39:38.666: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:39:38.669: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:59:18.240: SDWAN INFO:

Tracker entry Tunnel 100001/ #SI GL7#AUTOYTRACKER st ate => DOWN

Jan 31 19:59:18.263: SDWAN INFO: Tracker entry Tunnell00002/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.274: SDWAN INFO: Tracker entry TunnellO0011/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.291: SDWAN INFO: Tracker entry Tunnell00012/#SIGL7#AUTO#TRACKER state => DOWN



N > Rshow ip interface briefZ2%21TL T, MR A > X—7 I A4 AProtocol ( up=E =&
down ) HRRENTVRIHLESHZRRELET,

<#root>
Router#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.234.146 YES DHCP  up up
GigabitEthernet2 10.2.58.221 YES other up up
Tunnel 100001 10. 2. 58. 221 YES TFTP up down
Tunnel 100002 10. 2. 58. 221 YES TFTP up down

ZscalerP L7 v )LICERBENA BV EZ2BRELES, FNAATTL—MHDSBSIGA 2 —
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T7Y2AFRETLES, SIGTY7L—RhZEAL, L—RIZTY221L&ET, COFETRE,
NRILFBIDSBERENET,
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