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Basic Configuration Tunnel MNAT VRRP ACL/QoS ARP BO2.1X Advanced

«  ADMANCED

Duplex @~

MAC Address @

1P MTU @

PMTU Discovery @~ on Off
Flow Control @~

TCP M35 @

Speed @~

Clear-Dont-Fragment @ On Off
Stang Ingress QoS @~

ARP Timeout @~

Autonegotiaton [0 Qn o
TLOG Extension @~ g0
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ICMPAICMPVE Redirect Disable @ On Off
GRE wnnel source IP [k
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Temgplate Name Site35_Tunnel_NoTlaxExt

Dascription Hite 35 TLOGC Tunned Gonfiguration No TLOG-Ex

Basic Cenfiguration Tunmel MNAT VRRP ACL/QoS ARP 802.1% Advanced

*  BASIC CONFIGURATION

Shutdown i~ Yes O Mo

Interface Name m~
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|
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Feature Template * Add Template * VPN Intarface Ethernet
Basic Configuration Tunnel MNAT VRRP ACL/QoS ARP B02.1X Advanced
o=
Tunnel Interface [ Q oOn Off
Per-tunnel Qos @~ On Off
Color = D
Restrict @~ On Off
Groups @ -
Border @~ On Off
Maximum Contral Connections @ -
vBond As Stun Server @ = On Off
Exclude Controller Group List @ =
wManage Connection Preference @~
Port Hop @~ On Off
Low-Bandwidth Link @~ On Off
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Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System P

Hostname

Name(vpn0_name)

Address(primary_WAN_next hop)
Address(tlocext_nexthop)

Interface Name(interface_tunm_notlocext)
Description(interface_description_tunn_notlocext)
IPv4 Address(interface_ip_tunn_notlocext)
Color{tlocext_color_value)

Interface Name(TLOC_NoTunnel_Interface)
Description(TLOC_MNoTunnel_lnterface_Description)
Py4 Address(TLOC_NoTunnel_Interface_IP)
Interface Name(primary_wan_interface)
Deseription({primary_wan_interface_description)
IPv4 Address(primary_wan_interface_IP)
Color(primary_WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID(system_site_id)

Generate Password

BOEFH

4 N35_vEdge2

complete
ISR1100-4GLTEGB-FGL2347LHTG
10.10.10.17
vEdge
Transport
10.201.237.1
192.168.30.5
gedi1
Tunnelinterface_NoTLOCExt
192.168.30.4/24
private2 v
geli2
TLOC_NaTunnelinterface
192.168.40.4/24
ae0f0
Primary WAN connection
10.201.237.120/24
privatel w
Sited5_vEdgel
10.10.10.17

35




Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System IP

Hostname

Name(vpn0_name)

Address(primary_\WAN_next hop)
Address(tiocext_nexthop)

Interface Mame(interface_tunn_notlocext)
Description{interface_description_tunn_notlocext)
IPvd Address(interface_ip_tunn_notlocext)
Coloritlocext_color_valug)

Interface Mame(TLOC_MoTunnel_interface)
Description(TLOC_NoTunnel_Interface_Description)
IPv4 Address{TLOC_NoTunnel_interface_IP)
Interface Mame(primary_wan_interface)
Description(primary_wan_interface_description)
IPva Addressiprimary_wan_interface_IP)
Color(primary_\WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID{system_site_id)

Generate Password

BOEFH?2

complete
ISR1100-4GLTENA-FGL2347LJ1G
10.10.10.19
vEdge
Transport
10.201.237.9
192.168.40.4
gedf2
Tunnelinterface_NoTLOCExt
192.168.40.5/24
private] w
gelf1
TLOC_NoTunnellnterface
192,168.30.5/24
ge0fo
Prirmary WAN connection
10.201.237.66/24
private2 w
Site35_vEdge2
10.10.10.19

35
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= CiscovManage () Select Resource Groupw

[ — =
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= Cisco vManage () Select Ressurce Group

Device Tamplate:
$ite35_FeaturaTemplate

Dwica list [Totnl: 2 dusicos)
FinarfSasrch

ESR1100-4GLTEGE-FOLIMTLITS
13,1, 10.17

Eorkgure Divice Bolhack Timer

REILE1I-—2

Configuration - Templates

allowsservice sshd

no allou-pervice metcont

no allow-service ntp

o allov-service aspt

no allow-secvice stus

aliow-service hLLPs

no aButdown

ip rowts 0.0.8.040 10.201.737.1 1

vpn 813

Configuration - Templates
sllowsssrvice sshd

o allow-sarvice natoont

5o allov-sssvice nip

o allev-sesvice capd

80 allov-sssvics awun

allowsservice Mips

]

25 mhutsoum

ip route 9.0.0.0/8 10,201.237.1 1

vp 312
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allowssarvice sshd
no allow-pervice netsoaf

no ablow-service stun
allow-service hitps

no sbetdown

ip rosts 0.0.0.0/0 10.381.237-1 8

wpn 513

allowsservice sshd
no a1 low-pervice netooat

no allow-service stun
allowssarvice biips

no hatdoun

ip route 0.0.0.4/0 10.281.237.1 1

WA 813



Configure Devices

Committing these changes affect the configuration on 2 devices. Are you sure you want to proceed?

Confirm configuration changes on 2 devices.
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14 N35_vEdge1

Site35_vEdgel# show run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.120/24
ipv6e dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color privatel
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/1
description TunnelInterface_NoTLOCExt
ip address 192.168.30.4/24
tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
allow-service dhcp



allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/2
description TLOC_NoTunnelInterface
ip address 192.168.40.4/24
tloc-extension ge0/0

no shutdown
|

ip route 0.0.0.0/0 10.201.237.1
ip route 0.0.0.0/0 192.168.30.5
|

Site35_vEdgel#

4 h35_vEdge2

Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2# sh run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.66/24
ipv6 dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
alTlow-service dhcp
allow-service dns
alTlow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/1
description TLOC_NoTunnelInterface
ip address 192.168.30.5/24
tloc-extension ge0/0

no shutdown
|



interface ge0/2

description TunnelInterface_NoTLOCExt
ip address 192.168.40.5/24
tunnel-interface

encapsulation 1ipsec

color privatel
max-control-connections 1

no allow-service bgp
allow-service dhcp
allow-service dns

allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

ip route 0.0.0.0/0 10.201.237.1
ip route 0.0.0.0/0 192.168.40.4
|

Site35_vEdge2#

R3
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