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wo  Monitor
Monitor | @ Alsites ~

Gonfiguration Groups

‘;‘\ Configuration

nhels Applications Security Logs Multicloud
3\" Tools Policy Groups

o Service Insertion
- Maintenance

Topology
. . WAN Edges
4o Administration Cloud OnRamp for Saas
Gloud OnRamp for Multicloud 1 8
'¥_+ Workflows Manager Reachable
Devices
:1—": Reports Metwork Hierarchy
Certificates
il Analytics
Certificate Authority
@ Explore Templates
orming Sites v
Policies
Sacurity
SITE_40D
Unified Communications
Metwork Design SITE 100
Cloud Dr‘IREImp for laasS
Application Catalog g SITESOD
M oo SITE_200
Fair

Allowlist URL List 7= (&Blocklist URL ListZERX F - E BB TS ICIE, R—2 F _EDOCustom
Options ROAY 7’A O X _1—h SlListsZiBIRLE T,

Monitor

a PodicieyProfies
Configuration
L o Unnbeila Rugistration

X Tools 1 Threat Grid APY Kiry
Q Search

Maintenance
Add Security Policy Add Unified Security Policy
2o Admintsrration

= Workfiows

ERIOARA > TAllow URLs Lists® 2 1) ¥ 2 L. New Allow URLs ListZERL £ 7,



Security > DefinelLists

Select a list type on the left and start creating your groups of interest

Applicaticn
New Allow URL List ]
Data Prefix
Demain
Hamea Entries Refarence Count Updats
Signatures
Allow URL Lists No data availa

Block URL Lists
Zones

Port

Pretecol

Rule Set

Geo Location
Object Group

|dentity

« TURLUARNEL 74—LRIC, BAR2XF (XF. BF. NM7>, PYA—RAF®
%) THRENRDUARNEEAHNLET,

« URLZ4—JLRIC, URARNCE®HBURLEHY I TRY>TANLET . ImportR 2> & 14E
ALT. 7O EATHEREEFASUANERMTZELTEET,

c RTULESAddEIUYILET,

Selact a list iype on the left and start craating your groups of Interast

Mew Allow URL List

Allow URL List Name®

GuestAlow

Add Allow URL * -

| wwewgooglel.com, wewhyahool.com

alock URL Lists
Port
Bule Set
wtion
i L

m Cancel




ECHFAVANETOYIVUARNDRAAVRICERRBANG - ZFRATD &R
ANTEFXRT

ERIOAR A > TBlock URLs ListsZ® 2 1) ¥ 2 L, New Block URL ListZ/ER L £ 9,



Security > Definelists

Select a list type on the left and start creating your groups of interest

Application
New Block URL List
Data Prefix
Demain
Mame Entrias Refarance Couwl
Signatures
Allow URL Lists

Block URL Lists

Zonhes

Port

Protocol

Rule Set

Geo Lecaticn

Object Group

Identity

"URLUAKRE S 714—J)LRIC, JR2XF (XF, BF. N\ 7>, TUHE—ZAOATD
k) TBEENDVARBZADLET

URLZ 4 —JLRIZ, YARIZEBHBURLEZANTRY2>TABLET, Import’R R > Z
RALT, TOCATARBRFEAASVARNZEMTEDZEETERT,

BTLIES A ZTUYILET,

Mew Block URL List

tFIVFT 4RI —DOEK

2. Cisco SD-WAN Manager X — 1 —T, Configuration > Security® JEICE B L. Add new security
policyZZ Y O L&ET, EXF1UFARV—OEBMV A F—RIFHAE, SEETERBEI—ARAT—
ADTF VAN RTEND D, UJARNOBRFEORIS —HFFEREIhET, V1Y — KR Tcustom%Z



BIRL ., ProceedZ V)Y OLTURLZ AR TRUS —=EBMLET,

Add Security Policy

Choose a scenario that fits your use-case, Click Proceed to continue building your desired policies.

Compliance

Application Firewall | Intrusion Prevemion | TLS/SSL Decrypton

Guest Access

Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access

Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

Direct Internet Access

Application Firewall | Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security | TLS/SSL Decryptio

BEEEA

#=4 Application Quality of Experience
TLSfSSL Decryption

e

0l

Custom

Build your ala carte policy by combining a variety of security policy blocks

Cancel

E(EFIVFTARUD—OEMT, URLZAINEVTZ2FR—NTBZFUF (T
ARNTOERA, HALIKRAVER—RYRNTIORRA, §EBHARAZL) ZBRLET,

Add Security Policy> 1 #— KT, URL FilteringV 1 > ROUNKRRENDETNext2 VU Y VL&
¥, < < T, URL Filtering > Add URL Filtering Policy > Create New® JE(Zi#RL T, URL
Filtering/RU > —ZERLE T, [Next] 20V Y I LET,

Security > Add Security Policy

@ Firewall @ ntrusion Praventicn @ URL Fitering ® padvanced Malware Protection ® DS Security @ TL5/55L Decryplion @ Policy Summary

Add URL Filtaring Policy -~

I Create Hew |

Copy from Exiating

Import Existing

Add Target VPNs™J 4 '— R TTarget VPNsZ VU Y U LT, ZEBZHOVPNZEMLET,



Add Target VPNs

 Policy Name7 1 =)L RICAKRV > —FZAHDLET,
« WebAFIVIRAYZEIUASVThADOAT AV EERL, [7OY V1%ERTS
EBRUEATIOVIC—HTBEWebH A M 7Oy IEnET,

70v 0 BRULATIVIC-HTAWebH A hZT7OYILET,
A BRUEATIVIC—HTBWebT A REFTLET,

ROYFEIXZ21—HEWebLEIFTF—2 3> %BIRL ., Moderate RiskiCERELET, L
Ei17—3a>AROT7HE0TOURLKINTTOY VEhET,

aUVAY . LEAT—>32AOT7I0 ~ 20,
AE . LE2IT—232AOT7E0 ~ 40
FEREOCVAY LE2ITF—232AO70 ~ 60
BRURY : LE2IT7—232RO7I1E0 ~ 80
Trustworthy: L E157—>32A370 ~ 100,

Add URL Filtering Palicy

Target Folicy Behavior

1 v Moderate Buciist;  Disabled
-t Ruputation; Risk - actien:  Block Page == ekt Disabled
VPNs == -
whteks LRl = Reputation/Category:  Disaw.
Blckist UALs: - Block Page Server
s
Ak
Web Filter

URL Filtering - Policy Rule Gonfiguration ©

Policy Mame

Weh Categanes

Wel Reputation

Advanced »

Advanced T, #EI(ZJSEL T, Allowlist URL ListE 7= [Eblocklist URL List RO Y A O X =1 —
ASBENOIVANZERTZSL., ILLWIANZERLET,



Advanced «

Whitelist URL List [ Select a whitelist url list

Search Guest_Allow

Blacklist URL List
Guest_Allow

wwwl.googlel.com

Block Page Server wwwi.yahool.com

O Block Page Content

Default Content Header

Mew Allow URL List

o e e Dom s s

Blacklist URL List Select a blacklist url list

Search Guest_Block
ok Page server IGUESLBIDck | www' . youtubel.com
O Block Page Content wwwl.Tacebooki.com

instagram.com
Cefault Content Header

Content Body

Mew Block URL List

(O Redirect URL (O

BBICBUT, [7OYIR=VAVFIVIOTOIAD T YRKELEEL, INTOBANER
ENTVBZEERRBLET,

Save URL filtering PolicyZ 2 1JY 2 LT, URLZ 1 ILR VTRV —=EBMLET,



URL Filtaring - Policy Rule Configuration ©

Advanced ~

Whitelist URL List Guest_Allow 7

Blacklist URL List Guest_Block N

Block Page Server

O Block Page Contert

Default Content Header Access to the requested page has been denied

Content Body | Please contact your Metwork Administrator

O Redirect URL () |
Alerts and Logs (1)

Alerts Blacklist [ whitelist Reputatio nfCategory

Save URL Filtering Policy

Policy SummaryR—I A" RRENDETNextZ2 VY I LET,
%& 7 1 — )L RI(ZSecurity Policy Name & Security Policy DescriptionZ AL &9,

@ Firowa @ intrusion Prevention @ URL Filtering @ Advanced Mahware Protection @ NS Security @ TLS/S5L Decryption

Provide a name and description for your sacurity mastar palicy and configure additional securily settings. Click Sava Policy to save the sacurity master policy configuration.

[ ——

Cancel

@ Policy Sumn

Security Policy Description

[ Guest URL Policy]

Additional Policy Setting
Intrusion Prevention and/or URL Filtering andfor Advanced Malware Pratection

External Syslog Serwer VPN Erner a VPN Server iP Exampie 30,009

Failure Moce Cpen =

Cancal
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FNARCEFLIUTF ARV —2BAIZICE, ROFIEERTLET,

Cisco SD-WAN Manager X — 1 —#'5 ., Configuration > TemplatesD JEIZiEIRL £,
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Monitor

oy

Configuration

2

o

Tools

Maintenance

Administration

Workflows

Reports

Analytics

Explore

Canfirauratinn

Conhguration Groups

Policy Groups

Service Insertion

Topology

Cloud OnRamp for Saas
Cloud OnRamp for Multicloud
Devices

Metwork Hierarchy
Certificates

Certificate Authority

Templates v

Policies

Security

Unified Communications
Metwork Design

Cloud onRamp for laaS

Application Catalog

re Templates

.ontrollers

Sited00-cE1 with Site 1D: ...

Site200-cE1 with Site 1D: ...

Site200-cE?2 with Site 1D: ...

Sites00-cE1 with Site 1D: ...

Sites00-cE2 with Site ID: ...

Device Templates&® 2 )Y UL, EditZ2 2 JY I LET,



Configuration

Device Templates |  Feature Templates

[ Search

Sreate Template -
Tomplate Type  Non-Default « Total Rows: 1 of 0

Hama Gescription Type Qavics Mesal .. Davica Rala Foaturn Tawsiatos Qran Mess Govices AlEaches updated iy Last Updatod commeniemp e Sats

Tchébeat-e57e-4818-80c7-560202978.. Device template of Ste300-€1 w... Feature SO0 SOVENN Edge isabled 1 aumin 24 Jul 3024 M. In Sync

“hrw

Dalete

Cogy

Enathe Draft Mode
Attach Dovices
Dotach Devices
Export C5V

Change Device Valies

Additional Templatesz 27 1) Y J L& 9,
Configuration

Device Templates Feature Templates

Device Model* [ J
Device Role* [ ]
Template Name* L J
Description® [ Device template of Site300-cE1 with Site 10: 300 ]

Basic Information Transport & Management VPN Service VPN Celiular Additional Templates Switchport

- Security Policy RAY Z7H I U ARA S, BABIICGuest_URL_Policy® FTEREL IR >
—NDABBERERL, Updatez V)Y I LET,

Policy [ VIPD7_DPI_Visibility vJ
Probes [ Choose... v]
Tenant [ Choose... -]
Security Policy I[ Guast_URL_Palicy vl
Container Profile * Factory_Default_UTD_Template v] ®

Switch Port  (#) Switch Port

TFNARZOUYOL, BRENELVZ & Z2HFRL T, Config Diff& Side by Side Diff€ 7 1) v &




L £9, Configure DevicesZ 2 )Y U LET,

ne TrAnSport-gateway enable

port-offset o

=

SR
Davice list (Total: 1 devices) Local Configuration vs. New Configuration
[ FitterfSearch ] = 1 system
g 2| zep-status in-progress
2 & device-model vedge=CE000V
4 < gpe-lecation latitude =23,60911
8 3 gpe-lecation longitude -46.E9768
& & systen-ip 1.1.30.1
Z o overlay-id 1
f % sire-id 300
0 "
0| 1w
n
12

control=szession-ppe 300

I

admin-tech-on-failure

-
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Push Feature Template Configuration | @ Validation success

Tolal Task: 1| Success: 1

Device Group (1)

Q Search Table

Status Mazzage Chassis Kumber

emplate successfully atla... CEK-C

URL7 A ILZDEE

View Logs

Site300-cE1(1.1.30.1)
300

Device CHOOOV
Model

[26-Jud-2024 13:55:55 POT) Corfiguring device with feature template: foff 2ead -eSTe-4616-8bc7 -BHAZd2OTH0EE
[26-Jul- 2024 13:55:56 POT] Chesking and creating device in Manager

[26-Jud- 2024 13:55:57 POT) Generating configuration from templse

[26-Jul- 2024 13:56:06 POT) Device ks online

[26-J1d-2024 13:56:06 POT] Updating Sevice comfigiration in Mansger

[26=)ul-2024 13:56:06 POT] Sending configuration to device

[26-Jul- 2024 13:56-12 POT] Successfully notified device to pull configerstion
[26-Jd-2024 13:56-14 PDT] Device has pulled the corfigurstion

[26-)ul-2024 13:56:21 PDT] Devics: Configured 10

[26-Jud- 2024 13:56:35 POT] Device: Stasted 10X

[26+Jul- 3034 13:56:56 POT) Device: Successfuly downioaded package fos appid wd
[26-u0-3024 13:57:40 POT] Device: Successhuly instalied appid ud

[26=Jud-2024 13:58-07 POT] Device: Verified appid uad in running state

[26-Jud- 2024 13:56:07 FOT] Device: Successtully verified appids: ued

[26-Jud-Z024 13:58-08 POT) Device: Corfig applied successfully

[26-Jul- 2024 13:56:06 POT) Tempiate successfully suached to device

URLZ A NRVTRIS —%2EEITIICE, ROFIEZERITLET,

1. Cisco SD-WAN ManagerX — 1 —A'5S, Configuration > Security® JEIZiZIRL £,
2. Security [l ¢, Custom Options RAY 7RV XZ"Z1—%01)v UL, Policies/ProfilesZ

BRLULKXT,

& Monitor

N Configuration
’

M Tools
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| Sweurity

B psirtanancs

Add Security Policy Add Unitied Security Poliey
ds  Administration

Thraat Grid AP Wy

= Lo 6
3 werkfiows
Hane Dascription Use Case Dew ko eTemplates(Conflg Groups Updaied By Last Updated
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Custem Optians

Mame Mode Aeberance Count Updated By Last Updaiad

MHEIZISUTRU S —2ZZEL, Save URL Filtering PolicyzZ 7)Y 2 L&Y,

Target Policy Behavior
| -
1 Moderate
Reputation: Risk Hackiist:  Enabled
LS - Wit "7 aevon: Block Page "7 wnitelst: Enabled
Guest_All... s ===
eputation/Categaery Ena...
Target VPNs Blackiist Block Page Server
S g Bl :
- Alerts
Web Filter

URL Filtering - Policy Rule Configuration

Palicy Made security ©

Policy Name GUESTACCESS

Web Categories Block = abused-diugs games = garnbling sttt .
;

Save URL Filtering Policy Cancel

URLZ 1 LRV T DOHEIRR

URLZ ARV TR —ZHIBRTDICE, |FACEFIVT AR —HSRKRUS—24V)
BIVBENBYET,
Cisco SD-WAN ManagerX — 1 —A"5., Configuration > Security® JEIZiEIRL £ 9,
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Add Security Policy Add Unified Security Policy

Hamo Descriptian Uan Case Polley Mado Dowlees ATtachad DowkeaTomplat e/ onflgdramps Updated By Lagt Updated E

[Policy SummaryIX— AR RENE T, URL Filtering® 7 &2V U Y I LET,
HIBRT BRI —ICH LT, 3RY NL)ZEDVUY UL, DetachZiBIRL ET,
Save Policy ChangesZz V)Y L&Y,

Firewnl | Intrusion Preve [k\ roteckon | NS Security | TLS/SSL Dectypusn | Paliey Summy

tara Typs Aefaranaa Goust UpataciBy Last Upasted

Graghical Proview
view
Edit

Detach

m Sava Policy Changes | PSS
URLZ A ILBUZ TR —ZHIBRTBICE. ROFIEZRTLET,

SecurityEI[l] ¢, Custom Options RAY 7H I X”Z1—%&21)vY U L. Policies/Profiles & #EiR
L T. URL FilteringZi#RL £ ¥,

@ Thenatwork Is ot of complance due 1o fcensing, pleasa ciick here for more actions.

‘ 7 Security
¥4 Monitor Lists
U PollcfasiProfiies
;\ Canfiguratian - A
Unmbrella Registiration
. Tools Threat Grid API ey

Q Search

2 maintenancs

Add Security Policy Add Unified Security Policy
do Administration

. 3 u @
B workiiows
Hame Daaeription Uas Case Palizy Mads Daviees Attachad Dz aTam plates /C anfigiraups Updated By Laat Updatad
‘| Reports
PBFW policy for A Cusiom security o 0 admin 12 Apr 2024
il Analytics
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HIBRT 2RI —IZHL T, 320ORY N..)EIZVUY UL, Delete2V Y ILET,
OK2O Y ULZET,
Securlty 3 URL Filtaring

Solect a Bt 1ype on the left and stan creating your policies and/or profiles

Firewal
[ Q Search A J

Intrugicn Prevention

| Add URL Filtering Poliey ~  [Add a URL Filtering configuration)

Advanced Malwan Protection
Total Rows: 2 t &
DNS Security

TLE/SEL Decryption Hame Mode Reference Count Updated By Last Updated

TLE/SEL Profile securnity ] admin 24 Jul B024 11:03:40 PM GMT

Advanzed Inspaction Profie

URLF sacurity 1 adnin 24 Jul 04 BAA:2) P GMT Graphical Previaw

Are you sure you want to delete the
policy?

This policy will be deleted immediately. You cannot undo the action.

Cisco UTDN—=2 a2 A 2V AR—ILENhTVRIAESH ZRBLET,

<ttroot>

Site300-cEl#show utd engine standard version
UTD Virtual-service Name: utd
I0S-XE Recommended UTD Version: 1.0.2_SV3.1.67.0_XE17.14



I0S-XE Supported UTD Regex: AI\.O\.([0-9]+)_SV(.*)_XE17.14%
UTD Installed Version:

1.0.2_SV3.1.67.0_XE17. 14

TFARNVPNED Y Z 4T > RPCH Sgoogle.com&yahoo.comZH S ETHE, HFAETNET,

Google - Chromium

G Google x
| € = C @& google.com
About  Store Gmail Images  iii
o
$ @
Google Search I'm Feeling Lucky
<#root>

Site300-cEl#show utd engine standard Togging events | in google
2024/07/24-13:22:38.900508 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Pass
[**]

UTD WebFilter Allowi st
[**1 [

URL: www. googl e. com

] [VRF: 12] {TCP} 10.32.1.10:55310 -> 142.250.189.196:443
2024/07/24-13:24:03.429964 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Pass
[**]
UTD WebFilter Allowi st

[**1 [



URL: www. googl e. com

] [VRF: 12] {TCP} 10.32.1.10:55350 -> 142.250.189.196:443

Yahoo | Mail, Weather, Search, Politics, News, Finance, Sports & Videos - Chromium

B vahoo | Mail, Weather, 5S¢ x

“ C a yahco.comb 4

News Finance yahoo.l Sports More v Signin
Bearch the web °

<tfroot>

Site300-cEl#show utd engine standard Togging events | in yahoo
2024/07/24-13:20:45.238251 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Pass |

**]

UTD WebFilter Allowi st
[**1 [

URL: www. yahoo. com

1 [VRF: 127 {TCP} 10.32.1.10:48714 -> 69.147.88.8:443
2024/07/24-13:20:45.245446 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Pass
[**]

UTD WebFilter Allowi st
[**1 [

URL: www. yahoo. com

] [VRF: 12] {TCP} 10.32.1.10:48716 -> 69.147.88.8:443



TANVPNEDYSA T RPCHAS, LEIFTF—23a 2 AOAT7HFEVNWebR—T X, JOV IS
NEWebHATFIUD1D2ASWebR—ZEZRCSETDE, URLZAINEZITIVS R
HTTPEXRZEBL F T,

& = C A Dangerous | malware.wicar.org/data/firefox_proto_crmfrequest.html

A

The site ahead contains malware

Attackers currently on malware.wicar.org might attempt to install dangerous programs
on your computer that steal or delete your information (For example, photos,
passwords, messages, and credit cards). Learn more

<#root>

Site300-cEl#show utd engine standard Togging events | in mal
2024/07/24-13:32:18.475318 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]
UTD WebFi | ter Category/ Reputation
[**1 [
URL: mal ware. wi car.org/data/firefox_proto_crnfrequest. htm

] ** [Category: Malware Sites] ** [Reputation: 10] [VRF: 12] {TCP} 10.32.1.10:40154 -> 208.94.116.246:8

TFARNVPNLEICHBDUZ 4T NPCH S, Facebook, Instagram, YouTubeZR -S> &THE&T
AY J&EhET,



@ www.facebook.com

“ C () Facebook.com

-]

This site can’t be reached

The connection was reset.

Try:
= Checking the connection
« Checking the proxy and the firewall

ERR_CONNECTION_RESET

<tfroot>

Site300-cEl#show utd engine standard Togging events | in face
2024/07/24-13:05:25.622746 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]

UTD WebFilter bl ockli st
[**1 [

URL: www. f acebook. com

] [VRF: 12] {TCP} 10.32.1.10:55872 -> 157.240.22.35:443
2024/07/24-13:05:25.638612 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]

UTD WebFilter bl ockli st
[**1 [

URL: www. f acebook. com

] [VRF: 12] {TCP} 10.32.1.10:55876 -> 157.240.22.35:443



&« C (@ instagram.com

B

This site can’t be reached

The connection was reset.

Try:
» Checking the connection
« Checking the proxy and the firewall

ERR_CONNECTION_RESET

<ffroot>

Site300-cEl#show utd engine standard logging events | in insta

2024/07/24-13:09:07.027559 PDT [**] [Hostname: site300-cel] [**] [System_IP:

Dr op

[**]
UTD WebFilter bl ockli st
*1 [
URL: www. i nstagram com

] [VRF: 12] {TCP} 10.32.1.10:58496 -> 157.240.22.174:443

2024/07/24-13:09:07.030067 PDT [**] [Hostname: site300-cel] [**] [System_IP:

Dr op
[**]

UTD WebFilter bl ockli st
*1 [

URL: www. i nstagram com

] [VRF: 12] {TCP} 10.32.1.10:58498 -> 157.240.22.174:443

2024/07/24-13:09:07.037384 PDT [**] [Hostname: site300-cel] [**] [System_IP:

X.X.X.X] [**] [Instance_ID

X.X.X.X] [**] [Instance_ID

X.X.X.X] [**] [Instance_ID



Dr op

[**]
UTD WebFil ter bl ockli st
*1 [
URL: www. i nstagram com

] [VRF: 12] {TCP} 10.32.1.10:58500 -> 157.240.22.174:443

— c © youtube.mﬂn

B

This site can’t be reached

The connection was reset.

Try:
« Checking the connection
» Checking the proxy and the firewall

ERR_CONNECTION_RESET

<{froot>

Site300-cEl#show utd engine standard Togging events | in youtube
2024/07/24-13:10:01.712501 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]

UTD WebFilter bl ockli st
**1 [

URL: www. yout ube. com

1 [VRF: 1271 {TCP} 10.32.1.10:54292 -> 142.250.72.206:443
2024/07/24-13:10:01.790521 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op

[**]



UTD WebFilter bl ockli st
[7‘:7‘:] [
URL: www. yout ube. com

] [VRF: 10] {TCP} 10.30.1.10:37988 -> 142.250.72.206:443
2024/07/24-13:11:11.400417 PDT [**] [Hostname: site300-cel] [**] [System_IP: x.x.x.x] [**] [Instance_ID

Dr op
[**]

UTD WebFilter bl ockli st
*1 [

URL: www. yout ube. com

] [VRF: 12] {TCP} 10.32.1.10:54352 -> 142.250.72.206:443

vManage GUIAS DURLZ 1 ILZU T DE_R
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1. Cisco SD-WAN Manager X — 1 —#'5., Monitor > Devices > Select Device D JEIZEIR L £
ED



R Monitor

0"\ Configuration
K Tools

,_?_, Maintenance
45 Administration
"F_+ Workflows

[*] Reports

il Analytics

@ Explore

Overview A I

Devices v

Tunnels Tunnels Applications Security Logs Multic
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Security
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VPN

Logs

Multicloud

S0-AVC Cloud Connector

Compliance
Hastname Device Model Site Mame System IP Health ©
vManage Manager 1111 @
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vSmart-1 Controller 111.3 [

2. ERID R A > O Security MonitoringT., URL FilteringZ 2 )Y VL& ¥, HRAIORA ICURLY
1IWBRVDTEBIRRENET,

JOY0&ENZURLOEY 232 ATY RFRTENET,

» BlockedZz 7)Y O ULETY,

« AllowedZz2 )Y OL%EY,

FHAENLEURLOEY >3V ATY MARRENET,
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<#froot>

Site300-cEl#show utd engine standard version

UTD Virtual-service Name: utd

I0S-XE Recommended UTD Version: 1.0.2_SV3.1.67.0_XE17.14
I0S-XE Supported UTD Regex: AI1\.O\.([0-9]+)_SV(.*)_XE17.14%
UTD Installed Version:

1.0.2_SV3.1.67.0_XE17. 14 <<LKLLLLLLLLLLL LKL



FEUTDA A AR—)IEnfz/N—2 321, UNSUPPORTEDIREEICA D CEWFTEE
BAo

UTDAonrunningiREA ES A ZREFRLEF T,

Site300-cEl#show app-hosting 1list
App 1id State

utd RUNNING

UTDAILART— R AN RETH D ZHABLE T,

<#root>

Site300-cEl#show utd engine standard status
Engine version : 1.0.2_SV3.1.67.0_XE17.14



Profile : Cloud-Low
System memory :
Usage : 11.70 %
Status : Green

Number of engines i1

Engine Running Health Reason
Engine(#1):

Yes G een None

Overall system status: Green
Signature update status:

Current signature package version: 29.0.c
Last update status: None

Last successful update time: None

Last failed update time: None

Last failed update reason: None

Next update scheduled at: None

Current status: Idle

URLZ AR THEENBRICE>TVWBR L ZHRELET,

<#froot>

Site300-cEl#show platform hardware qfp active feature utd config
Global configuration

NAT64: disabled

Drop pkts: disabled

MuTlti-tenancy: enabled

Data plane initialized: yes

TLS Decryption Policy: disabled

Divert controller mode: enabled

Unified Policy mode: disabled

SN threads: 12

CFT 1inst_id 0 feat id 4 fo id 4 chunk id 19

Max flows: 165000
SN Health: channel: Threat Defense : Green
SN Health: channel: Service : Down

Flow-Togging Information:

State : disabled

Context Id: 3, Name: 3 : 12

Ctx Flags: (0xc50001)
Engine: Standard
State : Enabled
SN Redirect Mode : Fail-open, Divert



Threat-inspection: Not Enabled

Domain Filtering :

URL Filtering

File Inspection
A1l Interfaces

Enabl ed

Not EnabTed

: Not EnabTled
: Enabled

URLZ 1 LRI OTZKRTRTBIZIE. show utd engine standard logging events url-filtering_]
N RZEFTLET,

Site300-cEl#show

2024/07/24-20:36:
2024/07/24-20:37:
2024/07/24-20:37:
2024/07/24-20:38:
2024/07/24-20:38:

utd engine stand

58.833237 PDT
59.000400 PDT
59.030787 PDT
59.311304 PDT
59.343273 PDT

[,\ £

[ B B s B s |

a

—_

rd logging events url-filtering
[Hostname:
[Hostname:
[Hostname:
[Hostname:
[Hostname:

]

site300-cel]
site300-cel]
site300-cel]
site300-cel]
site300-cel]

[t T e B e B |
s s s
P

[n %

—_ e e

]

[System_IP:
[System_IP:
[System_IP:
[System_IP:
[System_IP:

X X X X X
X X X X X
X X X X X

.x]
.x]
.x]
.x]
.x]

L T s T s B s B |
—_ e e e

[Instance_ID
[Instance_ID
[Instance_ID
[Instance_ID
[Instance_ID



A o HWARRNZEDD T SICIE, clear utd engine standard logging events 11X > R
ZRITLETD,

UTDOVTFANODARAINTY NEFIVOUL, WY IOTY T TEENRELET,

Site300-cEl#show utd engine standard statistics url-filtering vrf name 12 internal

UTM Preprocessor URLF Statistics

URL Filter Requests Sent: 50
URL Filter Response Received: 50
blocklist Hit Count: 27
AlTowTlist Hit Count: 0
Reputation Lookup Count: 50
Reputation Action Block: 0
Reputation Action Pass: 50
Reputation Action Default Pass: 0
Reputation Action Default Block: 0

Reputation Score None: 0



Reputation Score Out of Range: 0

Category Lookup Count: 50
Category Action Block: 15
Category Action Pass: 35
Category Action Default Pass: 0
Category Action Default Block: 0
Category None: 0
Category Out of Range: 0
UTM Preprocessor URLF Internal Statistics

Total Packets Received: 1335
SSL Packet Count: 56
HTTP Header Count: 22
Action Drop Flow: 69
Action Reset Session: 0
Action Block: 42
Action Pass: 503
Action Offload Session: 0
Invalid Action: 0
No UTM Tenant Persona: 0
No UTM Tenant Config: 0
URL Lookup Response Late: 150
URL Lookup Response Very Late: 21
URL Lookup Response Extremely Late: 0
URL Lookup Response Status Invalid: 0
Response Does Not Match Session: 0
No Response When Freeing Session: 0
First Packet Not From Initiator: 0
No HTTP Header: 0
Invalid Action: 0
Send Error Fail Open Count: 0
Send Error Fail Close Count: 0
Lookup Error Fail Open Count: 0
Lookup Error Fail Close Count: 0
Lookup Timeout Fail Open Count: 0
Lookup Timeout Fail Close Count: 0

BYIE 5 2
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